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The invention relates to marine vessel safety
system which ensures that a marine vessel enters
a safe state in the event of at least one malfunction
in any vessel operation systems and components
of the marine vessel. The marine vessel safety
system comprises at least one vessel monitoring
system, at least one malfunction evaluation system
and a safe-state control system.
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Technical field

[0001] The disclosure relates to a system that reliably ensures that a marine vessel
enters a safe state in the event of any malfunction in a system or component

relevant for the operation of the vessel.

Background

[0002] Marine vessels contain an ever-growing amount of technical equipment in
order to comply with the increasing requirements for functionality, both for the
vessels themselves, but also for their cargo. Technical systems for automatic
navigation, dynamic positioning, weather analysis and remote cargo
surveillance are a few examples of a whole range of already existing systems,
with many more under development. The advent of gradually more
autonomous marine vessels is expected to further speed up the development
of automated control systems until fully autonomous marine vessels are a
reality.

[0003] Although the growth in technical equipment on-board marine vessels both
simplify and optimize their operation, it comes with the drawback of increased
complexity and consequently often increased fragility. The number and
variety of possible malfunctions that can occur increases, and the complexity
of the various systems means that these malfunctions get increasingly more
difficult to correct. The correction of such malfunctions might for example
require specialized personnel, which is rarely available on-board, and in the
case of autonomous vessels, not at all. Increasing automation, remote
operation and autonomy also increase the threat of cyber-attacks, leading to
the requirement for cyber-safety and over-ruling functions on-board.

[0004] In order to handle the growing risk imposed by growing complexity and
increased autonomy of marine vessels, it is necessary to implement novel
back-up solutions and procedures in order to guarantee for the safety of the
vessel and its surroundings in the case of any malfunction. Such back-up

solutions may for example comprise transferring any compromised tasks over
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to manual staff or to an automatic back-up system, or in more severe cases,
to implement a safe-configuration (fail-safe-state) for the vessel as a whole. In
the latter case, a safe-configuration for the vessel could for example involve a
cooperation between any remaining functioning systems of the vessel in
order to operate the vessel in a safe manner.

The complexity and diversity of the systems and components belonging to a
marine vessel also lead to increased difficulty in detecting a malfunction. A
software error in a control system might for example affect the various outputs
from this system, and hence make it difficult for the system itself to report any
malfunction. A cyber-attack would have the potential of being even more
severe, as the hackers could fake the output signals from any affected
system, and thus make the marine vessel as a whole appear to be fully
functioning.

US 8614633 B1 describes a hazard assessment and strategy formulation
system and method for a vessel. The system and method comprises a hazard
assessment element receiving alarms and/or data for assessing the type and
severity of a hazard, a plurality of models for modelling different hazards, and
a strategy formulation element for formulating a strategy of tasks for
responding to the type and severity of hazard represented by the hazard
assessment.

WO 2006061864 A1 describes a system for the supervision control and data
acquisition (SCADA) of boats and/or ships which achieves total automation of
all the possible functions on board including automatic driving intelligent
automatic pilot with the possibility of handing over the command of the boat
or ship to a remote control centre.

US 2009269062 A1 describes a ship that includes a network, integrating
services for security and control services and/or for multimedia and
infotainment services on board the ship. The service-integrating network
includes services for security-related systems as well as services for non-

security-related systems.



[0009]

[0010]

WO 2004059411 A1describes a system for testing a control system in a
vessel, in which the control system is arranged to control and monitor the
vessel.

It is the goal of the present invention to ensure the safety of a marine vessel.
In particular, it is the goal of the present invention to ensure the safety of a
marine vessel in the event of a malfunction in a system or component of the

marine vessel.

Summary of the invention

[0011]

[0012]

In a first aspect of the invention, the invention provides a marine vessel safety
system which ensures that a marine vessel enters a safe state in the event of
at least one severe malfunction in any vessel operation systems and
components of the marine vessel, the marine vessel safety system comprises
at least one vessel monitoring system, configured to monitor the vessel
operation systems and components of the marine vessel, at least one
malfunction evaluation system, configured to detect any malfunction in the
vessel operation systems and components of the marine vessel and to
evaluate the severity of the detected malfunction, a safe-state control system,
configured to execute a set of control commands, which forces the vessel in
to a safe state if any of the malfunction evaluation systems detect any severe
malfunction in the vessel operation systems and components.

The marine vessel may according to one embodiment of the invention be a
remote and autonomous, R&A, marine vessel. The marine vessel safety
system may further comprise at least one decision-making system. The at
least one decision-making system may comprise at least one decision-making
system positioned on-board the R&A marine vessel. The at least one
decision-making system may comprise at least one decision-making system
positioned in a location remote from the R&A marine vessel. The at least one
decision-making system may comprise at least one malfunction evaluation

system.
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In one embodiment of the invention, the at least one malfunction evaluation
system may comprise a vessel monitoring system.

In another embodiment of the invention, the vessel monitoring system may be
independent from any other system in the marine vessel. The vessel
monitoring system may be autonomous. The vessel monitoring system may
be firmware programmed.

At least one of the vessel operation systems and components of the marine
vessel may be chosen from the group comprising engine control system,
propeller, propulsion control system, communication system, navigation
system, water cooling system, dynamic positioning system, distress signal,
communication system, route planning system, situation awareness system,
collision avoidance system, mission management system, equipment health
monitoring system, energy management system, integrated alarm system,
cyber security system such as intrusion detection system, steering gear,
autopilot, position reference systems GNSS etc., deck machinery systems,
machinery recovery systems and artificial chief engineer.

Each state of each of the m vessel operation systems and components of the
marine vessel may be defined by a set of any number, n, of parameters m.1,
m.2, m.3, m.4, .., m.n. At least one of the parameters, in at least one of the
sets of any number of parameters, may represent a property of the respective
vessel operation system or component of the marine vessel chosen from the
group comprising pressure, temperature, sound, voltage, frequency, gas-
concentration, humidity, pH, connectivity capability, network activity, software
component activity, CPU load, memory usage, connectivity activity, position
and latency. The vessel monitoring system may be configured to monitor
each set of parameters m.1, m.2, m.3, m.4, .., m.n defining the state of each
of the vessel operation systems and components of the marine vessel.

In one embodiment of the invention, the malfunction evaluation system may
comprise at least one malfunction trigger algorithm. The at least one of
malfunction trigger algorithm may be configured to compare each set of

parameters m.1, m.2, m.3, m.4, .., m.n with a set of allowable threshold
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[0019]

[0020]
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values Tm.1, Tm2, Tm3, Tma, .., Tmn defined as a set of ranges, each set of
ranges is associated with a particular set of parameters m.1, m.2, m.3, m.4, ..,
m.n and if any one of the parameter values Im.1, Im.2, Im.3, Im.4, .., Imn in the set
of parameters is outside the corresponding allowable threshold value T 1,
Tm2, Tm3, Tma4, .., Tmn defined in the set of ranges, then send a malfunction
signal to a logical comparator L1, which outputs an activation signal to the
safe state control system.

According to one embodiment of the invention, the malfunction evaluation
system evaluates the detected malfunction in light of the state of at least one
other amongst the vessel operation systems and components of the marine
vessel.

The malfunction evaluation system may according to another embodiment of
the invention comprise at least one system chosen from the group: route
planning system, situation awareness system, collision avoidance system and
dynamic positioning system.

Each of the malfunction evaluation systems may be independently capable of
activating the safe-state control system.

In yet another embodiment of the invention, said set of commands executable
by the safe-state control system may be chosen based on any of the sets of
parameters that defines the states of the vessel operation systems and
components of the marine vessel. Said set of commands executable by the
safe-state control system may comprise at least one command which
determines at least one of the following: vessel rudder position, vessel
propulsion levels, activation of a dynamic positioning system, activation of a
distress signal communication system, activation of a route planning system,
activation of a situation awareness system, activation of a collision avoidance
system, activation of a machinery recovery system, notification of a remote
operator, activation of a sound signal, activation of a vessel whistle, activation
of a light signal, activation of a flash signaling device, activation of a light
signal, lantern activation/deactivation, activation of a loudspeaker

announcement and disconnect remote control.
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At least one safe state is defined amongst the actions chosen from the group
comprising: the marine vessel proceeds to the next waypoint, the marine
vessel stops and enters DP-mode, the marine vessel returns to the previous
waypoint, the marine vessel navigates back to its last known safe position,
the marine vessel navigates to the nearest available safe position, the marine
vessel drops an anchor, the marine vessel shuts down some machinery, the
marine vessel shuts down all machinery, the marine vessel stops propellers
and drifts, and the marine vessel maintains it relative position relative to an
object.

Other advantageous features will be apparent from the accompanying claims.

Brief description of the drawings

[0024]

[0025]

[0026]
[0027]

[0028]

[0029]

[0030]

In order to make the invention more readily understandable, the discussion
that follows will refer to the accompanying drawings, in which

Fig. 1 shows a generic principle of a marine vessel safety system for marine
vessels which may be autonomous vessels and/or remotely operated vessels,
Fig. 2 shows a block diagram of a marine vessel safety system,

Fig. 3 shows a block diagram of a marine vessel safety system for marine
vessels, with redundant components,

Fig 4 shows a more detailed view of a non-redundant marine vessel safety
system,

Fig 5 shows a marine vessel safety system with redundant components or
systems,

Fig 6 shows another example of a marine vessel safety system with
redundancy, where a monitoring system 12,12n is included in a malfunction
evaluation system 14,14n and where a malfunction trigger algorithm is

included in a malfunction evaluation system 14, 14n.

Detailed description of the Invention

[0031]

In the following, general embodiments as well as particular exemplary

embodiments of the invention will be described. References and possible



[0032]

[0033]

[0034]

[0035]

numerals will be made to the accompanying drawings. It shall be noted,
however, that the drawings are exemplary embodiments only, and that other
features and embodiments may well be within the scope of the invention as
described.

The present invention concerns a vessel safety system 10 for ensuring the
safety of a marine vessel in the event of any malfunction in systems or
components relevant for the successful operation of the vessel. The system
can act as a backup system to for example various control systems, e.g.
navigation systems, and trigger when these systems are either compromised
or for some reason are not capable of handling the operation of the vessel.
According to the present invention, the marine vessel safety system 10
ensures that the marine vessel enters a safe state in the event of any
malfunction in vessel operation systems and components 11 of the marine
vessel. The marine vessel safety system 10 comprises at least one vessel
monitoring system 12, 12n, which monitors the state of the vessel by
monitoring various systems and components 11 of the marine vessel.

The marine vessel safety system 10 also comprises at least one malfunction
evaluation system 14, 14n, configured to detect any malfunction in the vessel
operation systems and components 11 of the marine vessel and to evaluate
the detected malfunction. A severity of the any malfunctions may be
evaluated in light of safety and the ability of the vessel to complete its
designated operation. Many malfunctions may often be of minor concern, and
can thus be compensated for in a variety of ways by other systems on board
or on shore.

Another component of the marine vessel safety system 10 is a safe-state
control system 15. The safe-state control system 15 is configured to execute
a set of control commands, which forces the vessel in to a safe state if any of
the malfunction evaluation systems 14,14n detect any malfunction in the
vessel operation systems and components 11. The system can be activated
by the malfunction evaluation system 14, 14n for example in events where

the safety of the vessel is at stake, where the safety of surrounding vessels or
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environment cannot be guaranteed, or where the operational ability of the
vessel is sufficiently compromised. Which set of commands being executed
may depend on a series of conditions, e.g. the nature and severity of any
detected malfunctions, the state of the vessel, the weather, the mission of the
vessel, etc. The safe-state control system 15 may comprise a plurality of
subsystems or comprise several safe-state control systems 15.

The marine vessel safety system 10 is of particular relevance for remote and
autonomous, R&A, marine vessels. Here, a crew is not always present on
board in order to perform maintenance, repairs, or to take control of the
vessel in the event of a malfunction related to the navigation and control of
the vessel. R&A vessels may often operate far from external physical
influences for long periods of time, only under the control of various decision-
making systems. These decision-making systems can in one embodiment of
the invention comprise on board decision-making systems, while they in
another embodiment of the invention can comprise a decision-making system
positioned in a remote location from the R&A vessel. On-board decision-
making systems 14b,14c¢ in R&A vessels may comprise virtual autonomous
navigation systems, ANS, which further may comprise a wide variety of sub-
systems, including systems for route planning, situation awareness systems,
collision avoidance systems, systems defining the state of the ship, dynamic
positioning systems, virtual chief engineer etc. Remote decision-making
systems 14a are typically located on-shore, but can in principle be located in
any other remote position from the R&A vessel. A remote decision-making
system can for example be an operation central, operated by manual staff,
which can communicate with and control the vessel on demand. All these
decision-making systems may rely on at least one of the states of the various
systems and components 11 of the marine vessel.

Decision-making systems in R&A vessels, like ANS-systems, are able to fully
or partly control the operation of the vessel based on a wide variety of inputs
concerning the vessel operation systems and components 11. The decision-

making systems are thus, based on such inputs, able to estimate/determine
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how to instruct the vessel in order to achieve for example a predetermined
goal. In the event of a malfunction in one of the vessel operation systems and
components 11 in an R&A vessel, the decision-making system/systems may
have to take this into consideration when estimating/determining how to
instruct the vessel. The malfunction may in many cases be minor enough so
that the operation of the vessel can proceed, either by taking no action at all,
or by compensating for the malfunction through other actions. However, in
some instances, a malfunction may be sufficiently serious so that it
compromises safety or the ability of the vessel to complete its designated
operation. Such a malfunction will be evaluated as severe by any decision-
making system if it hinders any decision-making system in generating
instructions for the vessel without compromising safety, or in generating
instructions for the vessel which enables it to complete its designated
operation. In any embodiment of the invention where the marine vessel safety
system 10 comprises a decision-making system, the decision-making system
may therefore comprise a malfunction evaluation system 14, 14n, or the
malfunction evaluation system 14, 14n may comprise a decision-making
system. Any decision-making system or sub-system of any decision-making
system may alternatively comprise a malfunction evaluation system 14, 14n,
be in itself a malfunction evaluation system 14, 14n or comprise all the
functionalities of a malfunction evaluation system.

Any malfunction evaluation system 14, 14n may be configured to evaluate the
severity of any malfunctions. This evaluation may be performed in light of the
state of the vessel operation systems and components 11 of the marine
vessel, and in light of safety and the ability of the vessel to complete its
designated operation. As both the malfunction evaluation system 14, 14n and
the monitoring system 12, 12n in this case need to be aware of the state of
the vessel operation systems and components 11 of the marine vessel, these
two systems can in principle be related to one another. Therefore, according
to one embodiment of the present invention, the at least one malfunction

evaluation system 14, 14n may comprise a vessel monitoring system 12, 12n.
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The at least one malfunction evaluation system 14, 14n may alternatively
have a monitoring system 12, 12n implemented or may in itself have all the
functionalities of the monitoring system 12, 12n. Alternatively, the vessel
monitoring system 12, 12n may comprise a malfunction evaluation system 14,
14n, have a malfunction evaluation system 14, 14n implemented, or have all
the functionalities of a malfunction evaluation system.

In another embodiment of the invention, the vessel monitoring system 12, 12n
may be independent from any other system in the marine vessel. This is
beneficial in the case of there being more than one malfunction evaluation
system 14, 14n, and in case one of these malfunction evaluation systems 14,
14n experience at least one malfunction that makes it unable to activate the
safe-state control system 15. Any functioning malfunction evaluation systems
14, 14n will in this case be able to detect any malfunctions in the relevant
malfunction evaluation system 14, 14n and activate any safe-state control
system 15.

The monitoring system 12 may in one embodiment of the invention be
independent from any other system of the marine vessel. Such an
independent system will thus be less prone to malfunctions, as it will be less
affected by external influences from connected systems and less vulnerable
to cyber-attacks. Alternatively, the vessel monitoring system 12, 12n may be
autonomous. The vessel monitoring system 12, 12n may be firmware
programmed.

Any malfunction may occur in any of the systems and components 11 of the
marine vessel. Such systems and components 11 of the marine vessel may
comprise e.g. situation awareness sensors, global positioning receivers,
revolution counters, temperature sensors, communication units, route
planning modules, situation awareness modules, collision awareness
modules, dynamic positioning system, ship state definition modules, depth
sensors, cameras, LIDAR, RADAR, map data readers, current readers,
marine regulations interpreter, wind sensors, wave sensors, engine control

system, propeller, propulsion control system, communication system,
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navigation system, water cooling system, distress signal communication
system, route planning system, situation awareness system, collision
avoidance system, mission management system, equipment health
monitoring system 12, 12n, energy management system, integrated alarm
system, cyber security system such as intrusion detection system, steering
gear, autopilot, position reference systems GNSS etc., deck machinery
systems, machinery recovery systems and artificial chief engineer.

In order to determine the state of the various systems and components 11 of
the marine vessel, various properties determining these states must be
measured/read/monitored. Each system or component of the marine vessel
may typically have at least one readable output signal, and sometimes one or
more readable input signals. Each of these signals, may further be
stored/read/defined as a parameter which may be interpreted by secondary
systems, like a malfunction evaluation system 14, 14n. A system or
component of the marine vessel may also have an internal property, which
may for example be read by a sensor and subsequently transmitted. Each
state, m, of each of the vessel operation systems and components 11 of the
marine vessel may thus be defined by a set of any number, n, of parameters
m.1, m.2, m.3, m.4, .., m.n, representative of a corresponding set of
properties related to that system or component.

In one embodiment of the invention the at least one of the parameters, in at
least one of the sets of any number of parameters, represents a property of
the respective vessel operation system or component 11 of the marine vessel
chosen from the group comprising, pressure, temperature, sound, voltage,
frequency, gas-concentration, humidity, pH, connectivity capability, network
activity, software component activity, CPU load, memory usage, connectivity
activity, position, latency.

The vessel monitoring system 12, 12n may further be configured to monitor
each set of parameters m.1, m.2, m.3, m.4, .., m.n which defines the state of

each of the vessel operation systems and components 11 of the marine
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vessel. This can be done by reading the various values of the parameters
electronically, either analogously or digitally.

The vessel monitoring system 12, 12n may monitor the various systems and
components 11 of the marine vessel by reading signals form these systems
and components 11. Such signals may be analogue signals, e.g. electrical
signals, like voltage signals, current signals, frequency signals, they may be
sound signals, force signals, pressure signals etc. The vessel monitoring
system 12, 12n may transform any information, e.g. analogous signals, of the
various systems and components 11 of the marine vessel into digital signals.
The vessel monitoring system 12, 12n may comprise a receiver or an
analogue to digital converter or both.

The malfunction evaluation system 14, 14n may further comprise at least one
malfunction triggering algorithm 13, 13n which determines whether or not a
malfunction has been detected. This algorithm can for example evaluate the
parameters representing each property by comparing each value to a pre-set
range, value or threshold, which defines a “safe range” for the respective
property. In one embodiment of the invention, such a malfunction trigger
algorithm 13, 13n may be configured to compare each set of parameters m.1,
m.2, m.3, m.4, .., m.n with a set of allowable threshold values/ranges Tm.1,
Tm2, Tm3, Tma4, .., Tmn. The actual comparison is performed by comparing the
value of each parameter Im.1, Im2, Im.3, Im4, .., Im.n to the corresponding
threshold values Tm.1, Tm2, Tm.3, Tma4, .., Tmn. If any one of the parameter
values Im.1, Im.2, Im3, Ima4, .., Imn in the set of parameters is outside the
corresponding allowable threshold value Tm.1, Tm2, Tm.3, Tm4, .., Tmn defined
in the set of ranges, a malfunction signal will be sent to a logical comparator,
L1. This logical comparator will then further output an activation signal to the
safe state control system 15. Each threshold value may in the above example
include two values, defining a range. With reference to figure 3 — 5, the
present invention is shown in block diagrams using logical symbols, the

logical symbols shall not be construed as single logical circuits, rather they
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are meant to ease the understanding of an exemplary logic or algorithm
behind the marine vessel safety system 10.

The evaluation of a malfunction may be performed in in light of the state of
other vessel operation systems and components 11, as the severity of the
malfunction may be highly dependent of the state of the vessel and its
systems. A malfunction related to one of two engines may for example be
more severe at the beginning of a journey than at the end. Any malfunction
evaluation system 14, 14n may in principle be a system which performs
estimates for automation of a vessel, comprising many existing navigational
and monitoring subsystems of a vessel. According to one embodiment of the
invention any malfunction evaluation systems 14, 14n may comprise at least
one system chosen from the group: route planning system, situation
awareness system, collision avoidance system and dynamic positioning
system. A malfunction evaluation system 14, 14n may also comprise other
systems, like a virtual chief engineer, an autonomous navigation system, or
any sub component of an autonomous navigation system.

In order to more reliably activate the safe-state control system 15, any one of
the malfunction evaluation systems 14 are independently capable of
activating the safe-state control system 15. Any malfunction in any of the
malfunction evaluation systems 14 in itself is therefore less likely to hinder the
activation of the safe-state control system 15, hence improving the probability
that a marine vessel enters safe states in the event of malfunctions in vessel
operation systems and components 11 of the marine vessel.

The role of the safe-state system is to ensure that the marine vessel enters a
safe state where the safety of the vessel itself, the safety of any surrounding
vessels and the safety surrounding environment are maintained. The set of
commands executable by the safe-state control system 15 may therefore
depend both on the severity of the malfunction as well as the state of the
vessel operation systems and components 11 of the marine vessel. Examples
of commands executable by the safe-state control system 15 comprises at

least one command which determines at least one of the following: vessel
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rudder position, vessel propulsion levels, activation of a dynamic positioning
system, activation of a distress signal communication system, activation of a
route planning system, activation of a situation awareness system, activation
of a collision avoidance system, activation of a machinery recovery system,
notification of a remote operator, activation of a sound signal like a vessel
whistle, activation of a light signal like a flash signaling device, activation of a
light signal like a lantern activation/deactivation, activation of a loudspeaker
announcement and disconnect remote control.

The set of commands executable by the safe-state control system 15 may
cause the vessel to undertake certain actions, which defines the safe-state in
itself. The actions may be chosen from a group comprising: the marine vessel
proceeds to the next waypoint, the marine vessel stops and enters DP-mode,
the marine vessel returns to the previous waypoint, the marine vessel
navigates back to its last known safe position, the marine vessel navigates to
the nearest available safe position, the marine vessel drops an anchor, the
marine vessel shuts down some machinery, the marine vessel shuts down all
machinery, the marine vessel stops propellers and drifts and the marine
vessel maintains it relative position relative to an object.

The safe-state control system 15 may comprise pre-defined sets of
commands which may be stored in a matrix. Each set of commands among
the pre-defined sets of commands may be executed for a certain malfunction,
or may be executed for a certain malfunction given a specific state of any one
state of any system or component of the marine vessel. The safe-state control
system 15 may be firmware programmed. The matrix in the safe-state control

system 15 may be firmware programmed.
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10

A marine vessel safety system.

11

Vessel operation systems and components of the marine
vessel, with sensors and signal transducers adapted for

communication with a monitoring system 12

11a

First vessel operation systems and components of the marine
vessel, with sensors and signal transducers adapted for

communication with a monitoring system 12a, ref. fig. 3

11b

Second (optional) vessel operation systems and components
of the marine vessel, with sensors and signal transducers
adapted for communication with a monitoring system 12b, ref.

fig. 3

12 -12n

At least one vessel monitoring system adapted to
communicate with vessel operations systems and components
11 and with a malfunction evaluation system 14-14n, which

may comprise a malfunction trigger algorithm 13 — 13n.

12a

At least one first vessel monitoring system adapted to
communicate with vessel operations systems and components
11a and with a malfunction evaluation system 14a, 14b, 14c,

ref. fig. 3. 14a, 14b, 14c may denote decision making systems.

12b

At least one optional second vessel monitoring system
adapted to communicate with vessel operations systems and
components 11b and with a malfunction evaluation 14a, 14b,
14c, ref. fig. 3. 14a, 14b, 14c may denote decision making

systems.

13-13n

Malfunction trigger algorithm
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14 —14n

At least one malfunction evaluation system, receives output
values from malfunction trigger algorithm 13, the malfunction
evaluation system may comprise the malfunction trigger

algorithm 13 and a logic L1.

14a The first malfunction evaluation system is e.g. being a
first decision making system. The first decision making system
being a remote operation centre, in fig. 3 on shore.

14b The second malfunction evaluation system being a second
decision making system.

14c The third malfunction evaluation system being a third decision
making system.

15 Safe state control system, (safe state matrix) receives control
signals from malfunction evaluation system(s) 14,14n e.g.
represented by the output of a logic gate L1.

Si A first transducer of the vessel operation systems and
components 11 of the marine vessel.

S A second transducer of the vessel operation systems and
components 11 of the marine vessel.

Ss A third transducer of the vessel operation systems and
components 11 of the marine vessel.

Sy A fourth transducer of the vessel operation systems and
components 11 of the marine vessel.

Sh An nth transducer of the vessel operation systems and
components 11 of the marine vessel.

D1 A first discriminator the output is true if an input value Im 1is

greater or equals a threshold Tm 1.
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D2 A second discriminator, the output is true if an input value Im2
is greater or equals a threshold Tm .

D3 A third discriminator the output is true if an input value Im3is
greater or equals a threshold Tm 3.

D4 A fourth discriminator the output is true if an input value Insis
greater or equals a threshold Tm 4.

Dn An nth discriminator the output is true if an input value Imnis
greater or equals a threshold Tm .

DMUX | A controller symbolically indicated with a demultiplex logic,
addressing threshold values to appropriate discriminator (D1,
D2, D3, D4, Dn).

L1 Hardware or software giving a true output if input satisfies
sudden patterns or values indicated as an OR-function.

Im,1 = Imn | Input signals to the discriminators D1 — Dn, from the
monitoring system. The discriminators carrying out a first step
in the malfunction trigger algorithm

Tmi — Reference or threshold values as set values to discriminators

Tmn D1 -Dn

m.1 - Parameters defining the state of each of the vessel operation

m.n

systems and components.

344508



Claims

2.

3.

4.

344508

18

A marine vessel safety system which ensures that a remote and autonomous marine
vessel enters a safe state in the event of at least one malfunction in any vessel
operation systems and components of the marine vessel, the marine vessel safety

system comprises:

- atleast one vessel monitoring system, configured to monitor the vessel

operation systems and components of the marine vessel,

- a plurality of decision-making systems, each comprising at least one
malfunction evaluation system configured to detect any malfunction in the
vessel operation systems and components of the marine vessel and to

evaluate the detected malfunction,

- a safe-state control system, configured to be activated by any one of the
malfunction evaluation systems in the event where any of the malfunction
evaluation systems detect any malfunction in the vessel operation systems
and components, and to execute a set of control commands, which forces the

vessel in to a safe state.

A marine vessel safety system according to claim 1, wherein the plurality of decision-
making systems comprises at least one decision-making system positioned on-board

the R&A marine vessel.

A marine vessel safety system according to claim 1, wherein the plurality of decision-
making systems comprises at least one decision-making system positioned in a

location remote from the R&A marine vessel.

A marine vessel safety system according to any one of the preceding claims, where
the at least one malfunction evaluation system comprises a vessel monitoring

system.
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. A marine vessel safety system according to any one of the preceding claims, where

the vessel monitoring system is independent from any other system in the marine

vessel.

. A marine vessel safety system according to any one of the preceding claims, where

the vessel monitoring system is autonomous.

. A marine vessel safety system according to any one of the preceding claims, where

the vessel monitoring system is firmware programmed.

. A marine vessel safety system according to any one of the preceding claims, where

at least one of the vessel operation systems and components of the marine vessel is

chosen from the group comprising:

engine control system,

- propeller,

- propulsion control system,

- communication system,

- navigation system,

- water cooling system,

- dynamic positioning system,

- distress signal communication system,
- route planning system,

- situation awareness system,

- collision avoidance system,

- mission management system,

- equipment health monitoring system,

- energy management system,

- integrated alarm system,

- cyber security system such as intrusion detection system,

- steering gear,

344508
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- autopilot,

- position reference systems,

- deck machinery systems,

- machinery recovery systems, and

- artificial chief engineer.

9. A marine vessel safety system according to any one of the preceding claims, where
each state of each of the m vessel operation systems and components of the marine

vessel is defined by a set of any number, n, of parameters, m.1, m.2, m.3, m.4, .., m.n.

10. A marine vessel safety system according to claim 9, where at least one of the
parameters, in at least one of the sets of any number of parameters, represents a
property of the respective vessel operation system or component of the marine

vessel chosen from the group comprising:

- pressure,
- temperature,

- sound,

- voltage,

- frequency,

- gas-concentration,

- humidity,

- pH,

- connectivity capability,

- network activity,

- software component activity,
- CPU load,

- memory usage,

- connectivity activity,

- position, and

- latency.
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A marine vessel safety system according to any of the claims 9 and 10, where the

vessel monitoring system is configured to:

- monitor each set of parameters, m.1, m.2, m.3, m.4, .., m.n, defining the state of

each of the vessel operation systems and components of the marine vessel.

A marine vessel safety system according to claim 11, where the at least one

malfunction evaluation system comprises at least one malfunction trigger algorithm.

A marine vessel safety system according to claim 12, where the at least one of

malfunction trigger algorithm is configured to:

compare each set of parameters m.1, m.2, m.3, m.4, .., m.n with a set of
allowable threshold values Tm 1, Tm2, Tm3, Tma, .., Tmn defined as a set of
ranges, each set of ranges is associated with a particular set of parameters
m.1, m.2, m.3, m.4, .., m.n, and if any one of the parameter values Im 1, Im.2, Im3,
Im4, .., Imn In the set of parameters is outside the corresponding allowable
threshold value Tm1, Tm2, Tm3, Tma, .., Tmn defined in the set of ranges, then
send a malfunction signal to a logical comparator, which outputs an activation

signal to the safe state control system.

A marine vessel safety system according to any one of the preceding claims, where
the malfunction evaluation system, evaluates the detected malfunction in light of the
state of at least one other amongst the vessel operation systems and components of

the marine vessel.

A marine vessel safety system according to any one of the preceding claims, where
the malfunction evaluation system, comprises at least one system chosen from the

group comprising:

- route planning system,

- situation awareness system,
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collision avoidance system, and

dynamic positioning system.

16. A marine vessel safety system according to any one of the preceding claims, where

said set of control commands executable by the safe-state control system is chosen

based on any of the sets of parameters that defines the states of the vessel operation

systems and components of the marine vessel.

17. A marine vessel safety system according to any one of the preceding claims, where

said set of control commands executable by the safe-state control system comprises

at least one control command which determines at least one of the following:

vessel rudder position,

vessel propulsion levels,

activation of a dynamic positioning system,
activation of a distress signal communication system,
activation of a route planning system,
activation of a situation awareness system,
activation of a collision avoidance system,
activation of a machinery recovery system,
notification of a remote operator,

activation of a sound signal,

activation of a flashing light signal,

activation of a light signal,

activation of a loudspeaker announcement, and

disconnect remote control.

18. A marine vessel safety system according to any one of the preceding claims, where

at least one safe state is defined amongst the actions chosen from the group

comprising:
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the marine vessel proceeds to the next waypoint,

the marine vessel stops and enters DP-mode,

the marine vessel returns to the previous waypoint,

the marine vessel navigates back to its last known safe position,
the marine vessel navigates to the nearest available safe position,
the marine vessel drops an anchor,

the marine vessel shuts down some machinery,

the marine vessel shuts down all machinery,

the marine vessel stops propellers and drifts, and

the marine vessel maintains it relative position relative to an object.
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PATENTKRAV

Et sjgfartgysikkerhetssystem som sgrger for at et fjerntliggende og autonomt

sjgfartgy gar inn i en sikker tilstand i tilfellet av minst én funksjonsfeil i et

hvilket som helst av fartgysdriftssystemene og komponentene til sjgfartgyet,

sjofartgysikkerhetssystemet omfatter:

minst ett fartgysovervakningssystem, konfigurert for & overvake
fartgysdriftssystemene og komponentene til sjgfartgyet,

en flerhet med avgjagrelsestakningssystemer, hvert omfattende minst ett
funksjonsfeilsevalueringssystem konfigurert for 8 detektere en hvilket
som helst funksjonsfeil i fartgysdriftssystemene og komponentene til
sjgfartgyet og for 3 evaluere den detekterte funksjonsfeilen,

et sikkerhetstilstandskontrollsystem, konfigurert for 8 bli aktivert av et
hvilket som helst av funksjonsfeilevalueringssystemene i det tilfellet
hvor et hvilket som helst av funksjonsfeilevalueringssystemene
detekterer en hvilket som helst funksjonsfeil i fartgysdriftssystemene og
komponentene, og for 8 utfgre et sett med kontrollkommandoer, som
tvinger fartgyet i en sikker tilstand.

Et sjgfartgysikkerhetssystem i henhold til krav 1, der flerheten med

avgjgrelsestakningssystemer omfatter minst ett avgjgrelsestakningssystem

posisjonert ombord R&A-sjgfartayet.

Et sjgfartgysikkerhetssystem i henhold til krav 1, der flerheten med

avgjgrelsestakningssystemer omfatter minst ett avgjgrelsestakningssystem

posisjonert i en fjerntliggende lokasjon fra R&A-sjgfartgyet.

Et sjgfartgysikkerhetssystem i henhold til et hvilket som helst av de

foregdende kravene, hvor det minst ene funksjonsfeilsevalueringssystemet

omfatter et fartgysovervakningssystem.

Et sjgfartgysikkerhetssystem i henhold til et hvilket som helst av de

foregdende kravene, hvor fartgysovervakningssystemet er uavhengig av et

hvilket som helst annet system i sjgfartayet.

Et sjgfartgysikkerhetssystem i henhold til et hvilket som helst av de

foregdende kravene, hvor fartgysovervdkningssystemet er autonomt.
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7. Et sjgfartgysikkerhetssystem i henhold til et hvilket som helst av de

foregaende kravene, hvor fartgysovervakningssystemet er et permanent

program.

8. Et sjgfartgysikkerhetssystem i henhold til et hvilket som helst av de

foregdende kravene, hvor minst ett av fartgysdriftssystemene og

komponentene til sjgfartgyet er valgt fra gruppen omfattende:

motorkontrollsystem,

propell,

drivkraftkontrollsystem,
kommunikasjonssystem,
navigasjonssystem,
vannkjglingssystem,

dynamisk posisjoneringssystem,
ngdsignalkommunikasjonssystem,
ruteplanleggingssystem,
situasjonsbevisthetssystem,
kollisjonsunngdelsessystem,
oppdragsledelsessystem,
utstyrstilstandsovervdkningssystem,
energihdndteringssystem,

integrert alarmsystem,
cyber-sikkerhetssystem slik som inntrengingsdeteksjonssystem,
ratthus,

autopilot,
posisjonsreferansesystemer,
dekkmaskinsystemer,
maskingjenopprettelsessystemer, og

kunstig overingenigr.

9. Et sjgfartgysikkerhetssystem i henhold til et hvilket som helst av de

foregaende kravene, hvor hver tilstand av hver av de m

fartgysdriftssystemene og komponentene til sjgfartgyet er definert av et sett

med et hvilket som helst antall, n, med parametere, m.1, m.2, m.3, m.4, ..,

m.n.
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10. Et sjofartgysikkerhetssystem i henhold til krav 9, hvor minst én av
parameterene, i minst ett av settene med et hvilket som helst antall med
parametere, representerer en egenskap av det respektive fartgysdriftsystemet
eller komponenten til sjgfartgyet valgt fra gruppen omfattende:

- trykk,

- temperatur,

- lyd,

- spenning,

- frekvens,

- gass-konsentrasjon,
- fuktighet,

- PH,

- tilkoblingsbarhet,

- nettverksaktivitet,

- programvarekomponentaktivitet,
-  CPU-last,

- minneforbruk,

- tilkoblingsaktivitet,
- posisjon, og

- latens.

11. Et sjgfartgysikkerhetssystem i henhold til et hvilket som helst av kravene 9 og
10, hvor fartgysovervakningssystemet er konfigurert for 3:
- overvadke hvert sett med parametere, m.1, m.2, m.3, m.4, .., m.n, som
definerer tilstanden til hver av fartgysdriftssystemene og komponentene
til sjgfartgyet.

12. Et sjgfartgysikkerhetssystem i henhold til krav 11, hvor det minst ene
funksjonsfeilsevalueringssystemet omfatter minst én

funksjonsfeilutlgsningsalgoritme.

13. Et sjgfartgysikkerhetssystem i henhold til krav 12, hvor den minst ene
funksjonsfeilutigsningsalgoritmen er konfigurert for 3:
sammenlikne hvert sett med parametere m.1, m.2, m.3, m.4, .., m.n
med et sett med tillatelige terskelverdier Tm.1, Tm.2, Tm.3, Tm.4, .., Tmn
definert som et sett med spennvidder, hvert sett med spennvidder er
assosiert med et seeregent sett med parametere m.1, m.2, m.3, m.4, ..,
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m.n, og hvis en hvilket som helst av parameterverdiene Im.1, Im.2, Im3,
Im.a, .., Imn i settet med parametere er utenfor den korresponderende
tillatelige terskelverdien Tm.1, Tm.2, Tm.3, Tm.4, .., Tm.n definert i settet
med spennvidder, s3 sendes et funksjonsfeilsignal til en logisk
sammenlikner, som mater ut et aktiveringssignal til

sikkerhetstilstandskontrollsystemet.

Et sjgfartgysikkerhetssystem i henhold til et hvilket som helst av de
foregdende kravene, hvor funksjonsfeilevalueringssystemet, evaluerer den
detekterte funksjonsfeilen i lys av tilstanden til minst ett annet blant
fartgysdriftssystemene og komponentene til sjgfartgyet.

Et sjgfartgysikkerhetssystem i henhold til et hvilket som helst av de

foregdende kravene, hvor funksjonsfeilevalueringssystemet, omfatter minst ett

system valgt fra gruppen omfattende:
- ruteplanleggingssystem,
- situasjonsbevisthetssystem,
- kollisjonsunng3elsessystem, og
- dynamisk posisjoneringssystem.

Et sjgfartgysikkerhetssystem i henhold til et hvilket som helst av de
foregdende kravene, hvor nevnte sett med kontrollkommandoer utfgrbare av
sikkerhetstilstandskontrollsystemet er valgt basert pa hvilket som helst av
settene med parametere som definerer tilstandene til fartgysdriftssystemene
og komponentene til sjgfartgyet.

Et sjgfartgysikkerhetssystem i henhold til et hvilket som helst av de
foregdende kravene, hvor nevnte sett med kontrollkommandoer utfgrbare av
sikkerhetstilstandskontrollsystemet omfatter minst én kontrollkommando som
bestemmer minst én av de fglgende:

- fartgysrorposisjon,

- fartgysfremdriftsniva,

- aktivering av et dynamisk posisjoneringssystem,

- aktivering av et ngdsignalkommunikasjonssystem,

- aktivering av et ruteplanleggingssystem,

- aktivering av et situasjonsbevisthetssystem,

- aktivering av et kollisjonsforhindringssystem,
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aktivering av et maskingjenopprettelsessystem,
varsling av en fjerntliggende operatar,
aktivering av et lydsignal,

aktivering av et blinkende lyssignal,

aktivering av et lyssignal,

aktivering av en hgytalermelding, og

frakopling av fjernstyring.

18. Et sjgfartgysikkerhetssystem i henhold til et hvilket som helst av de

foregdende kravene, hvor minst én sikkerhetstilstand er definert blant

handlingene valgt fra gruppen omfattende:

sjofartgyet fortsetter til det neste vendepunktet,

sjgfartgyet stoper og gar inn i DP-modus,

sjofartgyet returnerer til det forrige vendepunktet,

sjgfartgyet navigerer tilbake til sin sist kjente sikre posisjon,
sjofartgyet navigerer til den naermeste tilgjengelige sikre posisjonen,
sjofartgyet slipper et anker,

sjgfartgyet skrur av noen maskiner,

sjofartgyet skrur av alle maskiner,

sjofartgyet stopper propellene og driver, og

sjofartgyet opprettholder sin relative posisjon i forhold til et objekt.
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