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creating a secure connection for a User Equipment (UE) in a wireless net
work including a UE, carrier aggregated with at least one first serving fre
quency served by a first eNB and at least one second serving frequency
served by a second eNB. A unique non-repetitive security base key associ

MeNB generate a unique non-repetitive security
ated with the second eNB is generated using a freshness parameter and se

base key associated with SeNB using security base key -402 curity key associated with the first eNB. The use of a different freshness
associated with MeNB and freshness parameter as inputs parameter for each security base key derivation avoids key stream repetition.

Further, a user plane encryption key is derived based on the generated
The freshness parameter s a counter value used to unique non-repetitive security base key associated with the second eNB for

generate unioue nun-repetitive security base key is associated

with MeNB security con ext and is incremented
encrypting data transfer over at least one data radio bearer.

whenever t e security base key assbciated with SeNB is derived

MeNB informs the freshness parameter used to generate

unique non-repetitive security base key to the UE tb

enable the U E to derive the unique non-repetitive -406
security key associated with Se and the MeNB

delivers the generated non-repetitive security base key to SeNB

Derive t e unioue non-repetitive security base key

associated with SeNB at the UE based on the -408
freshness parameter received from MeNB

Derive a user plane encryption key using the unique

non-repetitive security base key associated with SeNB by the

UE and by the SeNB for encrynting data transfer -410

over at least one data radio bearer between UE and SeNB

Enable a secure connection for user plane data transfer

between the UE and SeNB over at least one data radio bearer -412
using the user plane encryption key associated with SeNB
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Description
Title of Invention: METHOD AND SYSTEM TO ENABLE

SECURE COMMUNICATION FOR INTER-ENB

TRANSMISSION
Technical Field

[1] The present invention relates to radio network systems, and more particularly to a

mechanism for providing secure simultaneous transmission and reception across

multiple eNB's from a User Equipment (UE) with inter-eNB carrier aggregation in the

radio network systems. The present application is based on, and claims priority from

an Indian Application Number 4059/CHE/2013 filed on llthSeptember, 2013, the

disclosure of which is hereby incorporated by reference herein.

Background Art
[2] With rise in deployment of Long term Evolution (LTE) and LTE advanced (LTE- A),

small cells using low power nodes such as a Pico cell and a Femto cell are considered

promising to cope with mobile traffic explosion. A small cell using a low power node

which has transmission power (Tx) lower than a macro node and Base Station (BS)

classes is preferred for hotspot deployments in indoor and outdoor scenarios. The small

cell enhancement for Evolved Universal Mobile Telecommunication System (UMTS)

Terrestrial Radio Access Network (E-UTRAN) and E-UTRA focuses on additional

functionalities for enhanced performance in hotspot areas for indoor and outdoor using

the low power nodes. The small cell enhancement can be expected to support sig

nificantly increased user throughput for both downlink and uplink with main focus on

typical user throughput given a reasonable system complexity. The small cell en

hancement is expected to target the capacity per unit area (e.g. bps/km2) to be as high

as possible, for a given user and small cell distribution, typical traffic types and con

sidering a reasonable system complexity. In LTE Release- 11 specification a UE can be

carrier aggregated by carriers from different frequency bands. The UE is carrier ag

gregated with at least one first serving frequency served by a primary eNB and at least

one second serving frequency served by a secondary eNB. This carrier aggregation of

the UE is called as inter-eNB carrier aggregation and the UE. Dual Connectivity

involves two eNBs in providing radio resources to a given UE (with active radio

bearers), while single Sl-MME termination point exists for an UE between a MME

and the E-UTRAN. The E-UTRAN architecture and related functions to support Dual

Connectivity for E-UTRAN is further described in TS 36.300.

[3] In existing security mechanisms supporting inter-carrier aggregation at the UE, au

thentication and authorization are performed using the authentication and key



agreement procedure (AKA) defined for the evolved Universal Terrestrial Radio

Access (E-UTRAN) in the LTE Networks. An initial security key is derived by the

Mobility Management Entity (MME) in the core network and sent to a primary eNB.

During an inter-eNB (SI or X2-intiated) handover, the primary eNB derives the

security key for a secondary eNB, using a base security key. The same security key is

used for deriving further keys, which one of the key is used for user plane data

protection.
[4] During a handover (HO), the unused next hop (NH) parameters or an existing

security key associated with the primary eNB can be used for deriving the base

security key. For forward, security, a new security key for the secondary eNB can be

derived using a vertical key derivation at the anchor eNB using unused Next Hop (NH)

parameters. The unused NH parameters may not be used always, and the existing

security key may be used as for deriving the security key for the drift eNB. The use of

the existing security key for communication between the drift eNB and the UE may not

provide adequate key separation, resulting in security compromise.

[5] Further, if the primary eNB derives security key for the secondary eNB using an

existing security key, then the key repetition will occur. Further, each time the

secondary eNB is removed and added again for supporting dual connectivity, the

security key generated may be repeated. Further, key stream repetition is highly

possible when the existing security mechanism defined in TS 33.401 is used for dual

connectivity and leads to exposing the user plane to security attacks, which needs to be

avoided.

[6] In additional to key repetition, the security capabilities and/or local configuration of

the secondary eNB may be different from primary eNB. Hence, the UE may need to

use different cryptographic algorithms for communicating with the secondary eNB.

The establishment of security context between the secondary eNB and the UE requires

knowledge of the security algorithms supported and selected by the secondary eNB.

[7] The above information is presented as background information only to help the

reader to understand the present invention. Applicants have made no determination and

make no assertion as to whether any of the above might be applicable as Prior Art with

regard to the present application.

[8]

Disclosure of Invention

Technical Problem
[9] The existing security mechanisms have several disadvantages. The existing security

mechanisms may not provide a solution secure communication between the secondary

eNB and the UE as the generated keys may get repeated when secondary eNB is added



and the existing secondary key is updated, which is high security threat. Further, the

existing security mechanisms may not provide adequate protection when the primary

eNB and the secondary eNB serving the UE belong to different operators and forward

secrecy is not maintained.

Solution to Problem
[10] Accordingly the embodiments herein provide a method for creating a secure

connection for a User Equipment (UE) in a wireless network comprising a first

evolved Node B (eNB) connected to a second eNB. The UE is carrier aggregated with

at least one first serving frequency served by the first eNB and at least one second

serving frequency served by the second eNB. The method includes generating a unique

non-repetitive security base key associated with the second eNB by the first eNB

during one of an addition of the second eNB, a change of the second eNB, update of

the unique non-repetitive security base key, and refresh of the unique non-repetitive

security base key. The unique non-repetitive security base key is generated based on a

freshness parameter and a security base key associated with the first eNB. The method

includes deriving a user plane encryption key based on the generated unique non-

repetitive security base key associated with the second eNB by the second eNB for en

crypting data transfer over at least one data radio bearer, after receiving the unique

non-repetitive security base key from said first eNB. Further, the method includes

informing the freshness parameter to the UE to derive the unique non-repetitive

security base key associated with the second eNB and the user plane encryption key for

data transfer over the secure connection. The at least one data radio bearer is e s

tablished on at least one serving cell associated with the second eNB and the UE. Fur

thermore, the method includes enabling a secure connection for user plane data transfer

between the UE and the second eNB over the at least one data radio bearers using the

user plane encryption key associated with the second eNB.

[11] In an embodiment, the unique non-repetitive security base key associated with the

second eNB is cryptographically separate from the security base key associated with

the first eNB. In an embodiment, the freshness parameter used to derive the unique

non-repetitive security base key associated with the second eNB is one of a random

value and a counter value. The freshness parameter is used as an input parameter for

every said unique non-repetitive security base key derivation associated with the

second eNB, wherein the freshness parameter used is different from the one used

previously for a given security base key associated with the first eNB to avoid key

stream repetition.

[12] Accordingly the embodiments herein provide a system for creating a secure

connection for a User Equipment (UE) in a wireless network comprising a first



evolved Node B (eNB) connected to a second eNB. The UE is carrier aggregated with

at least one first serving frequency served by the first eNB and at least one second

serving frequency served by the second eNB. The system is configured to generate a

unique non-repetitive security base key associated with the second eNB by the first

eNB during one of an addition of the second eNB, a change of the second eNB, update

of the unique non-repetitive security base key, and refresh of the unique non-repetitive

security base key. The unique non-repetitive security base key is generated based on a

freshness parameter and a security base key associated with the first eNB. The system

is configured to derive a user plane encryption key based on the generated unique non-

repetitive security base key associated with the second eNB for encrypting data

transfer over at least one data radio bearer after receiving the generated unique non-

repetitive security base key associated with the second eNB from the first eNB.

Further, the system is configured to inform the freshness parameter to the UE used to

derive the unique non-repetitive security base key associated with the second eNB and

the user plane encryption key for data transfer over the secure connection. The at least

one data radio bearer is established on at least one serving cell associated with the

second eNB. Further, the system is configured to enable a secure connection for user

plane data transfer between the UE and the second eNB over the at least one data radio

bearers using the user plane encryption key associated with the second eNB.

[13] Accordingly the embodiments herein provide a computer program product

comprising computer executable program code recorded on a computer readable a non-

transitory storage medium, the computer executable program code when executed,

causing the actions including generating an unique non-repetitive security base key a s

sociated with the second eNB during one of an addition of the second eNB, a change

of the second eNB, update of the unique non-repetitive security base key, and refresh

of the unique non-repetitive security base key. The unique non-repetitive security base

key is generated based on a freshness parameter and a security base key associated

with the first eNB. The computer executable program code when executed, causing

further actions including deriving a user plane encryption key based on the generated

unique non-repetitive security base key associated with the second eNB for encrypting

data transfer over at least one data radio bearer after receiving the generated unique

non-repetitive security base key associated with the second eNB from first eNB. The at

least one data radio bearer is established on at least one serving cell associated with the

second eNB. The computer executable program code when executed, causing further

actions informing the freshness parameter to the UE used to derive the unique non-

repetitive security base key associated with the second eNB and the user plane en

cryption key for data transfer over the secure connection.

[14] The computer executable program code when executed, causing further actions



enabling a secure connection for user plane data transfer between the UE and the

second eNB over the at least one data radio bearers using the user plane encryption key

associated with the second eNB.

[15] These and other aspects of the embodiments herein will be better appreciated and un

derstood when considered in conjunction with the following description and the ac

companying drawings. It should be understood, however, that the following de

scriptions, while indicating preferred embodiments and numerous specific details

thereof, are given by way of illustration and not of limitation. Many changes and modi

fications may be made within the scope of the embodiments herein without departing

from the spirit thereof, and the embodiments herein include all such modifications.

[16]

Advantageous Effects of Invention
[17] The principal object of the embodiments herein is to provide a system and method

for generating a unique non-repetitive security base key associated with a secondary

eNB using the security base key associated with a primary eNB and a freshness

parameter, when a UE is carrier aggregated with a first serving frequency served by the

primary eNB and at least one second serving frequency served by the secondary eNB.

[18] Another objective of the invention is to update the unique non-repetitive security

base key associated with a secondary eNB to avoid key stream repetition.

[19] Another object of the embodiments herein is to provide a mechanism for establishing

security context based on security capabilities and configuration supported by the

secondary eNB in the wireless network system.

[20] Another object of the embodiments herein is to provide a mechanism for creating a

secure connection for user plane data transfer using a unique non-repetitive security

base key between a secondary eNB and a UE with inter-eNB carrier aggregation in a

wireless network system.

Brief Description of Drawings
[21] This invention is illustrated in the accompanying drawings, throughout which like

reference letters indicate corresponding parts in the various figures. The embodiments

herein will be better understood from the following description with reference to the

drawings, in which:

[22] FIG. 1A is a block diagram illustrating an inter-evolved node B (eNB) carrier ag

gregation with a User Equipment (UE) in a wireless network system, according to em

bodiments as disclosed herein;

[23] FIG. IB is a block diagram illustrating a security base, according to embodiments as

disclosed herein;

[24] FIG. 2A and FIG. 2B illustrates protocol architecture for dual connectivity with dis-



tributed PDCP under consideration in 3GPP specification, according to embodiments

as disclosed herein;

[25] FIG. 3 is a block diagram illustrating various modules of a MeNB and a SeNB,

according to embodiments as disclosed herein;

[26] FIG. 4 is a flow diagram illustrating a method for creating secure connection for user

plane data transfer using a unique non-repetitive security base key between the UE and

the SeNB, according to embodiments as disclosed herein;

[27] FIG. 5A is a flow diagram illustrating a method for security key update initiated by

SeNB and MeNB avoiding key stream repetition using a freshness parameter,

according to embodiments as disclosed herein;

[28] FIG. 5B is a flow diagram illustrating a method 500b for updating the unique non-

repetitive security key associated with the SeNB when the security key associated with

MeNB gets updated, according to embodiments as disclosed herein;

[29] FIG. 6A is an example sequence diagram illustrating various operations performed

between a UE, a MeNB, and a SeNB for creating a secure connection for user plane

data transfer using a unique non-repetitive security base key , according to em

bodiments as disclosed herein.

[30] FIG. 6B is an example sequence diagram illustrating various operations performed

between a UE, a MeNB, and a SeNB for updating the unique non-repetitive security

base key associated with the SeNB , according to embodiments as disclosed herein;

[31] FIG. 6C is an example sequence diagram illustrating various operations performed

between a UE, a MeNB, and a SeNB for updating the unique non-repetitive security

base key associated with the SeNB when the security base key associated with the

MeNB gets updated, according to embodiments as disclosed herein;

[32] FIG. 7A and FIG. 7B is an example sequence illustrating a mechanism for secure key

handling in a network supporting carrier aggregation of the UE, according to em

bodiments as disclosed herein;

[33] FIG. 8 is a flow diagram illustrating a method for achieving forward security using a

Down Link (DL) PDCP count for deriving the security key used for user plane data

transmission according to embodiments as disclosed herein;

[34] FIG. 9 is an example sequence diagram illustrating various operations performed

between a UE, a first eNB, a second eNB to achieve forward security using a DL

PDCP count for deriving the security key used for user plane data transmission,

according to embodiments as disclosed herein;

[35] FIG. 10 is a flow diagram illustrating a method for achieving forward security using

a DL PDCP count and a Up Link (UL) PDCP count for deriving the security key used

for user plane data transmission, according to the embodiments as disclosed herein;

[36] FIG. 11 is an example sequence diagram illustrating various operations performed



between a UE, a first eNB, a second eNB to achieve forward security using a DL

PDCP count and a UL PDCP count for deriving the security key used for user plane

data transmission, according to embodiments as disclosed herein;
[37] FIG. 12 is a flow diagram illustrating a method for achieving forward security using

a nonce for deriving the security key used for user plane data transmission, according

to embodiments as disclosed herein;

[38] FIG. 13 is an example sequence diagram illustrating various operations performed

between a UE, a first eNB, a second eNB to achieve forward security using nonce for

deriving the security key used for ser plane data transmission, according to em

bodiments as disclosed herein;

[39] FIG. 14 is a flow diagram illustrating a method for establishing security context

based on security capabilities supported by the second eNB in the wireless network,

according to embodiments as disclosed herein;

[40] FIG. 15 is an example sequence diagram illustrating various operations performed

between the UE and the first eNB to establish the security context based on the second

eNB security capabilities, according to embodiments as disclosed herein;

[41] FIG. 16 is another example sequence diagram illustrating various operations

performed between the UE and the first eNB to establish the security context based on

security capabilities supported by the second eNB, according to embodiments as

disclosed herein;

[42] FIG. 17 illustrates example key update indicator and Message Authentication Code

(MAC) for Integrity verification generated using the new security key present in a

PDCP Protocol Data Unit (PDU), according to the embodiments as disclosed herein;

[43] FIG. 18 illustrates example key update indicator and NONCE carried over in the

PDCP PDU, according to embodiments as disclosed herein; and

[44] FIG. 19 depicts a computing environment implementing a method and system for

creating a secure connection for the UE in a wireless network including the first eNB

connected to the second eNB, according to embodiments as disclosed herein.

Mode for the Invention
[45] The embodiments herein and the various features and advantageous details thereof

are explained more fully with reference to the non-limiting embodiments that are i l

lustrated in the accompanying drawings and detailed in the following description. D e

scriptions of well-known components and processing techniques are omitted so as to

not unnecessarily obscure the embodiments herein. Also, the various embodiments

described herein are not necessarily mutually exclusive, as some embodiments can be

combined with one or more other embodiments to form new embodiments. The term

"or" as used herein, refers to a non-exclusive or, unless otherwise indicated. The



examples used herein are intended merely to facilitate an understanding of ways in

which the embodiments herein can be practiced and to further enable those of skill in

the art to practice the embodiments herein. Accordingly, the examples should not be

construed as limiting the scope of the embodiments herein.

[46] Throughout the document, the terms "first evolved Node B" (first eNB), "Master

eNB (MeNB)", "primary eNB", and "anchor eNB" are used interchangeably and may

refer to a single eNB, which connects a User Equipment (UE) to the core network

(which terminates at least Sl-MME interface).

[47] Throughout the document, the terms "second eNB", "Secondary eNB (SeNB)", and

"Drift eNB" are used interchangeably and may refers to an eNB which serves the UE

to enhance data throughput at the UE (but not the MeNB).

[48] Throughout the document , the terms "Second eNB Change Counter (SCC)",

"S-Count Counter (SCC)", "Secondary Cell Counter", "Secondary Cell Group (SCG)

Counter", and SCG counter are used interchangeably and refer to a counter parameter

maintained at the first eNB.

[49] Through the document, the terms "refresh", "rekeying" and "update" have been used

interchangeably and may refer to the derivation of a fresh security base key associated

with the SeNB.

[50] Throughout the document, the term "KeNB_m" refer to the key KeNB specified in

3GPP Technical Specification (TS) 33.401, which is used by the MeNB and the UE to

derive further keys to protect the communication between them.

[51] The embodiments herein achieve a method and system for creating a secure

connection for the UE in a wireless network including the first eNB connected to the

second eNB is disclosed. The UE is carrier aggregated with at least one first serving

frequency served by the first eNB and at least one second serving frequency served by

the second eNB. At the first eNB, a unique non-repetitive security base key associated

with the second eNB is derived using a freshness parameter during at least for one of

the following: addition of a second eNB, update of the unique non-repetitive security

base key (due to wrap around of PDCP count or refresh/re-keying of first eNB's based

key KeNB_m), and refresh of the unique non-repetitive security base key. The unique

non-repetitive security base key is generated based on a security base key associated

with the first eNB and a freshness parameter associated with the security context of the

first eNB. At the second eNB, a user plane encryption key is derived based on the

unique non-repetitive security base key associated with the second eNB received from

the first eNB for encrypting data transfer over at least one data radio bearer. At least

one data radio bearer is established on at least one serving cell associated with the

second eNB. The freshness parameter is informed to the UE for deriving the unique

non-repetitive security base key associated with the second eNB and further deriving a



user plane encryption key for data transfer over the secure connection. Further a secure

connection is established for user plane data transfer between the UE and the second

eNB over the data radio bearers using the user plane encryption key associated with the

second eNB.

[52] In an embodiment, the unique non-repetitive security base key associated with the

second eNB is cryptographically separate from the security base key associated with

the first eNB. The freshness parameter used to derive the unique non-repetitive

security base key associated with the second eNB is one of a random value and a

counter value. In an embodiment, the freshness parameter is used as an input parameter

for every said unique non-repetitive security base key derivation associated with the

second eNB, wherein the freshness parameter used is different from the one used

previously for a given security base key associated with the first eNB to avoid key

stream repetition. Further, SeNB can request the MeNB to update the security base key

associated with it over the X2 interface (when the PDCP counts are about to wrap

around for any of the DRBs between the SeNB and the UE). When the MeNB receives

a request for key update from the SeNB or whenever the MeNB decides to perform the

update of security base key associated with SeNB, the MeNB derive a fresh security

base key associated with SeNB. Then the MeNB delivers the fresh security base key

associated with the SeNB to the SeNB and MeNB provides the value of the freshness

parameter used in the derivation of the security base key associated with SeNB to the

UE in RRC procedure. The UE then derive the security base key associated with SeNB

and User plane protection key.

[53] Further, the embodiments herein achieve a method and system for securing radio

access with inter-evolved node B (eNB) carrier aggregation to secure data transmission

with user equipment (UE). An X2 message from the first eNB including UE capa

bilities and configurations is sent to the SeNB. Based on the received parameters the

SeNB can select security parameters to be used for communication between the SeNB

and the UE.

[54] The proposed system and method is robust and effective in providing a secure com

munication for the UE operating in dual connectivity mode of operation when the UE

could possibly associate itself with two or more eNB's for possible enhancement in the

user traffic throughput. Specifically, the one or more embodiments of the present

invention are used to improve the security of radio networks with inter-eNB ag

gregation. The proposed system and method mitigates the security threats faced when

using existing methods by providing key separation and security handling between the

first eNB, the UE, and second eNB. Unlike conventional systems, the proposed system

and method uses separate ciphering at a Packet Data Convergence Protocol (PDCP)

layer of the eNBs in use comprising the first eNB and the second eNB. The system and



method also provides additional separate security keys at the second eNB and

management of security context at the second eNB.

[55] Referring now to the drawings, and more particularly to FIGS. 1 through 19, where

similar reference characters denote corresponding features consistently throughout the

figures, there are shown preferred embodiments.

[56] FIG. 1A is a block diagram illustrating an inter-evolved node B (eNB) carrier ag

gregation in a wireless network system 100 such as that of 3GPP's Long Term

Evolution (LTE), according to embodiments as disclosed herein. The wireless network

system 100 includes a Mobility Management Entity (MME) 102, a first eNB (MeNB)

104, a second eNB (SeNB) 106, and a UE 108 with inter-eNB carrier aggregation. The

MME 102 manages session states, authentication, paging, mobility with 3GPP, 2G and

3G nodes, roaming, and other bearer management functions.

[57] In an embodiment, a carrier aggression manager in a core network can assign the

MeNB 104 to the UE 108. Once the MeNB 104 is assigned to the UE 108, the MeNB

104 can be configured to pass signaling information to the UE 108 using a Radio

Resource Control (RRC) connection. In an inter-eNB carrier aggregation, the UE 108

is carrier aggregated with a first serving frequency (Fl) served by the MeNB 104 and a

second serving frequency (F2) served by the SeNB 106.

[58] Similar to the intra-eNB aggregation, if the UE 108 is in the coverage area of both of

the cells, and supports aggregations of the respective carrier frequencies Fl and F2,

then the carriers can be aggregated and the UE 108 can be served by both the cells 102

and 106 respectively. Advantageously, concurrent transmission over both the fre

quencies Fl and F2 is possible without introducing interference because the two fre

quencies are different. As such, the inter-eNB carrier aggregation of the present em

bodiment provides additional transmission resources, similar to the intra-eNB carrier

aggregation of LTE- Advanced.

[59] The MeNB 104 and the SeNB 106 are connected through a non-ideal backhaul such

as X2 interface and communicate using the X2 application protocol (X2-AP).

[60] In an embodiment, the MeNB 104 is connected to the SeNB 106 with an interface

characterized by one of a non-ideal backhaul link and an ideal backhaul link. The UE

108 is carrier aggregated with at least one first serving frequency served by the MeNB

104 and at least one second serving frequency served by the SeNB configured to

operate in dual connectivity mode of operation in at least one of a downlink direction

and an uplink direction with the MeNB 104 and SeNB 106.

[61] In an embodiment, the wireless network system 100 uses a set of bearers of the UE

108 that is transmitted over the MeNB 104, while another set of bearers of the UE 108

is transmitted over the SeNB 106. In accordance with the 3GPP specification, the data

rate of the UE 108 can be increased by addition of the one secondary cell from one of



the available SeNB 106 through the inter-eNB carrier aggregation.

[62] In an embodiment, a base key is shared between all of the eNBs which are involved

in the inter-eNB carrier aggregation of an UE. The base key for a particular eNB is

then distributed to other serving eNBs through the X2 interface. Each eNB receiving

the base key then independently derives the keys. Additionally, a separate security

keys are used at the SeNB 106 for management of security context at the SeNB 106.

[63] Although the FIG. 1 depicts only one MeNB and SeNB, it is to be understood that

the wireless network system 100 may include multiple MeNB's and SeNB's commu

nicating with the UE. The wireless network system 100 is only one example of a

suitable environment and is not intended to suggest any limitation as to the scope of

use or functionality of the invention. Further, the wireless network system 100 can

include different modules communicating among each other along with other hardware

or software components. For example, the component can be, but not limited to, a

process running in an electronic device, an executable process, a thread of execution, a

program, or a computer. By way of illustration, both an application running on an

electronic device and the electronic device can be the component.

[64] FIG. IB is a block diagram illustrating the security base, according to embodiments

as disclosed herein. The UE 108 and MeNB 104 can be configured to derive the

security key KeNB_s of a target SeNB 106. At the MeNB 104 and the UE 108, the

Key Derivation Function (KDF) uses the base security key associated with the MeNB

104 and a freshness parameter (Second eNB Change Counter (SCC)) as input p a

rameters for generating the unique non-repetitive security base key (KeNB_s) a s

sociated with the SeNB 106. Details of the SCC and the key derivation process are

provided in conjunction with FIG.4. The generated (KeNB_s) is sent to the SeNB 106

using an X2 message and the SCC used to derive KeNB_s is sent to the UE 108 using

a Radio resource Control (RRC) message.

[65] In an embodiment, the RRC message is a RRC connection reconfiguration message.

[66] In an embodiment, the RRC message a SECURITY MODE COMMAND message.

[67] At the SeNB 106 and the UE 108, the KDF uses the unique non-repetitive security

base key (KeNB_s) associated with the SeNB 106 and other parameters for deriving a

KUPenc key (user plane encryption key) to protect the user plane traffic between the

UE 108 and the SeNB 106.

[68] FIG. 2 illustrates protocol architecture for dual connectivity with distributed PDCP

under consideration in 3GPP specification, according to embodiments as disclosed

herein. The protocol architecture for dual connectivity with distributed Packet Data

Convergence Protocol (PDCP) under consideration in 3GPP specification TR 36.842 is

described in the FIG. 2. When the UE 108 is served by the MeNB 104 and the SeNB

106, the control plane and the user plane of the UE 108 gets split between the MeNB



104 and the SeNB 106.

[69] The FIG. 2A illustrates a core network (CN) split architecture, according to em

bodiments as disclosed herein. As shown in the FIG. 2A, the Sl-U terminates at the

MeNB 104 and the SeNB 106. This architecture is referred as core network (CN) split

where a set of Evolved Packet System (EPS) bearers of the UE 108 are split in the core

network at the Service-Gateway (S-GW) and the EPS bearers are mapped on the re

spective Sl-U interfaces towards the MeNB 104 and the SeNB 106.

[70] The FIG. 2B illustrates Radio Access Network (RAN) split architecture, according to

embodiments as disclosed herein. As shown in the FIG. 2B, the Sl-U terminates only

at the MeNB 104. This architecture is referred as radio access network (RAN) split

where the EPS bearers of the UE 108 are split in the MeNB 104 and the offloaded

bearer are mapped on the X2 interface towards the SeNB 106. The protocol stack for

the data radio bearer associated with the MeNB 104 (EPS Bearer #1) and the SeNB

106 (EPS Bearer #2) includes a PDCP entity, a Radio Link Control (RLC entity), and a

common Medium Access Control (MAC) entity. Also, the protocol stack for the split

data radio bearer associated with the MeNB 104 (EPS Bearer # 1) can be handled by

the PDCP entity also associated with the SeNB 106 called the common PDCP entity.

The protocol stack associated with the SeNB 106 for handling the split data radio

bearer associated with the SeNB 106 (EPS Bearer #2) includes the RLC entity, the

MAC entity, and the common PDCP entity. Further, the MeNB 104 includes an RRC

protocol for control signaling.

[71] FIG. 3 is a block diagram illustrating various modules of a MeNB and a SeNB;

according to the embodiments as disclosed herein. The primary blocks present for

communication in dual connectivity of UE include a communication module 302, a

bearer path management module 304, a processor module 306, a memory module 308,

and a key management module 310. In an embodiment, the communication module

302 is configured to communicate security information with the UE 108 and other eNB

for establishing a security context. For example, the wireless communication module

302 in a MeNB 104 can be configured to communicate the security base keys with one

or more UEs 108.

[72] The bearer path management module 304 determines the bearer to be transmitted

over within respective cells in the eNB's. The bearer described herein can either be a

Data Radio Bearer (DRB) or a Signaling Radio Bearer (SRB). The selection of a

bearer is based on several variables, which include for example, but are not limited to,

Quality of Service requirements (QoS), traffic characteristics of the bearer, and load

and coverage area of a selected secondary cell.

[73] The key management module 310 is responsible for receiving keys from various

entities. The key management module 310 may be configured to generate further



security keys based on a received key. The MeNB 104 receives a base security key

from the MME 102 and derives a unique non-repetitive security key for SeNB 106.

Similarly, the SeNB 106 can use the security key received from the MeNB 104 to

derive new security key to be used for secure communication with the UE 108. The

derived unique non-repetitive security key for the SeNB 106 can be sent from the

MeNB 104 through the X2 interface using an X2 message.

[74] Further, the memory module 308 is configured to store data related to operation of

the eNB's (MeNB and SeNB) and the UE 108. The memory module 308 can be

configured to store various security keys generated for communication with different

entities.

[75] FIG. 4 is a flow diagram illustrating a method 400 for creating secure connection for

user plane data transfer using a unique non-repetitive security base key, according to

the embodiments as disclosed herein. In an embodiment, at step 402, the method 400

includes generating a unique non-repetitive security base key associated with the SeNB

106 using the security base key associated with MeNB 104 and a freshness parameter.

[76] The MeNB 104 is configured to determine the SeNB 106 for data transmission to the

UE 108 among the eNB's managed by the MeNB 104. Multiple SeNB's 106 can be

managed by a single MeNB 104. The selection of the SeNB 106 may depend on

several factors like channel measurement, the location of the UE 108, load in

formation, and the like. The MeNB 104 can be configured to generate the unique non-

repetitive security base key associated with the SeNB 106 and a freshness parameter

while adding the SeNB 106.

[77] The freshness parameter is one of a random value and a counter value, which is a s

sociated with MeNB 104 security context and is generated and/or incremented for each

unique non-repetitive security base key derived for the SeNB 106. The freshness

parameter is used, along with a security base key of the MeNB 104 for a unique non-

repetitive security base key derivation for the SeNB 106, is different from the one used

previously, in order to avoid key stream repetition. In an embodiment, when the count

value (SCC) is about to wrap around for a given security base key of the MeNB

(KeNB_m), then the MeNB refresh the security base key (KeNB_m) of the AS

security context associated with the SCC and reset the value of the SCC to "0".

[78] In an embodiment, the MeNB 104 needs to generate the unique non-repetitive

security base key in addition to the existing unique non-repetitive security base key

when an additional SeNB 106 is added to serve the UE 108.

[79] In an embodiment, the MeNB 104 can be configured to generate the unique non-

repetitive security key when there is change of in the SeNB 106 being used. For

example, when the SeNB 106 decides to offload the DRB's to a candidate SeNB 106, a

fresh security base key needs to be generated.



[80] In an embodiment, the MeNB 104 can be configured to generate the unique non-

repetitive security key when there is update in the security key associated with the

SeNB 106. For example, when the same SeNB 106 gets reconnected to the MeNB 104

after certain duration, update of the security key associated with the SeNB 106

becomes essential. In an embodiment, the MeNB 104 can be configured to generate the

unique non-repetitive security key when there is update in the security key associated

with the MeNB 104. For example, if there is a change in the MeNB 104 base key

(KeNB_m) associated with the UE 108, update of the security key associated with the

SeNB 106 is needed to ensure security of the derived user plane encryption keys.

[81] At step 404, the method 400 includes incrementing a counter value associated with

the freshness parameter for updating of security key associated with the second eNB.

[82] The various operations between the MeNB 104, SeNB 106 and the UE 108 for

handling security keys in different conditions like change in the SeNB 106, addition of

an SeNB 106, offloading of DRB, release of SeNB, and update of the security base key

associated with MeNB 104 is described in conjunction with FIG. 7.

[83] In an embodiment, the counter value is associated with the selected SeNB 106

security context. In another embodiment, the counter value is associated with the

access stratum (AS) security context (with the KeNB_m) established between the

MeNB 104 and the UE 108 and maintained for the duration of the current AS security

context. The counter value is incremented for each generated unique non-repetitive

security base key associated with the SeNB 106 by the MeNB. The counter value is

referred as the SCC or SCG Counter and maintained by the MeNB 104. In case a

random value is used as a freshness parameter, a random value can be generated using

a Pseudo Random Function (PRF) for each generated unique non-repetitive security

base key. As the freshness parameter used is different from the one used previously

along with a security based KeNB_m, in order to avoid key stream repetition.

[84] In an embodiment, SCC is initialized to '0' when the KeNB_m in the associated AS

security context is established. The MeNB derive KeNB_s (using SCC=0) and then the

SCC is incremented (after the key derivation) and the same mechanism is followed for

further fresh key derivation. In an embodiment, the SCG counter is incremented before

the key derivation and the same mechanism is followed for further fresh key

derivation. In an embodiment, when the count value (SCC) is about to wrap around for

a given security base key of the MeNB 104 (KeNB_m), then the MeNB 104 refresh the

security base key (KeNB_m) of the AS security context associated with the SCC and

reset the value of the SCC to "0".

[85] In addition to the freshness parameter, several other parameters can be used for

generating the unique non -repetitive security base key associated with the SeNB 106.

Examples of parameters used for generating the unique non-repetitive security base



key, can include, but is not limited to, the unique non-repetitive security base key a s

sociated with the MeNB 104 (KeNB_m), the unique non-repetitive security base key in

use in the SeNB 106, the physical layer parameters like Physical Cell Identity (PCI)

and DL frequency, wherein said PCI and said DL frequency associated with the SeNB

106. .

[86] At step 406, the method 400 includes informing the freshness parameter by the

MeNB 104 to the UE 108 to enable the UE 108 to derive the unique non-repetitive

security base key associated with the SeNB 106 (KeNB_s). For example, the value of

the SCC is sent to the UE as the freshness parameter for generating the unique non-

repetitive security base key. The MeNB 104 delivers the generated unique non-

repetitive security base key (KeNB_s) to the SeNB 106.

[87] At step 408, the method 400 includes deriving the unique non-repetitive security base

key at the UE 108 based on the freshness parameter received from the MeNB 104.

[88] At step 410, the method 400 includes deriving a user plane encryption key based on

the unique non-repetitive security base key associated with the second eNB (KeNB_s)

for encrypting data transfer over at least one Data Radio Bearer (DRB) established on

at least one serving cell associated with the SeNB 106. Based on the unique non-

repetitive security base key derived for the SeNB 106, the SeNB 106 can be configured

to generate the user plane encryption key to be used for data communication between

the SeNB 106 and the UE 108. Similarly, the UE 108 can be configured to generate

user plane encryption key to be used for data communication between the SeNB 106

and the UE 108.

[89] At step 412, the method 400 includes enabling a secure connection for the user plane

data transfer between the UE 108 and the SeNB 106 over said at least one data radio

bearers using the user plane encryption key associated with said SeNB 106.

[90] The various actions, acts, blocks, steps, and the like in the method 400 may be

performed in the order presented, in a different order or simultaneously. Further, in

some embodiments, some actions, acts, blocks, steps, and the like may be omitted,

added, modified, skipped, and the like without departing from the scope of the

invention.

[91] FIG. 5A is a flow diagram illustrating a method 500 for security key update and

avoiding key stream repetition using a freshness parameter, according to the em

bodiments as disclosed herein.

[92] The security update is essential to avoid key stream repetition. If the MeNB 104

derives the unique non-repetitive security base key for the SeNB 106 using an existing

security key associated with the MeNB 104 then the key repetition can occur with the

existing security mechanisms when the SeNB 106 gets released and reconnected to the

MeNB 104 multiple times.



[93] Security Key update at SeNB 106

[94] At step 502 , the method 500 begins with the SeNB 106 using the received unique

non-repetitive security base key for generating the user plane encryption key.

[95] At step 504 , the method 500 includes detecting at the SeNB 106 whether a PDCP

count for the Data Radio Bearer established on the SeNB 106 is about to wrap around

or detecting if the SeNB 106 decides to change the SeNB 106 currently configured for

said UE to another candidate SeNB. In case, the SeNB 106 decides to direct the DRB's

to the candidate SeNB, the MeNB 104 needs to generate a fresh security base key used

for the candidate SeNB. Alternatively the SeNB 106 detects the PDCP count a s

sociated with a DRB is about to wrap around, the SeNB 106 can be configured to

request MeNB 104 to update the security key used.

[96] At step 508a, the method 500a includes sending a key update request message from

the SeNB 106 to the MeNB 104 over the X2 interface between the MeNB 104 and the

SeNB 106 for a fresh security base key.

[97] On detecting that at least one DRB established on the SeNB 106 is about to reach a

wrap around point, the SeNB 106 can be configured to send a key update request

message to the MeNB 104 through the X2 interface.

[98] In an embodiment, when the SeNB 106 decides to select a candidate SeNB for

serving the UE 108, the SeNB 106 sends a request to the MeNB 104 associated with

the UE 108 for updating of the security key.

[99] At step 506a, the method 500a includes the SeNB 106 using the current security base

key received from MeNB 104. As there is no change in the SeNB 106 or the wrap

around point associated with any of the DRB is not reached, the SeNB 106 can

continue using the current security base key received from MeNB 104.

[100] At step 508a, the method 500a includes receiving a request at MeNB 104 for updating

the current security base key associated with the SeNB 106 in use. The SeNB 106 is

configured to request the MeNB 104 for updating the current security base key a s

sociated with the SeNB in used by the SeNB 106.

[101] At step 510a, the method 500a includes deriving at the MeNB 104, a fresh security

base key in response to the request received from the SeNB 106. Based on the key

update request from the SeNB 106, the MeNB 104 can be configured to generate a

fresh unique non-repetitive security base key associated with the SeNB 106.

[102] At step 512a, the method 500a includes delivering the derived fresh security base key

associated with the SeNB 106 to the SeNB 106 from the MeNB over the X2 interface

between the MeNB 104 and SeNB 106.

[103] At step 514a, the method 500 includes passing the counter value to the UE 108 to

enable the UE to derive the fresh security base key. The UE 108 can derive the security

key as the one to be used by the SeNB 106. first eNB said fresh security base key in



[104] Security Key Rekeying/Security Key update initiated by the MeNB 104

[105] FIG. 5B is a flow diagram illustrating a method 500b for updating the unique non-

repetitive security key associated with the SeNB 106 when the security key associated

with MeNB 104 gets updated, according to the embodiments as disclosed herein.

[106] At step 502b, the method 500b begins with the SeNB 106 using the received unique

non-repetitive security base key for generating the user plane encryption key.

[107] At step 504b, the method 500b includes detecting at the MeNB 104 whether there in

an update in the security associated with the MeNB 104 or deciding at the MeNB to

change the SeNB 106 currently configured for said UE to another candidate SeNB. In

case, the SeNB 106 decides to direct the DRB's to the candidate SeNB, the MeNB 104

needs to derive a fresh the security base key used for the candidate SeNB.

[108] At step 506b, the method 500b includes the SeNB 106 using the current security base

key received from MeNB 104. As there is no change in the eNB 106 or the security

base key associated with the MeNB 104, the SeNB 106 can continue using the current

security base key received from MeNB 104.

[109] At step 508b, the method 500b includes resetting the SCC to zero as the KeNB_m is

refreshed or re-keyed and deriving at the MeNB 104 a fresh security base key a s

sociated with SeNB 106.

[110] Based on the updated security key associated with the MeNB 104, the MeNB 104

can be configured to generate a fresh unique non-repetitive security base key a s

sociated with the SeNB 106.

[Ill] In an embodiment, the SCC counter can be incremented after deriving the fresh

security base key associated with SeNB 106.

[112] In an embodiment, the SCC counter can be incremented before deriving the fresh

security base key associated with SeNB 106.

[113] For each refresh of the security base key associated with the MeNB 104, the MeNB

104 can be configured to reset the count value to "0".

[ 114] At step 510b, the method 500b includes delivering the derived fresh security base key

associated with the SeNB 106 to the SeNB 106 by the MeNB over the X2 interface

between the MeNB 104 and SeNB 106.

[115] At step 512b, the method 500b includes passing the counter value used to derive the

fresh security base key associated with the SeNB 106 to enable the UE 108 to derive

the fresh security base key. The UE 108 can derive the security key as the one to be

used by the SeNB 106.

[116] Typically, the security base key need to be updated, when the UE connects to a new

MME 102 or a reconnection with the same MME 102.

[117] The various actions, acts, blocks, steps, and the like in the method 500 and method

500b may be performed in the order presented, in a different order or simultaneously.



Further, in some embodiments, some actions, acts, blocks, steps, and the like may be

omitted, added, modified, skipped, and the like without departing from the scope of the

invention.

[118] FIG. 6A is an example sequence diagram illustrating various operations performed

between a UE 108, a MeNB 104, and a SeNB 106 for creating secure connection for

user plane data transfer using a unique non-repetitive security base key, according to

embodiments as disclosed herein.

[119] In an embodiment, use of same key stream in combination with the PDCP COUNT

and Bearer ID used for earlier key generation must not be repeated.

[120] At 602 , a security base key associated with the SeNB 106 is generated using a

freshness parameter as one of the input parameters for key derivation. The other input

parameters can include, but is not limited to, security base key in use in the MENB

104, the unique non-repetitive security base key in use in said SeNB 106, the physical

layer parameters like Physical Cell Identity (PCI) and DL frequency associated with

the SeNB 106. The PCI and said DL frequency belongs to at most one secondary cell

associated with SeNB 106 served on one of a second serving frequency.

[121] The MeNB 104 can be configured to generate the unique non-repetitive security key,

when there is change of in the SeNB 106 being used, when there is update in the

security key associated with the SeNB 106, when there is update in the security key a s

sociated with the MeNB 104 and when the PDCP count in a DRB is about to reach the

wrap around.

[122] The freshness parameter is one of a random value and a counter value, which is

generated or/and incremented for each unique non-repetitive security base key

derivation associated with the SeNB 106, such that input parameter is different from

the one used previously to avoid key stream repetition.

[123] At 604 , the generated security key (KeNB_s) associated with the SeNB 106 and the

capabilities of UE 108 is sent to the SeNB 106.

[124] At 606 , the SeNB 106 determines the security parameters to be used for commu

nication with the UE and derives the user plane encryption key using from the received

KeNB_s. The user plane encryption key is derived at the SeNB 106 based on the

received unique non-repetitive security base key associated with the second eNB for

encrypting data transfer over at least one Data Radio Bearer (DRB) established on at

least one serving cell associated with the SeNB 106.

[125] At 608 , an X2 message is sent from the SeNB 106 to the MeNB 104. The X2

message includes the selected security parameters like encryption algorithm.

[126] At 610 , the MeNB 104 informs the freshness parameter and the selected security p a

rameters to the UE 108 using an RRC message for enabling the UE 108 to derive the

unique non-repetitive security base key associated with the SeNB 106.



[127] At 612 , the UE 108 derives the security key (KeNB_s) associated with the SeNB

106 using a freshness parameter received from the MeNB 104. The UE 108 does not

maintain the freshness parameter and use the parameter received from the MeNB 104.

The UE 108 is configured to derive the user plane encryption key based on the in

formation present in the RRC connection reconfiguration message.

[128] At 614 , once the UE 108 derives the security key (KenB_s) associated with the

SeNB 106 and the user plane encryption key an RRC connection reconfiguration

complete message is sent to the MeNB 104 from the UE 108. Then the UE 108 starts

connecting with the SeNB 106.

[129] Update of security base key (KenB_s)

[130] FIG. 6B is an example sequence diagram 600b illustrating various operations

performed between a UE 108, a MeNB, and a SeNB 106 for updating the unique non-

repetitive security base key associated with the SeNB , according to embodiments as

disclosed herein.

[131] At 602b, the SeNB 106 is configured to determine if the PDCP count for the at least

one Data Radio Bearer established on the SeNB 106 is about to wrap around. For each

PDCP wrap round for any DRB associated with the UE 108, the SeNB 106 can be

configured to request update of the security key used.

[132] At 604b, a key update request message from the SeNB 106 to the MeNB 104 over the

X2 interface between the MeNB 104 and the SeNB 106 for a fresh security base key.

[133] At 606b, the MeNB 104 is configured to generate a fresh security base key associated

with SeNB in response to the request received from SeNB.

[134] At 608b, the generated fresh security base key is sent to the SeNB 106.

[135] At 610b, an RRC connection reconfiguration message is sent to the UE 108 indicating

the SCC to enable the UE 108 to derive the fresh security base key associated with the

SeNB 106.

[136] At 612b, the UE 108 derives the fresh security base key (KeNB_s) and then derived

the user plane key using the derived KeNB_s. At 614b, the SeNB 106 and the UE 108,

resumes the secure connection.

[137] In an embodiment, the combination of NCC and the Key change indicator may be

used differently to interpret the key/ NH value to be used to derive key KeNB_s at the

UE 108. In case the MeNB 104 holds unused NH parameters, the KeNB_s is derived

using unused NH parameters from the MeNB 104.

[138] Vertical derivation (if unused NH exists)

[139] KeNB_s= KDF {NH (in MeNB), SeNB-PCI, SeNB-EARFCN-DL}

[140] In case the MeNB 104 does not have unused NH parameters, the KeNB_s is derived

using the currently active KeNB_m derived at the MeNB 104.

[141] Horizontal derivation (if unused NH does not exist)



[142] KeNB_s = KDF{KeNB_m, SeNB-PCI, SeNB-EARFCN-DL }

[143] Key update:

[144] KeNB_s = KDF{ KeNB_s (in use, in SeNB), SeNB-PCI, SeNB-EARFCN-DL}

[145] At 614b, once the security base key is updates at the UE 108 and SeNB 106, the

secure connection between the UE 108 and SeNB 106 is resumed.

[146] KEY 7REKEYING/ Update of security base key (KenB_s) due to update of security

base key (KeNB_m) at the MeNB 104

[147] FIG. 6C is an example sequence diagram 600c illustrating various operations

performed between a UE 108, a MeNB, and a SeNB 106 for updating the unique non-

repetitive security base key associated with the SeNB 106 when the security base key

associated with the MeNB 104 gets updated, according to embodiments as disclosed

herein.

[148] At 602c, the MeNB 104 decides to update the security key associated with the SeNB

106.

[149] When there is an update (also referred as key refresh or rekeying) of the security base

key associated with the MeNB 104 (KeNB_m), a new KeNB_s is derived. Typically,

the rekeying happens when the UE connects to a new MME 102 or the MeNB 104 re

connects to the same MME 102. Further, rekeying is also performed automatically if

the MeNB 104 reconnects to the same MME 102 and key fresh happens, when the

MME 102 provides new key or when the PDCP count of any DRB between the MeNB

104 and the UE 108 are about to warp around.

[150] At 604c, the MeNB 104 is configured to generate a fresh security base key (KeNB_s)

associated with SeNB 106, when there is an update in the security key (KeNB_m) a s

sociated with the MeNB 104.The SCC value is reset to zero when the security base key

(KeNB_m) associated with MeNB 104 is updated.

[151] At 606c, the generated fresh security base key is sent to the SeNB 106.

[152] At 608c, based on the received security base key (KeNB_s), the user plane encryption

key for secure communication between UE 108 and SeNB 106 is generated.

[153] At 610c, an X2 message confirming the receipt of the security key associated with

SeNB 106 is sent to the MeNB 104 over the X2 interface.

[154] At 612c, an RRC connection reconfiguration message is sent to the UE 108 indicating

the SCC to enable the UE 108 to derive the fresh security base key (KenB_s). The UE

108 can derive the user plane encryption key using the derived security base key

(KenB_s).

[155] At 614c, the UE 108 derives the fresh security base key (KenB_s). At 616c, the UE

108 sends the RRC Connection Reconfiguration complete to the MeNB 104. At 618c,

once the security base key is updates at the UE 108 and SeNB 106, the secure

connection between the UE 108 and SeNB 106 is resumed.



[156] In an embodiment, the SCC value along with security key (KeNB_m) associated

with the MeNB 104 is used to derive the security key (KeNB_s) for the SeNB 106.

The SCC value is reset at the MeNB 104 when KeNB_m is updated and the initialized

value is used for deriving the security base key associated with the SeNB 108 to avoid

the re-use of the base security key and derivation of same key stream.

[157] The MeNB 104 can be configured to increment the counter value for generation of

each unique non-repetitive base key (KeNB_s) associated with the SeNB 106. The

counter value is passed to the UE 108 by the MeNB using the RRC signaling. The

MeNB 104 sends the newly derived KeNB_s to the SeNB 106, so that both SeNB 106

and the UE 108 use the same KeNB_s and establish the AS small cell security context.

The MeNB 104 maintains the counter value along with security key (KeNB_m) a s

sociated with the MeNB 104 and resets whenever the security key (KeNB_m) a s

sociated with the MeNB 104 changes.

[158] In an embodiment, the counter value along with the NCC value and Scell Key

change indicator identifies the key to be used for the for deriving the unique non-

repetitive security base key (KeNB_s) associated with the SeNB 106. In another em

bodiment, the UE 108 and the MeNB 104 maintains the counter value and increases

for every KeNB_s derivation. In an embodiment, the PCI and DL frequency used to

derive the key belongs to at most one secondary cell associated with the SeNB served

on one of the second serving frequency and the key derivation using the counter value

and physical layer parameters are as follows:

[159] KeNB_s = KDF {KeNB_m, counter value, SeNB-PCI,

[160] SeNB-EAPvFCN-DL }

[161] In an embodiment, the key derivation using the counter value is as follows:

[162] KeNB_s = KDF {KeNB_m, counter value }

[163] In an embodiment, the NONCEMeNB along with KeNB_m is used to derive

KeNB_s. The NONCEMeNB is generated by the MeNB 104 in order to avoid the

KeNB_s key re-use or to avoid derivation of the same key stream (can only happen

while still using the same KeNB_m) repeatedly. The NONCEMeNB is provided to the

UE 108 by the MeNB 104 using the RRC signaling. Further, the MeNB 104 sends the

newly derived KeNB_s to the SeNB 106 so that both the SeNB 106 and the UE 108

can use the same KeNB_s. In an embodiment, the RRC connection reconfiguration

message can carry the NONCEMeNB value from the MeNB 104 to the UE 108.

[164] FIG. 7A and Fig.7B is an example sequence 700 illustrating a mechanism for secure

key handling in a network supporting carrier aggregation of the UE 108, according to

embodiments as disclosed herein.

[165] INITIAL OFFLOADING

[166] At step 702, the MeNB 104 decided to offload a DRB to a SeNB 106. The MeNB



104 determines that UE 108 can be dually connected with a SeNB- 106.

[167] At 704, once the SeNB is decided, the MeNB 104 derives S-KeNBl by initializing

the SCC counter to zero value. The freshness parameter (also referred as the key

freshness counter) is incremented for every KeNB_s derivation.

[168] At 706, the MeNB 104 sends the derived security key associated with SeNB 106

along with the bearer ID of the DRB being offloaded. The MeNB 104 can be

configured to provide high level details of X2-AP to the SeNB 106. The process of

adding a secondary cell associated with SeNB 106 to serve the UE 108 at a second

frequency ensures that required security measures are present at the SeNB 106. A DRB

ID assignment is handled by MeNB 104 and the MeNB 104 is configured to assign

different DRB IDs for each DRB assigned by the MeNB 104. The SeNB-1 106 derives

a KUPenc key (user plane encryption key) to protect the user plane traffic between

them.

[169] At 710, the UE 108 derives the KUPenc key (user plane encryption key) to protect

the user plane traffic between the UE 108 and the SeNBl. The use of a different bearer

ID (i.e. the DRB ID) for each bearer and derivation of a fresh S-KeNB ensures that

Key stream reuse is avoided.

[170] DRB Addition/Deletion

[171] The steps 712 to 722 illustrate the operations performed by the UE 108, the MeNB

104 and the SeNB 106, when the MeNB decide to offload a DRB. At 712, the MeNB

104 initiates a Secondary Cell Group (SCG) Modification procedure to add a second

DRB#2 in addition to DRB#1 to the selected SeNB 106. At 714, it is indicated that

DRB-ID duplication is avoided by assigning a new DRB ID for the offloaded DRB

.For the SCG Modification procedure, a new key is not issued and an old key (the

KUPenc, derived from S-KeNB 1) is used for protecting both DRB#1 and DRB#2. The

unique non-repetitive security base key (S-KeNB) associated with SeNB 106 is

derived by the MeNB 104 and forwarded to the SeNB 106 only for the SCG addition

procedure (first DRB offloading, X2-AP: SCG Addition Indication). For the additional

DRB addition to the same SeNB 106 (X2-AP: SCG Modification Indication), no new

key is provided to the SeNB 106. At any point of time, only one key (KUPenc) derived

from S-KeNB is used for protecting all the DRBs of a UE 108 between the SeNB 106

and the UE 108.

[172] At step 716, an SCG modification indication (DRB # 2 addition) is sent to the SeNB

106. At 718, an RRC connection reconfiguration message is sent to the UE 108 in

dicating the addition of DRB# 2.

[173] At 720, once the data transfer associated with the DRB is complete, the MeNB 104 is

configured to delete the DRB # 2 associated with the SeNB 106. The MeNB 104 sends

the SCG modification indication (DRB # 2 deletion) to the SeNB 106. At 722, an RRC



connection reconfiguration message is sent to the UE 108 indicating the deletion of

DRB# 2.

[174] Consider an example, when a user of the UE 108 views a video (a high data rate ap

plication) in addition to file downloading in progress. In such a scenario, the MeNB

104 may assign a DRB #2 to the SeNB 106 to handle downloading of the video. Once

the downloading of the video is complete the DRB 2 is deleted.

[175] SCG Release

[176] Step 724 to732: The steps 724 to 732 illustrate the operations performed by the UE

108, the MeNB 104 and the SeNB 106, when the MeNB 104 decides to release a SeNB

106 from the UE 108. At 724, the MeNB 104 initiates release procedure to release all

resource allocated in the SeNB 106 for the UE 108. At 726, the MeNB 104 sends an

X2 message to the SeNB 106 for releasing the resources of SeNB 106.

[177] At 728, on receiving a SCG Release message, the SeNB 106 deletes the security key

S-KeNBl sent by the MeNB 104.

[178] At 730, an RRC connection reconfiguration message is sent to the UE 108 indicating

the release of SeNB 106.

[179] At732, on receiving a SCG Release message, the UE 108 deletes the security key

(S-KeNBl) sent by the MeNB 104.

[180] Since SCG context is deleted any fresh offload of DRB will create a new SCG

context with new S-KeNB and all the DRB-IDs (including those used in step 0 to

Step8) become re-usable again. The deletion of these security keys at the SeNB 106

and the UE 108 ensure re-use of the security keys derived at the MeNB 104 for the

SeNB without repetition

[181] Offloading with new key

[182] Step 734 to 752: The steps 724 to 732 illustrate the operations performed by the UE

108, the MeNB 104 and the SeNB 106, when the MeNB 104 decides to offload a

DRB. At 734, the MeNB 104 decides to offload the DRB associated with the UE 108

to the same SeNB-1. At 736, with no SCG context available (after step 710), the

MeNB 104 needs to derive a new S-KeNB2 by incrementing the count value in the

SCC (SCC changes from SCC=0 to SC l ) and forwards the key to the SeNB 106

and the SCC value to the UE 108. In an embodiment, if the MeNB 104 decides to

offload the DRB associated with the UE 108 to the different SeNB (for example

SeNB-2), then the same procedure from Step 734 to Step 742 are performed.

[183] The increase of the counter associated the SeNB 106 ensures that the security base

key generated for the SeNB 106 is not repeated. For example, in case the SeNB 106

gets released from the UE 108 and is assigned again to the UE 108 after a short

duration, a new security key is generated to establish the security context. Similarly,

the user plane encryption keys also are updated for each update of the security base



key (S-KeNB) associated with the SeNB 106.

[184] At 738, the MeNB 104 initiates a Secondary Cell Group (SCG) Modification

procedure to add a second DRB#1 in to the selected SeNB 106.

[185] At 740, an RRC connection reconfiguration message is sent to the UE 108 indicating

the addition of DRB# 1 and the incremented SCC counter value.

[186] At 742, the UE 108 derives the security base key (S-KeNB2) using the SCC

parameter received from the MeNB 104. Similarly, the UE 108 and the SeNB-1

derives KUPenc key from S-KeNB2 to protect the user plane traffic between them.

[187] After the sometime, if the MeNB 104 decides to release the SeNB-1 106 for the

UE108, the MeNB 104 initiates release procedure to release all resource in SeNB 106

for the UE 108. Once the UE 108 and the SeNB 106 receives the SCG Release

message, keys are deleted.

[188] At 744, the MeNB 104 initiates release procedure to release all resource in the SeNB

106 for the UE 108. At 726, the MeNB 104 sends an X2 message to the SeNB for

releasing the resources of SeNB 106.

[189] At 746 and 748, on receiving a SCG Release message, the SeNB 106 deletes the

security key S-KeNB 1 sent by the MeNB 104.

[190] At 750, an RRC connection reconfiguration message is sent to the UE 108 indicating

the release of SeNB 106.

[191] At 752, on receiving a SCG Release message, the UE 108 deletes the security key

(S-KeNB 1) sent by the MeNB 104.

[192] KEY UPDATE PROCEDURE

[193] Steps 754 to790: The steps 724 to 732 illustrate the operations performed by the UE

108, the MeNB 104 and the SeNB 106, when the MeNB 104 could not assign different

DRB IDs, due to exhaust of DRB IDs and performs key update procedure.

[194] At 754, the MeNB 104 decides to offload the DRB associated with the UE 108 to the

same SeNB-1. At 756, with no SCG context available (after step 710), the MeNB 104

needs to derive a new S-KeNB3 by incrementing the count value in the SCC (SCC

changes from SCC=1 to SCC=2) and forwards the key to the SeNB 106 and the SCC

value to the UE 108.

[195] The increase of the counter associated the SeNB 106 ensures that the security base

key generated for the SeNB 106 is not repeated.

[196] At 758, the MeNB 104 initiates a Secondary Cell Group (SCG) Modification

procedure to add a second DRB#1 in to the selected SeNB 106. The MeNB 104 is

configured to send the freshly generated S-KeNB3 to the SeNB 106.

[197] At 760, an RRC connection reconfiguration message is sent to the UE 108 indicating

the addition of DRB# 1 and the incremented SCC counter value (SCC=3).

[198] At 762, the UE 108 derives the security base key (S-KeNB2) using the SCC



parameter received from the MeNB 104. Similarly, the UE 108 and the SeNB-1

derives KUPenc key from S-KeNB2 to protect the user plane traffic between them.

] At 764, the MeNB 104 decides to offload another 35 DRBs in sequence at different

time intervals and decides to releases some bearer associated with the SeNB 106.

] Steps 774 to790: The steps 774 to 790 illustrate the operations performed by the UE

108, the MeNB 104 and the SeNB 106, when the MeNB 108 could not assign different

DRB IDs, due to exhaust of DRB IDs and performs key update procedure.

] At step 768, an SCG modification indication (DRB # 2 addition) is sent to the SeNB

106. At 718, an RRC connection reconfiguration message is sent to the UE 108 in

dicating the addition of DRB# 2.

] At 770, an RRC connection reconfiguration message is sent to the UE 108 indicating

the addition of DRB# 2.

] Once the data transfer associated with the DRB is complete, the MeNB 104 is

configured to delete the DRB # 2 associated with the SeNB. The MeNB 104 sends the

SCG modification indication (DRB # 2 deletion) to the SeNB 106. At 722, an RRC

connection reconfiguration message is sent to the UE 108 indicating the deletion of

DRB# 2.

] The process described in steps 768, 770 and the above paragraph is repeated for all

the assigned DRB's.

] At 772, the DRB#27 and DRB# 32 are active currently between the UE 108 and the

SeNB 106.

] At 774, when a DRB is to be added (say 33th new DRB), the DRB-IDs get exhausted

(for example after the 32nd DRBID). So after (or near about) 32nd DRB ID use Key

update procedure is triggered. At 766, after key update re-use of the DRB IDs become

possible. The DRB- ID is used after the security base associated with the SeNB 1 is

updated.

] When different DRB IDs are assigned for every successive offloading of DRBs by

the MeNB/SeNB, then possibility of re-using DRB ID is possibility. It is very

uncommon scenario, that for the same S-KeNB (where KeNB is not changed) more

than 32 times DRBs are offloaded for a UE. For this scenario, it is always possible to

performing key update procedure as to avoid DRB ID re-use; however it is expected to

be performed very rarely.

] At 776, the SCG Release message is sent to the SeNB 106.

] At 778, the SeNB 106 is configured to delete the security key (S-KeNB3) sent by the

MeNB 104.

] At 780, an RRC connection reconfiguration message is sent to the UE 108 indicating

the release of SeNB 106.

] At 782, the UE 108 deletes the security key (S-KeNB3) used for secure commu-



nication.

[212] At 784, the MeNB 104 needs to generate a new S-KeNB4 for avoiding re-use of

bearer ID by incrementing the count value in the SCC (SCC changes from SCC=2 to

SCC=3) and forwards the key to the SeNB 106 and the SCC value to the UE 108.

[213] The increase of the counter associated the SeNB 106 ensures that the security base

key generated for the SeNB 106 is not repeated and the DRB ID are not reused.

[214] At 786, the MeNB 104 is configured to send the freshly generated S-KeNB4 to the

SeNB 106. The MeNB 104 initiates a Secondary Cell Group (SCG) Modification

procedure to add the multiple DRB's DRB#1,DRB#2, DRB#3, using the freshly

derived security key (S-KeNB4) to the selected SeNB 106.

[215] At 788, an RRC connection reconfiguration message is sent to the UE 108 indicating

the addition of DRB# 1, ,DRB#2, DRB#3, and the incremented SCC counter value

(SCC=3).

[216] At 790, the UE 108 derives the security base key (S-KeNB4) using the SCC

parameter received from the MeNB 104. Similarly, the UE 108 and the SeNB-1

derives KUPenc key from S-KeNB2 to protect the user plane traffic between them.

[217] FIG. 8 is a flow diagram illustrating a method 800 for achieving forward security

using a Down Link (DL) PDCP count for deriving the security key used for user plane

data transmission according to the embodiments as disclosed herein. In an em

bodiment, forward security is essential to mitigate key chaining attacks and to ensure

that compromise of the security key generated at the MeNB 104 does not lead to

compromise of the security keys derived at the SeNB 106 and the UE 108. The method

400 described above ensures that different security key are used by the SeNB 106 for

encrypting the DRB between the SeNB 106 and the UE 108, as the user plane en

cryption key is different from the security base key generated by the MeNB 104. If the

MeNB 104 and the SeNB 106 belongs to different operators the security used by the

SeNB 106 for derivation of the user plane encryption key cannot be the security base

key generated by the MeNB 104, as this will lead to comprise of security and open the

data communication to attackers. To overcome the threat of security attacks due to

security compromise, the user plane encryption key is derived using a PDCP count a s

sociated with the DRBs being transmitted in the PDCP PDU for key update between

the SeNB 106 and the UE 108 to achieve the forward security. The PDCP count a s

sociated with the DRBs being transmitted is the freshness parameter to allow secure

communication between the UE 108 and the SeNB 106.

[218] At step 802, the method 800 includes randomly selecting a DL PDCP COUNT at the

SeNB 106. The DL PDCP COUNT is randomly selected from the ongoing User Plane

(UP) traffic by the SeNB 106 and used for security key derivation at the SeNB 106 and

the UE 108. Each DL PDCP COUNT can be associated with a specific DRB. Based on



the packets transmitted and the Sequence Number (SN) status report received from the

UE 108 and the MeNB 104, the SeNB 106 can select a random DL PDCP count.

[219] At step 804, the method 800 includes sending the selected DL PDCP count from the

SeNB 106 in the DL PDCP header with an indication to update the security key. The

selected DL PDCP COUNT is indicated to the UE 108 in the PDCP PDU such that the

UE 108 uses the security key indicated by the PDCP COUNT for security key

derivation.

[220] At step 806, the method 800 includes deriving at the UE 108 the security key using

the DL PDCP count for securely transmitting data between the SeNB 106 and the UE

108. On receiving the key update request, the UE 108 can be configured to derive the

security key to be used for communication between the UE 108 and the SeNB 106. In

an embodiment, the security key derivation at UE using selected DL PDCP COUNT is

as follows:

[221] KeNB_s' = KDF {KeNB_s (in use), selected PDCP COUNT, SeNB-PCI, SeNB-

EARFCN-DL}

[222] In an embodiment, the key derivation is as follows:

[223] KeNB_s' = KDF {KeNB_s (in use), PDCP COUNT (selected) }

[224] After deriving the KeNB_s', the SeNB 106 and the UE 108 starts using the KeNB_s'

as KeNB_s.

[225] In an embodiment, the KeNB_s is used as it is for user plane protection (ciphering).

Alternatively, the KeNB_s is used to derive further keys (similar to the KeNB

specified in TS 33.401) for user plane encryption, integrity protection and RRC

signaling protection (in case of the SeNB 106 and the UE 108 having an RRC

signaling between them).

[226] In an embodiment, the UE 108 takes the PDCP SN from the indicated PDCP PDU

and the stored Hyper Frame Number (HFN).

[227] The PDCP COUNT is HFN + PDCP SN.

[228] At step 808, the method 800 includes verifying the derived security key is verified.

The UE 108 can be configured to verify if the derived security key is same as the

security key received in the MAC- 1received from the SeNB 106. Different UE PDCP

COUNT Value is included within the Counter Check Response message. The UE

compares the PDCP COUNT values received in the Counter Check message with the

values of its radio bearers.

[229] Based on the verification of the derived security key in step 810, the data commu

nication between the UE 108 and the SeNB 106 is secured. At step 810, the method

800 includes determining if the verification of the derived security key at the UE 108 is

successful. The UE 108 compares the PDCP COUNT values received in the Counter

Check message with the values of its radio bearers.



[230] At step 812, the method 800 includes using the derived security key for securely

transmitting data between the UE 108 and the SeNB 106 from the next PDCP count.

Once the PDCP count wraps around, the UE 108 starts using the freshly/newly derived

security key.

[231] At step 814, the method 800 includes reporting a discrepancy. If the SeNB 106

receives a counter check response message that contains one or several PDCP COUNT

values, the SeNB 106 may release the connection or report the difference of the PDCP

COUNT values for the serving MME or O&M server for further traffic analysis for

e.g., detecting the attacker. When the SeNB 106 receives a counter check response

message that does not contain any PDCP COUNT values, the method 800 is

completed.

[232] The various actions and interactions performed by the UE 108, the MeNB 104, and

the SeNB 106, to achieve forward security are described in detail in conjunction with

the FIG. 8

[233] The various actions, acts, blocks, steps, and the like in the method 800 may be

performed in the order presented, in a different order or simultaneously. Further, in

some embodiments, some actions, acts, blocks, steps, and the like may be omitted,

added, modified, skipped, and the like without departing from the scope of the

invention.

[234] Unlike security mechanism used in the earlier release of the 3GPP, in which the same

security key is used by the SeNB 106 for communication with the MeNB 104 and the

UE 108, the method of forward security described in the proposed system and method

provides separate security keys at the SeNB 106 for the UE 108.

[235] The use of separate ciphering at the PDCP layer of the MeNB 104 and the SeNB

106, i.e., different security keys at the MeNB 104 and the SeNB 106 provides ad

ditional security. Further, due to the key separation forward security can be achieved

and the DRB's between the SeNB 106 and the UE 108 can be transmitted securely.

Further, even if the security key associated with MeNB 104 is compromised, the

security key used by the UE 108 and the SeNB 106 is secure.

[236] Consider an example scenario, when the MeNB 104 determines a SeNB 106. To

secure the data communication between the SeNB 106 and the UE 108, the SeNB 106

can select a DL PDCP COUNT for deriving the security key to be used for commu

nication between the SeNB 106 and the UE 108. If the SeNB 106 selects a packet 7

(from a set of packets being transmitted). The packet 7 is indicated to the UE 108, so

that the UE 108 can start using the new security from packet 7. At the UE 108 end,

based on the PDCP wrap around and the verification of the derived security key, the

UE 108 starts using the derived security key for communication with the SeNB 106. In

case, the PDCP wrap around occurs at packet 10, the UE 108 can start using the



derived security key for communication with the SeNB 106 from packet 10 onwards.

[237] As the data path protection is done using the existing PDCP layer, there is no ad

ditional implementation cost at the operator end.

[238] FIG. 9 is an example sequence diagram illustrating various operations performed

between a UE, a first eNB, a second eNB to achieve forward security using a DL

PDCP count for deriving the security key used for user plane data transmission,

according to embodiments as disclosed herein. In an embodiment to achieve forward

security, the DL PDCP count of the DRB being transmitted can be used for deriving

the user plane encryption key for the user plane data transmission. At 902, the MeNB

104 can be configured to determine if an SeNB 106 needs to serve the UE108 .As

Multiple SeNB's 106 can be managed by a single MeNB 104, the selection of the

SeNB 106 may depend on several factors like channel measurement, the location of the

UE 108, load information, and the like.

[239] At 904, a Scell Add Request is sent to the SeNB 106 from the MeNB 104. Once a

Scell of the SeNB 106 is selected, the MeNB 104 can be configured to send a request

for adding a secondary cell for serving the UE 108.At 906, a Scell Add Response is

received at the MeNB 104 from the SeNB 106. The SeNB 106 sends an acknowl

edgement and confirmation of the added secondary cell (Scell) to the MeNB 104.

[240] At 908, the MeNB 104 stops the downlink data transmission between the MeNB 104

and the UE 108. As the MeNB 104 has added a secondary cell of the SeNB 106 and

stopped data transmission to the UE 108, the MeNB 104 needs to initiate the recon

figuration of the RRC connection between the UE 108 and the MeNB 104.

[241] As there are no SRB between the UE 108 and the SeNB 106, the MeNB 104 needs to

inform the change of eNB to the UE 108. At step 910, the RRC connection recon

figuration message is sent to the UE 108 as a security message. Further, the security

message includes the count of the NCC maintained at the MeNB 104.

[242] At 912, the MeNB 104 can be configured to send the Sequence Number count a s

sociated with the data transmission.

[243] At 914, the MeNB 104 can be further configured to send a message to the SeNB 106

to indicate that DRBs can be forwarded (offloaded) to the SeNB 106. At 916, based on

the information received from the MeNB 104, the UE 108 can be configured to stop

the uplink data transmission between the MeNB 104 and the UE 108. At 918, the UE

108 can be configured to generate a security base key for the SeNB 106. The security

base key is generated using a vertical key derivation, which makes use of the NH p a

rameters received from the MeNB 104.

[244] At 920, the RRC connection reconfiguration between the UE 108 and the MeNB 104

is completed. At 922, the communication path between the UE 108 and the SeNB 106

is established. At 924, the counters LCH_S is started at the SeNB 106 and the UE 108.



At 926, a new key KeNB_M=Kl is derived at the UE 108 using a security base key a s

sociated with the MeNB 104 and this key (kl) is applied for LCH_M

[245] At 928, a new key KeNB_S=K2 is derived at the MeNB 104 and this key (k2) is

applied for LCH_S. At 930, the MeNB 104 shares a PDCP status report with the UE

108 and the SeNB 106. The PDCP status report informs the SeNB 106 about the

packet transmission status. Further, in case when some packets are received incorrectly

or incompletely or with error, the UE 108 can inform the SeNB 106.

[246] This PDCP status report message can be sent in the form of the PDCP Status PDU.

[247] At step 932, the SeNB 106 randomly selects a DL PDCP COUNT. The DL PDCP

COUNT is randomly selected from the ongoing User Plane traffic by the SeNB 106

and used for security key derivation at the SeNB 106 and the UE 108. Each DL PDCP

COUNT can be associated with a specific DRB. Based on the packets transmitted and

the sequence number status report received from the UE 108 and the MeNB 104, the

SeNB 106 can select a random DL PDCP count. The SeNB 106 derives the security

key to be used by the UE 108. The derived security key is used for creating a MAC-I,

which is sent to the UE 108 to verify the derived key at the UE 108.

[248] At 934, the SeNB 106 can be configured to send the selected DL PDCP count from

the SeNB 106 in the PDCP header with an indication to update the security key using

the packet PDCP count. The PDCP header also contains the MAC-I derived using

derived security key at the SeNB 106.

[249] At 936, the UE 108 can be configured to derive a security key using said DL PDCP

count for securely transmitting data between the SeNB 106 and the UE 108. The key

derivation using selected PDCP COUNT is as follows: KeNB_s' = KDF {KeNB_s (in

use), selected PDCP COUNT, SeNB-PCI, SeNB -EARFCN-DL }.

[250] In an embodiment, the key derivation is as follows:

[25 1] KeNB_s ' = KDF {KeNB_s (in use), PDCP COUNT (selected) }

[252] After deriving the KeNB_s', the SeNB and the UE starts using the KeNB_s' as

KeNB_s.

[253] In an embodiment, the KeNB_s is used as it is for user plane protection (ciphering).

Alternatively, the KeNB_s is used to derive further keys (similar to the KeNB

specified in TS 33.401) for user plane encryption, integrity protection and RRC

signaling protection (in case where the SeNB 106 and the UE 108 having an RRC

signaling between them).

[254] The UE 108 takes the PDCP Sequence Number (SN) from the indicated PDCP PDU

and the stored Hyper Frame Number (HFN).

[255] PDCP COUNT is HFN + PDCP SN

[256] The UE 108 can be further configured to verify if the derived key is same as the key

received in the MAC- 1received from the SeNB 106. Based on the verification of the



derived security key in step 410, the data communication between the UE 108 and the

SeNB 106 is secured. At 938, once the PDCP count wraps around, the UE 108 starts

using the new derived security key.

[257] FIG. 10 is a flow diagram illustrating a method for achieving forward security using

a DL PDCP count and a Up Link (UL) PDCP count for deriving the security key used

for user plane data transmission, according to the embodiments as disclosed herein.

[258] At step 1002, the method 1000 includes randomly selecting a DL PDCP COUNT at

the SeNB 106. The DL PDCP COUNT is randomly selected from the ongoing user

plane traffic by the SeNB 106 and used for security key derivation at the SeNB 106

and the UE 108. Each DL PDCP COUNT can be associated with a specific DRB.

Based on the packets transmitted and the sequence number status report received from

the UE 108 and the MeNB104, the SeNB 106 can select a random DL PDCP count.

[259] At step 1004, the method 1000 includes sending the selected DL PDCP count from

the SeNB 106 in the DL PDCP header with an indication to update the security key.

The selected DL PDCP COUNT is indicated to the UE 108 in the PDCP PDU, such

that the UE 108 uses the security key indicated in the PDCP COUNT for the security

key derivation.

[260] At step 1006, the method 1000 includes selecting an UL PDCP COUNT at the UE

108. The UL PDCP COUNT is randomly selected from the ongoing user plane traffic

by the SeNB 106 and used for security key derivation at the SeNB 106.

[261] At step 1008, the method 1000 includes deriving at the UE 108 the security key using

the selected UL PDCP count and the selected DL PDCP count for securely

transmitting data between the SeNB 106 and the UE 108. On receiving the key update

request, the UE 108 can be configured to derive the security key to be used for com

munication between the UE 108 and the SeNB 106.

[262] The security key derivation at UE 108 using selected DL and UL PDCP COUNT is

as follows:

[263] KeNB_s' = KDF {KeNB_s (in use), selected UL/DL PDCP COUNT, SeNB-PCI,

SeNB -EARFCN-DL }.

[264] In an embodiment, the key derivation is as follows:

[265] KeNB_s' = KDF {KeNB_s (in use), UL/DL PDCP COUNT (selected)}

[266] After deriving the KeNB_s', the SeNB 106 and the UE 108 starts using the KeNB_s'

as KeNB_s.

[267] At step 1012, the method 1000 includes sending the selected UL PDCP with an in

dication to update the security key to the SeNB 106.

[268] At step 1014, the method 1000 includes deriving at the SeNB 106 the security key

using the selected UL PDCP count and the selected DL PDCP count for securely

transmitting data between the SeNB 106 and the UE 108.



[269] At step 1016, the method 1000 includes verifying the derived security key using the

MAC- 1received from the SeNB 106. Based on the verification of the derived security

key in the step 1016, the data communication between the UE 108 and the SeNB 106

is secured. The various operations performed by the UE 108, the MeNB 104, and the

SeNB 106, to achieve forward security are described in detail in conjunction with the

FIG. 10

[270] At step 1018, the method 1000 includes verifying the derived security key is verified.

The UE 108 can be configured to verify if the derived security key is same as the

security key received in the MAC- 1received from the SeNB 106. Different UE PDCP

COUNT values are included within the Counter Check Response message. The UE

108 compares the PDCP COUNT values received in the Counter Check message with

the values of its radio bearers.

[271] At step 1018, the method 1000 includes determining if the verification of the derived

security key at the UE 108 is successful. The UE 108 compares the PDCP COUNT

values received in the Counter Check message with the values of its radio bearers.

[272] At step 1020, the method 1000 includes using the derived security key for securely

transmitting data between the UE 108 and the SeNB 106 from the next PDCP count.

When the PDCP count associated with the DRB is about to wrap around, the UE 108

can be configured to use the derived security key.

[273] At step 1022, the method 1000 includes reporting a discrepancy. If the SeNB 106

receives a counter check response message that contains one or several PDCP COUNT

values then the SeNB 106 may release the connection or report the difference of the

PDCP COUNT values for the serving MME or O&M server for further traffic analysis

for e.g., detecting the attacker.

[274] The SeNB 106 receives a counter check response message that does not contain any

PDCP COUNT values, the method is completed.

[275] Consider an example scenario, when the MeNB 104 determines on a SeNB 106. To

secure the data communication between the SeNB 106 and the UE 108, the SeNB 106

can select a DL PDCP COUNT for deriving the security key to be used for commu

nication between the SeNB 106 and the UE 108. If the SeNB 106 selects a packet 9

(from a set of packets being transmitted). The packet 9 is indicated to the UE 108, so

that the UE 108 can start using the new security from packet 9. At the UE 108, based

on the received DL PDCP count and a randomly selected UL PDCP count, the UE 108

derives a security key. The selected UL PDCP count is sent to the SeNB 106 so that

the UE 108 starts using the derived security key for communication with the SeNB

106. At the SeNB 106, the security is derives using the selected DL PDCP count and

received UL PDCP count. In case, the PDCP wrap around occurs at packet 10 at the

SeNB 106, UE 108 and the SeNB 106 can start using the derived security key for com-



munication from packet 10 onwards.

[276] As the data path protection is done using the existing PDCP layer, there is no ad

ditional implementation cost at the operator end.

[277] The various actions, acts, blocks, steps, and the like in the method 1000 may be

performed in the order presented, in a different order or simultaneously. Further, in

some embodiments, some actions, acts, blocks, steps, and the like may be omitted,

added, modified, skipped, and the like without departing from the scope of the

invention.

[278] FIG. 11 is an example sequence diagram illustrating various operations performed

between a UE, a first eNB, a SeNB 106 to achieve forward security using a DL PDCP

count and a UL PDCP count for deriving the security key used for user plane data

transmission, according to embodiments as disclosed herein

[279] In an embodiment, to achieve forward security, the DL PDCP count and the UL

PDCP count in the use plane traffic can be used for deriving the user plane encryption

key for the user plane data transmission.

[280] At 1102, the MeNB 104 can be configured to determine if a SeNB 106 needs to serve

the UE108. As Multiple SeNB's 106 can be managed by a single MeNB 104. The

selection of the SeNB 106 may depend on several factors like channel measurement,

the location of the UE 108, and load information, and the like.

[28 1] At 1104, a Scell Add Request is sent to the SeNB 106 from the MeNB 104. Once a

Scell of the SeNB 604 is selected, the MeNB 104 can be configured to send a request

for adding a secondary cell for serving the UE 108

[282] At 1106, a Scell Add Response is received at the MeNB 104 from the SeNB 106.

The SeNB 106 sends an acknowledgement and confirmation of the added secondary

cell (Scell) to the MeNB 104.

[283] At 1108, the MeNB 104 stops the downlink data transmission between the MeNB

104 and the UE 108. As the MeNB 104 has added a secondary cell of the SeNB 106

and stopped data transmission to the UE 108, the MeNB 104 needs to inform UE 108

by initiating the reconfiguration of the RRC connection between the UE 108 and

MeNB 104.

[284] As there are no SRB's between the UE 108 and the SeNB 106, the MeNB 104 needs

to inform the change of SeNB to the UE 108.

[285] At 1110, the RRC connection reconfiguration message is sent to the UE 108 as a

security message. Further, the security message includes the count of the Next Hop

Chaining Counter (NCC) maintained at the MeNB 104.

[286] At 1112, the MeNB 104 can be configured to send the Sequence Number (SN) count

associated with the data transmission.

[287] At 1114, the MeNB 104 can be configured to send a message to the SeNB 106 to



indicate that Data Radio Bearer (DRBs) will be forwarded (offloaded) to the SeNB

106.

[288] At 1116, based on the information received from the MeNB 104, the UE 108 can be

configured to stop the uplink data transmission between the MeNB 104 and the UE

108.

[289] At 1118, the UE 108 can be configured to generate a security base key for the SeNB

106. This security base key is generated using a vertical key derivation, which makes

use of Next Hop (NH) parameters received from the MeNB 104.

[290] At 1120, the RRC connection reconfiguration between the UE 108 and the MeNB

104 is completed.

[291] At 1122, the communication path between the UE 108 and the SeNB 106 is e s

tablished.

[292] At 1124, the counters LCH_S is started at the SeNB 106 and the UE 108.

[293] At 1126, a new key KeNB_M=Kl is derived at the UE 108 using a security base key

associated with the MeNB 104 and this key (kl) is applied for LCH_M

[294] At 1128, a new key KeNB_S=K2 is derived at the MeNB 104 and this key (k2) is

applied for LCH_S

[295] At 1130, a PDCP status report is shared by the MeNB 104, with the SeNB 106 and

the UE 108. The PDCP status report informs the SeNB 106 about the packet

transmission status. Further in case some packets are received incorrectly or in

completely or with error, the UE 108 can inform the SeNB 106. This PDCP status

report message can be send in the form of PDCP Status PDU.

[296] At 1132, the SeNB 106 randomly selects a Downlink PDCP (DL PDCP) COUNT.

The PDCP COUNT is randomly selected from the ongoing User Plane (UP) traffic by

the SeNB 106 and used for security key derivation at the SeNB 106 and the UE 108.

Each DL PDCP COUNT can be associated with a specific data radio bearer (DRB).

Based on the packets transmitted and the Sequence Number (SN) status report received

from UE 108 and MeNB 104, the SeNB 106 can select a random DL PDCP count. The

SeNB 106 derives the security key to be used by the UE 108. The derived security key

is used for creating a MAC-I, which is sent to the UE 108 to verify the derived key at

the UE 108.

[297] At 1134, the SeNB 106 can be configured to send the selected DL PDCP count from

the SeNB 106 in the PDCP header with an indication to update the security key using

the packet PDCP count. The PDCP header also contains the MAC-I derived using

derived security key at SeNB 106.

[298] At 1136, the UE 108 selects an Uplink PDCP (UL PDCP). The UL PDCP COUNT is

randomly selected from the ongoing User Plane (UP) traffic by the SeNB 106 and used

for the security key derivation at the SeNB 106 and the UE 108. The UE derives the



security key using the UL PDCP count and the DL PDCP count for securely

transmitting data between the SeNB 106 and the UE 108.

] At 1138, the UE 108 can be configured to send the selected UL PDCP with an in

dication to update the security key to the SeNB 106. On receiving the key update

request, the SeNB 106 can be configured to derive the security key to be used for com

munication between the UE 108 and the SeNB 106.

] At 1140, the SeNB 106 can be configured to derive the security key using the UL

PDCP count and the DL PDCP count for securely transmitting data between the SeNB

106 and the UE 108. The SeNB 106 can be further configured to verify if the derived

key is same as the key received in the MAC- 1received from the UE 108.

] At 1142, once the PDCP count wraps around at the SeNB 106, the SeNB 106 and the

UE 108 starts using the derived security key.

] FIG. 12 is a flow diagram illustrating a method for achieving forward security using

a nonce for deriving the security key used for user plane data transmission, according

to the embodiments as disclosed herein.

] At step 1202, the method 1200 includes sending the selected nonce from the SeNB

106 in the PDCP header with an indication to update the security key.

] At step 1206, the method 1200 includes deriving at the UE 108 the security key using

the nonce for securely transmitting data between the SeNB 106 and the UE 108. On

receiving the key update request, the UE 108 can be configured to derive the security

key to be used for communication between the UE 108 and the SeNB 106.

] The security key derivation at UE using selected NONCE is as follows:

] KeNB_s' = KDF {KeNB_s (in use), NONCE,

] SeNB-PCI, SeNB -EARFCN-DL }

] In an embodiment, the key derivation is as follows:

] KeNB_s' = KDF {KeNB_s (in use), NONCE}

] After deriving the KeNB_s', the SeNB 106 and the UE 108 starts using the

KeNB_s'.

] At step 1208, the method 1200 includes sending the key update acknowledgement

from the UE 108 in the PDCP header to the SeNB 106.

] At step 1210, the method 1200 includes using the derived security key for securely

transmitting data between the UE 108 and the SeNB 106 from the next PDCP count.

When the PDCP count associated with the DRB is about to wrap around, the UE108

106 can be configured to use the derived security key. Although the method 1200 is

described by selecting nonce for the downlink scenario at the SeNB 106, it must be un

derstood that a nonce can be selected at the UE 108 and sent to the SeNB 106 in an UL

PDCP header. The various actions, acts, blocks, steps, and the like in method 1200

may be performed in the order presented, in a different order or simultaneously.



Further, in some embodiments, some actions, acts, blocks, steps, and the like may be

omitted, added, modified, skipped, and the like without departing from the scope of the

invention.

[313] FIG. 13 is an example sequence diagram illustrating various operations performed

between a UE, a first eNB, a SeNB 106 to achieve forward security using nonce for

deriving the security key used for user plane data transmission, according to em

bodiments as disclosed herein.

[314] In an embodiment to achieve forward security, a nonce at the SeNB 106 or the UE

108 can be used for deriving the user plane encryption key for the user plane data

transmission.

[315] At 1302, the MeNB 104 can be configured to determine if a SeNB 106 needs to serve

the UE108. As Multiple SeNB's 106 can be managed by a single MeNB 104. The

selection of the SeNB 106 may depend on several factors like channel measurement,

the location of the UE 108, and load information and the like.

[316] At 1304, a Scell Add Request is sent to the SeNB 106 from the MeNB 104. After

deciding the SeNB 106, the MeNB 104 can be configured to request for adding a

secondary cell for serving the UE 108.

[317] At 1306, a Scell Add Response is received at the MeNB 104 from the SeNB 106.

The SeNB 106 sends an acknowledgement and confirmation of the added secondary

cell (Scell) to the MeNB 104.

[318] At 1308, the MeNB 104 stops the downlink data transmission between the MeNB

104 and the UE 108. As the MeNB 104 has added a secondary cell of the SeNB 106

and stopped data transmission to the UE 108, the MeNB 104 needs to inform the UE

108 by initiating the reconfiguration of the Radio Resource Control (RRC) connection

between the UE 108 and MeNB 104.

[319] As there are no SRB's between the UE 108 and the SeNB 106, the MeNB 104 needs

to inform the change of eNB to the UE 108.

[320] At step 1310, the RRC connection reconfiguration message is sent to the UE 108 as a

security message. Further, the security message includes the count of the Next Hop

Chaining Counter (NCC) maintained at the MeNB 104.

[321] At 1312, the MeNB 104 can be configured to send the Sequence Number (SN) count

associated with the data transmission.

[322] At 1314, the MeNB 104 can be further configured to send a message to the SeNB

106 to indicate that Data Radio Bearer (DRB) which will be forwarded (offloaded) to

the SeNB 106.

[323] At 1316, based on the information received from the MeNB 104, the UE 108 can be

configured to stop the uplink data transmission between the MeNB 104 and the UE

108.



[324] At 1318, the UE 108 can be configured to generate a security base key for the SeNB

106. This security base key is generated using a vertical key derivation, which makes

use of Next Hop (NH) parameters received from the MeNB 104.

[325] At 1320, the RRC connection reconfiguration between the UE 108 and the MeNB

104 is completed.

[326] At 1322, the communication path between the UE 108 and the SeNB 106 is e s

tablished.

[327] At 1324, the counters LCH_S is started at the SeNB 106 and the UE 108.

[328] At 1326, a new key KeNB_M=Kl is derived at the UE 108 using a security base key

associated with the MeNB 104 and this key (kl) is applied for LCH_M

[329] At 1328 a new key KeNB_S=K2 is derived at the MeNB 104 and this key (k2) is

applied for LCH_S.

[330] At 1330, the PDCP status report is shared by the MeNB 104 with the UE 108 and the

SeNB 106. The PDCP status report informs the SeNB 106 about the packet

transmission status. Further in case some packets are received incorrectly or in

completely or with error, the UE 108 can inform the SeNB 106. This PDCP status

report message can be send in the form of PDCP Status PDU.

[331] At step 1332, the SeNB 106 randomly selects and generates a nonce.

[332] At 1334, the SeNB 106 can be configured to send the selected nonce from the SeNB

106 in the PDCP header with an indication to update the security key.

[333] At 1336, the UE 108 can be configured to derive a security key using the nonce for

securely transmitting data between the SeNB 106 and the UE 108.

[334] The key derivation using selected nonce is as follows: KeNB_s' = KDF {KeNB_s (in

use), nonce, SeNB-PCI, SeNB-EARFCN-DL }.

[335] In an embodiment, the key derivation is as follows:

[336] KeNB_s' = KDF {KeNB_s (in use), nonce}

[337] After deriving the KeNB_s', the SeNB and the UE starts using the KeNB_s' as

KeNB_s.

[338] At 1338, once the PDCP count wraps around, the UE 108 starts using the new

derived security key.

[339] At 1338, a key update acknowledgement from the UE 108 is sent to the SeNB 106 in

the PDCP header.

[340] At 1340, the once the PDCP count wraps around, the UE 108 starts using the new

derived security key.

[341] FIG. 14 is a flow diagram describing the method for securing radio access with inter-

evolved node B (eNB) carrier aggregation, according to the embodiments as disclosed

herein.

[342] As the security capabilities of the UE 108 and the SeNB 106 may be different, and



there is no RRC signaling between the UE 108 and the SeNB 106, the MeNB 104

needs to establish the security context for communication between the SeNB 106 and

the UE 108. The MeNB 104 is the anchoring eNB for the UE 108. (RRC signaling is

only available between the MeNB 104 and the UE 108). The MeNB 104 needs to set

up the security context for the SeNB 106 at the UE 108 using RRC Connection Recon

figuration.

[343] At step 1402, the method 1400 includes sending by said first eNB, the capabilities of

the UE 108 to the SeNB 106 in an X2 message. The UE 108 capabilities are associated

with security parameters that said UE 108 supports.

[344] In an embodiment, the master eNB (MeNB) 104 can store at least one security

parameter associated with a secondary eNB (SeNB) 106.

[345] At step 1404, the method 1400 includes selecting the security parameters at the

SeNB 106 based on the SeNB 106 local configuration and the UE 108 capabilities

received from the MeNB 104

[346] At step 1406, the method 1400 includes sending a response to the MeNB 104 on the

X2 interface between the MeNB 104 and the SeNB 106 indicating the security p a

rameters selected by the SeNB 106.

[347] At step 1408, the method includes informing the selected security parameter to the

UE 108 in a RRC message. As there is no RRC connection between the UE 108 and

the SeNB 106, the MeNB 104 sends the selected security parameters received from the

SeNB 106.

[348] FIG. 15 is an example sequence diagram illustrating the interactions between the UE

108, the MeNB 104, the SeNB 106 to communicate the security algorithm used by the

SeNB 106 to the UE 108 in the inter-evolved node B (eNB) carrier aggregation,

according to embodiments as disclosed herein.

[349] At 1502, the MeNB 104 can be configured to determine the SeNB 106 to be added.

Multiple SeNB's 106 can be managed by the MeNB 104. The selection of the SeNB

106 may depend on several factors like channel measurement, the location of the UE

108, and load information and the like.

[350] At 1504, a Scell Add Request is sent to the SeNB 106 from the MeNB 104. After

deciding the SeNB 106, the MeNB 104 can be configured to request for adding a

secondary cell for serving the UE 108. Further, the MeNB 104 can be configured to

indicate the security capabilities of the UE 108 to the SeNB 106.

[351] At 1506, a Scell Add Response is received at the MeNB 104 from the SeNB 106.

The SeNB 106 can be configured to send an acknowledgement and confirmation of an

added secondary cell (Scell) associated with the SeNB 106 to the MeNB 104. Further,

the SeNB 106 sends across the selected security algorithms to be used for commu

nication to the MeNB 104.



[352] At 1508, the MeNB 104 stops the downlink data transmission between the MeNB

104 and the UE 108. As the MeNB 104 has added a secondary cell of the SeNB 106

and stopped data transmission to the UE 108, the MeNB 104 needs to initiate the re

configuration of the Radio Resource Control (RRC) connection between the UE 108

and MeNB 104. The RRC connection reconfiguration message includes the selected

cryptographic algorithms of the SeNB 106.

[353] FIG. 16 is an example sequence diagram 1600 illustrating the interactions between

the UE 108 and MeNB 104 for security context establishment, according to em

bodiments as disclosed herein. The sequence diagram 1400 depicts MeNB 104 setting

up the security context for the SeNB 106 using Security Command Mode Procedure

while communicating with the UE 108.

[354] At 1602, the MeNB 104 can be pre-configured with the security capabilities of the

SeNB 106. In some cases, if the pre-configured security capabilities of the SeNB 106

are not available, the MeNB 104 can select a default security algorithm.

[355] In an embodiment, the security capabilities can include, but is not limited to, integrity

algorithms, and ciphering algorithms.

[356] At 1604, the MeNB 104 can be configured to send the security capabilities of the

SeNB 106 to the UE 108.

[357] In an embodiment, the Security Context between the SeNB 106 and the UE 108 is e s

tablished using the RRC signaling between the UE 108 and the MeNB 104.

[358] In an embodiment, the MeNB 104 selects (based on the operator's/network's policy)

no security protection by selecting NULL algorithms for the data radio bearers (DRBs)

between the UE 108 and the SeNB 106. In another embodiment, if there is RRC

signaling possible between the UE 108 and the SeNB 106, then SeNB 106 selects

(based on the operator's/network's policy) no security protection by selecting NULL

algorithms for the data radio bearers (DRBs) between the UE 108 and the SeNB 106.

[359] FIG. 17 illustrates the key update indicator and Message Authentication Code for

Integrity value generated using the new security key present in the PDCP PDU,

according to the embodiments as disclosed herein. The security headers include a key

update indicator (KU) and the PDCP Sequence Number (SN) of the data packets which

are being transmitted. The header included in every PDCP PDU contains security in

formation for the PDCP PDU. Key Update (KU) indicator in the PDCP PDU indicates

to the UE 108 to use the PDCP SN for updating the security key. Further, the PDCP

PDU also includes the MAC-I to verify the data integrity of the message at the

receiver. For the DRB's PDU, ciphering at PDCP is performed using post header com

pression, and deciphering is performed using pre header decompression

[360] FIG. 18 illustrates the key update indicator and the NONCE carried over in the

PDCP PDU, according to the embodiments as disclosed herein. The header included in



every PDCP PDU contains security information for the PDCP PDU. The security

headers include a key update indicator (KU) and the PDCP Sequence Number (SN)

which is being transmitted. The header included in every PDCP PDU contains security

information for the PDCP PDU. Key Update (KU) indicator in the PDCP PDU

indicated to the UE 108 to use the PDCP SN for updating the security key. Further, the

PDCP PDU also includes the NONCE to verify the data integrity of the message at the

receiver. For the DRB's PDU, ciphering at PDCP is performed using post header com

pression, and deciphering is performed using pre header decompression.

[361] FIG. 19 depicts a computing environment implementing a method and system for

creating a secure connection for the UE in a wireless network including the first eNB

connected to the SeNB, according to the embodiments as disclosed herein. As

depicted, the computing environment 1902 comprises at least one processing unit 1904

that is equipped with a control unit 1906 and an Arithmetic Logic Unit (ALU) 1908, a

memory 1910 a storage unit 1912, a clock chip 1914, plurality of networking devices

1916, and a plurality Input output (I/O) devices 1918. The processing unit 1904 is re

sponsible for processing the instructions of the algorithm. The processing unit 1904

receives commands from the control unit 1906 in order to perform its processing.

Further, any logical and arithmetic operations involved in the execution of the in

structions are computed with the help of the ALU 1908.

[362] The overall computing environment 1902 can be composed of multiple homogeneous

or heterogeneous cores, multiple CPUs of different kinds, special media and other ac

celerators. The processing unit 1904 is responsible for processing the instructions of

the algorithm. The processing unit 1904 receives commands from the control unit 1906

in order to perform its processing. Further, any logical and arithmetic operations

involved in the execution of the instructions are computed with the help of the ALU

1908. Further, the plurality of process units may be located on a single chip or over

multiple chips.

[363] The algorithm comprising of instructions and codes required for the implementation

are stored in either the memory unit 1910 or the storage 1912 or both. At the time of

execution, the instructions may be fetched from the corresponding memory 1910 or

storage 1912, and executed by the processing unit 1904. The processing unit 1904 syn

chronizes the operations and executes the instructions based on the timing signals

generated by the clock chip 1914. The embodiments disclosed herein can be im

plemented through at least one software program running on at least one hardware

device and performing network management functions to control the elements.

[364] The elements shown in the FIGS. 1 ,2 and 3 include various units, blocks, modules,

or steps described in relation with methods, processes, algorithms, or systems of the

present invention, which can be implemented using any general purpose processor and



any combination of programming language, application, and embedded processor.
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Claims
[Claim 1] A method for creating a secure connection for a User Equipment (UE)

in a wireless network comprising a first evolved Node B (eNB)

connected to a second eNB, wherein said UE is carrier aggregated with

at least one first serving frequency served by said first eNB and at least

one second serving frequency served by said second eNB, wherein said

method comprises:

generating an unique non-repetitive security base key associated with

said second eNB by said first eNB during one of an addition of said

second eNB, a change of said second eNB, update of said unique non-

repetitive security base key, and refresh of said unique non-repetitive

security base key; wherein said unique non-repetitive security base key

is generated based on a freshness parameter and a security base key a s

sociated with said first eNB;

deriving a user plane encryption key based on said generated unique

non-repetitive security base key associated with said second eNB by

said second eNB for encrypting data transfer over at least one data

radio bearer after receiving said unique non-repetitive security base key

from first eNB at said second eNB, wherein at least one data radio

bearer is established on at least one serving cell associated with said

second eNB and said UE;

informing said freshness parameter to said UE to derive said unique

non-repetitive security base key associated with said second eNB and

said user plane encryption key for data transfer over said secure

connection and;

enabling a secure connection for user plane data transfer between said

UE and said second eNB over said at least one data radio bearers using

said user plane encryption key associated with said second eNB.

[Claim 2] The method of claim 1, wherein said unique non-repetitive security

base key associated with said second eNB is cryptographically separate

from said security base key associated with said first eNB.

[Claim 3] The method of claim 1, wherein said freshness parameter used to derive

said unique non-repetitive security base key associated with said

second eNB is one of a random value and a counter value, wherein said

freshness parameter is generated for every said unique non-repetitive

security base key derivation to avoid key stream repetition, wherein

said freshness parameter is different from the one used previously for
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said security base key derivation associated with said second eNB.

[Claim 4] The method of claim 3, wherein said counter value is a Second eNB

Change Counter (SCC) maintained by said first eNB along with access

stratum (AS) security context associated with said first eNB for a

duration of the current AS security context between said UE and said

first eNB, wherein said counter value is monotonically incremented for

every said unique non-repetitive security base key derivation associated

with said second eNB.

[Claim 5] The method of claim 3, wherein said random value comprises at least

one of an Up Link (UL) Packet Data Convergence Protocol (PDCP)

count, a Down Link (DL) PDCP count, a value generated by pseudo

random function and a nonce.

[Claim 6] The method of claim 3, wherein parameters for key derivation function

in addition to freshness parameter comprises at least one of said

security base key in use in said first eNB, said unique non-repetitive

security base key in use in said second eNB, said second eNB physical

layer parameters like Physical Cell Identity (PCI) and DL frequency,

wherein said PCI and said DL frequency belongs to at most one

secondary cell associated with said second eNB served on one of said

second serving frequency.

[Claim 7] The method of claim 1, wherein at least one of said freshness parameter

and said derived unique non-repetitive security base key associated

with said second eNB is informed to said second eNB by said first eNB

over an interface between said first eNB and said second eNB during

one of said addition of said second eNB, change of said second eNB,

and update of said unique non-repetitive security base key.

[Claim 8] The method of claim 7, wherein update of said unique non-repetitive

security base key associated with said second eNB further comprises:

detecting at said second eNB one of a Packet Data Convergence

Protocol (PDCP) count for said at least one data radio bearer e s

tablished on said second eNB is about to wrap around and said second

eNB decides to change said second eNB currently configured for said

UE to another candidate second eNB;

requesting by said second eNB to update said security base key a s

sociated with second eNB by sending a X2 request message to said first

eNB over said interface between said first eNB and said second eNB;

deriving at said first eNB a fresh security base key in response to said

second eNB request using at least one of a bearer identity parameter,
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said security base key of said first eNB, said second eNB physical layer

parameters, said PCI associated with said second eNB and said DL

frequency as inputs to said key derivation function in addition to said

freshness parameter such as said SCC, wherein said SCC is in

cremented for derivation of each fresh security base key associated

with second eNB, wherein said SCC is incremented one of after and

before the derivation of said fresh security base key associated with

second eNB;

delivering said derived fresh security base key associated with said

second eNB to said second eNB by said first eNB over said interface

between said first eNB and said second eNB; and

passing said SCC to said UE to derive said fresh security base key a s

sociated with said second eNB at said UE.

[Claim 9] The method of claim 7, wherein said method further comprises:

deciding by said first eNB at least one of perform an update of said

security base key associated with said second eNB on determining

update of security base key associated with said first eNB, and said first

eNB decides to change said second eNB currently configured for said

UE to a candidate second eNB ;

deriving at said first eNB said fresh security base key using at least one

of said bearer identity parameter, said security base key of said first

eNB, said second eNB physical layer parameters, said PCI associated

with said second eNB and said DL frequency as inputs to said key

derivation function in addition to said freshness parameter such as said

SCC, wherein said SCC is incremented after a fresh security base key is

derived;

delivering said derived fresh security base key associated with said

second eNB to said second eNB over said interface between said first

eNB and said second eNB; and

passing said SCC to said UE to derive said fresh security base key a s

sociated with said second eNB at said UE.

[Claim 10] The method of claim 1, further comprises:

sending UE capabilities to said second eNB in an X2 message by said

first eNB, wherein said UE capabilities are associated with security p a

rameters that said UE supports;

selecting said security parameters by said second eNB based on said

second eNB local configuration and said UE capabilities received from

said first eNB in said X2 message;
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sending a response X2 message to said first eNB on interface between

said first eNB and said second eNB indicating said security parameters

selected by said second eNB; and

informing said selected security parameters of said second eNB to said

UE in a RRC message by said first eNB for securing at least one data

radio bearer established between said second eNB and said UE.

[Claim 11] The method of claim 1, wherein said freshness parameter to derive said

unique non-repetitive security base key associated with said second

eNB is informed to said UE is one of a Radio Resource Control (RRC)

message, a Medium Access Control (MAC) Control Element (CE), and

a PDCP Protocol Data Unit (PDU).

[Claim 12] The method of claim 11, wherein said RRC message is one of a RRC

connection reconfiguration message and a SECURITY MODE

COMMAND message.

[Claim 13] The method of claim 1, wherein said first eNB is connected to said

second eNB with an interface characterized by one of a non-ideal

backhaul link and an ideal backhaul link, wherein said UE is carrier ag

gregated with at least one first serving frequency served by said first

eNB and at least one second serving frequency served by said second

eNB configured to operate in dual connectivity mode of operation in at

least one of a downlink direction and a uplink direction with said first

eNB and said second eNB.

[Claim 14] The method of claim 1, wherein said method further comprises:

randomly selecting at said second eNB a DL PDCP count associated

with at least one said radio bearer handled by said second eNB, wherein

said DL PDCP count is indicated to said UE in a PDCP header ; and

deriving at said UE said security base key using said DL PDCP count

for securely transmitting data between said second eNB and said UE.

[Claim 15] The method of claim 1, wherein said method further comprises:

randomly selecting at said second eNB a DL PDCP count, wherein said

DL PDCP count is indicated to said UE in a PDCP header;

randomly selecting at said UE a UL PDCP count, wherein said UL

PDCP count is indicated to said second eNB in a PDCP header;

deriving at said UE said security base key using said UL PDCP count

and said DL PDCP count for securing data transmission between said

UE and said second eNB; and

deriving at said second eNB said security base key using said UL

PDCP count and said DL PDCP count for securing data transmission
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between said second eNB and said UE, wherein said security base key

associated with said second eNB is confirmed by verifying said

message authentication code.

[Claim 16] The method of claim 1, wherein said method further comprises:

randomly selecting at said second eNB said nonce, wherein said nonce

is indicated to said UE in a PDCP header; and

deriving at said UE said security base key using said nonce for securing

said data transmission between said second eNB and said UE.

[Claim 17] A system for creating a secure connection for a User Equipment (UE)

in a wireless network comprising a first evolved Node B (eNB)

connected to a second eNB, wherein said UE is carrier aggregated with

at least one first serving frequency served by said first eNB and at least

one second serving frequency served by said second eNB, wherein said

system is configured to:

generate an unique non-repetitive security base key associated with said

second eNB by said first eNB during one of an addition of said second

eNB, a change of said second eNB, update of said unique non-

repetitive security base key, and refresh of said unique non-repetitive

security base key; wherein said unique non-repetitive security base key

is generated based on a freshness parameter and a security base key a s

sociated with said first eNB;

deriving a user plane encryption key based on said generated unique

non-repetitive security base key associated with said second eNB for by

said second eNB for encrypting data transfer over at least one data

radio bearer after receiving said unique non-repetitive security base key

from first eNB at said second eNB, wherein at least one data radio

bearer is established on at least one serving cell associated with said

second eNB;

inform said freshness parameter to said UE to derive said unique non-

repetitive security base key associated with said second eNB and said

user plane encryption key for data transfer over said secure connection;

and

enable a secure connection for user plane data transfer between said UE

and said second eNB over said at least one data radio bearers using said

user plane encryption key associated with said second eNB.

[Claim 18] The system of claim 17, wherein said unique non-repetitive security

base key associated with said second eNB is cryptographically separate

from said security base key associated with said first eNB.
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[Claim 19] The system of claim 17, wherein said freshness parameter used to

derive said unique non-repetitive security base key associated with said

second eNB is one of a random value and a counter value, wherein said

freshness parameter is generated for every said unique non-repetitive

security base key derivation to avoid key stream repetition, wherein

said freshness parameter is different from the one used previously for

said security base key derivation associated with said second eNB.

[Claim 20] The system of claim 19, wherein said counter value is a Second eNB

Change Counter (SCC) maintained by said first eNB along with Access

Stratum (AS) security context associated with said first eNB for a

duration of the current AS security context between said UE and said

first eNB, wherein said counter value is monotonically incremented for

every said unique non-repetitive security base key derivation associated

with said second eNB.

[Claim 21] The system of claim 19, wherein said random value comprises at least

one of an Up Link (UL) Packet Data Convergence Protocol (PDCP)

count, a Down Link (DL) PDCP count, a value generated by pseudo

random function, and a nonce.

[Claim 22] The system of claim 19, wherein parameters used for key derivation

function in addition to freshness parameter comprises at least one of

said security base key in use in said first eNB, said unique non-

repetitive security base key in use in said second eNB, said second eNB

physical layer parameters like Physical Cell Identity (PCI) and DL

frequency, wherein said PCI and said DL frequency belongs to at most

one secondary cell associated with said second eNB served on one of

said second serving frequency.

[Claim 23] The system of claim 17, wherein at least one of said freshness

parameter and said derived unique non-repetitive security base key a s

sociated with said second eNB is informed to said second eNB by said

first eNB over an interface between said first eNB and said second eNB

during one of said addition of said second eNB, change of said second

eNB, update of said unique non-repetitive security base key.

[Claim 24] The system of claim 23, wherein said system if further configured to:

detect at said second eNB one of a Packet Data Convergence Protocol

(PDCP) count for said at least one data radio bearer established on said

second eNB is about to wrap around and said second eNB decides to

change said second eNB currently configured for said UE to another

candidate second eNB ;
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request by said second eNB to update said security base key associated

with second eNB by sending a X2 request message to said first eNB

over said interface between said first eNB and said second eNB;

derive at said first eNB a fresh security base key in response to said

second eNB request using at least one of a bearer identity parameter,

said security base key of said first eNB, said second eNB physical layer

parameters , said PCI associated with said second eNB, and said DL

frequency as inputs to said key derivation function in addition to said

freshness parameter such as said SCC, wherein said SCC is in

cremented for derivation of each fresh security base key associated

with second eNB, wherein said SCC is incremented one of after and

before the derivation of said fresh security base key associated with

second eNB;

deliver said derived fresh security base key associated with said second

eNB to said second eNB by said first eNB over said interface between

said first eNB and said second eNB; and

pass said SCC to said UE to derive said fresh security base key a s

sociated with said second eNB at said UE.

[Claim 25] The system of claim 23, wherein said system is further configured to:

decide by said first eNB at least one of perform an update of said

security base key associated with said second eNB on determining

update of security base key associated with said first eNB, and said first

eNB decides to change said second eNB currently configured for said

UE to a candidate second eNB ;

derive at said first eNB said fresh security base key using at least one of

said bearer identity parameter, said security base key of said first eNB,

said second eNB physical layer parameters, said PCI associated with

said second eNB, and said DL frequency as inputs to said key

derivation function in addition to said freshness parameter such as said

SCC, wherein said SCC is incremented either before or after a fresh

security base key is derived;

deliver said derived fresh security base key associated with said second

eNB to said second eNB over said interface between said first eNB and

said second eNB; and

pass said SCC to said UE to derive said fresh security base key a s

sociated with said second eNB at said UE.

[Claim 26] The system of claim 17, wherein said system is further configured to:

send UE capabilities to said second eNB in an X2 message by said first
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eNB, wherein said UE capabilities are associated with security p a

rameters that said UE supports;

select said security parameters by said second eNB based on said

second eNB local configuration and said UE capabilities received from

said first eNB in said X2 message;

send a response X2 message to said first eNB on interface between said

first eNB and said second eNB indicating said security parameters

selected by said second eNB; and

inform said selected security parameter of said second eNB to said UE

in a RRC message by said first eNB for securing at least one data radio

bearer established between said second eNB and said UE.

[Claim 27] The system of claim 17, wherein said freshness parameter to derive

said unique non-repetitive security base key associated with said

second eNB is informed to said UE is one of a Radio Resource Control

(RRC) message, a Medium Access Control (MAC) Control Element

(CE), and a PDCP Protocol Data Unit (PDU).

[Claim 28] The system of claim 27, wherein said RRC message is one of a RRC

connection reconfiguration message and a SECURITY MODE

COMMAND message.

[Claim 29] The system of claim 17, wherein said first eNB is connected to said

second eNB with an interface characterized by one of a non-ideal

backhaul link and an ideal backhaul link, wherein said UE is carrier ag

gregated with at least one first serving frequency served by said first

eNB and at least one second serving frequency served by said second

eNB configured to operate in dual connectivity mode of operation in at

least one of a downlink direction and a uplink direction with said first

eNB and said second eNB.

[Claim 30] The system of claim 17, wherein said system is further configured to:

randomly select at said second eNB a DL PDCP count associated with

at least one said radio bearer handled by said second eNB, wherein said

DL PDCP count is indicated to said UE in a PDCP header; and

derive at said UE said security base key using said DL PDCP count for

securely transmitting data between said second eNB and said UE.

[Claim 31] The system of claim 17, wherein said system is further configured to:

randomly select at said second eNB a DL PDCP count, wherein said

DL PDCP count is indicated to said UE in a PDCP header;

randomly select at said UE a UL PDCP count, wherein said UL PDCP

count is indicated to said second eNB in a PDCP header;
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derive at said UE said security base key using said UL PDCP count and

said DL PDCP count for securing data transmission between said UE

and said second eNB; and

derive at said second eNB said security base key using said UL PDCP

count and said DL PDCP count for securing data transmission between

said second eNB and said UE, wherein said security base key a s

sociated with said second eNB is confirmed by verifying said message

authentication code.

[Claim 32] The system of claim 17, wherein said system is further configured to:

randomly select at said second eNB said nonce, wherein said nonce is

indicated to said UE in a PDCP header; and

derive at said UE said security base key using said nonce for securing

said data transmission between said second eNB and said UE.

[Claim 33] A computer program product comprising computer executable program

code recorded on a computer readable a non-transitory storage medium,

said computer executable program code when executed, causing the

actions including:

generating an unique non-repetitive security base key associated with

said second eNB by said first eNB during one of an addition of said

second eNB, a change of said second eNB, update of said unique non-

repetitive security base key, and refresh of said unique non-repetitive

security base key; wherein said unique non-repetitive security base key

is generated based on a freshness parameter and a security base key a s

sociated with said first eNB;

deriving a user plane encryption key based on said generated unique

non-repetitive security base key associated with said second eNB for

encrypting data transfer over at least one data radio bearer after

receiving said unique non-repetitive security base key from first eNB at

said second eNB, wherein at least one data radio bearer is established

on at least one serving cell associated with said second eNB;

enabling a secure connection for user plane data transfer between said

UE and said second eNB over said at least one data radio bearers using

said user plane encryption key associated with said second eNB; and

informing said freshness parameter to said UE to derive said unique

non-repetitive security base key associated with said second eNB and

subsequently said user plane encryption key for data transfer over said

secure connection.

[Claim 34] The computer program product of claim 33, wherein said unique non-
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repetitive security base key associated with said second eNB is crypto-

graphically separate from said security base key associated with said

first eNB.

[Claim 35] The computer program product of claim 33, wherein said freshness

parameter used to derive said unique non-repetitive security base key

associated with said second eNB is one of a random value and a

counter value, wherein said freshness parameter is generated for every

said unique non-repetitive security base key derivation to avoid key

stream repetition, wherein said freshness parameter is different from the

one used previously for said security base key derivation associated

with said second eNB.

[Claim 36] The computer program product of claim 35, wherein said counter value

is a Second eNB Change Counter (SCC) maintained by said first eNB

along with Access Stratum (AS) security context associated with said

first eNB for a duration of the current AS security context between said

UE and said first eNB, wherein said counter value is monotonically in

cremented for every said unique non-repetitive security base key

derivation associated with said second eNB.

[Claim 37] The computer program product of claim 35, wherein said random value

comprises at least one of an Up Link (UL) Packet Data Convergence

Protocol (PDCP) count, a Down Link (DL) PDCP count, a value

generated by pseudo random function, and a nonce.

[Claim 38] The computer program product of claim 35, wherein parameters for key

derivation function in addition to freshness parameter comprises at least

one of said security base key in use in said first eNB, said unique non-

repetitive security base key in use in said second eNB, said second eNB

physical layer parameters like Physical Cell Identity (PCI) and DL

frequency, wherein said PCI and said DL frequency belongs to at most

one secondary cell associated with said second eNB served on one of

said second serving frequency.

[Claim 39] The computer program product of claim 33, wherein at least one of said

freshness parameter and said derived unique non-repetitive security

base key associated with said second eNB is informed to said second

eNB by said first eNB over an interface between said first eNB and said

second eNB during one of said addition of said second eNB, change of

said second eNB, and update of said unique non-repetitive security base

key.

[Claim 40] The computer program product of claim 39, wherein said computer ex-
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ecutable program code when executed, further causing the actions

including:

detecting at said second eNB one of a Packet Data Convergence

Protocol (PDCP) count for said at least one data radio bearer e s

tablished on said second eNB is about to wrap around, and said second

eNB decides to change said second eNB currently configured for said

UE to another candidate second eNB;

requesting by said second eNB to update said security base key a s

sociated with second eNB by sending a X2 request message to said first

eNB over said interface between said first eNB and said second eNB;

deriving at said first eNB a fresh security base key in response to said

second eNB request using at least one of a bearer identity parameter,

said security base key of said first eNB, said second eNB physical layer

parameters, said PCI associated with said second eNB, and said DL

frequency as inputs to said key derivation function in addition to said

freshness parameter, wherein said SCC is incremented for derivation of

each fresh security base key associated with second eNB, wherein said

SCC is incremented one of after and before the derivation of said fresh

security base key associated with second eNB;

delivering said derived fresh security base key associated with said

second eNB to said second eNB by said first eNB over said interface

between said first eNB and said second eNB; and

passing said SCC to said UE to derive said fresh security base key a s

sociated with said second eNB at said UE.

[Claim 41] The computer program product of claim 39, wherein said computer ex

ecutable program code when executed, further causing the actions

including:

deciding by said first eNB at least one of perform an update of said

security base key associated with said second eNB on determining

update of security base key associated with said first eNB, and said first

eNB decides to change said second eNB currently configured for said

UE to a candidate second eNB;

deriving at said first eNB said fresh security base key using at least one

of said bearer identity parameter, said security base key of said first

eNB, said second eNB physical layer parameters, said PCI associated

with said second eNB, and said DL frequency as inputs to said key

derivation function in addition to said freshness parameter, wherein

said SCC is incremented after a fresh security base key is derived;
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delivering said derived fresh security base key associated with said

second eNB to said second eNB over said interface between said first

eNB and said second eNB; and

passing said SCC parameter to derive said fresh security base key a s

sociated with said second eNB at said UE.

[Claim 42] The computer program product of claim 33, wherein said computer ex

ecutable program code when executed, further causing the actions

including:

sending, by said first eNB, UE capabilities to said second eNB in an X2

message, wherein said UE capabilities are associated with security p a

rameters that said UE supports;

selecting said security parameters by said second eNB based on said

second eNB local configuration and said UE capabilities received from

said first eNB by said X2 message;

sending a response X2 message to said first eNB on interface between

said first eNB and said second eNB indicating said security parameters

selected by said second eNB; and

informing, by said first eNB, said selected security parameter of said

second eNB to said UE in a RRC message for securing at least one data

radio bearer established on said second eNB and said UE.

[Claim 43] The computer program product of claim 33, wherein said freshness

parameter to derive said unique non-repetitive security base key a s

sociated with said second eNB is informed to said UE is one of a Radio

Resource Control (RRC) message, a Medium Access Control (MAC)

Control Element (CE), and a PDCP Protocol Data Unit (PDU).

[Claim 44] The computer program product of claim 43, wherein said RRC message

is one of a RRC connection reconfiguration message and a SECURITY

MODE COMMAND message.

[Claim 45] The computer program product of claim 33, wherein said first eNB is

connected to said second eNB with an interface characterized by one of

a non-ideal backhaul link and an ideal backhaul link, wherein said UE

is carrier aggregated with at least one first serving frequency served by

said first eNB and at least one second serving frequency served by said

second eNB configured to operate in dual connectivity mode of

operation in at least one of a downlink direction and a uplink direction

with said first eNB and said second eNB.

[Claim 46] The computer program product of claim 33, wherein said computer ex

ecutable program code when executed, further causing the actions
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including:

randomly selecting at said second eNB a DL PDCP count associated

with at least one said radio bearer handled by said second eNB, wherein

said DL PDCP count is indicated to said UE in a PDCP header ; and

deriving at said UE said security base key using said DL PDCP count

for securely transmitting data between said second eNB and said UE.

[Claim 47] The computer program product of claim 33, wherein said computer ex

ecutable program code when executed, further causing the actions

including:

randomly selecting at said second eNB a DL PDCP count, wherein said

DL PDCP count is indicated to said UE in a PDCP header;

randomly selecting at said UE a UL PDCP count, wherein said UL

PDCP count is indicated to said second eNB in a PDCP header;

deriving at said UE said security base key using said UL PDCP count

and said DL PDCP count for securing data transmission between said

UE and said second eNB; and

deriving at said second eNB said security base key using said UL

PDCP count and said DL PDCP count for securing data transmission

between said second eNB and said UE, wherein said security base key

associated with said second eNB is confirmed by verifying said

message authentication code.

[Claim 48] The computer program product of claim 33, wherein said computer ex

ecutable program code when executed, further causing the actions

including:

randomly selecting at said second eNB said nonce, wherein said nonce

is indicated to said UE in a PDCP header; and

deriving at said UE said security base key using said nonce for securing

said data transmission between said second eNB and said UE.
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