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COMPUTER IMPLEMENTED METHOD FOR 
DETERMINING THE PRESENCE OFA 

DISEASE IN A PATIENT 

FIELD OF THE INVENTION 

0001. The present invention relates to the field of com 
puter implemented methods for determining the presence of a 
disease in a patient. 

BACKGROUND AND RELATED ART 

0002 Various computer implemented schemes exist for 
determining whether a disease is present in a patient or not. 
Such schemes are commonly implemented in the form of 
decision Support systems (DSSS) which assist a physician in 
making diagnoses and treatment related decisions. Said diag 
noses and decisions typically depend on a rapidly growing 
amount of biomedical knowledge. 
0003. A common problem of current DSS is, that the data 
basis on which a decision is made, i.e. patient-related medical 
data, is often distributed among multiple independently prac 
ticing physicians and hospitals. As a consequence, often only 
a fraction of the theoretically available biomedical data is 
used by current DSS which are typically implemented as 
stand-alone software applications running on the computer 
systems in doctors practices or in hospitals. As a conse 
quence, the data basis actually used for determining a diag 
nosis by means of current DSSs tends to be small. This has a 
negative impact on the prediction quality. 
0004 Said problem is particularly severe for diseases 
which affect multiple organ systems at the same time because 
a patient may visit a physician who is specialized in only one 
particular organ system. Said physician may not be able to 
recognize a disease which primarily affects other organ sys 
tems. This drawback has also a negative impact on the pre 
diction quality. 
0005. A disease may be particularly hard to detect/diag 
nose if said disease affects different organ system to a differ 
ent degree in different patients. The disease Morbus Fabry, for 
example, is known for potentially affecting multiple organ 
systems such as the nervous system (pain episodes), the renal 
system (kidney complications), the cardiac system (hyperten 
sion and cardiomyopathy) and other organ system. Some 
Morbus Fabry patients may be affected by pain, cardial and 
renal problems at the same time while others may merely be 
affected by cardiac problems (cardiac type of Morbus 
Fabry) or by renal problems (renal type of Morbus Fabry). 
Diseases affecting multiple organ systems to a different 
degree in different patients are particularly difficult to detect 
by a human or a DSS when merely/primarily symptoms of 
one single organ system are considered. This, however, is 
often the case, because many physicians have specialized in a 
particular medical Sub-discipline and because many DSSS in 
practice operate on biomedical data which does not suffi 
ciently cover biomedical data of all organ systems of a 
patient. 
0006 Bringing medical data having been created by a 
multitude of different, independently practicing physicians 
and hospitals together is often, however, not possible due to a 
multitude of problems regarding the compatibility of data 
formats and due to problems regarding the security of a cen 
tralized data repository comprising sensitive, biomedical data 
of one or more patients. 
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0007 According to the free encyclopedia Wikipedia, an 
orphan disease is a disease that affects only a small percent 
age of the population. There is no single, widely accepted 
definition for rare diseases. In the United States, the Rare 
Disease Act of 2002 defines rare disease strictly according to 
prevalence, specifically as “any disease or condition that 
affects less than 200,000 persons in the United States', which 
is about 1 in 1,500 people. In Japan, the legal definition of a 
rare disease is one that affects fewer than 50,000 patients in 
Japan, or about 1 in 2,500 people. The automated prediction 
of orphan diseases is particularly difficult for the following 
reasons: every prediction method produces false positive and 
false negative errors. The higher the accuracy of a prediction 
method, the smaller the fraction of false positive and/or false 
negative results. In case a decision Support system generates 
one false-positive results when evaluating the medical 
records of 1000 patients, said number is usually considered as 
highly accurate for predicting frequently occurring diseases. 
When an orphan disease of an occurrence of one in 200,000 
persons has to be diagnosed automatically by said method, 
however, 200 persons would erroneously be predicted to be 
affected by said rare disease, while statistically only one true 
positive result should be expected. Using a highly accurate 
prediction method is therefore particularly important when an 
orphan disease is to be automatically determined by a deci 
sion Support system. 
0008 U.S. 2007/01 12782 A1 discloses a DSS system pro 
viding access to medical knowledge in a machine-executable 
format. The system is network-based and is based on execut 
able knowledge modules (EKMs). Said modules specify the 
data to be used for calculating a decision and the conclusions 
that can be drawn in the light of these data. The system 
includes a network server that communicates with a client; 
the client may include one or more client applications or data 
SOUCS. 

0009 U.S. 2008/0263050A1 relates to a content manage 
ment system being operable to manage patient related data 
Such as prescriptions, medication dose, dates of medical 
monitoring equipment, or drug dosages. The system includes 
a database for storing the patient data, a database server and at 
least one client system, which is connected to the server. The 
system is operable to receive data from various sources Such 
as a fax, a scanner or from authorized persons, such as doc 
tors, nurses, pharmacist via a man-machine interface. The 
system is in addition operable to Submit an alarm message, 
preferably via an encrypted e-mail, to the client in depen 
dence on the data. 
0010 WO 2008/085881 A1 relates to a machine for the 
integration of medical guidelines. These guidelines are 
imported into a knowledge base from different data sources 
which may each be based on a different data format. 
0011 Various other DSS variants are described e.g. in U.S. 
2002/0091687 A1, U.S. 2009/0187419 A1, U.S. 2010/ 
013 1296 A1, U.S. 2010/0088320 A1, US7742932, 
US006754655 and US006212519. European patent applica 
tion 09179974 which is hereby included by reference dis 
closes a computer-implemented method for generating a 
pseudonym. 

SUMMARY 

0012. The invention provides for a computer readable 
storage medium, a computer implemented method, and a 
computer system in the independent claims. Embodiments 
are given in the dependent claims. 
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readable form, in particular in the form of XML documents. 
This is advantageous, because said storage form allows users 
to add, delete and modify rules without the need to modify 
and/or to recompile any source code. The two or more “first 
set of rules' can be specified (by the operator/programmer) 
for a particular disease and can be identified (by the operator/ 
programmer and the executed program) as corresponding to 
said disease for example by a database key shared by the rules 
or by the position of XML elements representing rules of the 
same “first set of rules' within the hierarchy of an XML tree. 
0039. According to embodiments, each rule comprises 
one or more conditions which are connected with each other 
by Boolean operators such as for example AND and OR. 
When a rule is evaluated by a rule engine, each condition is 
checked, e.g. by a comparison with a data value, thereby 
returning for each condition a TRUE or FALSE value as 
intermediate results. Depending on the Boolean operators 
connecting said conditions in a rule and on the intermediate 
result values, one TRUE or FALSE value is returned for each 
rule as a result. For example, a rule R1 may comprise the 
conditions condl, cond2 and cond3 which are connected by 
Boolean operators: cond1 AND (cond2 OR cond3), whereby 
cond1 =“gender male', cond2=icd code value="R1234” 
and cond3="age-65”. Said Rule will return a TRUE result 
only in case disease indicators of the patient examined, e.g. 
his/her age, gender or disease history expressed e.g. in ICD 
10 codes, comprise the appropriate disease indicator values. 
In this case, R1 will return TRUE in case the patient is male 
and is either younger than 65 years or has been diagnosed 
with ICD-10 code “R1234’. 

0040 “Evaluating a set of disease indicators by a rule 
implies comparing at least one condition of a rule with at least 
one disease indicator value of the patient. 
0041. Each first rule set comprises one or more “second 
rule sets” which can be specified and identified e.g. by means 
of database keys, by their position within the hierarchy of an 
XML tree, or the like. Each second rule set comprises a score 
value. 

0042. According to embodiments of the invention, each 
second rule set comprises only one single rule. This is advan 
tageous, as it makes the evaluation more transparent to a 
human user, e.g. the programmer or operator, compared with 
the use of multiple rules whose results are connected dynami 
cally during evaluation by the program. In case one single rule 
per second rule set is used, all evaluated conditions and their 
connection to each other via Boolean operators can be easily 
comprehended and modified by a user without changing any 
source code of the rules engine/the DSS. 
0043. According to embodiments of the invention, for 
each first rule set, the highest score value of all second rule 
sets being contained in said first rule set is determined. This is 
done by evaluating all rules of each second rule set of said first 
rule set, i.e. all rules of said first rule set, on disease indicators 
of the patient, and obtaining a result for each of said evaluated 
rules. According to embodiments wherein the rules of a first 
rules set are rules evaluating disease indicators being particu 
lar to a specific organ system, the determined highest score 
value of said first rule set is indicative of the probability, that 
the patient has the disease when only disease indicators relat 
ing to said particular organ system are considered. Typically, 
said score values are indicative of a probability of having the 
disease in a qualitative sense, which means that the risk of 
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having a disease is directly proportional to the highest score 
value of each first rule set and, correspondingly, is directly 
proportional to the TSV. 
0044 According to some embodiments, the majority of 

first rule sets may respectively correspond to a particular 
organ system while a minority of first rule set, e.g. one single 
first rule set, may correspond to a collection of rules for 
evaluating disease indicators which are otherwise related to 
each other. For example, said disease indicators of said single 
first rule set may evaluate a set of symptoms being related to 
each other, e.g. in respect to their detection method or the like. 
0045. According to embodiments, the rules of the first rule 
set are rules evaluating disease indicators being particular to 
a medical Sub-discipline. Accordingly, the highest score 
value is in these embodiments indicative of the probability, 
that the patient has the disease when only disease indicators 
relating to that particular medical Sub-discipline are consid 
ered. 
0046 Considering only the highest score value obtained 
for each first rules set is advantageous compared to the pos 
sibility of calculating e.g. a sum oran average: there may exist 
a plurality of disease indicator values affecting the risk of 
having a disease. According to Some embodiments, the total 
ity of conditions contained in rules of a first “second rule set” 
is a Subset of the conditions contained in rules of a second 
“second rule set of aparticular first rule set. Said hierarchical 
organization of conditions of different second rule sets may 
apply to Some or even the majority of second rule sets being 
contained in one or more first rule sets. 
0047 For example, second rule set SRS A may comprise 
one rule with the conditions cond4, cond5 and condó while 
another second rule set SRS B may comprise one rule with 
the conditions cond4, cond5, condó, cond7 and cond8. 
whereby each condition could be a condition to be evaluated 
on a disease indicator value of a patient. SRS A has assigned 
a score value of “60%, SRS Bascore value of “80%. If all 
disease indicators, e.g. symptoms affecting a particular organ 
systems, according to rule set SRS A were observed at a 
particular patient, but the disease indicators corresponding to 
condó-8 where not observed, evaluating the rules may return 
the results TRUE for SRS A and FALSE for SRS B. The 
organ type specific risk of that patient for that disease may in 
this case be 60%. In case all disease indicators according to 
rule set SRS B would have been observed atapatient, the risk 
for the patient to have said disease would be 80% (still only 
the disease indicators of only one particular organ system 
would be considered at this moment). 
0048. A “total” score value (TSV) can be calculated by 
calculating a derivative of the determined highest score val 
ues of all first rule sets. Said "derivative score value” can be, 
in particular, a sum of all said determined highest score val 
ues. For example, second rule sets SRS A and SRS B 
belonging to the same first rule set may have returned the 
result TRUE; the highest score value of said first rule set is 
accordingly 80%. Another “second rule set SRS C belong 
ing to another “first rule set may comprise a score value of 
10% and may have returned the result TRUE. No other rule of 
another “first rule set has returned a TRUE result. The final 
score indicating the total risk of the patient is in this case 
calculated as the sum of the highest score value of each first 
rule set, i.e. 80%+10% (+0 for each further “first rule set”) 
=90%. 

0049 According to further embodiments, the total score 
value may be calculated e.g. by calculating the sum and 
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normalizing the Sum afterwards so that the total score value 
for the disease lies between 0 and 1. 

0050. The first diagnosis result comprises information on 
whether the patient was predicted to have a significant risk of 
having the disease. The first diagnosis result is assigned with 
the calculated total score value and may be assigned with 
identifiers of all first rule sets having a highest score value 
larger than 0. According to embodiments, the first diagnosis 
result is also assigned with an identifier of the disease whose 
presence in a patient is to be determined. 
0051. The suggested division of rules into a plurality of 

first and second rule sets and the calculation of a TSV as a data 
value being a derivative of the highest score value of each of 
said (e.g. organ specific) first rule sets is advantageous, 
because not only the total number of disease indicators has an 
impact on the first diagnosis result, but rather also the distri 
bution of said disease indicators among different biomedi 
cally related categories such as organ system/medical Sub 
discipline or others is considered. The division of rules in first 
rule sets also has an impact on the content of the displayed 
dialoge windows and thereby also on the final score value and 
the second diagnosis result. The disease indicators evaluated 
by the rules of each first rule set are biomedically related to 
each other, e.g. belong to the same organ system or are exam 
ined by physicians of a particular medical Sub-discipline. A 
result which is indicative of the totality of disease indicators 
positively evaluated (total score value) which takes into con 
sideration also the distribution of said disease indicators in 
different organ systems is advantageous as this approach 
allows the definition of one or more hierarchically organized 
condition sets and provides for a particularly accurate diag 
nosis result. 

0052 According to embodiments, each first rule set cor 
responds to a particular type of related disease indicators. 
The type of each set of related disease indicators and, cor 
respondingly, the type of each first rule set, thereby corre 
sponds to the biomedical category shared by all or most of the 
disease indicators evaluated by the rules of a particular first 
rule set. Such a category can be, for example, an organ system 
or a biomedical sub-discipline to which at least some of the 
disease indicators evaluated by the rules of said first rule set 
relate to. 

0053 According to further embodiments of the invention, 
each first rule set represents a set of biomedically related 
disease indicators and each first rule set solely comprises 
rules for evaluating said biomedically related disease indica 
tOrS. 

0054 According to further embodiments of the invention, 
each first rule set represents one organ system and each first 
rule set Solely comprises rules for evaluating disease indica 
tors to become manifest in said organ system. 
0055 According to further embodiments of the invention, 
each first rule set represents one medical Sub-discipline and 
each first rule set solely comprises rules which comprise at 
least one condition on disease indicators of diseases exam 
ined in said medical Sub-discipline. 
0056. According to further embodiments of the invention, 
the method further comprises the step of displaying the cal 
culated first diagnosis result to the user, said displaying step 
comprising: 

0057 Determining, whether the total score value 
exceeds a first threshold value; 
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0058. In case the total score value does exceed the first 
threshold value, executing the following steps: 
0059 Displaying the first diagnosis result in a first 
GUI window; 

0060 Displaying one or more dialog windows 
prompting a user to enter additional data of the 
patient; 

0061 Calculating a final score value by evaluating 
one or more third rule sets on the entered additional 
data; 

0062 Displaying a positive second diagnosis result 
in a second GUI window in case the final total score 
value exceeds a second threshold value, and 

0063 Displaying a negative second diagnosis result 
in a third window in case the final score value does not 
exceed the second threshold value. 

0064. A positive result as used herein is a result, e.g. a 
text message, stating that the disease is present in a patient or 
that the patient has a high risk of having said disease, while a 
negative result states that the disease is probably not present 
in said patient. 
0065 According to embodiments, the first GUI window 
comprises a first selectable GUI element, e.g. a button or a 
link, whereby one or more dialog windows are displayed to 
the user upon selection of said first selectable GUI element by 
the user. 
0066. According to embodiments, the first GUI window 
comprises a second selectable GUI element, e.g. a button or a 
link, whereby additional information on the disease is dis 
played to the user upon selection of said second selectable 
GUI element by the user, e.g. literature references relating to 
said disease. According to preferred embodiments, the dis 
played literature references depend on the disease to be deter 
mined and on the type of first rule sets having positively 
contributed to the TSV. 
0067. According to some embodiments, for each posi 
tively evaluated first rule set one or more of said dialog 
windows, also referred to as 'questionnaire dialog windows, 
are displayed, whereby the content of said one or more dialog 
windows is determined by their respective first rule set. 
0068 According to embodiments, the first diagnosis result 

is to be considered as “preliminary' diagnosis result. The first 
rule set identifiers contained therein for which a highest score 
value larger than Zero was calculated is used by the DSS for 
determining which questionnaire dialog window(s) is/are to 
be displayed to the user. The questions displayed in said one 
or more questionnaire dialog windows thereby depends on 
the type of said first rule sets positively contributing to the 
TSV. According to some embodiments, for each first rule set 
positively contributing to the TSV value one or more ques 
tionnair dialog windows corresponding to the disease indica 
tors evaluated by said first rule set are displayed to the user. 
For example, in case a first rule set relating to the renal organ 
system contributed to the TSV with 40%, then one or more 
questionnaire windows may be displayed to the user compris 
ing questions relating to the renal system in case the TSV 
value exceeds a first threshold. Then, a final score value (final 
SV) is calculated based on data entered by the user into said 
one or more questionnair diag windows (for the renal organ 
system and all other organ system whose corresponding first 
rule set positively contributed to the TSV). The calculated 
final SV is then compared to a second threshold value. In case 
the final SV exceeds said second threshold value, a second 
diagnosis result, also called final diagnosis result is dis 
played to the user. 



US 2013/01791.76 A1 

0069. The second diagnosis result comprises information 
on whether the patient was predicted to have the disease or 
not. Depending on the embodiment, a second diagnosis result 
may comprise the final score values and may also comprise 
additional information on said disease and on possible treat 
ment options. The second diagnosis result is typically more 
accurate than the first diagnosis result, because disease- and 
organ type specific, additional data has been collected and 
used for calculating the final SV the second diagnosis result is 
based on. 
0070 According to embodiments, the method further 
comprises the step of loading, for each first rule set having 
returned a highest score value larger than 0, a third rule set. 
The final score value is calculated by applying the rules of 
said one or more third rule sets on the entered additional data. 
0071. According to embodiments, the third rule set is par 

ticular to each disease and to each set of disease indicators 
evaluated by a particular first rule set. 
0072 According to embodiments, the third rule sets are 
stored in the rules repository and evaluated by program rou 
tines in the presentation tier having access to the rules reposi 
tory. According to other embodiments, the third rule sets are 
integral part of a presentation tier corresponding to the dis 
ease whose presence in a patient is to be determined. 
0073. According to preferred embodiments, the above 
steps for displaying the first and second diagnosis result are 
executed by a decision Support system running e.g. on a 
computer in a medical practice or hospital. Said computer 
System may be a standalone computer System or a client 
computer system connected to a server computer system. 
0074. Depending on the embodiment, the steps of calcu 
lating the first and second diagnosis result may also be 
executed by some modules or tiers of a DSS on the server 
computer system. The DSS may be provided as remote ser 
vice by a server operated by a hospital or a third party. The 
server computer system can be connected to one or more 
client computer systems via the internet, the intranet or via a 
laboratory information system (LIS). A client computer sys 
tem may request a first and/or second diagnosis result from 
the remote DSS hosted on the server and may display the 
received diagnosis result locally. 
0075. The DSS is, according to embodiments, operatively 
coupled to a rule repository comprising the rules of the first 
and second rule sets for determining the presence of a par 
ticular disease of a patient. According to Some embodiments, 
said rules repository in addition comprise rules of additional 
first and second rule sets for determining the presence of one 
or more additional diseases in a patient. The DSS is in addi 
tion operatively coupled to a data repository comprising dis 
ease indicators of the patient. By evaluating the rules corre 
sponding to a particular disease, e.g. Morbus Fabry, on the 
disease indicators of a patient, the DSS is operable to auto 
matically determine whether said disease is present in a 
patient or not. As for any other existing automated diagnosis 
approach, it may be recommendable in some cases to perform 
additional empirical examinations, e.g. laboratory tests, in 
order to further refine the diagnosis result. Said data reposi 
tory may be an electronic health card of a patient, a local or 
remote relational database or any other data source. The data 
Source may comprise solely the data of one patient or of a 
multitude of patients. 
0076 According to embodiments, the DSS is operable to 
receive a request from a client to automatically determine 
whether a particular disease is present in a patient or not. 
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According to embodiments, this request comprises an iden 
tifier of the disease, thereby enabling the DSS to load the rules 
needed to calculate the risk for said disease from the rules 
repository. The request may in addition comprise an identifier 
of the patient, e.g. a patient-specific database access key, 
which enables the DSS to selectively retrieve disease indica 
tors of said particular patient from the data repository com 
prising the disease indicators of one or multiple patients. Said 
database access key is calculated, according to Some embodi 
ments, from a pseudonym based on a user-selected secret. 
0077 According to further embodiments, the method is 
implemented in a DSS, whereby said DSS has a multi-tier 
architecture. A first tier, the data tier, provides access to the 
biomedical patient data. A second tier, the logic tier, com 
prises a rule engine and is operable to evaluate the rules of all 
first rule sets of a particular disease. The program logic of said 
logic tier for evaluating the rules on biomedical patient data is 
always the same irrespective of the type of loaded rules/the 
disease whose presence is to be determined. The first rule sets 
read from the rules repository may differ, however, depending 
on the disease to be analyzed. One or more third tiers, also 
referred to as presentation tiers, display the calculated first 
and second diagnosis results to a user. The number and type of 
dialog windows created by the third tier depends on a disease 
identifier of the disease whose presence is to be determined in 
the patient and on the type of first rule sets returning a highest 
score value larger than Zero. 
0078. According to some embodiments, the biomedical 
data of the patient is collected by executing the steps: 

0079 receiving parts of the biomedical patient data of 
the patient from a plurality of different data sources, 
whereby each received part of the biomedical patient 
data respectively comprises a unique identifier, the 
unique identifier being identical in each of the received 
parts of the biomedical patient data, and 

0080 storing the received biomedical data into one 
database, thereby using the unique identifier as database 
access key for all received parts of the biomedical patient 
data, 

0081 whereby the unique identifier is generated by 
each of the data sources by executing the steps of 
I0082 receiving a user-selected secret; 
I0083 storing the user-selected secret in the first 
memory; 

0084 computing a private key by applying an 
embedding and randomizing function onto the secret; 

I0085 storing the private key in the memory; 
I0086 computing a public key by using the private 

key, whereby for performing the calculation of the 
public key a cryptographic one-way function is used, 
the public key and the private key forming an asym 
metric cryptographic key: 

I0087 outputting the public key for providing the 
access key; and erasing the secret and the private key 
from the memory 

I0088 According to further embodiments, said method 
further comprises the step of accessing an input value, 
wherein the private key is the input value. 
I0089. According to embodiments, the above method steps 
are executed by a server computer system and the different 
data sources are different client computer systems. 
0090 Said embodiments are advantageous as they provide 
for a database, e.g. a relational database, which comprises 
biomedical data of a patient having been gathered from a 
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multitude of (potentially) independent and unconnected data 
sources. Typically, a patient visits a multitude of different 
physicians practicing in different cities and in different medi 
cal disciplines. These physicians typically do not know of 
each other, and accordingly the health parameters of a patient 
gathered by one physician are often not known to another 
physician. As a result, the totality of biomedical data of a 
patient which is theoretically available as databasis for mak 
ing a prediction is in practice Scattered among a multitude of 
different, independent practices and cannot be used to make 
diagnoses. As a consequence, the prediction accuracy of 
DSSs operating solely on parts of the theoretically available 
data is worse than it could theoretically be. In addition, there 
exists the risk that a patient is treated by different physicians 
with incompatible drugs and that a patient is e.g. X-rayed 
multiple times by different physicians unnecessarily. By 
gathering patient data collected by different physicians who 
do no not have to know from each other, by means of a unique 
and secure database access key, the biomedical data of a 
patient can be gathered in one common data repository, 
thereby increasing the data basis of DSS and improving the 
accuracy of the calculation results generated by said DSS. 
0091. According to preferred embodiments, the user 
selected secret is e.g. a passphrase and said user is the patient. 
The patient may visit a first physician, e.g. a cardiologist, who 
collects cardiological data of the patient. The cardiologist 
may ask the patient to enter a secret which is only known to 
the patient, in order to generate an access key as described 
above. The access key is then submitted, together with the 
cardiological data of the patient, to a remote, centralized 
biomedical database. The cardiological data of the patient is 
stored to said database, whereby the generated access key is 
used as database access key, e.g. a primary key. The same 
patient may later on visit an orthopedist who collects ortho 
pedic data from the patient. The orthopedist may also ask the 
patient to enter his user selected secret (which has to be 
identical to the secret given to the cardiologist) in order to 
generate that access key. The orthopedic data is then also 
stored to the remote, centralized medical database by using 
that access key as database access key. Although the cardi 
ologist and the orthopedist may not know from each other and 
may never exchange data with each other, the patient related 
data independently gathered by both specialists is stored in 
the same database. 
0092. According to preferred embodiments, the method 
steps for generating an access key from a user selected secret 
may be provided by a client computer. Said steps may be 
executed e.g. by a module of or a plug in for a doctor infor 
mation system providing a user with graphical user interface 
means for entering a secret, e.g. a password dialogue window. 
0093. According to further embodiments, a remote, cen 
tralized medical database comprises biomedical data (e.g. 
disease indicators) of a plurality of patients. Biomedical data 
belonging to a particular patient can be identified by means of 
the database access key having been generated from a user 
selected secret as described below. 

0094. According to embodiments of the invention, the bio 
medical data of the patient is collected by executing the steps: 

0.095 receiving parts of the biomedical patient data of 
the patient from a plurality of different data sources 
respectively, whereby each received part of the biomedi 
cal patient data comprises a unique identifier, the unique 
identifier being identical in each of the received parts of 
the biomedical patient data, and 
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0.096 storing the received biomedical data into one 
database, thereby using the unique identifier as database 
access key for all received parts of the biomedical patient 
data, 

0097 whereby the unique identifier is generated by 
each of the data sources by executing the steps of 
0.098 entering a user selected secret and storing said 
user selected secret into a memory; 

0099 computing a private key by applying an 
embedding and randomization function onto said user 
selected Secret; 

0100 storing the private key in the memory; 
0101 computing a public key using the private key, 
the public key and the private key forming an asym 
metric cryptographic key pair; 

0102) irretrievably erasing said user selected secret 
and the private key from the memory after that public 
key is computed as said user selected secret is only 
known to said user and not stored on any computer; 
and 

0103 outputting the public key for providing that 
pseudonym, wherein that pseudonym is assigned as 
an identity of said user and no third party is required 
for establishing a binding between that pseudonym 
and that user's identity. 

0104 Said embodiments are advantageous because eras 
ing said user selected secret irretrievably guarantees that it 
cannot be misused by any third party. The only instance 
knowing said user selected secret is the user himself, typically 
the patient. 
0105. According to other embodiments, the outputted 
pseudonym is used as an identifier for the user/the patient in 
a network in addition to or alternatively to using said pseud 
onym as database access key. For example, the user may be 
allowed to access his biomedical data stored to a centralized 
data repository via a HTML interface, whereby the pseud 
onym is used as a username e.g. during the login process 
and/or for identifying the user within the network. 
0106 Depending on the embodiment, each client com 
puter system may store biomedical data of a patient in the 
remote centralized database directly, e.g. via a database con 
nection established e.g. by a doctor information system, or 
indirectly by Submitting the biomedical data and the access 
key to a remote service having access to said centralized 
database. 
0107 According to embodiments of the invention, the 
method for returning a diagnosis of a patient is implemented 
by a DSS being operatively coupled to a database. The data 
base comprises biomedical data of the patient. The rules of 
each first rule set are evaluated on said biomedical data at an 
event being selected from the group consisting of 

0.108 the moment of starting the doctor information 
system; 

0.109 the moment of accessing the biomedical patient 
data of the patient; and 

0110 at a predefined time and date. 
0111. According to some embodiments, the DSS provides 
an interface to a doctor information system and the execution 
of the rules engine evaluating the rules for one or more dis 
eases can be triggered by a user action executed by a user 
while working with said doctor information system, e.g. 
opening the electronic patient record of a patient. These 
embodiments are advantageous, because a physician does not 
have to initiate the evaluation of rules manually in a separate 
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0.142 computing a public key using the private key 
by using the cryptographic one-way function, the 
public key and the private key forming an asym 
metric cryptographic key: 

0.143 outputting the public key for providing an 
access key; and 

0144) erasing the secret and the private key from 
the memory. 

0145 means for storing biomedical data into the 
database, whereby the public key is used as database 
access key for storing biomedical data of the user into 
the database, 

0146 whereby the stored biomedical data in the data 
base constitutes the data basis for a decision Support 
system being operable to automatically determine 
whether one or more orphan diseases is present in the 
U.S. 

0147 According to preferred embodiments, said one or 
more computing devices are client computer systems. 
0148. In a further aspect, the invention relates to a com 
puting System comprising: 

0.149 a database, 
0150 one or more first computing devices, each first 
computing device being operatively coupled to the data 
base and comprising: 
0151 a processor, 
0152 a first memory, wherein the memory contains 
instructions for performing steps for generating a 
pseudonym, said steps comprising: 
0.153 receiving a user-selected secret; 
0154 storing the user-selected secret in the 
memory; 

0.155 computing a private key by applying an 
embedding and randomizing function onto the 
Secret; 

0156 storing the private key in the memory; 
0157 computing a public key by using the private 
key, whereby for performing the calculation of the 
public key a cryptographic one-way function is 
used, the public key and the private key forming an 
asymmetric cryptographic key: 

0158 outputting the public key for providing an 
access key; and 

0159 erasing the secret and the private key from the 
memory means for storing biomedical data into the 
database, whereby the public key is used as database 
access key for storing the biomedical data of the user 
into the database, 
0.160 whereby the stored biomedical data in the 
database constitutes the data basis for a decision 
Support system, 

0.161 whereby said biomedical data of the patient 
comprises disease indicator values belonging to 
two or more groups of biomedically related disease 
indicator groups, 

0162 whereby said decision support system is 
operable to determine the presence of a disease in 
the patient by executing instructions, said instruc 
tions implementing steps comprising: 
0163 Determining, for each group of disease 
indicators, a score value, said score value being 
indicative of the risk of the patient to have the 
disease when solely the disease indicators of said 
group are evaluated, 
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0164 Calculating a total score value for the dis 
ease as a derivative of the determined score val 
ues of all disease indicator groups; 

0.165. Returning a first diagnosis result, the 
diagnosis result being indicative of the presence 
of the disease in the patient, the diagnosis result 
being assigned with the total score value; 

0166 According to preferred embodiments, said one or 
more computing devices are client computer systems. 
0.167 Providing a pseudonym for a user is as such known. 
A pseudonym is typically used for protecting the informa 
tional privacy of a user Such as in a social network. Such 
computer implemented Schemes for providing a pseudonym 
typically enable the disclosure of identities of anonymous 
users if an authority requests it, if certain conditions are 
fulfilled. For example, Benjumea et al. Internet Research, 
Volume 16, No. 2, 2006 pages 120-139 devise a crypto 
graphic protocol for anonymously accessing services offered 
on the web whereby Such anonymous accesses can be dis 
closed or traced under certain conditions. 
0168 Some embodiments of the present invention are par 
ticularly advantageous as an extremely high degree of pro 
tection of the informational privacy of users is provided. This 
is particularly advantageous when sensitive, medical patient 
data is transmitted via a network to be stored in or retrieved 
from a central data repository. The high security level is due 
to the fact that an assignment of the user's identity to the 
user's pseudonym does not need to be stored and that no third 
party is required for establishing a binding between the 
pseudonym and the user's identity. In contrast, Some embodi 
ments of the present invention enable to generate a user's 
pseudonym in response to the user's entry of a user-selected 
secret whereby the pseudonym is derived from the user-se 
lected secret. As the user-selected secret is known only by the 
user and not stored on any computer system there is no fea 
sible way that a third party could break the informational 
privacy of the user, even if the computer system would be 
confiscated Such as by a government authority. 
(0169. This enables to store sensitive user data, such as 
medical data, in an unencrypted form in a publicly accessible 
database. The user's pseudonym can be used as a database 
access key, e.g. a primary key or candidate key value that 
uniquely identifies tuples in a database relation, for read and 
write access to data objects stored in the database. 
0170 For example, the database with pseudonymous data 
can be used for a decision Support system, e.g. in the medical 
field for evaluating a user's individual medical data and pro 
cessing the data by rules. The result of the evaluation and 
processing by rules may be hints and recommendations to the 
physician regarding the user's health condition and further 
treatment. 

0171 The invention provides for a computer readable 
storage medium having stored therein instructions. When the 
instructions are executed by a computing device the instruc 
tions cause the computing device to perform a method of 
generating an access key. The method comprises the step of 
accessing an input value. The method further comprises the 
step of calculating an asymmetric cryptographic key pair by 
applying a cryptographic one-way function to the input value. 
The cryptographic key pair comprises a public key and a 
private key. The cryptographic one-way function is an injec 
tive function. The method further comprises the step of out 
putting the public key for providing the access key. Essen 
tially the public key is the access key. This embodiment is 
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advantageous because the input value may be used to gener 
ate the access key. A user operating the computing device 
therefore does not need to know the access key. The user can 
obtain the access key by executing the instructions on the 
computing device. 
0172. In another embodiment the method further com 
prises the step of depositing data into a database using the 
access key. This embodiment is advantageous because the 
access key may be used to control access or control data that 
is able to be written into the database. Alternatively the access 
key could be used as a pseudonym for which data deposited 
into the database is referenced against. This provides ano 
nymity for a user. 
0173. In another embodiment the method further com 
prises the step of generating a digital signature for the data 
using the private key. The digital signature is deposited into 
the database, associated with the data. This embodiment is 
particularly advantageous because the digital signature for 
the data allows authentication of the data. In this way the 
authorship of the data can be verified. 
0.174. In another embodiment the method comprises the 
step of Verifying the authenticity of the data using the access 
key. This embodiment is advantageous because the authen 
ticity or authorship of the data can be verified using the access 
key. 
0.175. In another embodiment the access key is used as a 
pseudonym by the database. In this embodiment the data 
which was deposited into the database is referenced as being 
deposited by a specific person or entity using a pseudonym. 
An advantage of this embodiment of the method is that data 
can be stored or referenced in a database using the pseudonym 
without revealing the identity of who placed the data into the 
database. 

0176). In another embodiment the input value is the private 
key. This is advantageous because the input or private key 
may be stored within the computer readable storage medium 
or another computer storage medium and kept securely. The 
private key can then be used to generate a unique access key 
for the database. 

0177. In another embodiment the method further com 
prises the step of calculating a first public key using the input 
value and a first base point. The public key is calculated using 
asymmetric cryptography which is implemented using ellip 
tical curve cryptography. The method further comprises the 
step of outputting the first public key as a pseudonym. This 
embodiment is advantageous because a private key has been 
used to generate a pseudonym calculated from a public key 
using elliptic curve cryptography. A pseudonym has been 
generated for which the input value or private key cannot be 
inferred. 

0178. In another embodiment the method further com 
prises the step of calculating a second public key using the 
input value and a second base point. The second base point is 
different from the first base point and cannot be inferred from 
it. The method further comprises the step of outputting the 
second public key as a public key for the encryption of data. 
This embodiment is advantageous because a single input 
value or private key has been used to generate both a pseud 
onym and a public key for the encryption of data. This is 
particularly advantageous because both values cannot be 
inferred from each other, yet only a single input value is 
needed for both. In other words, knowledge of one of the base 
points does not allow an attacker to determine the other base 
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point. The two base points are therefore not correlatable. 
However, both of the base points are determined by a single 
input value or private key. 
0179. In another embodiment the cryptographic one-way 
function comprises an embedding and/or randomizing func 
tion. This is advantageous because the input value may be 
clear text or an easily guessed value. By using an embedding 
and/or randomizing function a pseudonym which is more 
difficult to decrypt may be constructed. 
0180. In accordance with an embodiment of the invention, 
at least one public parameter is used for applying the embed 
ding and randomization function. A public parameter may be 
the name of the user, an email address of the user or another 
identifier of the user that is publicly known or accessible. A 
combination of the user-selected secret and the public param 
eter is generated by the embedding component of the embed 
ding and randomization function that is applied on the user 
selected Secret and the public parameter. 
0181. The combination can be generated such as by con 
catenating the user-selected Secret and the public parameter 
or by performing a bitwise XOR operation on the user-se 
lected secret and the public parameter. This is particularly 
advantageous as two users may by chance select the same 
secret and still obtain different pseudonyms as the combina 
tions of the user-selected secrets with the user-specific public 
parameters differ. 
0182. In accordance with an embodiment of the invention, 
the embedding component of the embedding and randomiz 
ing function comprises a binary cantor pairing function. The 
user-selected secret and the public parameter are embedded 
by applying the binary cantor pairing function on them. 
0183. In accordance with an embodiment of the invention, 
the randomizing component of the embedding and random 
izing function uses a symmetric cryptographic algorithm like 
the Advanced Encryption Standard (AES) or the Data 
Encryption Standard (DES) by means of a symmetric key. 
This can be performed by encrypting the output of the embed 
ding component of the embedding and randomizing function, 
e.g. the binary cantor pairing function, using AES or DES. 
0184. In accordance with an embodiment of the invention, 
the symmetric key that is used for randomization by means of 
a symmetric cryptographic algorithm is user-specific. If the 
symmetric key is user-specific, the use of a public parameter 
can be skipped, as well as embedding the user-selected secret 
and the public parameter; the randomizing function can be 
applied then solely on the user-selected Secret. By applying a 
symmetric cryptographic algorithm onto the user-selected 
secret using a user-specific symmetric key both embedding 
and randomization of the user-selected Secret are accom 
plished. If the symmetric key is not user-specific, the use of 
the public parameter and embedding the user-selected Secret 
and the public parameter are necessary. 
0185. In accordance with an embodiment of the invention, 
the embedding and randomizing function is implemented by 
performing the steps of applying a first one-way function on 
the user-selected Secret to provide a first value, providing a 
random number, embedding the random number and the first 
value to provide a combination, and applying a second one 
way function on the combination to provide a second value, 
wherein the second value constitutes the private key. This 
embodiment is particularly advantageous as it provides a 
computationally efficient method of implementing an embed 
ding and randomization function. 
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0186. In accordance with an embodiment of the invention, 
the computation of the public key is performed by elliptic 
curve cryptography (ECC). The private key that is output by 
the embedding and randomizing function is multiplied with a 
first base point given by the domain parameters of an elliptic 
curve to provide another point on the elliptic curve, which is 
the pseudonym. 
0187. In accordance with an embodiment of the invention, 

it is determined whether the output of the embedding and 
randomizing function fulfils a given criterion. For example, it 
is checked whether the output of the embedding and random 
ization function is within the interval between 2 and n-1, 
where n is the order of the elliptic curve. If the output of the 
embedding and randomizing function does not fulfill this 
criterion another random number is generated and the embed 
ding and randomization function is applied again to provide 
another output which is again checked against this criterion. 
This process is performed repeatedly until the embedding and 
randomizing function provides an output that fulfils the cri 
terion. This output is then regarded as the private key that is 
used to calculate the public key, i.e. the pseudonym, by mul 
tiplying the private key with the first base point. 
0188 In accordance with a further embodiment of the 
invention the base point is varied leaving the other domain 
parameters unchanged for computation of multiple pseud 
onyms for a given user. This provides a computationally 
efficient way to compute multiple pseudonyms for a given 
user in a secure way. 
0189 In another aspect the present invention relates to a 
computer readable storage medium having stored therein 
instructions, which when executed by a computer system, 
cause the computer system to generate a pseudonym for a user 
upon a user's entry of a user-selected Secret by performing the 
steps of storing the user-selected secret in memory, comput 
ing a private key by applying an embedding and randomizing 
function onto the secret and possibly additional public param 
eters, storing the private key in memory, computing a public 
key using the private key, the public key and the private key 
forming an asymmetric cryptographic key pair, erasing the 
secret and the private key from memory, outputting the public 
key for providing the pseudonym. 
0190. In another aspect the present invention relates to a 
computer system comprising means for entering a user-se 
lected secret, memory means for storing the user-selected 
secret and a private key, processor means being operable to 
compute the private key by applying an embedding and ran 
domizing function onto the secret and possibly additional 
public parameters, compute a public key using the private 
key, the public key and the private key forming an asymmetric 
cryptographic key pair, erase the secret and the private key as 
well as any intermediate computational results from memory, 
and output the public key for providing the pseudonym. 
0191 In another aspect the invention provides for a com 
puter implemented method of generating an access key. The 
method comprises the step of accessing an input value. The 
method further comprises the step of calculating an asymmet 
ric cryptographic key pair by applying a cryptographic one 
way function to the input value and further steps. The cryp 
tographic key pair comprises a public key and a private key. 
The cryptographic one-way function is an injective function. 
The method further comprises the step of outputting the pub 
lic key for providing the access key. This embodiment is 
advantageous because the input value is used to calculate a 
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pseudonym using a cryptographic one-way function. In some 
embodiments, the access key can be used by a user as a 
pseudonym for many different situations for instance for an 
online forum or in order to keep medical records private. The 
advantage of using an input value to generate a pseudonym 
e.g. by using a cryptographic one-way function is that it is not 
necessary to store a table with users and their pseudonyms. 
This increases the security of the pseudonym because the 
input value can be kept private and not shared or stored within 
a system. Because the pseudonym is calculated using a cryp 
tographic one-way function the input value will be impossible 
to calculate from the pseudonym. 

0.192 In another aspect the invention provides for a com 
puting device comprising a processor and a memory. The 
memory contains instructions for performing a method of 
generating an access key. The method comprises the step of 
accessing an input value. The method further comprises the 
step of calculating an asymmetric cryptographic key pair by 
applying a cryptographic one-way function to the input value 
and further steps. The cryptographic key pair comprises a 
public key and a private key. The cryptographic one-way 
function is an injective function. The method further com 
prises the step of outputting the public key for providing the 
access key. The advantages of the method performed by 
executing the instructions have been previously discussed. 
0193 In another embodiment the computing device is any 
one of a cellular telephone, a Smart card, a security token, a 
personal digital system, an RFID tag, an RFID card, a com 
puter, and a computer system. In the case of security token the 
computing device may also comprise components or a com 
puter external to the security token. For instance if the secu 
rity token simply has storage for the input value, then the 
computing device may be a computer or other computing 
device which accesses the memory of the security token. The 
computing device may be a computer system. 
0194 In another embodiment the input value is a private 
key which can be used for calculating at least one public key 
to form at least one asymmetric cryptographic key pair. The 
advantages of this embodiment have been previously dis 
cussed. 

0.195. In another embodiment the computing device com 
prises memory wherein the input value is stored. In this 
embodiment the input value is stored within the memory and 
is accessible by reading the memory from the computing 
device. In this case the input value may be secured by secur 
ing the computing device. For instance in the case of a Smart 
card or an RFID card the input value may be stored in secure 
memory which may not be accessed without proper access 
instructions and which is physically protected from tamper 
1ng. 

0196. In another embodiment a user-selected secret is 
received from a user interface. The input value is derived from 
the user-selected secret. In this embodiment security for the 
input value is provided by not storing it in the computing 
device. The input value is generated from a user-selected 
Secret. 

0.197 In another embodiment the computing device com 
prises a user interface for entering a user-selected secret. The 
computing device further comprises a memory for storing the 
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1st RS I 
Pain 

Score codes 

80% 
40% 
30% 
20% 
10% 

2nd RS1 
2nd RS 8 
2nd RS 15 
2nd RS 22 
2nd RS 29 

1st RS II 
Nephrology 

2nd RS2 
2nd RS 9 
2nd RS 16 
2nd RS23 
2nd RS30 

1st RS III 
Cardiology 

2nd RS3 
2nd RS 10 
2nd RS 17 
2nd RS24 

TABLE 1. 

1st RSV 
Other organ 
systems 

1st RS IV 
Neurology 

2nd RS4 
2nd RS 11 
2nd RS 18 
2nd RS25 
2nd RS32 

2nd RS26 
2nd RS33 

TABLE 2 

inclusion criteria 

conditions 

exclusion criteria 

conditions 

2nd RS1 

(80%) 
2nd RS 8 

(40%) 
2nd RS 15 

(30%) 
2nd RS 22 

(20%) 
2nd RS 29 

(10%) 

Set of ICD 10 codes + pain therapy + 
gender: m + age: 10a =< age = 20a 
Set of ICD 10 codes + gender: m + 
age: 10a =< age = 20a 
Set of ICD 10 codes + gender: m + 
age:20a =< age = 30a 
set of ICD 10 codes 

Trauma, rheumatism, 
arthritis, cancer 
Trauma, rheumatism, 
arthritis, cancer 
Trauma, rheumatism, 
arthritis, cancer 
Trauma 

Set of ICD 10 codes and/or pain 
therapy in 2 different years 

2nd RS2 
(80%) 

2nd RS 9 
(40%) 
2nd RS 16 
(30%) 
2nd RS23 
(20%) 
2nd RS30 
(10%) 

2nd RS3 
(80%) 

2nd RS 10 
(40%) 

2nd RS 17 
(30%) 
2nd RS 24 
(20%) 
2nd RS 31 
(10%) 

TABLE 3 

inclusion criteria 
conditions 

End-stage renal failure, ages 40a 

Set of ICD 10 codes and age < 40a 

Set of ICD 10 codes 

Proteinuria, (gender: m and ages 

exclusion criteria 
conditions 

Diabetes, hypertensive 
renal disease; 
hypertension before 
renal failure 
Diabetes, hypertensive 
renal disease; 
Diabetes, hypertensive 
renal disease; 

40a) or (gender = f, ages= 50a) 
Set of ICD 10 codes 

TABLE 4 

inclusion criteria 
conditions 

KHK and age =< 38a. 

Left ventricular 
hypertrophy 

Set of ICD 10 codes 

Set of ICD 10 codes 

exclusion criteria 
conditions 

Massive metabolic syndrome, 
Smoking, heretitary dyslipidaemia, 
diabetes, congenital heart 
malformation, valve damage, 
atherosclerosis 
Hypertension before LH, 
hypertensive heart disease, 
heart valve disease, aorta 
Stenosis, alcoholism 
Smoker, hypertension, 
diabetes, alcoholism 
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1st RS VI 1st RS VII 
General Differential 
Symptoms Diagnostics 

2nd RS27 2nd RS28 
2nd RS34 2nd RS35 

TABLE 5 

inclusion criteria exclusion criteria 
conditions conditions 

2nd RS4 Set of ICD 10 codes + (gender: m: + Smoker, Diabetes, 
(80%) age =< 40) or (gender: w + age =< 45)); Hypertension; 
2nd RS 11 Set of ICD 10 codes and age <40a, w: Smoker, Diabetes 
(40%) Alter =<45; 
2nd RS 18 ICD 10 code from list + ((gender: m + — 
(30%) age =< 40) or (gender: w + age =< 45)) 
2nd RS 25 Hypakusis + Trauma, damage 
(20%) Tinnitus caused by infection 
2nd RS 32 Apoplex, TIA 
(10%) 

TABLE 6 

inclusion criteria exclusion criteria 
conditions conditions 

2nd RSS - 
2nd RS 12 — 
2nd RS 19 
(30%) 
2nd RS 26 2 and more different organ systems from — 

list (ICD 10/ATC) are affected + 
age s= 40a 

2nd RS 33 Another organ system from list 
(10%) (ICD 10/ATC) is affected 

TABLE 7 

inclusion criteria exclusion criteria 
conditions conditions 

2nd RS 6 
2nd RS 13 
2nd RS20 - - 
(30%) 
2nd RS 27 (ICD 10 code list or condition list) + — 
(20%) age =< 30a 
2nd RS34 ICD 10 code list or condition list 

TABLE 8 

inclusion criteria exclusion criteria 
conditions conditions 

2nd RS 7 — 
2nd RS 14 — 
2nd RS 21 — 
2nd RS 28 Set of ICD 10 codes with status = 
(20%) Suspicion or status = exclusion 
2nd RS 35 Set of ICD 10 codes with status = proven — 
(10%) 
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log windows 454-456 by selecting/deselecting GUI elements 
Such as checkboxes and radio buttons contained in the dis 
played electronic questionnaires. After having completed 
editing, selecting and/or deselecting GUI elements of the 
questionnaire dialog windows, a final score value is calcu 
lated in step 257 based on the additional data provided by the 
user via the questionnaire dialog windows. In decision 258, 
the final scover value is compared with a second threshold. In 
case it was determined that the second threshold was 
exceeded by the final SV, a positive second diagnosis result is 
displayed 259 in a second GUI window 457 depicted in FIG. 
4c. 

0231 FIG. 2 depicts the architecture of the decision Sup 
port system 276 according to embodiments of the invention. 
The decision Support system comprises multiple tiers: a data 
tier 274 for accessing a database 279 comprising patient data, 
in particular personal data and disease indicators of the 
patient. The database 279 can be one or more relational data 
bases or any other form of structured data repository. Accord 
ing to some embodiments, the data tier comprises an interface 
to a doctor information system 287. According to some 
embodiments, the data tier does not access the patient’s data 
base 279 directly but rather receives biomedical and other 
data of the patient via the doctor information system. The 
main purpose of the data tier 274 is to provide the logic tier 
273 with biomedical data of one or more patients. 
0232. According to embodiments, the method depicted in 
FIG. 1a is executed by the logic tier 273 which comprises a 
rule engine 275. The rule engine is able to access the rules 
repository 278 and to read all rules contained therein or to 
read selectively the rules for a particular disease in order to 
determine, whether said disease is present in a patient or not. 
According to some embodiments, the rules are stored in the 
rules repository in the form of XML documents. The received 
rules are evaluated on patient data (that is patient specific 
disease indicators) having been read by the data tier from 
database 279. According to some embodiments wherein the 
data tier provides an interface to a doctor information system, 
the logic tier executes the steps of the method whenever the 
user of the doctor information system opens a patient record 
or stores a new symptom or diagnosis to said record. 
0233. According to preferred embodiments, the logic tier 
does not comprise any disease-specific program logic. 
0234. It is solely the rules belonging to the third rule sets 
and the program logic of the presentation tier(s) which are 
disease specific and may require an update or replacement in 
case the available biomedical knowledge on the respective 
disease has considerably increased or changed. This feature is 
advantageous, because whenever new biomedical knowledge 
necessitating an adaptation of the disease prediction algo 
rithm, i.e., the rules, is available, it is not necessary to rewrite 
or recompile the source code of the logic tier or the data tier. 
Only the presentation tier 270-272 may have to be updated in 
Some cases, as its content specifies disease- and organ system 
specific questionnaire dialog windows, the second threshold 
and algorithms for final SV calculation. 
0235 Updating the rules of the first and second rule sets 
can easily accomplished without any code recompilation by 
simply loading new rule versions into the rules repository 
278. 

0236. The presentation tier is used to present the first and 
second diagnosis results calculated by the decision Support 
system to the user. According to preferred embodiments, the 
decision Support system may comprise one or more presen 
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tation tiers 270,271, 272, whereby for each particular disease 
on presentation tier is used. Each presentation tier is respon 
sible for receiving the first diagnosis result from the logic tier 
and for presenting it to the user. Depending on the embodi 
ment, this step may comprise receiving the TSV from the 
logic tier and displaying the first diagnosis result in depen 
dence on a comparison of the TSV and a first threshold value. 
The diagnosis result may in addition comprise identifiers of 
those first rule sets having positively contributed to the TSV. 
In addition, each presentation tier may be responsible for 
displaying, independence on the received diagnosis result, in 
particular on said first rule set identifiers, one or more ques 
tionnaire dialog windows. In addition, each presentation tier 
may be responsible for displaying windows showing a posi 
tive first diagnosis result and windows showing positive or 
negative second diagnosis results. Said windows may com 
prise additional GUI elements linking to additional informa 
tion sources for the respective disease said presentation tier 
corresponds to. 
0237. The database 277 comprises scanning data, which is 
data being indicative of whether the rules for a particular 
disease, e.g. Morbus Fabry, have already been executed on the 
biomedical data of a particular patient or not. Before the 
decision Support system evaluates the rules for a particular 
disease, it checks whether scanning data exists indicating that 
a scan has already been applied for said disease and said 
patient in the past. If this is the case, the evaluation of the rules 
is Suppressed to save time and processing resources. The 
scanning data may be deleted when a new symptom or diag 
nose is added to the medical record of the patient. Database 
277 can be implemented e.g. as SQLite database. 
0238 FIG.3a shows a client computer system 281 which 
comprises a working memory 291 and a processor 290 for 
executing computer readable instructions stored in computer 
readable storage medium 284. The instructions specify a mul 
titier decision Support system for determining, whether a 
disease, e.g. Morbus Fabry, is present in a patient or not as 
described above. The instructions may in addition specify a 
doctor information system 287 being interoperable with said 
decision Support system. The client computer system 281 
further comprises a graphical user interface 292 Such as a 
computer screen. The client computer system 281 is opera 
tively coupled to a database 279 comprising patients data, the 
rules repository 278 and a database comprising scanning data 
277. The expression “operatively coupled implies that said 
data resources may be integral part of the computer system 
281, e.g. may be stored on storage medium 284, or maybe 
stored on another computer system and being accessible by 
the client computer system 281 via a network such as the 
Internet or an intranet of e.g. a hospital. The first and/or the 
second diagnosis result are displayed to a user 280 via graphi 
cal user interface 292. 

0239 FIG. 3b depicts an alternative computer system 
architecture comprising a server computer system 282 and a 
client computer system 283 being connected to each other via 
network 288. The computer system 282 comprises a working 
memory 294 and a processor 293 for executing computer 
implemented instructions stored on storage medium 285. 
Said instructions encode a decision support system 276 which 
may consist of multiple tiers. The computer system 282 and 
its decision Support system are operatively coupled to a data 
base 277 comprising Scanning data, to the rules repository 
278 and to a database comprising biomedical patient data. 
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0240. The client computer system 283 comprises agraphi 
cal user interface 297 for interaction with a user 280. It 
comprises working memory 296 and a processor 295 for 
executing computer implemented instructions stored to Stor 
age medium 286. Said computer implemented instructions 
may encode a doctor information system 287. The doctor 
information system is interoperable with the remote decision 
support system 276. In addition or alternatively, the doctor 
information system may be able to store patient related data, 
which may be gathered by a physician 280 from a patient, into 
database 279. 

0241. According to some embodiments, the doctor infor 
mation system comprises or may be interoperable with a 
presentation tier 270 having been installed on the client com 
puter system 283. The doctor information system receives a 
first diagnosis result calculated by the decision Support sys 
tem 276 on the server computer system 282 via network 288. 
The presentation of disease specific questionnaire dialog win 
dows, the calculation of a final SV, the comparison of said 
final SV with a second threshold value and the display of a 
second diagnosis result independence on said comparison are 
in the responsibility of the presentation tier 270. This is 
advantageous, because the program code being particular to a 
particular disease such as Morbus Fabry is contained within 
one particular presentation tier. In case the biomedical knowl 
edge on that disease grows and the calculation of the final SV 
and/or the contents of the questionnaires need to be updated, 
it is not necessary to change a single line of code in the data or 
logic tier of the DSS. Merely an update or replacement of the 
disease specific presentation tier on the server 282 or the 
client 283 may be required. 
0242. A multitude of additional client systems (not 
shown) may also store patient related data in a remote and 
centralized database 279. For example, the user 280 of the 
client computer system 283 may be a cardiologist while other 
client computer systems (not depicted in FIG. 3b) may be 
computer systems of physicians or hospitals specializing in 
the treatment of pain, the treatment of renal diseases or of 
other organ systems. According to embodiments, each of said 
client computer systems in addition comprises computer 
implemented instructions for generating a pseudonym from a 
user-selected secret and for using said pseudonym as access 
key for storing biomedical data of a patient into the remote 
central database 279. 

0243 FIG. 4a depicts a set of GUI windows which are 
displayed to the user in dependence on the result of decision 
step 254. In case the calculated TSV value does not exceed the 
first threshold, no message is displayed to the user in order to 
avoid disturbing the user with a multitude of negative results. 
In case the calculated TSV value exceeds the first threshold, a 
first window 451–453 comprising a positive first diagnosis 
result is displayed to the user in step 255. According to 
embodiments, each first window comprises information on 
all first rule sets having positively contributed to the TSV. 
Depending on the embodiments, each first rule set may 
thereby be indicated by terms such as organ system X, 
disease pattern X or the like. One or more links allowing the 
user to open additional windows comprising additional infor 
mation on the respective disease may also be contained in said 
first window. 

0244. According to preferred embodiments, said addi 
tional information is a short description of the disease, its 
causes and treatment options, which can be read within 100 
seconds. 
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0245 According to preferred embodiments, each first 
window 451–453 comprises one link to one or more further 
questionnaire dialog windows for collecting data to sharpen 
the diagnosis preciseness. Said questionnair dialog windows 
are preferentially encoded in the source code of the presen 
tation tier corresponding to the disease whose presence in a 
patient is to be determined. Accordingly, the first diagnosis 
result displayed in any of the windows 451–453 depends on 
the total score value and on the type of first rule sets positively 
contributing to the TSV. In case multiple first rule sets relating 
e.g. to multiple different organ system returned a score value 
larger than Zero, multiple questionnair dialog windows 454 
456 may be displayed simultaneously or in a sequential order. 
Accordingly, which alternative is actually displayed depends 
on the first diagnosis result. 
0246 According to some embodiments, each first window 
451–453 in addition comprises a. pattern related reference 
list allowing a user to retrieve additional information on the 
disease whose present. 
0247 According to other embodiments, all questionnair 
dialog windows 454-456 shown in dependence on the first 
diagnosis result can be implemented as sections within one 
single large questionnair dialog window. Said single large 
questionnair dialog window comprises, for each first rule set 
having positively contributed to the to the TSV, a separate 
window pane with one or more questions relating to the 
disease indicators of the respective first rule set. Each of said 
questions shown in association with a selectable GUI ele 
ment, e.g. checkboxes or drop-down lists. According to some 
embodiments, the first rule set related questions in each win 
dow pane can be displayed or hidden in dependence on a user 
action, e.g. a click on a title of each window pane. In other 
words, the first rule set related questions are displayed as 
dynamically expandable tree structure. According to Some of 
said embodiments, the one single large questionnair dialog 
window may in addition comprise questions and associated 
selectable GUI elements which are shown independently of 
the type of positively contributing first rule sets. Said ques 
tions may relate to questions regarding the family history of a 
patient. 
0248. According to embodiments, the logic tier of the DSS 
receives a disease identifier of the disease whose presence is 
to be determined in a patient. The logic tier selects a presen 
tation tier corresponding to said disease independence on the 
received disease identifier and calculates a first diagnosis 
result by evaluating disease-related rules. According to 
embodiments, the first diagnosis result is assigned with the 
TSV, with identifiers for the first rule sets having positively 
contributed to the TSV, and with an identifier of the disease. 
The first diagnosis result is then forwarded to the selected 
presentation tier for displaying the first diagnosis result, for 
displaying questionnair dialog windows independence on the 
first rule set identifiers contained in said first diagnosis result 
and for calculating and displaying a second diagnosis result 
by evaluating one or more third rule sets on the additional data 
gathered via said questionnair dialog windows. According to 
Some embodiments, the disease specific presentation tier 
retrieves, for each received first rule set identifier, a third rule 
set from the rules repository and applies said rules on the 
additional data to calculate the final SV. 

0249 Windows 454,455, and 456 as displayed in FIG.4b 
show Such organ specific questions The questionnaire dia 
logue windows 454-456 of FIG. 4b are mere examples. For 
each organ system, one or more questionnaire dialogue win 
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0269. Further, an analytic system 144, such as a decision 
support system (DSS) can be coupled to the database 138 
such as via the network 140. The analytic system 144 com 
prises a component 146 for analyzing the data objects of the 
users T which are stored in the database 138, such as by data 
mining or data clustering. 
0270. In one application the data objects stored in the 
database 138 contain medical data of the various users. By 
analyzing the various data objects using techniques such as 
data mining and/or data clustering techniques medical knowl 
edge can be obtained. For example, data clustering may reveal 
that certain user attributes contained in the medical data 
increase the risk for certain diseases. 

(0271 For generating a pseudonymp, for a user T, based 
on the secret S 112 and domain parameters D, containing a 
base point for the elliptic curve cryptography the following 
steps are executed by the computer system 100 in operation: 
0272. The user T, enters his or her user-selected secrets 
112 such as via the keyboard 104. In addition, the user may 
enter at least one public parameter V, such as his name or 
email address via the keyboard 104 or otherwise. Such a 
public parameter V, may also be permanently stored in the 
computer system 100. 
0273. The secret s 112 is temporarily stored in the 
memory 108. Upon entry of the secrets 112 the embedding 
function 132 or the embedding component of the embedding 
and randomizing function 126 generates the combination 114 
of the secrets, 112 and the public parameter V. The result 
ant combination 114 is temporarily stored in the memory 108. 
0274 Next, the randomizing function 134 or the random 
izing component of the embedding and randomizing function 
126 is invoked in order to calculate the private key 116 on the 
basis of the combination 114. The resultant private key 116 is 
temporarily stored in memory 108. In the next step, the key 
generator 128 is started for computing the public key 118 by 
multiplying the base point contained in the domain param 
eters D, of the elliptic curve being used by the private key 116. 
(0275] The public key 118, i.e. the pseudonymp, is stored 
in memory 108. The secret s 112, the combination 114 as 
well as the private key 116 as well as any intermediate result 
obtained by execution of the embedding and randomizing 
function 126 and the key generator 128 are then erased from 
the memory 108 and/or the processor 110. As a consequence, 
there is no technical means to reconstruct the assignment of 
the resultant pseudonym to the user T, as only the user knows 
the secret s 112 that has led to the generation of his or her 
pseudonymp. A data object 120 containing sensitive data of 
the user T. Such as medical data, can then be stored by 
execution of the database access function 130 in the pseud 
onym database 138 using the pseudonym pr, 118 as a data 
base access key, e.g. a primary key or candidate key value that 
uniquely identifies tuples in a database relation. 
0276. The user-selected secret s 112 may be obtained by 
combining a user-selected password or secret key with bio 
metric data of the user T, that is captured by the sensor 106. 
For example, a hash value of the user-selected password or 
secret key is calculated by execution of respective program 
instructions by the processor 110. In this instance the hash 
value provides the user-selected secret s 112 on which the 
following calculations are based. 
0277. A plurality of users from the public set of enrolled 
participants T may use the computer system 100 to generate 
respective pseudonyms pz, and to store data objects contain 
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ing sensitive data, Such as medical information in the database 
138as it has been described above in detail for one of the users 
T, by way of example. 
(0278 For reading the data object of one of the users T. 
from the database 138 the user has to enter the secret s 112. 
Alternatively, the user has to enter the user-selected password 
or secret key via the keyboard 104 and an acquisition of the 
biometric data is performed using the sensor for computation 
ofahash value that constitutes s 112. As a further alternative, 
the secret key is read by the computer system from an inte 
grated circuit chip card of the user. On the basis of s 112 the 
pseudonym can be computed by the computer system 100. 
0279. The pseudonym is then used for performing a data 
base read access on the database 138 in order to read one or 
more data objects 120 that are stored in the database 138 for 
that user T. After the database access operation has been 
performed the secrets 112, the combination 114, the private 
key 116 and the public key 118 are erased from the computer 
system 100 as well as any intermediate computational results. 
0280 FIG. 6 shows a corresponding flowchart. 
(0281. In step 200 the user T, enters his or her user-selected 
secrets, and public parameter V. In step 202s, and Viare 
combined to provide the first combination by the embedding 
function (cf. embedding function 132 of FIG. 5). Next, the 
randomizing function (cf. randomizing function 134 of FIG. 
5). is applied on s, and V, in step 204 which provides a 
private key. As an alternative, an embedding and randomizing 
function 126 is applied on s, and V, which provides the 
private key. 
0282. In step 206 a public key is computed using the 
private key obtained in step 204 and the public key is used in 
step 208 as a pseudonym of the user T. For example the 
pseudonym may be used as a database access key, e.g. a 
primary key or candidate key value that uniquely identifies 
tuples in a database relation for storing a data object for the 
user T, in a database with pseudonymous data (cf. database 
138 of FIG. 5). 
0283 FIG. 7 shows a further embodiment of computer 
system 100. In the embodiment considered here the embed 
ding and randomizing function 126 comprises an embedding 
function 132, a random number generator 148, a first hash 
function 150 and a second hash function 152. In the embodi 
ment considered here the computation of the private key 116 
based on s 112 may be performed as follows: 
0284. The first hash function 150 is applied on the user 
selected secrets 112. This provides a first hash value. Next, 
a random number is provided by the random number genera 
tor 148. The random number and the first hash value are 
combined by the embedding function 132 to provide the 
combination, i.e. the embedded secret S 112. 
0285. The combination of the first hash value and the 
random number can be obtained by concatenating the first 
hash value and the random number or by performing a bitwise 
XOR operation on the first hash value and the random number 
by the embedding function 132. The result is a combination 
on which the second hash function 152 is applied to provide 
a second hash value. The second hash value is the private key 
116 on which the calculation of the public key 118 is based. 
0286. Dependent on the implementation it may be neces 
sary to determine whether the second hash value fulfils one or 
more predefined conditions. Only if such conditions are full 
filled by the second hash value it is possible to use the second 
hash value as the private key 116 for the following computa 
tions. If the second hash value does not fulfill one or more of 
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the predefined conditions a new random number is provided 
by the random number generator 148 on the basis of which a 
new second hash value is computed which is again checked 
against the one or more predefined conditions (cf. the 
embodiment of FIG. 8). 
0287. The random number on the basis of which the pri 
vate key 116 and thereafter the public key 118 has been 
computed is stored in a database 154 that is coupled to the 
computer system 100 via the network 140. The random num 
ber may be stored in the database 154 using the public param 
eter V, as the database access key for retrieving the random 
number for reconstructing the pseudonym at a later point of 
time. 
0288 The user T, may use the pseudonym provided by the 
computer system 100 for his or her registration in an anony 
mous online community 156 e.g. a social network. For reg 
istration the user T, creates his or her user profile 158 by 
entering the pseudonym 118 as the username such that the 
various private data entered into the user profile 158 remain 
private even though they are published in the online commu 
nity 156 due to the fact that the assignment of the pseudonym 
to the user T, is stored nowhere and cannot be reconstructed 
by technical means without knowledge of the user-selected 
secret S 112. 
0289 For reconstructing the pseudonym the user has to 
enter his or her user-selected secrets, 112 into the computer 
system on the basis of which the first hash value is generated 
by the hash function 150 and the combination 114 is gener 
ated by the embedding function 132 or the embedding com 
ponent of the embedding and randomizing function 126 using 
the first hash value and the random number retrieved from the 
database 154 by the use of the public parameter V. 
0290 Depending on the implementation, the user may 
also need to enter the user's public parameter V. A database 
access is performed using the user's public parameter V, as 
a database access key, e.g. a primary key or candidate key 
value that uniquely identifies tuples in a database relation, in 
order to retrieve the random number stored in the database 
154. 

0291. In other words, the reconstruction of the private key 
116 is performed by applying the embedding function 132 on 
the first hash value obtained from the user-selected secrets 
112 and the retrieved random number which yields the com 
bination 114. The first hash value is combined with the ran 
dom number retrieved from the database 154 by the embed 
ding function 132 to provide the combination onto which the 
second hash function 152 is applied which returns the private 
key 116, out of which the public key 118, i.e. the pseudonym, 
can be computed. After the user T, has recovered his or her 
pseudonym a database access for reading and/or writing from 
or to the database 138 may be performed or the user may log 
into the online community 156 using his or her pseudonym 
for anonymous participation in the online community 156. 
0292 FIG. 8 shows a respective flowchart for generating a 
pseudonym pr, for user T. In step 300 the user enters the 
user-selected secrets. In step 304 a first hash function is 
applied on the user-selected secret S, which provides a first 
hash value. In step 306 a random number is generated and in 
step 308 an embedding function is applied on the first hash 
value and the random number to provide a combination of the 
first hash value and the random number. In other words, the 
first hash value and the random number are mapped to a 
1-dimensional space, e.g. a single number, by the embedding 
function. The combination can be obtained by concatenating 
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the random number and the first hash value or by performing 
a bitwise XOR operation on the first hash value and the 
random number. 
0293. In step 310 a second hash function is applied on the 
combination which provides a second hash value. The second 
hash value is a candidate for the private key. Depending on the 
implementation the second hash value may only be usable as 
a private key if it fulfils one or more predefined conditions. 
For example, if ECC is used, it is checked whether the second 
hash value is within the interval between 2 and n-1, where n 
is the order of the elliptic curve. 
0294 Fulfillment of such predefined conditions is checked 
in step 312. If the condition is not fulfilled, the control returns 
to step 306. If the condition is fulfilled, then the second hash 
value qualifies to be used as a private key in step 314 to 
compute a respective public key providing an asymmetric 
cryptographic key-pair consisting of the private key and the 
public key. In step 316 the public key computed in step 314 is 
used as a pseudonym Such as for accessing a pseudomized 
database, participation in an anonymous online community or 
other purposes. 
0295 FIG. 9 shows a block diagram which illustrates an 
embodiment of the method according to the invention. In step 
500 an input value is accessed. The input value may be stored 
in a computer memory or computer storage device or the 
input value may be generated For example, the input value 
could be generated from a user-selected secret. In step 502 an 
asymmetric cryptographic key pair is calculated. The input 
value could be used to generate both the public and private 
keys, or the input value could also possibly be the private key. 
In step 504 the public key of the cryptographic key pair is 
outputted as the access key. 
0296 FIG. 10 shows a further embodiment of the method 
according to the invention as a block diagram. In step 600 an 
input value is accessed. In step 602 an asymmetric crypto 
graphic key pair is calculated. In step 604 the public key of the 
cryptographic key pair is outputted as the access key. In step 
606 a digital signature for data which is to be deposited into a 
database is generated using the private key of the crypto 
graphic key pair. In step 608 data is deposited along with the 
digital signature into a database using the access key. The 
access key may be used to grant access to the database or as a 
permission to write data into the database or it may also serve 
as a reference for the data being deposited into the database. 
In step 610 the authenticity of the data is verified using the 
access key. The access key is the complimentary public key to 
the private key. The private key was used to generate the 
digital signature for the data and the public key can be used to 
Verify the digital signature. 
0297 FIG. 11 shows a functional diagram of a cell phone 
700 according to an embodiment of the invention. The cell 
phone 700 is shown as being connected to a computer 702 via 
a communication link 704. The cellphone 700 may transfera 
pseudonym 118 to the computer 702 via the communication 
link 704. In this embodiment the cellphone 700 could also be 
other types of mobile computing devices. These include for 
example, but are not limited to: a personal digital assistant, an 
mp3 player, and a laptop. The communications link 704 may 
be a variety of different types of communication link. It may 
be a wireless cell phone connection, it may be a Bluetooth 
connection, or it may be a wireless land connection, or it may 
be a LAN connection. 
0298. The cell phone 700 is shown as comprising a pro 
cessor 110. The processor 110 is connected to a user interface 
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102 and a memory 108. The user interface 102 in this embodi 
ment is shown as comprising a set of input keys 706 and a 
display 708. However, it is understood that the input 706 and 
the display 708 may be combined into a single functional unit. 
For instance many cellular telephones, personal digital assis 
tants, and mp3 players use touch sensitive screens. Instead of 
using input keys 706 gestures or symbols on a touch sensitive 
screen may also be used. The display 708 shows a message 
710 prompting a user to input a user-selected secret 112. The 
display 708 also shows a cursor 712 which shows a user 
where the value is input. The processor 110 is also connected 
to a memory 108. Within the memory is shown the stored 
user-selected secret 112. The user-selected secret 112 may be 
used to generate the input value 714. In some embodiments 
the user-selected secret 112 may be identical with the input 
value 714. In other embodiments the user-selected secret 112 
may be used to generate the input value 714. An input value 
generator 716 may be used to generate an input value 714 
from a user-selected secret 112. The input value 714 may be 
equivalent to the private key 716 as was discussed in the 
embodiments of FIGS. 5 and 7. The memory 108 may also 
contain a cryptographic module 718 which uses the input 
value 714 to generate a pseudonym 118. 
0299. The memory 108 shown in FIGS. 5 and 7 may be 
equivalent to the memory 108 shown in FIG. 11. The data 
shown within the RAM or memory 108 shown in FIGS.5 and 
7 may also be stored within the RAM or memory 108 of FIG. 
11. The processor 110 shown in FIG. 11 may also be equiva 
lent to the processors shown in FIGS. 5 and 7. That is to say 
that the processor 110 and the memory 108 of FIG. 11 may 
also be used to implement the embodiments shown in FIGS. 
5 and 7. The memory 108 shown in FIGS. 5, 7, and 9 are 
embodiments of a computer readable storage medium. 
0300. In FIG.11 there is a connection 704 between the cell 
phone 700 and the computer 702. The cryptographic module 
718 is able to generate an access key 118 using the input value 
714. The cellphone 700 is able to transmit the access key 118 
to the computer 702 via the communications link 704. The 
computer system 702 comprises a processor 722, computer 
memory 724, and computer storage 726. The computer 
memory 724 contains a database application program 728 
and data 730. A database application program is any program 
or set of computer executable instructions which uses, 
accesses, and/or modifies a database. 
0301 The database application program 728 may use the 
access key 118 from the cellphone 700 to place data 730 into 
a database 732 which is contained within the computer stor 
age 726. Shown within the database 732 is the data 734 after 
it has been placed into the database 732. In this case the access 
key 736 is stored with the data 734. The access key could 
either be appended to the data 734 or it could be referenced to 
the data 734. During use the cell phone 700 could be used to 
generate an access key 118 when a user wishes to store and/or 
modify data 730, 734 into the database 732. For instance a 
user could use his or her cellphone to produce an access key 
118 which is used for permission to post data to a bulletin 
board system or a social networking site. In another instance 
the cellphone 700 could be used to provide verification for a 
financial transaction. The data 730 may represent a request 
for a financial transaction. 

0302 FIG. 12 shows an embodiment of a computing 
device comprising a security token 800 and a computer 802. 
The security token 800 is connected to the computer 802 via 
a communications link 804. The communications link varies 
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depending upon the implementation of the security token 
800. For instance the security token may be an RFID tag in 
which case the communications link 804 is a radio frequency 
communications link. Alternatively, the security token 800 
may also be something as simple as a USB thumb drive. In 
this case the communications link 804 is a USB bus. The 
security token 800 is shown as comprising a microcontroller 
806 and a memory 808. Memory 808 is shown as containing 
the input value 714 and an access control module 809. The 
access control module 809 is optional, but the access control 
module 809 contains instructions for operation of the micro 
controller 806 which control access to the input value 714. 
0303. The security token 800 may be constructed such that 
the input value 714 is stored in secure memory or memory 
which may be destroyed if the security token 800 is disas 
sembled. The computer 802 comprises a processor 110 and 
computer memory 108. The computer 802 also comprises 
computer storage 812. During operation the processor 110 
may access via the communications link 804 the input value 
714 stored in memory 808. The processor 110 may then use a 
cryptographic module 718 to generate the access key 118. 
The access key 118 may be used as a pseudonym in some 
embodiments. 

0304. The cryptographic module 718 is also shown as 
being stored in the computer storage 812. Both the computer 
memory 108 and the computer storage 812 are examples of 
computer readable storage medium. The embodiments of 
FIGS. 5 and 7 may be implemented using the security token 
800 and computer 802 of FIG. 12. For instance the processors 
110 of FIGS. 5 and 7 may correspond to the processor 110 of 
FIG. 12. The memory 108 of FIGS. 5 and 7 may also corre 
spond to the memory 108 of FIG. 12. The data and instruc 
tions shown as being stored in the memory 108 or the proces 
sor 110 may also be stored in the processor 110 or memory 
108 of FIG. 12 respectively. 
0305. In the computer of FIG. 2 the cryptographic module 
718 is adapted for using the input value 714 for generating an 
access key 118. The access key is shown as being located 
within the computer memory 108. The cryptographic module 
718 can use the input value 714 to generate a private key 818. 
The private key 818 can be used to calculate a digital signa 
ture 814. The access key 118 can be used by a database 
application program 728 to enter the data 730 into database 
732 which is located within the computer storage 812. Within 
the database 732 the data 730 is represented by the numeral 
734. The data 734 has had the access key 736 and the digital 
signature 816 either appended to or referenced to the data 
734. In this embodiment the data 734 contains a digital sig 
nature 816 which could be used to verify the authenticity 
and/or authorship of the data using the access key 736 (which 
functions also as a public key). In this embodiment the Secu 
rity token 800 can be used for depositing data into a database 
732 or other file in a way which merely identifies the origin 
and authenticity of the data 734 without revealing the author's 
identity. 
0306 FIG. 13 shows an embodiment of a smart card 900 
according to an embodiment of the invention. The Smart card 
900 is shown as being connected to a computer 902 via a 
communications link904. The nature of the communications 
link 904 depends upon how the smart card 900 is imple 
mented. For instance if the smart card 900 connects to the 
computer 902 via contacts or electrical connections then the 
communications link904 is simply a computer bus. However, 
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if the Smart card 900 uses an RFID communications link then 
the communications link904 to the computer 902 is via radio. 
0307. The Smart card 900 in this embodiment is shown as 
being powered by the computer 902. The computer 902 com 
prises an electrical power source 906 which is connected to an 
electrical power receiver 908. In the case of electrical contacts 
then this is simply an electrical connection between the two of 
them. For an RFID Smart card the connection between the 
electrical power source 906 and the electrical power receiver 
908 is through electrical induction. The electrical power 
receiver 908 powers the Smart card 900. The smartcard 900 is 
shown as comprising a processor 110. The processor 110 is 
connected to a computer memory 108. The computer memory 
108 contains the input value 714 in a secure memory location. 
There is a cryptographic module 718 which may be used to 
generate the public key 118 or access key. The access key may 
be a pseudonym. The processor 110 is connected to a proces 
sor 910 of the computer system 902. The computer system 
902 is shown as comprising computer memory 911 and com 
puter storage 912. 
0308. During operation the processor 910 may request an 
access key 118 from the processor 110 of the Smart card 900. 
The access key 118 may be a pseudonym. The computer 
system 902 may comprise a smart card access module 920 
which comprises instructions or commands which allow 
basic access to the smart card 900. When access is granted the 
processor 110 will use the input value 714 and the crypto 
graphic module 718 to calculate the pseudonym 118. In this 
embodiment, the pseudonym is generated using elliptical 
curve cryptography. The pseudonym is generated using a first 
base point 916. 
0309 The processor 910 may also request a public encryp 
tion key 914 to be generated by the Smart card 900. In this case 
the processor 110 uses the second base point 918 which is 
stored with the memory 108 and the cryptographic module 
718 to generate the public encryption key 914 which is output 
to the processor 910. In this example the pseudonym 118 and 
the public encryption key 914 are both shown as being stored 
in computer memory 911. 
0310. The Smartcard 900 uses the input value 714 with the 
cryptographic module 718 to generate the access key 118. 
The access key 118 can be communicated with the computer 
902 via the communications link 904. The database applica 
tion program 728 is able to use the access key 118 to access a 
database 732 within the computer storage 912. In this figure it 
is shown that the data 730 has been stored in the database 732 
and is referenced as data 734. In this embodiment the data 734 
is referenced by the access key 736. 
0311. The embodiments of FIGS. 5 and 7 may be imple 
mented using the Smart card 900 of FIG. 13. For instance the 
processors 110 of FIGS. 5 and 7 may correspond to the 
processor 110 of FIG. 13. The memory 108 of FIGS. 5 and 7 
may also correspond to the memory 108 of FIG. 13. The data 
and instructions shown as being stored in the memory 108 or 
the processor 110 of FIGS. 5 and/or 7 may also be stored in 
the processor 110 or memory 108 of FIG. 12. 

MATHEMATICAL APPENDIX 

1. Embedding Functions. 

0312 
di Nx... xN->N 

There exist n-ary Scalar functions 
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which are injective—and even bijective, where N is the set of 
natural numbers. The function d() embeds uniquely an n-di 
mensional space, i.e. n-tuples (k. . . . . k.), into Scalars, i.e. 
natural numbers k. 

2. The Binary Cantor Pairing Function 
0313 The binary cantor pairing function. It is an embodi 
ment of embedding function 132. The binary cantor pairing 
function is defined as follows: 

which assigns to each fraction 

the unique natural number t(m,n)—thus demonstrating that 
there are no more fractions than integers. Hence, if we map 
both s, and V, to natural numbers and use the fact that all 
identities are distinct then C(sz V) yields a unique value for 
each identity, even if there are equal personal secrets. To be 
more precise, since this function does not distinguish between 
e.g. /2, 24 etc., it assigns to each fraction an infinite number of 
unique natural numbers. 

3. Elliptic Curve Cryptography (ECC) 
0314 Let: 
(0315 pbe a prime number, p>3, and IF, the correspond 

ing finite field 
0316 a and b integers 

0317. Then the set E of points (x, y) such that 

defines an elliptic curve in IF. (For reasons of simplicity, we 
skip the details on E being non-singular and, as well, we do 
not consider the formulae of elliptic curves over finite fields 
with p=2 and p=3. The subsequent statements apply to these 
curves, too.) 
0318. The number m of points on E is its order. 
03.19 Let P, QeE be two points on E. Then the addition of 
points 

P+Q=R and ReE (F2) 

can be defined in Such a way that E forms an Abelian group, 
viz, it satisfies the rules of ordinary addition of integers. By 
writing 

0320 We define the k-times addition of PaskP, the point 
multiplication. 
0321 Now EC-DLP, the elliptic curve discretionary loga 
rithm problem, states that if 

then with suitably chosena, b, p and P. which are known to the 
public, and the as well known to the public point Q it is 
computationally infeasible to determine the integerk. 
0322 The order n of a point P is the order of the subgroup 
generated by P. i.e. the number of elements in the set 
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0323 With all this in mind we define an elliptic curve 
cryptographic (ECC) system as follows. Let: 

0324 E be an elliptic curve of order m 
0325 BeE a point of E of order n, the base point 

0326. Then 

with 

i 
co(B) = n 

defines a set of domain ECC-parameters. Let now g be an 
integer and 

0327. Then (g, Q) is an ECC-key-pair with g being the 
private key and Q the public key. 
0328. For we rely on findings of Technical Guideline 
TR-03111, Version 1.11, issued by the Bundesamt fur Sicher 
heit in der Informationstechnik (BSI), one of the best accred 
ited Sources for cryptographically strong elliptic curves, we 
can take that m-n, i.e. co(B)=1, and hence reduce (F5) to 

0329 Now we can define our one-way function. Let D be 
a set of domain parameters concordant with (F7). Then 

f: (2,n-1->E 

kH) (RIB (F8) 
i.e. the point multiplication (F6), is an injective one-way 
function. 

4. Implementing Key Generator Based on ECC 

0330. The key generator 128 (cf. FIGS. 5 and 7) can be 
implemented using ECC. 

Definitions: 

0331. There are public sets of ECC-domain parameters 
D. D. . . . concordant with (F7) 
D={a,b;p, B,n} (F9) 

0332 There are public functions: an embedding func 
tion d(), a randomising function r() and our one-way 
function f() defined by (F8). 

0333. There is a public set of enrolled participants (us 
ers) 
T={T, T2, ... } (F10) 

0334) Note that a T, does not necessarily possess any 
personally identifying details, i.e. we assume that T 
resembles the list of participants in an anonymous Inter 
net-community, in which each participant can select his 
name at his discretion as long as it is unique. 

0335. Each participant TeT chooses at his complete 
discretion his personal Secret S. In particular, for this 
Secret is never revealed to anybody else—it is the par 
ticipants responsibility to ensure this—it is not subject 
to any mandatory conditions, such as uniqueness. 

0336 Our pseudonym derivation function is 
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0337 with the following properties: 
0338 Given a TeT with his s, a D, and T. DeV, 

r(d(S, VT))-gzi (F12) 

0339 where g is a unique and strong, i.e. sufficiently 
random, private ECC-key for D. 

(0340. The pseudonymp, corresponding to T, S, and D, 
is 

p1; fig (D.)-gzi B(x11) (F13) 

0341 

Such that P comprises, one or more pseudonyms for each 
participant in T computed according to (F11). This wording 
implies that here is no recorded correspondence between a 
participant in T and his pseudonyms in P, i.e. each p is 
inserted in an anonymous way as p, into P. 

There is a public set of pseudonyms 

Remarks: 

0342. The use of multiple domain parameters enables 
us to endow a single participant with a single personal 
Secret with multiple pseudonyms. This in turn enables a 
participant to be a member of multiple pseudonymous 
groups such that data of these groups cannot—for, e.g. 
personal or legal reasons—be correlated. Therefore, 
attempts to exploit combined pseudonymous profiles for 
unintended, possibly malicious purposes, are of no avail. 

0343. The distinction between two sets of domain 
parameters D, and D, can be minor. In accordance with 
our principle to use only accredited domain parameters, 
e.g. those listed in BSI TR-03111, we can set 

0344) by swapping B for a statistically independent B, 
i.e. by choosing a different base point, we can set 

(0345 For D, and D, refer to the same elliptic curve we 
can have only one function (F12) and introduce the 
crucial distinction with (F13). This vastly simplifies 
concrete implementations—we select a suitable curve 
and vary the base points only. 

0346 While the invention has been illustrated and 
described in detail in the drawings and foregoing description, 
such illustration and description are to be considered illustra 
tive or exemplary and not restrictive; the invention is not 
limited to the disclosed embodiments. 
0347. Other variations to the disclosed embodiments can 
be understood and effected by those skilled in the art in 
practicing the claimed invention, from a study of the draw 
ings, the disclosure, and the appended claims. In the claims, 
the word “comprising does not exclude other elements or 
steps, and the indefinite article “a” or “an' does not exclude a 
plurality. A single processor or other unit may fulfill the 
functions of several items recited in the claims. The mere fact 
that certain measures are recited in mutually different depen 
dent claims does not indicate that a combination of these 
measures cannot be used to advantage. A computer program 
may be stored/distributed on a suitable medium, Such as an 
optical storage medium or a solid-state medium Supplied 
together with or as part of other hardware, but may also be 
distributed in other forms, such as via the Internet or other 
wired or wireless telecommunication systems. Any reference 
signs in the claims should not be construed as limiting the 
Scope. 



US 2013/01791.76 A1 

0348 
0349 
0350 
0351 
O352 
0353 
0354) 
0355 
0356 
0357 
0358 
0359 
0360 
0361 
0362 
0363 
0364 
0365 
0366 
0367 
0368 
0369 
0370 
0371 
0372 
0373 
0374 
0375 
0376 
0377 
0378 
0379 
0380 
0381 
0382 
0383 
0384 
0385 
0386 
0387 
0388 
0389) 
0390 
0391 
0392 
0393 
0394 
0395 
0396 
0397) 
0398 
0399 
04.00 
04.01 
0402 
0403 
04.04 
0405 
0406 
0407 
04.08 
04.09 

LIST OF REFERENCE NUMERALS 

100 Computer system 
102 User interface 
104 Keyboard 
106 Sensor 
108 Memory 
110 Processor 
112 A user-selected secret 
114 Combination 
116 Private Key 
118 Public Key 
120 DataObject 
122 Computer program instructions 
126 Embedding and randomizing function 
128 Key Generator 
130 Database access function 
132 Embedding function 
134 Randomizing function 
136 Network interface 
138 Database 
140 Network 
144 Analytic system 
146 Component 
148 Random number generator 
150 Hash function 
152 Hash function 
154 Database 
156. Online community 
158 User profile 
200-208 steps 
250-253 steps 
254 decision 
255-259 steps 
270 presentation coyote for first disease 
271 presentation tier for second disease 
272 presentation tier for said disease 
273 logic tier 
274 data tile 
276 decision support system 
277 scanning data 
278 rules repository 
279 patient data 
280 user 
281 client computer system 
282 server computer system 
283 client computer system 
284 storage medium 
285 storage medium 
286 storage medium 
287 doctor information system 
288 network 
290 processor 
291 working memory 
292 GUI 
293 processor 
294 working memory 
295 processor 
296 working memory 
297 GUI 
300-310 steps 
312 decision 
314-316 steps 
450 third GUI window with negative second 

diagnosis result 
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0410 451 first GUI window (positive first diagnosis 
result organ system I) 

0411 452 first GUI window (positive first diagnosis 
result organ system II) 

0412) 453 first GUI window (positive first diagnosis 
result organ system II) 

0413 454 GUI window (questionnaire pain character 
istics) 

0414. 455 GUI window (questionnaire renal system) 
0415 456 GUI window (questionnaire cardiology) 
0416 457 third GUI window with positive second diag 
nosis result 

0417 500-504 steps 
0418 600-610 steps 
0419 700 cell phone 
0420 702 computer 
0421 704 communication link 
0422 706 input keys 
0423 708 display 
0424 710 message 
0425 712 cursor 
0426 714 input value 
0427 716 input value generator 
0428 718 cryptographic module 
0429) 722 processor 
0430 724 computer memory 
0431 726 computer storage 
0432) 728 database application program 
0433 730 data 
0434 732 database 
0435. 734 data 
0436 736 access key 
0437 800 security token 
0438 802 computer 
0439 804 communications link 
0440 806 microcontroller 
0441 808 memory 
0442 809 access control module 
0443 812 computer storage 
0444 814 digital signature 
0445) 816 digital signature 
0446 818 private key 
0447 900 smart card 
0448 902 computer 
0449 904 communications link 
0450 906 electrical power source 
0451 908 electrical power receiver 
0452 910 processor 
0453 911 computer memory 
0454) 912 computer storage 
0455 914 public encryption key 
0456 916 first base point 
0457. 918 second base point 
0458 920 Smartcard access module 
1. A computer-implemented method for determining the 

presence of a disease in a patient, the method comprising: 
Receiving, by a computer system, first rule sets comprising 

rules, the rules of each first rule set being operable to 
evaluate a set of disease indicators, the disease indicators 
of each first rule set being biomedically related to each 
other, the rules of each first rule set being grouped into 
one or more second rule sets, each second rule set com 
prising a score value, said score value being indicative of 
the risk of the patient to have the disease in case the 
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evaluation of the one or more rules of said second rule set 
on biomedical data of the patient returns a positive 
result; 

Determining, by the computer system, for each first rule 
set, the highest score value of its second rule sets by 
evaluating all rules of said second rule sets on the bio 
medical data of the patient; 

Calculating, by the computer system, a total score value for 
the disease as a derivative of the determined highest 
score values of all first rule sets; 

Returning, by the computer system, a first diagnosis result, 
the first diagnosis result being indicative of the presence 
of the disease in the patient, the first diagnosis result 
having assigned the total score value. 

2. The computer-implemented method of claim 1, 
whereby each first rule set represents one organ system and 

wherein each first rule set solely comprises rules for 
evaluating disease indicators to become manifest in said 
Organ System, or 

whereby each first rule set represents a set of biomedically 
related disease indicators and wherein each first rule set 
Solely comprises rules for evaluating said disease indi 
cators, or 

whereby each first rule set represents one medical sub 
discipline and wherein each first rule set solely com 
prises rules which comprises at least one condition on 
disease indicators of diseases examined in said medical 
Sub-discipline. 

3. The computer-implemented method of claim 1, further 
comprising the step of displaying the first diagnosis result to 
a user, said displaying step comprising: 

Determining, whether the total score value exceeds a first 
threshold value; 

In case the total score value does exceed the first threshold 
value, executing the following steps: 
Displaying the first diagnosis result in a first GUI win 
dow; 

Displaying one or more dialog windows prompting a 
user to enter additional data of the patient; 

Calculating a final score value by evaluating one or more 
third rule sets on the entered additional data; 

Displaying positive positive second diagnosis result in a 
second GUI window in case the final total score value 
exceeds a second threshold value, and 

Displaying a negative second diagnosis result in case the 
final score value does not exceed the second threshold 
value. 

4. The computer-implemented method of claim3, whereby 
the method is implemented in a decision Support system 
having a multi-tier architecture, whereby a first tier provides 
for access to the biomedical patient data, whereby a second 
tier comprises a rule engine and is operable to evaluate the 
rules of the first rule sets irrespective of the type of disease 
whose presence is to be determined, and whereby a third tier 
displays the first and second diagnosis results to a user, 
whereby the number and type of dialog windows created by 
the third tier depends on an identifier of the disease and on the 
identifiers of all first rule sets having a highest score value 
larger than 0. 

5. The computer-implemented method of claim 1, whereby 
the biomedical data of the patient is collected by executing the 
steps: 

receiving parts of the biomedical patient data of the patient 
from a plurality of different data sources, whereby each 
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received part of the biomedical patient data comprises a 
unique identifier, the unique identifier being identical in 
each of the received parts of the biomedical patient data, 
and 

storing the received biomedical data into one database, 
thereby using the unique identifier as database access 
key for all the received parts of the biomedical patient 
data, 

whereby the unique identifier is generated by each of the 
data sources by executing the steps of 
receiving a user-selected secret; 
storing the user-selected Secret in a memory; 
computing a private key by applying an embedding and 

randomizing function onto the secret; 
storing the private key in the memory; 
computing a public key by using the private key, 
whereby the computation of the public key is per 
formed by using a cryptographic one-way function, 
the public key and the private key forming a asym 
metric cryptographic key pair; 

outputting the public key for providing the access key: 
and 

erasing the Secret and the private key from the memory. 
6. The computer-implemented method of claim 1, whereby 

the method for returning a diagnosis of a patient is imple 
mented as a decision Support system on a computer system, 
the decision Support system being operatively coupled to a 
database comprising the biomedical patient data of the 
patient, whereby the rules of each first rule set are evaluated 
on said biomedical data at an event being selected from the 
group consisting of: 

the moment of starting a doctor information system being 
operatively coupled to the decision Support system; 

the moment of accessing the biomedical patient data of the 
patient by the decision Support system or by a doctor 
information system being operatively coupled to the 
decision Support system; and 

at a predefined time and date. 
7. The computer-implemented method of claim 1, whereby 

evaluating the one or more rules of each first rule set further 
comprises the steps of 

after having evaluated the rules, storing information indi 
cating that the rules have been evaluated; 

before evaluating the rules, checking whether said infor 
mation has already been stored and evaluating the rules 
only in case said information has not yet been stored. 

8. The computer-implemented method of claim 1, whereby 
the rules of the first rule sets are received by a decision support 
system from a rules repository, whereby the rules are stored 
and transmitted from the rules repository to the decision 
Support system in a data format, said data format allowing to 
modify or exchange the rules without introducing changes to 
the decision support system or the structure of the rules 
repository. 

9. The computer-implemented method of claim 1, whereby 
the rules of the first rule sets are received by a decision support 
system together with the first threshold. 

10. A computer readable storage medium having stored 
therein instructions, which when executed by a computing 
device, cause the computing device to perform steps for deter 
mining the presence of a disease in a patient, the steps com 
prising: 

Receiving, by a computer system, first rule sets comprising 
rules, the rules of each first rule set being operable to 
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means for storing biomedical data into the database, 
whereby the public key is used as database access key 
for storing the biomedical data of the user into the 
database, 
whereby the stored biomedical data in the database 

constitutes the data basis for a decision Support 
system, 

whereby said biomedical data of the patient com 
prises disease indicator values belonging to two or 
more groups of biomedically related disease indi 
cator groups, 

whereby said decision Support system is operable to 
determine the presence of a disease in the patient by 
executing instructions, said instructions imple 
menting steps comprising: 
Determining, for each group of disease indicators, 

a score value, said score value being indicative of 
the risk of the patient to have the disease when 
solely the disease indicators of said group are 
evaluated, 

Calculating a total score value for the disease as a 
derivative of the determined score values of all 
disease indicator groups; 

Returning a first diagnosis result, the diagnosis 
result being indicative of the presence of the 
disease in the patient, the first diagnosis result 
being indicative of the presence of the disease in 
the patient, the first diagnosis result having 
assigned the total score value; 

k k k k k 


