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The invention relates to a communication system, a method and devices for an efficient implementation of electronic transactions
between a mabile subscriber in a mobile communication network and a network facility by exploiting credit card based payment protocols.
The protocol, which is used for realizing s secured electronic transaction, such as the SET™, is split over a plurality ofinvolved

communication units. For realizing the invention, the first part of

the protocol, which is usually contained in the mobile station of a

user, is split into two parts. The first part contalning the privaic data of & subscriber, such as the private key or the certificates, is maintzined

in the mobile station. The second part of the software is shifted to a

server being positioned between the mobile station and the merchant.

Thus, the invention guarantees on one hand the possibility of integrating complex software for an clectronic way of payment in a network,
which is characterized by a small transmission capacity and terminals having an insufficicnt storing capacity, and on the other hand the
maintenance of sceurity aspects on the user side. Additionally, the invention guarantees the compatibility with the already existing software,
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COMMUNICATION SYSTEM AND METHOD FOR EFFICIENTLY IMPLEMENTING ELECTRONIC
TRANSACTIONS IN MOBILE COMMUNICATION NETWORKS

The invention relates to a communication system, a method and devices for efficiently
implementing electronic transactions between a mobile subscriber in a mobile
communication network and a network facility by exploiting credit card based payment
protocols.

The possibility to electronically purchase goods, for example, is part of the various
commercial services being available to an internet user. Companies offer their products in
the network in the form of electronic catalogues, from which a user can choose, order and
acquire goods from a range of products by clicking the mouse. The buying and selling of
goods, services and information in the internet has been surmmarized under the name of the
so-called electronic commerce. A request thereby made to the underlying network
guarantees a secured implementation of electronic money transactions. The safety is
thereby absolutely essential due to the fact that the handling of a payment transaction is
done clectronically.

For this purpose a plurality of protocols has been developed, which can be used for the
realization of electronic payment procedures, such as Cyber-Cash, First Virtual and Secure
Electronic Transaction (SET). It is characteristic for the protocols that these have been
developed for a credit card based payment by complying with the safety requirements in
connection with this form of payment correspondingly. In the following, the Secure
Electronic Transaction SET™, SET™ specification version 1.0, of 5/31/97 is used as an
example to explain the invention.

The protocols for implementing an electronic payment procedure particularly by means of
a credit card were developed for a fixed network having sufficient transmission
capabilities and sufficient storing capacities in the terminals. Said requirements are met,
for example, by a network architecture, in which an internet user having a personal
computer is connected with the internet via a fixed line. Said requirements are, however,
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not met, if a user carrics out an electronic transaction from a mobile communication
network. A mobile communication network is characterized by a low transmission
capacity and terminals having a small storing capacity. The terminals used in the mobile
network are either mobile phones or devices incorporating an integrated function of a
mobile phone as well as the function of a computer, the so-called PDA (Portable Digital
Assistant). The size of said devices is kept to a minimum due to the mobility of the user.
This merely requires the reduction of the storage capacity and results in that these devices
do not have sufficient storage capacity in order to install, for example, the complex Secure
Electronic Transaction (SET) protocol. In ServerWallet of Netlife, which is published
under hitp://www.netlife.de/, a solution has been proposed, whereby the entire Secure
Electronic Transaction (SET) protocol is shifted to a server specifically installed for this
purpose. According to said publication the server is localized between a user and a
merchant. The disadvantage of said solution is, however, that a user has no control
concerning the safety aspects. The initiation of a transaction is initiated by a user and is
transmitted to the server. Said server comprises the total software of the payment protocol
including all pertinent data, also the personal data of the user, by means of which the
initiated transaction is completely implemented by the server. This particularly means that
the control and handling of the electronic transaction to be implemented is completely left
to the server.

In accordance therewith it is the object of the invention to provide a method and a device
allowing for an efficient implementation of secured payment transactions in a network. It
is particularly the object of the invention to reduce the storage space requirement on the

user side.

According to the invention this object is provided by the teaching of patent claim 1, by the
teaching of patent claim 19 and by the teaching of patent claims 24 and 26.

It has thereby shown to be advantageous that by shifting part of the software to the setver,
fewer transactions are implemented via the air interface thereby improving the efficiency
of the entire payment procedure via a mobile network. For this reason it is an advantage
that the resources of the air interface are exploited in a more profitable manner.
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Another advantage is seen in a minimum exploitation of the storage capacity available in

terminals. This is obtained by storing only the private data of a user in a terminal.

It also an advantage that the invention is based on the standardized software. For this
reason the compatibility with the available software is guaranteed, and a transparency of
the implementation of a transaction is obtained for the merchant, i.e. the merchant cannot
see whether a mobile user is concerned, or a user who is directly connected to a fixed

network.

Additional advantageous developments of the inveation result from claims 2 to 19, 20 to
23 and patent claim 25.

The invention is hereinafter explained by means of embodiments and figures, whereby

Fig. 1 shows a schematic illustration of the invention,

Fig. 2 shows an illustration of an asymmetric code,

Fig.3 shows an scheme of an authentication ,

Fig. 4 shows an scheme of a dual signature,

Fig. 5 shows a network architecture with the logic representation
of the used protocols,

Fig. 6 shows an information stream during a payment procedure.

The invention is hereinafter explained by means of patent claim 1 and figure 1.

According to the invention a protocol PT for the implementation of secured electranic
transactions is split between a mobile station MS in a mobile communication network MN
and an additional device WV being localized between the mobile station MS and a
network facility in an open network ON. The splitting of the functionality of the protocol
PT is effected in a first part PT1 and in an additional part PT2. The protocol PT realizes

the implementation of an electronic transaction between the mobile station MS and the
network facility NV via the additional device WV.
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When splitting the protocol for implementing secured clectronic transactions attention is
paid that the mobile device receives the private data of the users and that the
administration of the generally accessible data, such as the public key or the certificates,
are taken over by another device. Thus, the implementation of the total transaction is
controlled by the user, for the transaction is initiated by the user of the maobile station,
which implements the signature process due to the available personal data, and the control
of the results of the handled transaction is left to the mobile station. The handling of the
remaining processes with the network facility relating to orders and payment instructions
is controlled by the additional device. In this connection the additional device meets the
complex security aspects, such as forming the dual signature.

In the following, the invention is explained in more detail by means of the Secure
Electronic Transaction protocol SET™.

The Secure Electronic Transaction (SET) protocol is a complex protocol guarantecing a
sccured payment via credit cards in an open network, such as the internet, by using distinct
cryptographic techniques. During payment, signaling messages are exchanged in the
network. Said messages are transmitted in an cacrypted manner. The purpose of
encryption is to protect the contents of the message to be transmitted against unauthorized
access in order to thereby guarantee the confidentiality of the transaction, The transmitter
encrypts the data with a secret information, the so-called key, and the receiver decrypts the
data by using another key. In this respect it is not necessary that both keys are identical,
which varies in response to the used cryptographic process. The so-called asymmetric
coding process, for instance, uses two types of keys. This method provides a public key
being generally accessible, and a private key being known exclusively to one
communication instance. One key is used for encryption, and the other onc is used for
decrypting. With respect thereto it is important that the two keys must relate to each other,
such that a message encrypted with a key can only be decrypted again with the other key.
In general, the method of asymmetric encryption provides that the public key is used by a
transmitter for encrypting a message to a receiver. The decryption is done by using the
private key of the recciver.
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This fact is explained in more detail by means of figure 2. Said figure shows three systems,
system B, System C, system D, which plan to transmit a text to system A in an encrypted
manner, According to figure 2, the public key of system A is used for encrypting the text.
The public key of one unit is generally known and accessible by each system. The
encrypted text is transmitted to system A. System A has the private key of A by means of
which the received text is decrypted.

In addition to the asymmetric encryption there is the symmetric encryption process. In this
method both communicating facilities have the same key with the result that a message is
encrypted by a transmitter with the same key as is used for decrypting it by the receiver.

Apart from encryption messages to be implemented, an authentication of the
communicating facilities is simultaneously implemented. The authentication guarantees
that only persons can have access to certain data, who are authorized. In this context is it
necessary to verify the identity of the communicating facilities. A number of different
authentication methods can thereby be used. The best known method meeting particularly
fully developed security requirements is known by the name of strong authentication. The
strong authentication works according to the principle of the asymmetric encryption
method. In contrast to the encryption, the anthentication provides that the public key is
used for decrypting a message encrypted with a private key. This fact can be inferred from
figure 3. According to figure 3, the transmitter, system A, encrypts a text with his private
key, which in figure 3 is called the private key of system A, and transmits it to systems B,
C and D. Said systems decrypt the received message with the public key of system A.

By means of this method each facility is capable of decrypting the message, as the public
key of the transmitter used for decrypting is generally known. Thus, it is obtained that a
subscriber is able to authenticate himself towards each system. The systems request the
authentication to be successful, as the message could only be encrypted by means of the
private key on the transmitter side, which leaves to assume that this side only has
knowledge of the private key.
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The method of “strong authentication” is used with digital signatures. The digital signature
is used for detcrmining the authenticity of electronically transmitted messages and
constitutes the electronic equivalence to the hand-written signature. By checking digital
signature it can be established whether the pertinent message has been altered. A digital
signature has the property that it can be produced correctly by only one single person, but
that it can be verified by all receivers of the message. The asymmetric encrjrption methods
are suited for this purpose. However, due to the long processing times not the entire
document is encrypted, but a so—called cryptographic finger print also called “hash” is
computed from the document, which is attached to the document in an encrypted manner.
The encrypted cryptographic finger print corresponds to the digital signature. The receiver
makes sure that the message received really comes from the transmitter by producing a
contro! finger print from the received document and by comparing the same with the
finger print of the transmitter decrypted with a public key.

Due to the required security, Secure Electronic Transaction (SET) uses an expanded form
of digital signature, the so-called dual or double signature. The dual signature atlows two
split messages to be connected by a common signature such that they cannot be dccryptcd
when being connected. The scheme of the dual signature is illustrated in figure 4. Two
cryptographic finger prints, BN finger print and ZN finger print, are formed from the order
message BN and payment messages ZN, and are concatenated to each other. A new finger
print is formed from the concatenation and is encrypted with the private key of the
transmitter. Thus, the dual signature is formed from order message BN and payment
message ZN.

When forming the finger prints, a different value is used for each ﬁngef print. Said values
are agreed upon with the corresponding receivers of a message during the initiating phase
of the communication, such that a receiver can only decrypt that part of the message which
is exclusively meant for him. Even though said receiver has access to the finger print of
the other message, he cannot decrypt the actual contents of this message without knowing
the pertinent value which was used for forming the finger print. Thus, the facilitics
involved in a communication become certain that the transmitted messages relate to each
other without actually having access to the information contained in a message. The



io

15

20

30

WO 00/63854 PCT/EP00/02843
7

Secure Electronic Transaction (SET) allows, for example, that a mcréhant cannot obtain
any information concerning the payment, for instance the cfedit card number, and that the
bank vice versa does not receive any information on the order made. By means of this
method, however, both facilities gain certainty that the procedures to be implemented

relate to each other.

The problem resulting from cryptographic methods is due to the splitting of the keys to the
communication partners. An underlying system has to guarantee that a public key is
transmitted to a communication partner, which key is guaranteed to be associated with the
other communication partner. This is obtained, for instance, by using so-called certificates.
A central facility, the so-called certification site, has the information concerning the true
identity of a person and its public key. Upon request said site transmits the pui;lic keyto
the communication partner. The transmission of the key is done in an encrypted form. The
certification site encrypts the public key of a subscriber with the own private key. The
recciver decrypts said message by using the public key of the certification site.

The invention is hereinafter explained in more detail by means of figure 5, which
schematically shows the implementation of a transaction between a mobile subscriber, for
example, between a mobile station MS and a merchant’s bank integrated in the internet.
The identity check of a user for the banks is in some countries carried out by a central
institution, hereinafter called authentication instance. In Germany, for example, the task of
the anthentication instance is carricd out by the Gesellschaft fiir Zahlungssysteme (GZS)
(company for payment systems). In certain countries, however, the tasks of an
authentication instance are carried out by a bank.

The upper part of figure 5 shows the physical connection with the corresponding
communication units, and the lower part shows the logical connection with the involved
protocols. The mobile station MS can, for instance, be a laptop computer having a card
reading device. The laptop is connected with a mobile phone via a Terminal Adaptation
Function (TAF), the task of which is fulfilled, for example, by the PCMCIA card
(Personal Computer Memory Card International Association). The mobile station MS
communicates with a so-called Split-SET server. This additional terminal is introduced for
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realizing the invention. The localization of the Split-SET server eithef takes place in the
GSM (Global System for Mobile Communication) or in an external network node, the so-
called ESN (External Service Node). The introduction of the Split-SET server allows the
splitting of the SET™ software between said unit and the mobile station MS. The
administration of the software, particularly the keys, is obtained by means of the available
storage devices. According to figure 5 the localization of the private keys of the user,
designated by MS(PS) in figure 5, is effected in mobile station MS, The administration of
the remaining keys, for instance, the public key, designated by MS(OS) in figure 5, or the
certificates takes place in the storage device of the Split-SET server. The communication
of the Split-SET server with a merchant is implemented through the internet. The
merchant offers his products or services via a WWW server. The WWW pages supply
information or precise descriptions, respectively, on the range of products to be offered.
Each user calling said page receives the same information, also in view of cash-free money
transactions. All possible altemnatives of the object of the payment are thereby considered.
An object of a payment can either represent a certain money value, for instance,
anonymous or digital cash, or it can contain information concerning the customer’s bank

account, such as the power to collect money.

Frdm the merchant the connection goes on via the internet to the merchant's bank. The
bank of the merchant handles all ﬁmney transactions for the merchant, such as the
settlement between the merchant and the customer's bank. For the sake of control, not all
facilities involved in a connection via the GSM and the intermnet have been shown in figure
5 in detail. Figure 5 includes the authentication instance checking the user on behalf of the
merchant’s bank.

The lower part of figure 5 logically shows the use of different protocols between the
respective communication units. The introduction of the Split-SET server allows the
splitting of the SET™ software between said unit and the mobile station, wherein the
private keys are maintained in the mobile station. The public key.and the certificates are
shifted to the Split-SET server thereby obtaining that the signature process is controlled by
the mobile station MS, whereas the realization of the remaining processes, such as the
initialization of the payment, is subject to the control by the Split-SET server. The
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communication between the Split-SET server and the merchant as well as between the
merchant and his bank is entirely based on the alrcady existing SET™ protocol.

For safety reasons it is important that not all existing keys are available to each unit
integrated in a payment system. On one hand, this is guaranteed by splitting the user keys
between its mobile station and the Split-SET Server, on the other hand, additional
mechanisms are used during the handling of the procedures in connection with the SET™
protocol. In the case of payments according to SET™, for example, also encrypted credit
card information are transmitted to the merchant when an order takes place, which,
however, are not meant to be read by the merchant, but are to be transmitted by him to an
authentication instance upon reviewing them. In order to gﬁarantee the merchant despite
the transparent payment instruction that said instruction relates to the effected order
process, and in order to protect the customer against misuse at the same time, SET™ uses
here the dual signature, whereby it is obtained that the order and the payment instruction
can élcarly be associated with each other without enabling the merchant to look into the

payment instructions or the authentication instance to look into the order.
In the following, the invention is explained in more detail by means of patent claim 19.

According to patent claim 19 an electronic transaction between a mobile station and a
network facility in an open network is realized by using a protocol for_implcmcnting
secured electronic transactions. An electronic transaction involves a mobile station, a
network facility and an additional device being localized between the two units. The
implementation of the transaction between the mobile station and the network facility
takes place by using a protocol for implementing secured electronic transactions, by
splitting said protocol into a first and a second part. The first part of the protocol is
allocated to the mobile station and serves the control of the implementation of the
clectronic transaction between the mobile station and the additional device. An electronic
transaction is initiated by the mobile station, and the result of an implemented step
contributing to the realization of a complete transaction, is re-supplied to the mobile
station where it is evaluated. Thus, the mobile station takes over the control over the
progress of the initiated transaction. The mobile station also takes over the administration



10

15

20

30

WO 00/63854 PCT/EP00/02843
10

of private data of the user, by means of which a signature process is carried out. Thus,

control over a transaction to be implemented is obtained.

The second part of the software is implemented in the additional device. By means of this
step the additional device takes over control over the implementation of the transaction
initiated in the mobile station between said unit and the network facility. The additional
device has the public data of a user, i.e. the remaining data being required to implement a
transaction, which are not contained in the mobile station, however. Upon receipt of an
initializing message from the mobile station, the additional device takes over the
completion of the electronic transaction by transmitting the necessary signaling messages
to the corresponding units, thereby obtaining the control over the electronic transactions.

The exact progress including the required exchange of messages is hereinafter explained
by means of an embodiment and figure 6. For this purpose the process of the payment
transaction is used, as the acquisition of goods requires 2 number of transactions. The most

important and simultaneously the most critical one, however, is the payment transaction.

Figure 6 schematically shows a communication between a mobile subscriber, a merchant,
and an authentication instance. The progress in terms of time is characterized by the
increasing sequence of the numbers of the required steps.

Step 1 schematically shows the example of the phase when the shopping is carried out.
Upon the termination of this phase the mobile station transmits a message, in figure 6
being designated by Request Message, to the Split-SET server in order to imply the
initialization of the transactions, step 2. To the Split-SET server the receipt of this message
means that the initialization message can be transmitted to the merchant, step 3, which is
responded to by the merchant with a signed message PlnitRes, step 4. Said response
contains the signature certificate of the merchant. In the next phase, the payment
instruction is implemented. This requires the authentication of the user towards the
payment system by means of a dual signature. As was already mentioned above, said
signature is produced by using the private key of the user. For this reason, the Split-SET
server transmits the message ReqSignProcess to the mobile station in step 5. The mobile
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station signs the received message with its own private key and re-sends it to the Split-

SET server in form of message RespSignProcess, step 6.

The Split-SET server infers from this message the signature of the mobile station, on the
basis of which it forms the so-called PReq (Purchase Request) message which is
transmitted to the payment system Said message contains.the order information sent to the
merchant and the payment information supplied by the merchant to the authentication
instance in a transparent manner. The order information being used in said phase
corresponds with the finger print of the already effected order. The complete description of
the effected order, for example, the number of ordered products or the shapes thereof, is
generated during the order phase, and upon completion of the ordering phase a finger print
is produced from the complete description, which is used as order information during the
payment phasc.

The order and the payment information are transmitted to the relevant institutions in the
system in an encrypted manner. The encryption of said messages is done by using the dual
signature. For this purpose, two finger prints are produced from the order and the payment
information, which are consequently concatenated to each other for again producing a
finger print from said message, which is coded to form a dual signature by using the
private keys of the mobile station.

The payment instruction is encrypted by using the symmetric coding. For this reason, the
Split-SET server generates a symmetric key by means of a random sequence generator.
The payment instruction is encrypted by means of said key. On a separate basis, for
instance, during a registration, the credit card information and the generated symmetric
key are encrypted by using the public key of the authentication instance, which was sent
with the message PInitRes. In this way it is guaranteed that the credit card information are
transmitted from the merchant to the authentication instance in a transparent manner
without giving him the opportunity to have access to the information.

The encrypted order information, payment information, credit card information and in
addition the dual signaturc are transmitted to the merchant in the PReq message, step 7.
The merchant verifies the customer and the pertinent order from the received information.
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For this purpose, the merchant uses the dual signature. At first, the own finger print is
produced from the order information. Upon using the publié key, the merchant infers from
the received dual signature the finger print of the payment information. In a next step the
merchant concatenates the two finger prints and compares them with the concatenation of
said two finger prints decrypted from the dual signature. By means of this process the
merchant gains the certainty that the received message really stems from the customer and
that the already effected order and payment procedure to be implemented correspond with
each other. The credit card information are transmitted by the merchant to the
authentication instance in a transparent manner. In the next step, the merchant initiates an
authorization of the payment towards the authentication instance. This operation firstly
verifies the solvency of the credit owner, and in case of solvency the authorization for
debiting is granted. In accordance with figure 6 this is done in step 8 by transmitting the
authentication message AuthReq. Said message contains both the merchant’s request
concerning the acceptance of the customer’s payment instruction as well as the encrypted
payment instruction from the customer. The merchant’s request is equally encrypted by
using a symmetric process. Upon using an asymmetric coding process, the symmetric key
is transmitted to the authentication instance. The request includes, among others, the finger
print of the order. The merchant detects the finger print from the complete description of
the order and transmits it together with the dual signature of the customer and the payment
instruction to the authentication instance. The authentication instance decrypts the
payment instruction by means of the private key. In order to implement the verification of
the correspondence of the merchant and the customer concerning the effected order, a
finger print is formed from the payment instruction, which is consequently concatenated to
the finger print received from the order instruction, in order to form a dual signature from
this concatenation and to compare it with the received dual signature. Thus, it is
guaranteed that the description of the customer’s order and the merchant correspond.

After the successfully implemented verification of the order, the anthentication of the
payment instruction from the customer is implemented in a next step. For this purpose, the
credit card related information are inferred from the payment instruction of the customer,
whereupon an inquiry is made with the customer’s bank by means of the underlying
banking network. The results of the authorization are packaged into a message AuthRes,
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encrypted and transmitted to the merchant, step 9. Said data are encrypted with a
symmetric key by the authentication instance, which is transmitted to the merchant after
having been encrypted with an asymmetric key, i.e. with the public key of the merchant.
The merchant uses his private key for decrypting the symmetric key in order to decrypt the

reccived message AuthRes.

Upon their verification said data are transmitted to the Split-SET server in an encrypted
manner in step 10, The Split-SET server also implements the necessary verifying
operations, and in a step 11 said data are transmitted to the mobile station by means of the

message Response.

According to patent claims 24 and 26 the invention is realized by using a device in a
mobile station. Said device (not shown) includes means for storing the first part of the
protocol, which is used for administering private data of a subscriber in the mobile station.
An injtiation of an electronic transaction is implemented in the mobile station with means
for initiating an electronic transaction in a mobile station. The transmission of a message
generated in a mobile station is done by using means for transmitting data. The initiated
electronic transactions are controlled with means for contrdll.ing an electronic transaction
between the mobile station and the additional device. The means for receiving data in the
mobile station serve the receipt of messages containing the result of the implemented

electronic transaction.

An electronic transaction is implemented by the mobile station to a device being
positioned between a mobile station and a network facility. Said device comprises means
for storing the additional part of the protocol and means for administering a subscriber’s
data which are accessible to the public. The transmission of data takes place to both the
mobile station and the network facility and is obtained by using means for transmitting
data. The results of an implemented transaction are suppiicd to the mobile station, and the
messages in connection with the implementation of an order and payment process are
supplied to the network facility. Said facility is responsible for controlling a process in
which the network facility is involved. This is obtained with means for controlling the
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electronic transaction between the device and the network facility, The receipt of a
message from the network facility takes place by using means for receiving data,
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Patent Claims

Communication system for implementing electronic transactions between a mobile
station (MS) in a mobile communication network (MN) and a network facility
(NV) in an open network (ON), comprising an additional device (WV) between the
mobile station and the network facility, and a protocol (PT) for implementing
secured electronic transactions being split into a first part (PT1) for controlling
private data of a subscriber and into an additional part (PT2), wherein the first part
(PT1) is implemented in the mobile station (MS) and the additional part (PT2) in
the additional device (WV), and wherein an electronic transaction is implemented
from the mobile station via the additional device to the network facility.

Communication system according to claim 1, wherein the mobile station (MS) is
given the administration of a private key of a mobile subscriber.

Communication system according to claim 1 or 2, wherein the additional device
(WV) takes over the administration of certificates and of public keys.

Communication system according to one of claims 1 to 3, wherein the
implementation of a signature process of the mobile subscriber is effected in the
mobile station.

Communication system according to one of claims 1 to 4, wherein the additional
device (WV) controls the entire process of the electronic transactions.

Communication system according to one of claims 1, 3 or 5, wherein the additional
device (WV) is installed either in a mobile network or in an external network node.

Communication system according to one of claims 1, 2 or 4, wherein the mobile
station comprises a function of a personal computer and a function of a mobile

phone providing for a communication with 2 mobile communication network.
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10.

11.

12.

13.

14.

1.

16.

16

Communication system according to one of claims 1 to 7, wherein electronic

transactions are realized by exchanging signaling information.

Communication system according to one of claims I to 8, wherein an order and a

payment instruction form part of the electronic transactions.

Communication system according to one of clairs 8 to 9, wherein the signaling

information is transmitted in an encrypted manner,

Communication system according to claim 10, wherein an asymmetric and
symmetric encryption method is used for encrypting and decrypting the signaling
information.

Communication system according to claim 11, wherein keys used in an encryption
method are either identical or related to each other such that a message encrypted
with one key is decrypted again with the other key.

Communication system according to claims 10 to 12, wherein the key is either a
symmetric key or a private and a public key.

Communication system according to one of claims 4 to 13, wherein the signature
process is effected with the implementation of an authentication based on an
asymmetric encryption method.

Communication system according to one of claims 4 to 14, wherein a message is
transmitted from the additional device to the mobile station during the signature
process, the mobile station signing the received message with the own private key
and transmitting it to the server for informing the server about the signature of the
mobile station.

Communication system according to one of claims 1 to 15, wherein the electronic
transactions are realized by using electronic transaction protocols.
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17.

18.

19.

21

23.

17

Communication system according to claim 16, wherein the transaction protocols
are Cyber-Cash, First Virtual or Secure Electronic Transaction™ (SET™).

Communication system according to claim 1, wherein the mobile network is a
Global System for Mobile Communication (GSM), a General Packet Radio Service
(GPRS), a Universal Mobile Telecommunication System (UMTS) network.

Method of implementing electronic transactions between a mobile station (MS}) in a
mobile communication network (MN) and a network facility (NV) in an open
network (ON), and an additional device (WV) between the mobile station and the
network facility, and a protocol (PT) for implementing secured electronic
transactions, wherein said protocol is split into a first part (PT1) for controlling
private data of a subscriber and into an additional part (PT2), wherein a transaction
from the mobile station (MS) to an additional device (WV) is controlled by the first
part (PT1) and wherein the transaction to the network facility (NV) in the open
network (ON) is controlled by the second part (PT2), which is included in the
additional device (WV).

Method according to claim 19, wherein the private data are a private key of a

subscriber.

Method according to claim 19, wherein the second part of the software comprises
public data of the subscriber.

Method according to claim 21, wherein the public data are a public key of the
subscriber and at least one certificate.

Method according to one of claims 19 to 22, wherein a signature process is initiated
by the mobile device by transmitting an initializing signaling message
(Request_Message) and the termination of the initiating phase is supplied to the
mobile device with a signaling message (RequestSignProcess) carrying the result,
and wherein upon the successful implementation of the signature process a payment
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24.

26.

I8

process of the additional device is initiated by transmitting a message
(ResponseSignProcess) and the result of the implemented payment process is

supplied to the mobile device by means of a message (Response).

Device in a mobile station for implementing a method according to claim 19,
comprising
- means for storing the first part for the administration of private data of a
subscriber
in the mobile station,
- means for transmitting data,
- means for initiating an electronic transaction in a mobile station,
- means for controlling an electronic transaction between the mobile station and the
additional device, and

- means for receiving data.

Device according to claim 24, comprising means for implementing a signature

process.

Device between a mobile station and a network facility for implementing a method

according to claim 19, comprising

- means for storing an additional part,

- means for transmitting data,

- means for the administration of data of a subscriber accessible by the public,

- means for controlling the electronic transaction between the device and the
network facility, and |

- means for receiving data,
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BFELG K ERABMRFERETHFNLTRE. ﬁﬁ%ﬁﬁ%
BLRATUARAEZHRBETRTOERE, BFELHHERERLE
$AHP£%Pi,LTMa%ﬁﬁﬁ%ﬁﬁxﬁﬁﬁ#ﬁ,#ﬁﬁ
mBEFXEBHRRIIFER. RF, FRIASFLETRELKEN,
RUHRRAT A W AT, mAA AP d AR e
HBep, LARRAMFL, X BRPERFIF T, RFRY
M FHE -, BTMRIERI) LRI H LR F
— A RAaEFANK R BB ERR G PRITIE R, RPN
BKEHTERTHLRAFTLRE,

hFEeMFaHNER, X2 FLH (SET) AT AHEXY
BFEL, PR ESL (dual or double signature), MF¥FL
LAKSBENHIEER —NEBE S g, XA EE
BPihFrouE, REXLFERFER 4 P, HANRERP, BN Fo
IN, MITHAZ 8 BN Foftiki2 8 IN $H R, DEMEZRAK, EFHH
AERXBY IBRT H—AMFehdRep, HEA LR B oAl £
BATImE, XA, HTUMNITEAZ L BN e L AHZE IN PHAREL
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REPHHRT, FRGIPERA TR Sk, ERREHLKE
BIREHE, AT RENE L4, X4, S ERRR
stERBTEHMELFELHTHRE. PRXIH, ERBURBILIAKN
i AT L6386, 12d TE Rl A FHRNFHMESRYK, 3t
R X B ST RRAZTBAHE. Bob, AL T P RN
B, B, FEEANARENGELFREREFFEOASEFEFHTH
Wiy, 42 eFRHH (SET) AdF, v, B RRBRMET T EAHK
B & ERAFS, BRZ, SITLRENR PiTE P RFEME L,
i, BEIXFFE, EARNREREFTHL, FRXHEG TR
R RATSE

I F Rk E A E MR TRTASBAE IR GERA P, LA
—AABEN R R R AR L FARRLEIRA P, RS NEFHA
ERIERRI A F R A, ST AR A, 4o, FrifRiE
HFERER., B AES LR~ ANMETFEAATONRE, CHF
AN BABNETRGIBREL, —EF K LRt BRE
HEAA P, BYPNELERAMEHBXET K. KB SR P
TR B X AR EPRATRE. BRBBIAELSALARTFHTE
#4EERAITRE.

FXPHAR 5 HHEXEmitmeBFRLN, B S BrT4%
RAPZRLHHRATHENRER, o, BH3EUS 5 HRBTZIRE
RENHRH., ARERER, |ITEA4HH P FHKRIEG—AF RNM
R PAT, T FAHRESNENM, e, ZRE, §oAERAE
£ GZS RIAT (M ALKANT ). BAANNELEER, FoAENMH
1 4 4RAT R AT,

B S HLreaRsBi TRtz mmEEd THHRY
BF T A A6 E3R &4, B35 MS TR, o, BREFREH
FROUE., FROBEEEAEL AR (TAF) S83hb54nd4E,
#H5HIATH, fo, BRBESMATFENRIZICE (PCMCIA), #3233k MS
5B B4 L TXHRESE (Split-SET server ) BN, A
TR R ERAAL . 9B L LLTFAIRSBELARLTLGM
LRBHBIREGT, RFEETFHPRREF E L, BPFFigey ESN 4h3¢

-5-
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BEF L, 2BZLVLTIAHRSFBGIIAAK LELAFHSHE R
bz ifst s F XY (SET™) RBBRATHM. RbsTis, LA4R
FHHTE, d—NARGHEERER, REB S5, B S HMS
(PS) EWA P RABTHGAMEE, HAESHEINIEMS A K,
AAFHNETE, 4o, B 5 BRHLAELEH, IASBXZLLTFRS
BHEBLRITASHREIE. 2 ELLLTFEHRSEST R MR
1ERB T E AR LI, §RAL WY IRS SR G E 5, WWW
MREBBRT EATRGHE R EmE . REANAFPTARRL
BHMFGT L, BN, #FGRERLTH. BRFETHK
FRXEATROTRFE., —MEAREREA—ABTHNE,
do, BLERMFRE, LTUACSHA XA P RTHRTHEL, RE&
A HI8E T,

FBRZANPEHRETHEL, ARBTHABHRLERALS
LHEREAE, o, BAEBHERITAAPRFZEGICH. BT
FEGRE, B S5 YEABFHAAFBIL M B4Rt aGH X%
. BS a7 R TERIERRBATA P 655 HAERM,

B S 9T ERFESBFTENREBREAZLE REHBLGE /R
. 5 B4 0T XGRS BN RAKAE L LS RSB HBRIEZ
Riaf4dFXH (SEr™) #7458, EFRAFBNARELSD
Wik, 2EFAPFHREBBHIN S B L4 LTFEXIRSFEL,
MR AE4E 5 6950 B A 2B sk MS RAr 4], mteedt®, 4o, X
MBI LT 2 EZL L FXIBSBRAEA. S BRLLF
XEMEBEFRAEZAUAHRALBAAZINQBELT LA TFCHE
ME2ETFRE (SET™) sk be), T4 70¢GRHE, &
—S5RFE, FRRENMESEMNKE G LG LA A FRHH R
weE., —F &, CRdeTAoResEinsits B RSB RTE
Hik, H—F @, ERFEBELLTFEHH NIRRT RAT AR
A, ARBELSETF XY (SET) HX, AR, %, RELAF
Tl EEIERFRELEARLHE, R, XFAREREHTEK
e Bk A F 158, MR dibdedE &R A EAU A ik BT L,
AREBEBRT AT GARE, LiRGAREF BRI ARG ITEL
®, AR AREAELNCLANLA, £20FLH (sEr™) 24
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TRELL A, ARERTITELMHEZ R RBRFZBIKEE
— &M AE L E REA KL KA LENHA EAITE.

T, HalFHRAEK 19 st AL R HAT$ R,

B AER 19, BHEARNERELEFEASL PRITHETFR
HARBIER -ANZLETFRGGHPARERY. WFXEHFT RS
3, REEERETAXZAGHBEE. Bt NERELETH
M bt iragb FRHRBUEEHR— AN EL2 L FXHGWHIK, Hl
RGBS BAYFE—FE —AHESRERY, LF, PG FE—HKs
AEEBFHS LCEINEBHEPHHREZANGELTFLH, &FX
Bk Rk mtetl, ARAEATEIHHEib—2 LR TELE
SRR, XH, BHMURTTLFIHGMHA, FAetEl
SR E R RANPASENETRE, KA EFRATHLTIH
F 5.

BN H R AMBNRE IS, BRXATR, HBhikeR
Yeat LA LR Tfe M REZF 28 i te b FXGHH
BH, BBRETAARAPFOAOLME, ARERETRHATHL
fo—3 R K QA LA B AL L. — LB SR X Hwn
HALAEE, HBREALOMALEARENERERHTALTLS,
M BT 2t X B $hde .

FERH—AKHFEUARRB 6, ATXPRBHROEMNT LB
FEHEERAF. ATFHERGRARTE-AFGHIE, BTEA
RE, ##ATXHMAHOLERSF. RAORAHAEE, FIHLEHE
TR BERXH R AL,

B 6 BRTHHAPL, AEMAELZNEAGRER, HRIBN
i) &4 i B 4G S AL BT T T RARA T 69 H dm

TR 1 BFTHHNERERG—ATF. —BZARRER,
BB RSN BERSFBLE-~MEE, £B 6 ¥, HELHERE
& ( Request Message) 38, RBHFRK 2 P4 H gLz L.
HFoBRebFLHRSFERN, BKAGEINMTELEEARE XL
BAAIE LB RALTR, LIR 3, XTAGHRERRM— stk
Ryd4E 8 (PinitRes) {FE|44A, M3k 4. LRXREMELOAT —
AMENELEIE, AT—HEY, A4ELA43HE (HHET). X

-7-



10

15

20

25

30

---------------

EZRARELLFEONTHARR P HAFHMINE, Edo LRI,
TERESRGAPHRATHFIEYN, BFEINRE, 9F£40T
X BB EBIefEE (ReqSignProcess ) it #ahsk, LF®E 5. #
FHHRAECRTORATHGKINGEEET IFiRF R
(RespSignProcess) EEHXLBL L B4 L TFRIREE, ALF
X6,

B EALTRHIRSBIAX BT L PIRETBEBSHISE T, X
M RETH AL EBAT R R LGB B ET R Preq (Purchase
Request) /5%, MERBEEATRAELH RN ITHELURGHE
EIAEAM AN T 5 X R4 94T 458, LRMBR TR T E 8
5 A RITEMIRPI—H, A2ETENAEWNE, 4o, TTHHSY
¥F, BB RE, FATTHNE, THRER—ETHK, AL
AT AT L FE T —A 8P, AP LR EA.

ITEEARFEEUNTHHB XL ELZEHOMEPMN,. LREL
ARREELH XA EY, & TFIHEY, WTRMTHRIZELEP
FETAAEP, XAMPHEER L LRE LG A5,
il it A B S BA T AN ZRPHRITH BRI R —NMRNEL
Z.

AR ERASTHREAF X T, §TFAINARE, 58L24L50F
RHEMEBR—AMMAANEAEBRTE—ATAREN, A3 EHRZA
LR FAME, EoBRGERE, o, EMEEY, FTHAFEFE
Fo & 4 W3t AR FAA M AENM L WA TS KB, HFlnsedbif
K4 % (PinitRes) HX Lk, XM, RARTIFAFRELLTY
F XAE RAEBAENM, & REE L EAFETIF FE LS,
EEHITEAZLE, AHEL, BAFFEE, AAREREL, £
ShHEK (PReq) EEFTHFRELHE, LIE 7. HEMIBILIH
F 8 RERARRKITE#ATHE, BTFXA 0, HREATRES
L. Bk, MITRELY FE A HHAF. —2RAXXEHE, A
KM B R THE LB F R/ L PP, B TR—FF, K
2 B AR EP AT B e B LR BAMREL L R EIFB) 0489
R EATILE, B LETRAREE, BERHTUAZ, KIHEE
BREABE, ARCEXGITRF SR FEBmL TANE, &

-8-
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FANTF B XM EGER FE£ LLELNERM, T—FHF, §
R B K INGERM T4 5T AT R ATRGE, ERETABEEAF (AF
) AphEMeS, RN, —BRhREBH IS, ARIERLH
@R PER. RBE 6, LERELTR 8 viBITRE—A AuthReq
fEEATR. LREFEPREST B EH KB UREATRLHE LT
BATROMENSIFEHSREEZE. BREOFRFLETHES
BHEFEWE., —L@RESHFOARAEE, ot AFHLits
RIENH, AEGHFRBEOITEREENNP. HFRATEGTHK
BT RR B I8P, FRERBEHRELLURARE~RE LS
RIERA, EMME it Al BT RERTHRE. HEANHER
Fo R EAD X4 O A HITR G — MG HAIN, AAHEREFHR—A
/P, EIBPMER F — AT P RICE ey FefpARig s, LB ¥R
AT RGEBEHR—AIRNELLHFRRIKE R ETELHATIE, X
B, STUARERBESAH LA 4T 843 B4 —2L,

AR ITRERNRIEE, RARAET VPR AMEY
A3k AT EHATEEE, Db, AAEMGMARPBEEFREHSAF4E
X645 8, BT RBTAALBTRNEMENES/TE—AFH.
AIEM B R EITEIN AuthRes {5&F, B2 MFLRLHER, Lk
RY% 9, ERABENHFAUNRHTEN AT ANTELELHK
BB AR AAE LM A — A BT, BRARGBAZTARE
S #R 4 — R TN 4 & AuthRes,

LiRME -SSR ARG E2eLTRHIREE, #
AFE 10, B2V FRHEBSBLIIT—ELBHBIERE, L
G 11, ERMAEBVARARAE 865 X K £ 845 5h 3k,

RBXEPRFAEEK 24, 26, AEP G- ABHHEEL LA,
LiREE (RABTH) @R TFAEBXGELSREE, ENMEKEA
FTEEBHERNF ARATEH. L FXHFHOTLRESHSARTFX
DGR EIATE. FRAABEL B REREBFHEFENHRTE.
EFXHBHEEISA TS BSHBREFMIYREZ NG LT
HoiRGEd. BB ASHBERUEIATEREGS VLTS E
RERNHIEL.

CFXHR R ES DB IRSERREREZ N — LSRR

-9.
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Ay, LREEOLERNTAHBS —HRoHh N ETA TERTHL
EFE A P AR, B RER &0 AT ELGEE, BN
Wit K EMERER. BFXHUPATEREEBB L, whiTH
BATHR B A EHRFEMNERLT RNBRES. LRET i Fried
FRRE R EGRE, CALRMNESERNESETINHELTFEILHL
SO, B A AREMCR T HBMCR B MR E T E.
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