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(57) Abstract: Techniques are disclosed for migrating services from a virtual bootstrap environment. A distributed computing system
can generate a virtual cloud network in a data center of a host region. A virtual bootstrap environment may be implemented in the virtual
cloud network. The virtual bootstrap environment can include a plurality of services. The distributed computing system can also deploy
an instance of one of the plurality of services to a target region data center. When the instance has been deployed, an indication that the
deployment was successful can be received by the distributed computing system. In response, the distributed computing system may
identify additional resources associated with the deployed instance of the service and update another service in the virtual bootstrap
environment with that resource.
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TECHNIQUES FOR MIGRATING SERVICES FROM A VIRTUAL
BOOTSTRAP ENVIRONMENT

CROSS REFERENCE TO RELATED APPLICATIONS
F00017]  This application claims priority to U.S. Patent Application No. 18/105,766, filed
February 3, 2023, entitled "TECHNIQUES FOR MIGRATING SERVICES FROM A
VIRTUAL BOOTSTRAP ENVIRONMENT"; U8, Provisional Patent Application No.
63/315,017, filed February 28, 2022, and entitled "TECHNIQUES FOR MIGRATING
SERVICES FROM A VIRTUAL BOOTSTRAP ENVIRONMENT"; 1.8, Provisional Patent
Application No. 63/308,003, filed February 8, 2022, entitled "TECHNIQUES FOR
BOOTSTRAPPING A REGION BUILD"; and U.S. Provisicnal Patent Application No.
63/312,814, filed February 22, 2022, entitled "TECHNIQUES FOR IMPLEMENTING
YIRTUAL DATA CENTERS." The contents of each of these applications are hereby

incorporated by reference in their entirety tor all purposes.

TECHNICAL FIELD
[0002] This disclosure relates to building regional data centers. More specitfically, this
disclosure describes techniques for migrating services from a virtual bootstrap environment

to data center infrastructure during the building of a regional data center.

BACKGROUND
100037 Cloud infrastructure providers may offer cloud computing infrastructure and related
services in numerous geographical areas worldwide. To provide this iofrastructure, the cloud
infrastructure provider may operate one or more data centers corresponding to a localized
geographical area. These data centers may be included as part of a "region,” a logical
abstraction of the geographical area and the computing rescurces of the one or more data
centers. Building new regions can include provisioning the computing resources, configuring
infrastructure, and deploying code to those resources. Conventional techniques for building a
region involve significant manual operations. Bootstrapping existing services into a new
region may be chalienging sinee a service may depend on the functionality of other existing
services and/or resources in the region. Relying on manual operations to bootstrap services
and/or build regions tncurs substantial time costs, risks associated with manual configuration

errors, and may not scale well.
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BRIEF SUMMARY
00041 Embodiments of the present disclosure relate to creating a bootstrapping environment
to support building a region. The region build process can include bootstrapping {(e.g.,
provisioning and/or deploying) resources {e.g., infrastructure components, artifacts, etc.} for
any suitable mumber of services 1o a reglon {e.g., a geographical location associated with one
or more data centers). The bootstrapping environment may be a virtual environment{(e.g., a
virtual cloud network) within an existing region. The virtual bootstrapping environment
(ViBE) may therefore be constructed and configured in the existing region in advance of the
region build process. Services {e.g., core services) may be deployed to the ViBE to support
bootstrapping operations into a target region {e.g., the region to be built in the region build
process). The services in the ViBE may be used to provision computing resources {e.g , bare
metal computing hosts, virtual machives, storage, etc.) in the target region. The services in
the ViBE may also be used to deploy services to the target region, including instances of the
services in the ViBE. By using a cloud infrastructure orchestration service in conjunction

with the ViBE, the new region may be built intelligently and antomatically.

[0005Y One embodiment s directed to a computer-implemented method performed by a
distributed computing system {e.g., a cloud computing syster) of a cloud service provider.
The method may include generating a virtual cloud network in a data center of a host region
and implementing a ViBE within the virtual cloud network. The VIBE can include a plurality
of services. The method can also include deploying an instance of one of the plurality of the
services in the ViBE to a target region data center. The instance may be configured to
perform the same service functionality as the service in the ViBE. The method can also
include receiving from the deployed instance an indication that the instance was successtully
deploved. Since the deployed service may not have all of the resources associated with s
counterpart service in the ViBE {(e.g., data resources created by the service in the ViBE}, in
some embodiments, the indication may be a capability indicating a successtul partial
deployment of the service. The capability may be published to a capabilities service in the
ViBE. The method can also include identifying a resource (e.g., a BNS record) associated
with the instance deployed to the target region data center. The resource may then be used by
the distributed computing system to update a second service in the ViBE {e.g., update a DNS
in the VIBE}. In some embodiments, the resource may also be used to update the instance of

the service deployed to the target region data center.

A
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00061 Avother embodiment is directed to a computing device corprising one or more
processors and instructions that, when executed by the one or more processors, cause the

computing device to perform the method{(s) disclosed herein.

(00077 Still ancther embodiment is directed 10 a non-transitory computer-readable medium
storing computer-executable instructions that, when executed by one or more processors of a

computing cluster, cause the computing cluster to perform the method{s} disclosed herein.

BRIEF DESCRIPTION OF THE DRAWINGS
(00081 To easily identify the discussion of any particular element or act, the most significant
digit or digits in a reference number refer to the figure number o which that element 15 first
introduced.
[O009] FIG. 1 is a block diagram of an environment in which a Cloud Infrastructure
Orchestration Service (CIOK) may operate to dynamically provide bootsirap services in a
region, according to at least one emnbodiment.
[O0T0] FIG. 2 1s a block diagram for illustrating an environment and method for building a
virtual bootstrap environment (ViBE), according to at least one embodiment.
[0011] FIG. 3 s a block diagram for illustrating an environment and method for
bootstrapping services to a target region utilizing the ViBE, according to at least oune
embodiment.
[0012] FIG. 4 s a block diagram of an environment in which the Cloud Infrastructure
Orchestration Service (C10S) may utilize a Resource Hunter to discover resources
during region build, according to at least one embodiment.
[0013] FIG. 5is ablock diagram depicting an example flow for executing operations for
provisioning and deploying services to a data center of a new region and importing resources
before updating a BNS record tor the deployed service, according to at least one

embodiment,

[0014] FIG. 6 illustrates an example method for migrating services from a ViBE to a target
region, according 1o at least one embodiment.

(00151 FIG. 7 is a block diagram illustrating one pattern for implementing a cloud
infrastructure as a service system, according to at least one embodiment.

{00161 FIG. 8 is a block diagram illustrating another pattern for implementing a cloud

infrastructure as a service system, according to at ieast one embodiment.
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[0017] FIG. 918 a block diagram lustrating another pattern for implementing a cloud
infrastructure as a service system, according to at ieast one embodiment.

FOOIR] FIG. 1015 a block diagram illustrating another patters for implementing a cloud
infrastructure as a service system, according to at ieast one embodiment.

[O019] FIG. 11 15 a block diagram illustrating an example computer system, according to

at least one embodiment.

DETAILED DESCRIPTION

Fxample Data Center Build (Recion Build) Infrastructure

{00201 The adoption of cloud services has seen a rapid uptick in recent times. Various
types of cloud services are now provided by various different cloud service providers {CSPs).
The term cloud service 15 generally used to refer to a service or functionality that 1s made
available by a CSP to users or customers on demand {(e.g., via a subscription model) using
systems and infrastructure {cloud infrastructure) provided by the CSP. Typically, the servers
and systems that make up the CSP's infrastructure, and which are used to provide a cloud
service to a customer, are separate from the customer's own on-premises servers and systems.
Customers can thus avail themselves of cloud services provided by the CSP without having to
purchase separate hardware and software resources for the services. Cloud services are
designed to provide a subscribing customer easy, scalable, and on-~demand access to
applications and computing resources without the customer having to invest in procuring the
infrastructure that is used for providing the services or functions. Various different types or
models of cloud services may be offered such as Softwarg-as-a-Service (SaaS), Platform-as-
a-Service (Paal), Infrastructure-as-a-Service (1aaS), and others. A customer can subscribe to
one or more cloud services provided by a CSP. The customer can be any entity such as an

individual, an organization, an enterprise, and the like.

(002171 Asindicated above, a TSP is responsible for providing the infrastructure and
resources that are used for providing cloud services fo subscribing customers. The resources
provided by the CSP can include both hardware and software resources. These resources can
include, for example, compute resources {e.g., virtual machines, containers, applications,
processors), memory resources {©.¢., databases, data stores), networking resources {e.g.,
routers, host machines, load balancers), identity, and other resources. In certain
implementations, the resources provided by a CSP for providing a set of cloud services CSP

are organized into data centers. A data center may be configured to provide a particular set of
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cloud services. The CSP is responsible for equipping the data center with infrastructure and
resources that are used to provide that particular set of cloud services. A CSP may build one

or more data centers,

(00221 Data centers provided by a CSP may be hosted in different regions. A regionisa
localized geographic area and may be identified by a region name. Regions are generally
independent of each other and can be separated by vast distances, such as across countries or
even continents. Regions are grouped into realms. Examples of regions for a CSP may

include US West, US East, Australia East, Australia Southeast, and the like.

{00231 A region can include one or more data centers, where the data centers are located
within a certain geographic area corresponding to the region. As an example, the data centers
in a region may be located 1n a city within that region. For example, for a particular CSP, data
centers in the US West region may be located in San Jose, California; data centers in the US
East region may be located 1n Ashburn, Virginia, data centers in the Australia Hast region
may be located in Sydney, Ausiralia; data centers in the Australia Southeast region may be

located in Melbourne, Australia; and the like.

(00241  Data centers within a region may be organized into one or more avalability
domains, which are used for high availability and disaster recovery purposes. An availability
domain can include one or more data centers within a region. Availability domains within a
region are isolated from each other, fault tolerant, and are architected 1n such a way that data
centers in multiple availability domaiuns are very unlikely to fail simultaneously. For example,
the availability domains within a reglon may be structured in a manner such that a failure at
one availability domain within the region is unlikely to impact the availability of data centers

in other availability domains within the same region.

[0025]7 When a customer or subscriber subscribes to or signs up for one or more services
provided by a CSP, the CSP creates a tenancy for the customer. The tenancy is like an
account that 1s created for the customer. Tn certain tmplementations, a tenancy for a customer
exists in a single realm and can access all regions that belong to that realm. The customer’s

users can then access the services subscribed to by the custorner under this tenancy.

(00261  Asindicated above, a CSP builds or deploys data centers to provide cloud services
to its customers. As a CSP's customer base grows, the CSP typically builds new data centers
in new regions or increases the capacity of existing data centers to service the customers’

growing demands and to better serve the customers. Preferably, a data center ts built in close

LN
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geographical proxamity to the location of customers serviced by that data center.
Geographical proximity between a data center and customers serviced by that data center
fends to more efficient use of resources and faster and more reliable services being provided
to the customers. Accordingly, a CSP typically builds new data centers in new regions in
geographical areas that are geographically proxamal to the customers serviced by the data
centers. For example, for a growing customer base in Germany, a CSP may build one or more

data centers in a new region in Germany.

(00271 Building a data center {or wultiple data centers) in a region is soretimes also
referred to as building a region. The term “region build” is used to refer to building one or
more data centers in a region. Building a data center in a region involves provisioning or
creating a set of new respurces that are needed or used for providing a set of services that the
data center is configured to provide. The end result of the region build process is the creation
of a data center in a region, where the data center is capable of providing a set of services
intended for that data center and includes a set of resources that are used to provide the set of

services.

(00281 Building a new data center in aregion is a very complex activity requiring extensive
coordination between various bootstrapping activities. At a high level, this involves the
performance and coordination of various tasks such as: wdentifying the set of services to be
provided by the data center; identifying various resources that are needed for providing the
set of services; creating, provisioning, and deploying the identified resources; winug the
resources property so that they can be used in an intended manner; and the like. Each of these
tasks further have subtasks that need to be coordinated, further adding to the complexity. Due
to this complexity, presently, the building of a data center in a region nvolves several
manually initiated or manually controlled tasks that require careful manual coordination. As a
result, the task of building a new region (i.e., building one or more data centers in a region} is
very time consuming. It can take time, for exaraple many months, to build a data ceunter.
Additionally, the process 1s very error prone, sometimes requiring several iterations before a
desired configuration of the data center 1s achieved, which tfurther adds to the time taken to
build a data center. These limitations and problems severely limit a CSP’s ability to grow

computing resources in a timely manner responsive o increasing customer needs.

(00291 The present disclosure describes technigues for reducing build time, reducing

computing resource waste, and reducing risk related to building ove or more data centers in a

6
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region. Instead of weeks and months needed to build a data center in 4 region in the past, the
techniques described herein can be used to build a new data center in a region in a relatively

much shorter time, while reducing the risk of errors over conventional approaches.

{0030] A Cloud Infrastructure Orchestration Service {CIOS) 15 disclosed herein that 13
configured to bootstrap {e.g., provision and deploy) services into a new data center based
on predefined configuration files that identity the resources (e g, infrastructure
components and software to be deployed) for implementing a given change to the data
center. The CIOS can parse and analyze configuration files {e.g.. flock configs) to
identify dependencies between resources, execution targets, phases, and flocks. The CIOS
may generate specific data structures from the analysis and may use these data structures
to drive operations and to manage an order by which services are bootstrapped to a
region. The CIOS may utilize these data structures to wdentify when 1t can bootsirap a
service, when bootstrapping 1s blocked, and/or when bootstrapping operations associated
with a previously blocked service can resume. Advantageously, the CIOS can ideniify
circular dependencies within the data structures and execute operations to
ehiminate/resolve these circular dependencies prior to task execution. Using these
techniques, the CIOS substantially reduces the nisk of executing tasks prior to the

availability of the resources on which those tasks depend.

[00317  Uslizing the technigues disclosed herein, the CIOS may optimize parallel
processing to execute changes to a data center while ensuring that tasks are not initiated until
the functionality on which those tasks depend is available in the region. In this manner, the
CIGS enables a region build to be performed more efficiently, which greatly reduces the time
required to build a data center and the wastetul computing resource use found in conventional

approaches,

Certain Definitions
[00321 A “region” 1s a logical abstraction corresponding to a geographical location. A
region can include any suitable number of one or more execution targets. {n some

embodiments, an execution target could correspond to a data center.

[0033] An “execution target” refers to a smallest unit of change for executing a release.
A “release” refers to a representation of an intent to orchestrate a specific change to a
service {e.g., deploy version 8, “add an internal DNS record,” etc.}. For most services, an

7
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execution target represents an “instance” of a service. A single service can be
bootstrapped to each of one or more execution targets. An execution target may be

associated with a set of devices {e.g., a data center).

[0034] “Bootstrapping” 18 intended to refer to the collective tasks associated with

o infrastructure

O

provisioning and deployment of any suitable number of resources {e.

components, artifacts, etc.} corresponding to a single service.

[00351 A “service” refers to functionality provided by a set of resources. A set of
resources for a service mncludes any suitable combination of infrastructure, platform, or
software {e.g., an apphication) hosted by a cloud provider that can be configured to
provide the functionality of a service. A service can be made available to users through

the Internet.

[0036] An “artifact” refers to code being deployed to an infrastructure component or a
Kubernetes engine cluster, this may mclude software {e.g., an application}, configuration

information {e.g., a configuration file) for an infrastructure component, or the like,

[00371 A “flock config” refers to a configuration file (or a set of configuration files) that
describes a set of all resources {e g, mfrastructure compounents and artifacts) associated
with a single service. A flock config may include declarative statements that specity one

or more aspects corresponding to a desired state of the resources of the service.

[O038] “Service state” refers to a point-in-time snapshot of every resource {e.g.,
infrastructure resources, artifacts, etc.) associated with the service. The service state
indicates status corresponding to provistoning and/or deployment tasks associated with

SEFVICE FESOUTcEs.

00391 IaaS provisioning {or “provisioning”} refers to acquiring computers or virtual
hosts for use, and even installing needed libraries or services on them. The phrase
“provisioning a device” refers to evolving a device to a state 1 which 1t can be utihized by
an end-user for their spectfic use. A device that has undergone the provisioning process
may be referred to as a “provisioned device.” Preparing the provisioned device (installing
libraries and daemons) may be part of provisioning; this preparation 1s different from

deploying new applications or new versions of an application onto the prepared device. In

g
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most cases, deployment does not mclude provisioning, and the provisioning may need to
be performed fust. Once prepared, the device may be referred to as “an wfrastructure

component.”

[0040] TaaS deployment {or “deployment”) refers to the process of providing and/or
wstalling a new application, or a new version of an application, onto a provisioned
wirastructure component. Once the infrastructure component has been provisioned {e.g.,
acquired, assigned, prepared, etc.}, additional software may be deployved (e.g., provided to
and installed on the wifrastructure component). The infrastructure component can be
referred to as a “resource” after provisioning and deployment has concluded. Examples of
resources may include, but are not lunited to, virtual machines, databases, object storage,

block storage, load balancers, and the like.

[0041] A “capability” identifies a urut of functionality associated with a service. The
unit could be a portion, or all, of the functionality to be provided by the service. By way
of example, a capability can be published indicating that a resource 1s available for
authorization/authentication processing (e.g., a subset of the functionality to be provided
by the resource}. As another example, a capability can be published indicating the full
functionality ot the service is available. Capabilities can be used to identify functionality
on which a resource or service depends and/or functionality of a resource or service that

is available for use.

(00421 A “virtual bootstrap environment” (ViBE) refers to a virtual cloud network that
1s provisioned in the overlay of an existing region (e.g., a “host region’}. Once
provisioned, a ViBE is connected to a new region using a communication channel (e.g |
an IPSec Tunnel VPN}. Certain essential core services {(or “seed” services) like a
deployment orchestrator, a public key mfrastructure (PKI) service, and the like can be
provisioned in a ViBE. These services can provide the capabilities required to bring the
hardware online, establish a chain of trust to the new region, and deploy the remamning
services in the new region. Utilizing the virtual bootstrap environment can prevent
circular dependencies between bootstrapping resources by utilizing resources of the host
region. Services can be staged and tested n the ViBE prior to the physical region {e.g |

the target region) being available.
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(004371 A “Cloud Infrastructure Orchestration Service” (CIOS) may refer to a system
configured to manage provisioning and deployment operations for any suttable number of

services as part of a region build.

[0044] A Multi-Flock Orchestrator (MFQO) may be a computing component {e g, a
service) that coordinates events between components of the CIOS to provision and deploy
services o a target region {e.g., a new region}. An MFQ tracks relevant evenis for each

service of the region build and takes actions in response to those events.

[0045] A “host region” refers to a region that hosts a virtual bootstrap environment

{(ViBE}. A host region may be used to bootstrap a ViBE.
[0046] A “target region’” refers to a region under build,

[00471 “Publishing a capability” refers to “publishing” as used in a “publisher-
subscriber” computing design or otherwise providing an indication that a particular
capability 1s available {or unavailable}. The capabilities are “published” (e g, collected by
a capabilities service, provided to a capabilities service, pushed, pulled, ete ) to provide an
wdication that functionality of a resource/service 1s available. In some embodiments,
capabiiities may be published/transmitted via an event, a notification, a data transmission,
a function call, an API call, or the like. An event {or other notification/data
transmission/etc.) indicating avalability of a particular capability can be

broadcasted/addressed (e g., published) to a capabilities service.

[0048] A “Capabilities Service” may be a flock contigured to model dependencies
between different flocks. A capabilities service may be provided within a Cloud
Infrastructure Orchestration Service and may define what capabilities, services, and/or

features have been made available in a region.

1004971 A “Real-time Regional Data Distributor” (RRDD) may be a service or system
configured to manage region data. This region data can be mjected nto flock configs to

dynamically create execution targets for new regions.

[0050] In some examples, techniques for implementing a Cloud Infrastructure

Orchestration Service (CHOK) are described herewn. Such technques, as described briefly

10
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above, can be configured to manage bootstrapping {e.g., provisioning and deploying
software to} wirastructure components within a cloud environment (e.g., aregion). In
some instances, the CIOS can include computing components (e.g., a CIOS Central and a
CIOS Regional, both of which wiil be described in further detad below) that may be
configured to manage bootstrapping tasks {(provisioning and deployvment) for a given
service and a Multi-Flock Orchestrator (alse described in further detail below) configured
to imitiate/manage region builds {e.g., bootstrapping operations corresponding to multiple

SErViCces).

[0051] The CIOS enables region building and world-wide infrastructure provisioning
and code deployment with mimimal manual run-time effort from service teams {e.g,
beyond an mitial approval and/or physical transportation of hardware, 1n some nstances).
The high-level responsibilities of the CIOS include, but are not limited to, coordinating
region builds, providing users with a view of the current state of resources managed by
the CIOS (e.g., of a region, across regions, world-wide, etc.}, and managing bootstrapping

operations for bootstrapping resources within a region.

{00521 The CIOS may provide view reconciliation, where a view of a desired state {e g,
a desired configuration} of resources may be reconciled with a current/actual state (e.g., a
current configuration) of the resources. In some mstances, view reconciliation may
include obtaining state data to identify what resources are actually running and their
current configuration and/or state. Reconcihation can be performed at a variety of

granularities, such as at a service level.

{00531 The CIOS can perform plan generation, where differences between the desired
and current state of the resources are identified. Part of plan generation can include
identifying the operations that would need to be executed to bring the resources from the
current state to the desired state. In some examples, the CIOS may present a generated
plan to a user for approval. {n these examples, the CIOS can mark the plan as approved or
rejected based on user input from the user. Thus, users can spend less time reasoning
about the plan and the plans are more accurate because they are machine generated. Plans
are almost too detatled for human consumption; however, the CIOS can provide this data

via a sophisticated user interface {UI).

it
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00541 In some examples, the CIOS can handle execution of change management by
executing the approved plan. Once an execution plan has been created and approved,
engineers may no longer need to participate in change management unless the CIOS
mitiates roll-back. The CIOS can handle rolling back to a previcus service version by
generating a plan that returns the service to a previous {e.g., pre-release) state (e.g., when

CIOS detects service health degradation while executing).

100557 The CIOS can measure service health by monitoring alarms and executing
integration tests. The CIOS can help teams quickly define roll-back behavior in the event
of service degradation, which it can later execute. The CIOS can generate and display
plans and can track approval. The CIOS can combine the functionality of provisioning
and deployment n a single system that coordinates these tasks across a region build. The
CIOS also supports the discovery of flocks (e.g., service resources such as flock config(s)
corresponding to any suitable number of services), artifacts, resources, and dependencies.
The CI0S can discover dependencies between execution tasks at every level {e.g,
resource level, execution target level, phase level, service level, etc ) through a static
analysis {e.g., mcluding parsing and processing content) of one or more configuration
files. Using these dependencies, the CIOS can generate various data structures from these
dependencies that can be used to drive task execution (e.g., tasks regarding provisioning

Fevdbd

of infrastructure resources and deployment of artifacts across the region).

(00561 FIG. 1is a block diagram of an environment 100 in which a Cloud Infrastructure
Orchestration Service (CIOS) 102 may operate to dynamically provide bootstrap services in a
region, according to at least one embodiment. CIOS 102 can include, but is not limited to, the
following components: Real-time Regional Data Distributor (RRDD) 104, Muit-Flock
Orchestrator (MFQ} 106, CIOS Central 108, CIOS Regional 110, and Capabilities Service
112, Specific functionality of CIOS Central 108 and CIOS Regional 110 is provided in more
detail in U8, Application No. 17/016,754, entitled “Techniques for Deploying Infrastructure
Resources with a Declarative Provisioning Tool,” the entire contents of which are
incorporated in its entirety for all purposes. In some embodiments, any suitable combination
of the components of CIOS 102 may be provided as a service. In some embodiments, some
portion of CIOS 102 may be deployed to a region {e.g., a data center represented by host

region 103}, In some embodiments, CIOS 102 may include any suitable mumber of cloud
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services {(not depicted in FIG. 1) discussed in further detald in US. Application No.

17/016,754 and below with respect to FIGS. 2 and 3.

100571 Real-time Regional Data Distributor (RRDD) 104 may be configured to maintain
and provide region data that identifies realms, regions, execution targets, and availability
domains. In some cases, the region data may be in any suitable form (e.g., JSON format, data
objects/coutainers, XML, etc.). Region data maintained by RRDD 104 may include any
suitable number of subsets of data which can individually be referenceable by a
corresponding identifier. By way of example, an identifier “all_regions” can be associated
with a data structure {e.g., a list, a structure, an object, etc. ) that includes a metadata for all
defined regions. As another example, an wdentifier such as “realms” can be associated with a
data structure that identifies metadata for a number of realms and a set of regions
corresponding to each realm. In general, the region data may maintain any suitable attribute
of one or more realm(s), region(s}, availability domains {ADs), execution target(s) (E'Ts), and
the like, such as identifiers, DNS suffixes, states (e g, a state of a region}, and the like The
RRE 104 may be configured to manage region state as part of the region data. A region
state may include any suitable information indicating a state of bootstrapping within a region.
By way of example, some example region states can include “imtial,” “building,”
“production,” “paused,” or “deprecated.” The “initial” state may indicate a region that has not
yet been bootstrapped. A “building” state may indicate that bootsirapping of one or more
flocks within the region has commenced. A “production” state may indicate that
bootstrapping has been completed and the region 1s ready for validation. A “paused” state
may indicate that CIOS Central 108 or CIOS Regional 110 has paused internal interactions
with the regional stack, likely due to an operational 1ssue. A “deprecated” state may indicate

the region has been deprecated and is hikely unavailable and/or will not be contacted again.

100581 CIOS Central 108 is configured to provide any suitable number of user interfaces
with which users {e.g., user 109} may interact with CIOS 102, By way of example, users can
make changes to region data via a user interface provided by CIOS Central 108, CI0OS
Central 108 may additionally provide a variety of interfaces that enable users to: view
changes made to flock configs and/or artifacts, generate and view plans, approve/reject plans,
view status on plan execution {e.g., corresponding to tasks involving infrastructure
provisioning, deployment, region build, and/or desired state of any suitable number of
resources managed by CIOS 102, CI0S Central 108 may implement a control plane

configured to manage any suitable number of CIOS Regional 110 instances. CIOS Central
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108 can provide one or more user interfaces for presenting region data, enabling the user 109
to view and/or change region data. CIOS Central 10¥ can be configured to invoke the
functionality of RRDD 104 via any suitable number of interfaces. Generally, CIOS Central
108 may be configured to manage region data, either directly or indirectly {e.g., via RRDD
104). CIOS Central 108 may be configured to compile flock configs to inject region data as

variables within the flock configs.

[00591  Each instance of CIOS Regional 110 may correspond to a component or module
configured to execute bootstrappiog tasks that are associated with a single service of a region.
CIOS Regional 110 can receive desired state data from CIGS Central 108, In some
embodiments, desired state data may include a flock config that declares (e.g., via declarative
statements) a desired state of resources associated with a service. CHOS Central 108 can
maintain current state data indicating any suitable aspect of the current state of the resources
associated with a service. In some embodiments, CIOS Regional 110 can identify, through a
comparison of the desired state data and the current state data, that changes are needed 1o one
or more resources. For example, CIOS Regional 110 can determine that one or more
infrastructure components need to be provisioned, one or more artifacts deployed, or any
suitable change needed to the resources of the service to bring the state of those resources in
line with the desired state. As CIOS Regional 110 performs bootstrapping operations, it may
publish data indicating various capabilities of a resource as they become available. A
“capability” identifies a unit of functionality associated with a service. The unit could be a
portion, or all of the functionality to be provided by the service. By way of example, a
capability can be published indicating that a rescurce is available for
authorization/authentication processing {e.g., a subset of the functionality to be provided by
the resource). As another example, a capability can be published indicating the full
functionality of the service is avatlable. Capabilities can be used to identity functionality on
which a resource or service depends and/or functionality of a resource ot service that is

available for use.

[0060] Capabilities Service 112 1s configured to matntain capabilities data that indicates 1)
what capabilities of various services are currently available, 2) whether any resource/service
is waiting on a parficular capability, 3} what particular resources and/or services are waiting
on a given capability, or any suitable combination of the above. Capabilities Service 112 may
provide an interface with which capabilities data may be requested. Capabilities Service 112

may provide one or more interfaces {e.g., application programming interfaces) that enable
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Capabilities Service 112 to transmit capabilities data to MFO 106 and/or CIOS Regional 110
{e.g., each instance of CIOS Regional 110}, In some embodiments, MFG 106 and/or any
suitable compounent or module of CIOS Regional 110 may be configured to request

capabilities data from Capabilities Service 112

(00611  In some embodiments, Multi-Flock Orchestrator (MF(O)} 106 may be configured to
drive region build efforts. In some embodiments, MFQO 106 can manage information that
describes what flock/flock config versions and/or artifact versions are to be utilized to
bootsirap a given service within a tegion {or to make a unit of change to a target region). In
some embodiments, MFO 106 may be configured to monitor {or be otherwise notified of}
changes to the region data managed by Real-time Regional Data Distributor 104, In some
embodiments, receiving an indication that region data has been changed may cause a region
build to be triggered by MFO 106, In some embodiments, MFO 100 may collect various
Hlock configs and artitacts to be used for a region build. Some, or all, of the flock configs may
be configured to be region agnostic. That 1s, the flock contigs may not explicitly wdentify
what regions to which the flock is to be bootstrapped. In some embodiments, MFG 106 may
trigger a data injection process through which the collected flock configs are recompiled
{e.g., by CIOS Central 108). During recompilation, operations may be executed {e.g., by
CIOS Central 108} to cause the region data maintained by Real-time Regional Data
Distributor 104 to be injected into the contig files. Flock configs can reference region data
through variables/parameters without requiring bard-coded identification of region data. The
flock configs can be dynamically modified at run time using this data injection rather than

o

having the region data be hardcoded, and therefore, and more difficult to change.

(00627 Mhlti-Flock Orchestrator 106 can pertform a static flock analysis in which the flock
configs are parsed to identify dependencies between resources, execution targets, phases, and
flocks, and in particular to identify circular dependencies that need to be removed. In some
embodiments, MFO 106 can generate any suitable number of data structures based on the
dependencies identified. These data structures {e.g., directed acyclic graph(s), linked lists,
etc. )y may be utilized by the Cloud Infrastructure Orchestration Service 102 to drive
operations for performuing a region build. By way of example, these data structures may
coliectively define an order by which services are bootstrapped within a region. An example
of such a data structure is discussed further below with respect to Build Bependency Graph
338 of FIG. 3. I circular dependencies {e.g , service A requires service B and vice versa)

exist and are identified through the static flock analysis and/or graph, MFO may be
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configured to notify any suitable service tearos that changes are required to the corresponding
flock config to correct these circular dependencies. MFO 106 can be configured to traverse
one or more data structures to manage an order by which services are bootstrapped {0 a
region. MFQO 106 can identify (e.g., using data obtained from Capabilities Service 112)
capabilities available within a given region at any giveo tirne. MFO 106 can use this data to
identify when CIOS Regional 110 can bootstrap a service, when bootstrapping is blocked,
and/or when bootstrapping operations associated with a previously blocked service can
resume. Based on this traversal, MFO 106 can perform a vanety of releases in which
instructions are transmitted by MFO 106 to CIOS Central 108 to perform bootstrapping
operations cotrresponding to any suitable number of flock contigs. In some examples, MFO
106 may be configured to identify that one or more flock configs may require multipie
releases due to circular dependencies found within the graph. As a result, MFO 106 may
transmit multiple instruction sets to CIOS Central 108 for a given tflock config to break the

circular dependencies 1dentified wn the graph.

[00631  In some embodiments, a user can request that a new region (e.g, target region 114}
be built. This can involve bootstrapping resources corresponding to a variety of services. In
some embodiments, target region 114 may not be communicatively available (and/or secure)
at a time at which the region build request is initiated. Rather than delay bootstrapping until
such time as target region 114 is available and configured to perform bootstrapping
operations, CIOS 102 may initiate the region build using a virtual bootstrap environment 116,
Virtual bootstrap environment {ViBE} 116 may be an overlay network that is hosted by host
region 103 {a preexisting region that has previously been configured with a core set of
services and which is comrmunicatively available and secure). MFO 106 can leverage
resources of the host region 103 to bootstrap resources to the ViBE 116 (generally referred to
as “building the ViBE”}. By way of example, MFQ 106 can provide instructions through
CIOS Central 108 that cause an instance of CIOS Regional 110 within a host region {e.g.,
host region 103) to bootstrap ancther instance of CIOS Regional within the ViBE 116, Once
the CIOS Regional within the ViBE 1s available for processing, bootstrapping the services for
the target region 114 can continue within the ViBE 116. When target region 114 is available
to perform bootstrapping operations, the previously bootstrapped services within ViBE 116
may be migrated to target region 114. Utilizing these techniques, CIOS 102 can greatly
improve the speed at which a region is built by drastically reducing the need for any manual

input and/or configuration to be provided.
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[0064]  FIG. 2 1s a block diagram for iHlustrating an environment 200 and method for
building a virtual bootstrap environment (ViBE) 202 (an example of ViBE 116 of FIG. 1},
according to at least one emnbodiment. VIBE 202 represents a virtual cloud vetwork that s
provisioned in the overlay of an existing region {e.g., host region 204, an example of the host
region 103 of FIG. 1 and 1o an embodiment 1s a Host Region Service Enclave). ViBE 202
represents an environment in which services can be staged for a target region {e.g., a region

under butld such as target region 114 of FIG. 1) before the target region becomes available,

{00657  In order to bootstrap a new region {e.g, target region 114 of FIG. 1), a core set of
services may be bootstrapped. While those core set of services exist in the host region 204,
they do not yet exist in the ViBE (nor the target region). These essential core services provide
the functionality needed to provision devices, establish a chain of trust to the new region, and
deploy remaining services {e.g., flocks) into a region. The ViBE 202 may be a tenancy that is

deployed in a host region 204, It can be thought of as a virtual region.

[0060] When the target region is available to provide bootstrapping operations, the VIBE
202 can be connected to the target region so that services in the ViBE can interact with the
services and/or infrastructure components of the target region. This will enabie deployment
of production level services, instead of self-contained seed services as in previous systems,
and will require connectivity over the internet to the target region. Conventionally, a seed
service was deploved as part of a container collection and used to bootsirap dependencies
necessary to build out the region. Using infrastructure/tooling of an existing region, resources
may be bootstrapped {e.g., provisioned and deployed) into the ViBE 202 and connected to the
service enclave of a region {e.g., host region 204} in order to provision hardware and deploy
services until the target region is self-sufficient and can be communicated with directly.
Utilizing the ViBE 202 allows for standing up the dependencies and services needed to be
able to provision/prepare infrastructure and deploy software while making use of the host

region's resources in order to break circular dependencies of core services.

(00671 Multi-Flock Orchestrator (MFQ) 206 may be configured to perform operations to
build {e.g., configure) ViBE 202. MFO 206 can obtain applicable flock configs
corresponding to various resources to be bootstrapped to the new region (in this case, a ViBE
region, ViBE 202). By way of example, MF(O 206 may obtain a flock config {e.g., a “ViBE

flock config”) that identifies aspects of bootstrapping Capabilities Service 208 and Worker
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210, As another example, MFO 206 roay obtain another flock config corresponding to

bootstrapping Domain Name Service (DNS) 212 to ViBE 202,

(00687  Atstep 1, MFO 206 may mstruct CIOS Central 214 {¢.g., an example of CIOS
Central 108 and CHOS Central 214 of FIGS. 1 and 2, respectively}. For example, MFO 206
may transmit a request {e.g., including the ViBE flock config) to request bootstrapping of the
Capabilities Service 208 and Worker 210 that, at this time do not vet exist tn the ViBE 202,
i some embodiments, CI0S Central 214 may have access to all flock configs. Therefore, in
some examples, MFO 206 may transmit an 1dentifier for the VIBE flock contig rather than
the file itself, and CIOS Central 214 may independently obtain an identifier from storage

{e.g., from DB 308 or flock DB 312 of FIG. 3).

[0069]  Atstep 2, CIOS Central 214 may provide the ViBE flock configvia a
corresponding request to CIOS Regional 216, CIOS Regional 216 may parse the ViBE flock
config to wdentify and execute specific infrastructure provisioning and deployment operations

at step 3.

(00701  In some embodiments, the CIOS Regional 216 may utilize additional corresponding
services for provisioning and deployment. For example, at step 4, CIOS Regional 216 CIOS
Regional may instruct deployment orchestrator 218 {e.g., an example of a core service, or
other write, build, and deploy applications software, of the host region 204) to execute
instructions that in turn cause Capabilities Service 208 and Worker 210 to be bootstrapped

within ViBE 202,

[0071]  Atstep 5, a capability may be transmitied to the Capabilities Service 208 (from the
CIOS Regional 216, Deployment Orchestrator 218 via the Worker 210 or otherwise}
indicatiog that resources corresponding to the ViBE flock are available. Capabilities Service
208 may persist this data. In some embodiments, the Capabilities Service 208 adds this
information to a hist which maintains available capabilities with the ViBE. By way of
example, the capability provided to Capabilities Service 208 at step 5 may indicate the

Capabilities Service 208 and Worker 210 are available for processing.

{00721 At step 6, MFO 206 may identify that the capability wodicating that Capabiiities
Service 208 and Worker 210 are available based on receiving or obtaining data {an identifier
corresponding to the capability ) from the Capabilities Service 208

[00731  Atstep 7, as a result of recerving/obtaining the data at step 6, the MFO 206 may

instruct C1OS Central 214 to bootstrap a DNS service (e.g.,, DNS 212} to the ViBE 202. The
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instructions may identify or mclude a particular flock config corresponding to the DNS

service.

100741 At step 8, the CIOS Ceniral 214 may instruct the CIOS Regional 216 to deploy
DNS 212 to the VIBE 202, In some embodiments, the DNS flock config for the DNS 212 is

provided by the CIOS Central 214

[0075]  Atstep 9, Worker 210, which s now deployed in the ViBE 202, may be assigned by
CIOS Regional 216 1o the task of deploying BNS 212, Worker 210 may execute a declarative
infrastructure provisioner in the manner described above tn connection with FIG. 3 to identify
{e.g., from comparing the flock config (the desired state} to a current state of the (currently

non-existing) resources assoctated with the flock) a set of operations that need to be executed

to deploy DNS 212,

[00761  Atstep 10, the Deployment Orchestrator 218 may instruct Worker 210 to deploy
DINS 212 1n accordance with the operations identified at step 9. As depicted, Worker 210
proceeds with executing operations to deploy BNS 212 to ViBE 202 at step 11. At step 12,
Worker 210 notifies Capabilities Service 208 that DNS 212 15 available in ViBE 202, MFQO
206 may subsequently tdentify that the resources associated with the ViBE flock config and
the DNS flock config are available any may proceed to bootstrap any suitable number of

additional resources to the ViBE.

[00771 After steps 1-12 are concluded, the process for building the ViBE 202 can be

considered complete and the ViBE 202 can be considered built,

[0078] FIG. 3 1s a block diagram for iHlustrating an environment 300 and method for
bootstrapping services to a target region utilizing the ViBE, according 1o at least one

embodiment.

(00791 At step 1, user 302 may utilize any suitable user interface provided by CIOS Central
304 (an example of CIOS Central 108 and CIOS Central 214 of FIG. 1 and 2, respectively) to
modify region data. By way of example, user 302 may create a new region to which a number

of services are to be bootstrapped.

(00807  Atstep 2, CIOS Central 304 may execute operations to send the change to RRDD
306 (e.g., an example of RRDD 104 of FIG 1), At step 3, RRDD 306 may store the received
region data in database 308, a data store configured to store region data including any suitable
identifier, attribute, state, etc. of a region, AD, realm, ET, or the like. In some embodiments,
updater 307 may be utilized to store region data in database 308 or any suitable data store
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from which such updates may be accessible {e.g., to service teams). In some embodiments,
updater 307 may be configured to notify {e.g., via any suitable electronic notification} of

updates made to database 308.

f0081] Atstep 4, MFQO 310 (an example of the MF( 106 and 200 of FIGS. 1 and 2,
respectively) may detect the change in region data. In some embodiments, MFO 310 may be
configured to poll RRDD 306 for changes 1n region data. In some embodiments, RRDD 306

may be configured to publish or otherwise notify MFO 310 of region changes.

[0082]  Atstep S, detecting the change in region data may trigger MFO 310 to obtain a
version set {e.g., 3 version set associated with a particular identifier such as a “golden version
set” identifier). wdentifying a particular version for each flock (e g, service) that is to be
bootstrapped to the new region and a particular version for each artifact corresponding to that
flock. The version set may be obtained from DB 312. As flocks evolve and change, the
versions for thetr corresponding configs and artifacts used for region build may change.
These changes may be persisted in flock DB 312 such that MFO 310 may identify which
versions of flock configs and artifacts to use for building a region (e g, a ViBE region, a
Target Region/non-ViBE Region, etc.). The flock configs (e.g., all versions of the flock
configs) and/or artifacts {e.g., all versions of the artifacts) may be stored in DB 308, DB 312,

or any suitable data store accessible to the CIOS Central 304 and/or MF(O 310,

[OO83] At step 6, MFO 310 may request CIOS Central 304 to recompile of each of the
flock configs associated with the version set with the current region data. In some
embodiments, the request may indicate a version for each flock config and/or artifact

corresponding to those flock contigs.

(00841 At step 7, CIOS Central 304 may obtain current region data from the DB 308 {e.g,
directly, or via Real-time Regional Data Distributor 306} and retrieve any suitable flock

config and artifact in accordance with the versions requested by MFQO 310,

[O0851  Atstep &, CIOS Central 304 may recompiie the flock configs with the region data
obitained at step 7 to inject the flock configs with current region data. CIOS Central 304 may
returo the compiled flock configs to MFO 310, Tn some erobodiments, CIOS Ceotral 304 may
simply indicate compilation is done, and MFO 310 may access the recompiled flock configs

via RRDD 306.

[0086]  Atstep 9, MFO 310 may perform a static analysis of the recompiled flock configs.

As part of the static analysis, MFC 310 may parse the flock configs (e.g., using a library
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associated with a declarative infrastructure provisioner (e g., Terraform, or the like}) to
identify dependencies between flocks. From the analysis and the dependencies identified,
MFO 310 can generate Build Dependency Graph 338, Build Dependency Graph 338 may be
an acyclic directed graph that identifies an order by which flocks are to be bootstrapped
{and/or changes indicated in flock contigs are to be applied) to the new region. Each node in
the graph may correspond to bootstrapping any suitable portion of a particular flock. The
specific bootstrapping order may be identified based at least in part on the dependencies. In
some embodiments, the dependencies may be expressed as an atiribute of the node and/or
indicated via edges of the graph that connect the nodes. MFO 310 may traverse the graph

{e.g., beginning at a starting node} to drive the operations of the region build.

(00871 In some embodiments, MFO 310 may utilize a cycle detection algorithm to detect
the presence of a cycle {e.g., service A depends on service B and vice versa) MFO 310 can
identify orphaned capabilities dependencies. For example, MFO 310 can identify orphaned
nodes of the Build Dependency Graph 338 that do not connect to any other nodes. MFO 310
may i1dentify falsely published capabilities {e.g., when a capability was prematurely
published, and the corresponding functionality 18 not actually yet available} MFO 310 can
detect from the graph that one or more instances of publishing the same capability exist. In
some embodiments, any suitable number of these errors may be detected and MFO 310 {or
another suitable component such as CIOS Central 304) may be configured to notify or
otherwise present this information to users {e.g, via an electronic notification, a user
interface, or the like). In some embodiments, MFO 310 may be configured to force
delete/recreate resources 1o break circular dependencies and may once again provide
instructions to CIOS Central 304 to perform bootstrapping operations for those resources

and/or corresponding flock configs.

[00881 A starting node may correspond to bootstrapping the ViBE flock, a second node
may correspound to bootstrapping DNS. The steps 10-15 correspond to deploying (via
deployment orchestrator 317, an example of the deployment orchestrator 218 of FIG. 2} a
ViBE flock to ViBE 316 (e g., an example of VIBE 116 and 202 of FIGS. | and 2,
respectively). That s, steps 10-15 of FIG. 3 generally correspond to steps 1-6 of FIG. 2. Once
notified that capabilities exast corresponding to the ViBE flock being deployed {e.g,,
indicating that Capabilities Service 318 and Worker 320, corresponding to Capabilities
Service 208 and Worker 210 of FIG. 2, are available) the MFO 310 recommences traversal of

the Build Dependency Graph 338 to identify next operations to be executed.
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{00801 By way of examiple, MFO 310 may continue traversing the Build Dependency
Graph 338 to tdentify that a DNS flock is to be deployed. Steps 16-21 may be executed to
deploy DINS 322 {an example of the BNS 212 of FIG. 2). These operations roay generally

correspond to steps 7-12 of FIG. 2.

[0090]  Atstep 21, a capability may be stored indicating that DNS 322 is available. Upon
detecting this capability, MFO 310 may recommence traversal of the Build Dependency
Graph 338. On this traversal, the MFO 310 may identify that any suitable portion of an
instance of CIOS Regional {(e.g., an exaruple of CIOS Regional 314} s to be deployed to the
ViBE 316 In some embodiments, steps 16-21 may be substantially repeated with respect to
deploying CIOS Regilonal (ViBE) 326 (an mnstance of CIOS Regional 314, CIOS Regional
110 of FIG. 1) and Worker 328 to the ViBE 316, A capability may be transmitted to the
Capabtlities Service 318 that CIOS Regional (ViBE) 326 18 available.

{00911  Upon detecting the CIOS Regional (VIBE) 326 15 available, MFO 310 may
recommence traversal of the Build Dependency Graph 338, On this traversal, the MFQO 310
may identify that a deployvment orchestrator {e.g., Deployment Orchestrator 330, an example
of the Deployment Orchestrator 317} is to be deployed to the VIBE 316, In some
embodiments, steps 16-21 may be substantially repeated with respect to deploying
Deployment Orchestrator 330 Information that identifies a capability may be transmitted fo

the Capabilities Service 318, indicating that Deployment Orchestrator 330 1s available.

(00921 After Deploymeunt Orchestrator 330 is deployed, ViBE 316 may be considered
available for processing subsequent requests. Upon detecting Deployment Orchestrator 330 is
available, MFO 310 may tustruct subsequent bootstrapping reqguests to be routed to ViBE
components rather than utilizing host region components {components of host region 332},
Thus, MFO 310 can continue traversing the Build Dependency Graph 338, at each node
instructing flock deployment to the ViBE 316 via CIOS Central 304, CIOS Central 304 may

request CIOS Regional (VIBE) 326 to deploy resources according to the flock contig.

[0093] At some point during this process, Target Region 334 may become available.
Indication that the Target Region is available may be tdentifiable from region data for the
Target Region 334 being provided by the user 302 {e.g., as an update to the region data). The
availability of Target Region 334 may depend on establishing a network connection between
the Target Region 334 and external networks (e.g., the Internet). The network connection
may be supported over a public network (e.g, the Internet), but use software security tools
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{e.g., IPSec) to provide one or more encrypied tununels (e.g., IPSec tunvels such as tunnel
336) from the ViBE 316 to Target Region 334. As used herein, "IPSec” refers to a protocol
suite for authenticating and encrypting network traffic over a network that uses Internet
Protocol (IP), and can include one or more available implementations of the protocol suite
{e.g., Openswan, Libreswan, strongSwan, etc. ). The network may counect the ViBE 316 to

the service enclave of the Target Region 334,

(00941 Prior to establishing the IPSec tunnels, the initial network connection to the Target
Region 334 may be on a connection {e.g., an out-of-band VPN tunnel) sufficient to allow
bootstrapping of networking services until an IPSec gateway may be deployed on an asset
{e.g., bare-metal asset) in the Target Region 334, To bootstrap the Target Region's 334
network resources, Deplovment Orchestrator 330 can deploy the IPSec gateway at the asset
within Target Region 334, The Deployment Orchestrator 330 may then deploy VPN hosts at
the Target Region 334 configured to terminate IPSec tunnels from the VIBE 310, Once
services {e.g., Deployment Orchestrator 330, Service A, ete ) in the ViBE 316 can establish
an IPSec connection with the VPN hosts in the Target Region 334, bootstrapping operations

from the ViBE 316 to the Target Region 334 may begin.

(00951  In some embodiments, the bootstrapping operations may begin with services in the
ViBE 316 provisioning resources 1o the Target Region 334 to support hosting instances of
core services as they are deployed from the ViBE 316. For example, a host provisioning
service may provision hypervisors on infrastructure (e g, bare-metal hosts) tn the Target
Region 334 to allocate computing resources for YMs. When the host provisioning service
completes allocation of physical resources in the Target Region 334, the host provisioning
service may publish information indicating a capability that indicates that the physical
resources in the Target Region 334 have been allocated. The capability may be published to

Capabilities Service 318 via CI0S Regional (VIBE) 326 (e.g., by Worker 328},

(00961 With the hardware allocation of the Target Region 334 established and posted to
capabilities service 318, CIOS Regional (ViBE) 326 can orchestrate the deployment of
instances of core services from the VIBE 316 to the Target Region 334, This deployment may
be similar to the processes described above for butlding the ViBE 316, but using components
of the VIBE (e.g., CIOS Regional {(ViBE) 326, Worker 328, Deployment Orchestrator 330)
instead of components of the Host Region 332 service enclave. The deployment operations

may generally correspond to steps 16-21 described above.
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[0097]  As aservice is deployed from the VIBE 316 to the Target Region 334, the DNS
record associated with that service may correspond to the instance of the service in the ViBE
316, The BNS record associated with the service may be updated at a later time to complete
deployment of the service to the Target Region 334. Said another way, the instance of the
service in the ViBE 316 roay continue to teceive traffic {e.g., requesis) to the service untii the
DINS record is updated. A service may deploy partially into the Target Region 334 and
publish information indicating a capability {(e.g., to Capabilities Service 318) that the service
is partially deployed. For example, a service running in the ViBE 316 may be deployed into
the Target Region 334 with a corresponding compute instance, load balancer, and associated
applications and other software, but may need to wait for database data to migrate to the
Target Region 334 before being completely deployed. The DNS record (e.g., managed by
DNS 322) way still be associated with the service 1o the VIBE 316, Once data migration for
the service is complete, the DNS record may be updated to point to the operational service
deployed in the Target Region 334, The deployed service in the Target Region 334 may then
recetve traffic (e.g., requests) for the service, while the instance of the service in the ViBE

316 may no longer recetve tratfic for the service.

Misrating Services from a ViBE to a Tareet Recion

[00981 As discussed above, a CSP may build or deploy data centers to provide cloud services
to its customers in new regions. The regions may correspond to a general geographic area,
which may be preferably in proximity to new customers or custormers with expanding service
needs (e.g., customer growth in requiring scale-up of cloud services, expansion of cloud
services t0 a new geographic area, etc.}. To support building of new regions, a CIOS (e g,
CIOS 102 of FIG. 1) may be used to generate a ViBE (e.g, VIBE 316 of FIG. 3)in a

designated host region {e.g., a one or more data centers in a host region}.

[0099] The ViBE may be created in advance or in parallel with the building of the data
centers in the new region. For example, because the building and provisioning of physical
components {e.g , bare metal hosts, racks, networking switches, etc.} can take several months,
a ViBE may be built in advance {e.g., days, weeks, etc.} of the completion of the new data
center. Operators may deploy core services to the ViBE to support the deployment of services
to the new data center once the physical infrastructure of the new data center 15 ready to host

cloud services. By creating the ViBE in advance of {or in parallel with) the build of a region's
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data center, the core services deployed therein may be evaluated for deployment readiness

{e.g., production testing, resolving dependencies, etc.).

[0100]  Provisioning infrastructure and deploying services from the ViBE to the target
region can include a "scale-out” process by which services in the ViIBE (e.g., CIOS Regional
(ViBE) 326, Deployment Orchestrator 330, etc.) deploy instances of ViBE core services 1o
the target region. In the scale-out process, the core services are deployed to the target region

in a similar manner as to how the services were deployed into the ViBE.

(01011 While the services are operating in the ViBE, they may create new resources {e.g.,
new data, new artifacts). Since these resources were created tndependently of the deployment
of the service using CIOS, the CIOS may not be aware of the new rescurces when deploying
the service to the target region {e g., the flock configs for deployment to the target region may
not have information for rescurces created in the VIBE by the services). To complete the
scale~out process, ViBE resources may need to be discovered and mugrated to the target
region. Until the resources are in the target region, the services deployed in the target region
may not be able to provide service in response to requests. To prevent traffic from being sent
to the service in the target region until the service's data and other resources are fully
migrated, the DNS record for the target service may not be updated during the initial scale-
out of the service to the target region. The CIOS may later identify the DNS record for the
target region service as a resource and update the DNS record in a DNS {e.g, a VIBEDNS, a
target region DNS). Once the DNS record is updated to point to the service in the target

region, the migration and scale-out process for the service 1s complete.

(01021 FIG. 4 1s a block diagram of an environment 400 in which the Cloud Infrastructure
Orchestration Service (CIOS) may utilize a Resource Hunter to discover resources during
region build, according to at least one embodiment. Environment 400 may be an example of
environment 100 of FIG. 1. The Cloud Infrastructure Orchestration Service (C105) 402 way
be an example of the CIOS 102 of FIG. 1. Real-time Regional Data Distributor (RRDD) 404
may be an example of the Real-timne Regional Data Distributor 104 and/or 306 of FIGS. 1
and 3, respectively. Multi-Flock Orchestrator (MF(O) 406 may be an example of the Multi-
Flock Orchestrator 104, 206, and/or 310 of FIGS. 1-3, respectively. CIOS Central 408 may
be an example of the CIOS Central 108, 214, and/or 304 of FIGS. 1-3, respectively. CHOS
Regional 410 may be an example of the CIOS Regional 110, 216, and/or 314 of FIGS. 1-3,

respectively. Capabilities Service 412 may be an example of the Capabilities Service 112,
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208, and/or 318 of FIGS. 123, respectively. Target Region 414 way be an example of the
Target Region 114 and/or 334 of FIGS. 1 and 3, respectively. Virtual Bootstrap Environment
416 may be an example of the Virtual Bootstrap Eovironroent 114, 202, and/or 316 of FIGS.
1-3, respectively. The components of CIOS 402, including RRDD 404, MFQO 406, CIOS
Central 408, CIOS Regional 410, and Capabilities Service 412, may each perform the
respective functionality discussed above in FIGS. 1-3 in connection with the corresponding

components of FIGS. 1-3.

(01031  Environment 400 may include Resource Hunter Service (RHS) 420, RHS 420 may
be configured to attempt discovery of resources at any suitable time. By way of example, any
suttable number of resources may exist in any suitable region prior to a region build of that,
or another region. By way of example, resource(s) 422 may wnclude any suitable number of
resources {e.g., infrastructure resources, artifacts, configuration files, etc ) that exist in the
host region 403 {an example of the host region 103, 204, and/or 332 of FIGS. 1-3,
respectively}. Resource(s) 424 may exist in the VIBE 416 and/or resource(s) 426 may exist in
a target region. Any suitable combination of resource(s) 422-426 may be created at any
suitable time prior to, during, or after a region build process is executed to bootstrap any

suitable number of services within ViBE 416 and/or Target Region 414

101047  RHS 420 may be contfigured to receive tlock config information from MFQO 406
{and/or any suitable component of the CHOS 402 and/or any service bootstrapped within the
Host Region 403, the ViBE 416, and/or the Target Region 414). In some embodiments, MFO
406 may provide an identifier of the flock and RHS 420 may be configured to access
corresponding flock config files associated with that flock. Alternatively, MFQO 406 may
provide the flock config to RHS 420. An exarople flock config is discussed in more detail in

connection with FIG. 5 below.

[0105] RHS 420 may identify resource discovery data within the flock config. “Resource
discovery data” refers to any suitable data {e.g., a set of parameters) with which a previously
existing resource {e.g., oue or more of resource(s) 422-426) may be identified. RHS 420 may
execute operations to identity any suitable nmumber of the resource(s) 422-426 utilizing the set
of parameters of the resource discovery data. For example, RHS 420 may search {e.g., within
a region specified by the resource discovery data) for particular resources that are associated
with atiributes that match the set of parameters provided n the resource discovery data. If one

or more matching resources are discovered, RHS 420 may provide the identifier(s) for the
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matching resource(s) to MFO 406 directly, and/or RHS 420 may store the identifier{s) within

2

a record accessible to MEFO 406,

[0106]  MFO 406 may include a State Manager 428 The State Manager 428 may be
configured to implement a state machine that trausitions between states to drive a pass. By
way of example, a single flock may require multipie releases {e.g., multiple transmissions of
instructions to CIOS Central 408, multiple releases corresponding to one or more flock
configs assoctated with a single service, eic.}. State Manager 428 may be configured to
coordinate the operations performed for a single release. This may include monitoning for
messages from CIOS Central 408 and/or Resource Hunter Service 420. In some
embodiments, the State Manager 428 may be configured to monitor one or more capabilities

transmitted by Capabilities Service 412.

[0107]  FIG. S is a block diagram depicting an example flow for executing operations for
provisioning and deploying services to a data center of a new region and importing resources
before updating a BNS record for the deploved service, according to at least one

o o

embodiment.

[0108] FIG. 5 is a block diagram depicting an environment 500 and an example method for
executing operations for provisioning and deploying services to a data center of a new region
and importing rescurces before updating another service with the resources, according to at
feast one embodiment. Operations described herein with respect to FIG. S may be considered
an extension of the method described above with respect to FIG. 3. For example, MF( 510
{an example of MFO 310 of FIG. 3) may deploy a service (e g, service 502) into the target
region 534 by mstructing CIOS Central 504 to bootstrap the service into the target region

o]
3

sirntlarly to how services (e.g., Deployment Orchestrator 530, an exaraple of Deployment
Orchestrator 330 of FIG. 3) were deployed into the ViBE. In addition, one or more of the
operations described herein with respect to FIG. 5§ may be similar to operations described

above with respect to FIG. 4. For example, the environment 500 can include a Resource

Hunter Service (RHS) 511 that may be similar to RHS 420 of FIG. 4.

(01091 The operations described with respect to FIG. S (and any other method or process
described herein) may be implemented in hardware, computer instructions, or a combination
thereof In the context of computer instructions, the operations represent computer-executable
instructions stored on one or more computer-readable storage media that, when executed by
one or more processors, perform the recited operations. Generally, computer-executable
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instructions include routines, programs, objects, components, data stractures, and the hike that
perform particular functions or implement particular data types. The order in which the
operations are described 15 not intended to be construed as a hmutation, and any vuraber of
the described operations can be omitted or combined in any order and/or i parallel to

implement the processes.

[0110]  The migration of services in a virtual bootstrap environment (ViBE) may be
referred to herein as a "scale-out” process, and may include operations typically referred to as
"mugration” within the context of distributed computing environments {e.g., migrating
databases, migrating application data, etc.}. The environment SO0 can include a Host Region
532 1in which a ViBE 516 has been implemented. The environment 500 can also include a
Target Region 534 into which services hosted in the ViBE 516 may be scaled-out. The Host
Region 532 and the Target Region 534 may be exarnples of the Host Region 332 and Target

Region 334 of FIG. 3, respectively.

f0111] Prior to beginning a scale~out process from the ViBE §16, a network connection
may be established between the ViBE 516 in the host region 532 and the target region 534
The network connection can inchude one or more tunnels 536 (an example of fumnels 336 of
FIG. 3} The tunnels 536 may be encrypted tunnels (e g, IPSec tunnels). The network
connection may form one or more virtual private network (VPN connections between a
network hosting the ViBE 516 {e. g, a virtual cloud network (VCN} of host region 532} and a

service enclave (e.g., a VUN of Target Region 534) of the Target Region 534,

[0112]  Steps 1-8 may be executed to deploy Service A 502 wnto the target region 534, The
operations of steps 1, 2, 3, and 8 may generally correspond to steps 7, 8, 9, and 12 of FIG. 2.
Steps 4-5 wnclude operations related to provisioniong infrastructure resources at the Target
Region 534, while steps 6-8 may be similar to an tteration of steps 10 and 11 of FIG. 2 to

deploy a service into the Target Region 534

[0113] The steps described below inchude infrastructure provisioning {(e.g., steps 4-5) as a
portion of a method using CIOS to provision infrastructure resources as a preliminary part of
deploying a service {e.g., a service according to a flock config using a declarative
provisioning tool}). In some embodiments, provisioning infrastructure resources (e.g.,
infrastructure resources 303) may be performed as a separate operation under the direction of
CIOS Central 564 and MFO 510, For example, a host provisioning service {e.g., host

provisioning service 506) may be deployed to the ViBE 516 and capable of provisioning
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infrastructure resources in the Target Region 534 before a deployment orchestration service
{e.g., Deployment Orchestrator 530) s fully deploved in the ViBE 516 to support deployment
of services to the Target Region 534 In this instance, based ou the capabilities provided to
Capabilities Service 518, MFO 510 may begin provisioning infrastructure resources at the
Target Region 534 using host provisioning service 506 without an accompanying deployment

of a service.

[0114] Atstep 1, the MFQO 510 may instruct CIOS Central 504 to deploy Service A 502 to
the Target Region 534, Service A 502 may require iofrastructure resources 503 to be
provisioned at the Target Region 534, For example, Service A 502 may be executed with one
or more compute instances executing on one or more VMSs in the target region. The
instructions to deploy Service A 502 may identify or include resources (e.g., infrastructure
resources 503} to provision 1n the target region 534. Provisioning resources can include
configuring ong or more hosts {e.g., one or more virtual machines {(VMs)) in a computing
environment of the Target Region 534, The instructions to deploy service 502 may also

identify or include a flock config corresponding to the Service A 502.

[0115]  Service A 502 may be an instance of Service A 509 deployed in the ViBE 516
Since the ViBE 516 and Target Region 534 may be connected by Tunnels 536 to form a
distributed virtual private network (VPN) between the VIBE 516 and the service enclave of
the Target Region 534, the deployment of Service A 503 can result in duplicate service stacks
available within the distributed VPN. To avoid conflicts and ensure that traffic 1s handled by
only one instance of the service, the DNS record (e g, the DNS managed by DNS 522) for
the service may intially point to Service A 509 in the ViBE. The DNS record may be created
as part of the deployment of Service A 509 into the VIiBE (e.g, deployed using MFQO 510 and
CIOS Central 504} When Service A 502 is deployed to the Target Region 534, the DNS

record associated with Service A may not be updated.

(01161  Atstep 2, CIOS Central 504 may instruct CIOS Regional (ViBE) 526 to provision
infrastructure resources 503 and deploy Service A 502 to the Target Region 534, In some

embodiments, the flock config for Service A 502 is provided by the CIOS Central 504.

[O0117]  Atstep 3, Worker 528 may be assigned by CIOS Regional (ViBE) 526 to the task of
provisioning infrastructure resources 303 and deploving Service A 502 Worker 528 may

execute a declarative provisioner to identify (g.g., by comparing the flock config to a current
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state of the resources associated with the flock) a set of operations that need o be executed to

deploy Service A 50Z.

[0118] Atstep 4, the Worker 528 may instruct the host provisioning service S06 to
provision infrastructure resources 503 in the Target Region 534 in accordance with the
operations identified at step 3, which may be done by host provisioning service 506 at step 5.
At steps 6 and 7, the Worker 528 may nstruct a compute control plane 508 and Deployment
Orchestrator 530 to launch instances and deploy Service A 502 to the launched instances,
respectively. The Compute Control Plane 508 and Deployment orchestrator 530 may do the

instructed launching and deployment tasks at siep 8.

[0119]  Atstep 9, the Worker 528 may post one or more capabilities to Capabilities Service
518 that Service A 502 is available. The capability may indicate that the service has been
"partially” deployed. For example, the capability may be a value like
"servicea partial scaleout.” As described above, Service A 502 may be successfully
deployed onto the infrastructure resources 503 in the Target Region 534, but may not have
necessary resources {e.g., service data, data resources, etc.) to handle service traffic. For
exampie, Service A 509 in the VIBE 516 may create, update, store, or otherwise produce
and/or operate with data in the ViBE 516, This data may include Resource 340. In some
embodiments, Service A 540 may use a service (e.g., Data Storage Service 544) in the Host
Region 532 service enclave to persist data associated with Service A 509 operations. This
data can include Service Data 546, The data of Resource 540 and Service Data 546 may be
generated by Service A 509 after deployment into the ViBE 516, Because the data is
generated after deployment, MFO 510 and other components of CIOS (e g, CIOS Central
504, CHOS Regional (VIBE) 526, etc.} may not be aware of the resource as part of the
configuration {e.g., tlock config) for deploying the instance of Service A 502 to the Target

Region.

[0120] MFO 510 may obtain the published partial scale-out capability. At step 10, MFQO
510 can provide an identifier of the Service A 502 that indicated a partial scale-out (e.g., an
identifier for the flock corresponding to Service A 502) to RHS 511, RHS 511 may idennify
resource discovery data within a tlock config corresponding to Service A 502 and use the
resource discovery data to identify resources {e.g., Resource 540}, The RHS 511 can provide

the resource {or a resource identifier} to MFQO 510.

(s
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(01211 Atstep 11, MFO 510 can use the resource {or resource identifier) provided by RHS
511 to configure another pass for deploying the flock corresponding to Service A 502 (e g,
another pass for deploying and/or updating Service A 502} The second pass can include
operations stmilar to steps 1-3 to instruct a worker (e.g., Worker 528) to execute operations in
conjunction with one or more services in the ViBE 516 to deploy an update to Service A 502
The update can include updating a service in the ViBE {e g, DNS 522} or a service in the

Target Region 534 {e.g., a DNS scaled-out into the Target Region 534}

{01221 For the examplie where the resource is a DNS record, at step 12 CIOS Central 504
may instruct CIOS Regional (ViBE) 526 to deploy Service A 502 according to a flock config

updated using the discovered DNS record.

[01231  Atstep 13, Worker 528 may be assigned by CIOS Regional (VIBE) 526 to the task
of updating the BNS record. Worker 528 may execute a declarative provisioner to identify
{e.g., by comparing the flock config to a current state of the resources associated with the
flock) a set of operations that need to be executed to deploy Service A 502, Since the updated
DNS record may be the only difference between the current state of the deployed flock
corresponding to Service A 502, the declarative provisioner may only produce instructions to
update the DNS record (rather than redeploy all resources of Service A 502} The Worker 528
may update DNS 522 with the new DNS record. The DNS record update may result 1o the
DINS 522 identifying Service A 502 as the destination for Service A traffic within the VPN

between the ViBE 516 and the Target Region 534

(01241  In some embodiments, the resource 1dentified by RHS 511 can include data created
by Service A 509 {e.g , Resource 540} MFQO 510, CIOS Central 504, and CIOS Regional
{(ViBE) 526 may perform similar operations as steps 1-3 and 11-13 to deploy Resource 540
from the ViBE 516 to the Target Region 542, In this way, Service A 502 may be provided

with Resource 542, which can include the data of Resource 540.

[0125]  Prior to performing the CIOS pass that updates the DNS record, resources may be
migrated to the Target Region 534. Resources associated with services in the ViBE 516 that
are in the Host Region 532 but outside of the VIBE 516 {e.g., resources in the service enclave
of the Host Region 532) may be migrated to the Target Region 534 as part of a database
migration process or other data transter process that operates independently of the operations
of the CIOS (indicated as step 15 tn FIG. 5). In some examples, the resources that are

migrated to the Target Region 534 can include secrets {e.g., credentials, passwords, keys,

['S]
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tokens, ete.} used for authentication and/or authorization. To improve security, secrets that
are migrated to the Target Region 534 may be re-encrypted using a new master key
associated with the Target Region 334, The mugrated secrets may then be rotated (e .g.,
changed} within the Target Region 534 to prevent any secrets that persist in the Host Region

532 from being usable with the Target Reglon 534,

(01261 It should be appreciated that the above description of operations for scaling out
Service A 502 into the Target Region 534 apply similarly to any service hosted in the ViBE
S16. Services hosted in the VIBE 516 are deployed to the Target Region 534 using CIOS,
resources associated with those deployed services not originally deployed by CHOS are
discovered by RHS (e.g., RHS 511), and service traffic is switched from being routed to the
service 1n the VIiBE to being routed to the service in the target region by updating the
corresponding DPNS record, which may occur after all necessary resources tor the service are

migrated from the ViBE, Host Region 532 service enclave, and/or other {ocation.

[0127] FIG. 6 illustrates an example method 600 for migrating resources for services in a
virtual bootstrap environment (ViBE), according to at least one embodiment. The method 600
may be performed by one or more components of a distributed computing system (e.2., a
cloud computing system}, including one or more components of the Cloud Infrastructure
Orchestration Service 102 of FIG. 1. A computer-readable storage medium roay comprise
computer-readable instructions that, upon execution by one or more processors of a
distributed computing system, cause the distributed computing systern to perform the method
600. The operations of method 600 may be performed in any suitable order, and method 600

may include more or fewer operations than those depicted in FIG. 6.

{01281 Some or all of the method 600 {or any other processes and/or methods described
herein, or variations, and/or combinations thereof) may be performed under the control of one
or more compuier systers configured with executable instructions and may be implemented
as code {(e.g., executable instructions, one Of More CoMputer Programs, of oie of More
applications) executing collectively on one or more processors, by hardware or combinations
thereof. The code may be stored on a computer-readable storage medium, for example, in the
form of a computer program cormprising a plurality of instructions executable by one or more

processors. The computer-readable storage medium may be non-transitory.

[S]
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(01291  The method 600 may begin at block 602 when a virtual cloud network (VCN) may
be generated in a data center of a host region. The VUN may be a Virtual Bootstrap

Eovitonment (ViBE) VON.

[0130] At block 604, a virtual bootstrap environment {ViBE) {e.g., VIBE 516 of FIG. §)
may be implemented in the VCN. As described above, the ViBE may be configured to stage
one or morte services for deployment to a target region. The VIBE can host a plurality of

services {e.g., Service A 500 of FI(G. 5},

(01311 At block 606, an instance of one of the plurality of services in the ViBE may be
deploved to a target region data center (e.g., a data center of Target Region 534 of FIG. 5).
Deployment of the first service may be by a Multi Flock Orchestrator (MFO} {e.g., MFO 106
of FIG. 1) of the CIOS (e g, CIOS 102 of FIG. 1), The MFO may leverage one or morte
services in the ViBE {e.g., CIOS Regional (VIBE} 526, Deployment Grchestrator 530, eic.) to

deploy the instance of the service into the target region data center.

(01321  Atblock 608, an indication may be received from the deploved 1nstance that the
service was deployed successfully. The indication may be a capability published to a
capabilities service (e.g., Capabilities Service 518 of FIG. 5} In some embodiments, the
capability may indicate that the instance of the service was successfully partially deployed.
[01331 At block 610, a resource associated with the service may be identified. A Resource

Hunting Service {e.g., RHS 511 of FIG. §) may ideuntify the resource. In some embodiments,

the resource may be a DNS record for the instance in the target region data center.

(01341 Atrblock 612, a second service of the plurality of services may be updated with the
resource. In some embodiments, the second service 15 a DNS of the ViBE. In some

embodiments, the service deployed to the target region may be updated with the resource.

Fxample Architectures for Providine Infrastructure-as-a-Service {1aas)

[0135]  Asnoted above, infrastructure as a service {1aaS) 1s one particular type of cloud
computing. 1aaS can be configured to provide virtualized computing resources over a
public network (e.g., the Internet). In an [aaS model, a cloud computing provider can host
the infrastructure components {e.g., servers, storage devices, network nodes {(e.g |
hardware), deployment software, platform virtualization {e.g., a hypervisor layer}, or the
ltke}. In some cases, an faaS provider may also supply a variety of services to accompany
those infrastructure components (e.g., billing, monitering, logging, lead balancing and

3
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clustering, etc.}. Thus, as these services may be policy-driven, [aaS users may be able to
implement policies to drive load balancing to mamtam application availability and

performance.

[0136]  In some instances, 1aaS customers may access resources and services through a
wide area network (WAMN), such as the Internet, and can use the cloud provider's services
to nstall the remaining elements of an application stack. For example, the user can log in
to the IaaS platform to create virtual machines (VMs), install operating systems (OSs) on
each VM, deploy muddleware such as databases, create storage buckets for workloads and
backups, and even nstall enterprise software into that VM. Customers can then use the
provider's services to perform various functions, imchuding balancing network traffic,
troubleshooting application 1ssues, monitoring performance, managing disaster recovery,

etc.

[0137] In most cases, a cloud computing model may require the participation of a cloud
provider. The cloud provider may, but need not be, a third-party service that specializes in
providing (e.g., offering, renting, selling) [aaS. An entity might also opt to deploy

a private cloud, becoming its own provider of infrastructure services.

[0138] In some examples, faaS deployment 1s the process of putting a new application,
or a new version of an apphcation, onto a prepared application server or the like. It may
also include the process of preparing the server (e.g., installing libraries, daemons, etc.).
This 1s often managed by the cloud provider, below the hypervisor layer (e.g., the servers,
storage, network hardware, and virtualization). Thus, the customer may be responsible for

handling {08}, middleware, and/or application deployment (e g., on self-service virtual

machines (e.g., that can be spun up on demand) or the like.

[0139]  In some examples, [aaS provisioning may refer to acquiring computers or virtual
hosts for use, and even nstalling needed libranies or services on them. In most cases,
deployment does not include provisioning, and the provisioning may need to be

performed first.

[0140] In some cases, there are two different challenges for [aaS provisioning, First,
there 1s the mmitial challenge of provisioning the imitial set of mfrastructure before

anything 1s runrung. Second, there 1s the challenge of evolving the existing infrastructure
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{e.g., adding new services, changing services, removing services, eic.) once everything
has been provisioned. In some cases, these two challenges may be addressed by enabling
the configuration of the mfrastructure to be defined declaratively. In other words, the
infrastructure (e.g., what components are needed and how they interact} can be defined by
one or more configuration files. Thus, the overall topology of the infrastructure (e g,
what resources depend on which, and how they each work together) can be described
declaratively. In some instances, once the topology 1s defined, a workflow can be
generated that creates and/or manages the different components described n the

configuration files.

(01417 In some examples, an infrastructure may have many interconnected elements.
For example, there may be one or more virtual private clouds (VPCs) (e.g.. a potentially
on-demand pool of configurable and/or shared computing resources), also known as a
core network. In some examples, there may also be one or more inbound/outbound traffic
group rules provisioned to define how the inbound and/or cutbound traffic of the network
will be set up and one or more virtual machines (VMs), Gther infrastructure elements
may also be provisioned, such as a load balancer, a database, or the like. As more and
more infrastructure elements are desired and/or added, the mfrastructure may

merementally evolve.

[01421 In some wstances, continuous deployment techniques may be employed to
enable deployment of infrastructure code across various virtual computing envirenments.
Additionally, the described techmques can enable infrastructure management within these
environments. In some examples, service teams can write code that is desired to be
deployed to one or more, but often many, different production environments {e.g., across
various different geographic locations, sometimes spanning the entire world). However,
in some examples, the infrastructure on which the code will be deployed may need to first
be set up. In some instances, the provisiomng can be done manually, a provisioning tool
may be utilized to provision the resources, and/or deployment tools may be uiilized to

deploy the code once the infrastructure 1s provisioned.

[0143]  FIG. 7 15 a block diagram 700 illustrating an example pattern of an laaS
architecture, according to at least one embodiment. Service operators 702 can be

communicatively coupled to a secure host tenancy 704 that can include a virtual cloud
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network (VCN) 706 and a secure host subnet 708. In some examples, the service
operators 702 may be using one or more chient computing devices, which may be portable
handheld devices (e g, an 1Phone®, celiular telephone, an 1Pad®, computing tablet, a
personal digital assistant (PDA}) or wearable devices {e.g., a Google Glass® head
mounted display), running software such as Microsoft Windows Moebile®, and/or a
variety of mobtle operating systems such as 10S, Windows Phone, Android, BlackBerry
8, Palm 08, and the like, and being Internet, e~-mail, short message service (SMS),
Blackberry®, or other communication protocol enabled. Alternatively, the client
computing devices can be general purpose personal computers wcludmg, by way of
example, personal computers and/or laptop computers running various versions of
Microsoft Windows®, Apple Macintosh®, and/or Linux operating systems. The client
computing devices can be workstation computers running any of a varniety of
commercially-available UNIX® or UNIX-like operating systems, including without
limitation the vartety of GNU/Linux operating systems, such as for example, Google
Chrome OS. Alternatively, or in addition, client computing devices may be any other
electrome device, such as a thin-chient computer, an Internet-enabled gaming system (e.g.,
a Microsoft Xbox gaming console with or without a Kinect® gesture input device),
and/or a personal messaging device, capable of communicating over a network that can

access the VON 706 and/or the Internet.

[0144] The VON 706 can mclude a local peering gateway (LPG) 710 that can be
communicatively coupled to a secure shell (88H) VON 712 via an LPG 710 contained in
the SSH VCN 712. The SSH VOCN 712 can include an SSH subnet 714, and the SSH
VN 712 can be communicatively coupled to a control plane VCN 716 via the LPG 710
contained 1 the control plane VCN 716, Also, the SSH VUN 712 can be
communicatively coupled to a data plane VON 718 via an LPG 710. The control plane
YN 716 and the data plane VON 718 can be contamned in a service tenancy 719 that can

be owned and/or operated by the Iaas provider.

[0145] The conirol plane VCN 716 can include a control plane demilitarized zone
{(DMZ) tier 720 that acts as a perimeter network {(e.g., portions of a corporate network
between the corporate intranet and external networks) The DMZ-based servers may have

restricted responsibilities and help keep breaches contained. Additionally, the DMZ tier
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720 can mnchude one or more load balancer (LB) subnet(s) 722 a control plane app tier
724 that can include app subnet{s) 726, a control plane data trer 728 that can melude
database (DB} subnet(s} 730 (e.g., frontend DB subnet{s) and/or backend DB subnet(s)).
The LB subnet(s}) 722 contained in the conirol plane DMZ tier 720 can be
communicatively coupled to the app subnet{s) 726 contained in the control plane app tier
724 and an Internet gateway 734 that can be contained in the control plane VCN 716, and
the app subnet{s} 726 can be communicatively coupled to the DB subnet(s) 730 contained
in the control plane data tier 728 and a service gateway 736 and a network address
translation {NAT) gateway 738. The control plane VCN 716 can include the service

gateway 736 and the NAT gateway 738.

[0146] The conirol plane VCN 716 can include a data plane mirror app tier 740 that can
include app subnet{(s} 726. The app subnet{s) 726 contained in the data plane mirror app
tier 740 can include a virtual network interface controller (VNIC) 742 that can execute a
compute instance 744 The compute instance 744 can communicatively couple the app
subnet(s} 726 of the data plane murror app tier 740 to app subnet{s} 726 that can be

contained in a data plane app tier 746,

[0147] The data plane VCN 718 can include the data plane app tier 746, a data plane
DM tier 748, and a data plane data tier 750. The data plane DMZ tier 748 can include
LB subnet(s} 722 that can be communicatively coupled to the app subnet{s) 726 of the
data plane app tier 740 and the Internet gateway 734 of the data plane VON 718. The app
subnet{s} 726 can be communicatively coupled to the service gateway 736 of the data
plane VON 718 and the NAT gateway 738 of the data plane VOCN 718. The data plane
data tier 750 can also mclude the DB subnet(s) 730 that can be communicatively coupled

to the app subnet(s) 726 of the data plane app tier 746.

[0148] The Internet gateway 734 of the control plane VUN 716 and of the data plane
VN 718 can be communicatively coupled to a metadata management service 752 that
can be communucatively coupled to public Internet 754, Pubhic Internet 754 can be
communicatively coupled to the NAT gateway 738 of the control plane VON 716 and of
the data plane VCN 718. The service gateway 736 of the control plane VON 716 and of

the data plane VCN 718 can be communicatively couple to cloud services 756.

7S]
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{01491 In some examples, the service gateway 736 of the control plane VCN 716 or of
the data plane VCN 718 can make application programming interface (API) calls to cloud
services 756 without going through public Internet 754, The API calls to cloud services
756 from the service gateway 736 can be one-way: the service gateway 736 can make
API calls to cloud services 756, and cloud services 736 can send requested data to the
service gateway 736. However, cloud services 756 may not initiate API calls to the

service gateway 736.

[0150] In some examples, the secure host tenancy 704 can be directly connected to the
service tenancy 719, which may be otherwise 1solated. The secure host subnet 708 can
communicate with the SSH subnet 714 through an LPG 710 that may enable two-way
communication over an otherwise isolated system. Connecting the secure host subnet 708
to the SSH subnet 714 may give the secure host subnet 708 access to other entities within

the service tenancy 719,

[0151] The control plane VON 716 may allow users of the service tenancy 719 to set up
or otherwise provision desired resources. Desired resources provisioned in the control
plane VON 716 may be deployed or otherwise used in the data plane VON 718, In some
examples, the control plane VCN 716 can be 1solated from the data plane VCN 718, and
the data plane muror app tier 740 of the control plane VON 716 can communicate with
the data plane app tier 746 of the data plane VON 718 via VNICs 742 that can be

contained in the data plane nurror app tier 740 and the data plane app tier 746.

[0152] In some examples, users of the system, or customers, can make requests, for
example create, read, update, or delete (CRUTDY) operations, through public Internet 754
that can communicate the requests to the metadata management service 752, The
metadata management service 752 can communicate the request to the control plane VCN
716 through the Internet gateway 734. The request can be received by the LB subnei{s}
722 contained in the control plane DMZ tier 720. The LB subnet(s) 722 may determine
that the request 1s valid, and i response to this determunation, the LB subnet(s) 722 can
transmit the request to app subnet(s} 726 contained in the control plane app tier 724 I the
request 1s vahdated and requires a call to public Internet 754, the call to public Internet

754 may be transmitted to the NAT gateway 738 that can make the call to public Internet

7S]
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754. Memory that may be desired to be stored by the request can be stored in the DB

subnet(s) 730

101531 In some examples, the data plane mirror app tier 740 can facilitate direct
communication between the control plane VUON 716 and the data plane VCN 718, For
example, changes, updates, or other suitable modifications to configuration may be
desired to be applied to the resources contained 1o the data plane VON 718 Via a VNIC
742, the control plane VCON 716 can directly communicate with, and can thereby execute
the changes, updates, or other suitable modifications to configuration to, resources

contained m the data plane VCN 718,

(01541 In some embodiments, the control plane VON 716 and the data plane VCN 718
can be contained n the service tenancy 719 In this case, the user, or the customer, of the
system may not own or operate either the control plane VCON 716 or the data plane VCN
718. Instead, the IaaS provider may own or operate the control plane VCN 716 and the
data plane VCN 718, both of which may be contained in the service tenancy 719. This
embodiment can enable 1solation of networks that may prevent users or customers from
interacting with other users’, or other customers’, resources. Also, this embodiment may
allow users or customers of the system to store databases privately without needing to
rely on public Internet 754, which may not have a desired level of threat prevention, for

storage.

[01551  In other embodiments, the LB subnet(s) 722 contained n the control plane VON
716 can be configured to recetve a signal from the service gateway 736, In this
embodument, the control plane VUN 716 and the data plane VCIN 718 may be configured
to be called by a customer of the 1aaS provider without calling public Internet 754
Customers of the Iaas provider may desire this embodiment since database(s) that the
customers use may be controlled by the faaX provider and may be stored on the service

tenancy 719, which may be 1solated from public Internet 754.

{01561 FIG. 8 15 a block diagram 800 illustrating ancther example pattern of an faaS

architecture, according to at least one embodiment. Service operators 802 {e.g. service
operators 702 of FIG. 7) can be communicatively coupled to a secure host tenancy 804
{e.g. the secure host tenancy 704 of FIG. 7) that can include a virtual cloud network

{(VCN) 806 {e.g. the VCN 706 of FIG. 7) and a secure host subnet 08 {e.g. the secure
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host subnet 708 of FIG. 7). The VCN 8006 can include a local peering gateway (LPG) 810
{e.g. the LPG 710 of FIG. 7) that can be communicatively coupled to a secure shell (88H)
VON 812 {e.g the SSH VON 712 of FIG. 7) via an LPG 710 contained in the SSH VCN
812. The SSH VCN 812 can include an SSH subnet 814 {e.g. the SSH subnet 714 of FIG.
73, and the SSH VCN 812 can be communicatively coupled to a control plane VON 816
{e.g. the control plane VCN 7106 of FIG. 7) via an LPG 810 contained i the control plane
VN 816, The control plane VUN 816 can be contamed 1n a service tenancy 819 {e.g. the
service tenancy 719 of FIG. 7), and the data plane VON 818 (e.g. the data plane VON 718
of FIG. 7) can be contained wn a customer tenancy 821 that may be owned or operated by

users, or customers, of the system.

{0157 The conirol plane VCN 816 can include a control plane DMZ tier 820 {e.g. the
control plane DMZ tier 720 of FIG. 7} that can include LB subnet(s) 822 (e g LB
subnet{s} 722 of FIG. 7}, a control plane app tier 824 {e.g the control plane app tier 724
of FIG. 7} that can include app subnet(s) 826 (e.g. app subnet{s) 726 of FIG. 7}, a control
plane data tier 828 (e.g. the control plane data tier 728 of FIG. 7) that can include
database (DB) subnet(s) 830 {e.g. sinlar to DB subnet{s) 730 of FIG. 7). The LB
subnet{s} 822 contained in the control plane DMZ tier 820 can be communicatively
coupled to the app subnet(s) 826 contained in the control plane app tier 824 and an
Internet gateway 834 {e.g. the Internet gateway 734 of FIG. 7} that can be contained in
the control plane VCN 816, and the app subnet(s) 826 can be commurnicatively coupled to
the DB subnet(s) 830 contained in the control plane data tier 828 and a service gateway
836 {e.g. the service gateway of FIG. 7) and a network address translation (NAT)
gateway 838 {e.g. the NAT gateway 738 of FIG. 7). The control plane VON 816 can

mclude the service gateway 836 and the NAT gateway 83§,

[0158] The control plane VON 816 can include a data plane mirror app tier 840 (e.g. the
data plane muror app tier 740 of FIG. 7) that can include app subnet{s) 826. The app
subnet{s} 826 contained in the data plane mirror app tier 840 can include a virtual
network interface controller (VNIC) 842 (e g. the VNIC of 742) that can execute a
compute instance 844 {e.g¢. similar to the compute instance 744 of F1G. 7). The compute
mstance 844 can facilitate communication between the app subunet{s) 826 of the data

plane nurror app tier 840 and the app subnet(s) 826 that can be contamned 1n a data plane
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app tier 846 {e.g. the data plane app tier 746 of FIG. 7) via the VNIC 842 contained in the

data plane mirror app tier 840 and the VNIC 842 contamned in the data plane app tier 846,

101597 The Internet gateway 834 contained in the control plane VON 816 can be
communicatively coupled to a metadata managerment service 852 {e.g. the metadata
management service 752 of FIG. 7) that can be communicatively coupled to public
Internet 854 {e.g. public Internet 754 of FIG. 7). Public Internet 854 can be
communicatively coupled to the NAT gateway 838 contained n the control plane VOCN
816. The service gateway 836 contained in the control plane VON 816 can be

communicatively couple to cloud services 856 {e.g. cloud services 756 of FIG. 7).

(01607  In some examples, the data plane VON 818 can be contamned i the customer
tenancy 821, In this case, the aaS provider may provide the control plane VON 816 for
each customer, and the FaaS provider may, for each customer, set up a unique compute
nstance 844 that 13 contained in the service tenancy 819, Each compute instance 844 may
allow communication between the control plane VCN 816, contained 1 the service
tenancy 819, and the data plane VCN 818 that 1s contained in the customer tenancy 821,
The compute mstance 844 may allow resources, that are provisioned in the control plane
VN 816 that 1s contained 1n the service tenancy 819, to be deployed or otherwise used in

the data plane VCN 818 that 1s contained in the customer tenancy 821,

[0161] In other examples, the customer of the [aa$ provider may have databases that
live y the customer tenancy 821, In this example, the control plane VUON 816 can include
the data plane murror app tier 840 that can include app subnet(s) §26. The data plane
mirror app tier 840 can reside 1n the data plane VON 818, but the data plane mirror app
tier 840 may not live in the data plane VCN 8§18 That 1s, the data plane murror app tier
840 may have access to the customer tenancy 821, but the data plane mirror app tier 840
may not exist in the data plane VCN 818 or be owned or operated by the customer of the
{aaS provider. The data plane mirror app tier 840 may be configured to make calls to the
data plane VON 818 but may not be configured to make calls to any entity contained in
the control plane VON 816, The customer may desire to deploy or otherwise use
resources 1n the data plane VON §18 that are provisioned in the control plane VUN 816,
and the data plane mirror app tier 840 can facilitate the desired deployment, or other

usage of resources, of the customer.
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[0162] In some embodiments, the customer of the IaaS provider can apply filters to the
data plane VON €18, In this embodiment, the customer can determiine what the data plane
VN 818 can access, and the customer may restrict access to public Internet 854 from the
data plane VCN 818, The laa8 provider may not be able to apply filters or otherwise
control access of the data plane VCON 818 to any outside networks or databases. Applying
filters and controls by the customer onto the data plane VUN 818, contained i the
customer tenancy 821, can help 1solate the data plane VON 818 from other customers and

from public Internet 854,

[0163]  In some embodiments, cloud services 836 can be called by the service gateway
836 to access services that may not exist on public Internet 854, on the contro! plane
VN 816, or on the data plane VON 818, The connection between cloud services 856 and
the control plane VUN 816 or the data plane VON 818 may not be live or continuous.
Cloud services 856 may exist on a different network owned or operated by the laaS
provider. Cloud services 856 may be configured to receive calls from the service gateway
836 and may be configured to not receive calls from public Internet 854, Some cloud
services 856 may be 1solated from other cloud services 856, and the control plane VON
816 may be isolated from cloud services 856 that may not be in the same region as the
control plane VON 816, For example, the control plane VCN 816 may be located n
“Region 1,7 and cloud service “Deployment 7.7 may be located in Region | and in
“Region 2.7 If a call to Deployment 7 1s made by the service gateway 836 contained in
the control plane VCN 816 located in Region 1, the call may be transmitted to
Deployment 7 in Region 1. In this example, the control plane VON 816, or Deployment 7
1 Region |, may not be communicatively coupled to, or otherwise in communication

with, Deployment 7 in Region 2.

[0164] FIG. 9 1s a block diagram 900 illustrating another example pattern of an faaS
architecture, according to at least one embodiment. Service operators 902 {e g. service
operators 702 of FIG. 7} can be communicatively coupled to a secure host tenancy 904
{e.g. the secure host tenancy 704 of FIG. 7) that can include a virtual cloud network
{VCN) 906 {(e.g. the VON 706 of FIG. 7) and a secure host subnet 908 (e g. the secure
host subnet 708 of FIG. 7). The VON 906 can include an LPG 910 {e.g. the LPG 710 of
FIG. 7) that can be communicatively coupled to an SSH VON 912 (e g. the SSH VCN
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712 of FIG. 7) via an LPG 910 contamned n the SSH VCN 912, The SSH VCN 912 can
mclude an SSH subnet 914 (e.g. the SSH subnet 714 of FIG. 7), and the SSH VCN 912
can be communicatively coupled to a control plane VON 916 {e.g. the control plane VCN
716 of FI(3. 7) via an LPG 910 contained in the control plane VON 916 and to a data
plane VON 918 (e.g. the data plane 718 of FIG. 7} via an LPG 910 contained 1n the data
plane VON 918, The control plane VON 916 and the data plane VCN 918 can be

contained 1 a service tenancy 919 {e g the service tenancy 719 of FIG. 7).

[0165] The control plane VON 916 can include a control plane DMZ tier 920 (e g. the
control plane DMZ tier 720 of FIG. 7) that can include load balancer (LB) subnet(s} 922
{e.g. LB subnet(s} 722 of FI(G. 7}, a control plane app tier 924 {e.g. the conirol plane app
tier 724 of FIG. 7) that can mclude app subnet(s) 926 {(e.g. similar to app subnet(s) 726 of
FIG. 7), a control plane data tier 928 (e.g. the control plane data tier 728 of FIG. 7} that
can mclude DB subnet(s) 930. The LB subnet(s) 922 contaimned in the control plane DMZ
tier 920 can be communicatively coupled to the app subnet(s) 926 contained in the control
plane app tier 924 and to an Internet gateway 934 (e g. the Internet gateway 734 of FIG.
7} that can be contained in the control plane VCN 916, and the app subnet(s} 926 can be
communicatively coupled to the DB subnet{s} 930 contained in the control plane data tier
928 and to a service gateway 936 (e.g. the service gateway of FIG. 7) and a network
address translation (NAT) gateway 93¥ (e.g. the NAT gateway 738 of FIG. 7). The

control plane VCN 916 can include the service gateway 936 and the NAT gateway 938.

[0166] The data plane VON 918 can mclude a data plane app tier 946 {e.g. the data
plane app tier 746 of F1G. 7}, a data plane DMZ tier 948 (e.g. the data plane DMYZ tier
748 of FIG. 7), and a data plane data tier 950 {(e.g. the data plane data tier 750 of FIG. 7).
The data plane DMZ tier 948 can include LB subnet(s) 922 that can be communicatively
coupled to trusted app subnet(s) 960 and untrusted app subnet{s} 962 of the data plane
app tter 946 and the Internet gateway 934 contamed n the data plane VCN 918, The
trusted app subnet{s} 960 can be communicatively coupled to the service gateway 936
contained i the data plane VON 918, the NAT gateway 938 contained n the data plane
YN 918, and DB subnet(s) 930 contained in the data plane data tier 950. The untrusted
app subnet{s} 962 can be communicatively coupled to the service gateway 936 contained

in the data plane VON 918 and DB subnet{s) 930 contained in the data plane data tier
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950. The data plane data tier 950 can include DB subnet(s} 930 that can be
communicatively coupled to the service gateway 936 contained o the data plane VON

9i8.

[0167] The untrusted app subnet(s) 962 can include one or more primary VNICs
964(1)-(N) that can be communicatively coupled to tenant virtual machines (VMs)

9661 }-{N}. Each tenant VM 966(1}-{N) can be commurucatively coupled to a respective
app subnet 967(1)-(N) that can be contained in respective container egress VONs 968(1)-
{I) that can be contained in respective customer tenancies 970(1 1-(IN}). Respective
secondary VNICs 972(1)-(N) can facilitate communication between the untrusted app
subnet(s} 962 contained i the data plane VCN 918 and the app subnet contained in the
container egress ¥VIUNs 968(1)-(N). Each container egress VUNs 968(1)-(N} can include a
NAT gateway 93¥ that can be commumicatively coupled to public Internet 954 (e.g.

public Internet 754 of FIG. 7).

[0168] The Internet gateway 934 contained in the control plane VON 916 and contained
in the data plane VON 918 can be communicatively coupled to a metadata management
service 952 (e.g. the metadata management system 752 of FIG. 7) that can be
communicatively coupled to public Internet 954, Public Internet 954 can be
communicatively coupled to the NAT gateway 938 contained 1n the conirol plane VON
916 and contained in the data plane VCN 918, The service gateway 936 contained in the
control plane VCN 916 and contained n the data plane VON 918 can be

communicatively couple to cloud services 956,

[0169] In some embodiments, the data plane VCN 918 can be integrated with customer
tenancies 970, This integration can be usetul or desirable for customers of the [aaS
provider 1n some cases such as a case that may desire support when executing code. The
customer may provide code to run that may be destructive, may communicate with other
customer resources, or may otherwise cause undesirable effects. In response to this, the
laaS provider may determine whether to run code given to the 1aaS provider by the
customer.

[0170] In some examples, the customer of the [aaS provider may grant temporary
network access to the [aaS$ provider and request a function to be attached to the data plane
tier app 946. Code to run the function may be executed in the VMs 966(1)-(N}, and the
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code may not be configured to run anywhere else on the data plane VCN 918, Each VM
966{1}-{N} may be connected to one customer tenancy 970, Respective containers 971(1)-
{N) contaned in the VMs 966{1)}-(N) may be configured to run the code. In this case,
there can be a dual 1solation (e.g., the contamers 971{1 -(N} running code, where the
contamners 971(1-(N} may be contained mn at least the VM 966(1)-(N) that are contained
1 the untrusted app subnet(s} 962), which may help prevent incorrect or otherwise
undesirable code from damaging the network of the faaS provider or from damaging a
network of a different customer. The contamers 971(1)-(N) may be communicatively
coupled to the customer tenancy 970 and may be configured to transmut or receive data
from the customer tenancy 970. The containers 971(1)-(N} may not be configured to
transmit or receive data from any other entity in the data plane VCN 918, Upon
completion of running the code, the 1aaS provider may kill or otherwise dispose of the

contamners 971(11-(IN}.

[0171] In some embodiments, the trusted app subnet{s) 960 may run code that may be
owned or operated by the [aaS provider. In this embodiment, the trusted app subnet(s)
960 may be communicatively coupled to the DB subnet(s) 930 and be configured to
execute CRUD operations in the DB subnet(s} 930. The untrusted app subnei(s} 962 may
be commumnicatively coupled to the DB subnet(s) 930, but in this embodiment, the
untrusted app subnet(s) may be configured to execute read operations in the DB subnet(s)
930. The containers 971{1}~(N) that can be contained in the VM 966(1)-(N) of each
customer and that may run code from the customer may not be communicatively coupled

with the DB subnet(s) 930

(01721 In other embodiments, the control plane VCN 916 and the data plane VCN 918
may not be directly communicatively coupled. In this embodiment, there may be no direct
communication between the control plane VCN 916 and the data plane VCN 918,
However, commurucation can occur indirectly through at least one method. An LPG 910
may be established by the [aaS provider that can facilitate communication between the
control plane VUCN 916 and the data plane VCN 918 In another example, the control
plane VCN 916 or the data plane VCN 918 can make a call to cloud services 956 via the

service gateway 936, For example, a call to cloud services 956 from the control plane
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VN 916 can include a request for a service that can communicate with the data plane

VN 918,

[0173] FIG. 10 1s a block diagram 1000 illustrating another example pattern of an IaaS
architecture, according to at least one embodiment. Service operators 1002 {e.g. service
operators 702 of FIG. 7) can be communicatively coupled to a secure host tenancy 1004
{e.g. the secure host tenancy 704 of FIG. 7) that can mclude a virtual cloud network
{(VCN) 1006 {e.g. the VON 706 of FIG. 7) and a secure host subnet 1008 {e.g. the secure
host subnet 708 of FIG. 7). The VON 1006 can include an LPG 1010 (e.g. the LPG 710 of
FIG. 7) that can be commumnicatively coupled to an SSH VON 1012 {e.g. the SSH VCN
T12 of FIG. 7y via an LPG 1010 contained 1n the SSH VUN 1012, The SSH VCN 1012
can include an SSH subnet 1014 (e g. the SSH subnet 714 of FIG. 7), and the SSHVCN
1012 can be communicatively coupled to a control plane YU 1016 {e.g. the control
plane VON 716 of FIG. 73 via an LPG 1010 contamned in the control plane VCN 1016 and
to a data plane VON 1018 (e g. the data plane 718 of FIG. 7} via an LPG 1010 contained
1 the data plane VON 1018, The control plane VCN 1016 and the data plane VON 1018

can be contained n a service tenancy 1019 {e. g the service tenancy 719 of FIG. 7).

[0174] The control plane VON 1016 can include a control plane DMZ tier 1020 (e.g. the
control plane DMYZ tier 720 of FIG. 7) that can include LB subnet(s) 1022 (e.g. LB
subnet(s) 722 of FI(G. 7}, a control plane app tier 1024 {e.g. the control plane app tier 724
of F1G. 7) that can include app subnet(s) 1026 (e.g. app subnet(s) 726 of F1G. 7), a
control plane data tier 1028 {e g the control plane data tier 728 of FIG. 7) that can include
DB subnet(s) 1030 {e.¢. DB subnet{s) 930 of FIG. 9). The LB subnet(s) 1022 contained in
the control plane DMZ tier 1020 can be communicatively coupled to the app subnet(s)
1026 contained in the control plane app tier 1024 and to an Internet gateway 1034 (e g
the Internet gateway 734 of FIG. 7} that can be contained in the control plane VON 1016,
and the app subnet(s) 1026 can be communicatively coupled to the DB subnet(s) 1030
contained n the control plane data tier 1028 and to a service gateway 1036 (e g the
service gateway of FIG. 7) and a network address translation (NAT) gateway 1038 (e.g.
the NAT gateway 738 of FIG. 7). The control plane VCN 1016 can include the service

gateway 1036 and the NAT gateway 1038,
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[0175] The data plane VCN 1018 can include a data plane app tier 1046 (e g. the data
plane app tier 746 of FIG. 7), a data plane DMZ tier 1048 (e g the data plane DMZ tier
748 of FIG. 7), and a data plane data tier 1050 (e.g. the data plane data tier 750 of FIG. 7).
The data plane DMZ tier 1048 can include LB subnet{s) 1022 that can be
communicatively coupled to trusted app subnet{s} 1060 (e.g. trusted app subnet(s) 960 of
FIG. 9) and untrusted app subnet(s) 1062 (e.g. untrusted app subnet(s) 962 of FIG. 9} of
the data plane app tier 1046 and the Internet gateway 1034 contained 1n the data plane
YOI 1018, The trusted app subnet(s) 1060 can be communicatively coupled to the
service gateway 10306 contamned m the data plane VON 1018, the NAT gateway 1038
contained in the data plane VON 1018, and DB subnet(s) 1030 contained in the data plane
data tier 1050, The untrusted app subnet(s) 1062 can be commumcatively coupled to the
service gateway 1036 contained in the data plane VON 1018 and DB subnet(s) 1030
contained i the data plane data tier 1050, The data plane data tier 1050 can mclude DB
subnet(s} 1030 that can be communicatively coupled to the service gateway 1036

contained mn the data plane VCN 1018,

[0176] The untrusted app subnet{s) 1062 can include primary VNICs 1064(1}-(N} that
can be communicatively coupled to tenant virtual machines (VMs) 1066(1)-(N) residing
within the untrusted app subnet(s) 1062, Each tenant VM 1066{(1)-(N) can run code n a
respective container 1067(1)}-(N), and be communicatively coupled to an app subnet 1026
that can be contained 1 a data plane app tier 1046 that can be contained 1in a container
egress VON 1068 Respective secondary VNICs 1072(1)-(N) can facilitate
communication between the untrusted app subnet(s) 1062 contained in the data plane
VN 1018 and the app subnet contained in the container egress VCN 1068, The container
egress VON can include a NAT gateway 1038 that can be communicatively coupled to

public Internet 1054 (e.g. public Internet 754 of FIG. 7).

[0177] The Internet gateway 1034 contamned in the countrol plane VON 1016 and
contained 1n the data plane VON 1018 can be communicatively coupled to a metadata
management service 1052 (e g the metadata management system 752 of FIG. 7) that can
be commumnicatively coupled to public Internet 1054, Public Internet 1054 can be
commurucattvely coupled to the NAT gateway 1038 contaned n the control plane VCN

1016 and contained in the data plane VON 1018, The service gateway 10306 contained in

47
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the control plane VCN 1016 and contained in the data plane VCN 1018 can be

communicatively couple to cloud services 1056,

[0178] In some examples, the pattern illustrated by the architecture of block diagram
1000 of FIG. 10 may be counsidered an exception to the paitern iHlustrated by the
architecture of block diagram 900 of FIG. 9 and may be desirable for a customer of the
faas provider if the 1aaS provider cannot divectly communicate with the customer {e.g., a
disconnected region). The respective contamners 1067(13-(N} that are contained in the
YMs 1066(1)-(N} for each customer can be accessed i real-time by the customer. The
containers 1067(1)}-(N} may be configured to make calls to respective secondary VNICs
1072(1)-{N} contained in app subnet{(s) 1026 of the data plane app tier 1046 that can be
contained in the container egress VON 1068, The secondary VNICs 1072(1)-(N) can
transmit the calls to the NAT gateway 1038 that may transmit the calis to public {nternet
1054 In this example, the contaners 1067(1)-(N) that can be accessed w real-time by the
customer can be isolated from the control plane VUN 1016 and can be 1solated from other
entities contamed in the data plane VCN 1018, The containers 1067(1 )-(N} may also be

isplated from resources from other customers.

[0179] In other examples, the customer can use the containers 1067(1}-(IN} to call cloud
services 1056, In this example, the customer may run code in the containers 1067(1)}-(N)
that requests a service from cloud services 1056, The containers 1067(1)-(N) can fransrmit
this request to the secondary VNICs 1072(1 (N} that can transmit the request to the NAT
gateway that can transmit the request to public Internet 1054, Public Internet 1054 can
transmit the request to LB subnet(s) 1022 contained in the control plane VCN 1016 via
the Internet gateway 1034 In response to determunimg the request 1s valid, the LB
subnet(s) can transmit the request to app subnet{s) 1026 that can transmut the request to

cloud services 1056 via the service gateway 1036,

(01807 It should be appreciated that faaS architectures 700, 800, 900, 1000 depicted in
the figures may have other components than those depicted. Further, the embodiments
shown in the figures are only some examples of a cloud infrastructure system that may
incorporate an embodiment of the disclosure. In some other embodiments, the faaS

systems may have more or fewer components than shown m the figures, may combine
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two or more components, or may have a different configuration or arrangement of

components.

[0181] In certain embodiments, the 1aaS systems described herein may include a suite
of apphications, middleware, and database service offerings that are delivered to a
customer in a self-service, subscription-based, elastically scalable, reliable, highly
available, and secure maanner. An example of such an 1aaS system 18 the Oracle Cloud

Infrastructure (OCT) provided by the present assignee.

(01821 FIG. 11 dlustrates an example computer system 1100, in which various
embodiments may be implemented. The system 1100 may be used to implement any of the
computer systems described above. As shown in the figure, computer system 1100 includes a
processing unit 1104 that communicates with a number of peripheral subsystems via a bus
subsystem 1102, These peripheral subsystems may include a processing acceleration unit
1106, an VO subsystem 1108, a storage subsystern 11128 and a communications subsystem
1124, Storage subsystem 1118 includes tangible computer-readable storage media 1122 and a

system memory 1110

[0183] Bus subsystem 1102 provides a mechanism for letting the various components and
subsystems of coruputer systemy 1100 communicate with each other as intended. Although
bus subsystem 1102 is shown schematically as a single bus, alternative embodiments of the
bus subsystem may utilize multiple buses. Bus subsysters 1102 may be any of several types
of bus structures including a memory bus or memory controller, a peripheral bus, and a local
bus using any of a variety of bus architectures. For example, such architectures may include
an Industry Standard Architecture (IS8A}) bus, Micro Channel Architecture (MCA} bus,
Enhanced ISA (EISA) bus, Video Electronics Standards Association {(VESA) local bus, and
Peripheral Component Interconnect (PCI) bus, which can be implemented as a Mezzanine

bus manufactured to the IEEE P1386.1 standard.

[0184] Processing unit 1104, which can be implemented as one or more integrated circuits
{e.g., a conventional microprocessor or microcontroiler), controls the operation of computer
system 1100, One or more processors may be included in processing urut 1104, These
processors may include single core or multicore processors. Tu certain embodiments,
processing unit 1104 may be implemented as one or more independent processing units 1132

and/or 1134 with single or muliicore processors included in each processing unit. In other
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embodiments, processing unit 1104 may also be implemented as a quad-core processing unit

formed by integrating two dual-core processors into a single chip.

[0185] In various embodiments, processing unit 1104 can execute a variety of programs in
response to program code and can maintain multiple concurrently executing programs or
processes. At any given time, some or all of the program code to be executed can be resident
in processor(s) 1104 and/or in storage subsystem 1118, Through suitable programming,
processor{s) 1104 can provide various functionalities described above. Computer system
1100 may additionally include a processing acceleration urut 1106, which can nclude a

digital signal processor (ISP}, a special-purpose processor, and/or the like.

[0186] ¥/O subsystem 1108 may include user interface input devices and user interface
output devices. User interface input devices may include a keyboard, pointing devices such as
a mouse of trackball, a touchpad or touch screen incorporated into a display, a scroll wheel, a
click wheel, a dial, a button, a switch, a keypad, audio input devices with voice command
recognition systems, microphones, and other types of input devices. User interface input
devices may include, for example, motion sensing and/or gesture recognition devices such as
the Microsoft Kinect® motion sensor that enables users to control and interact with an input
device, such as the Microsoft Xbox® 360 game controller, through a natural user interface
using gestures and spoken commands. User interface input devices may also include eye
gesture recognition devices such as the Google Glass® blink detector that detects eve activity
{e.g., "blinking” while taking pictures and/or making a menu selection) from users and
transforms the eye gestures as input into an input device {e.g., Google Glass®). Additionally,
user interface input devices may include voice recognition sensing devices that enable users

to interact with voice recognition systems {e.g., Sin® navigator}, through voice commands.

[0187] User interface input devices may also include, without limitation, three dimensional
(3D3) mice, joysticks or pointing sticks, gamepads and graphic tablets, and audio/visual
devices such as speakers, digital cameras, digital camcorders, portable media players,
webcams, image scanners, fingerprint scanners, barcode reader 3D scanners, 3D printers,
faser rangefinders, and eye gaze tracking devices. Additionally, user interface input devices
may include, for example, medical imaging input devices such as computed tomography,
magnetic resonance imaging, position emission tomography, medical ultrasonography
devices. User interface input devices may also include, for example, andio input devices such

as MIDI keyboards, digital musical instruments and the like.



WO 2023/154683 PCT/US2023/062060

[0188]  User interface output devices may inchude a display subsystem, indicator lights, or
non-visual displays such as audio output devices, etc. The display subsystem may be a
cathode ray tube (CRT), a flat-pavel device, such as that using a liquid crystal display (L.CDY)
or plasma display, a projection device, a touch screen, and the like. In general, use of the term
"output device" 18 intended to include all possible types of devices and mechanisms for
cutputting information from computer system 1100 to a user or other computer. For example,
user interface output devices may include, without limitation, a variety of display devices that
visually convey text, graphics and audio/video information such as monitors, printers,
speakers, headphones, antomotive navigation systems, plotters, voice output devices, and

modems.

(01891  Computer system 1100 may comprise a storage subsystem 1118 that provides a
tangible non-transitory computer-readable storage medium for storing software and data
counstructs that provide the functionality of the embodiments deseribed 1n this disclosure. The
software can include programs, code, instructions, scripts, ete., that when executed by one or
more cores of processors of processing unit 1104 provide the functionality described above.
Storage subsystem 1118 may also provide a repository for storing data used in accordance

with the present disclosure.

{01907  As depicted tn the exarople 1o FIG. 11, storage subsystem 1118 can include various
components including a system memory 1110, computer-readable storage media 1122, and a
computer readable storage media reader 1120 Systero memory 1110 may store program
instructions that are loadable and executable by processing unit 1104, System memory 1110
may also store data that is used during the execution of the instructions and/or data that is
generated during the execution of the program instructions. Varnious different kinds of
programs may be loaded into system memory 1110 including but not limited to client
applications, Web browsers, mid-tier applications, relational database management systems

{(RDBMS), virtual machines, containers, eic.

(01917  Systern memory 1110 may also store an operating system 1116, Examples of
operating system 1116 may include various versions of Microsoft Windows®, Apple
Macintosh®, and/or Linux operating systems, a varnety of commercially-available UNIX® or
UNIX-ltke operating systems {including without imitation the variety of GNU/Linux
operating systems, the Google Chrome® 08, and the like) and/or mobile operating systems

such as 105, Windows® Phone, Android® 08, BlackBerry® 08, and Palm® OS operating
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systems. In certain implementations where computer systern 1100 executes one or more
virtual machines, the virtual machines along with their guest operating systems {(GOSs) may
be loaded into system memory 1110 and executed by one or more processors or cotes of

processing unit 1104

(01921  System memory 1110 can come in different configurations depending upon the type
of coraputer system 1100, For example, system memory 1110 may be volatile memory (such
as random access memory (RAM}} and/or non-volatile memory (such as read-only memory
{ROM), flash roemory, etc.). Different types of RAM configurations may be provided
including a static random access memory (SRAM), a dynamic random access memory

(DR AM), and others. In some implementations, system memory 1110 may include a basic
input/output system (BIOS) containing basic routines that help to transfer information

between elements within computer system 1100, such as during start-up.

(01931 Computer-readable storage wedia 1122 may represent remote, ocal, fixed, and/or
removable storage devices plus storage media for temporarily and/or more permanently
containing, storing, computer-readable information for use by computer systern 1100

inchuding instructions executable by processing unit 1104 of computer system 1100,

101941  Computer-readable storage media 1122 can inchude any appropriate media known
or used in the art, including storage media and communication media, such as but not himited
to, volatile and non-volatile, removable and non-removable media implemented in any
method or technology for storage and/or transmission of information. This can include
tangible computer-readable storage roedia such as RAM, ROM, elecironically erasable
programmable ROM (EEPROM), flash memory or other memory technology, CD-ROM,
digital versatile disk (DVD), or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or other tangible computer readable

media,

{01951 By way of example, computer-readable storage media 1122 may include a hard disk
drive that reads from or writes to non-removable, nonvolatile magnetic media, a magnetic
disk drive that reads from or writes to a removable, nonvolatiie magnetic disk, and an optical
disk drive that reads from or writes to a removable, nonvolatile optical disk such as a CD
ROM, DVD, and Blu-Ray® disk, or other optical media. Computer-readable storage media
1122 may include, but ts not lumited to, Zip® drives, flash memory cards, universal serial bus

{(USB) tlash drives, secure digital (8D) cards, DVD disks, digital video tape, and the like.

I
)
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Computer-readable storage media 1122 may also include, solid-state drives (88D} based on
non-volatile memory such as flash-memory based §SD¥s, enterprise flash drives, solid state
ROM, and the like, S5Ds based on volatile memory such as solid state RAM, dynamic RAM,
static RAM, DRAM-based 88D, magnetoresistive RAM (MRAM) 55Ds, and hybrid S8Ds
that use a combination of DRAM and flash memory based SSDs. The disk drives and their

associated computer-readable media may provide non-volatile storage of computer-readable

instructions, data structures, programs, and other data for computer system 1100

[0196] Machine-readable instructions executable by one or more processors or cores of
processing unit 1104 may be stored on a non-transitory computer-readable storage medium.
A non-transitory computer-readable storage medium can include physically tangible memory
or storage devices that include volatile memory storage devices and/or non-volatile storage
devices. Examples of non-transitory computer-readable storage medium include magnetic
storage media {e.g., disk or tapes), optical storage media {e.g., DV, CDs), various types of
RAM, ROM, or flash memory, hard drives, floppy drives, detachable memory drives (e.g.,

USB drives), or other type of storage device.

(01971  Communications subsystern 1124 provides an interface to other computer systems
and networks. Commumnications subsystern 1124 serves as an interface for receiving data
from and transmitting data to other systems from computer system 1100, For example,
communications subsystem 1124 may enable computer system 1100 to connect to one or
more devices via the Internet. In some embodiments communications subsystem 1124 can
include radio frequency (RF) transceiver components for accessing wireless voice and/or data
networks {e.g., using cellular telephone technology, advanced data network technology, such
as 3G, 4G or EDGE (enhanced data rates for global evolution), Wik (IEEE 802.11 family
standards, or other mobile communication technologies, or any combination thereof), global
positioning system (GPS) receiver compounents, and/or other components. In some
embodiments communications subsystern 1124 can provide wired network connectivity {e.g.,

Ethernet} in addition to or instead of a wireless interface.

[0198] In some embodiments, communications subsystem 1124 may also receive input
communication in the form of structured and/or unstructured data feeds 1126, event streams
1128, event updates 1130, and the like on behalf of one or more users who may use computer

system 1100,
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(01991 By way of example, communications subsystem 1124 may be configured to receive
data feeds 11206 in real-time from users of social networks and/or other communication
services such as Twitter® feeds, Facebook® updates, web feeds such as Rich Site Summary

(RSS) feeds, and/or real-time updates from one or more third party information sources.

(02007  Additionally, communications subsystem 1124 may also be configured to receive
data in the form of continuous data streams, which may include event streams 1128 of real-
time events and/or event updates 1130, that may be continuous or unbounded in nature with
no explicit end. Examples of applications that geverate contiruous data may wnchude, for
example, sensor data applications, financial tickers, network performance measuring tools
{e.g. network monitoring and traffic management applications), clickstream analysis tools,

automobile traffic monitoring, and the like.

(02011 Communications subsysten 1124 may also be configured to output the structured
and/or unstructured data feeds 1126, event streams 1128, event updates 1130, and the hike to
one or more databases that may be tn communication with one or more streaming data source

computers coupled to computer system 1100,

102021 Computer system 1100 can be one of various types, including a handheld portable
device (e.g., an iPhone® cellular phone, an (Pad® computing tablet, a PDA), a wearable
device {e.g., a Google Glass® head mounted display}, a PC, a workstation, a mainframe, a

kiosk, a server rack, or any other data processing sysiem.

(02031 Due to the ever-changing nature of computers and networks, the description of
computer systern 1100 depicted in the tigure 1s tntended only as a specific example. Many
other configurations having more or fewer components than the system depicted tn the figure
are possible. For example, custonuzed hardware might also be used and/or particular
elements might be implemented in hardware, tirmware, software (including applets), or a
combination. Further, connection to other computing devices, such as network input/output
devices, may be employed. Based ou the disclosure and teachings provided herein, a person
of ordinary skill in the art will appreciate other ways and/or methods to implement the

vartous embodiments.

(020471  Although specific embodiments have been described, various modifications,
alterations, alternative constructions, and equivalents are also encompassed within the scope
of the disclosure. Embodiments are not restricted to operation within certain specific data

processing environments, but are free to operate within a plurality of data processing
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environments. Additiovally, although embodiments have been described using a particular
series of transactions and steps, it should be apparent to those skilled in the art that the scope
of the present disclosure is not lirnited to the described series of transactions and steps.
Various features and aspects of the above-described embodiments may be used individually

or jointly.

102051 Further, while embodiments have been described using a particular combivation of
hardware and software, it should be recognized that other combinations of hardware and
software are also within the scope of the present disclosure. Erbodiments may be
implemented only in hardware, or only in software, or using combinations thereof. The
various processes described herein can be implemented on the same processor or different
processors in any combination. Accordingly, where components are described as being
configured to perform certain operations, such configuration can be accomplished, e g, by
designing electronic circuits to perform the operation, by programming programmabie
electronic circuits {such as microprocessors) to perform the operation, or any combination
thereof. Processes can communicate using a variety of technigues including but not imited to
conventional techniques for inter process communication, and different pairs of processes
may use different techniques, or the same pair of processes may use different technigques at
different times. Embodiments may be implemented by using a computer program product,
comprising computer program/instructions which, when executed by a processor, cause the

processor to perform any of the methods deseribed in the disclosure.

102061 The specification and drawings are, accordingly, to be regarded in an iliustrative
rather than a restrictive sense. It will, however, be evident that additions, subtractions,
deletions, and other modifications and changes may be made thereunto without departing
from the broader spirit and scope as set forth 1n the claims. Thus, although specific disclosure
embodiments have been described, these are not intended to be limiting. Various

modifications and equivalents are within the scope of the following claims.

102071  The use of the terms “a” and “an” and “the” and similar referents in the context of
describing the disclosed embodiments {especially in the context of the following claims) are
to be construed to cover both the singular and the plural, unless otherwise indicated herein or
clearly contradicted by context. The terms “comprising,” “having,” “including,” and
“containing” are to be construed as open-ended terms (i.e., meaning “including, but not

fimited t0,7) unless otherwise noted. The term “connected” is to be construed as partly or
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wholly contained within, attached to, ot joined together, even if there is something
intervening. Recitation of ranges of values herein are merely intended to serve as a shorthand
method of referting individually to each separate value falling within the range, unless
otherwise indicated herein and each separate value is incorporated into the specification as if
it were individually recited herein. All methods described herein can be performed in any
suitable order unless otherwise indicated herein or otherwise clearly contradicted by context.
The use of any and all examples, or exemplary language {e.g., “such as”} provided herein, is
intended merely to better iluminate embodiments and does not pose a limitation on the scope
of the disclosure unless otherwise claimed. No language in the specification should be

construed as indicating any non-claimed element as essential to the practice of the disclosure.

[0208]  Disjunctive language such as the phrase “at least one of X, Y, or 2.7 unless
specitically stated otherwise, 1s intended to be understood within the context as used in
general to present that an item, term, etc., may be either X, Y, or Z, or any combination
thereof (e.g., X Y, and/or Z). Thus, such disjunctive language is not generally intended to,
and should not, imply that certain embodiments require at least one of X, atleast one of Y, or

at least one of Z to each be present.

102001 Preferred embodiments of this disclosure are described herein, including the best
mode known for carrying out the disclosure. Variatious of those preferred embodiments may
become apparent to those of ordinary skill in the art upon reading the foregoing description.
Those of ordinary skill should be able to employ such variations as appropriate and the
disclosure may be practiced otherwise than as specifically described herein. Accordingly, this
disclosure inchudes all modifications and equivalents of the subject matter recited in the
claims appended hereto as permitied by applicable law. Moreover, any combination of the
above-~described elements 1n all possible variations thereof 15 encompassed by the disclosure

unless otherwise indicated herein.

102107 All references, including publications, patent applications, and patents, cited herein
are hereby incorporated by reference to the same extent as if each reference were individually
and specifically indicated to be incorporated by reference and were set forth in s entirety

herein.

(02111 In the foregoing specification, aspects of the disclosure are described with reference
to spectfic embodiments thereof, but those skilled in the art will recognize that the disclosure

18 not limited thereto. Various features and aspects of the above-described disclosure may be
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used individually or jointly. Further, embodiments can be utilized in any number of
environments and applications beyond those described herein without departing from the
broader spitit and scope of the specification. The specification and drawings are, accordingly,

to be regarded as illustrative rather than restrictive.
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WHAT IS CLAIMED IS:

i A method, comprising:

generating, by a distributed computing system of a cloud service provider, a
virtual cloud network in & data center of a host region;

implementing, by the distributed computing system, a virtual bootstrap
environment in the virtual cloud network, the virtual bootstrap environment comprising a
plurality of services;

deploying, by the distributed computing system, an instance of one of the plurality
of services of the virtual bootstrap environment o a target region data center,

receiving, from the instance of the service in the target region data center, an
indication that the instance was successtully deployed,

identifying, responsive o the indication, a resource associated with the instance of
the service; and

updating, by the distributed computing system, a second service of the plurality of

J

services with the resource.

~

2. The method of claim 1, further comprising updating, by the distributed

computing system, the instance of the service deployed to the target region data center.

3 The method of claim 1, further comprising migrating, by the distributed
computing system prior to identifying the resource, data resources from the virtual bootstrap
environment to the target region data center, the data resources associated with the instance of the

service deployed to the target region.

4, The method of any one of claims 1 to 3, wherein deploying the instance
uses a virtual private network connection between the data center of the host region and the target

region data center.

5. The method of any one of claims 1 to 4, wheretn the resource is a domain

name service record.

6. The method of any one of claims 1 to S, wherein the indication comprises
a capability published to a capabilities service of the plurality of services, the capability

indicating a successful partial deployment.
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7. The method of claim 0, further comprising receiving, from the instance
deployed to the target region data center responsive to the update of the second service, a second

capability indicating a successful full deployment.

& A computing system comprising:
One Of more processors; and
one or more memories storing computer-executable instructions that, when
executed with the one or more processors, cause the computing system to at least:
generate a virtual cloud network in a data center of a host region,
implement a virtual bootstrap environment in the virtual cloud network,
the virtual bootstrap environment coroprising a plurality of services;
deploy an instance of one of the plurality of services of the virtual
bootstrap environment to a target region data center;
receive, from the instance of the service in the target region data center, an
indication that the instance was successtully deployed;
identity, responsive to the indication, a resource associated with the
instance of the service; and

update a second service of the plurality of services with the resource.

9. The computing system of claim 8, wherein the one or more memories store
additional instructions that, when executed with the one or more processors, cause the computing

system to further update the instance of the service deploved to the target region data center.

10, The computing system of claim 8 wherein the one or more memories store
additional instructions that, when executed with the one or more processors, cause the computing
systemt to further migrate, prior to identifying the resource, data resources from the virtual
bootstrap environment to the target region data center, the data rescurces associated with the

instance of the service deployed to the target region.

i1 The computing system of any one of claims § to 10, wherein deploying the
instance uses a virtual private network connection between the data center of the host region and

the target region data center.

12, The computing system of any one of claims 8 to 11, wherein the resource

s a domain name service record,
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13, The computing system of any one of claims 8 to 12, wherein the indication
o 3/ J b}
comprises a capability published to a capabilities service of the plurality of services, the

capability indicating a successful partial deployment.

14, The computing system of claim 13, wherein the one or more memories
store additional instructions that, when executed with the one or more processors, cause the
computing system o further receive, from the instance deploved to the target region data center
responsive to the update of the second service, a second capability indicating a successful full

deployment.

15, A non-transitory computer-readable medium storing computer-executable
instructions that, when executed with one or more processors, cause a computing system to at
least:

generate a virtual cloud network in a data center of a host region;

implement a virtual bootstrap environment in the virtual cloud network, the virtual
bootstrap environment comprising a plurality of services;

deploy an instance of one of the plurality of services of the virtual bootstrap
environment (o a target region data center;

receive, from the instance of the service in the target region data center, an
indication that the instance was successtully deployed,

identify, responsive to the indication, a resource associated with the instance of
the service; and

update a second service of the plurality of services with the resource.

16.  The non-transitory computer-readable medium of claim 15, storing further
instructions that, when executed with the one or more processors, cause the computing system to

further update the instance of the service deployed to the target region data center.

17.  The non-transttory computer-readable medium of claim 15, storing further
instructions that, when executed with the one or more processors, cause the computing system to
further mgrate, prior to identifying the resource, data resources from the virtual bootstrap
environment to the target region data center, the data resources associated with the instance of the

service deployed to the target region.

18. The non-transitory computer-readable medium of any one of claims 15 10
17, wherein deploying the instance uses a virtual private network connection between the data

center of the host region and the target region data center.
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19, The non-transitory computer-readable medium of any one of claims 15 to

18, wherein the resource is a domain name service record.

20.  The non-transitory computer-readable medium of any one of claims 15 to
19, wherein the indication comprises a capability published to a capabilities service of the

plurality of services, the capability indicating a successful partial deployment.

61



PCT/US2023/062060

WO 2023/154683

tIAN

AR WRRR  ARRRS RRRR KRR RRRR KRKRS (RRKE KRR RRAR KRRKS RRRA RKRR KRN RKRRS RARR (RRKR KRR RRARI GRKRAP (RRRN KRR KRN GRRRS (RKRR KRAR KARMI RARS RRAR RRRA RRARI RRRS RRRN RRARK KRNRS GRRRS KRR RRAR RRRM ARRRS RKRR  KRRN RRRR) SRARS RRRR AR RRARS  GRRRE

T ucilBayebe] g

K
WeIsAs uonBaSeyMO
SINIDNASELY] PO

GTT swuosaugy i

A

deis100g ©rliA

0T uoibay 1804

Y01 songsig
g puaibsy
BRI
A
kA
17 ruciisy O & 807 %
& SO eaUs] 5010
8.
711 somdeg
senmqedes
&
G671 Joleiisayin
A2014-BINA




PCT/US2023/062060

WO 2023/154683

2111

¢ "Old

174
BAua% 5010

B2 uoifiay 1504 ()
wlmn\nm b
B} | rvoleysopn ©
A7 omassyun &
wawioag o A
{01

}

| i) (6 M

M 717 SNG = - [T7 oo M

m M

m (z1) M

m [

W v |

m TR m

&) 007 somieg m

m {3giA) ustuosmg ; S

M deqsi00g BNLIA >l Sehigeden |
H

! M

w [

hid

007 S0 AS8Y0
HACH-BINN




PCT/US2023/062060

WO 2023/154683

H

pEt
uoifiey whie

I E

2et uoilisy 150H

71T o aseysio

&

A4

wswAoldsg

{pi)

ot FHOM,

{12}

SOE Homnguisi(
el rucibay

(o) ,
¢2t SNO A
Y BOIAIRG TZ5 J9U0M
GEF you) dagg T
91¢
{3} weuosAuY

JBASIN0G feRLA

Aouspusde( ping

QUH-EY
e g 1 ©
......... wy W 7 ] ®Eac
¥ig < ¥, serepdn
leuciiey SOI0 i
N o * 708 1950
im mmbcmmmemO , &
| (o) (o) @ W
| 0
@ ¥ ()
R £
§IT onieg M 0l€ ot
mmmzﬁm%; km B JORASIYID 2| 01 W00k
PR | (1)1 woormnpw | ()
RN
S (6)
W e | D.mumb
EUODeY SO0 |g. -
eIt
|
m {zz) A
§
§
b




PCT/US2023/062060

WO 2023/154683

4111

A E

G7p (Slennossy

% uoiBay 18l

FOv 1omngasigy
e1e(] jpucibay

601 J8sh)

v
BOIAIBE UOHBASIYTID
BINONASEIN] PO

A&

BUHEON
0T voifiey 1SoM £
Eor (sisnmnosay o
§TF euoiboy S0 (e BV g
G wstiuonug [BAUS0 5010
densio0g BruA %
| 7TF sonies
Zep (s}p0unossy | senyqede)
~ 5 ]
¥
o747
U7 201088 » | iebeuepy sjeig
IR B2IN0SEY i B
0% Joeasays0
A0S




PCT/US2023/062060

WO 2023/154683

511

dessioog A

) 765 uoibay 150 m\a@w,ms;,m m,,,ss;s;;f,,m
U 12 A N BIR(] 8012 ¥9h
w ™ ZE=EE Wm m%vm soining abeioig Bleg M
. -
m R R A e o
SR R . :
WS X - | |
| uoiBay 961 M Ll 25 SNO e (pi) : W
m m . m i
m j ; m m —
m | m P 704
] i Py p_— m | EAUBD SOID
m m by A qm; Sgommm e . | r
| m . — = L ! il
i k4 [ ! ¥
m 755 soinosay | | 505 v 900G M 015
xm aqic %

M e = M M i MWN_WMMMMM deplesd  IOJENSYDIC
| g 805 Sueld ! 00T
| — b 0AU0T andiien M} -

706 Qmu_zmw ; m— S ——
Bl VT suosrong oo e (@ |
' 0% senunosey Amv m RIQISINOI] 1501 oz (e | A
m SIMONLSELUY L — euoiBay SO | e
m M | | M B0NIBG JSIUNK
M m m GG JUSLUUCHAUT m anINCSeY
| [ !
{ b !




WO 2023/154683 PCT/US2023/062060

611

600 —\

GENERATE A VIRTUAL CLOUD NETWORK IN A DATA CENTER OF A
HOST REGION 602

Y
IMPLEMENT A VIRTUAL BOOTSTRAP ENVIRONMENT IN THE VIRTUAL
CLOUD NETWORK, THE VIRTUAL BOOTSTRAP ENVIRONMENT
COMPRISING A PLURALITY OF SERVICES 604

-4
DEFLOY AN INSTANCE OF ONE OF THE PLURALITY OF SERVICES OF
THE VIRTUAL BOOTSTRAP ENVIRONMENT TO A TARGET REGION DATA
CENTER 806

-4

RECEVE, FROM THE INSTANCE OF THE SERVICE IN THE TARGET

REGION DATA CENTER, AN INDICATION THAT THE INSTANCE WAS
SUCCESSFULLY DEPLOYED 608

IDENTIFY, RESPONSIVE TO THE INDICATION, A RESOURCE
ASSOCIATED WITH THE INSTANCE OF THE S8ERVICE §10

UPDATE A SECOND SERVICE OF THE PLURALITY OF SERVICES WiTH
THE RESCURCE 612




PCT/US2023/062060

WO 2023/154683

7111

: ‘ ¥4
0Ll ; OLL =y, 4 foueua |
A VM aNoag
ﬂnm
= yLL
(¢4 sleugng g Wi vl ¢/ sjsugng ga o BN mom@
j JRUgNg
4 HSS
052 811 A # J50H
BB(] SUB|d 1B L{Shauang 07, 1811 BR(] SRl 10500 oI mmsmmm
LT Q%& 01
J o A\ a | | =
L (sheugng ddy | - 294 : : 07/ spugng ddy NOA NOA
- HSS
P ops ey ddy susld Bigg - g4 et didy suBld j0aue)
bl ZLLSBUNS T e o £2L SIeuans g
Sl Znqowderq) 02411 ZINQ BUBlel 0400
L A J S ) ; ; y
004 Aemaleni (9r / AemSIES (E L ARMERDN g1 NOA 00/ ABNRIRTYNS QL / Remalesy\ /v 2 Aemaies) 817 NOA
B0 AA LVN jouisiu LRl [0QUOD
G/ ASUBUS | 0MIES
m., AV
757 SORES w.mowmﬂhmma
JiousBEURy RIepeRyy a5/ BOARS
y SR0AIRS
PO
4 4 PRy /,...,
L Bid 00z

B o %
fz/.....\/i...\a\\



PCT/US2023/062060

WO 2023/154683

8/11

¥08
Anmusy|

0LE —ngy ¥
59
"o
o 718
0£9 SIBUGNS G0 oUang
H3S
A
* 478 4 w&
Eie0] auild 108U
| JE(] UE| 0BU0T 08
i
¥ o ¥ o 718
{sheugns spuagng ddy NOAHSS
dey S yEg 481
: Ui I0AUC
78~ 0L BB BRC v S Fd AR
_ 728
ayg Joi ddy sueld eieq : SIRUONG 1 078 481,
i A 7N BUBld IDRUON
9eg Aemateey Y geg Aemelgy Y yeg Aemales) 918 NOA
918 NOA BUE|d BlR( OB LN Jousu Y 0U00)
128 ADuBUS | JBLUOISND 818 AouRus | 8msS

BOH

0 wwawm@gomw
&

wmm@

BUING
180K
BIN0RG

908
NOA

4
“Eog™

sioRIdo
BUBS

948
SSHAISS IO

&

soneg waueleuep

768

S

EELERN
£

)

quidgng §e .




PCT/US2023/062060

WO 2023/154683

9711

¥,

16 4 a6
@ R @\\
TR R S B d
(56 Jei | BiR(] suBld Bl
< 466 (Sheuans g0 C y
& & sheuan
& 5& foueus | | BBRLICISND 026 (sheuans &0 BUNG
// T eeg m%m%mﬂww il
- OINA Y )
(2296 18ugng ddy s o o i 016
AL T N | I B I e 076 (s)iaugng ddy ”
. . (€896 " T e wwm “M:. NOAHSS
LY/ SEBIRS BuR0n 21008 NA (298 L Y IBUEL 000
ADURUS | JBUIOISN e 9%
cloL6 To0E L PR i ﬁww% Hik x%mmg ﬂ%mmmm -
{shaugng %q DRSNAUN m@,ma 1 5 076 8t L
- JINA opf 611 doy ey 8= %g m%a i)
{1)496 Jougng ddy mwm - T
dis sl | { ezt Sheuans a1l feiaeo) feoo Y feio CHENOR
,,,,,, (L8986 INON ! MBS oupld 108U00
2 19N m%m&mm hmﬁmmwmnu@ mumm ‘mmm.m. ‘.NM\/WQ @Emm& m\wﬁa
{1}0/6 Asusua | leLUOISND
Aemaipe) i
AN
GL6 AoueuB ] S0neg

JBHBIION
pusfia deyy

NIH{1)146 %

706
Aseus |
B0H
ANJRY

e
908
Jouang
50H
2N

~ 706
, SIOIRISA0)
_8Bg

956
SAOIIBG

pro
A &

256 800G %am@g% eRpERYy

%m Mmc @5 uﬁm&

;;;;;;;;;;;;; 4 %

S

/( 006



PCT/US2023/062060

WO 2023/154683

1011

0Lt
) ¥ 010} @wwww 9
G101 NOA SUEIJ 8D 6
(50T I B S0l B FOH
2UN0IS
| 0£01 (Sheuans gl
: 4 P10t -
: 0c01 (sheugng aa UgnS 8001
G 9701 Bugng dey ,mﬁ v v 1S wmmwmw
Wiz S o 670) Leq 8l P00 6k, [laross
{Zivs0y AT i
G o = o0 )R
o | 3%8 %@w {Ly90y %m 9701 {sheugng ddy 2104 9001
1050 umz?&w\ ——y mﬁmmm%m ; w&ma 1 : NOA 0301 LNEA
9011001 ddy sueid g * opbie Q% U BIe( Y201 21l 90y e 0RId) ik 2
........ {2201 (Sheugns g7] 220 (Sheuang 41 C sopisdo -
% — 0BG
g0} aﬁmgm sueld e 0201 1L FING Bueld jesud)
¥ ol 9GN] RUOISNY wms %0 €6
Lol fenspoy femapo) kenspg el
Aenaresy 3901 NOA LN/ NBUBI/NSIBS) g g Eamw 960 wmmmamw
LN/ s5aifn smumuon 5101 ASteus | S0 Y
2501 S0nBg
nisebeur BEPIeN
(112801 %
JBURIIOT
puehie depy G4 "EMA

/ 0001



IIaRIIE |

PCT/US2023/062060

T

A4

WO 2023/154683

a0

(}:I

AN
W31SASENG FDVHOLS
wawimmi
o 3OVE0LS TTavaY
[T W3LSAS SNILYHIAO :
gl 8ol 9git e _%ou
sa1vadrt] lemvadigl | os033y T B
IN3AT INFAT 1Y Wi v d
4
W W W S L L SAVHOOE A NOLLYOIdSY HAQYEYM VIO
wre IOVHOLS FIEYavIY
744’ AT T UILNDNOD
WALSASENS SNOLLYOINGINNOD RHONEIN HEL9AS
0L e
- TOTT LN FETT 4N daduin
8011 NOILYHTTAO0Y ONISSAION BAC DNISSII08
HSASENG O ONISSAIO ang
IHIYD JHOVD IHOYD
407 3400 ENSe)
)
LNA ONISSI00U




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2023/062060

A. CLASSIFICATION OF SUBJECT MATTER
INV. GO6F9/50 GO6F8/60

ADD.

GO6F9/48

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

GO6F

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

paragraphs [0028],
[0093]; figure 8B

ET AL) 10 August 2017 (2017-08-10)
[0086] - paragraph

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X WO 2021/150307 Al (ORACLE INT CORP [US]) 1-20

29 July 2021 (2021-07-29)

the whole document
A US 2017/228227 Al (WINTERFELDT DAVID [US] 1-20

I:‘ Further documents are listed in the continuation of Box C.

‘z‘ See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance;; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance;; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

19 April 2023

Date of mailing of the international search report

28/04/2023

Name and mailing address of the ISA/
European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk
Tel. (+31-70) 340-2040,
Fax: (+31-70) 340-3016

Authorized officer

Renault, Sophie

Form PCT/ASA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2023/062060
Patent document Publication Patent family Publication
cited in search report date member(s) date

WO 2021150307 Al 29-07-2021 CN 114846447 A 02-08-2022
EP 4094154 A1l 30-11-2022
JP 2023511113 A 16-03-2023
WO 2021150307 Al 29-07-2021
US 2017228227 Al 10-08-2017 Us 2013232480 A1 05-09-2013
Us 2016019096 Al 21-01-2016
Us 2017228227 Al 10-08-2017

Form PCT/ASA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - description
	Page 51 - description
	Page 52 - description
	Page 53 - description
	Page 54 - description
	Page 55 - description
	Page 56 - description
	Page 57 - description
	Page 58 - description
	Page 59 - description
	Page 60 - claims
	Page 61 - claims
	Page 62 - claims
	Page 63 - claims
	Page 64 - drawings
	Page 65 - drawings
	Page 66 - drawings
	Page 67 - drawings
	Page 68 - drawings
	Page 69 - drawings
	Page 70 - drawings
	Page 71 - drawings
	Page 72 - drawings
	Page 73 - drawings
	Page 74 - drawings
	Page 75 - wo-search-report
	Page 76 - wo-search-report

