I*I Innovation, Sciences et Innovation, Science and CA 2938918 C 2018/06/12
Développement economique Canada Economic Development Canada
Office de la Propriété Intellectuelle du Canada Canadian Intellectual Property Office (11)(21) 2 938 9 1 8
(12 BREVET CANADIEN
CANADIAN PATENT
13) C
(86) Date de depot PCT/PCT Filing Date: 2015/04/10 (51) Cl.Int./Int.Cl. HO4W 72/06 (2009.01)

(87) Date publication PCT/PCT Publication Date: 2015/10/22 | (72) Inventeur/Inventor:

(45) Date de délivrance/lssue Date: 2018/06/12

(85) Entree phase nationale/National Entry: 2016/08/05

(86) N° demande PCT/PCT Application No.: US 2015/025473
(87) N° publication PCT/PCT Publication No.: 2015/160674
(30) Priorité/Priority: 2014/04/17 (US61/980,741)

WALLIS, MICHAEL BRETT, US

(73) Proprietaire/Owner:
MAVENIR SYSTEMS, INC., US

(74) Agent: PERRY + CURRIER

(54) Titre : AUTHENTIFICATION GSM A3/A8 DANS UN RESEAU IMS
54) Title: GSM A3/A8 AUTHENTICATION IN AN IMS NETWORK

72
/74 LEGACY 57 70
ACCESS ]
UE NETWORK |CS S-CSCF
Gateway
SIM
30
(57) Abréegée/Abstract:

/6

34

82 78 /
HSS FE HLR

36

AuC

A telecommunication network comprises an ICS GV configured to recelve an access request from a UE; an HSS FE configured to
retrieve A3/A8 authentication vectors Iincluding an A3/A8 authentication response from an HLR, and further configured to encode
the A3/A8 authentication vectors as AKA authentication vectors and send the AKA authentication parameters to an S-CSCF; the
ICS GW configured to recelve an authentication challenge from the S-CSCF with encoded A3/A8 authentication vectors, and
further configured to detect the A3/A8 authentication vectors and issue an A3/A8 authentication challenge to the UE; and the ICS

GW configured to recelive an A3/A8 authentication response from the U

=, and further to encode the A3/A8 authentication

response into an AKA authentication response and sending it to the S-CSCF for comparison.

50 rue Victoria e Place du Portage1l e Gatineau, (Québec) K1A 0CS
50 Victoria Street e Place du Portage 1l ¢ Gatineau, Quebec K1A 0C9

* WWW.OpIcC.Ic.gc.ca i+l

L wmonecies (Manadq



WO 2015/160674 A1 [ HAT U RF 0010 00 AN 0O R A

CA 02938918 2016-08-05

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
VRN O A 0 Y O A

Organization Sy
International Bureau e . o
?:_f/)) (10) International Publication Number
(43) International Publication Date nnﬂ/ WO 2015 /1 6067 4 Al

22 October 2015 (22.10.2015) WIPO I PCT
(51) International Patent Classification: (81) Designated States (unless otherwise indicated, for every
HO4W 12/06 (2009.01) kind of national protection available). AE, AG, AL, AM,
1) Tnt tional Aoplication Number- AQO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
(<1) intematisnal Application Number. DCTIUSY01 /005478 BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
(22) International Filing Date: HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
10 April 2015 (10.04.2015) KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
. . MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
(25) Filing Language: English PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
(26) Publication Language: English SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,

TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(30) Priority Data:

61/980.741 17 April 2014 (17.04.2014) US (84) Designated States (unless otherwise indicated, for every

kind of regional protection available). ARIPO (BW, GH,

(71) Applicant: MAVENIR SYSTEMS, INC. [US/US]; 1700 GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
International Parkway, Suite 200, Richardson, Texas TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
75081 (US). TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,

. DK. EE. ES. FL. FR. GB. GR. HR. HU. IE. IS. IT. LT. LU
2) Inventor: WALLIS, Michael Brett: 6320 Blackst , BE, ES, FL FR, GB, GR, HR, HU, IE, 15, IT, LT, LU,
(/2) Inventor: Wy S, Michael Dre ackslone LV, MC. MK, MT, NL. NO, PL. PT, RO. RS, SE, SL SK.

Drive, McKinney, Texas 75070 (US).

rive, McKinney, Texas 75070 (US) SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
(74) Agent: JEANG, Wei Wei; Andrews Kurth LLP, 1350 I GW,KM, ML, MR, NE, SN, TD, TG).

Street, N.W., Suite 1100, Washington, District of Published:

Columbia 20005 (US).
—  with international search report (Art. 21(3))

(54) Title: GSM A3/A8 AUTHENTICATION IN AN IMS NETWORK

{76
72

/74 LEGACY cs/ Ve -

ACCESS 82 78 <

UE | NETWORK ICS S-CSCF HSS FE HLR

Gateway 26

‘ 2IM l\\ AuC d

30

(57) Abstract: A telecommunication network comprises an ICS GW configured to receive an access request from a UE; an HSS FE
configured to retrieve A3/A8 authentication vectors including an A3/A8 authentication response from an HLR, and further con-
figured to encode the A3/A8 authentication vectors as AKA authentication vectors and send the AKA authentication parameters to
an S-CSCF; the ICS GW configured to receive an authentication challenge from the S-CSCF with encoded A3/A8 authentication
vectors, and further configured to detect the A3/A8 authentication vectors and issue an A3/A8 authentication challenge to the UE;
and the ICS GW configured to receive an A3/A8 authentication response from the UE, and further to encode the A3/A8 authentica-
tion response mto an AKA authentication response and sending it to the S-CSCF for comparison.
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GSM A3/A8 AUTHENTICATION IN AN IMS NETWORK

KIELD

[0001] The present disclosure relates to a system and method for GSM (Global System
for Mobile Communications) A3/A8 authentication 1n an IMS (IP Multimedia Subsystem)
network.

BACKGROUND

[0002] “Authentication” 1s the means by which a cellular network can validate the
identity of a subscriber, or more accurately, of a Subscriber Identity Module (SIM) that 18
inserted into a mobile device. The Authentication Center (AuC) (which 1s typically part of or
co-located with the Home Location Register (HLR) or Home Subscriber Server (HSS)) 1s
configured to authenticate cach SIM card that attempts to connect to the GSM core network.
Once authentication 1s successful, the HLR 1s allowed to manage the SIM and subscriber
services. The SIM and AuC have a shared secret that 1s unique to a given subscriber/SIM. The
shared secret 1s used as an iput to an authentication algorithm, either A3 or AS, that are
executed at both the mobile device/SIM and the AuC. If the results from the mobile device and
AuC match, authentication 18 deemed successful.

[0003] Successful authentication results i the establishment of a security association
between the SIM and the network. This security association 1s basically a set of data, such as
an 1ntegrity key and a ciphering key, which are used to provide security services during the life
of that security association.

[0004] The IMS (IP Multimedia Subsystem) defines a generic architecture for offering
multimedia services such as Voice over IP (VoIP). The IMS core network includes the Call
Session Control Function (CSCF) and the Home Subscriber Server (HSS). The CSCF
facilitates session setup and teardown using SIP (Session Initiation Protocol). The HSS plays
the role of a location server in IMS and also serves as a repository for subscriber data. The
CSCF 1s divided into three logical entities: Proxy CSCF (P-CSCF), Interrogating CSCF (I-
CSCF), and Serving CSCF (S-CSCF). The P-CSCF 1s responsible for routing incoming SIP
messages to the IMS registrar server and for facilitating policy control. The I-CSCF acts as an
inbound SIP proxy server in the IMS. The S-CSCF 1s the heart of the IMS core network, and
facilitates the routing path for mobile originated or terminated session requests and 18 the most

processing intensive node of the IMS core network.
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[0005] Before a user can have access to IMS services, an IMS-capable User Equipment
(UE) equipped with a Universal Subscriber Identity Module (USIM) or an IP Multimedia
Subscriber Identity Modules (ISIM) must authenticate with the S-CSCF. However, for older
SIM-based UEs, access to IMS 18 not possible as the IMS specifications do not support the
SIM-based A3/A8 authentication protocol, but rather define a newer security protocol called

AKA or Authentication and Key Agreement.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] FIG. 1 1s a simplified block diagram of an exemplary embodiment of GSM
A3/AS8 authentication 1n legacy CS networks according to the present disclosure;

[0007] FIG. 2 1s a simplified block diagram of an exemplary embodiment of A3/A8
authentication;

[0008] FIG. 3 1s a simplified block diagram of an exemplary embodiment of UMTS
AKA Authentication in Legacy CS Networks according to the present disclosure;

[0009] FIG. 4 1s a simplified block diagram of an exemplary embodiment of AKA
authentication;

[0010] FIG. 5 1s a simplified block diagram of an exemplary embodiment of the IMS
COre;

[0011] FIG. 6 1s a simplified block diagram of an exemplary embodiment of AKA
Authentication 1n IMS Networks:

[0012] FIG. 7 1s a simplified block diagram of an exemplary embodiment of GSM
A3/A8 Authentication in an IMS network according to the present disclosure;

[0013] FIG. 8 1s a simplified block diagram of an exemplary embodiment of
transporting A3/A8 authentication parameters inside AKA parameters according to the present
disclosure; and

[0014] FIG. 9 is a simplified data flow diagram of an exemplary embodiment of GSM

A3/A8 Authentication in an IMS network according to the present disclosure.

DETAILED DESCRIPTION

[0015] FIG. 1 1s a simplified block diagram of an exemplary embodiment of GSM
A3/A8 authentication 1n legacy CS (circuit switched) networks according to the present
disclosure. A UE (User Equipment) 12 with a SIM (Subscriber Identity Module) 14 accesses a
legacy CS network 16. The MSC (Mobile Switching Center) 18 receives A3/A8 authentication
vectors from the AuC (Authentication Center) 20 that 1s typically part of or co-located with the



10

15

20

25

30

CA 02938918 2016-08-05

WO 2015/160674 3 PCT/US2015/025478

HLR (Home Location Register) 22. The MSC 18 then 1ssues an A3/A8 authentication
challenge to the UE 12. The UE 12 runs the A3/A¥ authentication algorithm and sends its
response to the MSC 18. The MSC 18 then checks to determine whether the UE’S response
matches the HLR’s response. If the results from the UE 12 and the HLR 22 match, then
authentication 1s successful and the UE 12 may access services provided by the network.

[0016] FIG. 2 1s a simplified block diagram of an exemplary embodiment of A3/A8
authentication method or function. As described above, older GSM (Global System for Mobile
Communications) SIMs (Subscriber Identity Modules) 1n mobile telephones (User Equipment
or UE) use an authentication algorithm called A3 (authentication) 24 and A8 (confidentiality
key creation) 26. The A3/AS8 algorithm receives as input a 128-bit subscriber secret, Ki, and a
random number, RAND (128-bit). The subscriber secret, Ki, 1s a secret key that 15 associated
with the IMSI (International Mobile Subscriber Identity) of the subscriber. The AuC 1s
configured to look up the Ki using the IMSI, and the K1 1s also stored on the SIM card 1n the
UE. The A3 algorithm generates a Signed Response, SRES (4 bytes), and the A8 algorithm
generates a Confidentiality Key or Ciphering Key, Kc (8 bytes). The Kc will be used in an
algorithm called A5 to encrypt and decrypt data that will be transmitted on the Um interface
with the UE. Therefore, the AuC also performs the same A3/A¥ authentication function 24°
and 26°. If the SRES calculated by the SIM 14 matches the SRES calculated by the AuC 20,
the authentication 1s successful and the confidentiality key, Kc, can then be used for signaling
between the mobile device (UE 12) and the GSM network.

[0017] With the introduction of Universal Mobile Telecommunications System
(UMTS), UEs are equipped with USIMs (Universal Subscriber Identity Module) that use a
newer and stronger authentication algorithm called AKA (Authentication and Key
Agreement). Both A3/A8 and AKA authentication algorithms are supported in legacy circuit
switched (CS) networks today.

[0018] In FIG. 3, a UE 30 equipped with a USIM (Universal Subscriber Identity
Module) 32 accesses the legacy CS network 16. The MSC 18 receives AKA authentication
vectors from the HLR 22. The MSC 18 then 1ssues an AKA authentication challenge to the UE
30. The UE 30 runs the AKA authentication algorithm and sends its response to the MSC 18.
The MSC 18 then checks to determine whether the UE’s response matches the HLR’s
response.

[0019] As shown 1n FIG. 4, the AKA algorithm 34 receives, as mput, the subscriber

secret K, a sequence number (SQN), and a random number RAND. Its outputs are an
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Expected Response XRES (8 bytes), an Authentication Token AUTN (16 bytes), a
Confidentiality Key CK (16 bytes), and an Integrity Key IK (16 bytes). If the XRES calculated
by the USIM 32 matches the XRES calculated by the AuC 20, the authentication 18 successful
and both the confidentiality key, CK, and integrity key, IK, are then be used in signaling
between the mobile device and the network.

[0020] FIG. 5 1s a simplified block diagram of network nodes of an IMS (IP
Multimedia Subsystem) core network 40. The IMS 40 1s a standardized Next Generation
Network (NGN) architecture defined by the European Telecommunication Standards Institute
(ETSI) and the 3rd Generation Partnership Project (3GPP) to provide Internet media services
capability. As with the Internet, NGN 1s built around the Internet Protocol (IP) and 1ts goal 1s to
create a unified system that offers services like video, voice and data by encapsulating them
into packets. The NGN architecture can incorporate a variecty of wireless and wireline
technological alternatives for users to access the global telecommunication network. IMS 1s a
set of standards that defines a generic architecture for offering Voice over IP (VolP) and
multimedia services. The IMS core network 40 includes the Call Session Control Function
(CSCF) 42 and the Home Subscriber Server (HSS) 44. The CSCF 42 node facilitates session
setup and teardown using SIP (Session Initiation Protocol). The HSS 44 plays the role of a
location server 1n the IMS and also serves as a single point of service for IMS subscribers and
their services.

[0021] As shown 1n FIG. 5, the CSCF functionality 42 1s divided into three logical
entities: Proxy CSCF (P-CSCF) 46, Interrogating CSCF (I-CSCF) 47, and Serving CSCF (S-
CSCF) 48. The P-CSCF 46 1s responsible for routing incoming SIP messages to the IMS
registrar server and for facilitating policy control. The I-CSCF 47 acts as an inbound SIP proxy
server 1n the IMS network. The S-CSCF 48 1s the heart of the IMS core network 40, and
facilitates the routing path for mobile originated or terminated session requests and 1s the most
processing intensive node of the IMS core network. The S-CSCF 48 acts as the registrar
sending an authentication challenge to a UE 50 with authentication vectors supplied by the
HSS 44. With the introduction of IMS, UEs incorporate an ISIMs (IP Multimedia Subscriber
Identity Modules) 52. Once the UE 50 has successfully completed the authentication process,
the S-CSCF 48 completes the registration and notifies the HSS 44. Because the IMS 1s
specified to provide support for AKA authentication, there 1s no capability to perform the older

A3/AR authentication within the IMS network.
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[0022] In FIG. 6, an IMS-capable UE 60 equipped with USIM or ISIM 62 accesses an
IMS-capable PS (Packet Switched) network 63. The S-CSCF 64 of the IMS network receives
AKA authentication vectors computed by the AuC 68 from the HSS 66. The S-CSCF 64 then
issucs an AKA authentication challenge to the UE 60. The UE 60 runs the AKA authentication
algorithm and sends 1ts response to the S-CSCF 64. The S-CSCF 64 then checks that the UE’s
response matches the response from the HSS 66. If the responses match, then authentication 1s
successtul.

[0023] FIG. 7 1s a simplified block diagram of an exemplary embodiment of GSM
A3/A8 Authentication 1n an IMS network according to the present disclosure. Referring to
FIG. 7 and to the data flow diagram 1n FIG. 9, an IMS Centralized Services Gateway (ICS
GW) 70 1s a network node that connects legacy GSM/UMTS access networks 72 (and thus
legacy GSM/UMTS mobile devices or UEs 74) with an IMS core network 76. A network node,
HSS FE (Home Subscriber Server Front End) 78, appears as an HSS to the IMS core network
76. A UE 74 equipped with a SIM 80 attempts to access the network. The ICS GW 70 receives
the UE’s request and 18 configured to make this UE 74 appear as an AKA-capable IMS UE to
the IMS core network 76. The ICS GW 70 sends a register message to the S-CSCF 82 with an
IMPI (IP Multimedia Private Identity) associated with the IMSI (International Mobile
Subscriber Identity) received from the UE 74. The S-CSCF 82 then requests AKA
authentication vectors from the HSS (HSS FE) 78. The HSS FE 78 retrieves authentication
vectors from the HLR 84/AuC 86, and detects that 1t has received A3/A8 vectors (SRES and
KC). The HSS FE 78 then encodes or embeds the A3/A8 authentication vector information
(SRES and KC) into the parameters defined for AKA (XRES, CK, IK, AUTN) and sends the
disguised information to the S-CSCF 82 along with the Random number, RAND. The S-CSCF
82 does not detect the disguised A3/A8 wvector information and issues the authentication
challenge towards the UE (via the ICS GW 70). The ICS GW 70 detects that what 18 being
passed mn the AKA parameters 18 actually A3/A8 vector information and 1nstead 1ssues an
A3/A8 authentication challenge containing RAND to the UE 74. The UE 74 runs the A3/AS
authentication algorithm and sends 1ts response (SRES) to the ICS GW 70. The ICS GW 70
encodes or embeds the A3/A8 response (SRES) into the parameters defined for AKA. Again,
the S-CSCF 82 does not detect the A3/A8 response, and checks that the UE’s response

matches the HSS’s response. In this way, the IMS core network 1s able to perform GSM
A3/A8 authentication for a SIM-based UE 74.
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[0024] In an alternate embodiment, an actual HSS may function in the place of the HSS
FE 78, for example. As a further alternative, a Visiting Subscriber Server (VSS) may
implement the functionalities of the HSS FE 78.

[0025] Accordingly, the present disclosure provides a way to interface with a UE
having an older GSM SIM so that there 1s support for A3/A8 authentication within an IMS
core network that by definition does not support this older authentication algorithm. In the
method disclosed herein, the IMS core network thinks that AKA authentication 1s being used
for authentication when 1n fact GSM A3/AS 1s being used. In this way, no change or adaptation
in the IMS core network 1s required to intertace with older SIM-based UEs.

[0026] In the preferred embodiment, A3/A8 parameters are contamned within AKA
authentication parameters that are passed in the IMS core network. Because the A3/AS
parameters are shorter than the AKA authentication, this can be easily accomplished. For
example, the A3/A8 parameters can be accommodated 1n the manner as 1llustrated 1n FIG. 8:

[0027] The GSM SRES parameter 80 1s 4 bytes and the UMTS XRES parameter 81 18
& bytes. Therefore, an XRES parameter 81 can include the SRES parameter 80 and 4 additional
bytes of filler bits 82, which may be set to zeroes, for example.

[0028] The GSM Kc¢ parameter 84 1s 8 bytes and the UMTS CK parameter 85 15 16
bytes. Therefore, a CK parameter 85 can be constructed to contain the K¢ parameter 84 (8
bytes) and 8 additional bytes of filler bits 86, which may be set to zeroes, for example.

[0029] There 1s no GSM integrity key and the UMTS IK parameter 88 15 16
bytes. Therefore, an IK parameter 88 can contain 16 bytes of zeroes 89, for example.

[0030] There 1s no GSM authentication token parameter (AUTN) 90 and the UMTS
AUTN 1s 16 bytes, so an AUTN parameter 90 can contain 16 bytes of zeroes 91, for example.

[0031] Because the parameter sizes match what 1s expected with AKA authentication
information, the S-CSCF 82 1s unaware that A3 and A8 parameters are actually being passed.
All of the S-CSCF’s current functionality and checks will still function properly. Only the IMS
HSS FE 78 and the ICS GW 70 are aware what authentication parameters are really being used
for authentication.

[0032] The features of the present invention which are believed to be novel are set forth
below with particularity in the appended claims. However, modifications, variations, and
changes to the exemplary embodiments described above will be apparent to those skilled 1n the
art, and the system and method described herein thus encompasses such modifications,

variations, and changes and are not limited to the specific embodiments described herem.



What is Claimed Is:

I. A method of subscriber identity authentication in an internet Protocol Multimedia
Subsystem IMS core network, comprising:

recelving an access request from a User Equipment UE having a Subscriber Identity
Module STM;

requesting Authentication and Key Agreement AKA authentication vectors from a Home
Subscriber Server HSS;

retrieving Global System for Mobile Communications GSM A3 authentication
algorithm/A8 confidentiality key creation authentication vectors (A3/A8 authentication vectors)
including an A3/A8 authentication response from a Home Location Register HLR;

encoding the A3/A8 authentication vectors by adding at least one filler bit of a known
value or adding at least one 0 bit to achieve required bit lengths of AKA authentication vectors
and transmitting the AKA authentication vectors to a node in the IMS core network:;

recetving an authentication challenge from the node in the IMS core network with

encoded A3/A8 authentication vectors;
detecting A3/A8 authentication vectors and issuing an A3/A8 authentication challenge to
the UE;
receiving an A3/AS authentication response from the UE:
encoding the A3/A8 authentication response into an AKA authentication response; and
transmitting the AKA authentication response to the node in the IMS core nctwork for

comparing the A3/A8 authentication response from the HLR with the A3/A8 authentication

response from the UE.

2. The method of claim 1, wherein transmitting the AKA authentication vectors to a node in the
IMS core network comprises transmitting the AKA authentication vectors to a Scrving Call

Session Control Function S-CSCF.

3. The method of claim 1, wherein encoding the A3/A$ authentication vectors COmMprises

embedding the A3/A8 authentication vectors within AKA authentication vectors.

CA 2938918 2017-06-27



4. The method of claim 1, wherein retrieving A3/A8 authentication vectors comprises retricving

a S1gned Response (SRES) and a Confidentiality Key (KC).

5. The method of claim 1, wherein encoding the A3/A8 authentication vectors as AKA

authentication vectors comprises:
embedding a Signed Response (SRES) parameter in an Expected Response (XRES)
parameter of the AKA authentication vector: and

embedding a Confidentiality Key (KC) parameter in a Confidentiality Key (CK)

parameter of the AKA authentication vector.

6. The method of claim 5, further comprising:

composing an Integrity Key (IK) parameter of the AKA authentication vector by adding
fitler bits of a known value to achieve its required bit length; and

composing an Authentication Token (AUTN) parameter of the AKA authentication

vector by adding filler bits of a known value to achieve its required bit length.

/. A telecommunication network comprising:

a gateway node configured to receive an access request from a mobile device having a _

Subscriber Identity Module SIM:

an interface node configured to retricve A3 authentication al gorithm/A8 confidentiality
key creation authentication vectors (A3/A8 authentication vectors) including an A3/AS
authentication response from a Home Location Register HLR, and further configured to encode
the A3/A8 authentication vectors by adding at least one fillcr bit of a known value or adding at
least one 0 bit to achieve required bit lengths of Authentication and Key Agreement AKA

authentication vectors and send the AKA authentication parameters to an internet Protocol

Multimedia Subsystem IMS network node:

the gateway node configured to receive an authentication challenge from the IMS
network nodc with encoded A3/A8 authentication vectors, and further confi gured to detect the

A3/A8 authentication vectors and issue an A3/A8 authentication challenge to the mobile device;

and

CA 2938918 2017-06-27



the gateway node configured to receive an A3/AS authentication response from the
mobile device, encode the A3/A8 authentication response into an AKA authentication responsc,

and send it to the IMS network node for comparison.

8. The telecommunication network of claim 7 , Wherein the gateway node comprises an internet

Protocol Multimedia Subsystem Centralized Services Gateway ICS GW.

9. The telecommunication network of claim 7, wherein the interfacc node comprises a Home

Subscriber Server Front End HSS FE.

10. The telecommunication network of claim 7, wherein the IMS network node comprises an S-
CSCF.

[ 1. The telecommunication network of claim 7 , Wherein the interface node is configured to
cmbed A3/A8 authentication parameters in AKA authentication parameters and send the AKA

authentication parameters to the IMS network node.

12. A telecommunication network comprising:

an internet Protocol Multimedia Subsystem Centralized Services Gateway ICS GW
configured to receive an access request from a User Equipment UE;

a Home Subscriber Server Front End HSS FE conf gured to retrieve A3 authentication
algorithm/A8 confidentiality key creation authentication vectors (A3/A¥ authentication vectors)

including an A3/A8 authentication response from a Home Location Register HLR, and further

configured to encode the A3/A8 authentication vectors by adding at least one filler bit of a
known value or adding at least one 0 bit to achieve required bit lengths of Authentication and
Key Agreement AKA authentication vectors and send the AKA authentication parameters to a
Serving Call Session Control Function S>-CSCF;

the ICS GW configured to receive an authentication challenge from the S-CSCF with
encoded A3/A8 authentication vectors, and further confi gured to detect the A3/A8 authentication

vectors and issue an A3/A8 authentication challenge to the UE; and

CA 2938918 2017-06-27
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the ICS GW configured to receive an A3/A8 authentication response from the UE, and

further to encode the A3/A8 authentication response into an AKA authentication response and

sending it to the S-CSCF for comparison.

CA 2938918 2017-06-27
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