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SYSTEMS AND METHODS FOR CREATING FINGERPRINTS OF
ENCRYPTION DEVICES

CROSS-REFERENCE TO RELATED APPLICATIONS
Thus apphcation claims the benefit under 75 U.S.C. § 119{(e) of U.S. Provisional Patent
Application No. 61/955,739, filed March 19, 2014, entitled, “Systems and Methods of Point of
Interaction Management,” incorporated herein by reference in ifs entirety.
This application is related to and incorporates by reference herein the following ULS.
patent applications:

.S, patent application no. , filed 20135, entitled

“Systems and Methods for Facilitating Encryption of Payloads Recetved from Encryption
Devices™;

U.S. patent application no. , filed , 2015, entitled

“Systerms and Methods for Creating and Tracking States of Encryption Devices”; and

U.S. patent application no. , filed , 2013, entitled

“Systems and Methods for Creating Fingerprints of Encryption Devices.”

TECHNICAL FIELD
The present disclosure relates generally point to point encrvption (P2PE) and

management of point to point encryption systems.

BACKGROUND

Protecting cardholder data during an electronic payment transaction is vital for all entities
tovolved in the processing of that transaction. |t was recently made public that wn the fourth
quarter of 2013 and throughout 2014, significant data breaches occurred at major national
retatlers. In each instance, cardholder account numbers, and associated cardholder personal data,
were illegally obtained by malicious fraudsters, exposing milliouns of sensitive payment records
to potential fraudulent use, including wdentity theft. As a result, ecach retatler experienced
damages in terms of lost sales, fines, and potential lawsutts for alleged vegligence with regard to

payment security standards. Another serious consequence of such breaches is brand erosion.
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Data breaches are not a now occurrence in the payments industry, but the increasing
number of breaches that occur cach year, their severity in terms of numbers of records obtained,
and the speed and stealth with which such breaches occur 18 new.

It is not a matter of if a business will experience a breach, it’s a matter of when, While it
is tmpossible to climinate the possibility of a data breach occurring, it 18 now possible to protect
cardholder data integrity 1o the event of a breach through PCl-validated point-to-point encryption
(P2ZPE). PCl-validated P2ZPE renders any potential cardholder data uscless and void of value in

the event of a data theft because the cardholder data cannot be decrypted.

BRIEF SUMMARY OF THE DISCLOSURE

in various embodiments, the systerns and methods herein include a point to point
encryption management system configured to reccive information from a plurality of point of
interaction devices, the point to point cucryphion management system inchuding a) a database for
storing device information and b} at least one processor gperatively coupled to the database, the
at least one processor configured for: 1) receiving a payload orniginating frovo a poiot of
interaction device, the payload including encrypted payment information and a device identifier;
2) parsing the pavlead to extract the device wdentificr; 3) retrieving an ideutificr table from the
database, the identifier table including one or more device identifiers received by the point to
point encryption managercent systom; 4) comparing the device identifier to the identifier table to
determine whether the device identifier is inchuded in the ideuntifier table; and 5) upon
deterraining that the device identifier 18 included in the identifier table, facilitating decryption of
the encrypted payroent information.

According to particular embodiments, the systems and methods herein include a point to
point encryption management system configured to receive mformation from a phlurality of point
of interaction devices, the point to point encryption management system including a) a database
for storing device information and b) at least one processor operatively coupled to the database,
the at least one processor configured for: 1) receiving a payload originating from a point of
mteraction device, the payload including encrypted data and a device serial number; 2) parsing
the payload to extract the device serial nmumber; 3) retrieving a serial number table from the
database, the serial number table including one or more serial numbers received by the point to

point encryption management sysiem: 4) coraparing the device serial nurnber to the serial
v R 5 K
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number table to determine whether the device serial number 18 included in the serial number
table; 5} upon determining that the device serial number s inchuded in the table, retrieving, from
mermory, a fingerprint associated with a record of the point of interaction device, wherein the
fingerprint is an identifier created by the point to point encryption management system for the
point of interaction device based on the format of one or more payloads that originated from the
point of interaction device; 6) comparing the payload to the fingerprint to determine whether the
point of interaction device has been compromised; and 73 upon determining that the point of
interaction device has not been compromised, facilitating decryption of the encrypted payment
card information.

In one or more embodiraents, the systems and methods herein include a computer-
implemented method for decrypting encrypted data, the computer-implemented method
including: A) providing at least one encryption device including at least one processor
configured to transmit encrypted data and a device senial vurober; and B) providing an
encryption management system configured to receive information from the encryption device
and at least one computer termunal located at a key injection facility, the encryption mavagement
systern including a) a database for storing device information and b) at least one processor
operatively coupled to the database, the at least one processor configured for: 1) receiving an
initial device sertal nmumber from the at least one terminal located at the key injection facility; 2
writing the mitial device serial number to a table in memory and storing the table in a database;
3} receiving a payload at least partially originating from the encryption device, the payload
including encrypted data and the device serial nuraber; 4) parsing the payload to extract the
device serial number; 5 retrieving the table from the database; 6) comparing the device serial
number to the initial device serial number to determine whether the device serial number is
included in the table; and 7) upon determiming that the device serial number and the ntial device
serial number are the same serial number, facilitating decryption of the encrypted data.

According to some embodiments, the systerns and methods herein include a computer
syster for point to point encryption of payment transactions, the computer system inclading: A)
at least one point of interaction device including a) one or more magnetic read heads for reading
consumer payment cards and b) at least one processor configured to transmit consumer payment
card information and a device serial number associated with the at feast one point of interaction

device; B) a hardware security module configured for decryption of payment card wformation
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and C) a point to point cucryption management system configured to receive information from
the point of interaction device and at least one computer terminal located at a key injection
facility, the point to point encryption management system including a) a database for storing
device information and b} at least one processor operatively coupled to the database, the at least
one processor configured for: 1) receiving an initial device serial number from the at least one
computer terminal located at the key injection facility; 2) writing the nitial device serial nomber
to a table in memory and storing the table in the database; 3) receiving a first payload originating
from the point of interaction device, the first payload including first encrypted payment card
information and the device serial number; 4} parsing the payload to extract the device serial
number; 5) retrieving the table from the database; 6) comparing the device serial nurmber to the
initial device serial number to determine whether the device serial number s included in the
table; 7) upon determining that the device serial nurnber and the initial device serial number are
the sawae serial number: 1) facilitating decryption of the paywent card mformation; and u)
creating a fingerprint for the point of interaction device based on the format of the first payload
and storing the payload identifier in rocmory; 8} receiving a second payload originating from the
point of interaction device including encrypted second payment card information and the device
setial number; 9) parsing the received second payload to exiract the device serial namber; 18)
retrieving the table from the database; 11) comparing the device serial number to the initial
device serial number to determine whether the device serial number 18 included o the table; 12)
upon determining that the device serial number and the initial device serial number are the same
serial number, retrieving the fingerprint; 13} comparing the sccond payload to the fingerprint to
deterroine whether the poiut of futeraction device has been compromised; and 14) upon
determining that the point of interaction device has not been compromised, transmitting the
second payroent information to the bardware security wmodule for decryption.

In at lcast one embodiment, the systems and methods herein include a computer system
decrypting payment transactions, the cornputer system including: A) at least one point of
interaction device including one or more processors configured to transmit consumer payment
card information and a device serial number associated with the at least one point of interaction
device; and B) a point to point encryption management system configured to receive information
from the point of interaction device and at least one computer terminal located at a key injection

facility, the point to point encryption management system including a) a database for storing
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device mtormation and b) at least one processor operatively coupled to the database, the at icast
one processor configured for: 1) receiving an initial device serial number from the at least one
computer terminal located at the key injection facility; 2) writing the mnitial device serial nuraber
to a table in memory and storing the table in the database; 3) receiving a payload at least partially
originating from the point of interaction device, the payload including encrypted payment card
information and the device serial nurnber; 4) parsing the payload to extract the device sernial
number; 5) retrieving the table from the database; 6) comparing the device serial number to the
iniftal device serial nurber to determine whether the device serial number s included in the
table: and 7) upon determining that the device serial number and the initial device serial number
are the same serial nurmber, facilitating decryption of the payment card information.

fn further embodiments, the systems and methods herein include a computer-
implemented method for decrypting payrcnt fransactions, the method including: 1) providing at
least one point of mteraction device including oue or roore processors configured to transmit
consumer payment information and a device serial number associated with the at least one point
of mteraction device; 2) providing a point to point encryption management systern configured to
recetve information from the point of interaction device, the point to point encryption
manageroent system including a) a database for storing device information and b) at least one
processor operatively coupled to the database; 3) receiving, by the least one processor, an initial
device serial number at least one computer third party corputing device; 43 writing, by the least
one processor, the mnitial device serial mumber to a table in memory and storing the table in the
database; 5) recciving, by the at least one processor, a payload at feast partially originating from
the poiot of interaction device, the payload including encrypted payment information and the
device serial number; 6) parsing, by the at least one processor, the payload to extract the device
serial number; 7} comparing, by the at least one processor, the device serial number to the fnitial
device serial number fo determine whether the device serial number and the initial serial number
are the same scrial number; and 8) upon determining that the device serial mumber and the wnitial
device serial number are the same serial number, factlitating decryption of the payment
information.

According to varipus embodiments, the systems and methods herein include a computer
systern for creating a fingerprint for a device, the computer system including the device

operatively connected to a device managemeut system, the device managerent system including

N
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at least one processor eperatively coupled to at least once database, the at least one processor
contfigured for: 1) receiving a first payload from the device, the first payload including data in a
particular format and a device indicator, the device indicator including a unique identifior used
for identifving the device; 2) creating the fingerprint for the device, the fingerprint including a
section format for cach of one or more distinct sections of the particular format in a particular
order; 3} storing a record of the fingerprint for the device and the unique wdentifier at the at least
one database; and 4} comparing a format of cach subsequent paylead received from the device to
the fingerprint for the device to determnine whether the device has been comprormsed.

In particular embodiments, the systems and methods herein include a computer system
for creating a fingerprint for a device, the computer system including the device operatively
connected to a device management system, the device management system including at least one
processor operatively coupled to at least one database, the at least one processor configured for:
1) receiving payloads from a particular device, cach payload including encrypted and
unencrypted data in a format; 2) comparing the format of cach payload from the particular device
to the fingerprint associated with the particular device; and 3) upoun deterroining that the format
of a particular payload of the payloads received from the particular device does not match the
fingerprint associated with the particular device, declining to decrypt the encrypted data of the
particular payload and transmitting a notification of declining to decrypt the encrypted data to a
user cornputing system associated with a user.

According to one or more embodiments, the systems and methods herein include a
computer-iaplemented method for creating a fingerprint for a device, the method 1ncluding: A)
providing a device capable of cocrypting data; B} providing a computer system operatively
coupled to the device, the computer system including: 1) a decrypting means for decrypting data
received froro the device; 2) a fingerprint creation meaus for creating a fingerprint associated
with the device; 3) at least one database; and 4) at least one processor operatively coupled to the
decrypting means, the fingerprint creation racans, and the at least one database; C) receiving, by
the at least one processor, a first payload from the device, the first payload including data in a
particular format, g device indicator, and encrypted data, the device indicator including & unique
identifier used for identifying the device; D) creating, by the fingerprint creation means, a
fingerprint for the device, the fingerprint including a scction format for each of one or more

distinct sections of the particolar forroat o a particular order; E) storing a record of the
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fingerprint for the device and the unique identifier at the at least one database and changing a
state of the device to active by the at least oune processor; F} comparing, by the at lcast one
processor, a second particular format of a subsequent payload received from the device to the
fingerprint for the device to determine whether the device has been compromised; and G} upon
determining that the device has not been compromised, decrypting, by the decrypting means,
cucrypted data of the subseqguent payload.

In at lcast one particular embodiment, the systems and methods herein inclade computer
systera for managing encryption device status changes mcluding a P2PE mavagement systern
including at least one processor and operatively connected to an encryption device, the at least
one processor configured for changing a state of the encryption device based upon transactional
information received from the encryption device, wherein changing the state of the encryption
device based upon transaction information imcludes: 1) receiving a transaction paylcad from an
encryption device, the transaction payload wncluding transaction information and noun-transaction
information; 2) determining whether the transaction information is unencrypted; and 3) in
response o determining that the transaction information s unencrypted, disabling the encryption
device by changing a state of the encryption device to a tampered state.

In further embodiments, the systerns and methods herein include a computer-
implemented method for managing encryption device status changes, the method including the
steps of: A) providing a P2PE management system inchuding at least one processor and
operatively connected to an encryption device; and B} changing, by the at least one processor, a
state of the encryption device based upon transactional information reccived from the encryption
device, wherein changing the state of the encryption device based upon transaction information
includes: 1) recetving a transaction payload from an encryption device, the transaction payload
including transaction information and non-trausaction imformation; 2) determuning whether the
transaction information is unencrypted; and 3} in response to determining that the transaction
information is unencrvpted, disabling the encryption device by changing a state of the encryption
device to a tampered state.

In still further crabodiments, the systems and methods herein include a coraputer system
for managing encryption device status changes including a PZPE management system including
at least one processor and operatively connected to an encryption device, the at least one

processor configured for: A) changing the state of the encryption device based on wput from an
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operator; B) changing a state of the encryption device based upon transactional information
received from the encryption device, wherein changing the state of the encryption device based
upon transaction information includes: 1) receiving a first transaction payload from an
encryption device, the first transaction payload including first transaction information and first
non-transaction information; 2} upon receiving the first transaction payload from the encryption
device, changing the state of the encryption device from the deployed state to an active state and
facilitating decryption of the first transaction information; 3) receiving a sccond transaction
payload from the encryption device, the second transaction payload including second transaction
information and second non-fransaction information; 4) determining whether the second
transaction information is uncucrypted; and 3} in response to determining that the sccond
transaction information is unencrypted, disabling the encryption device by changing the state of

the encryption device from the active state to a tampered state.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings itfustrate one or more embodiments and/or aspects of the
disclosure and, together with the written description, serve to explain the principles of the
disclosure. A number of the diagrams below are unified modeling language (UML) 2.5
Sequence Diagrarns. UML sequence diagrams focus on the message interchange between the
numbers of hifelines (aka individual participants). Oune of ordinary skill 1o the art will understand
that UML diagrams are read from left to right and from the top t© the bottom. See www.uml-
diagrams.org/sequence-diagrams~combined-fragmeunt. himd for more information on UML

diagrams.

FIG. 1A is an cxemplary peint to point encryption (P2PE} management system and
payments covirorrnent according o oune erabodiment of the present systems and methods.

FIG. 1B is an alternative exemplary P2PE management system and payments
cuviromnent according to one embodiment of the present systems and methods.

FIG. 2A shows g block diagram of an excroplary architecture of the P2PE management
system of FIG. 1A according to one embodiment of the present systems and methods.

FIG. 2B shows a block diagram of an exemplary architecture of the PZPE management

systera of FIG. 1B according to one embodiment of the present systems and methods.
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FIG. 3 is 3 flow chart tlustrating an cxemplary point of interaction management process
according to one embodiment of the present systems and methods.

FIG. 4A 15 g tlow chart illustrating an cxemplary merchant data process according to one
embodiments of the present systems and methods.

FIG. 4B is a flow charts illustrating an exemplary P2PE report processes according to one
embodiment of the present systerns and methods.

FIG. 5A is a flow chart tllustrating an exemplary decryption process according to one
embodiment of the present systems and methods.

FIG. 58 is a flow chart illustrating an exemplary fingerprint process according (o one
cmbodiment of the present systerns and methods.

FIGS. 6-14 are UML diagrams Hlustrating exemplary sequences of the present systems

and methods.

DETAILED DESCRIPTION

For the purpose of promoting an understanding of the principles of the present disclosure,
reference will now be made to the embodiments 1itustrated 1n the figures and specific language
will be used to describe the same. It will, nevertheless, be understood that no limitation of the
scope of the disclosure is thereby intended; any alterations and further modifications of the
described or illustrated embodiments, and any further applications of the principles of the
disclosure as illustrated therein are contemplated as would normally occur to one skilled in the
art to which the disclosure relates.

Prior to a detailed description of the disclosure, the following definitions are provided as
an aid to understanding the subject matter and terminology of aspects of the present systems and
methods, are exemplary, and not necessarily limiting of the aspects of the systemis and methods,
which are expressed n the claims. Whether or not a term 1s capitalized is not considered
definitive or limiting of the meaning of a term. As used in this document, a capitalized term
shall have the sarne meaning as an uncapitalized term, unless the context of the usage
specifically indicates that a more restrictive meaning for the capitalized term 15 intended.
However, the capitalization or lack thercof within the remainder of this document is not intended

to be necessarily limiting unless the context clearly indicates that such imitation is mtended.
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Definitions/Glossary

Account Data: way refer to cardholder data and/or sensitive authentication data, such as,
but not limited to a2 PAN, a routing number, a cardholder name, an expiration date, a service
code, magnetic siripe data {or chip data), a card secunity code {e.g., CAVZ, CVCZ, CVVZ, CID,

ete.), one or more personal identification (PIN) numbers, and/or PIN blocks.

Bawnlk: any suitable banking entity that may issue one or more cards (¢.g., credit cards,
debit cards, cte.) to a consumer, may recetve deposits {e.g., from a merchant), manage accounts

for customers, clc.

Fingerprint or Device Fingerpring: in various embodiments, a set of information ased to
identify a particular device, wherein the set of information may be based on the particular
device’s one or more attributes. In at least one embodiment, the set of information is for a POI

Device and includes a serial number associated with the PO Device,

Hardware Security Module (HSM): a device that, in various embodiments, safeguards,

houses, and manages digital encryption and decryption keys,

Key Injection Facility (KEF): a secure service facility that injects encryption keys (¢.g.,
symmetric or asyrametric keysy into a device, typically a POI Device.  The injected encryption
key is used, in particular embodiments, to encrypt data {c.g., consumer data, such as PAN data)

recerved by the POI Device,

Merchant: an entity that provides or sells goods and/or services to consumers and, in
varigus embodiments, purchases, orders, and/or employs one or more POI Devices and utilizes

the P2PE Manager.

P2PE Manager: in various cmbodiments, an application for managing various state
changes of a POI Device, for reporting state changes of a POI Device (or POI Devices),
determining decryption key index names, and/or for providing reports for Merchants for
compliance or other purposes.

10
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P2PE Papload, Transaction Pavivad, or Payipad: a bundle of information transmitted
from a POI Device. A payload roay melude any variety of suitable information. As 4 non-
limiting example, in particular embodiments, a payload includes consumer information, such as a
card’s PAN as weil as a POI Device serial numiber, In various embodiments, a payload is sent to
the P2PE Manager. In at least one embodiment, a payload 1s transwotited to a Payment

Processor/Payment Network before decryption.

Poayment Card Industry (PO generally, the debit, eredit, prepaid, e-purse, e-wallet,

ATM, and point of sale card mdustry and associated businesses.

Payment Processor / Payment Network: one or more entitics (typically a third party) that

processes payraents {e.g., credit card transactions) for a Merchant.

PCT Secnrity Council: a council originally formed by American Express, Biscover
Financial Services, JCB, MasterCard Worldwide, and Visa International for managing the PCI
Data Security Standard. By meeting various PCI Security Counctl requirements, businesses can

be deemed “PCI Compliant” or “PCI Validated.”

PCT Validation / Validated (PCE Compliang): an entity may be deemed PCY Validated by
meeting various criteria sct forth by the PCI Security Council. PCI Validated corapanies and/or
solutions may be listed by the PCI Security Council (e.g., on the PCT Security Council website ot

in other suitable locations).

Point of Interaction (POI} Device (Point of Entry Device): in various embodiments, a
component of a point of sale systern that enables a consumer to make a purchase at a Merchant,
such as with a payment card. POI Devices may or may not be consumer-facing and may require
a PIN mumber and/or other authentication. Non-liroiting examples of POI Devices mclude
magunetic card readers {e.g., for reading a payment card, such as a credit card) and near field

conmmmunication {NFC) devices (e.g., for receiving a consumer’s payment information from an

It
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clectronic device, such as a mobile deviee). POI Devices may or may not be PCT Council

approved devices.

Point to Point Encryption (P2PE): a combination of secure devices, applications, and
processes that encrypt data from the point of interaction {for example, at the point of swipe} until

the data reaches the solution provider’s secure decryption environment.

Primary Account Number (PAN}: av account nuraber typically found on the front side

of a payment card {(e.g., a credit card number).

State(s): a recordable state and/or status of a particular device such as a POI Device.

EEITS

Various states and/or statuses may nclude “new,” “active,” “lost,” “stolen,” “tampered,”

“daraged,” “malfunction,” “quarantined,” “in repatr,” “retired,” and “destroyed.”

State Changes: a recordable change tn the state of a device, such as a POI Bevice. Ina
ful

particular example, a POI Device state may be changed from “active” to “lost” based on various

factors.

Overview

The present systems and methods relate generally to management of encryption
processes, mavagement of encryption devices, validation handhing of encryption devices
(including point-to-point encryption devices), and managing, assigning, and reporting state
changes of encryption devices. According to particular embodiments, the present systems and
methods track handling of decryption devices and their respective payleoads {¢.g., outputs of
swipe data, ete.). It should be understood fror the disclosure herein that the management of the
encryption processes described herein may be, in some embodiments, PCI validated and
compliant.

According to particular embodiments, the systems and roethods herein are directed to
secure encryption device handling. Particularly, the systems and methods herein are directed to:
1) recetving an indication of a state of a particular device; 2) receiving a payload from the
particular device, including a device serial number and encrypted payload; 3} creating a record
(¢.g., a fingerprint) of the format of the payload and storing the record In memory; 4) receiving a

12
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second payload from the particular device, the second payload including the device serial
number and a second encrypted payload; 5) retrieving the record of the format of the payload
associated with the particular device from memory; 6) comparing the record of format of the
payload to the format of the second paylead; and 7) upon determining that that the format of the
second payload does not match the record of the record of format of the payload, changing the
state of the particular device to a tampered state.

In one or more aspects, the systems and methods herein are directed to facilitating
decryption of encryption device payloads based on a device serial number included 1u the
payload. In these aspects {and others), the system is configured to retrieve various information
regarding the particular device from a databasc based on the device serial number. Such data
may inchude, for example, a record of the format of a first payload of the particular device {as
discussed above), a key index number indicating a base key used as the basis for encrypting a
payload of the particular device, a state of the particular device, ete.

According to various aspects, the systems and methods herein are further directed to
create a “fingerprint’” of a particular device. Particularly, the system may be configured to create
a fingerprint of the particular device to be used as a comparison to payloads received from the
particular device to determine whether the particular device is compromised {(e.g., the device has
been stolen, hacked, etc.). The system may be configured to create the fingerprint of the
particular device in any suitable way such as, for example, by parsing a first payload received
from the particular device, determining the format of each segment of the first payload, recording
the format of cach segment of the first payload in an order of the payload.

In some aspects, the systems and roethods herein are divected to creating reports
regarding states and locations of encryption devices tracked by the system. In these aspects, the
system s configured to receive a report request from a werchant, corapile the report based on
state information associated with encryption devices associated with the merchant, request that
the merchant attest to the information included 1 the report, and provide the report to the
merchant.

As will be understood by one of ordinary skill in the art, the systems and methods herein
may be used by any suitable entity. Further, the systems and methods described herein may be
utilized for any suitable encryption/decryption process, including, but not limited to, point-to-

potnt concryption, encryption/decryption of medical data, encryption/decryption of social security
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numbers, ete. The following cxemplary functionality of the systems and macthods herein is
included for the purpose of furthering understanding of the inchuded systems and methods and is

intended to be exernplary and non-limaiting.

Exemplary P2PE Manager and Paviments Functionality

Turing now to the figures, FIGS. 1A and 1B depict a high-level exemplary P2PE
roanager and payments environment and process. In general, FIGS. 1A and 1B show an
exemplary path of an exemplary point of interaction (P01} device from a manufacturer {e.g.,
manufacturer 102) to a merchant {c.g., merchant 132} and the various processes and state
changes associated with the exeroplary POl device. FIGS. 1A and 1B forther depict data
received by the PZPE system 160, exemplary high level of data processing that occurs at the
P2PE systern, and an exemplary payroent cycle.

FIG. 1A shows an exemplary P2PE manager and process wherein swipe (as will be
understood by one of ordinary skill in the art, data may also be keved into a user interface) data
is sent from a merchant swipe terminal (¢.g., a POl device) directly to a P2PE Payment System.
F1G. 1B shows an exemplary P2PE manager and process similar to the process depicted in FIG.
TA, except swipe data ts sent from a merchant swipe terminal to a payment network, then to the
P2ZPE Payment Systera. These various exemplary features and diffcrences will be further
discussed below,

FIG. 1A depicts a mamufacturer 102 of point of interaction (POI) devices {e.g., POI
device 104). According to particular embodiments, manufacturer 102 produces POI device 104
in response to receiving a purchase order from a merchant or from a P2PE system {e.g., PZPE
systera 160). In various embodirnents, manufacturer 102 produces POI device 104 {and any
other POI devices) in any suitable way, as will be understoed by one of ordinary skill in the art.
In particular ermbodiraents, manufacturer 102 produces POI devices designed to output a device
serial number and information in a particular format, as will be further discussed herein.

POI device 104 may be any device suitable of receiving information from a consumer. In
various embodiments, POI device 104 receives payment information, as discussed throughout
this document, although it should be understood by one of ordinary skill in the art that POI
device 104 should not be considered limited to only paymeunt information,

PO device 104 may include any suitable components for receiving payment
information {¢.g., credit card magnetic strip mformation, payment information received from a
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mobile device, such as a smartphone, tablet, PDA, etc., chip information {c.g., from cards with
embedded chips), payment information received from a check-out station, other sensitive
information, such as medical records received from an electronic medical records system, ete.).
In various embodiments, POI device 104 reads and/or receives payment information via a
ragnetic card reader for reading a card’s magnetic strip (e.g., a credit card). In one or more
embodiments, POI device 104 includes a piu-pad, biometric scanner {e.g., finger print or retina
scanner}, and/or chip reader for receiving secondary consurmer identity-verification information.
In at least one embodiment, POI device 104 1s configured for receiving payraent information via
one or more radios, such as a ncar-field communications radio, a suitable wircless network
connection radio, such as a Bluctooth, Bluctooth Low Energy (BLE), and/or Wi-Fi radio {e.g.,
P device may receive payment information from an application (mobile wallet) included on
mobile device via a “tap”).

As will be further discussed herein, POI device 104 transmits information received from
a consumer {¢.g., payment information, biometric information, PIN information, etc.) to another
system/device for processing. In various cobodiments, POI device 104 s configured to cocrypt
received information upon receipt of said information. According to particular embodiments,
POI device 104 transmuts information received from the consumer with device information, such
as a serial number associated with POl device 104 for identification of the POI device. In some
embodiments, POI device 104 is configured to transmit the information recerved from the
consumer and device information in a particular format, which may be used by a P2PE system
{c.g., PZ2PE system 160} to form a “fingerprint” {¢.g., an identifier based on the format and/or
device information of POI device 104) for identifying transactions sent from POI device 104,

As will be understood by one of ordinary skill in the art, POl device 104 may be any POI
device approved by the PCI Security Standards Council (“PCI 8SC”) or other suitable device for
recetving information to be encrypted. Examples of PCI S8C-approved devices can be found on
PCI S8C’s website at
hitps://'www.pcisecurttystandards.org/approved companies providers/approved pin_ transaction
_security. php.  In one or more embodiments, POI device 104 18 a stand-alone swipe terminal,
such as 1D TECH's SecuRED™ SRED device. In some embodiments, POI device 104 is an all

in one type mobile business solution, such as 4P Mobile Data Processing’s FDA6G00-POS device.
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In at least one embodiment, the POT device 104 15 a countertop ternuinal, such as Atos
Worldline’s Yomant device.

Still referring to FIGS. 1A/1B, manufacturer 102 ships POI device 104 via secure
shipping 106 to a key injection facility {KIF) 110, As will be understood by one of ordinary skill
in the art, secure shipping 106 may represent any suitable type of secure shipping known in the
art, including, but not liratted to, via FedEx, UPS, etc. and/or by shipping via air, ground, rail,
etc.

QOuce received by KIF 110, m one or more embodiments, mformation regarding POI
device 104 is entered into P2PE manager 166. In various embodiments, the information
regarding POI device 104 includes a device serial nurnber {e.g., to be matched later to swipe
transactions). In at least one embodiment, the information regarding POI device 104 mncludes a
firmware version number. [n further embodiments, the imformation regarding POI device 104
includes a date of woanufacture, the name of the manuafacturer {e.g., manufacturer 102}, etc.

Information regarding POI deviee 104 may be entered into the P2PE manager 166 in any
suitable way, such as, for example, by user interface 180 or via an AP mterface. Iu various
embodiments, a KIF employee scans in a serial mumber associated with PO device 104 via a
suitable scanning mechanism {(e.g., a hand-held barcode scanuer or the hike). In some
embodiments, a KIF emaployee keys in a serial number associated with POI device 104 via a
keyboard {or other suitable key-entry dovice, such as a touch screen). As will be understood by
one of ordinary skill in the art, POl device 104 may be processed via any suitable security
protocol and information about POI device 104 may be entered into any suitable system, such as
a separate KIF inventory roanagement syster.

As shown in FIGS. 1A/IB, P2PE manager 166 may be operatively connected to user
interface 180, User interface 180 may represent any number of user interfaces counfigured to
interact with P2ZPE manager 166 and user interface 180 may be connected to P2PE manager 166
in any suitable way, such as via the Internet, LAN, WAN, Wi-Fi, cte. For example, user
interface 180 may represent a user interface at KIF 110 used to input information regarding POI
device 104 (as discussed above). Continuing with this example, user interface 180 may also
represent a user interface at merchant 132 used to entered information regarding POI device 104
(e.g., when POI device 104 is received, to update the state of POI device 104, ete)). User

(14

interface 180, in this example, may represent a user interface at a third-party “Partuer” {(e.g., a
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hospttal using an clectronic medical records system or other entity wishing to encrypt and
decrypt data). User interface 180 may be used to manualily change the state of POI device 104
{e.g., from “Stored” to “Deployed”) or view the state of POI device 104, as shown at 182, In
some embodiments, user interface 180, via PZPE manager 166, may be configured to produce
one or more reports 184 (as will be further discussed herein).

According to particular embodiments, once POl device 104 information is entered 1nto
PZPE manager 166, it is assigned a “state.” The state of POl device 104 as indicated in PZPE
manager 166 may be used to help cosure secure handling and chaiu of custody of PO device
104. For example, when first entered into the P2ZPE manager 166, POI device 104 1s assigned a
state of “New” 1n the P2ZPE manager 166. Once a key has been mnjected into POI device 104, the
state may be changed to “Injected.” Once received by a merchant {e.g., merchant 132}, but not
deployed / in use, POI device 104 may have a state of “Stored.” Altcrnately, POI device 104
may be assigoed a state of “DOA” {dead on arrival) if the device 1s damaged or non-functional.
For example, P2ZPE manager 166 may be configured to discard, prohibit and/or block data (e.g.,
card swipe data), from a POI device that is histed in a “Tampered,” “Dirty,” or “Flagged” state to
protect the system and/ or the card swipe data.

Continuing with FIGS. 1A/18B, POI device 104 is stored at KIF 110 in a secured
inventory room. The inventory room may be secured in any suitable way, such as, but not
fimited to, dual access, by lock and key, or by any suitable security protocol.

According to particular embodiments, upon order from a merchant, POI device 104 is
injected with one or more base dertvation keys (“BDKs”y and 1s securely bagged, tagged, and
packed for secure shipment to the merchant {e.g., merchant 132). According to at least one
embodiment, a hardware security module ("HSM”) array produces encryption/decryption keys
for encrypting data received by the POI device 104, As will be understood by one of ordinary
skill in the art, an HSM array may be located at a KIF or at a remote location. In the
embodiment shown in FIGS. 1A/IB, KIF 110 and HSM array 162 are remote.

HSM array 162, shown in FIGS. TA/18 as part of P2PE system 160, in various
embodiments, creates a base dertvation key (BDK), which is split into two parts, BDK 164A and

BDK 164B for security purposes. BDK 164A and 1648 are sent to KIF 110 (via two scparate

2

secure pathways} where they are received by two key part holders. BDK 164A and 1648 may be

seut to KIF 110 1u any suttable manuer, such as, for example, by courier, by mail, by fax, by

[u—y
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email {encrypied or otherwise), cte. In particular embodiments, the two key part holders verify
receipt of BDK 164A and BDK 164B via signature upon delivery, delivery receipt, ete.

In particular embodiments, the process continucs with key asserubly at step 114, The key
assembly process is briefly described immediately below., However, it will be understood by one
of ordinary skill in the art that this key assembly process i3 intended to be exemplary and any
suitable key assermbly process may be used. The first key part holder (¢.g., the person with BDK
164A) enters the secured inventory room storing POL device 104 and enters BDK 164A into a
taroper resistant security maodule ("TRSM”). The first key part holder leaves the secured
inventory room. The second key part holder {e.g., the person with BDK 164B} enters the
secured inventory room {(¢.g., after the first key part holder has exited the secured 1nventory
room} and enters BDK 164B into the TRSM. According to particular embodiments, a third party
separately validates the entrics of the first key part holder and the second key part holder {c.g.,
via a key senial nurober (KSN) and check digit). Upon authentication of the key parts, the TRIM
produces a cryptogram representing the (assembled) BDK 164 and transfers the cryptogram to a
smart card. POI device 104 (and cach POI device) s injected with a voique Initial Key derived
from the BDK {e.g., from the smart card). As discussed herein, once PO device 104 is injected
with the encryption key, tis state in the PZPE manager 166 may be changed to “lojected.”

Stili referring to FIGS. 1A/IB, at step 116, POI device 104 is placed in a tamper evident
bag and the bag is scaled with a tamper evident, scrighized sticker. POl device 104 (in the taraper
evident bag and sealed with the serialized sticker) is then, at step 118, sealed in a box {e.g., any
suitable shipping container) for shipment to merchant 132 and given a tracking number.
According to particular embodiments, the serial nurber on the serialized sticker and the tracking
rumber for the shipment of POI device 104 is entered into P2PE manager 166 and associated
with the record for POI device 104 in P2ZPE manager 166 for later verification by merchant 132
upon receipt of POI device 104, In various embediments, once a tracking number is entered into
P2PE raanager 166, the state associated with POI device 104 may be changed.

At step 120, PO device 104 is securely shipped to merchant 132, POI device 104 may
be securely shipped to merchant 132 in any suitable way, inchuding by FedEx, UPS, USPS, cic.
by air, ground, rail, etc.

Merchant 132 receives POI device 104 and registers receipt of POI device 104 with P2PE

manager 166 as shown at step 134, In various embodiments, upon receipt of POI device 104,
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racrchant 132 confirms that the tamper evident bag (sce above) and the serialized sticker used to
pack POI device 104 bave not been tampered with. In particular embodiments, merchant 132
enters the serial number of POI device 104 {as printed on the outside of the shipping box or in
some other location) and the serial number of the serialized sticker into P2ZPE manager 166, In
one or more embodiments, the state associated with POI device 104 is changed to “Stored” in
P2PE manager 166. Merchaot 132 stores POI device 104 (in the taroper evident bag) until
deployment.

At step 138, merchant 132 rewoves POI device 104 from the tamper evident bag for
deployment. In various embodiments, merchant 132 changes the state of POl device 104 to
“Deployed” in P2PE manager 166, It will be understood that, in various embodiments, P2PE
manager 166 substantially automatically changes the state of POI Device 104 to “Deployed”
based on receiving mnformation {c.g., that the PO device 104 has been rernoved from the taraper
evident bag).

At step 140, POI device 104 is deployed (e.g., connected a cash register, etc.) to accept
payroent card information. As further discussed herein, POI device 104 may be configured to
accept any payment (or other) information, but for the purposes of simplicity and brevity,
payment card information in the form of maguetic card swipe data will be discussed in regards to
FIGS. TA/1B.

Upon receiving ruaguoetic card swipe data {¢.g., a first or inttial card swipe), i various
embodiments, POl device 104 substantially antomatically encrypts the magnetic card swipe data
based on the encryption key injected into POI deviee 104 at step 114 above. In various
embeodiments, PO device 104 s configured to encrypt the swipe data iromediately after
receiving the swipe data. In particular embodiments, PO1 device 104 may receive swipe data in
any suitable way, including, via magnetic read heads (i1f a credit/debit card with a magstripe is
swiped), via a chip and pin reader, via near-field communications, etc.

In F1G. 1A, according to particular crobodiments, upon recetving and encrypting swipe
data, P03 device 104 is configured to transmit the swipe data and other information {collectively,
a “payload”} to P2PE manager 166 for verification and decryption of the swipe data. According
to particular embodiments, POI device 104’s payload includes, in addition to the swipe data, a
serial number associated with POI device 104 (c.g., the serial number assigned to POI device 104

by manufacturer 102 and recorded in P2PE manager 166 at KIF 110). In some embodiments,
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POI device 104°s payload includes other information mcluding PIN information, biometric
information {(e.g., POI device includes or is connected to one or more biometric readers, such as
a finger print scanner), chip mformation, cte.

An alternate pathway for POI device 166°s payioad is shown in FIG. 1B, to be discussed
herein. It will be understood by one of ordinary skill in the art that a POI device payload path as
shown in FIGS. 1A and 1B is merely exeroplary and a POI device payload may be routed
through one or more entitics and/or via pathways not shown in FIGS. 1A or 1B.

At step 142, in response to recerving its first card swipe, POI device 104 transronts its first
payload to PZPE manager 166 via internet 164,  In particular embodiments, upon receipt of the
first payload from POI device 104, P2PE manager 166 is configured to parse the first payload of
PO device 104 and extract the serial number of POI device 104, In some embodiments, P2PE
manager 166 then compares the extracted serial mumber of POI device 104 to 4 table of PO
device serial numbers to determine whether POI device 104 is included in the table. To other
words, in certain embodiments, P2PE manager 166 15 configured to determine whether PO
device 104 is a recoguized device based on its serial number that is sent to P2PE manager 166
with cach transaction payload.

Upon determuning that PO device 104°s serial number 1s included 10 P2PE wanager 166,
P2PE manager 166 may be configured to check the state associated with POI device 104, I, for
example, POl device 104 has a state of “Deployed” in P2PE manager 166, upon successfully
receiving the first swipe transaction, P2PE manager 166 may change the state of POI device 104
to “Active.” An “Active” state in P2PE manager 166 gencrally denotes a state of securely
recetving decrypied swipe transactions.

If, as another example, POI device 104 has a state of “Tampered” or “Stolen” or “Lost”
in P2PE manager 166, PZPE manager 166 way be configured to discard the received payload
and/or report the receipt of a payload from a POI device that is not listed as “Active” or
“Deployed” to merchant 132 or any other suitable party and not process the encrypted swipe data
{e.g., inchaded n the payload). It should be understood based on discussions herein that the
system can help detect fraudulent transactions based at least in part on the various states of P2PE
manager 166, An exemplary list of state changes is shown at 182 in FIGS, 1A/IB and will be

further discussed herein.
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Continuing with the exaroplc shown i FIGS. 1A/1B wherein P2PE manager 166 has
received a first payload from POl device 104, P2PE manager 166 creates a “fingerprint” to be
associated (in memory) with POL device 104 at step 170, According to particular embodiments,
the fingerprint for POI device 104 s created by parsing the payload sent by POI device 104 and
recording the format, order, and number of data items included in the payload {c.g., opposed to
the contents of the payload) and/or any firroware versious of software running on PO device
104. Exemplary fingerprint creation processes will be further discussed herein {e.g., at FIGS.
4A3}. In various embodiments, the fingerprint 1s stored and used 1n future transactions to venfy
that data recetved from POI device 104 is secure {e.g., that POI device 104 has not been
tampered with and/or 1s not malfunctioning).

According the embodiment shown in FIGS. 1A/IB, after the fingerprint analysis 170,
P2PE manager 166 transmits the first pavicad from POI device 104 to HSM 162 for decrypting
{e.g., using BDK 164). Once the payload is decrypted, the swipe data is re~encrypied to an
encryption that can be decrypted by other entities in the payment process. Once the payload is
re-cucrypted, wis transmitted o a payroent network 190 where the swipe data (e.g., credit card
information} is processed and sent on to an issuing bank 192 (money is debited from the
consumer’s account associated with the swiped card), acquiring bank 194, and finally to a
depository bank 144 where mouney is deposited to the merchant (e.g., merchant’s bank account).

In particular crabodiments, the system operates essentially in the same way each tirae a
payload is received from POI device 104 while the state associated with PO device 104 1s
“Active” {e.g., POI device 104 regularly reccives swipe transactions). For example, a customer
of merchant 132 swipes their credit card at POl device 104, POl device 104 transroits its
payioad, including POI device 104 serial number and encrypted swipe data to PZPE manager
166, Contiuing with this example, PZPE manager 166 determines the serial namber of the
received payload (e.g., POI device 104°s serial number) and looks up corresponding fingerprint
information associated with POI device 104°s serial number to verify that POI device 104 has
not been tampered with at step 170, Once PO device 1047s fingerprint bas been verified, in this
example, HSM 162 decrypts POI device 1047s payload and then re-enerypts the swipe data and
sends it on to the payment network 190, issuing bank, 192, acquiring bank 194, and depository

bank 144 to complete the payment process.
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Continuing with FIGS, TA/1B, if POI device 104 15 tampered with {¢.g., in an attempt to
steal consumer data}, P2PE manager 166 is configured to block fraudulent transactions by not
passing payloads to HSM 162 for decryption as shown 1 step 174, There are g nuraber of ways
that P2PE manager 166 may determine that POI device 104 has been tampered with and refuse to
prass the payload on to HSM 162 for decryption. In a particular embodiment, P2PE manager 166
may receive a payload from POl device 104 that does vot match the fingerpring associated with
POY device 104 {c.g., the format of the payload has changed, the version number of the firmware
used by the device has changed, etc.). In various embodiments, PZPE wanager 166 way
determine that a payload from POI device 104 has been tampered with by receiving a payload
from POI device 104 after maerchant 132 has recorded that POI device 1047s state is “In Repair,”
“Damaged,” “Retired,” “Destroyed,” or “Stolen” (e.g., PZPE manager should not be receiving a
payload from POI device 104 and thus will not decrypt the payload). In many cases, it P2PE
manager 166 deterroines that POI device 104 has been tampered with, then it will transrott a
notification to merchant 132 and/or any other appropriate party, change the state of POI device
104 in the POI database 168 to “Taropered” and will vo longer decrypt payioads from PO
device 104,

FIG. 1B shows a process similar to that described above. In FIG. 1B, payloads frora PO
device 104 are first transmitted to payment networks 190 (but not decrypted) and then
transmitted to P2PE systermn 160 (e.g., opposed to payieads being sent directly from merchant
system 130 to P2ZPE system 160 as shown in FIG. 1A). Payloads are then processed, in various
embodiments, as described above at the PZPE system 160 and sent back to payment network

194, then to 1ssuing bank 192, ete. to cornplete the payment process.

Svstem Architecture

FIGS. 2A and 2B arc block diagrams depicting excmplary system architectures of the
exemplary P2PE system of FIGS. 1A and 18, respectively. These architectural components are
organized into overarching processes for secure handling of devices and payloads {e.g., for
decryption): secure device handhing process 300, merchant data processes 400A and 400B, and
payiment system processes S00A and 500B. These major components are intended to be
exemplary only and are used to assist in explaining the systerns and methods herein. As will be
understeod, the following architectural components may be operatively connected in any suitable
way and may include suitable processors, databascs, firewalls, and the like. Further, the various

22



WO 2015/142410 PCT/US2015/010405

components discussed herein may be distributed and operatively connected in any suitable way.
For example, in various embodiments, the architectural components discussed below may be
physically connected and located 1n the same room and/or may be connected via the Internet or

private network and may be located remotely.

Secure PO Handling System

Secure POI handhing system 300 1s more fully described in this document in connection
with FIG. 3. Secure PO handling systemy 300, according to particular embodiments, includes a
point of interaction manufacturer 302 {c.g., manufacturer 102 in FIGS. 1A/1B) that produces and
ships a POI device 350 via secure handling procedures to a key injection facility (KIF) 502, KIF
302 injects the POI device 350 with an encryption key and securely ships PO device 350 to a
raerchant. POI device 350 is included 1u merchant data processes 400A and 4008 as further
described herein.

POI manutacturer 302 manufactures devices that may be used with the systems and
methods discussed herein. PO manufacturer 302 may manufacture any suitable device,
mcluding any POI device approved by the PCI Security Standards Counctl (“PCI SSC”) or other
suitable device for receiving information to be encrypted. Examples of PCI SSC-approved
devices can currently be found on PCI SSC’s webstte at
hitps://'www.pcisecurttystandards.org/approved _companies _providers/approved pin transaction
_security.php. In one or more embodiments, POI device 350 i3 a stand-alone swipe terminal,
such as 1D TECH s SccuRED™ SRED device. In some embodiments, POI device 350 is an all
in one type mobile business solution, such as 4P Mobile Data Processing’s FDA600-POS device.
In at least one embodiment, the POI device 350 18 a countertop terrinal, such as Atos
Worldline’s Yomani device.

As will be understood from discussions herein, PO manufacturer 302 1s mucrely an
exemplary manufactarer. In various embodiments, the system may be configured to decrypt any
type of encrypted mformation {¢.g., in a “decryption as a service” environment} from any
suitable device. In these embodiments {(and others), the manufactarer may produce any suitable
encryption device for encrypting social security numbers, driver license numbers, personal data,
patient information, etc., and thus, may not necessarily produce POI devices. However, for the

purposes of clarity of and brevity, a POl manufacturer and POl devices are shown in the figures.
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It will be understood by one of ordinary skill in the art that merchants and key injection
persennel do not typically program POI devices {other than encryption key injection at a key
injection facility). Thus, i many of the embodiments discussed herein, POI roanufacturer 302
loads and/or programs POI device 350, In various embodiments, POI manufacturer 302
configures PO device 350 with particular firmware and/or a particular version of firmware. In
further embodiments, POI roanufactarer 302 configures POI device 350 with various hardware
and software security features {(¢.g., software for encrypting swipe data substantially immediately
after being read by POI device 350, hardware that destroys/erases any keys stored by POI device
350 upon tampering, eic. ).

In particular ecmbodiments, PO manufacturer 302 configures POI device 350 to transmut
a payload of information, where the payload includes a specific set of information. In these (and
other) combodiments, the payload may include any suttable information such as device serial
number and/or any other vuque device identifier, uniguoe wdentifier and version vurober of the
firmware installed on the device, date of device manufacture, device brand identifier, device
model wdentifier, etc. In further related erabodiments, the PO manufacturer 302 configures PO
device 350 to transmit the payload in a particular format (¢.g., portions of data in a particular
order, numbers in a particular format such as hexadecimal, character, ete.). These configurations
may be used by PZPE management system 518 {or 166} to identify particular POl devices (e.g.,
POI device 350 and/or POI device 104 (FIGS. 1A/1B) and to verify the authenticity of the
received data via a fingerprint, as will be further discusses in relation to FIGS. 5A and 5B.

Although not shown in FIGS. 2A and 2B, POI manufacturer 302 may include computing
devices operatively connected to P2PE management system 510 via any suitable connection.

KIF 502 includes any suitable computers, machines, etc. to receive encryption keys 562,
send and receive data 512, securely inject PO device 350 with an encryption key, bag POI
device 350 with a serialized tamper-resistant bag, and ship POI device 350 to a merchant. As
discussed herein, in various erabodiments, upon receipt of POI device 350, a user enters {e.g.,
keys, scans, etc.) information associated with POI device 350 into PZPE manager 166 {(serial
number, firrware version number, cte.). In these embodiments, the user may enter the
information associated with POY device 350 via a bar code scanner operatively connected to a
computing device, via a keyboard operatively connected to a computing device, via a

touchscreen interface operatively connected to a computing device, etc.
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Coraputing devices located at the KIF may be any suitable computing devices, including
desktop computers, laptop computers, servers, tablets, other mobile deviges, etc. In various
embodiments, at least sore of the computing devices located at the KIF are configured to
connect to the PZPE management system S10 via a suitable user interface. In some
embodiments, information 1s exchanged between computing devices located at the KIF and the
PZPE management system 510 via email, hitp, or other suitable protocol.

According to particular embodiments, KIF 502 includes a tamper resistant security
module (“TRSM”) for assembling key parts (as discussed above, in various embodiments, the
base derivation key is sent to the KIF in two parts and is reassembled). The TRSM may be any
suttable TRSM incorporating physical protections, including, for example, tamper-evident scals,
hardened casings, and bardware and software to erase the contents of the TRSM upon detection
of tampering. In various cmbodiments, upon combining and validation of key parts, the TRSM
produces a cryptograro representing the base derivation key. In some embodiments, the
cryptogram is transferred to a smart card.

The smartcard may be any suitable srarteard. In various embodiments, the smarteard 1s
a smartcard with a chip including one or more processors for key gencration, signature, and/or
encryption. In particular exobodireents, the smartcard is equipped with software for creating
suitable algorithms, such as hashing algorithms. In at Jeast one embodiment, the smartcard s
operative for communicating with the TRSM and suitable key injection devices (e.g., Key
Loading Devices, (KLDs}). The smartcard may inchide other features, such as tamper-resistant
measures, tamper notification measures, anti-toaring moeasures, ete.

According to particular erobodiments, the smart card 18 not used. In these embodiments
{and others), the base derivation key is sent to the KIF in two parts and is reassembled as a KLD,
without the use of the smartcard.

In various embodiments, the KIF 502 includes one or more KLDs for injecting PO
devices with encryption keys. KLDs may be any suitable key loading / key fill devices and,
various embodiments, are secure cryptographic devices {(SCDs).

According to various crbodiments, once injected with an eneryption key, POI device

350 1s packaged in a tamper evident bag and shipped to the merchant for deployment.
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Merchant Data Svstem

As shown in the embodiments depicted in FIG. 2A/2B, merchant data system 400
includes POI device 350 deployved to recetve payroent transactions and POI device 350
operatively connected to a payment transaction processor 416A/4168. In FIG. 2A, payment
transaction processor 4 16A is shown as part of the payment system processes 500 {e.g., the
payroent system provides the paymeut system transaction processor 416A to the werchant). FIG.
2B shows third party transaction processor 4168 as excluded from payment system processes
500 {e.g., third party transaction processor 4168 1s provided by a party other than the payroent
systers, such as by the merchant or by a suitable pariner}. An exemplary merchant data process
400A and an exemplary merchant P2PE report process 400B are more fully described in this
document in connection with FIGS. 4A and 4B, respectively. The merchant may include any
suitable computing devices, point of sale devices, servers, databases, processors, etc.

As will be understood by ove of ordinary skill 1u the art, POI device 350 may be
operatively connected to any suitable merchant point of sale systenm. In various embodiments,
PO device 350 is operatively connected to a cash register, which may be digital, analog,
touchscreen, etc. According to particular embodiments, POI device 350 s operatively connected
to a mobile device, such as a mobile phone, tablet, ete. ranuing software to accept payment
information. In further embodiments, POI device 350 is operatively connected to a desktop
computing device for completing sales.

in the embodiments shown in FIGS. 2A/2B, PO device 350 is operatively connected to
payment transaction processor 416A/4168. It will be understood by one of ordinary skill in the
art that POI device 350 roay be directly connected to payment transaction processor 416A/416B
or may be indirectly connected to payment transaction processor 416A/4168 (c.g., POI device
350’s payioads are transmitted through other components of a point of sale system to payment
transaction processor 416A/4168). In various embodiments, third party transaction processor
416A/416B may represent any suitable nurmber of servers, processors, etc. and may be located in
any suitable location, including at the merchant or at a location remote from the merchant.

As shown in FIG. 2A, third party transaction processor 416A is operatively connected
{via Internet 209} to P2PE management system 510. According to this embediment {and other
embodiments}, third party transaction processor 4 16A is configured to transmit one or more

payloads from POI device 350 to P2PE management system 510 for processing. In particular
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cmbodiments, third party transaction processor 416A 1s configured to receive payruents from
issuer 214 {e.g., payments purchase made via PO device 350).

Alternately, as shown in FIG. 2B, third party transaction processor 416B is operatively
connected {via Internet 209 or a private network (PN}) to one or more card networks 202, P2PE
management systern 510, and issuer 214. In this embodiment {and others}), POI device 350
payloads are transmitied to third party transaction processor 4168, then, via Internet 209, to the
payment systemn processes SO0 for decryption and re-encryption, then the re-encrypted payment
data is transmutied by loternet 209 and/or by PN to card networks 202,

The merchant systerms may include any number of suitable computing devices (not shown
in FIGS. 2A/2B). These merchant computing devices may be any suitable computing devices,
such as desktop computers, laptop, computers, tablets, ete. and may be operatively connected to
the P2PE management systern 510, The merchant computing devices, in various erbodiracnts,
enable users at the roerchant to mput nformation regarding POI device 350 to be transmitted to
P2PE management system 510 {¢.g., state change information, tracking information, etc.}. In
one or more embodiments, the merchant computing devices maay also be configured to produce

varigus auditing reports regarding P2PE compliance.

Payment System

In the erobodiment shown in FIGS. 2A/2B, payment system 500 includes KIF 502, PZPE
management systern 510, and hardware security module (HSM) 560. In FIG. 2A, payment
system 500 also includes payment system transaction processor 416A {as discussed above).

P2PE management system 510 may include any suitable software and/or hardware
components, including servers, mobile computing devices, desktop computers, one or more
databases, and any number of suitable processors. According to particular embodiments, P2ZPE
roanagement systern 510 is configured to manage states of various POI devices (e.g., PO device
350). In these embodiments (and others), P2PE management system 510 may utilize any number
of suitable tables and databases to store tables of information regarding the various states of PO
devices. In particular erobodivaents, P2ZPE management system 510 inchudes one or more
processors for receiving state changes from computing devices, receiving information regarding
state changes of various POI devices, determining whether the state of a particular POI device

should be changed based on received information, etc.

[
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According to various crabodiments, P2PE management system 510 includes one or more
databases and one or more processors for receiving identification data associated with various
POI devices (e.g., POI device 350), such as a device serial number, a device (encryption) key
serial number, key sequence number, a device version number, a device firmware
number/indicator, etc. In one or more embodiments, P2ZPE management systemn 510 is
configured to store the received identification information and, in at least one embodiment,
indexing the identification and other information associated with a particular POI device by the
device sertal number. For example, 1 a particular ewbodiment, P2PE roanagement systern 510
recetves a payioad of information from a merchant including a particular device serial number.
Continuing with this example, P2PE management system 510 13 configured for parsing the
payload to extract the particular device serial number and for searching and locating additional
device mnformation based on the particular device serial nuraber.

As a second particular example, P2PE management system 510 receives a payload of
information from a third-party payment processor {e.g., the payment payload 1s sent from a
roerchant POI device to the third-party payment processor then to the P2PE management
systern). However, in this second particular example, the third-party payment processor sends a
portion of the payload, which bas already been parsed. Continuing with the second particular
example, the P2PE management system 510 receives a third-party payment processor identifier,
a key sequence number, and any cencrypted payracnt information to be decrypted.

in various embodiments, PZPE management system 510 includes at least one database
and at least one processor for creating and storing identifiers associated with POI devices (and/or
any suttable eucryption device or system). In some emboduments, P2PE mavagement systera
510 is configured to create a device identifier or “fingerprint” based on the format of one or more
payloads received from a particular PO device {e.g., POl device 350}, In these embodiments
{and others), PZPE management system 510 is configured to compare the format of future
payload received from the particular POI device to the fingerprint to verity the authenticity of the
payload (e.g., that the payload has not been tampered with and/or compromised in some way.}.

According to one or more cmbodiments, P2PE management system 510 includes various
processors and databases for creating audit reports for merchants. In these embodiments (and
other embodiments), PZPE management system 510 is configured to receive a request for an

audit repott from a coroputing device associated with a merchant and access one or wore tables
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configured to store inforrmation associated with various POI devices associated with the
merchant. P2PE management system 510, in these embodiments, s further configured to
aggregate, summarize, and facilitate the display {e.g., display on a screen of a computing device
at the merchant, send to a printer of a computing device at the merchant, etc.} of the information
associated with the various POI devices associated with the merchant.

As will be understood by one of ordinary skill in the art, any of the above rentioned
processors may perform more than one function described and any of the above mentioned
databases may store more than one type of information. Thus, the discussion above should vot
necessartly limit the various processors disclosed herein as having only the functionality
discussed above.

in various embodiments, P2ZPE management system S10 is operatively connected to HSM
560, which may represent any number of HSMs, including an array of HSMs. In various
embeodiments, HSM 560 includes suitable oue or raore processors and one ot more databases for
creating and storing encryption keys. In particular embodiments, HSM 560 imcludes at least one
processor and at least one database for receiving payloads, for deriving encryption keys from
payload information, for decrypting payment data included in such payloads, re-encrypting at
ieast a portion of a payload, inchuding the payvment information, and transmitiing the re-
encrypted portion of the payload to a card network {e.g., card network 202) via the lnternet 209
and/or a private network (PN).

According to particular embodiments HSM 560 is a device that provides FIPS 104-2
Level 3 certified physical and logical protection to cryptographic keys or other suitable PCI-
comphant HSM. Au example of such an HSM s the SafeNet Luna EFT HSM. Other exaroples
of PCI approved HSMs can be found at
https://www . pcisecuritystandards.org/approved companies providers/approved pin transaction

_security.php.

Exemplary Svstem Processes

Exemplary POI Handling Process (FIG. 3)
FIG. 3 depicts a high-fevel flow chart of an exemplary secure device handling process
300 as shown in FIGS. 2A/2B. In various embodiments, this POI handhing process may help

verify a secure chain of custody for a POI device. To briefly summanize, in a particular
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cmbodiment, as a PO device 18 transported from and handled by different entitics, the POI
Manager assign various states to the POI device. In these particular embodiments {and others),
the POI Manager verifies that the POT device has been assigned the correct sequence of states
before facilitating the decryption of a payload of the POI device. This secure POI handling
process, in particular embodiments, helps identify whether POI devices have been tampered with
and/or switched (e.g., with a nefarious POI device) during the transport of a POI device between
the time of manufacture to the time of deployment at a merchant. POI handling process 300, as
shown in FIG. 3 and described immediately below may belp illustrate at least ove exobodivaent of
this POI handling process.

Beginning at step 330, the system is configured to recetve particular POI device
identification mformation at the P2PE management system 510, In various embodiments, the
particular POI device identification information includes a serial number associated with the
particular POI device {e.g., POl device 350 10 FIGs. 2A/2B). lu particular embodiments, the
particular POL device identification information includes version of the firmware installed on the
particalar PO device. In further embodiments, the particular POI device identification
information includes any other suitable information, such as model, device type, device
manufacture date, ete.

The system may be configured to receive the particular PO device identification
nformation from any suitable entity in any suitable way. In particular embodiments, the
particular POI device identification information is transmitted {¢.g., via encrypted electronic
packets) from a computing device at a key mjection facility (KIF). In some crmbodiraents, the
particular POT device identification information is received from a computing device associated
with the manufacturer. In further embodiments, the particular POI device identification
information is tnput by a person into a coraputing device operatively connected to the POI
Manager.

At step 332, the systern 1s configured to, in response to receiving the particular
mnformation associated with POI device 350, sct the state of PO device 350 to indicate that the
POI device s new / ready for programroing. {¢.g., the system is configured to set the state of the
particular POI device to “New™). In various embodiments the system is configured to change the
state of the PO device to New by adding the PO device {(or associated identifier) to a table or

iist of POI devices with a New status. In further ernbodiments, the system is configured to
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change the state of the POI device by including the state of the POI device in a table with a POI
device wdentifier {¢.g., the POl device is listed by tdentifier on a table and the state associated
with the POI device changes). In still further embodiments, the information associated with the
POI device in the system may include various bits that indicate a state {(e.g., information about
POI devices include bits indicating each state and can be set to on or off to indicate the state of
the device). In this embodiments (and others), the system may be configured to change the bt
associated with the New state to on or to “17.

At step 334, the syster is configured to receive an indication that the particular POL
device is injected with an encryption key. As discussed herein, in various embodiments, PO
devices are stored at a KIF unti] they are injected. In some embodiments, once the particular
PO device is ordered from a merchant {or at any other suitable time), the particular POI device
is injected with an encryption key under special sccurity protocol {as discussed elsewhere
herein).

The system may be configured to receive the indication that the particnlar POI device is
injected with the encryption key in any suttable way. According to particular evabodiments, once
injected, a user at the KIF logs into the P2PE Manager (via a suitable computing device) and
indicates that the particular POI device has been injected. In some embodiments, the system
may be configured to recetve the indication that the particular POI device is injected
automatically froma a computing device linked to the key injection equipment and/or certain
protoco] devices associated with injecting the particular POI device.

At step 336, based at lcast in part on receiving the indication that the particular POR
device is 1njected with the encryption key, the system is configured to change the state of the
particular PO1 device to indicate that the POI device has been injected {e.g., assign an “Injected”
state). In particular embodiments, the systero is configured to receive the indication that the
particular POI device is injected by a user manually changing the status of the particular POI
device from New to “Injected.” The systern may be configured to change the state of the POI
device in any suitable way, meluding (but not himited to} the ways discussed in relation to
changing the particular POI device state to “New” at step 332,

At step 338, the system ts configured to receive information regarding shipping the
particular POI device. In various embodiments, the particular POI device is packed for shipment

from the KIF to a merchant. In these embodiments {(and others), the systers is configured to
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receive various information regarding the shipping of the particular POI device such as a taraper-
resistant bag number {e.g., serial number}, a box number, a tracking number, merchant number,
address / shipping destination, and/or any other sutable information for tracking and/or verifying
the shipment of the particalar POl device.

At step 340, the system 18 configured to receive data from a merchant indicating receipt
of the particular POI device. In various embodiments, the system is configured to receive the
data from the merchant indicating receipt of the particular POI device by receiving the serial
number of the particular POI device. In particular embodiments, the system is configured to
recetve the data from the merchant indicating receipt of the particular POl device by receiving
the tracking number and/or tamper resistant bag scrial number associated with the POI device.

In some embodiments, the system may be configured to receive the data indicating the receipt of
the particular POI device 1n any other suttable way.

At step 342, based on recetving the data from the merchant, the system is configured to
determine whether the particular POI device has been compromised during shipment. In various
embodiments, the system 18 configured to determine whether the particalar PO device has been
compromised during shipment by comparing the data received from the merchant {e.g., at step
340} to the juformation regarding shipping the particular POI device {e.g., at step 338},
According to particular embodiments, the system is configured to look up the device based on
the device serial number and verify that the fracking information, tamper resistant bag serial
number, etc. match. In these embodiments, the system verifies these numbers/identifiers to
ensure that the particular POI device has been shipped from the KIF to the roerchant without
tarpering or withouot someone swapping out the particular POI device (e.g., for a POl device that
is programmed to send cardholder information to another location or any other nefarious task).

The system may be configured to compare the data received from the merchant to the
information regarding shipping the particular PO device in any suitable way. In various
embodiments, the systern 15 configured to store the information regarding the shipping the
particular POI device in a table associated with the particular POl device’s serial number {e.g., a
serial number created by the manufacturer and nput to the system at the KIF). In these
embodiments, upon receipt of the serial number and data from the merchant indicating receipt of
the particular POI device {c.g., the information at step 340}, the system s configured to look up

the mformation regarding shipping the particular POI device by looking up the particalar POl

372



WO 2015/142410 PCT/US2015/010405

device’s scrial number and accessing a table with the appropriate header (e.g., “KIF shipping
information” or the like} to find the information regarding shipping the particalar POI device.

At step 344, the systern 1s configured to change the state of the particular POI device to
indicate that the particular POI device has been received by the merchant (but not deployed). In
various embodiments, the system is configured to change the state of the POI device to “Stored”
to indicate that the particular POI device is stored at the merchant.

The systern may be configured to change the state of the particular PCI device in any
suitable way. lo various erobodiments, the syster is configured to change the state of the
particular POI device by receiving an indication to change the state of the particular POI device
from a computing device associated with the merchant {e.g., a user sclects or inputs g notification
to change the state of the particular POI device}. According to particular embodiments, the
systern is configured to autornatically change the state of the particular POI device upon
deterroining that the particular POI device has not been compromised during shiprmeot {(e.g., at
step 3423, In further embodiments, the system may be configured to

At step 346, the system s configured to receive an indication that the particular POI
device is deployed. In various embodiments, the system may receive an indication from a
computing device {¢.g., a manual indication froro a user) that the particalar POI device is
deploved (e.g., ready to receive swipe transactions). In one or more embodiments, the system is
configured to reccive an indication that the particular POI device is deployed by receiving an
indication at a user~-interface that the particular POI device is ready for deployment, and in
response, the system changes the state of the particular POI device to indicated deployment (e.g.,
changes the state of the POI device from “Stored” to “Deploved”).

It should be understood by one of ordinary skill in the art and from the discussions herein
that the state of the particular POI device may change and/or vary from the sequence discussed
above. In a particular example, the merchant could receive the particular POI device and
deterraine that it 1s damaged. Continuing with this particular exarple, the merchant could then
indicate to the system that the particular POI device is damaged and the system could change the
state of the particular POI device to indicate that the POI device is damaged {¢.g., 8 “Damaged”
state). As discussed below, once in the Deployed state, the particular POI device {e.g., PO

device 350) 1s ready to recetve swipe data, as described below in reference to FIG. 4A.
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Exemplary Merchant Data Process (FIG. 44)

Referring to FIG. 3, above, once a particalar POI device (e.g., POI device 350}, 18
recetved by a merchant and deployed, the particular POI device 1s, in various embodiments,
ready to receive customer transactions. As will be understood by one of ordinary skill in the art,
the particular POI device may require additional set-up by the merchant, such as, for
example, connection to a payment processing computing device, additional software set-up, ete.

Turning to FIG. 4, at step 430, the particular POI device receives customer data. As
discussed herein, the particular POI device may receive payroent trapsaction data {card swipe
data, etc.y and other customer verification information, such as, for example, biometric data
{finger print, retinal scan, ete.) chip and pin data, PIN data, cte.

At step 432, immediately upon receiving the customer data, the particular POI device is
configured to encrypt the customer data. In various embodiments, the particular POI device may
be configured to cocrypt the customer data based oun the encryption key(s) that have been
injected. In some embodiments, the particular POI device is configured to encrypt the customer
data via an internal encryption scheme. In further erbodiments, the particular POI device is
configured to encrypt the customer data via an encryption key that is sent to particular POI
device with cach transaction.

At step 434, the particular POI device s configured to compile a payload to be
transmitied to a payment processor. In various embodiments, the payload includes the encrypted
customer data. In one or more embodiments, the payload includes the device serial number. In
at least onc erabodirnent, the payload mcludes the device serial nuraber and/or firraware
number. In further embodiments, the payload includes a manufacture date of the particular POI
device. In still further embodiments, the payload includes various other information such as an
encrypted PIN or other verification information associated with a customer and/or other
information to identify the transaction {e.g., date of transaction, merchant, cashier number, etc.}.

The particular POI device may be configured to compile the pavlcad n any suitable
format, which may be used by the system to create a fingerprint for the particular PO1 device as
discussed herein, In various embodiments, the particular POI device 1s configured to compile the
payload in a string of data representing various data items of the payload. In these embodiments
{and others}, various components of the payload string may be formatted in character, XML, or

hexadecimal format.
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The payload may inchude any suttable components. In various embodiments, the payload
includes an indication of the format of the components {e.g., hexadecimal, XML, etc.}. In
particular embodiments, the payload includes an indication of the particular encryption {cypher)
algorithm, such as, for example, RAW {e.g., data is unencrypted), triple data encryption standard
{*“'TDES”) indicating that the DES derived unigue key per transaction ("“"DUKPT} encryption
scheme has been used to encrypt the pavioad data, advanced encryption standard indicating that
the AES DUKPT encryption scheme has been used to encrypt the payload data.

In various embodiments, the P2ZPE Manager meludes an indication of a particular type of
encryption associated with a particular device based on the particular device’s serial number. In
these embodiments, and others, the systerm is configured to transmut an indication of the
particular type of encryption to the HSM based on the particular devices serial number.

According to particular crobodiments, the payload includes card swipe data. The card
swipe data may nclude any or all of the various tracks of data encoded in a card’s magnetic
stripe. As wili be understood by one of ordinary skill in the art, in various embodiments, a card’s
roaguetic stripe contains three distinet fracks of encoded data, each read by a voaguoetic card
reader. In these embodiments, the system may be configured to encrypt and compile each track
of card data. To soroe erabodiments, cach track of card data rmoay include different information.
In further embodiments, each track of card data may include at least some of the same
information.

The particular POI device may be configured to compile each track of card data tn any
suttable way. In various embodiments, the particular POI device s configured to compile cach
track of card swipe data as card track format with cach track formatied as a clear set of data {c.g.,
noe encryption), followed by an encrypted set of data {¢.g., the card swipe data for the particular
track), followed by a duromy set of encrypied data (e.g., cocrypted random data that does vot
represent the card swipe data). In particular embodiments, cach of the clear, encrypted, and
dummy sets of data raay be in a character or hexadecimal format,

The particular PO device may output the above described data, for example, in the

following format;

FORMAT CIPHERED [TRACKI][ TRACK2][ TRACK3]

(2
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The particular PO device may be configured to include additional data in the payload.
According to particular embodiments, the particular POI device is configured to include a key
serial number (“KSIN') and/or device serial nuraber ("DSN} in the payload {¢.g., a key serial
number indicating how the HSM should decrypt the various encrypted tracks and a device serial
rumber as discussed herein to identify the particular PO device). In these embeodiments {and
others) the KSN and DSN way be formatted in either character or hexadecimal format. In
further embodiments, the particular POI device is configured to inchude a hardware version
number and/or a firoware version number, each of which may be formatted 1n character or
hexadecimal format (or may be empty). As will be understood by one of ordinary skill in the art,
the above components of the payload may be formatted in any suitable format and may arranged
in the payload in any suitable way. For example, the TRACKT data above may come before or
after the FORMAT and/or CIPHERED data. Likewise, the track data may be in any other order
{e.g., TRACKS3 data may come before TRACK data). Further, the KSN or DSN data may be
iocated anywhere in the payload string.

In a particular exaraple, the payload string roay be formatted as:

FORMAT CIPHERED [TRACKI}] TRACK2Y TRACK3} KSN}[ DSNY HWY HARDW
ARE] FMV FIRMWARE]

As will be further discussed below, 1n particular combodiments, the system uses this
payload string and the format of each data component to create a unique fingerprint for each
device.

At step 436, the particular POI device is configured to transmit the payload to a payment
processing system. According to particular embodiments, the particular POI device 18
configured to transmit the payload to a third party for payment processing. In at least one
embodiment, the system is configured to transmit the payload to a payment processing system
associated with the P2PE Management System 318, In some embodiments, the system is
contfigured to transmit the payload to any suitable intermediary for processing before being sent
to the payment processor. For the sake of brevity, this section of this document refers to a
payment processing system, which may mean any of the above.

The particular PO device may be configured to transmit the payload to the payment

processing systern in any suttable way. According to some embodiments, the particular POL
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device is configured to transmit the payload to the payroent processing system via the

internet. In one or more embodiments, the particular POl device is configured to transmit the
payload to the payment processing system via a secure private network. In some embodiments,
the particular POI device s configured to transmit the payload to the payment processing system
via a LAN, WAN, Wi-Fi, hardline, or other suitable connection.

As will be understood from discussious heretn, the particular POI device, in various
embodiments is a "dumb" device. Thus, the particular POI device, in these embodiments {and
others} is configured to receive data {whatever the data may be), encrypt the data based on the
firmware installed, compile and transmit the payload without regard to where the data is headed,
whether the POI deviee has been tamper with, whether the POI device has been stolen, etc, It
should also be understood that the particular POI device may have a variety of other security
measures installed, such as, for example, tamper resistant casing, a circuit designed to self-

destruct upon tampering, various audio or visual alarms, cic.

Exemplary P2PE Report Process (FIG. 48)

Referring to FIG. 4A above, once a particular POI device {c.g., POI device 3503, 1s
received by a merchant and deployed, the particular POI device is, in various embodiments,
ready to receive custorner fransactions. In these erasbodiments (and others), the merchant may be
required to produce one or more audit reports and attest to the state of the POl device (and any
other POI devices in the merchant’s possession). According to particular embodiments, the
systems and wethods herein are configured to gather information and produoct such andit
reports.

Turning to FIG. 4B, the systom, at step 431, 18 configured to receive o request for an audit
report from a computing device associated with a merchant. In various embodiments, the system
is configured to receive the request for the audit report from the computing device associated
with the merchant by receiving log in information {¢.g., which may identify the particalar
merchant) associated with a particular user {e.g., username, password, and/or other suitable
credentials) and receiving an indication that the particular user would like an audit report. Inone
or more cimbodiments, the system is configured to receive the request from the audit report from
the coraputing device associated with the merchaut by receiving the audit request from a
particular computing device that is dedicated to communicating with the system {e.g., 2

computing terminal that is configured to only function with the P2PE Management Systern).

~3

~
3



WO 2015/142410 PCT/US2015/010405

The audit report may be any suitable audit report that includes any suitable information.
In various embodiments, as discussed above, the audit report may include information associated
with one or more devices associated with the merchant and/or the status of each of the onc or
more devices associated with the merchant. According to particular embodiments, the audit
report includes an attestation of the information associated with each of the one or more devices
associated with the merchant. In further embodivoents, the audit report includes an attestation by
the user {c.g., representing the merchant) that the user has read, and/or that the merchant is in
comphance with, a comphiance manual {(¢.g., a P2PE lustruction Mauual or the like).

At step 433, the system is configured to, in response to receiving the request for the audit
report, retrieve merchant device information associated with the merchant, As discussed herein,
in various embodiments, the system is configured to receive information regarding the chain of
custody of various devices. In these embodiments (and others), the systern 1s configured to
locate and retrieve information regarding each device associated with the merchant. Such
merchant device information may include any suitable information, including, but not limited to:
a device identifier, a device location, a device serial number, number of transactions processed
by a device, a device status {e.g., “active”, “lost”, “tampered”, “stored”, etc.}, etc.

According to particular embodiments, the audit report {¢.g., requested at step 431) maay
include an attestation to that the user {¢.g., representing the merchant) has read, and/or that the
racrchant 18 in compliance with, a compliance manual. In these embodiments (and others), the
system is configured to retrieve a copy of the compliance manual to display to the user.

At step 4385, the systern 1s configured to display the rocrchant device information. In
various embodiments, the system is configured to display the merchant device information
including the merchant device identifier, merchant device location, and merchant device status.
In particular erabodiments, the syster 1s configured to display the copy of the compliance
marnal.

At step 437, the systern 1s configured to request attestation of the merchant device
information. In particular embodiments, the system is configured to request attestation by the
user clicking onc or more check boxes. In various embodiments, the systern is configured to
request attestation by the user typing or clectronically signing their name. In further

embodiments, the system is configured to request attestation by the user entering in a code,
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filling out a docuraent, clicking a button, scrolling to the end of a page or electronic docuraent,
ete.

At step 439, the systern 1s configured to receive an indication of attestation (c.g., the
system 18 configured to receive an indication that the user has checked a box, filled out a form,
signed an clectronic form, ¢te.}. At step 441, the system is configured to, in response to
receiving the indication of attestation, compile the audit report, the audit report 1ncluding the
identifier of each device associated with the merchant, the status of each merchant device, and
the indication of atiestation. The system may be configured to compile the audit report in any
suitable way and the audit report may be in any suitable format.

At step 443, the system s configured to transmit the audit report to the comaputing device
associated with the merchant. The system may be configured to transmit the audit report to the
computer device associated with the merchant by displaying the audit report, accessing and
causing the computing device associated with the merchant to print the audit report, etc. In
various embodiments, the system is configured to transmit a copy of the attested to audit report

to various other entities, such as auditing entities, etc,

Exemplary Payment System Processes (FIG. 5A & FI1G. 5B)

FIGS. SA and 5B are cxemplary processes performed by the P2PE Management Systera
{e.g., P2PE Management Systern 510). FIG. 5A 1s an exemplary payload integrity verification
process and FIG. 5B 18 an exemplary fingerprint creation process, which may be used as part of

the payload integrity verification process.

Exemplary Payload Integrity Verification Process

Turning to FIG. SA, the system, at step 530, is configured to recetve a payload
originating from a device, the payload including encrypted information and a device serial
number. In various embodiments, the system is configured to receive the payload from a
payroent point of interaction device (e.g., a credit card swipe device). In particular
embodiments, the system is configured to receive the payload from a health records computing
device (e.g., a device that transiits sensitive health records for storage by the system). In further
embodiments, the systern is configured to receive the payload from a computing device
associated with financial information (e.g., bank account mformation, cte.). In still further

embodiments, the system 18 configured to receive the payload from any other suitable device,
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such as a device transmitting sensitive information such a driver’s license nurnber, a social
security number, etc.

The payload may include any suitable information {¢.g., any suitable string of particular
elements). In various emnbodiments, the payload includes encrypted information and the device
serial number. In particular embodiments, the payload includes a key serial number that is used
to decrypt the cocrypted information. In one or more embodiments, the payload includes a
device firmware number. In further embodiments, the payload includes any other suitable device
or payload information associated with the device, transaction, and/or merchant in custody of the
device.

The encrypted information may be any suitable information that has been encrypted, such
as, for example, a social security number, a credit card number, payment information, a driver’s
license number, medical record information, a birthdate, a bank account number, a routing
number, a nawe, ete. As discussed herein, the payload roay be n any suitable forruat, which may
be used as a fingerprint for device identification.

At step 532, the system is configured to parse the payload to extract the device serial
number. In various embodiments, the system 18 configured to parse the payload to extract the
device serial number by separating the encrypied information from the unencrypted information
and determining which one or more unencrypted sumbers are included in the device serial
number. In particular cnbodiments, the payload includes a string of nurabers and information
and the device serial mumber is located in a particular location of the string {e.g., the device serial
number may be the first nurber, the second number, the fifth number, cte). As will be
understood by ove of ordinary skill 1u the art, the method of parsing the payload my depend upou
the structure/format of the payload.

At step 534, the system s configured to reirieve a senial nurober table from the database,
the serial number table comprising one or more serial numbers. At step 536, the system i
configurcd to compare the device serial nurnber to the sertal number table to determine whether
the device serial nurmaber 18 included in the serial number table. The system may be configured to
compare the device serial number to the scrial number table in any suitable way including
searching for the device serial number, comparing the device serial number to all serial numbers
in the table, and/or by using some other indicator (first number, ctc.} to narrow down the one or

more serial mumbers included in the serial number table that raay match the device sertal number.
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1t should be understood by one of ordinary slall in the art that the scrial number table may be
more than one suttable serial number table.

At step 538, the systern 1s configured to, upon determining that the device serial nuraber
is included in the table, retrieve, from memory, a fingerprint associated with the device, wherein
the fingerprint is an identifier for the device based on the format of one or more payloads that
originated from the device {see FIG. 3B regarding discussion of fingerprint creation). In
particular cmbodiments, the system is configured to create the fingerprint associated with the
device, as further discussed herein. In further embodiments, the system is configured to receive
the fingerprint associated with the device from third party system {e.g., a third-party system
creates the fingerprint and transmits the fingerprint to the systermn. In still further embodiments,
the device fingerprint is manually entered by one or more users.

At step 540, the systern 1s configured to coraparce the payload to the fingerprint to
deterroine whether the device has been corpromised. o various embodiments, the systern is
configured to compare the format of the payload {(¢.g., the order of the particular elements of the
payload) to the fingerprint {¢.g., a representation of the format of a first payload receive from the
device) to verify the format matches the fingerprint. In some embodiments, the system is
configured to compare various clements of the payload to the format, such as the key senal
number, the device firmware number, ete. to the fingerprint to determine whether the device has
been compronused (c.g., the 1f the compared clement docs not match the corresponding portion
of the fingerprint, the device may have been compromised).

At step 542, the systern 1s configured to, upon determining that the device has not been
compromised, facilitating decryption of the encrypted information. In various embodiments, the
system 18 configured to facilitate decryption of the encrypted information by transmitting the
cucrypted information (and/or the entire payload) to an HSM for decryption. Upon determining
that the device has been compromised, the may be configured to discard the payload, (c.g., not
facilitate decryption of the encrypted mformation), notify the merchant, change a status of the
device {e.g., as discussed herein}, and/or no longer accept payloads from the device.

Exemplary Pavioad Fingerprint Process
Generally, FIG. 5B shows an exerplary process for generating a device fingerprint.

Beginning with FIG. 38, the system, at step 531, is configured to receive a payload from a
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device. The systermn may be configured to receive the payload from any suitable device, such as,
for example, any suitable device discussed above regarding step 530.

At step 533, the systern 1s configured to determine whether the received payload 1s the
first payload received from the device. In various embodiments, the system is configured to
determine whether the received payload is the first payload received from the device by
comparing 4 serial nurnber included in the received payload to a list of serial numbers of devices
from which payloads have been received. In one or more embodiments, the system is configured
to determine whether the recetved payload is the first payload received from the device by
comparing a device identifier received from a user-interface (¢.g., a user inputs device serial
numbers) to an identifier included in the device payload.

At step 535, the system ts configured to, based on determining that the received payload
is the first payload received from the device, parse the received payload. The system may be
configured to parse the device payload in any suitable way as discussed heren. At step 537, the
system 18 configured to determine the format of the payload. The system may be configured to
determine the format of the payload in any suitable way. Further, the format of the payload may
vary and may be in any suitable form as discussed herein, such as CHR, HEX, Baset4, or any
other suitable format. In particular embodiments, the systern may ouly store the format of the
payload but may not store track data.

For example, the payload format may be in the following format:

Continuing with the above example, “CIPHERED” is the encryption algorithm and may
be, for example, RAW (data is unencrypted), TDES (DES DUKPT), or AES (AES DUKPT).
Further, in this example, cach TRACK is formatted at 1, 2, or 3, “+”" and a CHR string "+ a
string 4 nurnbers in HEX format, 7" a string of nurabers in HEX format. Thus, in this example,
TRACK] above is formatted as IHCHRAHEX+HEX, In this example, the fingerprint may be
FORMAT is in HEX format, CIPHERED is TDES, TRACK is in I+CHR+HEX+HEX {format,
TRACK2 18 in 2+CHRAHEXAHEX format, KSN (key serial number) is in HEX format, and
DSN (device serial number) is in HEX format. Therefore, the system may be configured to

create a fingerprint, in this example of:
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HEX TDES HCHRHHEXHHEX ZHCHRAHEXAHEX HEX HEX

At step 539, the system is configured to store in memory a fingerprint for the device, the
fingerprint based on the format of the received payload. At step 541, the system is configured to
compare cach subsequent payload received frow the device to device fingerprint {(e.g., to
determine whether the device has been compromised). In various embodiments, the system is
configured to determine that the device has been compromised when the format of a particular
subsequent payload does not match the device fingerprint {(e.g., someone has changed something

about the output of the device, such as the device firmware version nuraber, etc.).

Exemplary UML Diaorams

FIGS. 6-14 show UML diagrams illustrating various sequences of the present systems
and methods. Particularly, FIGS. 6-14 depict cxemplary processes for point-to-point encryption
{P2PE) transactions, wherein payloads may include encrypted data, unencrypted data, or both. It
will be understood by one of ordinary skill in the art that these exermplary processes may be used
in any type of transaction, including, but not limited to end to end encryption transactions. The
iifelines and major process components will be used throughout (c.g., QSAPI is represented by
QSAPI 602 across FIGS. 6-14, wherever present).

In varigus embodiments, as shown in FIG. 6, a customer {¢.g., merchant) posts data to be
processed to a web application (e.g., via a web browser) at POST request 616, Based on the data
included in the post, the web application chooses a seript to run. Generally, FIGS. 6-14 depict
two script lifelines, gsapi-process-3.8.php 602 and validator.class.php 1320, which are further
described below. As shown in FIGS. 6-14, the system uses at least two databases, a POI
databasc (FIGS. 9 and 12) and a Quickswipe database (FIGS. 6, R, 9, 10, 12, and 14). In various
embodiments, the PO1 database is a database that POI Manager uses for persisting information
on various devices. According to one or more embodiments, the Quickswipe database is a
database operatively connected to gsapi-process-3.8 php 602 and used to store various geapi-

process-3.8.php 602 information.
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Exempiary Overall System Seguence

Turning to FIG. 6, the lifeline gsapi-process-3.8.php 602, in the embodiments shown,
implements majority of the P2PE management system functionality via a Quickswipe API
{"“QSAPI 6027}, It should be understood by one of ordinary skill in the art that QSAPI 602
functionality may be implemented by any suitable number of APIs, scripts, and/or functions. For
simplicity and brevity, only QSAPI 602 will be discussed. According to particular embodiments,
and shown in FIG. 6, QSAPI 602 starts with instantiating specialized .PHP classes that
encapsulate different aspects of processing as described herein, including, but not limited to
instances of Device, DevicesController and poi classes.

Continuing with FIG. 6, “Device” class 610 18 a base class for all supported devices (e.g.,
PO devices, etc.). In particular embodiments, each type of device {¢.g., each device brand,
maodel, etc.) associated with the system has a corresponding child class inherited from the Device
class 610 (e.g., each brand of POI device has a separate child class). Io various embodiments,
cach child class includes one or more aspects of a device’s output inherited from the class,
including, but not timited to device payload forroat (e.g., XML or binary format), an indication
of whether data is encrypted ctc. According to particular embodiments, the Device class 610
recetves information regarding each type of device via a fromString(device output) string, as
shown in FIG. 6, to instantiate the appropriate Device child class instance. In various
embodiments, the Device class 610 uses the information in the appropriate child class to parse
device payload (see fetch{device cutput}) for data decryption, if a device payload includes
encrypted data. In the embodiments shown in FIG. 6, the systemt uses Luna EFT HSM Device
608 to decrypt device payload data.

In various embodiments, Device class 610 sclects a child class to be instantiated via a
rocthod fromString{) (e.g., based on the device type, etc.), creates a new() instance, and calls a
fetch{) method. According to particular cmbodiments, the fetch method parses device payload
and stores parsed data. For example, Device class 610 method fromSiring() returns a reference
that contains the parsed data of a particular payload. Continuing with this particular example,
the fromString reference may contain card track 1, 2, 3 data, a device sernial nurnber, and/or
device firmware and hardware information {as discussed herein, the device payload data may

include any suitable information).
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Continuing with FIG. 6, DevicesController class 612 1s a controller class that, in
particular embodiments, encapsulates several activities that QSAPI 602 uses to determine
whether g particular device has been compromised, tarapered with, etc. In particular
embodiments, a DevicesController class 612 instance s initialized with Quickswipe database
606 accessors. In various embodiments, DevicesControlier class 612 transmits an indication of
any such indication of device tampering to the POI Manager (¢.g., PZPE Management System,
see FIG. 93, upon detection. According to one or more embodiments, DevicesControlier class
612 retrieves and stores data at Quickswipe database 606 table entitled device use.

Aun instance of poi class 614 is imitialized by class _ construct() method. The coustruct
racthod, according to particular cmbodiments, retrieves an HSM key index from the POL
Manager {sce FIG. 9) for legacy devices {e.g., one or more device payloads received by the
systera from one or more devices that are not P2PE certified). As shown in FIGS. 6-14, cxample
pot processes are loghacident() and getHsmKey(). Generally, 10 various emabodiments, poi class
614 posts requests to PO Manager and interprets PO Manager responses (sce FIG. 9).

As shown m FIG. 6, Luna EFT HSM Device 608 {e.g., HSM Device 608), in various
embodiments, is specialized hardware to encrypt or decrypt data. As discussed herein, according
to particular embodiments, a particular device is wnjected with a key at a Key Injection Facility.
in these embodiments {and others), this base key is stored in an HSM Device {e.g., HSM Device
608) in an internal table, Continuing with this embodiment, in order to decrypt encrypted data
from the particular device payload, a decrypt() method passes a key index included in the
particular device payload to the HSM Device 608 to derive the associated transaction key. In
sore erabodiroents, POT Manager stores HSM key indexes tn POI database (as shown i FIG. 9)
and QSAPI 602 retricves various base keys by device serial number.

I various embodiments, once the Device class 610 wherited child class for a particular
device 1s received, QSAPI 602 determines which one or more sub-processes (which “opt”) to
complete {c.g., sub-processes 620, 630, and 640}, At step 620, if QSAPI 602 determines that the
particular device payload does not contain a device serial number, QSAPI 602 processes the
particular Device as non-P2PE device {e.g., accordingly, in these crabodiments (and others),
QSAPT 602 does not retrieve or request the POI Manager’s access key from the Quickswipe

database).
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Continuing with step 630, if QSAPI 602 determines that the particular device payload
includes a device serial number, QSAPI 602 compares the device payload with a fingerprint
associated with the device (as discussed herein) at “Capture Device,” which 1s further discussed
at FIG. 8. In one or more embodiments, upon completion of the Capture Device process, QSAPI
602 recetves a record of a device use table in Quickswipe database 606,

At step 630, if QSAPI 602 determines that the particular device payload includes
encrypted data, QSAPI 602 retrieves an HSM key index from POI Manager to pass to HSM
Dievice 608 for decryption as further deseribed i FIG. 11 {Get HSM Key Index). 1 the Get
HSM Key Index process returns a non-positive value, QSAPI 602 will terminate with sending an
error response. Otherwise Get HSM Key Index returns an HSM key index for use in decrypting
any encrypied data included in the payioad of the particular device. See FIG. 12 for details on the
Update Key Index process.

According to particular embodiments, upon completion of the Update Key Index process
{e.g., at FIG. 12), QSAPI 602 returns a decrypt(key index) method, which is passed to Device
class 610. I various embodiments, Device class 610 uses the key index provided by the
decrypt{key index) method to transmit necessary data to the HSM Device 608 for decrypting the
encrypted data of the payload of the particular device. In one or more embodiments, Device
class 610 transmits a BECIPHERZ Luna EFT command (including the key index and cipher
data} to HSM Device 608, which decrypts the encrypted payload data of the particular device. In
further embodiments, once decrypted, the decrypted payload data is transmitted from the HSM
Dievice 608 to Device class 610 and decrypted clear tracks data are parsed by
parseDecryptedDatal). In these embodiments (and others), relevant data, including, but not
fimited to, parsed card tracks, PAN data, an expiration date, a cvv number, card holder data, etc.
are tucluded in 8 data container CardData as shown in FIG. 6.

At step 640, in some embodiments, upon determining that the particular device payload
docs not contain cncrypted data, QSAPI 602 calls Device class 608 method parseTracks() to get
a data container (¢.g., CardData container} filled with a parsed card number, an expiration date,
card holder data, etc. At step 650, QSAPI 602 validates the data included in the CardData
container, which is further discussed regarding FIG. 13. At step 660, QSAPH602 processes any

exceptions at a Handle Exceptions process, which is further discussed regarding FIG. 14,
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Exemplary Capture Device Sequence

Turning to FIG. 8, the exemplary capture device process discussed herein is implemented
in cmbodiments where the payload of the particular device includes the device serial nurmber,
(ISAPI 602 calls Device class 608 for a string that tdentifies certain features of the payload of
the particular device {(e.g., a device fingerprint as discussed herein and exernplary process shown
in FIG. 73, inclading, for example, device payload format {e.g., XML, hexadecimal string, etc.),
an indication of whether a portion of the device payload is encrypted, number of tracks included,
etc. After a device payload format is determined, 1o various erabodiracots, QSAPI 602 calis
DevicesController class 612 method captureDevice(} with a device sertal number, a device
fingerprint, and s tlag that indicates whether a portion of the device payload is encrypted.

o one or more embodiments, DevicesController class 612 searches for a record of the
particular device in a device_use record table at the Quickswipe database 606 using the device
setial number of the particular device {e.g., at CaptureDevice() above). Upon finding a record of
the particular device at the Quickswipe database 606, DevicesControlier class 612, in particular
cmbodiments, examines various aspects of the device use wformation (e.g., stored in the
Quickswipe database 606). In some embodiments, DevicesController class 612 determines
whether the syster has marked the particular device as tampered {e.g., the system has changed
the state of the particular device to tampered). In these embodiments, the system is configured to
determine that the particular device has been marked as tarapered if the date disabled colunmn
returns a “NOT NULL” value {e.g., indicating that the particular device 1s marked as tampered
by the POI Manager}. Upon receiving g value of NOT NULL for date_disabled column,
according to particular embodiments, the captureDevice() method returps a “FALSE” value to
QSAPL 602, In further embodiments, upon receiving the “FALSE” value for the captureDevice()
raethod, the QSAPI 6032 sends an error response to 4 user and terminates execution of the process
{e.g., does not proceed with decryption of any encrypted payload information received from the
particular device).

In various embodiments, upon receiving a value other than NOT NULL for the
date disabled column, the system determunes whether the encryption flag for the particular
device matches an encryption indication stored at the Quickswipe database 606. In particular
embodiments, the system compares the received encrypted flag (e.g., as recetved with the

pavioad at captureDevice(}), above} against the encryption flag stored for the particular device at

-3



WO 2015/142410 PCT/US2015/010405

Quickswipe database 606. According to particular crabodiments, QSAPI 602 considers a
change of encrypted flag {output was encrypted, but now data is not encrypted) for a particular
device as an indication that the particular device 18 compromised or tamperced and should be
disabled. In these embodiments, the captureDevice() method retirns FALSE to the (JSAPL 602,
which sends an error response to the user and terminates execution of the process. For more
information regarding disabling devices, see FIG. 9.

According to one or more embodiments, upon determining that the received encryption
flag matches the stored encryption jndication at the Quickswipe database 606, the system is
configured to compare the device payload format with a stored fingerprint for the particular
device stored at the Quickswipe database 606. According to particular erabodimaents, QSAPI
602 counsiders a change in device fingerprint as a temporary failure {several intermittent factors
san cause device payload format to be different, such as, for exarupic, unrcliable USB
connection of device to the personal computer may cause a change 1o device payload format), for
more details regarding temporary failure, see FIG. 10, In further embodiments, in response to
the system determining the particular device payioad format does not match the fingerprint,
captureDevice() returns FALSE, which results in QSAPI 602 sending an error response to the
user and to terminating execution of the process.

If all above checks were evaluated to False, captureDevice() method returns a current
valuc of DEVICE USE row to QSAPI 602. Upon determining that the particular device ss used
for the first time (device use row NOT FOUND), DevicesController class 612 inserts a new
device use row with a passed encrypted flag and a device fingerprint in the Quickswipe database

606.

Cxemplary Disable Device Sequence

Turning to FI1G. 9, according to various embodiments, POI Manager 910 tracks the chain
of custody of devices. According to various embodiments, POI Manager 910 is implemented as
collection of PHP classes responsible for several activities. In some embodiments, POR
Manager 910 returns an appropriate controller class, such as the DevicesControlier class 612
based on the type of request posted by QSAPIE 602. As shown in FIG. 9, POI Manager 910
receives an indication to disable decryption of a particular device {e.g., the particular device
discussed in the embodiments above) because the payload of the particular device is unencrypted
{¢.g., but should have been decrypted). In the embodiment shown in FIG. 9, the particular device
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will be disabled in Quickswipe database 606 and disable date will be set to the value of current
date and time. POI Manager 910 changes the state of the particular device to tampered in POI

database 920.

Exemplary Increment Failed Count Sequence

Turning to FIG. 10, QSAPI 602, in various embodiments, tracks each failed encryption
atterapt for every device with a known serial number. According to particular cmbodiments,
when a particular device’s information is captured for the first time, the system adds a new row
to device usc table with failed count sct to 0 and max_failed count sct to g hardeoded himait (5,
10, etc). In one or more embodiments, cach time a payload is received from the particular
device, QSAPI 602 runs a validation check. In further embodiments, QSAPY 602 increments the
fatled count value each time a validation check fails. In still further embodiments, 1t the
failed count reaches the max_failed count hardeoded limit {e.g., 2, 5, 7, 10, 20, etc.), the system
disables the particular device (e.g., and no longer decrypts payloads recetved from the particular
device). In particular embodiments, the system may be configured to reset the failed count
value to 0 with cach passed validation check. In some embodiments, the systera may be
contfigured to increment the failed count value with each failed validation check, regardless of
whether there has been an intermediate passed validation check. An excmplary disable device

process 1s described above in regards to FIG. 9.
wxemplary Get HSM Key Index Sequence

Upon determining that a particular device payload includes encrypted data, QSAP 602
follows the exemplary process shown in FI0G. 11, As discussed herein, in various embodiments,
the particular device payload includes an integer value indicating a number of times a decryption
key value was derived from a base key. In some embodiments, HSM Device 608 derives the
encryption key from its internal copy of the base key and uses the derived encryption key to
decrypt encrypied data in the particalar device payload.

According to particular embodiments, QSAPT 602 retrieves a poi_accessKey
corresponding to the particular device from pot class 614, In one or more embodiments, upon
determining that the poi_accessKey is NULL or empty, poi class 614 returss a legacy key index
{e.g., indicating that the particular device 1s a “legacy device” and not part of a P2PE decryption
scheme). In various evobodivoents, upon determining that the particular device sertal number is
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not erpty and poi accessKey 1s not NULL, pot class 614 requests an hsm_key 1d from POI
Manager Web Server 1110, as shown in FIG. 11,

As will be understood by one of ordinary skill in the art, in some embodiments, the HSM
Device 608 stores more than one base key in an internal HSM Device table. Thus, in these
embodiments {and other embediments), the HSM Device 608 requires an indication of which of
the more than one base key to use to decrypt the particular device payload. As described above,
in some embodiments, POI Manager stores HSM key indexes in POI database (as shown in FIG.
9} and QSAPI 602 retrieves various base keys by device serial mumber and transmits the HSM
key index {which indicates the base key to use to decrypt the particular device payload) to the

HSM Device 608.

Exemplary Update Key Index Sequence
FIG. 12 shows an exemplary update key index sequence. As shown in the embodiment
in F1G. 12, if the system determines that the key index associated with a particular device has

changed, then the system is configured to disable the particular device, as discussed above.

Exemplary Validation Sequence

Turoing to FIG. 13, in the crobodiment shown, upon receiving a payload from a
particular device, QSAPI 602 determines whether the payload inchades trackl data in a correct
forraat, track? data i a correct format, or both {e.g., by checking the fingerprint associated with
the particular device and/or other appropriate record). If the pavload does not include trackt data
in the correct format, track? data in the correct format, or both, QSAPI 602 sends an error
response to a user and terminates execution of the process. Continuing with this sequence, if the
system determines the payload inchades track! data in the correct format, track? data in the
correct format, or both {or any suttable number of tracks), in particular embodiments, QSAPI
602 proceeds validating trackl, track2 or both. According to particular embodiments, card track
data shall be von-erapty string of numbers 8-9, which pass modi check at validator.class.php
1320. In one or more embodiments, the system is configured to, upon successful validated card
of the card track number, DevicesController class 612 resets device use.failed count (as

discussed above} for the particular device to zero ().
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Alternate Embodiments

Various aspects of the present systems and methods will now be described. It will be
understood by one of ordinary skill in the art that any of the aspects below may incorporate and
mclude any other aspects mentioned below or features described hercin. Thercfore, the aspects
below should be understood to include any combination of aspects and should not be Himited to
the combinations presented below. For example, although the sceond aspect inchudes the
compuier systermn of the first aspect, it raay also include features of the twenty-sixth aspect or the
first particular aspect.

According to a first aspect, the present systems and methods, 10 various erbodirents,
may inchude a point to point encryption management system configured to receive information
from a plurality of point of interaction devices, the point to point encryption management systern
comprising A} a database for storing device information and B) at least one processor operatively
coupled to the database, the at least one processor configured for: 1) receiving a payload
originating from a point of interaction device, the payload inchuding encrypted payment
information and a device identifier; 2) parsing the payload to extract the device identifier; 3)
retrieving an wdentifier table from the database, the wdentifier table comprising one or wore
device identifiers received by the point to point encryption management system; 4) comparing
the device identifier to the identifier table to determine whether the device identifier s mcluded
in the identifier table; and 5} upon determining that the device identifier is included in the
identitier table, facilitating decryption of the encrypted payment information.

According to a second aspect, the present systems and methods may inchude, the
computer system of the first aspect or any other aspect, whercin the at least one processor is
further configured for: retrieving, from memory, a digital fingerprint associated with a record of
the point of interaction device.

According to a third aspect, the coroputer system of the fivst or second aspect or any
gther aspect, wherein the digital fingerprint is created by the point to point encryption
roanagement sysiern for the point of interaction device based ou the forroat of one or more
payloads that originated from the point of interaction device.

According to a fourth aspect, the computer system of the first, second, oy third aspect
or any other aspect, wherein the at least one processor is further configured for: 1) comparing

the payload to the digital fingerprint to deterrine whether the point of interaction deviee has
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been compronused; and 2) upon deternuning that the point of interaction deviee has not been
compromised, factlitating decryption of the encrypted payment iformation.

According to a fifth aspect, the computer system of the first, second, third, or fourth
aspect or any other aspect, wherein the device identifier comprises a device serial number.

According to a sixth aspect, a point to point encryption management system configured
to receive nformation from a plurality of point of interaction devices, the point to point
encryption management system comprising A) a database for storing device information and B)
at least ove processor operatively coupled to the database, the at least one processor configured
for: 1} receiving a payload originating from a point of interaction device, the pavioad including
cuncrypted data and a device serial number; 2) parsing the payload to extract the device serial
number; 3) retrieving a serial number table from the database, the sertal mumber table comprising
onc or more serial numbers recctved by the point to point encryption management system; 4)
comparing the device serial mumber to the serial number table to determine whether the device
serial number is included in the serial number table; 5} upon determining that the device serial
number is included in the table, retrieving, from mersory, a fingerprint associated with a record
of the point of interaction device, wherein the fingerprint is an identifier created by the point to
potnt cocryption management systern for the point of interaction device based on the format of
one or more payloads that originated from the point of interaction device; 6) comparing the
payload to the fingerprint to determine whether the point of interaction device has been
compromised; and 73 upon determining that the point of inferaction device has not been
compronused, facthitating decryption of the encrypted payment card information.

According to a seventh aspect, the computer systern of the sixth aspect or any other
aspect, whercin recetving the payload originating from the point to point encryption device
comprises receiving the payload from a merchant coraputer system.

According an eighth aspect, the computer system of the sixth or seventh aspect or any
other aspect, wherein receiving the payload originating from the point to point encryption
device comprises receiving the payvioad from a third party payment processing system.

According to a ninth aspect, the computer systern of the sixth, seventh, or eighth
aspect or any other aspect, wherein, upon determining that the device serial number is included

in the table, retricving a state associated with the point of mteraction device.
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According to a tenth aspect, the computer system of the sixth, seventh, eighth, or ninth
aspect or any other aspect, wherein the at least one processor is further configured for: 1}
comparing the state associated with the point of interaction device with 4 list of decryptable
states in a table; and 2) based on determining that the state associated with the point of
interaction device is a decryptable state, facilitating decryption of the encrypted payment card
information,

According to an eleventh aspect, the computer system of the sixth, seventh, eighth, or
ninth aspect or any other aspect, wherein: 1) the coraputer syster further comprises an
hardware security module; and 2) facilitating decryption of the encrypted data comprises
transmitiing the encrypted data to the hardware security module for decryption.

According to a twelfth aspect, a computer-implemented method for decrypting
encrypted data, the computer-implemented method comprising: A} providing at least one
encrypiion device comprising at least one processor configured to transmit encrypted data and a
device serial number; and B) providing an encryption management system configured to receive
information from the encryption device and at least one computer terminal located at a key
injection facility, the encryption management system comprising 1} a database for storing device
information and 2} at least one processor operatively coupled to the database, the at least oue
processor configured for: i} receiving an inttial device serial number from the at least one
terminal located at the key mjection facility; 11) writing the mitial device serial number to a table
in memory and storing the table in a database; i} receiving a payload at least partially
originating from the encryption device, the payload including encrypted data and the device
setial number; 1v) parsing the payload to extract the device serial number; v) retrieving the table
from the database; vi} comparing the device serial number to the initial device serial number to
determine whether the device serial number 1s inchuded o the table; vit) upon determining that
the device serial number and the initial device serial number are the same serial number,
facilitating decryption of the encrypted data.

According to a thirteenth aspect, a computer system for point to point encryption of
payroent transactions, the computer systern comprising: A) at least one pomnt of interaction
device comprising 1) one or more maguetic read heads for reading consumer payment cards and
2} at least one processor configured to transmit consumer payment card information and a device

setial number associated with the at least one point of interaction device; B)a bardware security
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rodule configured for decryption of payrent card information; and C) a point to point
encryption management system configured to receive information from the point of interaction
device and at least one computer terminal located at a key injection facility, the point to point
encryption management system comprising 13 a database for storing device information and 2) at
icast one processor operatively coupled to the database, the at least one processor configured for:
1) receiving an initial device serial number from the at least one computer terminal located at the
key injection facility; ii) writing the inttial device serial number to a table in memory and storing
the table in the database; 111} receiving a first paviead originating from the poiot of interaction
device, the first payload including first encrypted payment card information and the device serial
number; 1v) parsing the payload to extract the device serial number; v) retrieving the table from
the database; vi} comparing the device serial number to the initial device serial number to
deterraine whether the device serial nurnber 1s included in the table; vii) upon determining that
the device senial nurober and the tmitial device serial number are the same serial vurber: a)
facilitating decryption of the payment card information; and b} creating a fingerprint for the point
of interaction device based on the format of the first payload and storing the payload identifier in
memory; viit) receiving a second payload originating from the point of interaction device
including encrypted second payment card mformation and the device serial number; ix) parsing
the received second payload to extract the device serial number; x) retrieving the table from the
database; x1) comparing the device serial number to the intial device serial number to determine
whether the device serial number is included in the table; xi1) upon determining that the device
serial number and the initial device serial number arc the same serial nurnber, retrieving the
fingerprint; x1) comparing the second payload to the fingerprint to determaine whether the point
of interaction device has been compromised; and xiv) upon determining that the point of
interaction device has not been compromised, transmitting the second payment information to
the hardware security medule for decryption.

According to a fourteenth aspect, the computer system of the thirteenth aspect or any
other aspect, wherein receiving the first payload originating from the point to point encryption
device compriscs receiving the payload from a merchant coroputer system.

According to a fifteenth aspect, the computer system of the thirteenth or fourteenth

aspect or any other aspect, wherein receiving the first payload originating from the point to
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point encryption device compriscs recetving the payload from a third party payment processing
system.

According to a sixteenth aspect, a computer system decrypting payment transactions, the
computer system comprising: A) at least one point of interaction device comprising one or more
processors configured to fransmit consumer payment card information and a device serial
number associated with the at least one point of interaction device; and B) a point o poiot
encryption management system configured to receive information from the point of interaction
device and at least one computer terminal located at a key njection facility, the point to point
encryption management system comprising 13 a database for storing device information and 2) at
icast one processor operatively coupled to the database, the at least one processor configured for:
i) receiving an initial device serial number from the at least one computer terminal located at the
key imjection facility; 1) writing the tnatial device serial nuraber to a table in memory and storing
the table in the database; 111} receiving a payload at least partially oviginating froro the point of
interaction device, the payload inciuding encrypted payment card information and the device
serial momber; iv) parsing the payload to extract the device senal nurnber; v) retrieving the table
from the database; vi) comparing the device serial number to the initial device serial number to
deterroine whether the device serial number is included in the table; vii) upon determiuing that
the device serial number and the initial device serial number are the same serial number,

facilitating decryption of the payroent card information.

According to a seventeenth aspect, the cornputer system of the sixteenth aspect or any
other aspect, wherein recetving the payload at least partially originating from the point to point
encryption device comprises receiving the payload from a merchant computer system.

According to an eighieenth aspect, the computer system of the sixteenth or seventeenth
aspect or any other aspect, wherein receiving the payload at least partially originating from the
point to point encryption device comprises receiving the payload froro a third party payment
processing system.

According a pineteenth aspect, the computer systern of the sixteenth, seventeenth, or
eighteenth aspect or any other aspect, wherein the at least one processor is further configured

for, upon determming that the device serial number and the initial device serial number are the
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same scrial number, creating a payload identifier tor the point of interaction device and storing
the payload identifier for the point of interaction device in memory.

According to a twentieth aspect, the computer system of the sixteenth, seventeenth,
eighteenth, or nineteenth aspect or any other aspect, wherein: A} the received payload is a
first payload received that originated from the point of interaction device; and B the at least one
processor is further configured for: 1) receiving a second payioad originating from the point of
interaction device inchuding encrypted second payment card information and a second device
setial number; 2) parsing the received secoud payload to extract the second device serial number;
3) retrieving the table from the database; 4} comparing the second device serial number to the
mitial device serial mumber to determine whether the second device serial nurnber s included in
the table; 5) upon determining that the second device serial number and the inttial device serial
number are the same serial mumber, retrieving the payload identifier; 6) comparing the second
payload to the pavlead wdentifier to determine whether the point of mteraction device has been
compromised; and 7) upon determining that the point of interaction device has not been
comproraised, facilitating decryption of the second payment information,

According to a twenty-first aspect, the computer system of the sixteenth, seventeenth,
eighteenth, nineteenth, or twentieth aspect or any other aspect, wherein the payload
identifier comprises a fingerprint based at least in part on the format of the received payload.

According to a tweniy-second aspect, the computer systern of the sixteenth,
seventeenth, eighteenth, nineteenth, twentieth, or twenty-first aspect or any other aspect,
wherein the paylead includes the encrypted payment card information in hexadecimal or basc64
format and the device serial number 1u hexadecimal or character format,

According to a twenty-third aspect, the computer system of the sixteenth, seventeenth,
eighteenth, nineteenth, twentieth, twenty-first, or twenty-second aspect or any other aspect,
wherein the fingerprint is at least partially based on the hexadecimal or base64 format of the
encrypted payment card information.

According to a twenty-fourth aspect, the computer system of the sixteenth,
seventeenth, eighteenth, nineteenth, twentieth, twenty-first, twenty-second, or twenty-third
aspect or any other aspect, wherein the fingerprint is at least partially based on the hexadecimal

or character format of the device serial number.
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According to a tweniy-fifth aspect, the computer system of the sixteenth, sevenieenth,
eighteenth, nineteenth, twentieth, twenty-first, twenty-second, twenty-third, or twenty-
fourth aspect or any other aspect, wherein: 1) the coraputer system further compriscs an
hardware security module; and 2) facilitating decryption of the payment card information
comprises transmitting the encrypted payment card information to the hardware security module
for decryption.

According to a twenty-sixth aspect, a computer-implemented method for decrypting
payment transactions, the method coroprising: A) providing at least one point of interaction
device comprising one or more processors configured to transmit consumer payment information
and a device serial nurmber associated with the at least onc point of inferaction device; B)
providing a point to point encryption management system configured to receive information
from the point of interaction device, the point to point encryption management systern
comprising 1) a database for storing device information and 2) at least one processor operatively
coupled to the database; C) receiving, by the lcast one processor, an initial device serial number
at least one computer third party computing device; I} writing, by the least one processor, the
initial device serial number to a table in memory and storing the table in the database; E)
recetving, by the at least one processor, a payload at least partially oviginating from the poiot of
interaction device, the payload including encrypted payment information and the device serial

number; F) parsing, by the at least one processor, the payload to extract the device serial number;

(G) comparing, by the at least one processor, the device serial number to the mnitial device serial
number to deterrmine whether the device serial number and the nitial senial nurber are the sarac
setial number; and H) upon determining that the device serial nurnber and the initial device serial
number are the same serial number, factlitating decryption of the payment information.

According to a twenty-seventh aspect, the computer-implemented method of the
twenty-sixth aspect or any other aspect, wherein recetving the payload at least partially
originating from the point to point encryption device comprises receiving the payload from a
merchant computer systen.

According to a tweniy-eighth aspect, the computer-implemented method of the twenty-
sixth or twenty-seventh aspect or any other aspect, wherein receiving the payload at least
partially originating from the point to point encryption device comprises receiving the payload

from a third party payment processing system.
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According to a tweniy-ninth aspect, the computer-implemented method of the twenty-
sixth, twenty-seventh, or twenty-gighth aspect or any other aspect, wherein the method
further coraprises, upon determining that the device serial number and the inttial device serial
number are the same serial number, creating, by the at least one processor, a payload identifier
for the point of interaction device and storing the payload identifier for the point of inferaction
device i memory.

According to a thirtieth aspect, the computer-implemented method of twenty-sixth,
twenty-seventh, twenty-eighth, or twenty-ninth aspect or any other aspect, wherein: A) the
recetved payload is a first payload received that originated from the point of interaction device;
and B) the method further comprises: 1) recetving, by the at least one processor, a second
payload originating from the point of interaction device inchuding encrypted second payment
information and a second device serial number; 2) parsing, by the at least one processor, the
recetved second payload to extract the second device serial number; 3) comparing, by the at least
ong processor, the second device serial number to the initial device serial number to determine
whether the second device serial nuraber is tucladed i the table; 4) upon determining that the
second device serial number and the initial device serial number are the same serial number,
retrieving, by the at least one processor, the payload identifier; 3) comparing, by the at least one
processor, the second payload to the payload identifier to determine whether the point of
mteraction device has been compromised; and 6) upon determining that the point of interaction
device has not been compromised, facilitating decryption of the second payment information.

According to a thirty-first aspect, the computer-impleracnted mcthod of the twenty-
sixth, twenty-seventh, twenty-eighth, twenty-ninth, or thirticth aspect or any other aspect,
wherein the payload identificr comprises a fingerprint based at {ecast in part on the format of the
received payload.

According to a thirty-second aspect, the computer-implemented method of the twenty-
sixth, twenty-seventh, twenty-eighth, twenty-ninth, thirtieth, or thirty-first aspect or any
other aspect, wherein: A} the method further comprises providing a hardware security module;
and B) facilitating decryption of the payment information compriscs transmitting, by the at least
one processer, the encrypted payment information to the hardware security module for

decryption.
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According to first further aspect, a computer system for creating a fingerprint for a
device, the computer system comprising the device operatively connected to a device
manageraent system, the device manageracnt systom coraprising at least one processor
operatively coupled to at icast one database, the at least one processor configured for: A)
receiving a first payload from the device, the first payload comprising data in a particular format
and a device wdicator, the device indicator coroprising a unique identifier used for wdentifying
the device; B} creating the fingerprint for the device, the fingerprint comprising a scction format
for cach of one or more distinet sections of the particular format in a particular order; C) storing
a record of the fingerprint for the device and the unique identifier at the at least one database; and
D} cormparing 4 format of cach subsequent payload recetved from the device to the fingerprint
for the device to determine whether the device has been compromised.

According to a second further aspect, the computer system of the first further aspect
or any other aspect, wherein the at least one processor s further configared for creating the
fingerprint by: A} parsing the particular format of the first payload mto the one or more distinet
sections of the particular format; B) determining the section format of cach of the one or more
distinct sections; and C} creating a record of the section format of cach of the one or more
distinct sections in the particular order.

According to a third further aspeet, the computer system of the first or second further
aspect or any other aspect, whercin: A) the first payload comprises data comprising an
indication of a version of firmware running on the device; and B) creating the fingerprint for the
device further coraprises an indication of the version of firmware running on the device.

According to a fourth further aspect, the computer system of the first, second, or third
further aspect or any other aspect, wherein the at least one processor is further configured for,
upon determining that the device has been coropromised, changiug a state of the device to
indicate the device is compromised.

According to a fifth further aspect, the computer system of the first, second, third, or
fourth further aspect or any other aspect, wheretin the at least one processor is further
configured for only decrypting payloads of devices with states indicating they have not been
compromised.

According to a sixth further aspect, the computer system of the first, seeond, third,

fourth, or {ifth further aspect or any other aspect, wherein comparing the format of each
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subsequent payload received from the device to the fingerprint for the device to determine
whether the device has been compromised comprises: A} receiving a second payload from the
device, the second payload comprising second data in a second particular format and a second
device indicator, the second device indicator comprising a second unique identifier used for
identifying the device; B) retrieving the fingerprint from the at least one database based on the
second device wndicator; and C) comparing the second particalar forrat to the fingerprint to
determine whether the device has been compromised.

According to a seventh further aspect, the computer system of the first, second, third,
fourth, fifth, or sixth further aspect or any other aspect, wherein comparing the second
particular format to the fingerprint to determine whether the device has been compromised
comprises comparing the second format of cach of one or more distinct sections of the second
particular format to the section format for cach of one or more distinet sections of the fingerprint.

According to an eighth further aspect, the computer systers of the first, second, third,
fourth, fifth, sixth, or seventh further aspect ¢r any other aspect, wherein the at least one
processor is further configured for, upon determining that the device bas been corapromused,
transmitting a message to a user indicating that the device has been compromised.

According to a ninth further aspect, the computer system of the first, second, third,
fourth, fifth, sixth, seventh, or eighth further aspect or any other aspect, wherein the at least
one processor is further configured for, upon determining that the deviee has been compromised,
disregarding the second payload without decrypting any data.

According to a tenth further aspect, a computer system for creating a fingerprint for a
device, the coraputer system comprising the device operatively connected to a device
management systern, the device management system comprising at least gne processor
operatively coupled to at least one database, the at least one processor configured for: A)
recetving payloads from a particular device, cach payload comprising encrypied and unencrypted
data in a format; B) comparing the format of each payload from the particular device to the
fingerprint associated with the particular device: and C) upon determining that the format of a
particular payload of the payloads received from the particular device does not match the
fingerprint associated with the particular device, declining to decrypt the encrypted data of the
particular payload and transmitting a notification of declining to decrypt the encrypted data to a

user compuiing system associated with a user.
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According to an eleventh further aspect, the computer systern of the tenth further
aspect or any other aspect, wherein the at least one processor is further configured for, upon
deterraining that the format of the particular payload of the payleads received from the particular
device does not match the fingerprint associated with the particular device, changing a status
associated with the particular device from active to tampered.

According to a twelfth further aspect, the computer system of the tenth or eleventh
further aspect or any other aspect, wherein cach payload from the particular device includes
one or wore segments of data n a particular order.

According to a thirteenth further aspect, the computer system the tenth, eleventh, or
twelfth further aspect or any other aspect, wherein cach of the onc or more scgments of data
included in the payload from the particular device is in a particular format.

According to a fourteenth further aspect, the computer system the tenth, eleventh,
twelfth, or thirteenth further aspect or any other aspect, wherein the particular format for a
particular segment of the one or more segments is a character format.

According to a fifteenth further aspect, the computer system the tenth, eleventh,
twelfth, thirteenth, or fourteenth further aspect or any other aspect, wherein the particular
format for a second particular segment of the one or more segments is a hexadecimal format.

According to a sixteenth further aspect, the computer system the tenth, eleventh,
twelfth, thirteenth, fourteenth, or fificenth further aspect or any other aspect, wherein the at
least one processor is further configured for: A) receiving payleads from a second particular
device, cach payload coraprising encrypted and unencrypted data in a second format; B)
comparing the second format of each payload from the second particular device o a second
fingerprint associated with the second particular device; and C) upon determining that the format
of a second particular payload of the payloads received from the second particular device does
not match the second fingerprint associated with the second particular device, declining fo
decrypt the encrypted data of the second particular payload and transmitting a notification of
declining to decrypt the encrypted data to a second computing system associated with a second
user.

According to a seventeenth further aspect, the computer system of the tenth, eleventh,
twelfth, thirteenth, fourteenth, fifteenth, or sixteenth further aspect or any other aspect,

wheretn the fingerprint and the second fingerprint are vot the same fingerprint.
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According to an eighteenth further aspect, a computer-implomented method for
creating a fingerprint for a device, the method comprising: A) providing a device capable of
encrypting data; B) providing a computer systern operatively coupled to the device, the computer
systern comprising: 1} a decrypting means for decrypting data received from the device: 2) a
fingerprint creation means for creating a fingerprint associated with the device; 3) at least one
database; and 4) at least one processor operatively coupled to the decrypting meaus, the
fingerprint creation means, and the at least one database; C) receiving, by the at east one
processor, a fitst payload from the device, the first payload comprising data 1 a particular
format, a device indicator, and encrypted data, the device indicator comprising a unique
identificr used for identifying the deviee; D) creating, by the fingerprint creation means, a
fingerprint for the device, the fingerprint comprising a section format for each of one or more
distinct sections of the particular forraat 1n a particular order; E) storing a record of the
fingerprint for the device and the unique identifier at the at least one database and changing a
state of the device to active by the at least one processor; F) comparing, by the at least one
processor, a second particular format of a subsequent payload received from the device to the
fingerprint for the device to determine whether the device has been compromised; and G) upon
deterroining that the device has not been corapromised, decrypting, by the decrypting meauns,
encrypied data of the subsequent payload.

According to a nineteenth further aspect, the computer-implernented method of the
eighteenth further aspect or any other aspect, the method further comprising the steps oft A)
recerving, by the at least one processor, the subsequent payload from the device, the subsequent
pavioad comprising data in the second particular format and the device indicator; and B)
retrieving, by the at least one processor, the fingerprint from the at least one database for
comparing the second particular format to the fingerprint.

According to a twentieth further aspect, the computer-implemented method of the
eighteenth or nineteenth further aspect or any other aspect, the method further comprising
the steps of, upon determining that the device has been compromised, declining, by the at least
one processor, to decrypt the encrypted data of the subsequent payload.

According a first particular aspect, a computer system for managing encryption device
status changes comprising a P2PE management system comprising at least one processor and

operatively connected to an eucryption device, the at least one processor coufigured for changing

62



WO 2015/142410 PCT/US2015/010405

a state of the encryption device based upon transactional inforruation reccived fror the
encryption device, wherein changing the state of the encryption device based upon transaction
information comprises: A) receiving a transaction payload from an encryption device, the
transaction payload comprising transaction information and non-transaction information; B)
determining whether the transaction information is unencrypted; and C) in response to
determining that the transaction information is uonencrypted, disabling the encryption device by
changing a state of the encryption device to a tampered state.

According to a second particular aspect, the computer system of the fivst particular
aspect or any other aspect, wherein the at least one processor is further configured for changing
the state of the encryption device based on nput from an operator.

According to a third particular aspect, the computer system of the first or second
particular aspect or any ether aspect, wherein the at least one processor s further configured
for changing the state of the encryption device based upon receiving an indication from a fivst
operator that the encryption device 18 in transit from a manufacturer to a key injection facility.

According to a fourth particular aspect, the computer system of the first, second, or
third particular aspect or any other aspect, wherein the at least one processor is further
configured for changing the state of the encryption device to a stored state based upon receiving
an indication from a second operator that the encryption device is stored at a merchant.

According to a fifth particular aspect, the computer system of the first, second, third,
or fourth particular aspect or any other aspect, wherein the at least one processor is further
configured for changing the state of the encryption device to a deployed state based upon
recetving an indication from a third operator that the encryption device is deployed for use by the
merchant.

According to a sixth particular aspect, the computer system of the first, second, third,
fourth or fifth particular aspect or any other aspect, wherein changing the state of the
encryption device based upon transaction information further cornprises: A} recetving a first
transaction payload from the encryption device, the first transaction payload being a first payload
received frora the encryption device, the first fransaction payload comprising transaction
information and non-transaction information; B} upon receiving the first transaction payload
from the encryption device, changing the state of the encryption device from the deployed state

0 an active state.
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According to a seventh particular aspect, the computer system of the fivst, second,
third, fourth, fifth, or sixth particular aspect or any other aspect, wherein the at least one
processor configured for facilitating decryption of the transaction mnformation when the state of
the at least one encryption device is in the active state.

According to an eighth particular aspect, the computer system of the first, second,
third, fourth, fifth, sixth, or seventh particular aspect or any other aspect, wherein changing
the state of the encryption device based upon transaction information further comprises, in
response to determining that the transaction information 1s unencrypted, disabling facilifating
decryption of the transaction information of the encryption device based on changing the state of
the encryption device to the tampered state from the active state.

According to a ninth particular aspect, the computer system of the first, second, third,
fourth, fifth, sixth, seventh, or eighth particular aspect or any other aspect, whercin: A) the
first travsaction payload comprises transaction information and non-~transaction information in a
particular format; B} the at least one processor configured for saving an indication of the
particular format; C) the transaction payload comprises transaction information and non-
transaction information in a sccond particular format; and ) changing the state of the encryption
device based upon trausaction information further comprises, i response to deterroining that the
second particular format does not match the indication of the particular format, disabling
facilitating decryption of the transaction imformation of the encryption device and changing the
state of the encryption device to the tampered state from the active state.

According to a tenth particular aspect, a computer-implerncnted method for managing
encryption device status changes, the wethod comprising the steps of: A) providing a PZPE
rmanagement systern comprising at least one processor and operatively connected to an
cocryption device; B) changing, by the at least one processor, a state of the encryption device
based upon transactional information received from the encryption device, wherein changing the
state of the encryption device based upon transaction information comprises: 1) recetving a
transaction payload from an encryption device, the transaction payioad comprising transaction
information and non-transaction information; 2) determining whether the transaction imformation
is unencrypted; and 3} in response to determining that the transaction information is unencrypted,

disabling the encryption device by changing a state of the encryption device to a tampered state.
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According to an eleventh particular aspect, the corputer-implerented racthod of the
tenth particular aspect or any other aspect, wherein the method further comprises the step of
changing, by the at least onc processor, the state of the encryption device based on input from an
operator.

According to a twelfth particular aspect, the computer-implemented method of the
tenth or eleventh particular aspect or any other aspect, whereiu the at least one processor is
further configured for changing the state of the encryption device based upon receiving an
indication from a first operator that the encryption device is 1u transit fromo a manufacturer fo a
key injection facility.

According to a thivteenth particular aspect, the computer-imaplemented method of the
tenth, eleventh, or twelfth particular aspect or any other aspect, wherein the method further
compriscs the step of changing, by the at least one processor, the state of the encryption device to
a stored state based upon receiving an indication from a second operator that the encryption
device is stored at a merchant.

According to a fourteenth particalar aspect, the computer-implemented method of the
tenth, eleventh, twelfth, or thirteenth particular aspect or any other aspect, whercin the
method further comprises the step of changing, by the at least one processor, the state of the
encryption device to a deployed state based upon receiving an indication from a third operator
that the encryption device is deployed for use by the merchant.

According to a fifteenth particular aspect, the computer-implemented method of the
tenth, eleventh, twelfth, thirteenth, or fourteenth particular aspect or any other aspect,
wherein changing the state of the encryption device based upon transaction information further
comprises: A} receiving a first transaction payload from the encryption device, the first
transaction payload being a first payload received from the encryption device, the first
transaction payload comprising transaction information and non-transaction information; B}
upon receiving the first transaction payload from the encryption device, changing the state of the
encryption device from the deployed state to an active state.

According to a sixteenth particular aspect, the computer-iraplemented method of the
tenth, eleventh, twellth, thirteenth, fourteenth, or fifteenth particular aspect or any other
aspect, wherein the method further comprises the step of facilitating decryption of the

transaction information when the state of the at least one encryption device s in the active state.
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According to a seventeenth particular aspect, the computer-implemented method of the
tenth, eleventh, twelfth, thirteenth, fourteenth, {ifteenth, or sixteenth particular aspect or
any other aspect, wherein changing the state of the encryption device based upon transaction
information further comprises, in response to determining that the transaction information is
unencrypted, disabling facilitating decryption of the transaction information of the encryption
device based oun changing the state of the encryption device fo the tampered state from the active
state.

According to an eighieenth particular aspect, the coroputer-implernented rocthod of the
tenth, eleventh, twelfth, thirteenth, fourteenth, fifteenth, sixteenth, or seventeenth
particular aspect or any other aspect, wherein: A the first transaction payload comprises
transaction information and non-transaction information in a particular format; B) the method
further coraprises the step of saving an indication of the particular format; C) the transaction
payload comprises transaction wnformation and nop-transaction information in a second
particular format; and D) changing the state of the encryption device based upon transaction
information further comprises, 1n response to determining that the second particular format does
not match the indication of the particular format, disabling facilitating decryption of the
transaction information of the encryption device and changing the state of the encryption device
to the tampered state from the active state.

According to a nineteenth particular aspect, a computer system for managing
encryption device status changes comprising a P2PE management system comprising at least one
processor and operatively connected to an encryption device, the at least one processor
configured for: A) changing the state of the encryption device based on input from an operator;
B) changing a state of the encryption device based upon transactional information received from
the encryption device, wherein changing the state of the encryption device based upou
transaction information comprises: 1) recetving a first transaction payload from an encryption
device, the first transaction payload comprising first transaction information and first non-
transaction information; 2) upon receiving the first transaction payload from the encryption
device, changing the state of the encryption deviee from the deployed state to an active state and
facilitating decryption of the first transaction information; 3) receiving a second transaction
payload from the encryption device, the second transaction payload comprising second

transaction information and second non-transaction information; 4) determining whether the
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second transaction information is unencrypted; and 3) in responsce to deterraining that the second
transaction information is unencrypted, disabling the encryption device by changing the state of

the encryption device from the active state to a tampered state.

Conclusion

Aspects, features, and benefits of the claimed invention(s) will become apparent from the
information disclosed 1n the exhibits and the other applications as incorporated by reference.
Variations and modifications to the disclosed systems and methods may be effected without
departing frora the spirtt and scope of the novel concepts of the disclosure.

It will, nevertheless, be understood that no Hmitation of the scope of the disclosure is
intended by the information disclosed in the exhibits or the applications incorporated by
reference; any alterations and further wmoditfications of the described or iHlustrated embodiments,
and any further applications of the principles of the disclosure as ilhustrated therein are
conternplated as would norraally occur to one skilled in the art to which the disclosure relates.

The foregoing deseription of the exemplary embodiments has been presented ouly for the
purposes of iHustration and description and 18 not intended to be exhaustive or to it the
inventions to the precise forms disclosed. Many modifications and variations are possible in
iight of the above teaching.

The embodiments were chosen and described in order to explain the principles of the
inventions and their practical application so as to cnable others skilled 1n the art to utilize the
toventions and various erobodiments and with various modifications as are suited to the
particular use contemplated. Alternative embodiments will become apparent to those skilled in
the art to which the present inventions pertain without departing from their spirit and scope.
Accordingly, the scope of the present inventions is defined by the appended claims rather than

the foregoing description and the exeroplary crobodiments described therein.
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CLAIMS

What is clatmed is:

1. A coraputer system for creating a fingerprint for a device, the computer systern
comprising the device operatively connected to a device management system, the device
manageroent system comprising at least one processor operatively coupled to at least one
database, the at least one processor configured for:

receiving a first payload from the device, the first payload comprising data in a particular
format and a device indicator, the device indicator comprising a unique identifier used for
identifying the device;

creating the fingerprint for the device, the fingerprint comprising a section format for
cach of one or more distinct sections of the particular format in a particular order;

storing a record of the fingerprint for the device and the umque ideuntifier at the at least
one database; and

comparing a format of cach subsequent payload received from the device to the

fingerprint for the device to determine whether the device has been compromised.

2. The computer system of claim 1, wherein the at least one processor is further
configured for creating the fingerprint by:

parsing the particular format of the first payload into the one or more distinct sections of
the particular format;

determining the section format of cach of the one or more distinct sections; and

creating a record of the section format of cach of the one or more distinct sections in the

particular order.

3. The computer systern of claimn 2, wherein:

the first payload comprises data comprising an indication of a version of firmware
running on the deviee; and

creating the fingerpring for the device further comprises an indication of the version of

firmware ranning on the device.
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4. The computer systern of claim 1, wherein the at least one processor is further
contfigured for, upon determining that the device has been compromised, changing a state of the

device to mndicate the device 1s compromsed.

5. The computer systern of claim 4, wherein the at least one processor is further
configured for only decrypting pavleads of devices with states indicating they have not beeun

compromised.

6. The computer system of claim 1, wherein comparing the format of each subsequent
payload received from the device to the fingerprint for the device to determine whether the
device has been compromised comprises:

recciving a sccond payload fror the device, the second payload comprising second data
in a second particular forroat and a second device indicator, the second device 1ndicator
comprising a second unique identifier used for identifying the device;

retrieving the hingerpriot from the at least one database based ou the second device
indicator; and

comparing the secoud particular format to the fingerprint to determine whether the device

has been compromised.

7. The computer system of claim 6, wherein comparing the second particular format to
the fingerprint to deterrmine whether the device has been compromised comprises comparing the
second format of each of one or more distinct sections of the secound particular format to the

section format for cach of one or more distinct sections of the fingerprint.

8. The computer system of claim 7, wherein the at least one processor is further
configured for, upon determining that the device has been compromised, transmitting a ressage

to a user indicating that the device has been compromised.

9. The computer system of claim &, wherein the at least one processor s further
contigured for, upon determining that the device has been compromised, disregarding the second

payload without decrypting any data.
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10. A computer system for creating a fingerprint for a device, the computer system
comprising the device operatively connected to a dovice management system, the device
management system comprising at least one processor operatively coupled to at least one
database, the at least one processor configured for:

receiving payloads from a particular device, each payload comprising encrypted and
unencrypted data in a format;

comparing the format of each payload from the particalar device to the fingerprint
associated with the particular device; and

upon determining that the forraat of a particular payload of the payloads received from
the particular device does not match the fingerprint associated with the particular device,
declining to decrypt the encrypted data of the particular payload and transruitting a notification

of declining to decrypt the cocrypted data to a user coroputing system associated with a user.

11. The computer systern of claim 10, wherein the at least one processor is further
contfigured for, upon determining that the format of the particular payload of the payloads
recetved from the particular device does not match the fingerprint associated with the particular

device, changing a status associated with the particular device from active to tampered.

12. The computer system of claim 10, wherein each payload from the particular device

includes one or more segrments of data in a particular order.

13. The computer system of claim 12, wherein cach of the one or more segments of data

included in the payload from the particular device 18 1o a particular format.

14. The computer system of claim 13, wherein the particular format for a particular

segment of the one or more segments is a character format.

15. The computer system of claim 14, wherein the particular format for a second

particular segment of the one or more segments 18 a hexadecimal format.

70



WO 2015/142410 PCT/US2015/010405

16. The computer systern of claim 10, wherein the at least one processor is further
configured for:

recciving payloads from a second particular device, cach payload coraprising encrypted
and unencrypted data in a second format;

comparing the second format of cach payload from the second particular device to a
second fingerprivt associated with the second particular device; and

upon determining that the format of a second particular payload of the payloads received
from the second particular device does not match the second fingerprint associated with the
second particular device, declining to decrypt the encrypted data of the second particular payload
and transmitting a notification of declining to decrypt the encrypted data to & sccond computing

system associated with a second user.

17. The computer system of claim 16, wheren the fingerprint and the second fingerprint

are not the same fingerprint.

18. A computer-implemented method for creating a fingerprint for a device, the method
comprising:
providing a device capable of encrypting data;
providing a computer system operatively coupled to the device, the computer systern
comprising:
a decrypting means for decrypting data received from the device;
a fingerprint creation means for creating a fingerprint associated with the device;
at least one database; and
at least ove processor operatively coupled to the decrypting means, the fingerprint
creation means, and the at lcast one database;
recciving, by the at least onc processor, a first pavload frora the device, the first payload
comprising data in a particalar format, a device indicator, and encrypted data, the device
idicator comprising a unique identifier used for wdentifying the device;
creating, by the fingerprint creation means, a fingerprint for the device, the fingerprint
comprising a scction format for cach of one or more distinct sections of the particular format in a

particular order;
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storing a record of the fingerprint for the device and the unigue identifier at the at least
one database and changing a state of the device to active by the at least one processor;

comparing, by the at least one processor, a second particular format of a subscquent
payload received from the device to the fingerprint for the device to determine whether the
device has been compromised; and

upon determining that the device has not been compromised, decrypting, by the

decrypting means, encrypted data of the subsequent payload.

19, The computer-implemented method of claim 1¥, the method further comprising the
steps of:

receiving, by the at least one processor, the subsequent payload from the device, the
subsequent payload coruprising data in the scoond particular format and the device indicator; and

retrieving, by the at least one processor, the fingerprint from the at least one database for

comparing the second particular format to the fingerprint.

20. The computer-implernented method of claim 19, the method further comprising the
steps of, upon determining that the device has been compromised, declining, by the at least one

processor, to decrypt the encrypted data of the subsequent payload.



PCT/US2015/010405

WO 2015/142410

1/18

franasa yuny spsny) Fung Hory
HHE ARG Bl :

H .Wuww N\ M .W.m W faapDsit
i . .
| INANONIANG AT IS YL B

|
t

¢
ane o e s s o m\& ; o o e

;681 mm
WALSAS

78
TSy
heshacri

et

S0,

/  NFIOIE.

A5

¥

%

B

¢ 2,
/ L
s 5 AT i P
7 .N.nw\‘mm\tun.m .2??,, gL %
/ I YIS, %
; 7 NOALINI YL 1) 4
/ P i
H p % 1
} / M ]
§ ] ] T %
oo 7 LIAN DAY L H m
IR st By # i
it M
4
g

S 10 3
ezt ]
SamAB pEi e 30 praduin)

Mg

e

SABILOY,
B o

] (AL

S

&7

ags

$rd
{ IEMY TS 151

%

i ki

g

e e

BIT i e

e »
e, .

433

g g ooy Sost

¥
SRR PR

‘u ¥l ¢l
v BN (IR .

MBS Y
y LMYHDYEW

S

ALIHDY S NOJ




PCT/US2015/010405

WO 2015/142410

2/18

m w\ Prunazsg yavure)

I D9k

&

HIANZ ASY 33 G L "B

WHISAS THELEAB
MO 1 3l el

e N
e,

e

TN
RS

ot s uw@wE s frri et IRt e
K SRR BT Y5
HyeALy ,.w SEUMY, Pl ORI
SERRAG PR i paasae

(gL

AN Y sy

S

e,

oo e oo

2

1S

S2is S

Uy R

R

et

W o F

BECL-dE W2 21 g

o o e i ol s sy pso s cos. e

e

EOURV

st 0

BAZANICARS
LIRS,

ORI,
NOLLINDATYR
LIS,

A

Zoa

By ta Ly

HEEHIES
ABLG

R

SO

ShTH

\"‘%v\




PCT/US2015/010405

WO 2015/142410

3/18

m?ﬁ

w,ﬁ o
ALHNTES
ATl

TN

maw

bats

Fie

oo

[ s

e, | ok ikt e

N e vy

\»‘

%ﬂ\

d \\.

w Mﬂwx»“m
G didadn

A

T

WOOOOOOGL . WOLODGIK | WONOITODL S S

0%

{4

A LHOY A T

Ui ere AP e0Si MHe e owd. AN bt

ek

02y
pakdt

i «»

e
UM
Hid

AR N AR AN R

WS S

H
“
1
3
4
1
3
3
3

7 $

7

e ¢
H
1
3
1
3
H
1
H
2
3
3
$

s
ALEHOYA
MALOA

BRI

4

PELSAS INENAYY

e
W;mmmmm-wmmww»\\\

mme s snfmn

fe

iﬁ @

0

NS YE O

PALE

o

i n\w M,,MOF\% mn,r,,,w
403 LA

.«}

&, %
ww, U,MAW .amw
OREONYH 0 0D

i“:.

NN AN SR e e e



PCT/US2015/010405
4/18

WO 2015/142410

T THOLDTLHOMY A TINEDE LN 81 "Edf=d

Gy
Y0 M
b OELIAINT T o e o e
b8 mwm &x Jeddt PR AL-14!
MOLLTYSNYHL GG

AL Rl 13 K YO

R T T

L Anan SasA  SRANE RRAD AN ANRNSARNRD CARNN. MAMAL R e

T e S w‘%% .
t i AT AR
gy hy : ! P B ke 1111
sTowadE || L | “ LHHHEN
TP ) :f ", ki M w 3
v w %g\% e \ B2 N viva ;nﬁsw - :
AT 7 g
L mo F&,.%m dELeoNg | :
1

i
{
{

§

s S e AR e S R R A S e S e

sumw \/\v\ﬂf S oo i

TN
ALIHNDES
M OYH

m

|

|

! - _ : 42
m |

w

w

B R U ARR GRS

\\ }\\\\&\\\\\\\\‘(\WE

YT AT Wi , "

AdIins o TWMEH
(= 1dA ] ¢ g B e
75 www mmm Y190 am\}si o ) ” _— A :
SAT NOLLIAYONE e & D) B Y A Mgl HFHOLOVAONN
m (N S g inam a1 PoesdT] od) WOLLOVERIN | |
it o : T A Dd L an et :
m& B | ..m..:«%?awmm{ m;swseiii...ws.iis.sraams,\ PR :\I\.sttsssw.uhksxssssa;;L

RS s

SLEAS LRARAY ORONY mm m m HoEE




WO 2015/142410

5/18
f:‘la (\‘w
{ i{a\{ } -
N o 3
""""" $
VVVVVVVVVVVVVVVVV 2
. B /.«‘ “\,A_"
Receive particulae POI devies dentification {agn
informadion. S /
.\)\-.\.v\"
ine
Tn responss o reesiving the particular PO devion Py
ideificy tim 1»{3 vination, sot e state of the }3&1‘&“‘%?&1“ e 433 )
PO device o indicate that the PO device i now/ N

kg acts “> for plogramm 1?1

- Regetve an indivation that e particular POL devics
injzctod with an sncvyption key.

!
Based at least in part o1 vex sﬁ’z\un@; the tndigstion that
the ;*mi\m}az PO device is misoted with the
EROLY §3t§ o1y key, the syston & ¥ ‘mi‘zg&srcri o change the
state of the pactiontar POT device to indizate th at the

POI devipe hagbee ir';“eie*i

h

Recetve informatinn regarding shipping the particular

EMPLARY PQEHANDY &‘& F*‘M}& 58

POI device. ‘» v i
¥ L
et f‘
Becetve ¢ ai a fromn s mecchant mdicating recuiy of the { 40 )
=3 sine B < E % S ‘
partteular PO device, T
;,
Based on m:»:wmg the dats from the mer ‘mm\ the s,
systere iy configured o s:ict:f;:zm whether the 40 A
vartioniar POL device has been gompromised during e
shipves. N
{Changs the sfate of the particalar POL & i ‘\“\\
inchicate thyt the partiaular PO dev Rsi i,.s: —{ 344
received by the merchan. N
. PO T F s v BN
Repeive an tndication that the gammiar PO deviceits | { au )
deployed. N

PCT/US2015/010405



WO 2015/142410 PCT/US2015/010405
6/18

\

S

Receive customer data st a PO devies. 'iﬁsu

.,

Encrvpt the costorner dsta, e

Compile a pavioad to be wansnutied fo g payment {454 A
PTOCTIBAL, [

.-".‘..v.“m N

: 2 N 3 d o T %
Transmit the payload io & payment processing systom, -y 438 }
N

Pl

i S -
{ g )

FIG, 48 MERCHANT DATA PROCESS



WO 2015/142410 PCT/US2015/010405

7/18
Al - At
{ Seqln : .
#

e

I response to recsiving the request for the audi TN
report, velviove mmorchant dev vice mimmm associated C 433
kS &
with the mevchant. N
-‘!/ . .\N
Display the merchant devive tnformation, —t 433
X

. ) f/"‘c ‘\\‘,/
Request attestation of the merchat devics O any h
informaation. NS
n : ;..., V~\\
ii&euw o indication of altestation. CASS
\ /

cetving the indication of attestation, i
§<\1z:, the audit vepiort inehading an

& : ."l Y
ntifier =3i muh viee associated with the mvﬁ\é A, el 441
& status.of sach m ughani device, and the indioation of

stipstalion

5

. e \
Traramit the m&:“mpm‘; o the wmwzimu devie - |

assoniated with the merchand, N

{  End )



WO 2015/142410

8/18

“

{ Bagh |

PCT/US2015/010405

77777777 k:
Repeive & payload mg inating from a device, the TN
payload nchding snerypled nformation and a devies b 530
se}" it nmber, S
< . f/.v‘" "-,\\
Parse the payload to exteact the devios sevial mumber, b 832
N
’
Retdove a serial mumber table from the database, the 7N
serial munther table sompristng one or more sevkal B34
nunbers. A
¥
Compars the device serial namber to the serial mummber TN
{able (o determine whethay the devics serial muber 18 b {53
included dn the serial nmber tabls, N
]
Upon determiniog that the devies seriad mnber is
weluded in the fable, rs:f‘m'e from menwy, 8 P
fngerprint associated with m, polat o wagtion | 538 )
device, whereln the Sagerprint is an dentifier for the T
i:‘wcw based on the fin :mt a:i one or mnre payioads S
that originated Tom the devive.
Compare the pay v‘imd to the fingerprint to determing S
whether the point of htemction devies has bcx et S0
COMIOnHSE PN—

s of ntergs

- Upon deternaining that the pa
{ by not been compromised, t

t

A

the encrypled pavment vard fnformation,

iitating decryption of

oy devics

AAAAAAAAAAAAAAAA

(‘/‘ g 4
{ End }
e 4
’ N T STy SN PVEN N
NV DECRYETION PROCESS

FIG, BA oevpar



WO 2015/142410
9/18

Begn

&

PCT/US2015/010405

~ K0E

P
oy

ﬁ{“mmm* device,

aotion f‘&‘v’i&i{i fronn & poiutof

!
et

e

Dictermine whethor the roovtved payload fsa fh
3

At

payviond recetved from the devies,

{ R &swi o defermiving ih(ﬁ“‘i = reosived payioad is the
i fi Vfi,;\ ?t\\,"&‘“ ih\h

%

et payiead iu:iiz‘wé from the
olevad payicad.

o ,

5\
gy 1
Jd
\ x4 g

e

Store 8 fingerprint besed on the foomat of the reveived |
payiond fn memuory.

e

»3
rd

i

4\’ v

| Compare each subseguent payload rege

device fothe Bngerprint,

i

Fved from the

{0 Bmd )

FIG. BB ooup ARy FINGERPRINT PROCESS



WO 2015/142410 PCT/US2015/010405
10/18

A

.»

5 o SUSY Renuw

[EX

St ia s Peaat v s TR

> 5% s

S0

Quteud}

s feiphieviar Gutg

o

SRR 4

P

POt JOPS USSR ¥ ‘it SICURU: DU NSO T LT

¥ e i
i . o SO 3 i ;
A SEE F 5{3 ! '§ ; : :
H i :
? i 3
§ ; 5
b3 5 3
3 v :
§ { 3 {
H ) 3 :
g Vopngmps e ot : ;
e BEE FIG 12 } ;
H : { i v
p i 1
A ntifig hadisy E feiw o b} t
f - : :
+
t
R 13
3 v
i i
5. ORI,
3 y
! :
pyrseeesidadaic i
! :
: :
: : H
! ¥davin Wty v spbpnappted] :
:
; { i
i R sy
o : : ;
p : :
) ! 3
Dt ui Y H N
FE0™ ; :
¥ R i
: i :

BE0N

soRption thrae

5 ERenpiions
§ N ol ) oy R = SN S
FIE. § 10 0F EXEUBLARY OVERALL SEQUENCE




PCT/US2015/010405

WO 2015/142410

11/18

i {F

B

£

ayarpiine &

s

st

heviow cisdond

Y

graryotas f

iGss sadpud

S

s

#

mangdhin

S alphest st

&

3

o s

i
“nsangan s
)

i
7
1
H
5
O
e %,

Ry opntt

rad

X

o

i

b

wfas HEX sling]

e

eprgpladiacic dals

7

-,

Carrciirac

ot i ity

3

e

talar

swid i

s

RS HEX sting

e
=

¢
5
:
i

53

R R e

§ i wnu

s
<

sviiisliiiirsssr e

o

1B

i1

EROEET T S T

3
£

S Dt




PCT/US2015/010405

WO 2015/142410

12/18

2N

H

3

£

58 HOIA

BN 5 A

o

X

o e

i H
; ;
‘ )
; e ereos
7 D PR RS
7 ;
- :
] §
P
- 3
z H
I i
i 5
LT F :
G RGN Ry R :
R anh S g R KK 80 ek OV L H
o £t £t €t 3 5t N it 8 M 688k AR 2RSS AR5 2201 B 2P pn o mmn s ey e
, ; iesiieene fi
; Bt
i Cpnmsian
! ;
% 3
: :
1 '
H '
P % ;
:
P
H

SR

¥

SRRy pisag

Ay s

CHEE M

S0 GRYy pEoliny

LELIg

T

aprd sy
VBRI F
%

[ SR

t

SmSHAT

e

FESCRONRTRRY

7

*d

Ty
A

T L TR T Te N T

KT T

E L]

1

FEre RN

oy

S

m
g
: ’ .
. st prere ¥ g ieemrsastgy
S AR LT LTS T y M - -
438 5»&\2:&\ el G : 7 {eteenumey Ty
: : i agosTwam G
: i 10 : won @ g
»
/
7
i

POV

o

7RIS DAt B

4 BRI B 2R

i




PCT/US2015/010405

WO 2015/142410

13/18

Fegusn o

T e s s S A e s e

it e

i i a,

e et 7 A 2 5

5 gTaEs, e

it

f...&.:...\\‘\.:...\\\»..wa_”_

H

b
:

R T e

£ Hgee %
; piingn
B P P TR

NN,

P R o e

R

i

;
i

Lrncarnansnanast

S R S B Rn R A

YTy

e

TR




PCT/US2015/010405

WO 2015/142410

14/18

NS

o
=

2SS INNGG

W
=
’Z?S

FONI

0N DL "Dl

y
H
5
x
i
3
1
b
3
L,
. b hrsesserrerssareninrrareni iR
17 g e wriaelE - P
B,
LY

R B AN DT

B sy ik w\: )
E g Sty S

TR

M;,‘Mﬂﬂﬁ B

B AT RO BTEY By G




PCT/US2015/010405

WO 2015/142410

15/18

Y XS AZA PSH A TENEXE S0 TN L | "B

Rae

2

L0 RS AP AL

iy :

Nennasans

HooR RV g u b

RS,
Ay ey Fagssus 7
P
g, et 7

Ly e

B
i

S AR

P Ry

o : AT

iy

L

oy

P
¢

e
3
S

ST e

$i5535a%

y

St

o

VL) a

SRIRROE

R

2 SR R

£

R

R wﬁc&.a B e g Y]
e,

- \»»\k-:l\m!:«\\.kl:\\«;\\
SR

,.a.d 1 ‘&

“\u%x« A 0 4 6& Ll ..:aE w:c

a 5&@3 L]

ARG x.

Sy

Smgry Ay Jn&&

7

ABEQITEAS IS

W
|

cececscscacacasoagereosons

35

et

\
;

\

\

\

\

\

\

\

/

/

\ &

08,

STt

AR

ey
\, M

gt AR SH D 5

Ry




WO 2015/142410 PCT/US2015/010405
16/18

o
po)
2,
833
~v
7
wx
&
-
e
o
5
;
»~
ey
£
s

puancs DHagrs

",

)
-~ £
]

o
Y Sle A
s & .

3
eiid .

7
=
=

Nedvesontodly AP

L upntaatidun

eyl
o

falwe

{

EIG, 12t 08 BXEMPLARY UPDATE KEY INDEX SEQUENCE



WO 2015/142410 PCT/US2015/010405
17/18

Tt DRts s

£

¢
3 o4
— o
) N
I St
i 3 H
. e i [ H Oisieimadne
R e R A Q?\Q : 5 H REEG R
; S H N
i : H 3
N : %

iy

T

i Madig

e

§
sk A felavive gotal nas

S i sl il

2y R

N
3.
B
\
i
§
3
H
3
i
}
H
1
¥
ke
¥
t
¢
t
L
12
§
¥

B LTINS

¥
N

NSRS o

‘ . e e
FIG. 13 v 0F BOEMPLARY VALIDATION SEQUENCE



PCT/US2015/010405

WO 2015/142410

18/18

SAIMINDAR NOHAIIXT Fdled Ay MEAT o

CW gL B

&

\3.\2

ﬁ@ Fr

e s sl

7

b &éc] tw{uuﬁv» wa...w ]

pa21rs

S 35555

.

b B ...\va.o.o\

T

oy %

w4

&

RO

F R

WL A

I

2 PSRRI

e e ALy

4

-

25

AN BB T




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - description
	Page 51 - description
	Page 52 - description
	Page 53 - description
	Page 54 - description
	Page 55 - description
	Page 56 - description
	Page 57 - description
	Page 58 - description
	Page 59 - description
	Page 60 - description
	Page 61 - description
	Page 62 - description
	Page 63 - description
	Page 64 - description
	Page 65 - description
	Page 66 - description
	Page 67 - description
	Page 68 - description
	Page 69 - claims
	Page 70 - claims
	Page 71 - claims
	Page 72 - claims
	Page 73 - claims
	Page 74 - drawings
	Page 75 - drawings
	Page 76 - drawings
	Page 77 - drawings
	Page 78 - drawings
	Page 79 - drawings
	Page 80 - drawings
	Page 81 - drawings
	Page 82 - drawings
	Page 83 - drawings
	Page 84 - drawings
	Page 85 - drawings
	Page 86 - drawings
	Page 87 - drawings
	Page 88 - drawings
	Page 89 - drawings
	Page 90 - drawings
	Page 91 - drawings

