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(57) ABSTRACT 

Embodiments include but are not limited to cellular phones, 
methods practice thereon, for autonomously servicing a call 
or a message, on behalf of the user, without interacting with 
the user, are disclosed herein. In various embodiments, data 
about a user of the cellular phone, internal conditions of the 
cellular phone, or external environment of the cellular phone 
are locally collected and from a wireless communication 
network. In various embodiments, multiple agents are pro 
vided to the cellular phone, wherein each agent is configured 
to determine, on receipt of a received call or message, a 
current service context based at least in part on some of the 
data stored, and autonomously servicing the received call or 
message based on the results of the determination. Other 
embodiments may be described and claimed. 

22 Claims, 5 Drawing Sheets 
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600 A Computer program product 

632 A computer readable storage medium 

34 At east One of: 

one or more instructions for collecting data about a user of a cellular phone, internal 
Conditions of the phone, or external environment of the phone; 

One or more instructions for determining a service Context, upon receipt of a call or 
message; or 

one or more instructions for autonomously servicing the call/message, based at least in 
part on the determined service context. 
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AUTONOMOUS, NON-INTERACTIVE, 
CONTEXT-BASED SERVICES FOR 

CELLULAR PHONE 

TECHNICAL FIELD 

Embodiments of the present disclosure relate to cellular 
phones, and more particularly, to autonomous, non-interac 
tive context-based services (beyond traditional telephony and 
personal information management applications) on a cellular 
phone. 

BACKGROUND 

Cellular phones have achieved amazing market penetration 
worldwide, and have become commonplace in modern life. 
This trend has pushed manufacturers to increase the capabili 
ties of these devices. In their current form, services provided 
by the cellular phone generally require explicit interaction 
with the user. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Embodiments of the present disclosure will be readily 
understood by the following detailed description in conjunc 
tion with the accompanying drawings and the appended 
claims. To facilitate this description, like reference numerals 
designate like structural elements. Embodiments of the dis 
closure are illustrated by way of example and not by way of 
limitation in the figures of the accompanying drawings. 

FIG. 1 illustrates an overview of a cellular phone with 
autonomous service, in accordance with various embodi 
mentS. 

FIG. 2 is a block diagram of the cellular phone of FIG. 1 in 
further details, in accordance with various embodiments. 

FIG. 3 illustrates various examples of autonomous servic 
ing of a call, in accordance with various embodiments. 

FIG. 4 illustrates various examples of autonomous servic 
ing of messages, in accordance with various embodiments. 

FIG. 5 is a flowchart illustrating a method of autonomous 
service on a cellular phone, in accordance with various 
embodiments. 

FIG. 6 is a block diagram of a computer program product 
with instructions for providing autonomous service on a cel 
lular phone, in accordance with various embodiments. 

DETAILED DESCRIPTION 

In the following detailed description, reference is made to 
the accompanying drawings which form a part hereof 
wherein like numerals designate like parts throughout, and in 
which is shown by way of illustration embodiments in which 
the disclosure may be practiced. It is to be understood that 
other embodiments may be utilized and structural or logical 
changes may be made without departing from the scope of the 
present disclosure. Therefore, the following detailed descrip 
tion is not to be taken in a limiting sense, and the scope of 
embodiments in accordance with the present disclosure is 
defined by the appended claims and their equivalents. 

Various operations may be described as multiple discrete 
operations in turn, in a manner that may be helpful in under 
standing embodiments of the present disclosure; however, the 
order of description should not be construed to imply that 
these operations are order dependent. Moreover, some 
embodiments may include more or fewer operations than may 
be described. 
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2 
The description may use the phrases “in an embodiment.” 

“in embodiments,” “in some embodiments, or “in various 
embodiments, which may each refer to one or more of the 
same or different embodiments. Furthermore, the terms 
“comprising.” “including.” “having and the like, as used 
with respect to embodiments of the present disclosure, are 
synonymous, and are generally intended as "open terms 
(e.g., the term “including should be interpreted as “including 
but not limited to the term “having should be interpreted as 
“having at least, the term “includes should be interpreted as 
“includes but is not limited to.” etc.). 
As used herein, "coupled along with its derivatives, may 

mean one or more of the following. "Coupled may mean a 
direct physical or electrical coupling or connection, wherein 
there is no other element coupled or connected between the 
elements that are said to be coupled with each other. 
“Coupled may also mean an indirect physical or electrical 
coupling or connection, where one or more other elements are 
coupled or connected between the elements that are said to be 
coupled with each other. 

For the purposes of the present disclosure, the phrase 
“A/B means A or B. The phrase A and/or B' means “(A), 
(B), or (A and B). The phrase “at least one of A, B, and C 
means “(A), (B), (C), (A and B), (A and C), (B and C), or (A. 
Band C).” The phrase “(A)B” means “(B) or (AB), that is, A 
is an optional element. In addition, although embodiments of 
the present disclosure may be shown and described as includ 
ing a particular number of components or elements, embodi 
ments of the disclosure are not limited to any particular num 
ber of components or elements. 

Turning now to FIG. 1, illustrated is an overview of a 
cellular phone with autonomous service in accordance with 
various embodiments. For the embodiments and as shown, 
cellular phone 100, incorporated with the teachings of the 
present disclosure, may be coupled with a network 102, e.g., 
the Internet. Cellular phone 100 may be designed to provide 
autonomous service to increase the amount of functions per 
formed for user 104. Autonomous services refer to services 
provided by cellular phone 100 for user 104, without interac 
tion with or intervention by user 104. Although in minority or 
exception situations, user interaction or intervention may be 
requested. As will be described in more detail below, in vari 
ous embodiments, autonomous services are performed based 
at least in part on dynamically determined service contexts. 

For the embodiments, cellular phone 100 may include a 
number of data collection modules 112. In various embodi 
ments, data collection modules 112 may be configured to 
collect and store data about user 104, internal operating con 
ditions of cellular phone 100, and/or external environment of 
cellular phone 100. In various embodiments, data collection 
modules 112 may collect the data locally (e.g., through local 
monitoring and/or sensing), as well as from the Internet, 
thereby significantly broadening the repertoire of data avail 
able to Support the variety of autonomous services provided 
as well as enhancing the precision of the autonomous services 
provided. 

Cellular phone 100, as illustrated, may further include a 
number of agents 114 configured to perform a number of 
services for user 104 autonomously, in particular, services for 
servicing various calls or messages received. Calls may be 
transmitted to cellular phone 100 via any one of a number of 
wireless communication protocols, including but not limited 
to Code Division Multiple Access (CDMA), Global System 
for Mobile Communication (GSM) and so forth. Messages 
may be conventional text, email, short messaging service 
(SMS) or multi-media messaging service (MMS) messages. 
A message may include a request, e.g., a request to authorize 
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a transaction or approval an action. A message may also 
report a status of a device or an occurrence of an event. 

For some example embodiments, each of agents 114 may 
be configured to determine, on receipt of a call or a message 
to be autonomously serviced, a service context, based at least 
in part on Some of the data collected and stored about the user, 
the internal conditions and the external environment. 
Examples of a service context may include but are not limited 
to the user 104 being at home, the user 104 being work, the 
user 104 being busy, the user 104 being available, battery 
being low, signal being weak, processor being busy, storage 
being full, external temperature being cold, humidity being 
high, and so forth. Further, each of agents 114 may be con 
figured to autonomously service the received call or message, 
without interaction with the user 104 or substantially without 
interactions with the user 104, based at least in part on the 
determined service context. 

FIG. 2 is a block diagram of cellular phone 100 of FIG. 1 in 
further detail, in accordance with various embodiments. As 
shown, the example architecture of the computing apparatus 
100 may include one or more of a user interface 206, an 
application layer 208, data collection and provision modules 
222-226, a services layer 210, and a network stack 212. The 
various interface, layers and modules may be implemented by 
executable instructions stored in various storage media 202, 
or executed by one or more processors 201. Storage medium 
202 may be of various types, including but not limited to, e.g., 
non-volatile memory, such as flash memory. Processors 201 
may be of various types also, including but not limited to, e.g., 
reduced instruction set computer (RISC) processors. 

User interface 206 may be configured to support one or 
more user input and/or output devices through which a user 
may input commands and data or observe output information. 
Such devices may include a display device, a speaker, a 
microphone, a keyboard, a pointing device (e.g., a mouse, a 
trackball, or a touch pad), or the like. 

Cellular phone 100 may be coupled to the network 102 
using the network stack 212. The network stack 212 may be 
primarily concerned with networking details for coupling the 
cellular phone 100 to a wireless network. The network stack 
212 may be configured to couple the cellular phone 100 to a 
wireless wide area network (WWAN) or a wireless local area 
network (WLAN) that may provide access to a broadband 
network such as the Internet. 
The application layer 208 may include agent applications 

214 as well as various traditional applications 216 Such as, 
telephone application, text messaging application, or e-mail 
application. The agent applications (or simply agents) 214 
may be configured to service a received call or message on 
behalf of the user, autonomously, without interaction with the 
user, or substantially without interaction with the user. 

The agents 214 may be designed to determine the service 
context, on receipt of a call or message to be autonomously 
serviced. As described earlier, each agent 214 may be config 
ured to determine the service context, on receipt of a call or 
message to be serviced, based at least in part on Some of the 
data 222 collected about a user, internal operating conditions 
(system status) 224, and external environment 226. Further, 
each agent application 214 may be configured to thereafter 
autonomously service the received call or message, based at 
least in part on the determined service context. 
As described earlier, cellular phone 100 may employ a 

number of data collection modules 112 to collect and store the 
data 222 about the user, the internal operating conditions (also 
may be referred to as “system status') 224, and the external 
environment (also may be referred to as “External Data') 226, 
and the collection may be locally and from the Internet. In 
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4 
various embodiments, cellular phone 100 may be provided 
with one or more sensors 203 in assisting in the local collec 
tion of data 222 about the user (User Data), internal operating 
conditions 224 (System Status), and/or external environment 
226 (External Data). 

In some embodiments, collecting and storing data 222 
about the user may include one or more of collecting and 
storing data about the user's current context, e.g., whether the 
user is at home, at work, or neither, the user's current status, 
e.g., whether the user is busy or available, the user's calendar, 
the user's contacts, the users to-dos, and so forth. Collecting 
and storing data about internal operating conditions may 
include collecting and storing data about one or more of the 
cellular phone's power, memory availability, storage avail 
ability, CPU utilization, and so forth. Collecting and storing 
data about the external environment may comprise collecting 
and storing data about one or more of the cellular phone's 
current geographical location, signal strength, signal interfer 
ence, external temperature, external humidity, and so forth. 

For some embodiments, cellular phone 100 may further 
include a common service layer 210 (Services) located in 
between the network stack 212 and the application layer 208. 
The services layer 210 may be configured to be a gateway 
between the network and applications operating on cellular 
phone 100, including agents 214 configured to autonomously 
perform services for the user. The services layer 210 may also 
be configured to route a received call or message to one of the 
applications 214-216 in application layer 208 to process or 
service. In various embodiments, service layer 210 may also 
be designed to perform additional services including, for 
example, voicemail recording, smart filtering of unwanted 
communication, or the like. 

In various embodiments, agents 214 may be programmed 
with decision logic (or decision logic trees) of varying levels 
of complexity. For example, a decision logic may be to simply 
ignore, forward, or route all calls to Voicemail when the user 
is at work. The decision logic may be refined such that all calls 
are ignored, forwarded, or routed to Voicemail when the user 
is at work except if those calls are from a certain person or if 
the user is at her desk Versus in a meeting. The decision logic 
may be broadly categorized into "contexts (e.g., work, 
home, vacation, etc.), which may be triggered in certain con 
ditions. 

In various embodiments, the agents 214 may be explicitly 
and/or implicitly programmed to autonomously service a call 
or a message. Explicit programming may entail explicitly 
specifying the desired behaviors and the conditions for trig 
gering the desired behaviors. To that end, the cellular phone 
100 may be endowed with a graphical user interface (GUI) or 
the like to facilitate the programming interaction. In various 
embodiments, another computing apparatus may be explic 
itly programmed with the desired behaviors and then the 
cellular phone 100 may be synchronized with the other com 
puting apparatus. 

Additionally or alternatively, agents 214 may be implicitly 
programmed to provide the autonomous services. Implicit 
programming may involve passive learning by the agents 214 
in which a user's behavior is observed by the agents 214 
and/or by explicit hints provided by the user. An example of 
passive learning could be a situation in which the agents 214 
has analarm function and it is observed that the user only uses 
the alarm on weekdays and turns off the alarm function on 
weekends. In this example, agents 214 may learn to turn the 
alarm function off on weekends on its own, without requiring 
the user to explicitly set the conditions. In some embodi 
ments, behavior may be adapted in Some embodiments only 
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after a degree of certainty has been achieved (e.g., more than 
one or two actions may be required before it is considered a 
“behavior”). 

In various embodiments, agents 214 may be configured to 
record the autonomous services provided into a log, and the 
log may be periodically Submitted to an external analysis 
service for analysis and to provide feedback to the agents. In 
turn, agents may self-modify their processes in determining 
the current service context or self-modify the manner in 
which a call or message is autonomously serviced based at 
least in part on a determined service context. In various 
embodiments, agents 214 may be configured to self-modify 
current service context determination and/or autonomous ser 
Vice based on a determined service context periodically. 

FIG. 3 illustrates various examples of autonomous servic 
ing of a call of various embodiments. As illustrated, cellular 
phone 100 may receive a call 330 through the wireless com 
munication network 102 from another phone 328, which may 
be another cellular phone. On receipt of the call 330, if not 
filtered, e.g., because it is not a marketing call, service layer 
210 may route the call 330 to one of the agents 214 (as 
opposed to the traditional telephone application 216). On 
receipt of the call 330, the agent 214 may determine the 
service context at the time, based at least in part on Some of 
the data collected and stored about the user, the internal 
operating conditions and/or the external environment. There 
after, the agent 214 may autonomously service the call 330 
e.g., by letting the call 330 ring through, routing the call 330 
to the traditional telephone application 216, routing the call 
330 to a voice message service (not shown), and so forth. 

In various embodiments, cellular phone 100 may receive 
multiple calls 330 from multiple other phones 328 at the same 
time. For these embodiments, upon having routed the calls 
330 by common service layer 210, agent 214 may determine 
the service context by determining the callers, the relative 
priority of the callers, based at least in part on Some of the data 
collected and stored about the user, the internal operating 
conditions and/or external environment. Thereafter, agent 
214 may route or otherwise dispose the various calls 330 
based at least in part on the determined service context. For 
example, when one of the callers is determined to be the boss 
of the user, and having priority over all other calls, the boss 
call may be allowed to automatically cut in, replacing a lower 
priority current call, which may be put on hold. 

FIG. 4 illustrates various examples of autonomous servic 
ing of messages of various embodiments. As illustrated, cel 
lular phone 100 may receive a message 432 from a remote 
computing apparatus 430a, an appliance 430b, or a device 
430c of another type. The remote computing apparatus 430a 
may comprise a mobile electronic device Such as, but not 
limited to, a mobile phone, a laptop computer, or a personal 
digital assistant, or a Substantially stationary computing 
apparatus, such as a server, a desktop computer or the like. In 
various embodiments, the remote appliance 430b may com 
prise a home appliance, an entertainment or gaming system, 
or an audio system. In various embodiments, the home appli 
ance 430b may comprise, but not limited to, a range/oven, a 
dishwasher, a washer, a dryer, heating/ventilation/cooling 
system, or the like. In various embodiments, device 430c may 
comprise a medical device, a storage device and so forth. 
As described earlier, the message 432, sent from one of the 

remote computing apparatus 430a, appliance 430b or device 
430c of another type (hereinafter, may be referred to collec 
tively as “remote apparatus') may be a conventional commu 
nication message, or a message reporting the status of a 
device or occurrence of an event. The device may be the 
message sending apparatus itself. Similarly, upon having 
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6 
been routed the message 432 by common service layer 210, 
agent 214 may determine the service context, based at least in 
part on Some of the data collected and stored about the user, 
the internal operating conditions and/or external environ 
ment. Thereafter, agent 214 may autonomously service the 
message 432, based at least in part on the determined service 
COInteXt. 

The interaction with the remote apparatus may include, but 
is not limited to, an agent 214 monitoring, controlling, obtain 
ing information from, managing data, or otherwise interact 
ing (e.g., receiving and/or transmitting data) with the remote 
apparatus. In some embodiments, the remote apparatus may 
be monitored and data may be collected regarding the moni 
toring and/or the user 104 of cellular phone 100 may be 
alerted or interrupted in Some manner conditioned on the 
occurrence of an event on the user's cellular phone 100. The 
alerts 436 may be conveyed visually, e.g., through blinking 
lights, audibly, e.g., through audio beeps or other means. In 
various embodiments, controlling of the remote apparatus 
may be conditioned on the occurrence of an event on the 
user's cellular phone 100. 

In some embodiments, for example, the remote appliance 
430b may comprise a home appliance or an entertainment 
system, alarm, while the other device 430c may comprise a 
medical device, which may be monitored and/or controlled 
by the user's cellular phone 100. For example, the user's 
cellular phone 100 may autonomously monitor a medical 
device 430c (e.g., a pacemaker, a glucose monitor, etc.). The 
user's cellular phone 100 may be further configured to send a 
message 434 to control the medical device 430c to perform 
some action in response to some condition (e.g., alert the user 
104 if heartbeat or glucose readings are abnormal). 
As noted herein, apparatuses, systems, and methods for 

autonomous service on a cellular phone may be integrated 
into a work-flow, perhaps in an office-type environment. In 
Some of these embodiments, incoming requests received on 
the cellular phone 100 (e.g., by email, text, etc.) may be 
autonomously delegated 452 to another entity or device 450, 
Sometimes on the basis of recent or long-term activity efforts. 
The delegation 452 may be addressed in a way, due to heu 
ristic rules or statistical models, to facilitate work objectives. 
This may allow the user 104 to save time in explicitly reading 
the request and then delegating it out. This may also allow 
work to be performed more quickly in that the work may be 
immediately delegated instead of being contingent on some 
intervention by the user 104. 

In an example, the cellular phone 100 may be part of an 
infrastructure in which information may be exchanged 
between various appliances 430b and cellular phone 100, 
which may allow coordination between the appliances 403b 
and cellular phone 100. For example, a message 434 includ 
ing a command may be issued by the cellular phone 100 to 
instruct an audio system 430b within the infrastructure to 
reduce in Volume or mute in response to an incoming call to 
the cellular phone 100. 
Autonomous service on cellular phone 100 may be used for 

various Social networking applications. In particular, the 
user's cellular phone 100 may be configured to determine the 
status of the remote computing apparatus 430a and take some 
action for facilitating Social networking between the user's 
cellular phone 100 and the remote computing apparatus 430a 
(presumably a “friendly computing apparatus). In some 
embodiments, the user's cellular phone 100 may be config 
ured to detect a stimulus including a request from the remote 
computing apparatus 430a and take some action for facilitat 
ing social networking between the user's cellular phone 100 
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and the remote computing apparatus 430a (e.g., providing a 
message 434 having information regarding the location or 
status or the user 104). 

In various embodiments, the user's cellular phone 100 may 
determine whether the remote device 430c is located nearby, 
and if so, may alert the user 104. In some embodiments, the 
user's cellular phone 100 may determine a calendar schedule 
of the user of the remote device 430c and store data regarding 
the calendar schedule on the user's cellular phone 100. In still 
further embodiments, the user's cellular phone 100 may alert 
(e.g., by text messaging 434) the user of the remote device 
430c that the user 104 is nearby. 
Autonomous service on cellular phone 100 and interaction 

with the remote apparatus, appliance or device 430a-430c 
may be used for management of data stored on the user's 
cellular phone 100. Data management may include storing or 
backing-up of data from the user's cellular phone 100 onto the 
remote device 430c. In various ones of these embodiments, 
for example, the user's cellular phone 100 automatically 
determines (via one of the agents 214 running in the back 
ground on the cellular phone 100) that the user's cellular 
phone 100 has data to be backed up or has data for storing onto 
the remote device 430c. The user's cellular phone 100 may 
proceed with the backing up of the data from the cellular 
phone 100 onto the remote device 430c by sending messages 
434 containing the data to be backed up to remote device 
430s. In some embodiments, the backing up of data may be 
limited to when the user's cellular phone 100 and the remote 
device 430c are within a specified proximity. 

In a specific example, a cellular telephone 100 with a 
digital camera interface may be configured via an agent 214 to 
detect when the cellular telephone 100 is within a close prox 
imity of a remote computing apparatus 430a (e.g. a desktop 
computer) and automatically backup the stored digital pic 
tures on the desktop computer 430a. In this specific example, 
the cellular telephone 100 identifies a contextual awareness of 
the environment (e.g., context="near desktop computer), 
and autonomously downloads (orbacks up) the digital picture 
databased on the identified context. 

Further examples of tasks that may be performed autono 
mously may include the handling or Smart filtering of incom 
ing emails, calls, or text messages (e.g., by service 210). 
Incoming emails or text messages from the remote apparatus, 
appliance or device 430a-430c may be automatically for 
warded, ignored, or prioritized without any awareness from 
the user 104, using agents 214 and/or services 210. 

In various embodiments, the cellular phone 100 may be 
configured to receive or retrieve data from the remote com 
puting apparatus, 430a-430c or some other source external to 
the user's cellular phone 100, and interrupt the cellular phone 
100 or alert 436 the user 104 based at least in part on the 
content of the data. Whether the user 104 is alerted or the 
cellular phone 100 is interrupted from its current process(es) 
may depend at least in part on the occurrence of a condition, 
indicated by the content of the data. In various embodiments, 
for example, the cellular phone 100 may be configured to 
receive or retrieve data on stocks, news, or weather. The 
cellular phone 100 may autonomously analyze the data, and 
in embodiments, may also autonomously store the data. If the 
content of the data meets some condition (e.g., a certain stock 
price, certain keywords of a news item, certain types of 
weather, etc.), the cellular phone 100 may then interrupt alert 
the user 104 or interrupt its current process(es). 

In various embodiments, agents 124 of cellular phone 100 
may be configured e.g. with one or more agents 214 having 
security features to reduce the risk of unfriendly reverse engi 
neering or Successfully predicting the action of the cellular 
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8 
phone 100. Accordingly, in various embodiments, the autono 
mous services performed by an agent 214 with security fea 
tures may be randomized (within a valid set) such that their 
prediction may be made more difficult. 

Various embodiments described herein may find applica 
tion for validating or authenticating various activities. For 
example, credit card or automatic teller machine transactions 
may be authenticated in accordance with various embodi 
ments. The ignition system of a motor vehicle may similarly 
require authentication prior to allowing starting up of the 
motor vehicle. Various electronic devices may be similarly 
configured to require the provision of authenticating infor 
mation for access thereto. 

In these embodiments, the remote computing apparatus 
430a may comprise an authenticating computing apparatus 
configured to receive or retrieve over the network 102 a 
request for an action to occurata first location (e.g., the motor 
vehicle's location, the vendor's location, etc.). The authenti 
cating computing apparatus 430a may be configured to pro 
vide a request for authentication information to the user's 
cellular phone 100, located at a second location. The authen 
ticating computing apparatus 430a may be configured to pre 
vent or disallow the requested action to occur until valid 
authentication information is received from the user's cellular 
phone 100. 
The user's cellular phone 100, upon receipt of the authen 

tication request, may provide the requested authentication 
information to the authenticating computing apparatus 430a. 
In various embodiments, the authentication information may 
be information regarding the location of the user's cellular 
phone 100 (e.g., coordinates, address, etc.). As noted herein, 
the location of the user's cellular phone 100 may, by exten 
sion, provide information as to the location of the user 104. As 
certain requested actions would require the first location (lo 
cation for the requested action to occur) and the second loca 
tion (the location of the user's cellular phone 100/user 104) to 
be substantially the same location, providing this location 
information as the authentication information may be suffi 
ciently authenticating. 

For example, if a request is received for a credit card 
transaction to occur at a store at a particular address, it is 
usually safe to assume that the user 104 would be at the store 
along with the user's cellular phone 100. Similarly, if a 
request is received to start up the user's motor vehicle at a 
particular location, it is usually safe to assume that the user 
104 would be at that motor vehicle along with the user's 
cellular phone 100. 
The authenticating computing apparatus 430a may receive 

or retrieve the authentication information from the user's 
cellular phone 100 to verify the requested action, and then 
facilitate the performance of the requested action based at 
least in part on the authentication information. Facilitation of 
the requested action may include permitting the requested 
action to proceed (e.g., if the first location and the second 
location are substantially the same location). The requested 
action may, on the other hand, be disallowed if the authenti 
cation information is not valid (e.g., the first location and the 
second location are substantially different locations). In this 
case, a further action may include alerting the user 104 to 
notify the user of the requested action and/or requesting the 
user 104 to take some action to affirmatively authenticate the 
request action. The further authentication may include, but is 
not limited to, requesting the user to call the credit card 
company to provide Some indication of approval of the action 
(e.g., a personal identification number, Voice recognition, 
etc.) 
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FIG. 5 is a flowchart illustrating a method 500 of autono 
mous service on a cellular phone, in accordance with various 
embodiments. A call or message may be received at block 
502. A message may comprise a request, e.g., a request to 
authorize a transaction, approve an action, and so forth, or a 
report, reporting e.g., a status of a device, an occurrence of an 
event, and so forth. 
A service context may be determined at block 504. The 

service context based may be determined based at least in part 
on some of the data collected and stored, about the user, the 
internal conditions of the cellular phone, and/or the external 
environment. 
At block 506, a decision may be made whether to interrupt 

or alert the user, or to autonomously service the call or mes 
sage. If it is determined that the user should be interrupted or 
alerted, the user may be interrupted or alerted accordingly at 
block 508. The interruption or alert may be performed in any 
one of a number of manners, via pop up messages, blinking 
lights, one or more audio beeps, vibration and so forth. On the 
other hand, if it is determined that the user should not be 
interrupted or alerted, the call or message may autonomously 
be serviced at block 510, without interaction with the user, 
based at least in part on the determined current service con 
text. 

Computer program products and/or systems may be 
employed to enable performance of one or more methods as 
disclosed herein. For example, a computer program product 
may be adapted to enable a cellular phone to perform autono 
mous service on behalf of a user. 

FIG. 6 is a block diagram of a computer program product 
600 with instructions for providing autonomous service on a 
cellular phone, in accordance with various embodiments. The 
example computer program product 600 may comprise a 
computer readable storage medium 632 and a plurality of 
programming instructions 634 stored in the computer read 
able medium 632. In various ones of these embodiments, the 
programming instructions 634 may be adapted to program a 
cellular phone to enable the cellular phone to collect data 
about a user of the cellular phone, internal operating condi 
tions of the cellular phone, and/or external environment of the 
cellular phone. The collection may be collected locally as 
well as from the Internet. The instructions 634 may also 
enable the cellular phone to determine, on receipt of a call or 
a message, a current service context, based at least in part on 
some of the data collected and stored. Further, the instructions 
634 may also enable the cellular phone to autonomously 
service the received call or message, without interacting with 
the user, based at least in part on the determined service 
COInteXt. 

Embodiments may have some or all of the instructions 
depicted in FIG. 6. Embodiments of computer program prod 
uct 600 may have other instructions in accordance with 
embodiments described herein. The computer readable 
medium 632 may take a variety of forms including, but not 
limited to, Volatile and persistent memory, Such as, but not 
limited to, a compact disk (CD), a digital versatile disk 
(DVD), a solid-state drive, a hard drive, and so forth. Embodi 
ments are not limited to any type or types of computer pro 
gram products. 

Claimed Subject matter is not limited in scope to the par 
ticular implementations described herein. For example, some 
implementations may be in hardware, such as employed to 
operate on a device or combination of devices, for example, 
whereas other implementations may be in Software and/or 
firmware. Likewise, although claimed Subject matter is not 
limited in Scope in this respect, Some implementations may 
include one or more articles, such as a storage medium or 
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10 
storage media. This storage media, Such as CD-ROMs, com 
puter disks, flash memory, or the like, for example, may have 
instructions stored thereon, that, when executed by a system, 
Such as a computer system, computing platform, or other 
system, for example, may result in execution of a processor in 
accordance with claimed subject matter, Such as one of the 
implementations previously described, for example. As one 
possibility, a computing platform may include one or more 
processing units or processors, one or more input/output 
devices, such as a display, a keyboard and/or amouse, and one 
or more memories, such as static random access memory, 
dynamic random access memory, flash memory, and/or a hard 
drive. 

There is little distinction left between hardware and soft 
ware implementations of aspects of systems; the use of hard 
ware or software is generally (but not always, in that in certain 
contexts the choice between hardware and software can 
become significant) a design choice representing cost VS. 
efficiency tradeoffs. There are various vehicles by which pro 
cesses and/or systems and/or other technologies described 
herein can be effected (e.g., hardware, Software, and/or firm 
ware), and that the preferred vehicle will vary with the context 
in which the processes and/or systems and/or other technolo 
gies are deployed. For example, if an implementer determines 
that speed and accuracy are paramount, the implementer may 
opt for a mainly hardware and/or firmware vehicle: if flex 
ibility is paramount, the implementer may opt for a mainly 
Software implementation; or, yet again alternatively, the 
implementer may opt for Some combination of hardware, 
software, and/or firmware. 

In some embodiments, several portions of the subject mat 
ter described herein may be implemented via Application 
Specific Integrated Circuits (ASICs), Field Programmable 
Gate Arrays (FPGAs), digital signal processors (DSPs), or 
other integrated formats. However, those skilled in the art will 
recognize that some aspects of the embodiments disclosed 
herein, in whole or in part, can be equivalently implemented 
in integrated circuits, as one or more computer programs 
running on one or more computers (e.g., as one or more 
programs running on one or more computer systems), as one 
or more programs running on one or more processors (e.g., as 
one or more programs running on one or more microproces 
sors), as firmware, or as virtually any combination thereof, 
and that designing the circuitry and/or writing the code for the 
software and or firmware would be well within the skill of one 
of skill in the art in light of this disclosure. In addition, those 
skilled in the art will appreciate that the mechanisms of the 
subject matter described herein are capable of being distrib 
uted as a program product in a variety of forms, and that an 
illustrative embodiment of the subject matter described 
herein applies regardless of the particular type of signal bear 
ing medium used to actually carry out the distribution. 
Examples of a signal bearing medium include, but are not 
limited to, the following: a recordable type medium Such as a 
floppy disk, a hard disk drive, a Compact Disc (CD), a Digital 
Video Disk (DVD), a digital tape, a computer memory, etc.; 
and a transmission type medium Such as a digital and/or an 
analog communication medium (e.g., a fiber optic cable, a 
waveguide, a wired communications link, a wireless commu 
nication link, etc.). 

With respect to the use of substantially any plural and/or 
singular terms herein, those having skill in the art can trans 
late from the plural to the singular and/or from the singular to 
the plural as is appropriate to the context and/or application. 
The various singular/plural permutations may be expressly 
set forth herein for sake of clarity. 
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Although the present disclosure has been described in 
terms of the above-illustrated embodiments, it will be appre 
ciated by those of ordinary skill in the art that a wide variety 
of alternate and/or equivalent implementations calculated to 
achieve the same purposes may be substituted for the embodi 
ments shown and described without departing from the scope 
of the present disclosure. Those with skill in the art will 
readily appreciate that embodiments in accordance with the 
present disclosure may be implemented in a very wide variety 
of embodiments. This description is intended to be regarded 
as illustrative instead of restrictive. 
What is claimed: 
1. A method comprising: 
receiving a first request for a credit transaction to occur; 
providing, to a mobile device, a message via a wireless 

communication network, the message serving as a 
request for information related to authenticating the 
credit transaction and causing the request to be condi 
tionally handled by autonomous servicing of the 
received message by the mobile device based at least in 
part on a service context that is based on data including 
one or more of data about a user of the mobile device, 
data about the internal operating condition of the mobile 
device, or data about the external environment of the 
mobile device, the information related to authenticating 
the credit transaction being based at least in part on the 
conditioned autonomous servicing of the received mes 
Sage, 

wherein the service context includes at least one of a cur 
rent geographical location of the mobile device or a 
geographical location of the credit transaction based at 
least in part on some of the one or more of the data about 
the user of the mobile device, the data about the internal 
operating condition of the mobile device, or the data 
about the external environment of the mobile device; 

receiving, from the mobile device, a response to the pro 
viding of the message, the response including the infor 
mation related to authenticating the credit transaction; 
and 

determining, based on the information related to authenti 
cating the credit transaction, whether to facilitate the 
credit transaction. 

2. The method of claim 1, wherein the data about the user 
of the mobile device comprises one or more of a current 
context for the user, a current status for the user, a calendar for 
the user, contacts for the user, or to-dos for the user. 

3. The method of claim 1, wherein the data about the 
internal operating condition of the mobile device comprises 
one or more of a power condition for the mobile device, a 
memory availability condition of the mobile device, a storage 
space availability condition for the mobile device, or a CPU 
utilization condition for the mobile device. 

4. The method of claim 1, wherein the data about the 
external environment comprises at least one of a current 
external temperature for the mobile device or a current exter 
nal humidity for the mobile device. 

5. The method of claim 1, further comprising providing, to 
the mobile device, feedback about the autonomous service 
performed by the mobile device. 

6. The method of claim 1, further comprising: 
if a result of the determining is to facilitate the credit 

transaction, authenticating the credit transaction. 
7. The method of claim 1, wherein: 
the message comprises a report on an occurrence of an 

event; 
the service context comprises the user's potential interest 

and the mobile device's status based at least in part on 
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12 
the data about the user of the mobile device, the data 
about the internal operating condition of the mobile 
device, or the data about the external environment of the 
mobile device; and 

the conditioned autonomous servicing comprises alerting 
the user of the occurrence based at least in part on the 
service context. 

8. A method for an autonomous service that interacts with 
a communication network on behalf of a user, the method 
comprising: 

collecting and storing data including at least one of a user 
profile, an internal operating condition of a mobile 
device, and an external environment of the mobile 
device; 

determining, by an agent, a service context based on the 
stored data about the user profile, the stored data about 
internal operating condition of the mobile device, or the 
stored data about the external environment of the mobile 
device; 

autonomously servicing, by the agent, a received message 
based at least in part on the determined service context, 
wherein autonomously servicing includes performing 
actions substantially without user intervention for at 
least a portion of time during the servicing; and 

self-modifying, by the agent, the determining of the service 
context or the autonomously servicing of the received 
message, for a determined service context. 

9. The method of claim 8, wherein collecting and storing 
data about the user profile comprises collecting and storing 
data about one or more of a current context for the user, a 
current status for the user, a calendar for the user, contacts for 
the user, or to-dos for the user. 

10. The method of claim 8, wherein collecting and storing 
data about the internal operating condition of the mobile 
device comprises collecting and storing data about one or 
more of a power condition for the mobile device, a memory 
availability condition of mobile device, a storage space avail 
ability condition for the mobile device, or a CPU utilization 
condition for the mobile device. 

11. The method of claim 8, wherein collecting and storing 
data about the external environment comprises collecting and 
storing data about at least one of a current external tempera 
ture for the mobile device or a current external humidity for 
the mobile device. 

12. The method of claim 8, wherein the collecting and 
storing data comprises receiving input of at least Some of the 
data from the user. 

13. The method of claim 8, wherein the collecting and 
storing data comprises collecting at least some of the data 
using sensors integrated with the mobile device. 

14. The method of claim 8, further comprising: 
simultaneously receiving, by the mobile device, at least 
two calls; 

wherein the determining further comprises identifying at 
least two callers for the at least two calls, determining 
relative priorities for the at least two callers, and deter 
mining an operating status of the mobile device, based at 
least in part on some of the stored data; and 

wherein the autonomous servicing further comprises rout 
ing or disposing of the at least two calls based at least in 
part on the determined relative priority for the at least 
two callers based at least in part on the results of the 
determining. 

15. A computer-readable medium storing executable 
instructions that, when executed, cause a computer to perform 
operations comprising: 
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providing, to a mobile device, a message via a wireless 
communication network, the message including a 
request for information related to authenticating the 
credit transaction; 

causing conditioned activation of autonomous servicing of 
the received message by the mobile device based at least 
in part on a service context that is based on data includ 
ing one or more of data about a user of the mobile device, 
data about the internal operating condition of the mobile 
device, or data about the external environment of the 
mobile device, the information related to authenticating 
the credit transaction being based at least in part on the 
conditioned autonomous servicing of the received mes 
Sage, 

wherein the service context includes at least one of a cur 
rent geographical location of the mobile device or a 
geographical location of the credit transaction based at 
least in part on Some of the one or more of the data about 
the user of the mobile device, the data about the internal 
operating condition of the mobile device, or the data 
about the external environment of the mobile device; and 

determining, based on the information related to authenti 
cating the credit transaction having been received from 
the mobile device, whether to facilitate the credit trans 
action. 

16. The computer-readable medium of claim 15, wherein 
the data about the user of the mobile device comprises one or 
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more of a current context for the user, a current status for the 
user, a calendar for the user, contacts for the user, or to-dos for 
the user. 

17. The computer-readable medium of claim 15, wherein 
the data about the internal operating condition of the mobile 
device comprises one or more of a power condition for the 
mobile device, a memory availability condition of the mobile 
device, a storage space availability condition for the mobile 
device, or a CPU utilization condition for the mobile device. 

18. The computer-readable medium of claim 15, wherein 
the data about the external environment comprises at least one 
of a current external temperature for the mobile device or a 
current external humidity for the mobile device. 

19. The computer-readable medium of claim 15, wherein 
the executable instructions, when executed, cause the com 
puter to perform a further operation comprising providing, to 
the mobile device, feedback about the autonomous service 
performed by the mobile device. 

20. The computer-readable medium of claim 15, wherein 
the executable instructions, when executed, cause the com 
puter to perform further operations comprising: 

if a result of the determining is to facilitate the credit 
transaction, authenticating the credit transaction. 

21. The method of claim 1, wherein the handling occurs 
prior to the determining of whether to facilitate the credit 
transaction. 

22. The method of claim 1, wherein the handling includes 
inducing an alert to the user. 

k k k k k 


