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(57) ABSTRACT 

An asymmetric network System manages bandwidth alloca 
tion and configuration of remote devices in a broadband 
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network. A modular architecture of the System permits 
independent Scalability of upstream and downstream capac 
ity Separately for each of the upstream and downstream 
physical paths. Allocation of downstream bandwidth to 
requesting devices is made according to bandwidth utiliza 
tion by other devices, bandwidth demand by the requesting 
remote device, class or grade of Service by the requesting 
remote device or bandwidth guaranteed to other remote 
devices. Configuration parameters remotely managed by the 
network include device addresses (global and local), trans 
mission credit values, upstream channel assignment and 
upstream transmit power level. Further, management of 
device configuration profiles and bandwidth allocation 
occurs through control and response packets respectively 
generated by the network and the remote devices according 
to network operating Software located at both ends. Control 
packets include poll packets that request, among other 
things, demand for an upstream transmission. Configuration 
packets instruct remote devices to assume an operational 
State or return Status or Statistical data. Response packets 
transmitted by the remote devices provide information to the 
network operations center for control purposes or to confirm 
the State of operation of remote devices, including channel 
operating Statistics, errors, noise, etc. in order to remove or 
reallocate assigned upstream channels. Downloadable net 
work operating Software enables the network operator to 
upgrade remote operating Software or to reconfigure the 
response profile of the remote devices. Account administra 
tion and usage reports are also generated. IP or ATM 
encapsulation, as well as forward error correction and 
encryption, are employed in the broadband network which 
may include an RF, satellite and cable medium with or 
without a telephony or router return path. 
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HIGH-SPEED INTERNET ACCESS SYSTEM 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. This invention claims the benefit of provisional 
application No. 60/022,644 filed Jul. 25, 1996 titled “High 
Speed Internet Access System.” The subject matter of U.S. 
application Ser. No. 60/022,644 is expressly incorporated 
herein by reference. 
0002. This application is also related to U.S. Pat. No. 
5,586,121 titled “Asymmetric Hybrid Access System”, 
which issued on Dec. 17, 1996, and U.S. Pat. No. 5,347,304 
titled “Remote Link Adapter for use in TV Broadcast Data 
Transmission System”, which issued on Sep. 13, 1994 in the 
name of Eduardo J. Moura and James C. Long, for which 
re-issue application Ser. No. 08/340,733 was filed on Nov. 
16, 1994. U.S. Pat. Nos. 5,586,121 and 5,347,304 are 
expressly incorporated herein by reference. 

FIELD OF THE INVENTION 

0003. This invention pertains to a network management 
System that manages or controls data flow in an asymmetric 
network in which multiple users share a common broadband 
medium that conveys high Speed data. More particularly, 
this invention is directed to a network management System 
for managing bandwidth and controlling configuration 
parameters, including those affecting channel assignment, 
bandwidth allocation, transmit power Setting, address 
assignment and the like in an asymmetric network commu 
nication System. 

BACKGROUND OF THE INVENTION 

0004 Medium access control provided by the present 
invention differs from contention-based and token-ring 
Schemes in that a centralized network manager or controller 
regulates utilization of bandwidth by multiple remote 
devices communicating over a shared medium rather than 
permitting the remote devices themselves to take control 
over the medium without prior authorization. Further, the 
present invention differs from asymmetric networks that are 
provided by dedicated ADSL networks in that multiple 
remote devices share a medium. 

0005. The invention has application to CATV broadband 
networks, wireleSS networks including cellular and Satellite 
broadcast Systems, television broadcast Systems, hybrid/ 
fiber coaxial networks, cable communication Systems, and 
telephony Systems in which at least a portion of the com 
munication paths between communicating nodes is asym 
metric. Nodes of the network include Servers, host comput 
ers, network devices and appliances, RF and cable modems 
and computing devices. In particular, the invention is 
directed to methods, architectural Structures, Systems and 
components thereof useful for providing, facilitating and 
managing asymmetric communication using various Switch 
ing or routing protocols, including ATM Switching and IP 
routing, at various layers including the physical, link and 
network layers. 
0006 A primary objective of the present invention is to 
provide an architectural Structure, control System and 
method for allocating bandwidth in an asymmetric network 
System. 
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0007 Another objective of the present invention is to 
provide a method and System useful in an asymmetric 
network for managing configuration of remote devices. 

0008 A further objective of the present invention is to 
provide methods and Systems for obtaining maximum band 
width utilization by apportioning available bandwidth 
among multiple remote devices in an asymmetric network 
utilizing a shared medium. 

0009. A further objective of the present invention is to 
provide an architecture which permits independent Scalabil 
ity of upstream and downstream capacity in an asymmetric 
network System. 

0010) A further objective of the present invention is to 
provide a packet based control Scheme for managing with a 
configuration of remote devices in an asymmetric network 
vacation System. 

0011. It is yet another objective of the present invention 
to provide thorough packet based control flexibility in 
assigning configuration parameters and bandwidth utiliza 
tion through provision of a downloadable network operating 
Software from a network management center to multiple 
remote devices. 

0012. It is yet a further objective of the present invention 
to provide methods and Systems for collecting usage data 
and Statistical operating parameters of the network which are 
Subsequently used for bandwidth management and configu 
ration control of remote devices. 

0013. It is yet a further object of of the present invention 
to provide methods and Systems for altering transmit level, 
frequency or time slot channel assignments, global and local 
address assignments, account ID assignments and other 
properties of remote devices connected to a shared medium 
in asymmetric network. 

0014. It is yet a further object of the present invention to 
provide a management System which provides account 
administration for remote devices connected thereto. 

SUMMARY OF THE INVENTION 

0015. In accordance with one aspect of the invention, an 
asymmetric network management System, remote device or 
method involves the use of at least one downstream channel 
carried in a broadband transmission medium and at least one 
upstream channel operating in the same or different medium 
at a different speed or under a different protocol. The 
invention enables a host computer to transfer information 
with a plurality of remote devices over a shared broadband 
medium. A modular architecture of the network manage 
ment System permits independent Scalability of upstream 
and downstream capacity Separately for each of the 
upstream and downstream physical paths, and a network 
manager in the System manages configuration parameters of 
the downstream bandwidth allocated to remote devices. The 
network manager may effect allocation of downstream band 
width to requesting devices according to bandwidth utiliza 
tion by other devices, bandwidth demand by the requesting 
remote device, class or grade of Service of the requesting 
remote device or bandwidth guaranteed to other remote 
devices. Configuration parameters remotely managed by the 
network manager include device addresses (global and 
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local), transmission credit values, upstream channel assign 
ments, upstream transmit power levels. 
0016. An additional aspect of the invention includes 
management of configuration and bandwidth through con 
trol and response packets generated at the network opera 
tions center and the remote devices, respectively. Control 
packets include poll packets that request, among other 
things, upstream transmission requests. Configuration pack 
ets instruct remote devices to assume an operational State, 
return Status or Statistical data. Response packets transmitted 
by the remote devices provide information to the network 
operation center for control purposes or to confirm their State 
of operation. Information packets are also sent in both 
directions. IP or ATM encapsulation, as well as forward error 
correction and encryption, are employed. The invention has 
application in broadband networks including RF, Satellite 
and cable media, including those with telephony or router 
return paths. 
0.017. These and other aspects, advantages and benefits of 
the invention will become more readily apparent in light of 
the Succeeding disclosure and accompanying drawings. The 
invention, though, is pointed out with particularity by the 
appended claims. 

BRIEF DESCRIPTION OF DRAWINGS 

0.018 FIG. 1 depicts a layout of a preferred architectural 
Structure of the invention including an independently oper 
ating network manager, upstream controller and down 
Stream controller. 

0.019 FIG. 2 is a functional block diagram of operational 
components of the upstream and downstream controllers in 
a cable-return asymmetric network System. 
0020 FIG. 3 is a functional block diagram of operational 
components of upstream and downstream controllers for a 
telephony-return asymmetric network System. 

0021 FIG. 4A illustrates the transmitter and receiver 
components of multiple remote devices in communication 
with respective transmitters and receivers of a two-way 
cable System. 
0022 FIG. 4B is a depiction of the state machine illus 
trating generation of upstream data and DONE packets 
transmitted by the remote devices. 
0023 FIG. 4C depicts a state diagram of remote devices 
in a transmit power level Setting Scheme. 
0024 FIG. 4D shows a packet structure of a downstream 
data link frame encoding Scheme. 
0.025 FIG. 4E depicts a Reed-Solomon encoded packet 
Structure. 

0.026 FIG. 4F illustrates interleaving applied in a for 
ward error correction Scheme on the downstream channel. 

0027 FIG. 4G. illustrates the packet structure of 
upstream frame transmitted by remote devices. 
0028 FIGS. 4H and 4 depict constraints of Viterbi 
encoding used in upstream transmission from remote 
devices. 

0029 FIG. 5 illustrates the sequence of remote device 
initialization and configuration. 
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DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

0030. An asymmetric network is defined as a network 
communication System in which at least a portion of the 
respective upstream and downstream paths thereof operate 
at different speeds or under different protocols at the link or 
network layer to enable a host or Server to communicate with 
remote users or client devices. The disclosed embodiments 
are described relative to a client-server network that permits 
high Speed data Services over cable, e.g., a hybrid fiber 
coaxial cable network of a CATV system, but the teachings 
herein have equal applicability to wireleSS data Services 
including over-the-air TV and cellular broadcasts and direct 
broadcast satellite (“DBS”) networks. The definition of 
asymmetry encompasses two-way wireleSS and cable Sys 
tems having diverse channels or Sub-channels, as well as 
telephone return cable and telephone return wireleSS Sys 
tems, including DBS Systems. Conventionally, data is trans 
mitted in fixed or variable length packets, but other data 
Structures may be employed. Because only a Small percent 
age of existing cable networkS Support two-way data trans 
missions, the present invention also provides current CATV 
networks with a return by public Switched telephone net 
works (POTS or ISDN) or by router. 
0031 FIG. 1 shows a network management system (i.e., 
a hybrid access System) that uses an asymmetric high-speed 
broadband network to provide data services over cable. The 
System provides end users, including residences, Small busi 
nesses and Schools with high-speed network-to-user (down 
Stream) connections coupled with lower speed user-to-net 
work (upstream) connections. Such configuration allows 
users to take full advantage of a modern, two-way, hybrid 
fiber/coaxial (HFC) cable TV infrastructure and/or an exist 
ing telephone infrastructure. The asymmetric communica 
tion System provides a complete transport Solution that 
allows NSP's to deliver to their customers high-speed access 
to the Internet, online Services, telecommuting Services or 
any other TCP/IP or ATM based application. The system 
provides an overall throughput of 30 Mbps for each 6 MHz 
TV channel in the downstream direction and operates from 
128Kbps to 2.048 Mbps in the upstream direction. The data 
rates Specified herein obviously depend upon available 
bandwidth of operation. 
0032. The disclosed network management system pro 
vides a structural architecture and pathing configuration that 
permits independent Scaling of capacity at the upstream and 
downstream physical, link or network layer. This allows a 
network service provider full control of cable data services 
that flow through the broadband network. A network opera 
tion center located at a centralized plant (i.e., a cable TV 
head end plant) controls configuration of remote devices, IP 
address assignments, upstream data rates, remote device 
power level Settings and frequency assignments, user traffic 
management and load balancing, Subscriber account man 
agement; routing or Switching management, bandwidth 
management; and developing usage and performance Statis 
tics for modifying parameters that control Such functions. 
The System also allows connections to other Support and 
high Speed networks. 

0033. The system uses standard television broadcast 
(cable or wireless) equipment Such as television modulators, 
encoders, demodulators and channel processors for manag 
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ing the upstream and downstream data channels. Signals 
upconverted by the downstream controller are mixed with 
other channels and transmitted to remote users via cable or 
wireleSS broadcast, first to the headend, and then to the 
remote users. Forward error correction techniques are 
employed in the transmission of Signals to ensure that data 
integrity is maintained over a range of television broadcast 
Systems with varying quality. The headend equipment Shifts 
the downstream channel frequency to the transmission chan 
nel frequency that has been chosen for Service by the remote 
Sites. The headend also mixes the downstream signal with 
TV channels in the roll-off portion of the spectrum on the 
outgoing fiber link. In one embodiment, a fiber cable carries 
the Signal to neighborhood communities or businesses where 
they are converted to a coaxial cable Signal. A conventional 
television cable splitter is used at the terminal to provide 
access for television entertainment Services as well as data 
Services to one more PCs. 

0034) Independent Scalabililty 

0035. The headend components of the network include a 
POP LAN Switch 10 that provides intercommunication 
Services for a downstream controller 12, and upstream 
controller 14 and a network controller 16. Modularity of 
components and independent upstream and downstream 
controller provide Scalability of the respective upstream and 
downstream channels at the network, link and physical 
layers. Providing independently operating downstream and 
upstream controllers 14 and 12, for example, facilitates 
matching equipment of a given capacity with desired traffic 
loads independently in each direction of an asymmetric 
broadband network. In the preferred physical arrangement, 
Separate hardware racks or Separated rack-mounted compo 
nents are used to establish independent operation and control 
of the respective asymmetric paths. Each controller has its 
own operating System and either may be Serviced without 
affecting the operations of the other. Separation may also be 
achieved by partitioned operating routines in a network 
operating System which control respective groups of 
upstream and downstream interface cards that handle asym 
metric traffic. 

0.036 Downstream bandwidth can be added indepen 
dently from upstream bandwidth without affecting the other, 
and Vice versa, Simply by modifying or enhancing one of the 
components. Above all, the network management System is 
optimized for heavy download and constant bit rate traffic 
transferS-including digital Video, data and Voice-by the 
very nature of its asymmetric architecture. The POPLAN 
Switch 10 shares an industry Standard multi-gigabit back 
plane Switching hub with interface modules for Ethernet 
(10BaseT), fast Ethernet (100 BaseT), TCP/IP router, T-1 
CSU/DSU and ATM Sonet. The POPLAN Switch 10 acts 
like a bridge to provide a single high bandwidth Ethernet 
fabric that connects to all routers, ATM Switching networks, 
Servers, controllers or other network components. 

0037 Downstream controller 12 conveys high-speed data 
via a broadband communication signal that is Supplied by 
upconverter module 18, which in turn, Supplies the commu 
nication signal to a hybrid fiber coaxial system of cable TV 
headend 20. In the preferred structure, controller 12 is an 
Intel or Sun-based microprocessor that provides channel 
Service through routing or Switching of downstream traffic 
from a server (local or remote) to a remote user or device. 
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The upconverter module 18 includes encoders and modula 
tors for converting digital data from the downstream con 
troller 12 into a form Suitable for transmission over the 
CATV or wireless network, as the case may be. Several 
modulation Schemes may be employed by upconverter mod 
ule 18, as known in the art. In the embodiment constructed 
by the inventors, both QAM and VSB modulation tech 
niques have been used. ASSignee has also employed a 
technique known as VOM (vestigial quadrature modulation) 
which is a special form of Vestigial Sideband modulation to 
place digital data in a Standard television signal without 
disturbing picture quality. This is described in assignee's 
co-pending application Ser. No. 08/820,347 filed Mar. 12, 
1997 in the name of William C. Levan for Network System 
Using TV Channel TV Data Transmission Scheme (now 
U.S. Pat. No. 5,949,047), which is expressly incorporated 
herein by reference. 
0038 Continuing to describe the downstream path, 
hybrid fiber coaxial infrastructure of cable TV headend 20 
Supplies a television or other broadband Signal to a client 
cable modem, Such as remote device 22. Device 22 includes 
a detector and demodulator for detecting and thereafter 
converting the broadband Signal into a digital data Stream. It 
too is microprocessor-based and includes operating Software 
for performing a multitude of functions, including DES 
decryption, herein described. Once the appropriate data is 
detected, device 22 utilizes an Ethernet interface to connect 
with and Supply data to a computing device 24. 
0039 The path of upstream data emanating from PC 24 
is returned to the host or Server either through the same 
cabling infrastructure of cable TV headend 20, or alterna 
tively, via a telephone link as illustrated by the telephone 
return path in FIG. 1. In the case of cable return, the cable 
modem 22, through its API interface with data processor 24, 
develops return data Signals at an assigned frequency that 
differs from the frequency of the broadband signal in the 
downstream path. The upstream Signal is then transferred 
over the same cabling infrastructure used for the down 
Stream path. Thus, upstream and downstream signals share 
the same cable 25 that pass signals through the hybrid fiber 
coaxial network of cable TV headend 20. As known in the 
art, channel splitters, CSUs and DSUs are employed in the 
cabling network to provide independent upstream and down 
Stream channels. A channel processor 28 reconverts the 
analog RF signals from the cable modem 22 into a digital 
data Stream, and Supplies the same to the upstream controller 
14. Channel processor 28 is designed to process multiple 
upstream channels from multiple fiber nodes. Also, the 
upstream channels may have data rates that accommodate 
multiple types of Service desired by the remote user 24, Such 
as, text, graphics, Voice, Video, teleconferencing, or other 
type of Service, transmitted at either constant or variable bit 
rateS. 

0040. Once the upstream controller 14 receives the data 
from the channel processor, it routes or Switches the same to 
the POPLAN Switch 10 for transfer to its intended desti 
nation. In the case of IP packets, POPLAN Switch routes 
data packets according to destination addresses contained in 
the packet. In the case of ATM packets, Virtual paths are 
established for temporary connections between a Source and 
destination. AS indicated earlier, the controller 14 and/or 
network manager 16 provides a multitude of functions 
relative to configuration, frequency and bandwidth manage 
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ment, etc., So Some of the packets transmitted by the remote 
devices 22 of 24 may be directed to the controller 14 instead 
of other devices in the network. 

0041. In the case of telephone return cable system, a 
telephone modem 26 (which may reside as the existing 
telephone modem card in computing device 24) develops 
return data Signals in accordance with conventional modem 
communication protocols, and conveys the same over tele 
phone lines to a modem bank in the upstream controller 14. 
AS disclosed in assignee's co-pending grandparent applica 
tion Ser. No. 08/426,920 (now U.S. Pat. No. 5,586,121), 
incorporated herein, the modem return path may proceed 
directly to a host or Server providing interactive two-way 
communication with the processor device 24. 
0042 Still referring to FIG. 1, POP LAN switch 10 
couples an Internet router 30 and local servers 32 residing at 
the cable TV head end or wireless broadcast facility. Router 
30 provides connectivity to remote servers or other local or 
wide area networks. Network controller 16, in the preferred 
embodiment, controls, monitors, and prioritizes data flowing 
to and from the PC 24. Communication occurring between 
the remote Subscribers and a host located at the headend 
facility or other site occurs via packets. Downstream data 
packets are sent to the remote devices in the form of TCP, 
UDP or ICMP IP packets. These packets may be encapsu 
lated to transmit them according to ATM or any other 
Switching or routing protocol. Packets Sent to a remote 
device include a destination MAC address, a broadcast 
address or a multicast address. They also include an IP 
Source address, network address or any other globally or 
locally assigned address. 
0.043 Packet-Based Control and Reporting 
0044 Advantageously, bandwidth and configuration 
management is achieved through transfer of numerous 
parameters contained in control packets that originate from 
the network management System and/or response packets 
that originate from the remote devices. Since the network 
management System is functionally modular, Such manage 
ment may be implemented by any one of the independent 
downstream controller 12, upstream controller 14 or the 
network controller 16. Packet-based control permits assign 
ment and removal of upstream channels depending on their 
operability Status, frequency assignments, grade of Service 
or bandwidth assignment, authorization requests, account 
administration and a multitude of other functions described 
herein. 

0.045 Moreover, channel usage and operability statistics 
are collected by components of the System and reported to 
other components to effectuate bandwidth management and 
configuration control. For example, the upstream control 
ler's DSP collects channel quality data that is used by a 
configuration manager to remove or reassign upstream chan 
nels. Remote devices report their bandwidth demand 
requirements to the upstream controller which is used by the 
network manager for assigning downstream bandwidth over 
a shared medium or channel. Surplus spectrum allocated to 
idle remote devices may be reallocated to active remote 
devices requiring more capacity. Channels having poor 
transfer quality may be removed. Loads may be balanced 
between different physical media. Devices may be switched 
at a different link, network or transport layer. 
0.046 Respective control words, flags or nibbles con 
tained in the control and response packets enable the net 
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work management System to perform these functions. 
Because network operating Software in the remote devices 
may be downloaded from the network management System, 
their operation may be altered by re-configuring control 
packets to vary control and Sensing functions effectuated by 
the control and/or response packets. AS evident, manage 
ment and control by Such packets provide Substantial flex 
ibility in the management System. Appendices A through E 
describe various types of control information contained in 
control and response packets and the functions they provide. 
0047 Header information in control packets originating 
at the network management System includes a destination 
MAC address, a source IP address, a destination IP address, 
an IP type field, a UDP source port and a UDP destination 
port (port 473 in the preferred embodiment). Data values for 
control parameters follow this header. The header of 
response packets from the remote devices additionally 
includes a Source MAC address. These packets have a 
variable format that consists of a fixed header followed by 
a variable length data field made up of operation units. In a 
conventional manner, the remote devices parse each com 
mand contained in a packet, and execute the commands that 
appear in the control packet based on the value assigned to 
parameters according to network operations Software run 
ning in the remote device 22. The value of variables or 
parameters contained in the control packets may effect 
assignment of an address (global or local), assignment or 
change of an upstream transmit frequency, a change transmit 
power level Setting, Switching to another channel, issuance 
of transmission credits, ATM Switching or pathing control or 
alteration of a polling Status from one priority to another. 
Effectuation of other network management options is Self 
evident from the parameters and corresponding explanation 
Set forth in Appendices A through E. 
0048. In a conventional manner as known in the art, a 
microprocessor in the remote device 22 places the control or 
Status information in a register or memory location, and 
thereafter executes instructions of operating Software in 
accordance with flag bits and information contained in the 
register or memory location. In addition, Statistical traffic 
information may be accumulated by any component of the 
network operations center or the remote device to facilitate 
the control and management functions. Functions of the 
remote device 22 may also be performed by or reside in the 
client processor 24. Functions of a telephone modem 26 and 
RF modem device 22 may be combined in the remote client 
processor 24. 
0049. In particular, Appendix A describes the various 
fields (or entries) in a credit packet and their respective 
control functions that originate at the network management 
System (e.g., the upstream controller). A credit packet is used 
to issue transmission credits to a remote device authorizing 
it to transfer a given amount of information. The remote 
device, after transfer, responds with a DONE message 
(described later). In the preferred structure, upstream chan 
nel control is achieved by a polling mechanism through 
credit packets, CMD CREDIT transmitted over the broad 
band downstream channel. Each credit packet is addressed 
to a specific remote device 22 (or 24) and contains a credit 
to transmit a specific number of packets on a particular 
upstream channel. 
0050. There are two types of credits that can be received 
by a remote device, limited and unlimited. The limited credit 
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packet contains a credit value less than the maximum 
allowed credit (0xffff). An unlimited credit is given when a 
credit packet is received with a credit value of (0xffff). 
Certain values of certain parameters, as noted herein, pro 
vide Status control or configuration control. AS Seen in the 
packet Structure defined by Appendix A, the length of a 
control and Status parameter may vary from a nibble, byte, 
Single or double word (real or integer), or from one bit to 
about 80 or more bits. Certain address information or remote 
identification indicia is burned-in the remote device. 

0051) Appendix B identifies the various fields of a poll 
packet together with describing the respective control func 
tions associated there with. Poll packets are used, among 
other things, for detecting the transfer request Status of 
remote devices. In operation, the network management 
system issues a CMD POLL packet instead of a CMD 
CREDIT packet in some situations. The CMD POLL 

packet has the same format as the CMD CREDIT packet. 
The remote device cannot distinguish between the two 
packets with the exception of the type of response it is to 
make. The remote device treats the CMD POLL packet as 
a CMD CREDIT packet except that it will return an RSP 
POLL packet (to report status) instead of an RSP DONE 

packet (to report an information transfer and/or an amount of 
remaining information to transfer). 
0.052 Appendix C specifies the respective fields or 
entries, and control functions thereof, of a Subscriber address 
configuration packet format. The Subscriber address con 
figuration packet, CMD CONF, configures the IP address 
and dataDestMac address of the remote device 22 (or 24). 
The remote device uses the IP address, “assigned IP.” to 
configure the downstream MAC address. For example, if the 
decimal IP address is 128.9.0.32, the remote device converts 
each decimal field to a hexadecimal number to obtain the 
locally administered MAC address: 0x02:00:80:09:00:20. A 
complete configuration message may be split into Several 
CMD CONF packets. 
0.053 Appendix D identifies respective fields and entries, 
and the respective control functions, of one type of response 
packet that is transmitted by the remote device. AS indicated 
earlier, only two types of upstream packets may be trans 
mitted by the remote device 22 or 24. This includes Sub 
Scriber data packets and response packets. Subscriber data 
packets can be TCP, UDP or ICMPIP packets. These packets 
may be ATM-encapsulated and are Sent to the data destina 
tion MAC address specified in the packet. On the other hand, 
response packets include RSP DONE and RSP POLL 
packets which are Solicited by the network management 
System. The remote device transmits upstream packets on an 
assigned channel. In particular, the remote device transmits 
a solicited RSP DONE packet of Appendix D whenever it 
receives a CMD CREDIT packet with the SEND DONE 
flag Set. The remote device also periodically transmits a 
solicited RSP DONE packet of the type shown in appendix 
D when it receives an unlimited credit. Remote devices do 
not encrypt RSP DONE packets. 
0054) The Poll Response Packet of Appendix E identifies 
the various fields in respective control portions of a poll 
response packet which has attributes Similar to the packet 
described in AppendiX D, explained above. 
0055 Network Management System 
0056. The downstream controller 12 (FIG. 2) routes 
packets downstream; collects, Stores and forwards traffic 
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Statistics, manages downstream bandwidth; encapsulates 
packets in the data link layer envelope, Scrambles the data; 
and adds forward error correction. Controller 12 Supports an 
integrated, internal 64 QAM modulator card 42 or an 
external 64 QAM modulator. The QAM modulators provide 
encrypted data rates of the 10 Mbps and occupies 2 MHz of 
bandwidth of a 6 MHz TV channel. The TV channel may 
accommodate three 10 Mbps channels. Dividing the down 
stream bandwidth into multiple broadband channels advan 
tageously increases noise immunity (i.e., each band is 
affected differently by noise) and provides alternative paths 
should one Sub-channel fail. In the preferred Structure, each 
downstream controller 12 is configured to Support up to Six 
independent downstream channels. The number of channels, 
of course, is a matter of design choice. The downstream 
router 12 connects to the POPLAN Switch 10 via a standard 
Ethernet 100 BaseT port 40. 
0057 The downstream controller encodes Ethernet pack 
ets from the POP LAN hub 10 and produces a QAM 
modulated broadband RF downstream signal suitable for 
transmission over a cable network. The Signal is then 
converted via converters 44 to, for example, one volt peak 
to-peak baseband Video Signals for Supply to the broadcast 
amplifiers for transmission over a conventional broadcast 
channel at the headend. The downstream data is typically 
selected from the spectrum spanning from 50 MHz to 800 
MHz. To avoid using an existing Video channel, the channel 
used by the network management System may correspond to 
a channel number Somewhere above the last usable video 
channel on the broadcase network, where the carrier to noise 
level is Small enough to allow digital data transmission with 
error correction. 

0.058. In the illustrated embodiment, a hybrid fiber/co 
axial cable network 46 carries the baseband Video signals to 
the remote users via cabling infrastructure 46. At the remote 
site 48 a demodulator 50 demodulates the downstream video 
Signal and Supplies the same to a microprocessor 49 which 
reconstructs Ethernet packets. These packets are fed into a 
client PC device 24 (FIG. 1) using a standard Ethernet 
adapter. Based on the capabilities of the broadband network, 
outbound information from the user's PC travels back to the 
POPLAN Switch by way of the cable system or public 
Switch telephone network. In the upstream direction, a VSB 
modulator 50 modulates data from the client processor 24. 
Microprocessor 49 effects control of VSB-modulated 
upstream data to Send it back up the cabling infrastructure on 
an assigned channel, or to a telephone modem Via, for 
example, an RS-232 port. 

0059. The remote device or cable modem 48, as indicated 
earlier, provides a standard 10BaseTEthernet interface for a 
PC. This provides high-speed data services to the broadband 
network. In the preferred embodiment, each client cable 
modem 48 Supports up to 20 PCs or workstations operating 
on an Ethernet LAN. Because many cable Systems currently 
operating are limited, the cable modem 48 Supports a return 
path by way of cable, public Switched telephone network or 
by router return. To receive high-Speed data via the Ethernet 
LAN, cable modem 48 is tuned to a particular downstream 
channel frequency or time slot which is specified through 
Software provided either in the modem 48 or the workstation 
24 (FIG. 1). In addition, the client cable modem devices 48 
are accessible to the POProuter 52 and local content servers 
54 by way of the downstream controller 12. Forbidirectional 
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broadband networks, the client remote device 48 includes a 
processor that processes the data and sends it through a 
Separate upstream channel. The upstream controller 14 
dynamically Specifies the upstream frequency or time slot to 
enable the PC device to transmit data at speeds of 128Kbps 
to 2.048 Mbps. For unidirectional cable systems, cable 
modem 48 provides upstream data via modem to a modem 
bank associated with the upstream controller 12 (see FIG. 
3). 
0060. Upstream controller 14 manages the selection of 
upstream channels and performs medium access control 
(MAC) functions. In a cable return system, QPSK or VSB 
modulation is used on the upstream channel. AS shown in 
FIG. 2, upstream controller 14 couples the Ethernet LAN 
Switch 10 through a standard Ethernet 10BaseT or 100BaseT 
port for respective channels in the upstream path from the 
client cable modem 48. The upstream controller 14 tunes 
each channel, modulates data, extracts Ethernet packets and 
routes the data to external Sources based on IP addresses. To 
achieve modularity, the upstream controllers 14 are config 
ured to handle a maximum of twenty-eight channels each. 
Each channel is Software configurable to operate at data 
rates from 128 Kbps to 2.04 a Mbps which is controlled by 
Software Selectable parameters. 

0061 The POPLAN switch 10 is a fast Ethernet switch 
that provides a single high bandwidth Ethernet fabric which 
connects all routers, Servers, downstream controllers, 
upstream controllers and network managers. The POPLAN 
Switch 10 operates at the link layer, but may be configured 
to operate at the network layer as well. The POP routers 52 
provide a wide area network (WAN) for interfacing the 
Internet cloud 34 and/or other service networks through 
standard interfaces, such as T1/T1, SW 56, ATM SONET, 
T3, ISDN PRI, etc. A variety of POP routers may be used 
within the network management System depending on the 
bandwidth of the required connections and the network 
protocols to be Supported. 

0062 FIG. 4A illustrates the remote interface devices 72 
through 74 which receive high-speed data from transmitter 
76 and transmit lower speed data to receiver 78. The 
transmitter 76 and receiver 78 are located at the network 
operator's head end plant. High-speed communication from 
a cable or wireleSS Signal distribution plant are conveyed 
from transmitter 76 along a downstream channel 77 which 
comprises a wireleSS medium or hybrid fiber coaxial cable. 
Subscriber terminal equipment includes respective receivers 
72a and 74a in communication with the downstream chan 
nel 77 for receiving high-speed transmissions. Channels 77 
and 79 may comprise a wireleSS or Satellite transmission 
medium. The Subscriber devices also include transmitters 
72b and 74b that are respectively coupled to the upstream 
channel 79 for transmitting lower speed return. data to the 
network operator's headend equipment. In the head end 
equipment, media acceSS algorithms control the Subscriber's 
transmissions on the upstream channel 79. Media acceSS 
control achieved through a downstream grant message is 
known as a “credit' packet and upstream relinquished/ 
request messages are known as "done” packets. 

0.063. There are two forms of credit packet control mes 
sages, CMD CREDITS and CMD POLL. Responses to the 
CMD credits and the CMD poll messages include RSP 
DONE and RSP POLL messages. The remote devices do 
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not distinguish between these two forms of messages, but 
the network management System does. CREDIT packets and 
DONE packets refer to either type. The television operator's 
network equipment assigns an IP address and the down 
stream MAC address based on the IP address of the Sub 
Scriber's remote equipment. The aspect of the invention 
described here sets forth how Subscribers acquire addresses 
and how the hybrid acceSS System changes the addresses for 
existing Subscribers. The subscriber's downstream MAC 
address is programmable by Software in the Subscriber's 
equipment in response to a command from the network 
operators equipment. 
0064 FIG. 4B depicts a state machine describing the 
upstream data transmission and DONE packet generation in 
the remote devices 72, 74. When the remote devices receive 
a credit packet with a limited amount of credit, they transmit 
data packets on Specified upstream channels until they have 
either used up their credit value or have run out of packets 
to send. Remote device 72, for example, would then send a 
signal to relinquish its channel by sending a RSP DONE or 
an RSP POLL packet that was solicited by the network 
management System. The remote device 72 does not retain 
the channel while waiting for more packets to Send. It only 
transmits those packets that are available to be sent without 
interruption. Also, the remote device does not introduce 
dead time in the upstream transmission, other than inter 
packet gaps between the time it receives a limited credit 
packet and the time it relinquishes a channel with a done 
packet. In the special case where the limited credit issued by 
the network management System has a value of Zero, the 
remote device does not respond by transmitting data pack 
ets, but instead, responds only with the Solicited RSP 
DONE packet. 
0065. When the remote device is provided with an unlim 
ited credit (“credit'=max =0xffff), it transmits a solicited 
done packet on the Specified upstream channel and then 
transmits data packets whenever they become available. If 
the credit packet does not have the SEND DONE or SEN 
D RSP POLL flag set, the remote device will not send a 
done packet. If the remote device Sends an unsolicited done 
packet, network operator's equipment will process it in a 
normal fashion. Dead time on the upstream channel is 
allowed when unlimited credit is given. After an unlimited 
credit packet is received the remote device needs no further 
credit packets to use the assigned channel. If another unlim 
ited credit packet arrives for the same channel, remote 
device Sends out another Solicited done packet in response 
and continues to use the assigned channel. If a limited credit 
packet is received, the remote device finishes any packet in 
progress, uses a limited credit assigned, issues a Solicited 
done and stops transmitting on the channel. The remote 
device assigned with an unlimited credit Sends periodic 
unsolicited RSP DONE packets at a “heartbeatRate” that is 
Specified in the credit packet. Depending on the options 
available in the remote device, credits can be based on the 
number of packets that can be sent or the amount of data that 
can be sent. In either case the credit amount does not include 
the DONE response packet itself. 
0066. The functions performed by the remote devices 72 
and 74 include 1) initialization, which involves pre-configu 
ration of the remote device with Start-up parameters to 
enable further configuration by the network operator's 
equipment with an IP address; 2) re-configuration, which 
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includes assignment of a new IP address by the network 
operated equipment; 3) power ranging which establishes a 
proper transmit power level for upstream channel transmis 
Sions; 4) adjusting frequency (or time slot) which entails 
changing the upstream frequency (or time slot) by the 
network management System to optimized upstream recep 
tion; 5) transmitting data rate adjustment, which entails 
adjustment of the upstream data rate in response to control 
messages sent by the network management System, 6) 
commanding responses which include Sending of responses 
by the remote devices in response to control packets Sent by 
the network management System in order to provide Status 
information; 7) packet transmission which involves Sending 
of data packets from the remote devices under control of the 
network management System; and 8) packet reception which 
includes filtering of packets by the remote devices on the 
upstream channel and passing Selected packets which are 
addressed to the Subscriber's PC. The remote interface 
device 48 includes a router functionality which may limit the 
incoming packets from the downstream broadcast to those 
destined for the subscriber's PC directly connected to it. At 
the Subscriber's remote site, up to 20 PCs may be serviced 
by a single remote interface device 48. This number may 
vary according to design constraints. 
0067. The remote interface devices 72 and 74 have 
respective globally unique IP addresses “assignedIp' which 
all are configured by the network operator's equipment and 
downstream MAC addresses “downMacAddr” that are sepa 
rate and apart from their upstream MAC address. The 
downstream MAC address is locally administered and is 
automatically configured based on the assigned IP address 
and/or account number. The account number “accountNum' 
is used by the network operator to initially configure the 
Subscriber. It is an 11-digit decimal number that is given to 
the subscriber by the network operator at the time of initial 
Subscription to high-speed data Services. This account num 
ber may be a subset of a full account number used by the 
network provider. The Subscriber's terminal equipment also 
includes an upstream MAC address “upsrcMacAddr,” which 
is used for response messages RSP DONE and RSP POLL. 
An upstream destination MAC address, “dataDestMac.” 
identifies the destination of the user data packets. A user 
identification number, “userID, is assigned to each terminal 
equipment unit by the manufacturer. Blocks of unique 
identification numbers are available from assignee hereof to 
terminal equipment manufacturers. When connected to the 
asymmetric network, the remote interface devices 72 and 74 
automatically communicate their respective user ID'S to the 
network management System. 
0068. The upstream MAC address (“upsrcMacAddr”), 
downstream MAC address (“downMacAddr”) and destina 
tion addresses (“rspDestMac” and “dataDestMac') may be 
altered by the network management System or by the Sub 
scriber's equipment. The user ID or an upstream MAC 
address assigned by the equipment manufacturer is burned 
in a ROM located in the remote device or interface 72, 74. 

0069. The remote interface devices 72, 74 are controlled 
by three command packets Sent by the network management 
equipment on the high-Speed downstream channel 77. The 
first two packets are polling packets. CMD CREDIT 
(Appendix A) and CMD POLL (Appendix B), and are used 
to poll the remote devices 72.74 and assign credits for 
Sending data packets upstream. The third packet, CMD 
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CONF (Appendix C), configures the remote devices 72.74 
with an IP address and an upstream destination MAC 
address for data packets, “dataDestMac'. The CMD 
CREDIT and CMD POLL packets have a flag bit, SEND 
DONE and SEND RSP POLL that are used to force a 

response from the remote interface devices. The remote 
interface devices 72, 74 have no response to the CMD 
CONF message. The downstream command packets and 

information in the upstream response packets are used by the 
network management System to communicate with the 
remote interface devices and to control them. 

0070 Channel Assignment and Re-Assignment 
0071 An upstream channel within assigned frequency 
can be in use by Zero, one, or Several users. A channel can 
be declared to be “dedicated” and will never be assigned to 
more than one user at a time, or a channel can be declared 
to be “shared” and may be assigned to Several users at a 
time. A shared channel is offered to each of the users in turn 
for their Sending the defined amount of traffic according to 
an assigned credit value. The network management System 
may characterize a particular frequency (or time slot) at any 
point in time as unusable, being qualified for use, or avail 
able for use. The usability of an upstream frequency or time 
Slot can be changed over time due to interference or noise 
caused by energy Sources. The upstream router or controller 
14 negates this interference by adjusting the power level at 
which the remote devices transmit and by performing back 
ground checks on a channel that is not in use. 
0072 The network management system detects failures 
or degradation of the downstream channel and/or loss of 
communication with a particular client device over an 
upstream channel. Degradation is typically indicated by an 
unacceptable cyclic redundancy check (CRC) error rate 
reported by a remote device on a particular node in the cable 
System. If a Standby downstream interface has been pro 
vided, the downstream controller 12 and remote device 48 
automatically Switch to a Standby channel. Data corruption 
in the downstream channel is determined by monitoring the 
CRC errors in the downstream packets. In the case of a 
connection oriented session (TCP), packets with CRC errors 
are re-transmitted by request of the transport layer protocol. 
For connectionless sessions (UDP), packets having CRC 
errors are discarded. 

0073 Failure or degradation of an upstream channel is 
determined by monitoring the bit error rate and Signal levels 
received at the upstream controller 14. The upstream con 
troller 14 then reports status information to the network 
manager 16. When a failure or unacceptable degradation is 
detected, the upstream controller 14 moves the remote 
device 48 to another available channel on the node. The bad 
channel is continually monitored for usability and a channel 
quality database is generated and Stored in the upstream 
controller 14. A detected bad channel is periodically moni 
tored and is reassigned when the upstream controller 14 
determines that it passes a criteria for reception and Signal 
level. The upstream channel monitoring and reassignment 
functions are preferably performed by the network manager 
16, but again, any of these functions may be performed by 
other network components. 
0074 Bandwidth Management 
0075 Downstream bandwidth may be partitioned into 
classes of Services Such that users or applications can be 
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assured of a certain level of throughput. The network 
management System performs a function to balance channel 
usage among multiple channels in the downstream path that 
will allow for reserving bandwidth for selected clients 
Sessions. 

0.076 Downstream controller 12 performs bandwidth 
management. The total amount of bandwidth allocated to 
guarantee traffic is determined from a configuration file 
Stored in the network management System and can be 
modified by the network operator. If the traffic on the 
network exceeds a limit Set by the operator, the downstream 
controller 12 strives to reach the limit over time without 
disrupting ongoing user Sessions. Guaranteed bandwidth 
reservation is provided through an application interface from 
the network operator's Side, or the Subscriber's Side, and 
factors including the amount of bandwidth requested and 
inactivity time is utilized in reserving a given amount of 
bandwidth. Inactivity time-out values are utilized by the 
downstream router to drop Sessions or users which appear to 
have dropped out. In the preferred Structure, downstream 
controller 12 reserves bandwidth in increments of 1 Kb per 
Second. Examples of applications using guaranteed band 
width include Video conferencing, Video Streaming, CD 
Services and broadcast/multicast advertising Services. The 
Services may require a fixed or constant bit rate, or variable 
bit rate Service. 

0077. The bandwidth management function also allows 
an external application running in the network management 
System to move clients from one downstream channel to 
another. In order to implement the load balancing function, 
the network management System obtains channel utilization, 
the amount of bandwidth that is not dedicated for guaranteed 
bandwidth functions, the utilization of other Sessions, the 
number of Sessions having guaranteedbandwidth and/or the 
amount of bandwidth dedicated to particular Source/desti 
nation IP address pairs. The channels or sub-channels from 
which the remote device 48 is moved are controlled by the 
network management System. To perform the task, down 
Stream controller 12 or other devices in the network man 
agement System maintains internal routing tables that track 
the operative characteristics of the downstream channels, 
utilization and/or assignment thereof to the respective 
remote devices. The previous location and default frequen 
cies of the listening channels of remote devices are also 
maintained, otherwise the management System may lose the 
ability to find a remote device. The default frequency is a 
frequency on which a remote device will operate after power 
off, or after a lengthy time-out from a poll initiated by the 
upstream controller. The management System is equipped 
with the control panel or interface to commit the network 
operator to override any automatic load balancing function. 
Multiple load balancing domains may also be provided, each 
having its own load balancing algorithm or rules. 

0078. A downstream channel monitor is also provided for 
collecting data. This allows the network operator, through 
user interface facilities, to inspect and observe consumed 
channel bandwidth by the remote devices. A Software inter 
face of the network management System allows viewing of 
bandwidth data as a function of time. This enables the 
operator to allocate the guaranteed bandwidth on any tar 
geted channel or user. The channel monitor permits the 
operator to Set aside the total amount of bandwidth dedicated 
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to the guaranteed bandwidth Service and/or to move a 
remote device or user from one load balancing domain to 
another. 

0079 Upstream routing provides for the delivery of data 
from a Subscriber's remote device to the network operation 
center. Data, for example, may be delivered over 100 kHz 
sub-band channels at a rate of up to 128 Kbps. Each 
subscriber connects to one physical fiber node of the cable 
operator's distribution System. One or more physical fiber 
nodes are defined for administration purposes to be a logical 
fiber node. Upstream channels are allocated among Sub 
Scribers in logical fiber nodes. Each upstream channel is 
assigned to a particular frequency or time slot. This means 
that once a frequency or time slot is occupied by a remote 
device on one physical fiber node, this frequency or time slot 
becomes unavailable to remote devices from other physical 
fiber nodes if they belong to the same fiber node grouping. 

0080 A channel scheduler, e.g., a program module, is 
provided in the network management System for assigning 
users to unoccupied channels. This means that the remote 
device is assigned to a dedicated channel if the remote 
device is not entitled to Such Service. AS the need for 
dedicated channels arises for other devices that have 
reserved Services, the Scheduler may move a remote device 
which is not entitled to the dedicated Service to a channel 
that is shared. The scheduler will attempt to balance the load 
of Shared channels based on channel usage derived from 
DONE messages. Channels will be managed by Short-term 
Schedulers that continue to Support non-responding units, 
dedicated Service, shared Service, etc., though Scheduler 
decides, based on class of Service (dedicated, shared, etc.) 
where to initially assign a new client device connecting to 
the network. The information on the default class of Service 
for the client device resides in a table Stored in at least one 
of the components of the network management System and 
is provided to the upstream controller 14. The scheduler 
may, at liberty, assign client devices to a class of Service 
higher than the ones to which they are entitled if there are 
Sufficient resources to do so. The network operator is also 
able to Set the maximum number of users per shared 
channel. 

0081 Channels allocated to different types of service will 
be determined from information contained in a configuration 
file. This information may be modified by the network 
operator through an interface provided by the network 
management System. When the current Service type assign 
ment on the upstream controller 14 is modified by the 
operator, the network management System Strives to con 
form to the new assignment over time without disrupting 
other user Sections. Non-responding units are parked on 
channels which have been designated for Such Service. At 
most, one user is present on a channel that has been 
designated a dedicated channel. Shared Service channels are 
used by, at most, “n” users where “n” is greater than one. 
“N” may be set by the network operator. A test channel is 
also provided by the network management System and will 
not be available to normal network devices. 

0082) A short-term scheduling function of the network 
management System monitors incoming ports of the 
upstream controller to assess channel quality. Channel qual 
ity is based on a noise floor level. The noise floor is 
continuously computed by digital Signal processors that are 
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responsible for the channel. It is based on a running average 
of fifteen consecutive Samples, taken in consecutive fifteen 
Symbol times, according to design choices. The information 
may also be averaged over a longer period of time, if 
necessary, to achieve Some higher level of noise floor 
management function. The network management System 
may indicate trouble upon detection of excessive noise, or 
even a very low noise floor. The network manager removes 
bad channels from a pool of available channels automati 
cally, or channels may be removed under operator control. 
Channels that are automatically disabled are returned to the 
pool of available channels by the network management 
System when the conditions that caused their disability 
disappears. Manually disabled channels require manual 
enabling. 
0.083. The network management system may also be 
provided with a roving Short-term Scheduler that continu 
ously Scans the Spectrum which is not allocated to any 
remote device. The roving function moves from one fre 
quency to another to measure noise floor level. Samples are 
collected and periodically the quality of unused channels are 
compared to the noise floor on channels which are currently 
assigned to other upstream ports. Such information is uti 
lized by the network management System to allocate ports to 
a cleaner portion of the Spectrum. In a preferred Structure, 
the DSP which manages a particular channel reports off 
center frequency deviations of, for example, 2.5 kHz, and 
reports the same to the Scheduler for corrective action. 
0084. An upstream channel monitor collects data on the 
upstream channel. This function allows the network operator 
to observe the quality of upstream channels as detected at 
upstream controller 14 and the network management System 
to more effectively manage bandwidth and channel assign 
ments. The user interface, provided by the network man 
agement System, enables the network operator to view 
upstream channel characteristics as a function of time and 
frequency. Information provided includes noise floor, carrier 
level, Signal quality, carrier frequency, Signal-to-noise ratio, 
channel occupancy and utilization, channel type (dedicated, 
shared . . . ), and transmit power levels. Signal quality is a 
count which reflects degradation due to distortion, reflection, 
echoes, etc. The higher counts indicate lower quality chan 
nels. This count reflects the speed with which the equalizer 
Software converges in the DSP. In addition, the channel 
monitor allows the operator to designate the channel as a 
Viterbi Snoop channel which allows the operator to enable a 
Viterbi error count display. Other information available 
subject to DSP support includes the noise, the power and 
ingreSS counts. 
0085. The channel monitor enables the operator at the 
network operations center to manually override power Set 
tings of any remote device. In addition, the network operator 
may manually disable or enable channels, Set alarms for 
unacceptable signal-to-noise ratio, Viterbi count errors to 
noise floor level, frequency deviation and Signal quality. 
Moreover, the network operator may modify power operat 
ing ranges for a client device, the fiber node or group of fiber 
nodes, or the System generally. Further, the network man 
agement System enables the operator to modify the type of 
channel usage, i.e., non-responding, dedicated, shared, test, 
or roving service for DSP configuration. The network opera 
tor may also download new software into the DSP or 
reconfigure the DSP. 
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0086) Forward Error Correction 
0087. The downstream controller 12 packetizes, frames, 
bit-stuffs, Reed-Solomon encodes, and interleaves the 
downstream data as specified in FIGS. 4D and 4E. The 
remote devices 72.74 reverse the steps to decode and extract 
the original data. Downstream data is Sent over the cable in 
a downstream frame that encapsulates an Ethernet packet 
(FIG. 4D). Encapsulation is performed by the downstream 
controller 12 which constructs an Ethernet packet and 
prepends an Ethernet preamble of one or more preamble 
bytes and one start byte thereby to construct the Ethernet 
frame. Thereafter, the Ethernet frame is bit-stuffed by 
replacing consecutive trains of fifteen ones with fifteen ones 
followed by one Zero. The controller 12 marks the end of the 
Ethernet frame (EOF) with a flag comprising a unique 
pattern, e.g., one Zero bit and Sixteen one bits. The down 
Stream frame is then transmitted on the downstream channel 
one at a time with the least significant bit (LSB) being 
transmitted first. The network equipment Sends data con 
tinuously on the downstream channel. If no packets are 
available to be sent the network equipment Sends an idle 
pattern. The downstream data link interface idle pattern byte 
is a repeating pattern (e.g. . . . 11001 100 . . . ). 
0088. The serial bit stream containing downstream 
frames and inter-frame idle patterns is Scrambled using 
conventional algorithms. The output of the scrambled bit 
stream is encoded with a Reed-Solomon forward error 
correction (FEC) algorithm. For every block of 228 bytes of 
data, 20 bytes of forward error correction checksum symbols 
are added, as indicated in FIG. 4E. FIG. 4E depicts the 
constructed frame, the generator polynomial, and a primitive 
polynomial for Reed Solomon encoding. The downstream 
controller 12 of the network management System forwards 
the bytes of the Reed-Solomon forward error correction 
block first starting with the data byte, continuing through to 
byte 228, and then starting with the least significant byte of 
the 20-byte checksum. 
0089. After the forward error correction algorithm is 
applied to the data, bytes from the forward error correction 
blocks are interleaved. Interleaving takes eight bytes of data 
from each of 32 forward error correction blocks to form a 
new serial stream, as indicated in FIG. 4 F, which shows 
taking bytes 128 from block 1 followed by bytes one through 
eight from block 32, and so on, up to 128 bytes from block 
32. After this, bytes 9-16 are taken, blocks one through 32. 
This continues until all 248 bytes from all 32 blocks are sent 
and is again start over with the next 32 forward error 
correction blocks of data. An interleaved group is made up 
of 7936 bytes of data (32 channelsx248 bytes/channel). For 
every interleaved group, a three byte-interleaved SYNC flag 
is added. The flag is: 0x33, Oxas, Oxe1. This flag is trans 
mitted with 0x33, least significant bit first. 
0090. Upstream Frame Format 
0091 FIG. 4G depicts the upstream frame format for 
packets transmitted from the remote devices 72, 74 to the 
network operations center, e.g., the upstream controller 14. 
In operation, remote devices Send Ethernet data packets 
upstream in an encapsulated frame. Frames are Sent in burst 
mode with no signal period (inter-frame time) between 
them. To begin a transmission, the remote device initiates a 
frame transmission with a preamble pattern of a Specified 
number of symbols, but does not encode or scramble the 
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symbols. The Ethernet packet follows the preamble, the least 
Significant bit being transmitted first. The remote device then 
transmits Ethernet compliant packets, byte by byte. An end 
of frame (EOF) sequence is also inserted. Thereafter, the 
packet is Viterbi-encoded using a constraint length of Seven 
symbols, as shown in FIGS. 4H and 4. 
0092 Configuration Management 

0093. The network controller 16 is an SNMP (simple 
network management protocol) based network management 
System that is used as a network System administration 
interface for the downstream and upstream controllers (rout 
ing or Switching devices), as well as for other POP devices. 
Controller 16 provides a GUI-based editor to perform net 
work configuration management and facilitate full definition 
and automatic distribution of all network configuration files 
asSociated with the respective remote devices. It provides 
the POP system administrator with an easy-to-use facility to 
configure the System; to provision for new Subscribers and 
manage accounts, to monitor POP equipment; to manage 
and diagnose client cable modem devices, and to initiate 
corrective actions. It also allows the direct and automatic 
configuration of databases and networks for use with other 
routers and hosts. Network controller 16 also acts as a 
bandwidth manager, traffic Statistics collector and IP address 
database, as well as performing many other tasks identified 
by the parameters of Appendices A through E. Some of these 
configuration tasks are further explained below, but all are 
Self-evident from the control and information packets 
described in the appendices. 
0094) IP Address Management 
0.095 The network management system described herein 
also provides efficient use of rapidly dwindling IP address 
ing resources. Routing traffic to downstream channels 
allows network administrators to assign Sub-address parti 
tions from an IP address space allocated by InterNIC. The 
network manager 16 effects assignment of address partitions 
to each channel which fits the number of Subscribers or 
remote devices 48 located at sites remote from the network 
operations center of the cable head end. AS the number of 
Subscribers increases, network manager 16 expands the 
downstream channel addressing by adding additional Self 
addressed partitions. Downstream routing is Sufficiently 
flexible so that the network can adapt to any extended IP 
addressing standard that may be effected by InterNIC. 
Control of IP address management may be effected either by 
the network controller 16 or the downstream controller 14. 

0096 Status Reporting 
0097. A microprocessor in the remote interface device 48 
runs a simple management network protocol which allows 
the network management System to communicate directly 
with it for purposes of checking connectivity Status, and 
diagnosing and troubleshooting network operations. The 
network operating Software required for operations of the 
remote interface device 48 resides in the downstream con 
troller 14 and/or the network manager 16 which, when a new 
remote device is connected or updated, is automatically 
downloaded from the network controller 16 or downstream 
controller 14. depending on the configuration. The remote 
device 48 also includes Simple management protocol Soft 
ware which is used to Set up, communicate, and diagnose the 
remote device 48. The Simple management protocol Soft 
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ware is automatically distributed to remote device 48 by the 
network management System. Also, the network manage 
ment System is provisioned to gather traffic Statistics from 
the remote devices in order to implement load balancing and 
other traffic management functions. 
0098. Upstream Data Rate Adjustment 
0099. The remote device may transmit data at rates that 
are selectable in increments of 128 Kbps. Preferably, the 
maximum transmit rate of the remote device is determined 
at Subscription time. The network operator's equipment 
Sends credit control packets with transmit rates, “data rate', 
encoded in them according to the following table: 

TABLE I 

“dataRate Transmit Special Command or 
Encoding Rate (kbs) Notes 

OxOO O Trans. Off, cease sending data or response 
packets 

OxO1 128 Basic default rate 
OxO2 256 
OxO3 384 
OxO4 512 

OxOc 1,536 
Oxf 32,640 

0100. In response, the remote devices utilize the param 
eter "dataRate” for configuring itself to transmit at the 
commanded data rate. 

0101 Power Level Adjustment 
0102) The network management system may also be 
altered to transmit power level of the remote device 72, 74. 
In operation, the remote device Searches for an appropriate 
level of power at which the network equipment receives or 
detects upstream data packets, or alternatively, the transmit 
ter level may be explicitly set by the network operator's 
equipment. The usual procedure entails the remote device 
Searching for an appropriate level until "heard” by the 
network equipment, and then the network equipment Sets the 
power level. When the remote device 72 receives a credit 
packet having a level value of Zero for the power level 
Setting, it Sets the transmit power at maximum attenuation. 
AS a consequence, done packets Sent upstream will not be 
received by the network equipment. The following table 
depicts a typical transmit power gain implemented in the 
upstream channel: 

TABLE II 

“power” Gain 

OxO min. transmit level -1.25 dB/mv 
Ox1 +2.75 dB/mv 
Ox2 +6.75 dB/mv 
Ox3 +10.75 dB/mw 
Ox4 +14.75 db.fmv 

Oxf +58.75 db.fmv 

0103) A remote device transmission level state machine is 
depicted in FIG. 4C. As illustrated, when a credit packet is 
received with a level value of “power'-0x1, the remote 
device enters a "searching State and Starts transmitting with 
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the level set to +2.75 dB/mV. AS seen, the remote device 
searches for the level that can be “heard” by the network 
management System and Stops the Search and goes into the 
“fixed' State when it sees a credit packet with an explicit 
level powerz1. Any time the remote device receives a credit 
packet with the level Step 21, it goes back into the “Search 
ing State and re-starts the power level Search again while in 
the Searching State. The remote device transmits at least two 
responses at a level before incrementing to the next. The 
network equipment adjusts the power level of the remote 
device any time by changing the level in a credit control 
packet. For dedicated channels, the credit packet is Set with 
unlimited credit to change remote device transmit power and 
not otherwise affect the channel assignment. The remote 
device waits for a unique packet that is in the process of 
being transmitted to finish before the power level is changed. 
0104 Upstream Frequency Adjustment 
0105 The network management equipment automati 
cally adjusts the remote device's transmit carrier frequency 
in increments of 1 kHz by way of a “ctlFreq parameter 
transmitted in a credit control packet. The upstream transmit 
frequency may be altered at any time. For dedicated chan 
nels, a credit packet is Set with an unlimited credit to change 
the remote devices frequency and otherwise not change the 
channel assignment. The remote device waits for any packet 
that is in the process of being transmitted before changing its 
frequency. The following table depicts hexadecimal values 
for the parameter"ctlFreq and associated upstream transmit 
frequencies: 

TABLE III 

OxOOOOOOOO 0.000 Mhz. 

OxOOOO1388 S.OOO Mhz. 
OxOOOO1339 5.001 Mhz. 
OxOOOO138a S.OO2 Mhz. 

OxOOOff 1,048.575 Mhz 

0106. On initial power-up, the remote device sets its 
upstream transmit frequency to 4 MHZ until it has received 
a credit or polled packet from the network management 
System instructing a different frequency. Similarly, in the 
Situation where upstream channels are defined by time slots, 
channel adjustment is made by changing the slot(s) at which 
a remote device is assigned. 
0107 Configuration of Remote Device 
0108 FIG. 5 illustrates a sequence of operations used for 
connecting a new Subscriber to the network. In Step 1, a 
Subscriber acquires a cable and installs a hardware modem 
(e.g., remote device 48). Prior to installing the software the 
network operator provides an account number to the Sub 
Scriber. The cable modem user interface device, during 
installation, prompts the Subscriber for the account number. 
Thereafter, the Software automatically configures the down 
stream MAC address for the remote interface device 48. In 
the preferred operation, the network operator also provides 
the Subscriber with the downstream channel to which the 
remote device shall be tuned or slotted. Configuration fea 
tures in the remote device include a) variable data transmis 
Sion rates which are available and parameters of the remote 
device to indicate the various upstream data rates the Sub 
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Scriber's equipment desires and is able to operate (the 
default data rate is 128 Kbps); b) a credit scale which 
indicates the units of packets, e.g. data length, the remote 
interface is able to transmit (remote interface device Sup 
ports packet based credits as a default or packet length-based 
credits as an option); and c) a transmitter carrier range 
wherein the network management equipment issues credit to 
transmit at a particular frequency (or time slot) of an 
upstream channel. These optional features are detected by 
the network equipment through flag option queries, credit 
packets and done responses. 

0109) In step two of FIG. 5, the subscriber has completed 
installation proceSS and has powered on the remote device 
72.74. At this point, the network operator's equipment 
begins polling with CMD CREDIT or CMD POLL packets 
that are addressed to temporary addresses programed into 
the downstream MAC address, “downMacAddr.” At this 
Stage, the network equipment uses an arbitrary number for 
the assigned IP address. Although CMD POLL packets are 
transmitted to the remote devices 72 and 74, they do not 
distinguish between the command types. The network man 
agement System will Send instructions during the initial poll 
with the power level setting set at the lowest level 0x01 and 
no credit granted. The network management equipment 
requests the remote device's upstream MAC address, trans 
mit power level, and configuration number “series.ID'. As 
indicated earlier, the power level Setting 0x01 is Selected 
when the network equipment commands the remote device 
to search for the current power level. The remote device 
responds to the CMD POLL packet with RSP POLL packet 
as indicated in step 3 of FIG. 5. Because the transmit power 
level may not be correct in the first instance, the response by 
the remote device may not be received by the network 
operator's equipment. For this reason. the network manage 
ment equipment may issue a repeated CMD POLL packet 
as indicated in Step 2. 

0110. In step four of FIG. 5 the network management 
System receives the response from the remote device and 
generates a configuration message CMD CONF. This is 
addressed to the remote device's temporary MAC address 
based on the account number assigned to the remote device. 
The remote device decodes the CMD CONF packet and 
configures the Subscriber IP address and the downstream 
MAC address, and thereafter, Switches to receive packets at 
the new IP address and MAC address. The network opera 
tor's equipment follows the CMD CONF message with a 
CMD POLLI or CMD CREDIT packet which is addressed 
to the remote device's new IP and MAC addresses, as 
indicated in Step 5. In Step 6, a response from the remote 
device confirms the re-configuration. 

0111 When the network management system receives 
the response poll packet as indicated in FIG. 5, it inspects 
the series.ID. For new remote devices or remote devices that 
have lost their configuration, the Series.ID is set to Zero to 
inform the network management System of a need for 
re-configuration. For an established remote device the 
series.ID is set to the last value received in the CMD CONF 
message, and then the network operator's equipment deter 
mines if re-configuration is required. To reconfigure the 
remote device, network operator's equipment implements 
steps 4, 5 and 6 of FIG. 5. 
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0112 Downstream Packet Filtering 

0113. The remote device filters packets on the down 
Stream channel using the destination MAC address of the 
Ethernet frame. The downstream MAC address "downMac 
Addr” is assigned to the remote device by the network 
equipment. The IP address of the remote equipment is 
assigned as part of an installation Scheme and can be 
changed as requested by the cable operator. The remote 
device receives packets that are addressed either to its 
assigned IP address. IP multicast address or IP broadcast 
address. The IP address assigned to the remote device is used 
as the destination address on the downstream channel and as 
the Source address of the upstream channel. The remote 
device discards packets received with destination MAC 
addresses not assigned to it. The remote device is provi 
Sioned to prevent risk of listening which cannot be defeated 
by re-programming or Switch Settings. An initial default 
assigned IP address can also be assigned to the remote 
device. The remote device also receives packets with an 
Ethernet broadcast address or assigned multicast addresses. 

0114. Account Management 

0115 The network management system is also provided 
with billing management functions including the ability to 
keep track of byte counts and packet counts. Usage infor 
mation is tracked and collected based on IP Source and 
destination addresses. Generally, information collected by 
the billing management function of the network manage 
ment System includes a billing record ID, billing data 
collecting device ID, date, time, client ID, client IP address 
and activity records. Monitored account activity includes 
upstream/downstream packet counts, upstream/downstream 
byte counts, and other activity on the network, including 
quality of Service compliance Statistics. 

0116. In addition, the network management system is 
provided with account management functions which permit 
the network operator to add or delete a client from the 
database, to modify or reconfigure client information, or to 
initiate an installation/re-configuration process. Further 
more, the account management function displays the State of 
remote devices, e.g., whether it is not configured, in test, 
non-responsive, active, residing on a dedicated or shared 
channel or idled. The account manager also displays usage 
Statistics and currently available billing records. The opera 
tor may also Suspend Service to a remote device, as well as 
distribute new or upgraded network operating Software to 
remote devices. 

0117 Based on the teachings hereof, variations of the 
disclosed embodiments are apparent to those skilled in the 
art. Although a two-way cable and telephony return cable 
Systems are illustrated, the invention also embraces wireless, 
optical, fiber, Satellite broadcast and cellular Systems. Return 
paths may include telephone, router and RF transmission 
links, Such as point-to-point radio frequency linkS. Other 
adaptations and Substitutions of other components and Steps 
are also evident from the teachings hereof. Thus, we do not 
intend to limit our invention to what is depicted or described, 
but instead, include all Such adaptations, modifications and 
Substitutions now known or which may become known to 
those skilled in the art. 
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We claim: 
1. A two-way asymmetric communication System having 

independently Scalable upstream and downstream paths that 
enable remote data processor devices to communicate with 
a Server, Said System comprising: 

a common routing/Switching backplane for providing 
intercommunication Services among multiple commu 
nication devices including Said Server, 

an independent upstream controller in communication 
with Said backplane operating in accordance with an 
upstream protocol for receiving information packets 
from Said remote data processor devices, Said upstream 
controller including network operating algorithms for 
analyzing response packets transmitted by Said down 
Stream controller to determine operational Status of an 
identified remote data processor device, 

an independent downstream controller in communication 
with Said backplane for transmitting data packets to 
Said remote data processor devices in accordance with 
a downstream protocol, Said independent downstream 
controller being operative to transmit control packets 
directed to an identified remote data processor device 
that instructs Said device to respond with predetermined 
information in accordance with Said control packet, and 

a network manager in communication with Said indepen 
dent upstream and downstream controllers through Said 
backplane for effecting management of two-way com 
munications between Said remote data processor 
devices and Said Server. 

2. The two-way communication System as recited in claim 
1 including multiple Sub-channels in a downstream path and 
a bandwidth manager for dynamically balancing traffic loads 
in the downstream path in order to provide greater use of 
available downstream channels according to give in traffic 
conditions. 

3. The two-way communication System as recited in claim 
1 wherein Said independent upstream and downstream con 
trollers comprise Separate and independent hardware com 
ponents including interface cards mounted in a rack. 

4. The two-way communication System as recited in claim 
1 wherein Said common Switching/routing backplane com 
prises an Ethernet LAN hub. 

5. The two-way communication System as recited in claim 
1 wherein Said downstream controller effects transmission of 
control packets that detect assignment of upstream transmit 
frequency utilized by a remote processor device, and Said 
remote processor device assembles and transmits response 
packets which contain information indicative of the 
upstream transmit frequency being used by Said remote 
processor device. 

6. The two-way communication System as recited in claim 
1 wherein Said downstream controller applies forward error 
correction to control packets transmitted on Said down 
Stream channel. 

7. The two-way system as recited in claim 5 wherein said 
forward error correction includes Reed Solomon encoding 
and interleaving of information packets. 

8. The two-way communication System as recited in claim 
1 wherein Said remote device includes operating routines for 
assembling and transmitting Viterbi-encoded upstream 
packets. 
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9. The two-way communication System as recited in claim 
1 wherein Said network manager effects configuration man 
agement of Said remote devices by effecting issuance of 
control packets that perform at least one of assigning an 
upstream response frequency; adjusting an upstream trans 
mitter; assigning an IP address, assigning a local MAC 
address, assigning an upstream transmit data rate; effecting 
reporting of Status, effecting a transmission of data by Said 
remote processor device; assigning a shared channel for use 
by Said remote processor device; and assigning a dedicated 
channel for use by a remote processor device. 

10. In a two-way asymmetric communication System for 
effecting communications between a Server and a plurality 
of remote processor devices over a high-Speed downstream 
channel and a lower Speed upstream channel interposed 
between Said Server and Said remote processor devices, the 
improvement comprising: 

a shared medium including plural channels that respec 
tively convey information to remote devices in com 
munication with Said Server, and 

a network management System for monitoring usage in 
Said plural channels and balancing traffic loads in Said 
plural channels. by distributing traffic therein in a way 
to increase utilization of available bandwidth over said 
shared medium. 

11. The improvement as recited in claim 10 wherein said 
network management System balances traffic loads in accor 
dance with at least one of available bandwidth in said shared 
downstream medium, utilization of respective channels in 
the downstream medium, detecting desired levels of Service 
requested by remote data processor devices, utilizing class 
of Service assigned to Said remote data processor devices 
and determining the amount of guaranteed bandwidth 
assigned to others of Said remote devices. 

12. The improvement as recited in claim 10 wherein said 
network management System effects assignment of upstream 
transmit frequencies to remote processor devices in accor 
dance with available upstream channels and quality of Said 
upstream channels. 

13. The improvement as recited in claim 10 wherein said 
network management System provides forward error correc 
tion to control packets transmitted over Said downstream 
channel to Said remote processor devices. 

14. In an asymmetric communication System for effecting 
communications between a Server and a plurality of remote 
processor devices over a high-Speed downstream channel 
and a lower Speed upstream channel interposed between said 
Server and Said remote processor devices, the improvement 
comprising: 

an independently operating downstream controller for 
transferring information to Said remote processor 
devices, 

an independently operating upstream controller for 
receiving information from Said remote processor 
devices, and 

a configuration manager utilizing each of Said upstream 
and downstream controllers to assign and, by obtaining 
feedback from Said remote processor devices, to con 
firm assignment of an IP address to a remote processor 
device based on a detected identification of Said remote 
processor device when connected to and operating on 
Said network. 
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15. The asymmetric network as recited in claim 14 
wherein Said configuration manager further includes rou 
tines for constructing upstream power levels at which Said 
remote processor device is to transmit, and Said remote 
processor device transmits the response packet containing 
information confirming assignment of its transmit power 
level. 

16. The asymmetric network as recited in claim 15 
wherein Said configuration manager and Said remote pro 
ceSSor device iteratively issues instructions to Set the power 
level, to transmit at Said Set power level and to continue to 
reset said power level until the desired power level is 
reached as detected at Said upstream controller. 

17. The two-way asymmetric network as recited in claim 
14 wherein Said configuration manager further includes 
routines for adjusting frequency assignments to be utilized 
by Said remote processor devices transmit upstream to Said 
upstream controller. 

18. The two-way asymmetric network as recited in claim 
14 wherein Said upstream controller includes digital Signal 
processors for analyzing and registering in a memory the 
quality of upstream transmissions by Said remote processor 
devices. 

19. The two-way asymmetric network as recited in claim 
18 wherein assignment of upstream channels to Send remote 
processor devices is made in accordance with information 
analyzed by Said digital Signal processors. 

20. The two-way asymmetric network as recited in claim 
18 wherein Said downstream controller utilizes quadrature 
amplitude modulation techniques for transmitting digital 
beta Signals downstream to Said remote processor devices. 

21. The two-way asymmetric network as recited in claim 
20 wherein said remote processor devices utilizes VSB 
modulation techniques for encoding information signals 
transmitted upstream to Said upstream controller. 

22. The two-way asymmetric network as recited in claim 
14 wherein Said remote processor device includes a proces 
Sor for receiving network operating Software automatically 
downloaded from configuration manager. 

23. The two-way asymmetric network as recited in claim 
14 wherein Said configuration manager issues control pack 
ets that assign one of shared channel used and dedicated 
channel use two-way remote processor device. 

24. The asymmetric network as recited in claim 14 
wherein Said configuration manager issues the control 
packet containing information that assigns the class of 
Service level for a remote processor device connected to Said 
network. 

25. In a wireleSS communication System for effecting 
asymmetric communications between a Server and a plural 
ity of remote processor devices over a high-speed RF 
broadcast channel and a lower Speed upstream channel 
interposed between said Server and Said remote processor 
devices, the improvement comprising: 

an independently operating downstream controller for 
broadcasting information to Said remote processor 
devices, 

an independently operating upstream controller for 
receiving information from Said remote processor 
devices, and 

a configuration manager in communication with each of 
Said upstream and downstream controllers and being 
operative to assign and, by obtaining feedback from 
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Said remote processor devices, to confirm assignment 
of an IP address to a remote processor device based on 
a detected identification of Said remote processor 
device when connected to and operating on Said net 
work. 

26. The wireless network as recited in claim 25 wherein 
Said RF broadcast channel is carried in at least one of a 
CATV broadcast network; a direct broadcast Satellite net 
work; and a cellular network. 

27. The wireless network as recited in claim 25 further 
including a configuration manager that includes routines for 
instructing upstream power levels at which Said remote 
processor device is to transmit, and Said remote devices 
transmit the response packet containing information con 
firming assignment of its transmit power level. 

28. The wireless network as recited in claim 25 further 
including a configuration manager that transmits control 
packets to Said remote devices to effect configuration thereof 
according to configuration parameters, and Said remote 
devices transmit the response packet containing information 
confirming operation of Said remote device in accordance 
with Said configuration parameters. 

29. The wireless network as recited in claim 28 wherein 
Said configuration parameters include at least one of: 
upstream channel assignment; address assignment; trans 
mission credit value; and bandwidth allocation. 

30. In an asymmetric network having respective upstream 
and downstream communication paths for enabling a plu 
rality of remote devices to receive information from a host 
over a shared medium, the improvement comprising: 

plural downstream channels operating over Said shared 
medium, and 

a network manager for providing bandwidth management 
of downstream bandwidth allocated to respective 
remote devices over Said plural downstream channels. 

31. The improvement as recited in claim 30 wherein said 
network manager further includes operative routines for 
detecting Service requests for requested bandwidth, for 
assessing bandwidth utilization of respective downstream 
channels on Said shared medium, and for assigning addi 
tional downstream bandwidth to remote devices in accor 
dance with Said utilization and Service requests. 

32. The improvement as recited claim 30 wherein said 
network manager further includes operative routines for 
balancing loads among respective channels on a downstream 
medium of Said asymmetric network. 

33. The improvement as recited in claim 30 wherein said 
network manager includes operative routines for monitoring 
channel usage in the upstream path shared by multiple 
remote devices and for allocating upstream bandwidth to 
remote devices in accordance with available bandwidth and 
Service requests. 

34. The improvement as recited in claim 31 wherein said 
remote devices include operative routines for determining 
and gathering Statistical data relating to operating charac 
teristics thereof and for reporting Said Statistical data to Said 
network manager. 

35. The asymmetric network as recited in claim 34 
wherein Said network manager utilizes Said reported Statis 
tical data for allocating upstream channels to Said remote 
devices. 

36. In a wireleSS asymmetric network having respective 
upstream and downstream communication paths for 
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enabling a plurality of remote devices to receive information 
from a host over a broadcast medium, the improvement 
comprising: 

plural downstream channels operating within Said shared 
medium and 

a network manager for providing bandwidth management 
of downstream bandwidth allocated to respective 
remote devices over Said plural downstream channels. 

37. In a wireleSS network having respective upstream and 
downstream communication paths for enabling a plurality of 
remote devices to receive information from a host over a 
broadcast medium, a method for allocating downstream 
bandwidth comprising the Steps of: 

providing plural downstream channels operating within 
Said shared medium, and 

allocating downstream bandwidth to respective remote 
devices over Said plural downstream channels in accor 
dance with bandwidth utilization, available bandwidth, 
and demand for bandwidth by said remote devices. 

38. The method as recited in claim 37 further including 
the Step of configuring Said remote devices in accordance 
with control packets transmitted on a downstream channel. 

39. The method as recited in claim 38 wherein said 
configuring includes assigning at least one of an address, 
upstream channel, transmit power level and transmission 
credit level. 

40. A method for managing bandwidth in an asymmetric 
network and multiple remote devices in communication with 
a Server over a shared medium, Said method comprising: 

monitoring channel usage on a downstream medium to 
detect available Spectrum, 

detecting a request for Service by at least one remote 
device connected to Said asymmetric network, and 

allocating bandwidth from a portion of available Spectrum 
on Said downstream channel. 

41. The method as recited in claim 40 further including 
the Step of balancing the load Substantially equally among 
plural channels of a downstream medium. 

42. The method as recited in claim 40 wherein said 
network include plural upstream channels, further including 
the Steps of monitoring channel usage in the upstream 
channels, determining available bandwidth or available 
channels in Said upstream channels, detecting Service 
requests for the transmission of upstream data from at least 
one remote device, and allocating available upstream band 
width to Said remote devices in Said upstream channels in 
accordance with detection of Said Service requests. 

43. The method as recited in claim 40 wherein said 
network includes plural upstream channels, further includ 
ing gathering Statistical data related to operating quality of 
Said upstream channels, determining on the basis of Statis 
tical data the operative quality of Said upstream channels, 
and marking respective upstream channels as available, 
unusable in accordance with Said operating quality. 

44. The method as recited in claim 43 further including 
the Step of assigning upstream channels in accordance with 
operating quality. 

45. The method is recited in claim 44 wherein said 
operating quality includes at least one of Signal-to-noise 
ratio, CRC error rate, noise floor level, and Signal quality. 
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46. The method as recited in claim 40 wherein said shared 
medium comprises one of: an RF broadcast medium; a direct 
broadcast satellite network; and a CATV broadcast network. 

47. The method as recited in claim 46 wherein said 
asymmetric network includes at least one upstream channel 
that is carried in a medium Selected from at least one of a 
PSTN network; a router return network; an RF broadcast 
network; an RF transmission network; and a CATV network. 

48. The method as recited in claim 40 further including 
the Step of returning upstream information from Said remote 
device by a telephony return link. 

49. The method as recited in claim 40 further including 
transmitting information in Said network in accordance with 
at least one of an internet protocol; and an ATM protocol. 

50. An asymmetric network including at least one down 
Stream channel and plural upstream channels, Said network 
utilizing control and response packets for managing con 
figuration of multiple remote devices that receive informa 
tion from a host over a shared downstream medium, Said 
network comprising: 

a network manager for generating a control packet that 
contains control information for effecting at least one 
of upstream channel assignment; transmit power level; 
address assignment, and data transmission credit level, 
and 

a controller located in Said remote device that responds to 
Said control packet by transmitting information on said 
upstream channel in accordance with at least one of 
Said upstream channel assignment, transmit power 
level, address assignment or data transmission credit 
level. 

51. The asymmetric network as recited in claim 50 
wherein Said control packet effects a request for Status 
information and Said response packet generated by Said 
controller reports requested Status to Said network manager. 

52. The asymmetric network as recited in claim 50 
wherein Said controller of Said remote device generates a 
response packet which confirms configuration thereof by 
reporting to Said network manager at least one of Said 
assigned upstream channel; transmit power level; address 
assignment, and transmission credit used by Said remote 
device. 

53. The asymmetric network system is recited in claim 50 
wherein Said network manager includes a downstream con 
troller that encapsulates Said control packets with header and 
trailer information, and transmits Said control packet over 
Said downstream medium. 

54. The asymmetric network as recited in claim 53 
including a downstream controller that encapsulates Said 
control packets in accordance with an IP protocol. 

55. The asymmetric network as recited claim 53 including 
a downstream controller that encapsulates Said control pack 
ets in accordance with an ATM protocol. 

56. The asymmetric network as recited in claim 50 
wherein Said network manager downloads network operat 
ing routines to Said remote devices in order to alter the rules 
of interpreting Said control packets in accordance with 
updated algorithms. 

57. The asymmetric network as recited in claim 50 
wherein Said network manager provides configuration man 
agement of at least one of a remote device address, trans 
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mitter power level assignment, frequency assignment of 
upstream transmit channel; and time slot assignment of an 
upstream channel. 

58. The asymmetric network as recited in claim 50 
wherein Said network manager issues control packets to 
effect gathering and reporting of traffic Statistics. 

59. The asymmetric network as recited in claim 50 
wherein Said network manager monitors and reports usage 
activity of Said remote devices. 

60. The asymmetric network as recited in claim 50 
including a downstream controller that applies forward error 
correction to control packets transmitted on Said down 
Stream medium. 

61. The asymmetric network as recited in claim 50 
including a downstream controller that applies encryption to 
information packets transmitted on Said downstream 
medium. 

62. The asymmetric network as recited in claim 50 
wherein Said shared medium comprises one of an RF 
broadcast medium, a CATV broadcast medium, an RF 
transmission and a direct Satellite broadcast medium. 

63. The asymmetric network as recited in claim 62 
wherein Said asymmetric network includes an upstream 
medium that comprises one of: a PSTN network; a CATV 
network, an RF transmission; and a router return network. 

64. An asymmetric network System including upstream 
and downstream channels and utilizing control and response 
packets for managing bandwidth and configuration param 
eters of multiple remote devices in communication with a 
host over a shared downstream medium, Said network com 
prising: 

a first controller located at a head end of Said asymmetric 
network System, to generate a configuration control 
packet that contains control information for effecting at 
least one of upstream channel assignment, transmit 
power level, address assignment, and data transmission 
credit level, 

a Second controller located at a head end of Said network 
management System to generate a bandwidth manage 
ment control packet that effects allocation of bandwidth 
on Said shared downstream medium to Said remote 
devices, and 

a third controller located at at least one of Said remote 
devices that responds to Said control packet by trans 
mitting information on Said upstream channel in accor 
dance with at least one of Said upstream channel 
assignment, transmit power level, address assignment 
and data transmission credit level. 

65. The asymmetric network system as recited in claim 64 
wherein Said first controller generates Said configuration 
control packet according to registration information pro 
Vided by a network operator including IP address assignment 
and account administration information. 

66. The asymmetric network system as recited in claim 64 
wherein Said first controller generates Said configuration 
control packet for a given remote device according to 
available unused channels, channel usage by other remote 
devices, available upstream bandwidth, bandwidth guaran 
teed to other remote devices, channel usage, class of Service 
of Said given remote device and requested demand for 
bandwidth of Said given remote device. 
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67. The asymmetric network system as recited in claim 64 
wherein Said downstream medium comprises a wireleSS 
broadcast medium. 

68. The asymmetric network system as recited in claim 64 
wherein Said downstream medium comprises a telephony 
return upstream channel. 

69. The asymmetric network system as recited in claim 64 
wherein Said downstream medium comprises an RF broad 
cast and Said upstream channel is carried in an RF trans 
mission. 

70. A method for managing configuration of a remote 
device in an asymmetric network wherein plural remote 
devices communicate with a host over a shared downstream 
medium of Said asymmetric network, Said method compris 
ing the Steps of 

generating a control packet that contains control informa 
tion to effect at least one of upstream channel assign 
ment; transmit power level assignment; address assign 
ment; and data transmission credit level, 

transmitting Said control packet over Said downstream 
medium to Said plural remote devices, 

receiving Said control packet by at least one of Said plural 
remote devices, and 

Said remote device responding to Said control packet to 
effect operation of at least one of Said upstream channel 
assignment, power level assignment, address assign 
ment and data transmission credit level. 

71. The method as recited claim 70 further including the 
Step of encapsulating Said control packet in accordance with 
a communication protocol prior to transmitting Said control 
packet over Said downstream medium. 

72. The method as recited in claim 70 wherein said 
encapsulating Step includes forming packets in accordance 
with an IP protocol. 

73. The method as recited in claim 70 wherein said 
encapsulating Step includes forming packets in accordance 
with an ATM protocol. 

74. The method as recited in claim 70 further including 
the Steps of downloading network operating Software to Said 
remote devices, and Said remote devices executing Said 
downloaded network operating Software to generate 
response packets in response to Said control packets. 

75. The method as recited in claim 70 further including 
the Step of gathering and reporting traffic user Statistics by 
Said remote devices. 

76. The method as recited in claim 70 further including 
the Step of monitoring and reporting user activity in Said 
asymmetric network. 

77. The method as recited in claim 70 further including 
the Step of applying forward error correction to control 
packets transmitted over Said downstream medium. 

78. The method as recited in claim 70 further including 
the Step of applying encryption to information packets 
transmitted to Said remote devices over Said downstream 
channel. 

79. The method as recited in claim 74 further including 
downloading network operating Software that alters the 
format of Said control and response packet in order to change 
response characteristics of Said remote devices. 

80. A method for managing bandwidth allocated to a 
remote device in an asymmetric network wherein plural 
remote devices communicate with a host over a shared 
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downstream medium of Said asymmetric network, Said 
method comprising the Steps of 

determining downstream bandwidth utilization among 
plural remote devices and Said asymmetric network, 

determining unused spectrum in Said downstream chan 
nel, 

polling Said remote devices to determine bandwidth 
demand of at least one of Said remote devices, and 

allocating unused spectrum to at least one of Said remote 
devices in accordance with Said downstream bandwidth 
utilization. 

81. The method as recited claim 80 wherein said allocat 
ing Step further includes the Step of generating a control 
packet to effect Said allocating, Sending Said control packet 
to a downstream controller, and encapsulating Said control 
packet by Said downstream controller in accordance with a 
communication protocol prior to transmitting Said control 
packet over Said downstream channel. 

82. The method as recited in claim 81 wherein said 
encapsulating Step includes forming packets in accordance 
with an IP protocol. 

83. The method as recited in claim 81 wherein said 
encapsulating Step includes forming packets in accordance 
with an ATM protocol. 

84. The method as recited in claim 80 further including 
the Steps of downloading network operating Software to Set 
remote devices, and Said remote devices executing Said 
downloaded network operating Software to generate 
response packets in response to Said control packets. 

85. The method as recited in claim 80 further including 
the Step of gathering and reporting traffic user Statistics by 
Said remote devices. 

86. The method as recited in claim 80 further including 
the Step of monitoring and reporting user activity in Said 
asymmetric network. 

87. The method as recited in claim 81 further including 
the Step of applying forward error correction to Said control 
packet transmitted over Said downstream channel. 

88. The method as recited in claim 81 further including 
the Step off applying encryption to information packets 
transmitted to Said remote devices over Said downstream 
channel. 

89. The method as recited in claim 81 wherein said 
downstream medium comprises one of an RF broadcast 
network; a direct satellite broadcast network; and a CATV 
network. 

90. A remote device for use in an asymmetric network 
communication System which includes at least one high 
Speed downstream channel operating over a shared medium, 
Said remote device comprising: 

an RF interface for receiving high-speed data transmis 
Sion over at least one of Said downstream channels, 

a microprocessor controller for receiving control packets 
from a network management System, Said control 
packet including control information for effecting con 
trol of at least one of upstream channel assignment, 
transmitter level, remote address assignment, and trans 
mission credit value allocated to Said remote device, 
and 

Said microprocessor controller being responsive to Said 
control packet to effect operation at Said remote inter 
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face of at least one of Said upstream channel assign 
ment, transmit power level, remote address assignment 
and transmission credit value. 

91. The remote device as recited in claim 90 wherein said 
microprocessor controller confirms the operation of Said 
remote interface at at least one of Said upstream channel 
assignment, transmit power level, remote address assign 
ment and transmission credit value by returning a response 
packet to Said network management System confirming Said 
operation. 

92. The remote device as recited in claim 90 further 
including operative routines for gathering Statistical opera 
tional data about Said remote device, and for reporting Said 
Statistical operating data to Said network management Sys 
tem. 

93. The remote device as recited in claim 90 wherein said 
microprocessor controller receives network operating Soft 
ware downloaded from Said network management System, 
Said network operating Software being used for interpreting 
control packets to effect operation of Said remote interface. 

94. The remote device as recited in claim 90 wherein said 
microprocessor controller unencapsulates Said control pack 
ets in order to decipher the information content thereof. 

95. The remote device as recited in claim 90 further 
including an upstream transmit power responsive to Said 
microprocessor controller for transmitting upstream data 
packets to Said network management System. 

96. The remote device as recited in claim 90 wherein said 
microprocessor controller applies error correction to Said 
information packets transmitted upstream to Said network 
management System. 

97. The remote device as recited in claim 90 further 
including a Second RF interface for effecting the transfer of 
RF data Signals in an upstream transmission to Said network 
management System. 

98. The remote device as recited in claim 90 further 
including a cable return interface for generating upstream 
information and response packets for transmission to Said 
network management System. 

99. The remote device as recited in claim 90 further 
including network operating Software for use with a tele 
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phone return modem of a remote computer to effect trans 
mission of upstream packets to Said network management 
System. 

100. A method for use in a remote device in communi 
cation with an asymmetric network communication System 
including at least one high-Speed downstream channel oper 
ating over a shared medium, Said method comprising the 
Steps of 

receiving from a network management System an infor 
mation packet containing configuration data including 
at least one of a remote device address assignment, 
upstream channel assignment, transmit power level and 
a transmission credit value, and 

effecting operation of Said remote device in accordance 
with at least one of Said remote device address assign 
ment, upstream channel assignment, transmitter power 
level and transmission credit value. 

101. The method as recited in claim 100 further compris 
ing the Step of: 

reporting operation of Said remote device to a network 
management System, Said reporting including confirm 
ing the operation in accordance with at least one of Said 
address assignment, channel assignment, transmit 
power level and credit value. 

102. The method as recited in claim 100 further including 
the steps of gathering statistical operation of data about Said 
remote device and reporting Said Statistical operating data to 
a network management System. 

103. The method as recited in claim 100 further compris 
ing the Step of Viterbi-encoding packets that are transmitted 
upstream to a network management System. 

104. The method as recited in claim 100 further including 
the Step of applying error correction to Said information 
packets transmitted upstream to Said network management 
System. 


