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a print batch and a t least one assigned individual security rationale. I f reconstructed properties o f the modified barcode (130, 152)

and corre- sponding original properties o f the modified barcode (130, 152) stored in the central data^ base (162) are identical, a

message (204) that the barcode i s an original barcode, otherwise the message (204) that the barcode i s not the original barcode i s

generated, stored in the central database (162) and sent t o a querying party. The present invention allows serializing products b y

using a barcode ( 1 10) in a manner which i s effective against counterfeiting b y enhancing the security o f the barcode ( 1 10) b y al¬

lowing a differentiation between a n original barcode and a copied barcode.



Authentication Feature in a Barcode

Field of the invention

The present invention relates to a method for serializing products by using a barcode and to

a related method for checking the authenticity of the barcode used in serializing products.

Background of the invention

Illegal activities in connection with branded products, also denoted as "product piracy",

cover a multitude of frauds. To fight against this racketeering, product serialization is a

technology usually deployed, by which a sold item carries an individual number which

allows product tracking. For serialization purposes, a barcode, in particular a standard bar

code, such as a linear code type, a Data Matrix barcode, or a QR, is printed on a product

packaging. This measure allows a comfortable reading of the barcode which is possible

with standard readers available on the market. However, the price for this simplicity is an

opportunity for an easy reprint of the barcode by product counterfeiters. Therefore, it is

nearly impossible to prove an originality of a product through scanning the barcode. In

other words, serialization is effective to fight against criminal activities in the supply chain,

such as occurring in gray markets, however, it has turned out not to be effective enough

against counterfeiting. To enhance the security of a barcode, mechanisms that allow differ

entiating between an original barcode and a copied barcode still have to be developed.

In the field of authentication and copy detection of printed documents, including but not

limited to barcodes, a large number of methods have been proposed so far. These methods

can generally be grouped into a first group adapted to alter the original print in a fashion

that may prevent reproduction, a second group adapted to detect individual product proper

ties after printing, a third group that rely on various types of additives, and a fourth group

using an encryption of serial numbers.

Herein, the first group of methods proposes overlaying special copy detection patterns over

a template, such as described in US 8,893,974 B2, EP 1780636 Bl, EP 2339547 Bl, US

7,229,025 B2, US 2010/0080471 Al, EP 1514227 Bl, EP 1319219 Bl; EP 1433305 Bl,



US 7,630,51 1 B2, or WO 2015/067725 Al. These methods usually rely on a loss of infor

mation during a reproduction of a print. Therefore, these methods, which are also denoted

by the term "steganography", make use of detailed microstructures that are overlaid with

primary information, such as the kind of print or the barcode. However, problems arise in

practice since the copy detection pattern may either be difficult to apply as a result of its

size which requires to be very small otherwise it may be easily copied, as, e.g., shown in

EP 1433305 Bl, or the pattern may degrade the quality of the original print by manipulat

ing a contrast, such that the barcode may receive insufficient grades if checked, e.g., ac

cording to ISO/IEC 15414 or 16022. In order to be effective, the protection pattern has

typically to be printed with high accuracy by using offset technology with a resolution

lower than 50 µιη.

The second group of methods, as, e.g., disclosed in US 7,533,062 B2, WO 2009/097947

A l or WO 2013/130946 Al, is adapted to analyze each print after its generation in order to

detect individual properties, such as ink- flows, geometric defects, or contrast alterations,

which may be stored in a separate location. Based on this information, the original is gen

erally distinguishable from a reproduction. However, for this purpose these methods usual

ly require additional equipment, e.g. a camera, in order to analyze the printed barcode after

its generation.

The third group of methods, as, e.g. disclosed in DE 10201 1051816 A l or EP 1690697 Al,

employs special inks which are adapted to allow differentiating the original from a repro

duction. However, the scope of these methods is limited in consequence of an application

of special machinery adapted to apply these kinds of inks or to superimpose structures

comprising ink dots as well as to devices adapted to analyze whether the print is the origi

nal or a reproduction.

The forth group of methods proposes an encryption of serial numbers in order to increase

security. EP 1719070 B l discloses a method for generating and distributing random codes

for serialization. The basic idea is using random serial numbers which are encrypted and,

thus, allow preventing a reverse engineering of the random number generation rationale.

Nevertheless, it may still easily be possible to compromise the system by copying the en

crypted number or string of letters as printed on the product packaging. Therefore, this

method does not provide sufficient protection against counterfeiting.

Further, US 2008/0164338 A l discloses a solution for a protection of documents against

altering, wherein a regular grid of dots are printed in an annular area. Based on parameters

which are retrieved from attributes in the document and combined with pseudo random



numbers the dots are individually displaced. Identifying unauthorized alterations of text

elements is performed by checking their positions against the grid. However, no barcodes

are used herein.

Further, US 2013/015236 discloses systems and methods for providing document certifica

tion and authentication using 2D barcodes.

Further, US 2013/228619 A l discloses utilizing natural variations in marked features on an

item as a way of establishing an identifier specific to that item, storing the identifier sepa-

rately from the item, and subsequently accessing the identifier to validate the identity of

the item.

Further, US 2015/083801 A l discloses a system for verifying the authenticity of a printed

mark which includes an image acquisition device that acquires an image of a printed mark.

In one implementation, the printed mark includes coded information associated with a veri

fied original item. The system may also include one or more processors that carry out ac

tions such as receiving the image from the image acquisition device; analyzing the image

to identify imperfections in the printed mark, retrieving a genuine mark signature from a

database of genuine mark signatures, comparing the identified imperfections with the

genuine mark signature, and determining whether the unverified item is authentic based on

the comparison.

Further, US 2015/169928 A l discloses a method of verifying an identity of a printed item

which includes capturing an image of the unverified printed item, wherein the unverified

printed item includes artifacts and at least some of the artifacts were not controllably pro

ducible in producing the unverified printed item; extracting information associated with the

artifacts of the unverified printed item; ranking the information associated with the artifacts

of the unverified printed item; retrieving stored ranked information associated with arti

facts of an original printed item from a storage device; and in each of a first and second

range of magnitudes, comparing the ranked information associated with the artifacts of the

unverified printed item with the ranked information associated with the artifacts of the

original printed item.

WO 2015/1 17915 discloses a method for providing and identifying specific properties in a

printed barcode. For this purpose, both a printer and a camera are required for recording

the specific properties during their production. However, for some applications, especially

for low-cost products, using a camera for this purpose is not acceptable from an economic



point of view. Therefore, it would be desirable to provide such a method which can be used

without the application of an additional camera.

Problem to be solved

It is therefore an object of the present invention to provide a method for serializing prod

ucts by using a barcode and a related method for checking the authenticity of the barcode

used in serializing products, which at least partially overcome the problems and shortcom-

ings of such methods and devices as known from the state of the art.

It is a particular object of the present invention to allow serializing products by using a

barcode which may be effective not only in fighting against criminal activities within the

supply chain but also against counterfeiting by enhancing the security of the barcode by

allowing a differentiation between an original barcode and a copied barcode.

It is a further particular object of the present invention to provide a method for serializing

products by using a barcode by which specific properties of the barcode which may act as

an authentication feature are introduced into the printed barcode, whereby a use of a cam-

era may neither be required for printing the authentication feature in the serialized barcode

nor for providing a reference for a later checking of the authenticity of the barcode.

Summary of the invention

This problem is solved by a method for serializing products by using a barcode and by a

related method for checking the authenticity of the barcode used in serializing products,

with the features of the independent claims. Preferred embodiments, which might be real

ized in an isolated fashion or in any arbitrary combination thereof, are listed in the depend-

ent claims.

As used in the following, the terms "have", "comprise" or "include" or any arbitrary

grammatical variations thereof are used in a non-exclusive way. Thus, these terms may

both refer to a situation in which, besides the feature introduced by these terms, no further

features are present in the entity described in this context and to a situation in which one or

more further features are present. As an example, the expressions "A has B", "A comprises

B" and "A includes B" may both refer to a situation in which, besides B, no other element

is present in A (i.e. a situation in which A solely and exclusively consists of B) and to a



situation in which, besides B, one or more further elements are present in entity A, such as

element C, elements C and D or even further elements.

Further, as used in the following, the terms "preferably", "more preferably", "particularly",

"more particularly" or similar terms are used in conjunction with optional features, without

restricting alternative possibilities. Thus, features introduced by these terms are optional

features and are not intended to restrict the scope of the claims in any way. The invention

may, as the skilled person will recognize, be performed by using alternative features. Sim i

larly, features introduced by "in an embodiment of the invention" or similar expressions

are intended to be optional features, without any restriction regarding alternative embodi

ments of the invention, without any restrictions regarding the scope of the invention and

without any restriction regarding the feasibility of combining the features introduced in

such way with other optional or non-optional features of the invention.

Since the present invention refers to a number of different aspects which are, however,

closely related to each other, an initial overview over the various aspects of the present

invention as well as their mutual relationship will be given.

First, a method for serializing products by using a barcode is applied in order to generate a

modified barcode, which is, subsequently, printed onto the product, whereby the authenti

cation feature is introduced into the barcode applied for serializing the product. Hereby, the

method for serializing products by using a barcode comprises at least steps i) to iii).

Second, a related method for checking the authenticity of barcode used in serializing prod-

ucts is applied in order to determine the authenticity of the product under investigation. For

this purpose, an image is taken of the modified barcode comprising the authentication fea

ture introduced by applying the method above, from which the serial number of the prod

uct and, subsequently, the authentication feature are acquired. By comparing with database

entries, the authenticity of the barcode may, thus, be confirmed or disproved. Hereby, the

method for checking the authenticity of the barcode used in serializing products comprises

at least steps a) to e) and, optionally, step f .

Since any of the methods according to the present invention may at least partially be per

formed using a computer-related implementation, a computer program including computer-

executable instructions as well as a data carrier having a data structure stored thereon com

prise further aspects of the present invention.



In a first aspect, the present invention relates to a method for serializing products by using

a barcode, wherein an authentication feature is introduced into the barcode by using a

printing modification. As already described above, the present method comprises the fo l

lowing steps step i) to iii). Herein, steps i) to iii) are preferably performed in the given or

der. Further, it may be feasible to perform two or more of the steps simultaneously or in an

overlapping fashion. Further, it may also be feasible to perform one, two or more of the

steps repeatedly, not depending on the fact whether other steps may be equally repeated.

Further, additional steps may be comprised which are not mentioned in the following.

Accordingly, the method for serializing products by using a barcode comprises the fo llow

ing steps:

i) providing print batch data by a central database, wherein the print batch data com

prise a batch of serial codes and at least one individual security rationale for modify

ing the barcode, whereby the security rationale is assigned to the barcode and a range

of sequential serial numbers is defined;

ii) transmitting the print batch data to a printing device, wherein the printing device is

designed for printing variable data;

iii) printing a modified barcode by using a single serial code out of the range of the se

quential serial numbers and the assigned individual security rationale as provided by

the print batch data, whereby an authentication feature is introduced into the barcode.

According to the present invention, the term "product" refers to an article to which a bar

code, as defined further below, is assigned to. For the purposes of the present invention, it

is of no particular relevance whether the product itself may be of any value or whether an

object, such as a document or a packaging, may refer to or comprise the product which

may be of some value, either in a commercial view, a personal view, or any other view. In

a first regard, the barcode may, thus, be placed directly on the surface of the product. How

ever, in a number of cases the barcode may, preferably, not be printed on the product itself

but on a packaging of any kind which comprises the product. First, the product itself may

be of a consistence, such as a gel, a liquid, a gas, or of any other form which may not ex

hibit a steady solid form, that a particular kind of packaging may be required for storing,

transporting, trading, and any other action referring to the product. Second, the surface o f

the product may not allow the consistent placing of the barcode, e.g. in a case where the

surface may be too rough or too impermanent for consistently carrying the barcode. Third,

the product may be furnished with any kind of packaging, for example, for any commercial

or trading reason, such as for improving the storability, the durability, the stability, or the

keeping properties of the product, for equipping the product with a packaging which com

prises a specific style or design, particularly for transport or storage reasons, or for improv-



ing the optical appearance of the product such as for esthetic or trading reasons. Fourth,

there may also be legal or statutory reasons which may require the product to be furnished

with a packaging, such as for medical drugs. Fifth, the product may be comprised in at

least in one kind of packaging, wherein the packaging may be comprised itself in at least

one additional packaging, which is usually referred to as an "outer packaging".

Thus, the product may refer to the article itself, to a label, a document, or any other object

which may accompany the article, or to at least the one packaging which may comprise the

article. Consequently, the product may not only be selected from the article itself but also

from an accompanying object or from any other object which may be employed as the

primary packaging for the object, such as a bottle, a syringe, a vial, an ampoule, a carpule,

a blister, and/or a secondary packaging such as a cardboard box, a folding box, a hangtag,

or any other outer packaging such as a plurality of folding boxes wrapped with plastic foil,

called a bundle or a shipping carton, or a container. Within this regard, it is of no relevance

whether the packing completely or only partially encloses the object.

As further used herein, the term "barcode" refers to a machine-readable representation of

data which are assigned to the product by printing the barcode on one or more of the art i

cle, the accompanying object, the primary packaging, and the secondary packaging. In par-

ticular, the readability of the data by machine distinguishes the barcode from any other

representation of data which relate to the product, such as printing the data in human read

able form. However, although the barcode may be readable both by machine and by human

beings, it may still be considered as a barcode according to the present invention as long as

it can be read by a machine. A primary purpose of the barcode is to encode data which are

assigned to the product in a manner that at least one barcode content of the product is en

coded within the barcode, wherein the term "barcode content" refers to the representation

of the data within the barcode. Knowing a specific barcode content may, thus, allow identi

fying the specific product related to the specific barcode content. On the other hand, know

ing a specific barcode may allow decoding the specific barcode content for the specific

product related to the specific barcode content.

Further, a specific relationship between the barcode content and the corresponding barcode

is usually denoted by the term "symbology". Herein, a specification of the symbology may

comprise information referring to a manner of encoding the data and related attributes,

such as start and stop markers in bars and space, sizes of zones before and after the bar

code, etc. In general, the barcode may be one of a "linear barcode", also denominated as a

"one-dimensional barcode", which represents data by varying a width and a spacing of

parallel lines, a "two-dimensional barcode" which represents data within an arrangement of



bars, rectangles, squares, hexagons, or any other geometric pattern being distributed over a

limited two-dimensional area, and a "dot code" which comprises a specific number of dots

distributed again over a limited two-dimensional area. According to the present invention,

a standard barcode is, preferably, used which is generated according to a barcode standard

specification. World-wide, a number of barcode standard specifications are used nowa

days, however, the barcode standard specification may, preferably, be selected from the

group consisting of:

- a linear barcode 128, as defined according to ISO/IEC 15417;

- a data matrix barcode, as defined according to ISO/IEC 16022; and

- a QR barcode, as defined according to ISO/IEC 18004.

However, other barcode standard or non-standard specifications which may allow generat

ing a barcode being adapted to perform any of the methods according to the present inven

tion may also be used.

Thus, the barcode may, in particular, comprise a plurality of modules. As further used

herein, the term "module" or "cell" refers to the smallest unit within the barcode being

capable of representing data in a fashion that the data may be optically read by a machine.

In a preferred embodiment, the module may, thus, comprise a binary field, such as a bar, a

rectangle, a round dot, an oval dot, a square, a hexagon, or any other geometric pattern, the

area of which is filled with a specific color which is optically distinguishable by the m a

chine from adjacent modules. For simplicity, each module may either comprise a black

area, a white area, or an area in a specific color, or the opposite filling thereof, i.e. a white

area, a black area, or a colored area in a different color, preferably in a complementary

color with respect to the specific color. While in a one-dimensional barcode the modules

may be arranged one after the other in a line within the barcode whereas, in a two-

dimensional barcode, the barcode may, thus, be described as a two-dimensional matrix

consisting of rows and columns of modules.

According to step i) of the present invention, the barcode additionally exhibits the function

for being used in serializing a number of products by using a specific kind of barcode. As

generally used herein, the term "serialize" refers to providing a different barcode content

for each individual product out of a number of products, preferably out of a number of

identical or similar products, which are individually marked by using the barcode in this

fashion. For this purpose, a print batch data comprising a batch of serial codes and at least

one individual security rationale is provided by a central database. As used herein, the term

"print batch data" refers to an individual set of data comprising a batch of serial codes and

the at least one individual security rationale which is assigned to the corresponding batch.

For this purpose, the batch of serial codes comprises a range of sequential serial numbers,



which are, subsequently, assigned to each of the individual products out of the number of

products, whereby the number of the products is serialized. In a simplified example similar

to Figure 9 below, the batch of serial codes which is used for serializing five identical

products may comprise the sequential serial numbers 1000, 1001, 1002, 1003, and 1004,

which may, consecutively, be assigned to the five products which are, after serializing,

individually addressable. Thus, the range of sequential serial numbers by which the bar

code is individualized in a specific manner is defined in the print batch data. It may be em

phasized here that no encryption of the serial numbers may be required for the purposes of

the present invention.

As further used herein, the term "central database" refers to a data storage device being

capable of storing the print batch data or a reference thereto. In this regard it may be m en

tioned that for storing the batch of serial codes which are comprised in the range of the

sequential serial numbers, it may be sufficient to store a starting point of the range and an

end point of the range in order to accomplish an unambiguous reference. Further, in case a

fixed size may be used for different batches, the starting point of the range or, alternatively,

a batch number may even be sufficient. Compared to the usual application of random serial

numbers which require being stored individually in the central database, the use of sequen

tial serial numbers may, thus, considerably reduce an amount of memory space for storing

the print batch data in the central database.

For the purposes of the present invention, the physical arrangement of the central database

is of no particular relevance. The central database may, thus, be part of a data server or

may occupy memory space in a web-based cloud. In particular, the latter embodiment may

provide a number of advantages, such as high scalability with respect to different batch

sizes and high availability with regard to access from different locations. Further, it may be

advantageous to concurrently store the print batch data in more than one central database in

order to generate a spatial redundancy of the print batch data. Further, the central database

may comprise a number of separate repositories which may be used for one or more of: for

different clients, for different purposes, or for different batch sizes. Further, the actual print

batch data, i.e. the set of data comprising the batch of the actually used serial codes and the

actually selected individual security rationale as assigned to print batch data, may also be

stored on or copied to a portable data storage device, such as a portable hard-disk or a USB

stick, wherein the USB stick may operate according to any USB mass storage device class

standard as previously or prospectively defined.

As already mentioned above, since serialization, although being effective for fighting crim

inal activities in the supply chain, has turned out not to be effective enough against coun-



terfeiting, providing an additional mechanism that would allow differentiating between an

original barcode and a copied barcode is still desired. Therefore, further according to step

i) of the present invention, the print batch data as provided by the central database does not

only comprise the batch of the sequential serial codes but, additionally, provides the at

least one individual security rationale, wherein the at least one individual security rationale

is assigned to the barcode. Herein, the at least one individual security rationale is used for

modifying the barcode, whereby at least one specific attribute may, thus, be introduced into

the printed barcode by applying the at least one individual security rationale for modifying

the barcode in combination with a single serial number, which may also be denominated as

"single serial code", out of the range of the sequential serial numbers, wherein the specific

attribute may allow an identification of the individual product.

As further used herein, the term "individual security rationale" refers to instructions for

modifying the barcode by introducing the at least one additional specific attribute into the

printed barcode. For this purpose, the individual security rationale may be considered as a

generalized function adapted for determining a manner and a place at which the barcode

may be modified. In this regard, the combination of the single serial code and the individu

al security rationale may be considered as an input being capable of triggering the modifi

cation of the barcode which, thereupon, may actually be modified in the desired manner as

an output. With respect to the present invention, it may be emphasized that not only the

individual security rationale alone but a combination of the individual security rationale

and the single serial code as selected from the batch of serial codes are used for modifying

the barcode. As will be explained below in more detail, the modified barcode is, subse

quently, printed on the product by using a printing device as described below in more de-

tail. As used herein, the terms "modifying" or "modification" relate to a process of app ly

ing the single serial code and the individual security rationale to the barcode in a fashion

that details of the barcode may be altered by introducing the at least one specific attribute

into the barcode. Similarly, the term "modified" refers to the result of the modification.

By way of example, the at least one individual security rationale may comprise a random

identifier which is used for initializing a pseudorandom generator. Herein, the random

identifier may comprise a number, which may also be denominated as a "secret key" or,

more special, as a "seed", that may be capable of initializing a pseudorandom generator.

However, other kinds of identifiers may also be applicable, such as a sequence of letters or

an alphanumeric string. For this purpose, the pseudorandom number generator may use the

random identifier as a start value in order to generate a series of pseudorandom numbers

which may, according the present invention, be used for modifying the single serial code.

By using the same random identifier in a deterministic random number generator, a series



of pseudorandom numbers may be obtained. In cryptography, random numbers are, gener

ally, generated in order to provide a key for an encryption of data. Herein, the random

identifier used for this purpose may, preferably, be a random number in order to prevent

guessing the key by a third person. By way of example, the random number may be gener-

ated by using random parameters within a computer program, such as a movement of the

mouse or a time lag between two successive keyboard entries. However, other ways of

generating the random number may also be feasible. In order to maintain a confidentiality

of encrypted data, it is generally considered as essential to avoid a disclosure of the random

identifier.

Thus, the at least one individual security rationale as provided by the print batch data may

automatically be generated, e.g. by using a random generator. Thereby, for each individual

batch a different individual security rationale may be assigned to the batch of serial codes

in this manner. In case, a print batch may, however, be divided into a multitude of sub-

batches, for each sub-batch a different individual security rationale may be provided. How

ever, for the purposes of the present invention, each sub-batch may also be denominated as

batch since the size of the batch is of no importance.

In a particular preferred embodiment of the present invention, the at least one individual

security rationale may be selected in order to maintain a readability of the modified bar

code being printed on the product. As used herein, the term "readability" refers to a quality

of the printed barcode with regard to a perceptibility of the barcode content from the print

ed version of the barcode by using a machine. Thus, the readability of the modified bar

code is considered as maintained in a case in which the same barcode content may be de-

coded from the modified barcode and the unmodified barcode. In general, the readability

of the barcode may be measured by at least one quality grade as defined in a barcode

standard specification. By way of example, the individual security rationale may be select

ed without reducing the barcode grades, such as the grades specified in ISO/IEC standards

15415 or 15416, in a manner that the quality grades may exceed a threshold as defined by

at least one of an ISO standard specification or a GS1 standard specification. Thus, the

individual security rationale may, preferably, be adapted to modify the printed barcode in a

fashion that, concurrently, the readability of the barcode is maintained. Preferred embodi

ments of individual security rationales which may, in particular, be used for this purpose

are described below in more detail.

According to step ii), the print batch data are transmitted to the printing device, wherein

the printing device is, preferably, designed for printing variable data in at least one remote

location. In a particularly preferred embodiment, the print batch data as generated during



step i) may be transmitted to the printing device via one or more channels selected from: a

wireless data transmission, a wire bound data transmission, a transmission via a computer

network, such as the internet or an intranet. Hereby, the exact details and manners of the

transmission are of little relevance as long as the generated print batch data are actually

transmitted to the printing device. As already indicated above, the print batch data is a set

of variable data which comprises the selected batch of serial codes and the at least one in

dividual security rationale, wherein the at least one individual security rationale is assigned

to the barcode. Herein, the serial codes vary from one barcode to another while each serial

code may further be modified by a combination of the single serial code and the individual

security rationale used as the input for a barcode modification. For the purpose of printing

the modified barcode on the product, the printing device is, therefore, designed for printing

variable data.

However, a number of printing technologies, such as offset printing, are not adapted for

printing variable data. Therefore, a printing technology which allows printing a variable

barcode content has to be used in the printing device. Preferably, a continuous inkjet print

er, a cartridge inkjet printer, a drop-on-demand printer, a digital printer, or a laser printer

may be used for this purpose. In particular, inkjet coding or laser coding technologies, may

be employed. Generally, these kinds of printing technologies exhibit a comparatively low

printing resolution, typically 300 dpi or less. Nevertheless, as these kinds of printing tech

nologies may be digitally controlled, they, basically, allow printing any desired image. By

using the printing device designed for printing variable data it may, thus, be feasible to

introduce the at least one additional specific attribute into the printed barcode image in a

manner that the printed barcode may be individually identifiable.

In a particular embodiment, an event that a nozzle of a cartridge inkjet or a drop-on-

demand printer may clog may be taken into account. As a result, white stripes which may

be caused by the clogged nozzle may separately be identified by a vision system, where

upon the barcode may be corrected, accordingly.

Thus, in accordance with step iii), a modified barcode is generated by applying a combina

tion of the single serial code and the at least one individual security rationale as provided

by the print batch data. As already mentioned above, the single serial code is selected out

of the range of the sequential serial numbers and assigned to the barcode together with the

corresponding individual security rationale. Subsequently, the modified barcode which is

generated in this fashion is printed on the product. As a result of the printing, an authenti

cation feature is, thus, introduced into the printed barcode by which the product already is

concurrently serialized. In this regard it may be emphasized that this method according to



the present invention allows individualizing a single product by simultaneously furnishing

it with a serial number and an authentication feature both comprised in an individualized

barcode. This kind of combination, thus, enables enhancing the security of the individual

ized barcode not only by detecting the barcode content but by concurrently allowing a dif-

ferentiation between an original barcode and a copied barcode.

As used herein, the term "authentication feature" refers to the at least one additional sp ecif

ic attribute which is introduced into the barcode, wherein the authentication feature corre

sponds to a modification which is introduced into the barcode by applying the printing de-

vice, wherein the modification within the barcode is a function of the selected single serial

code and the individual security rationale. After introducing the authentication feature into

the barcode, the barcode content of the modified barcode, in particular the serial number

related to the serialized product, may still be individually identifiable in the same way as in

the unmodified barcode, i.e. in the same manner as in a barcode that may not comprise an

authentication feature being introduced according to the present invention. As a result, the

at least one additional specific attribute does not affect the usual process of decoding the

barcode content according to the known related specification of the barcode whereas the at

least one additional specific attribute may still be determinable by applying the method for

checking the authenticity of the barcode used in serializing products as described below in

more detail.

In this regard it may be emphasized that the present method may, preferably, be independ

ent from whether the authentication feature as used herein may be a hidden authentication

feature or not, i.e. an obvious authentication feature. In particular, in the embodiment as

described below in which the modified barcode may be obtained by employing at least one

padding code word, the authentication feature, although being an obvious authentication

feature, may, nevertheless, not affect the usual process of decoding the barcode content.

However, hidden authentication features may also be used for the purposes of the present

invention.

In a particularly preferred embodiment, the method for serializing products by using a bar

code may be part of one or more of a production process for producing the product, a pro

cess for producing an article accompanying the product, or a packaging process for pack

aging the product. This kind of performance particularly may ensure that a large number of

products may be equipped with a serialized barcode with little or no time delay, preferably

directly within a production line or a packaging line. Such an approach may particularly be

useful for decreasing the hazard of counterfeit products by opening the opportunity to



check the authenticity of the barcode in a serialized product by applying the respective

method as presented below.

In a further aspect of the present invention, a method for checking the authenticity of a

barcode used in serializing products is disclosed. Herein, the barcode under investigation is

a modified barcode, wherein the modified barcode comprises an authentication feature,

wherein the authentication feature has previously been introduced into the barcode by ap

plying the method for serializing products by using a barcode as described elsewhere in

this document. As already described above, the present method comprises the following

steps step a) to e). Herein, steps a) to e) are preferably performed in the given order. Fur

ther, it may be feasible to perform two or more of the steps simultaneously or in an over

lapping fashion. Further, it may also be feasible to perform one, two or more of the steps

repeatedly, not depending on the fact whether other steps may be equally repeated. Further,

additional steps, such as additional step f or other steps which are not mentioned herein,

may be comprised.

Accordingly, the method for checking the authenticity of a barcode used in serializing

products, wherein the barcode under investigation is a modified barcode, comprises the

following steps:

a) taking at least one image of a modified barcode by using a digital imaging device;

b) processing the image by identifying the modified barcode in the image, and submit

ting the image to a central database;

c) reading out a barcode content of the modified barcode, whereby a single serial code

of the product is decoded; using a number range of the single serial code for identify

ing a print batch and at least one assigned individual security rationale; analyzing the

at least one security rationale in the modified barcode;

d) comparing the individual security rationale analyzed in the modified barcode with

the individual security rationale from the print batch, and, if the two individual secu

rity rationales are identical, generating a message that the barcode under investiga

tion is an original barcode, otherwise generating the message that the barcode under

investigation is not the original barcode; and

e) storing the message in the central database and sending it to a querying party.

More specifically, the method for checking the authenticity of a barcode used in serializing

products, wherein the barcode under investigation is a modified barcode, may comprise the

following steps:

a) taking at least one image of a modified barcode by using a digital imaging device;



b) processing the image by identifying the barcode in the image, and submitting the

image to a central database;

c') reading out a barcode content of the modified barcode, whereby a single serial code

of the product is decoded; using a number range of the single serial code for identify

ing a print batch and at least one assigned individual security rationale; regenerating

the modified barcode by using the single serial code and the at least one assigned in

dividual security rationale;

d') comparing the barcode under investigation with the regenerated modified barcode,

and, if the two barcodes are identical, generating a message that the barcode under

investigation is an original barcode, otherwise generating the message that the bar

code under investigation is not the original barcode; and

e) storing the message in the central database and sending it to a querying party.

Herein, the method for checking the authenticity of a barcode used in serializing products

comprises the same steps a), b), and e) in both versions while steps c') and d') may be con

sidered as an embodiment for determining a measure that may be used for comparing the

barcode under investigation with the original barcode which is closely related to steps c)

and d). Further details with respect to the two embodiments and their respective relation

ship are provided below.

According to this aspect of the present invention, this method is configured for checking

the authenticity of a barcode being used in serializing products by a querying party. As

further used herein, the term "authenticity" refers to an estimation whether the barcode

under investigation can be considered as the original barcode or not, wherein the barcode

may be denoted as a "copied barcode" in the latter case. On one hand, the barcode may be

considered as the original barcode in a first event in which both the original barcode con

tent and the applied at least one individual security rationale can still be analyzed from the

barcode. Alternatively, in the first event the modified barcode that is regenerated from the

single serial code and the at least one individual security rationale as analyzed from the

content of the modified barcode on the product is still identical with the modified barcode

on the product. In this regard it may be emphasized that the at least one individual security

rationale cannot be obtained by investigating the barcode alone which, thus, may prevent

an application of reverse engineering in order to obtain the individual security rationale.

On the other hand, the barcode may be considered as a copied barcode in a second event in

which at least one of the original barcode content and the applied at least one individual

security rationale cannot be analyzed from the barcode. Alternatively, in the second event

the modified barcode that is regenerated from the single serial code and the at least one

individual security rationale as analyzed from the content of the modified barcode on the



product is not identical with the modified barcode on the product. Thus, the term "check

ing" refers to one or more of confirming the authenticity of the product, discarding the

product comprising the copied barcode, or finding an answer to an open question whether

the product under investigation may be the original product to be verified or a counterfeit

product pretending to be the original product.

According to step a), at least one image of the modified barcode is taken by using a digital

imaging device. As used herein, the term "image" refers to an optical image of the printed

modified barcode or a part thereof which is taken by using an optical system. As further

used herein, the term "taking an image" refers to a process of recording the optical image

of the printed modified barcode or the part thereof. Hereby, the image may, preferably,

refer to a digital image, i.e. a one- dimensional or a two-dimensional representation which

comprises a number of pixels in each dimension that together form the image of the printed

modified barcode. After recording, the digital image may constitute a basis for further pro-

cessing and analyzing the image, in particular, in order to extract data related to both the

barcode content and the security rationale as comprised therein.

As further used herein, the term "digital imaging device" refers to an optical system

adapted for taking the digital image of the printed modified barcode or the part thereof.

Thus, in a preferred embodiment, the digital imaging device as employed for performing

this method may comprise at least one optical element being selected from the group con

sisting of: a cell phone camera, a smart phone camera, a tablet camera, a flatbed scanner, a

hand scanner, a barcode scanner. Herein, the digital imaging device may comprise a reso

lution of 20 pixels per module per dimension or less, such as 3 to 15 pixels per module per

dimension, preferably 4 to 10 pixels per module per dimension, most preferably 5 pixels

per module per dimension. In particular, the cell phone camera, the smart phone camera,

the tablet camera may be integrated into a portable electronic device, i.e. a cell phone, a

smart phone, or a tablet computer. However, other kinds of digital imaging devices may

also be used for the purposes of step a).

According to step b), the image is processed by identifying the barcode in the image and,

further, sent to a central database. As used herein, the term "processing an image" refers to

a method by which the image taken by the digital imaging device is altered, in particular,

in order to improve an extraction of desired features from the image, in particular by crop-

ping not relevant information from the barcode and, optionally, compressing the image. In

a preferred embodiment, step b) may, thus, comprise at least one of the following sub-steps

bl) to M):

bl) locating the image;



b2) rearranging a spatial orientation of the image;

b3) cutting or cropping at least at one side and/or at one edge;

b4) transforming the image into a binary format.

According to sub-step bl), the image of the printed modified barcode may be located with

in a larger picture taken by the digital imaging device, whereby the larger picture may not

only comprise the image of the printed modified barcode but also additional features.

However, in case the larger picture may comprise the image of the printed modified bar

code, the image of the printed modified barcode may be localized and defined, for exam-

pie, through its coordinates or other specifications with regard to the position and/or rota

tion of the image.

In particular in order to extract the image of the printed modified barcode from the larger

picture, at least one of sub-steps b2) or b3) may be applied. According to sub-step b2), the

image may be rearranged with respect to a spatial orientation within the larger picture

whereas, according to sub-step i3), the larger picture may be cut or cropped at least at one

side and/or at one edge, whereby the image of the printed modified barcode may be ac

quired without the additional features that might be able to disturb the further processing of

the image. As further used herein, the rearranging of the spatial orientation of the image

may comprise at least one tilting step by which the at least one axis of the image may be

aligned with a usually linear orientation (in one dimension) or with a usually rectangular

orientation (in two dimensions) of the barcode. In the case of two dimensions, the two-

dimensional picture may comprise two axes being lines crossing each other, thereby gener

ating an angle with respect to each other, wherein the angle may, preferably, take a value

of 90°, whereby, however, other values of the angle may be possible. As further used here

in, the "cutting of the picture" may include a cutting step or a cropping step during which a

part of the features within the picture may be removed from the larger picture usually

along at least one straight line which may discriminate respective parts.

According to sub-step b4), the image of the printed modified barcode may be transformed

into a binary format. Using this transforming step, the information comprised within the

image may generally be reduced in a manner that a specific module within the image may

only take one of two values of a Boolean variable, such as TRUE or FALSE, 1 or 0, black

or white, or any other suitable designation.

In a further preferred embodiment, which may be particularly applicable to an image taken

by the camera of a smartphone or a cell phone, the following procedure may be applicable

for a quick and efficient analysis of the image of the printed modified barcode. Within a



first sub-step, the image of the printed modified barcode may be isolated from remaining

parts of the picture as taken by the cell phone camera, particularly by disregarding the r e

maining parts of the picture such as described above. Consequently, any poor quality

and/or low resolution which might occur within the remaining parts of the picture may,

thus, be excluded from disturbing the further processing of the picture. Thereafter, at least

one of the following sub-procedures may be performed with regard to the picture of the

printed version of the data matrix barcode:

verifying a correct exposition of the image;

examining a distribution of an illumination over the image;

- reviewing a contrast of the image;

disproving an existence of a blur, such as a motion blur and/or a focus blur, within

the image.

Hereby, the exposition, the illumination, and the contrast of the image are defined as usual-

ly in imaging. The exposition of the image may, thus, be corrected in a fashion that the

image of the printed modified barcode is fully depicted in the picture. Further, the illumi

nation of the picture may, thus, be evenly distributed over the area of the image within a

given range of tolerance. Further, the contrast of the image may, thus, exceed a predeter

mined threshold. Blurring usually occurs due to an aberration, such as caused by recording

the image being out of focus. Consequently, any measure adapted for adjusting the focus

into the plane of the image of the printed modified barcode may, additionally, applied.

Herein, a performance of each of these sub-procedures may be particularly adapted for

being employed to the analysis of the image of the printed modified barcode thereby taking

into account its binary nature. In case any one of the sub-procedures may not provide a

result capable of proving a reasonable quality and a sufficient resolution, the image may be

rejected and a querying party may be requested to take a further image by the digital im ag

ing system. This procedure may be repeated unless the image of the printed modified bar

code may exhibit a reasonable quality and a resolution sufficient for its further processing.

In addition, the image may be further processed by applying one or more of the sub-steps

bl) to b4) as described above.

Further according to step b), after processing the barcode comprised within the image, the

image of the modified barcode under investigation is submitted to a central database. For

further details related to the central database reference may be made to the description

elsewhere in this document.



According to step c) or step c'), the image of the modified barcode under investigation,

which has been submitted to the database during the step b), is processed in a manner that

the barcode content is acquired by using the central database. As already mentioned above,

knowing a specific barcode may allow decoding the specific barcode content for the spe-

cific product related to the specific barcode content. As further described above, a different

barcode content is provided for each individual product out of a number of products. Thus,

by using a number range of the serial number a single serial code may be identified. Fur

ther, by knowing the single serial code the corresponding print batch of serial numbers and,

therefrom, the at least one individual security rationale is, thus, determined.

Further according to step c), after determining the single serial code and the at least one

individual security rationale assigned to the batch of serial numbers to which the single

serial code belongs to, the at least one individual security rationale is analyzed from the

modified barcode that has been acquired according to step a) and processed and submitted

to the central database according to step b). For this purpose, the modified barcode is an a

lyzed in a manner that the at least one individual security rationale which has been used

earlier for printing the modified barcode on the product according to step iii) is obtained

for comparison purposes during step d). Herein, this kind of analysis may, preferably, be

performed by means of adapted image analysis algorithms. By way of example, an image

of the modified barcode as taken with a digital imaging device, such as a camera, may be

analyzed by means of one or more image analysis methods to determine a property of the

modules in the barcode, such as the width of the modules in the barcode, in order to ident i

fy a distribution of different kinds of modules within the barcode, wherein the individual

security rationale is obtained from the analyzed distribution.

As a result of the steps a), b) and c), the at least one individual security rationale of the

modified barcode under investigation as well as the at least one individual security r a

tionale stored in the central database for the product with the same single serial code have

been acquired. During subsequent step d), this result is employed to determine on this basis

whether the barcode under investigation is the original barcode or a copied barcode. For

this purpose, the at least one individual security rationale as determined from the barcode

under investigation as printed on the product is, according to step d), compared with the at

least one individual security rationale that has been stored in the central database together

with a reference to the batch of the sequential serial numbers to which the single serial

code that has been printed on the product belongs to.

In a particularly preferred embodiment, the at least one individual security rationale and

the single serial code as determined from the print batch in the central database may be



used together for regenerating a modified barcode according to step c'). As used herein, the

term "regenerating the modified barcode" relates to a process by which the at least one

additional specific attribute that has been introduced into the barcode according to step iii)

may be obtained by creating a further modified barcode by using a combination of the sin-

gle serial number as determined from the barcode under investigation as printed on the

product and the at least one individual security rationale which has been determined by

using the same single serial number in order to acquire the print batch and, consecutively,

the assigned individual security rationale in the central database. Thus, step c') may, pref

erably, be performed in a similar manner as described above with respect to generating the

modified barcode in accordance with step iii), wherein a modified barcode is generated by

applying a combination of the single serial code and the at least one individual security

rationale as provided by the print batch data without, however, printing the modified bar

code generated in this fashion on the product.

As a result of the steps a), b) and c'), the regenerated barcode based on the single serial

code as decoded from the barcode content and the at least one individual security rationale

as determined by using the single serial code in the central database have been acquired.

During subsequent step d'), this result may be employed to determine on this basis whether

the barcode under investigation is the original barcode or a copied barcode, wherein the

acquired regenerated barcode is compared with the modified barcode under investigation

as printed on the product. Herein, this kind of analysis may, preferably, be performed by

means of further adapted image analysis algorithms. For this purpose, an image of the

modified barcode as taken with a digital imaging device, such as a camera, may be com

pared with a further image as created for the regenerated modified barcode.

Thus, step c') may be considered as, indirectly, determining the at least one individual se

curity rationale by applying the at least one individual security rationale in reconstructing

the modified barcode while step c) may be considered as, directly, determining the in di

vidual security rationale from the modified barcode. While the above-described compari-

son according to step d) may employ one or more algorithms especially adapted for acquir

ing information, in particular the at least one individual security rationale, from the image

of the modified barcode, the comparison according to step d') may be performed by one or

more algorithms especially adapted for detecting differences, such as slight differences,

between two closely related images. Therefore, while both alternatives may be feasible, the

one or the other alternative may, depending on the particular embodiment as selected for

the individual security rationale, be preferred for practical reasons, such as due to speed or

accuracy of evaluation.



Consequently, the present method is adapted to check for the product under investigation

whether the acquired single serial code as decoded from the modified barcode under inves

tigation is within the range of the sequential serial numbers as provided by the central da

tabase and whether the at least one individual security rationale as analyzed from the modi-

fied barcode under investigation are identical with the stored individual security rationale

as provided by the central database. In case the single serial code is within the range of the

sequential serial numbers and the two kinds of individual security rationales are identical, a

message is generated that the barcode under investigation is an original barcode, while

otherwise the message is generated that the barcode under investigation is not the original

barcode. For this purpose, the acquired combination of the single serial number and the at

least one individual security rationale as determined by steps a) to c) is compared with the

stored range of the sequential serial numbers and the at least one individual security r a

tionale as provided by the central database within a comparing step. In a particularly pre

ferred embodiment, an image of the barcode under investigation as acquired during steps a)

and b) is compared with the regenerated modified barcode as created by using the single

serial code and the at least one assigned individual security rationale according to step c')

within a comparing step. As further used herein, the "comparing step" includes verifying

whether the single serial code is within the range of the sequential serial numbers and d i

rectly or indirectly comparing the at least one acquired individual security rationale of the

barcode under investigation with the stored individual security rationale as applied to the

original barcode being stored in the central database with regard to their identity, whereby

at least one tolerance level can be taken into account within which the authenticity of the

barcode under investigation may be still assumed. Herein, the tolerance level may depend

on the actual embodiment which has been chosen for the actual individual security ra-

tionale as described below in more detail. As a particular advantage, introducing the to ler

ance level may allow taking into account inevitable adverse effects on the barcode under

investigation, wherein the adverse effects, such as deterioration, ageing, or wear, may par

ticularly affect the barcode which may be located on the surface of the product.

Further according to step e), the message may comprise a Boolean value which may be

designated by TRUE or FALSE, by 1 or 0, or by any other designation which may be su it

able to express a content of the message as determined by performing the present method.

In addition, the message may further be processed, in particular, by transmitting it to a user

interface where it may be expressed in a more user-friendly fashion, such as by displaying

it as a plain text to the querying party. As further used herein, the term "querying party"

may refer to a person who or to a machine which may be performing the present method

by processing the barcode under investigation, accordingly.



In a particularly preferred embodiment, the message may be displayed on a display of a

portable electronic device which also comprises the digital imaging device that is em

ployed by the querying party for performing the present method, in particular, on a screen

or a touchscreen of the cell phone camera, the smart phone camera, or the tablet camera by

which the image of the barcode under investigation has actually been taken. For this pur

pose, a specific application, also abbreviated to as "app", may be run on the portable elec

tronic device, wherein the application may be configured for interaction with the querying

party, including taking the image, processing the image, starting a query to the central

database, receiving a response from the central database, and displaying the message.

However, other digital devices may also be used for displaying the message to the query

ing party.

Thus, the present method may further comprise a transmission step by which, preferably

during or after step b), data may be transformed to a data processing unit via a computer

network, such as the internet or an intranet, in such a manner that the further steps c) and d)

after the transmission may be performed by the data processing unit, wherein the acquired

message may be returned by the data processing unit during step e). As mentioned above,

the transmitting step may, particularly, be performed by an application, also abbreviated to

"app", which may be adapted to perform or to have performed at least partially method

steps a), b), and e) as well the data transmission. The application may be run on a computer

on a micro-computer, wherein the micro-computer may be part of the optical system, of a

system which may control the optical system, or of a system which may be in connection

with the optical system, or on a portable electronic device as described above which may

be equipped with the digital imaging device. In this particular embodiment it might be ad-

vantageous that the data processing unit may operate in connection, in particular in close

connection with the central database, such as being located within the same server or the

same cloud.

Further, the message may be applied by the querying party for any subsequent purpose,

e.g. as an entry into a specific database which may comprise such kind of values, for pro

ducing an optical signal or an audio signal, or a signal of any other kind upon determining

the barcode under investigation to be a copied barcode, or for separating the product on

which a copied barcode may have likely been printed from an inspection line. However,

the present method may be applied under various other circumstances and for any other

purpose, which may particularly be based upon any specific need of the querying party.

In a particularly preferred embodiment, it may, according to step f), additionally be

checked whether the database has been queried before with respect to the single serial code



as decoded from the barcode under investigation. This additional step may, preferably, be

applied in a case in which the comparing step could confirm the authenticity of the barcode

under investigation. For this purpose, serial numbers which have already been decoded can

be stored in a separate number database, which may, preferably, constitute a partition of

transaction data as stored in the central database or a respective repository thereof. Herein,

the number database may be used in order to check whether the same barcode may have

been queried before. If applicable, the number database may, in particular, be used for

checking how many times the same barcode may have been queried before. For this pur

pose, a threshold number, in particular a positive natural number, such as 2, 3, 4, 5, 6, or

more, may be used, wherein the threshold number may be selected in order to indicate

whether a repeated checking of the same serial number may be considered as being indica

tive of fraud or not. In addition, it may, further be checked hereby how many previous qu e

ries have been performed within which time interval, which may be used for similar pur

poses. If applicable and if a number of queries may be above the selected threshold num

ber, the message as provided to the querying party according to step e) may be modified by

comprising a warning.

For further details concerning the barcode, the barcode content, the modified barcode, the

product, the serializing, the serial code, the individual security rationale, and the central

database, reference may be made to the disclosure of the method for serializing products

by using a barcode as described elsewhere in this document.

In a further aspect of the present invention, a method for aggregation of sequentially serial

ized products, which have, preferably, been serialized by using serial numbers as described

elsewhere in this application, is disclosed. As generally used, the term "aggregation" refers

to a compilation of products which are compiled into a common item, in particular, as a

number of products arranged on a pallet or placed in a shipping case. However, other kinds

of common items may also be applicable. Herein, the method for the aggregation of the

sequentially serialized products comprises the following steps:

iv) scanning serial numbers of the sequentially serialized products;

v) storing the scanned serial numbers in a central database;

vi) sorting the stored serial numbers with respect to a sequential order;

vii) grouping the sorted serial numbers into contiguous number ranges;

viii) identifying a root value and a size-related value for each contiguous number

range; and,

ix) for each contiguous number range, storing the root value and the size-related

value of each contiguous number range.



Herein, the sorting of the stored serial numbers according to step vi) may be performed in

an increasing order or in a decreasing order. As a result, the contiguous number ranges into

which the sorted serial numbers have been grouped may at least comprise a single item if

no adjacent number may be available; otherwise, if at least one adjacent number may be

available, at least two items are grouped within the contiguous number range. Consequent

ly, the root value may, thus, relate to the first item or the list item within a selected contig

uous number range, whereas the size may refer to the number of items which are grouped

within the selected contiguous number range. This particular method which may, especial

ly, be applicable to aggregated products which have been serialized by the serializing

method according to the present invention, may allow saving a considerable volume of

storage space for storing the serial numbers of the aggregated products.

In a further aspect, the present invention discloses and proposes a computer program, in

cluding computer executable instructions for performing both the method for serializing

products by using a barcode and the related method for checking the authenticity of the

barcode used in serializing products, when the program is executed on a computer or a

computer network, such as the internet or an intranet. Preferentially, the computer program

may be stored on a computer readable data carrier. Within this regard, the present inven

tion further discloses a data carrier having a data structure stored thereon, which, after

loading into a computer or a computer network, is capable of executing any or all methods

as disclosed herein. As further used herein, a computer may comprise any device which

may be capable of storing data and/or performing calculating steps and/or instructing steps.

By way of example, this definition may not only include work stations, notebooks, tablets,

and smart phones but also application-specified integrated circuits (ASICs) and field-

programmable gate arrays (FPGAs). Preferably, one or more of the method steps or even

all of the method steps of any or all methods disclosed herein may be performed by using a

computer or a computer network. Thus, generally, any of the method steps including provi

sion and/or manipulation of data may be performed by using a computer or a computer

network.

In a further aspect, the present invention discloses and proposes a data carrier having a data

structure stored thereon, which, after loading into a computer or computer network, such as

into a working memory or main memory of the computer or computer network, may exe

cute any or all methods according to one or more of the embodiments disclosed herein.

In a further aspect, the present invention discloses and proposes computer program product

with program code means stored on a machine-readable carrier, in order to perform any or

all methods according to one or more of the embodiments disclosed herein, when the pro-



gram is executed on a computer or computer network. As used herein, a computer program

product refers to the program as a tradable product. The product may generally exist in an

arbitrary format, such as in a paper format, or on a computer-readable data carrier. Prefer

entially, the computer program product may be distributed over a data network.

In a further aspect, the present invention discloses and proposes a modulated data signal

which contains instructions readable by a computer system or computer network, for per

forming any or all methods according to one or more of the embodiments disclosed herein.

As mentioned above, various preferred embodiments, in particular the embodiments as

disclosed in one or more of the Figures below, may be applicable, depending on the bar

code symbology and the printing technology, for introducing the authentication feature in

the barcode, whereby the modified barcode is generated. For this purpose, the modified

barcode is generated by applying a combination of the selected serial code and the at least

one individual security rationale, wherein the modified barcode is, subsequently, printed on

the product by employing the selected printing device.

In a first group of embodiments, the barcode may be a two-dimensional barcode. Herein,

the barcode may comprise a plurality of two-dimensional modules, wherein the modules

are arranged in rows and columns. Alternatively, the barcode may comprise a plurality of

dots arranged within a two-dimensional area. However, further kinds of two-dimensional

barcodes may also be feasible. By way of example, the standard for a Data Matrix barcode

in the ECC 200 version defines the number of modules to only be a multiple of even num

bers that may range from 10 x 10 modules to 144 x 144 modules, e.g. 8 x 18 modules, 16 x

48 modules, 22 x 22 modules or 24 x 24 modules, which may provide a rectangular or,

preferably, a square, shape, respectively. However, other kinds of module arrangements in

the Data matrix barcode may be possible. Without restricting further possible arrange

ments, this group of embodiments is described in the following with reference to the bar

code comprising the plurality of two-dimensional modules.

In a first preferred embodiment, the modified barcode may be printed in a resolution which

may not allow assigning an identical number of pixels to every module. For this purpose,

the modified barcode may be printed by using at least two different kinds of modules,

wherein a different number of pixels may be assigned to each kind of modules. Herein, a

repartition of the different kind of modules may be defined by the individual security r a

tionale. As used herein, the term "repartition" may refer to a fashion in which the at least

two different kinds of modules are actually distributed over the area of the barcode. By

way of example, for printing a 10 x 10 mm barcode of 16 x 16 modules at 300 dpi, an av-



erage number of pixels for one module can be calculated as approximately 7.38. However,

the printing technology as described above may allow printing only an integral number of

pixels, such as either 7 pixels or 8 pixels. As a consequence, the printer driver software

may be calculating a width of 7 pixels for a first kind modules and a width of 8 pixels for a

second kind of modules in order to approach the calculated value of 7.38 as close as possi

ble. For repartition, the individual security rationale may cover position information for a

distribution of the first kind of modules and of the second kind of modules over the bar

code, in particular for one or more of: at least one individually selected module, at least

one entire row of modules, at least one entire column of modules. However, other kinds of

distributions may also be feasible, such as using more than two kinds of modules that ex

hibit an individual width.

In a further preferred embodiment, the barcode may be modified by using at least one pad

ding code word or empty code word. Herein, the individual security rationale may be used

in order to alter the padding code word. In general, a capacity of a two-dimensional bar

code may depend on a number of the modules in the barcode. However, the volume of data

encoded in a barcode may vary considerably. Therefore, a specific content may, generally,

not require using the full capacity of a given barcode. As a result, an empty space in the

barcode may be filled by empty code words, which may also be denominated as "padding

code words". The individual security rationale for generating the padding code words may,

thus, leave room for modifying the barcode by using a specific algorithm for calculating an

individual padding code word content.

In a further preferred embodiment, the barcode serial number could be extended with an

additional number. By way of example, the additional number may be placed at the end of

the serial number or, preferably, at least one additional application identifier could be allo

cated with a number, wherein, in both cases, the number may be provided by using the

serial code number and the individual security rationale as input for a pseudorandom gen

erator that creates the number. By way of example, in the GS1 standard application identi-

fiers 90 to 99 of the barcode specification which constitute an extension to the serial num

ber can be arbitrarily configured by a user. As a result, at least one of the application iden

tifiers 90 to 99 according to the GS1 standard specification may be allocated by using the

individual security rationale. However, other kinds of extensions of the barcode may be

feasible. This embodiment may be particularly advantageous since it may exclude a re-

verse engineering of the full barcode range because it seems not to be possible to guess the

extension of the barcode for other serial numbers.



In a further preferred embodiment, the barcode may be modified by matching a distance

between two adjacent modules in printing direction by overlaying a shaft encoder signal.

Herein, the shaft encoder signal may be modified in printing direction by using a first

modulation function. In particular for high-speed printing, continuous inkjet technology

may often be used, wherein this technology may, however, be quite imprecise in an or

thogonal direction with respect to a substrate movement while it may be quite precise in a

direction of the substrate movement. Therefore, a modification of the barcode may, prefer

ably, be implemented along the movement axis. Herein, the modification can be an over

lay of a first modulation function to the shaft encoder signal. As used herein, the term

"modulation function" may refer to an external signal that may comprise a time- varying

amplitude, preferably selected from a sinus-wave type, a rectangular type, a triangle type,

or a mixture of these types. Thus, a distance between the barcode columns and/or the bar

code rows may accordingly be modified, whereby the modified barcode may be generated.

Herein, the individual security rationale may be used for instructions with respect to one or

more of the mentioned modifications.

In a further preferred embodiment, the barcode may be modified by printing at least one

modified module, wherein a power of the printing device may be modified for printing the

modified module, such as in one or more selected sectors of the barcode. As used herein,

the term "sector" may refer to a partition of the barcode, in particular to a group of adjacent

modules within the barcode. Herein, the modified module may comprise one of: a lower

color density, a higher color density, a lower color dot diameter, higher color dot diameter.

By way of example, a reduction of the power may result in a darker module and/or a

smaller dot diameter. Alternatively, the barcode may be modified by increasing the laser

power when printing a module in one or more selected sectors of the barcode. As a result, a

more intensive module and/or an increased dot diameter may be obtained. Both kinds of

modifications may be used on one or more modules in a two-dimensional barcode for mod

ifying the barcode. Again, the individual security rationale may be used for instructions

with respect to one or more of the mentioned modifications.

In a further preferred embodiment, the modified barcode may be printed by removing at

least one defined pixel in at least one designated module which may be used in the printed

pattern of the barcode. Herein, at least one defined pixel may be removed in one or more

corners of two or more adjacent modules. However, removing other pixels from one or

more modules may also be feasible. Further, this type of generating a modified barcode

may also be applicable for a linear barcode, wherein the modified barcode may be printed

by removing at least one defined pixel in at least one designated bar, wherein the at least

one defined pixel may be removed in at least one corner of two adjacent bars. Also here,



removing other pixels from one or more bars may also be feasible. Similarly as described

above, the individual security rationale may be used for instructions concerning one or

more of the mentioned modifications.

In a second group of embodiments, the barcode may be a linear barcode, wherein the bar

code may comprise a plurality of bars having a height, a width, and a distance between two

adjacent bars, wherein, in a single one-dimensional barcode, the height of the plurality of

the bars is usually selected as being constant. Thus, the height of the bars may easily be

modified in printing direction. For this purpose, the height of the bars may be modified by

using a second modulation function, wherein the modulation function may again refer to an

external signal as defined above. Alternatively or in addition, the width of the bars or the

distance between the bars may be modified in printing direction by using a different second

modulation function as long as the readability of the one-dimensional barcode which is

modified in this manner is not affected. Also here, the individual security rationale may be

used for instructions related to one or more of the mentioned modifications.

Further preferred embodiments of the present invention refer to an IT architecture that may

be adapted for running a serialization system which may be configured for performing the

methods according to the present invention.

The methods according to the present invention are considerably distinguished from

known methods according to the state of the art and, thus, provide a number of advantages.

In order to make copying serial numbers as difficult as possible, usually, random numbers

are used for serialization purposes. However, the present methods make use of sequential

numbers. Advantageously, sequential numbers require less address room, thus shorter seri

al numbers can be used, wherein defining number ranges may be very easy. As a result, the

use of modified barcodes reduce the complexity of the IT infrastructure compared to exist

ing serialization IT infrastructures massively.

In order to inhibit copying a whole range of serial codes, in most security serialization en

vironments random serial numbers are used. However, copying serial numbers encoded in

modified barcodes according to the invention is very cumbersome or even impossible.

Therefore, it is not required to use random numbers for the serialization. Using sequential

numbers offer several benefits. The definition of number ranges is very easy. This allows

for a very transparent volume control of produced and/or coded products, which is im

portant for reporting, e.g. to governmental agencies, such as in the case of cigarettes or

alcoholic beverages where governments mandate reporting as a base for paying excise tax

es. When sequential numbers are used, for each production batch or sub-batch an array of



serial numbers are issued. For each batch or sub-batch, at least one individual security r a

tionale that may relate to one or more additional specific attributes according to any one of

the embodiments as described herein is assigned. Based on the individual security r a

tionale, the applied printer is generating modified barcodes. For authentication of a modi-

fied barcode, the serial number is read out by decoding the barcode. As sequential numbers

are used, it may be rather simple to identify the related serial number of the product and the

assigned individual security rationale, which are then used to authenticate the barcode.

Summarizing the findings of the present invention, the following embodiments are pre-

ferred:

Embodiment 1: A method for serializing products by using a standard barcode comprising

a unique printing modification for inhibiting a copying of the barcode, thereby allowing to

use sequential serial numbers, the method comprising the following steps:

providing print batch data by a central database, the print batch data comprising a

batch of serial codes and at least one individual security rationale for modifying the bar

code, thereby assigning the security rationale to the barcode and defining a range of se

quential serial numbers;

transmitting the print batch data to a printing device designed for printing variable

data in at least one remote location; and

printing a modified barcode by using a single serial code out of the range of the

sequential serial numbers and the assigned individual security rationale as provided by the

print batch data, whereby an authentication feature is introduced into the barcode.

Embodiment 2 : The method of Embodiment 1, wherein the barcode is printed in a resolu

tion which does not allow for assigning every two-dimensional barcode module an identi

cal number of pixels.

Embodiment 3 : The method of Embodiment 2, wherein larger and smaller modules are

generated, wherein a repartition of the larger and the smaller modules in the barcode fo l

lows an individual, non-standard security rationale.

Embodiment 4 : The method of Embodiment 3, wherein the security rationale covers posi

tion information for individually selected large and small modules.

Embodiment 5 : The method of Embodiment 3, wherein the security rationale covers posi

tion information for an entire row and/or an entire column of modules in the barcode.



Embodiment 6 : The method of Embodiment 1, wherein the barcode is modified by at least

one padding code word which is altered according to the individual security rationale.

Embodiment 7 : The method of Embodiment 1, wherein the barcode is modified by match

ing a distance between individual modules in printing direction by overlaying a shaft en

coder signal by a specific modification function.

Embodiment 8 : The method of Embodiment 1, wherein the barcode is modified by printing

at least one designated module with lower or higher color density.

Embodiment 9 : The method of Embodiment 1, wherein the barcode is modified by printing

at least one designated module with lower or higher color dot diameter.

Embodiment 10: The method of Embodiment 8 or of Embodiment 9, wherein printing the

designated module with the lower or the higher color density or lower or higher color dot

diameter is achieved by reducing or increasing the power of a laser printer, respectively,

when marking the designated module.

Embodiment 11 : The method of Embodiment 1, wherein the barcode is modified by r e

moving at least one defined pixel in the print of a designated barcode module.

Embodiment 12: The method of Embodiment 11, wherein at least one defined pixel is r e

moved in each corner of adjacent modules in the print of the barcode.

Embodiment 13: The method of Embodiment 1, wherein a linear barcode is modified by

matching the height of the barcode in printing direction to a specific modification function.

Embodiment 14: The method of Embodiment 1, wherein a continuous inkjet printer, a car

tridge inkjet printer, a drop on demand printer, a digital printer, or a laser printer is used for

printing the modified barcode.

Embodiment 15: The method of Embodiment 1, wherein, in the event a cartridge inkjet or

drop on demand printer nozzle may clog, white stripes caused by the clogged nozzle are

identified, whereupon the result of the vision system is corrected accordingly.

Embodiment 16: The method of Embodiment 1, wherein the individual security rationale is

selected to maintain the readability of the barcode measured by a quality grades does not

fall under a threshold defined by an ISO standard or an GS1 standard.



Embodiment 17: The method of Embodiment 1, wherein the method for modifying the

barcode with a security rationale is applied to a linear barcode or to two-dimensional bar

code.

Embodiment 18: The method of Embodiment 1, wherein the print batch data is divided

into a multitude of sub-batches, each sub-batch having a different security rationale a s

signed.

Embodiment 19: A method for checking the authenticity of a standard barcode as used in

serializing products, wherein the barcode comprises a unique printing modification for

inhibiting a copying of the barcode, thereby allowing to use sequential serial numbers, the

method comprising the following steps:

taking an image of the barcode by a querying party by means of a digital imaging

device;

processing the image by identifying the barcode in the image, cropping not relevant

information from the barcode, optionally compressing the image, and sending the image to

a central database;

reading out a content of the barcode in the central database, thereby acquiring the

serial number; searching, based on the number range of the serial number, the print batch

ID and the assigned security rationale; and analyzing the security rationale;

comparing the security rationale from the analyzed barcode with a security r a

tionale for the print batch ID in the database, wherein, if the two security rationales are

identical, creating a message that the barcode under investigation is an original barcode;

checking in the database if the print batch ID has been queried before, wherein, if

applicable, and if a number of queries are above a given threshold, a message comprising a

warning is provided;

storing the message in the database and sending it to the querying party.

Embodiment 20: The method of Embodiment 19, wherein the image is taken by a cell

phone camera, a smart phone camera, a tablet camera, a flatbed scanner, a hand scanner or

a barcode scanner.

Short description of the Figures

Further optional features and embodiments of the invention will be disclosed in more detail

in the subsequent description of preferred embodiments, preferably in conjunction with the



dependent claims. Therein, the respective optional features may be realized in an isolated

fashion as well as in any arbitrary feasible combination, as the skilled person will realize.

The scope of the invention is not restricted by the preferred embodiments. The embodi

ments are schematically depicted in the Figures. Therein, identical reference numbers in

these Figures refer to identical or functionally comparable elements.

In the Figures:

Figure 1 illustrates a repartition of pixels in a barcode module.

Figure 2 illustrates barcode modules that exhibit a different height.

Figure 3 illustrates padding code words in a barcode.

Figure 4 illustrates a rectangular modification of a dot distance of a continuous inkjet

code.

Figure 5 illustrates a modification of gray values of a laser-printed barcode.

Figure 6 illustrates removed pixels in corners of adjacent modules.

Figure 7 illustrates modifying the height of a linear barcode.

Figure 8 provides a flowchart illustrating a method for serializing products by using a

barcode and the related method for checking the authenticity of the modified

barcode used in serializing products.

Figure 9 illustrates an embodiment which demonstrates an operation of a combina

tion of a serial code, and an individual security rationale for generating the

modified barcode.

Figure 10 schematically illustrates an operational scheme for the method for aggrega

tion of sequentially serialized products.

Detailed description of the embodiments



Figure 1 illustrates an embodiment of a two-dimensional barcode 110 which comprises a

number of modules 112 arranged in an array- like fashion, usually denominated as Data

Matrix barcode according to ISO 16022. Herein, a first kind of modules 112 is implement

ed as black squares 114 while a second kind of modules is implemented as white squares

116. In order to print the barcode 110 onto a product, a printing device 118 is used. Herein,

the printing device 118 generates a number of pixels 120, wherein for printing each of the

modules 112, generally, more than one pixel 120 is used. If the same number of pixels 120

is used per module 112, the size of the barcode 110 is defined as an even multiple of the

number of pixels 120 per module 120 multiplied by the number of modules 112 within the

barcode 110.

By way of example, an exemplary barcode 110 which comprises 20 modules 112 and 6

pixels 120 per module 112 exhibits an overall dimension of 20 · 6 = 120 pixels 120. Con

sequently, by printing the exemplary barcode 110 onto the product or the respective pack-

aging by using a specific printing device 118 having a resolution of 300 dpi, wherein the

term "dpi" here refers to pixels per inch, the exemplary barcode 110 exhibits a size of 2/5

of an inch which equals 10.16 mm. In industrial applications, the size of the barcode 110

is, generally, adapted to be small enough to fit the space being available on the product or

the respective packaging and to be as big as the printing device 118 allows, which is usual-

ly 1/2 inch which equals 12.7 mm. Thus, the dimensions of the barcode are, generally, de

termined by external parameters, such as the space available on the product or the respec

tive packaging or the maximum space which can be printed by the printing device 118,

and, thus, are, generally not congruent with sizes as imposed by an architecture of the bar

code 110. In order to be able to cope with this situation, the printer driver, usually, gener-

ates modules 112 of different sizes within the same barcode 110.

As schematically illustrated in Figure 1, for printing a 10 x 10 mm2 barcode 110 of 16 x 16

modules 112 at 300 dpi, the average number of pixels for a single module 112 can be ca l

culated to be equal to approximately 7.38. However, the printing device 118 as described

above may allow printing only an integral number of pixels 120, such as either 7 pixels or

8 pixels. As a consequence, a driver software for driving the printing device 118 may be

calculating a width of 7 pixels for at least one first kind of modules 122 and a width of 8

pixels for at least one second kind of modules 124 in order to approach the calculated value

of 7.38 as close as possible. As depicted in two enlarged segments of Figure 1, the driver

software may propose to print 10 first kinds of modules 122 having a width of 7 pixels and

6 second kinds of modules 124 having a width of 8 pixels within a column 126 of the b ar

code 110. This method is, generally, used for generating standard barcodes, such as the

Data Matrix barcode. In this regard, the driver software may be configured to decide about



a repartition in which the first kinds of modules 122 having a width of 7 pixels (which also

denoted by the term "small modules") and the second kinds of modules 124 having a width

of 8 pixels (which also denoted by the term "large modules") are distributed over the area

of the barcode 110, in particular within a column 126 or a row 128 of the barcode 110.

In accordance with the present invention, a modified barcode 130 is printed in a resolution

which does not allow assigning an identical number of pixels 120 to every module 112.

Herein, the first kinds of modules 122 and the second kinds of modules 124, wherein a

different number of pixels 120 is assigned to each kind of the modules 122, 124, are dis-

tributed over the area of the barcode 110 in a fashion which does neither follow a standard

pattern nor a random pattern. Rather, an authentication feature 132 is introduced into the

barcode 110 by using a predefined printing modification, which is, particularly achieved by

applying the driver software for the printing device 118 accordingly. Herein, the repartition

of the two kinds of modules 122, 124 within the area of the barcode 110 is defined by an

individual security rationale. As defined above, the term "individual security rationale"

refers to instructions for modifying the barcode by introducing at least one additional sp e

cific attribute into the printed barcode. In the particular embodiment as illustrated in Figure

1, the additional specific attribute refers to the repartition of the two kinds of modules 122,

124 within the area of the barcode 110 as defined by the individual security rationale. Us-

ing the individual security rationale may, thus, allow modifying the barcode 110 in order to

generate the modified barcode 130. Subsequently, the modified barcode 120 printed onto

the product or the respective packaging by using the printing device 118.

Herein, the individual security rationale may cover position information for each entire

column 126 as schematically depicted in Figure 1. Alternatively, the individual security

rationale may cover position information for the entire row 128 or for each individually

selected module 112 within the barcode. As a first result, as illustrated in Figure 2, the two

kinds of modules 122, 124 exhibit different heights 134, 136. Thus, the different heights

134, 136 of the two kinds of modules 122, 124 may equally be used for the individual se-

curity rationale. Irrespective which particular additional specific attribute is used as the

individual security rationale, a particularly preferred individual security rationale may be

selected to maintain a readability of the modified barcode 130 in a fashion that, by using a

machine, the same barcode content may be decoded from the modified barcode 130 and

the unmodified barcode 110.

As a further result, re-engineering of such a kind of modification within the modified bar

code 130 may be difficult for a counterfeiter since a precision of the printing device 118 is,

usually, within the same magnitude as a dimension difference between the two kinds of



modules 122, 124. For checking the authenticity of the barcode 110, an image of the bar

code 110, preferably taken by a camera, is analyzed by using image analysis methods in

order to identify the widths of the modules 112 for identifying the location of the two kinds

of modules 122, 124, respectively. Subsequently, the result of the analysis is compared

with the data in a central database. If the modified barcode 130 is the original barcode 110,

the areal distribution of the two kinds of modules 122, 124 is identical, if not, the modified

barcode 130 is counterfeited.

Figure 3 illustrates a further embodiment for introducing the authentication feature 132

into the barcode 110, whereby the modified barcode 130 is generated. As described above,

the two-dimensional barcode 110 comprises a data storing capacity which, mainly, de

pends on the number of modules 112, i.e. black squares 114 and the white squares 116,

within the barcode 110. By way of example, the standard for a Data Matrix barcode may

define the number of modules 112 to be a multiple of even numbers only, e.g. 22 x 22

modules 112 or 24 x 24 modules 112. However, the volume of data that may be encoded in

the barcode 110 may vary considerably. As a result, a specific barcode content may not use

the full capacity of a given barcode 110. As exemplary illustrated in Figure 3, empty code

words or padding code words may be created by using the individual security rationale for

generating the modified barcode 130. The individual security rationale related to filling the

padding code words into a region 138 of the barcode 110 may allow, thus, generating the

modified barcode 130 by using a specific algorithm for calculating an individual padding

code word content.

Similarly (not depicted here), the barcode serial number may be extended with an addition-

al number comprising the individual security rationale for generating the modified barcode

130, wherein the additional number may be placed at the end of the serial number. Alterna

tively, one or more application identifiers which may already be reserved within the bar

code 110 may be allocated by using the individual security rationale, in particular, one or

more of the application identifiers 90 to 99 according to the GS1 standard specification.

The individual security rationale being related to filling the application identifiers of the

barcode 110 may allow, thus, generating the modified barcode 130 by using a specific a l

gorithm for allocating the selected application identifiers. However, other kinds of exten

sions of the barcode may be feasible.

Figure 4 illustrates a further embodiment for introducing the authentication feature 132

into the barcode 110, whereby the modified barcode 130 is generated. For high-speed

printing, continuous inkjet technology is often used. In particular for high-speed printing,

continuous inkjet technology may often be used, wherein this technology may, however,



be quite precise in a direction of the substrate movement while it may be quite imprecise in

an orthogonal direction with respect to the substrate movement. Therefore, the modified

barcode 130 may, preferably, be implemented along the direction of movement axis, which

may also be denominated as a printing direction 140. Herein, the modification can be an

overlay of a first modulation function 142 that may be used for modifying a shaft encoder

signal of the printing device 118 in the printing direction 140. In particular, the first modu

lation function 142 may can be an overlay of an external signal, such as a sinus-wave type,

a rectangular type, triangle form, or a mixture of these types, to the shaft encoder signal. In

the exemplary embodiment as schematically depicted in Figure 4, an amplitude A of the

first modulation function 142 in printing direction 140 is schematically depicted. Thus, a

distance d between two adjacent barcode columns 126 and/or two adjacent barcode rows

128 may accordingly be modified, whereby the modified barcode 130 may be generated, as

exemplary illustrated in Figure 4 .

Figure 5 illustrates a further embodiment for introducing the authentication feature 132

into the barcode 110, whereby the modified barcode 130 is generated. Herein, a power of

the printing device 118 may be modified for printing the modified module 130, in particu

lar in at least one selected sector 144 of the barcode 110. Herein, modifying the power of

the printing device 118 may result in at least one modified module 146 comprising a lower

color density or a higher color density and/or a lower color dot diameter or a higher color

dot diameter. In the exemplary embodiment as schematically depicted in Figure 5, the se

lected sector 144 refers to a group of modified modules 146 within the modified barcode

130, where, by increasing the power of the printing device 118, the modified modules 112

comprise a higher color density and, concurrently, an increased dot diameter. Thus, a loca-

tion of the selected sector 144 and the manner of generating the modified modules 146 in

the selected sector 144 may be used as the individual security rationale for generating the

modified barcode 130.

In an alternative embodiment (not depicted here), by reducing the power of the printing

device 118 the differently modified modules 146 might comprise a lower color density

and, concurrently, a decreased dot diameter. Again, the location of the selected sector 144

and the different manner of generating the modified modules 146 in the selected sector 144

may be used as the individual security rationale for generating the modified barcode 130.

Figure 6 illustrates a further embodiment for introducing the authentication feature 132

into the barcode 110, whereby the modified barcode 130 is generated. Herein, the modified

barcode 130 may comprise at least one modified module 146 within the selected sector 144

that has been printed by removing at least one defined pixel. In the exemplary embodiment



as schematically depicted in Figure 6, a single defined pixel has been removed in one cor

ners of each of two adjacent black modules 114. However, generating other types of modi

fied modules 146, in particular by removing, in addition or alternatively, one or more p ix

els one or more black modules 112, such as from two or more adjacent black modules 114,

may also be feasible. Herein, the actual manner according to which the modified modules

146 and the pixels missing therein have been selected may be used for determining the

specific individual security rationale for generating the modified barcode 130.

Further, this type of generating the modified barcode 130 may also be applicable for a line-

ar barcode 148, an embodiment of which is illustrated in Figure 7 . Herein, wherein the

modified barcode 130 may be printed by removing at least one defined pixel in at least one

designated bar 150. In particular, the at least one defined pixel may be removed in at least

one corner of two adjacent bars 150. However, removing other pixels from one or more

bars 150 may also be feasible.

Figure 7 illustrates a further embodiment for introducing the authentication feature 132

into the one-dimensional barcode 148, whereby a modified one-dimensional barcode 152 is

generated. In general, the one-dimensional barcode 148, which may also be denominated

as a linear barcode, may comprise a plurality of bars 150, wherein each of the bars 150

exhibits a height h, a width w, and a distance a between two adjacent bars 150, wherein the

height h of the plurality of the bars 150 within a single one-dimensional barcode 148 is

usually selected as being constant whereas the barcode content may be comprised in the

width w of the bars 150 and their respective distances. However, other kinds of one-

dimensional barcodes 148 may also be feasible.

In the exemplary embodiment as schematically depicted in Figure 7, the height h of the

bars 150 is modified in the printing 140 direction as the authentication feature 132 by ap

plying a second modulation function 154, the amplitude A of which is modified in the

printing direction 140. As defined above, the second modulation function 154 may, again,

refer to an external signal that comprises the time- varying amplitude A which may, prefer

ably, be selected from a sinus-wave type, a rectangular type, a triangle type, or a mixture of

these types. As depicted here, the second modulation function 154 comprises local maxima

156 and/or local minima 158 as expected from a modified sine-wave type. Herein, an actu

al course of the second modulation function 154, by which the height h of the bars 150

may easily be modified in printing direction 140, or one or more parameters derived from

the second modulation function 154 may be used as the individual security rationale for

generating the modified one-dimensional barcode 152.



Figure 8 presents a flowchart 160 which schematically illustrates both the method for ser i

alizing products by using the modified barcode 130 and the related method for checking

the authenticity of the modified barcode 130 as used in serializing products.

As generally used, the process as schematically illustrated in the flowchart 160 may com

prise a start S . As physically located on a central database 162, such as on a server or in a

web-based cloud, initially, a new serialization branch 164 may be opened, thus, allowing a

serialization of a given batch of products. Herein, for each customer a separate master data

repository 166 may be provided. As used in this particular embodiment, each master data

repository 166 may comprise a first database 168, a second data base 170, and a third data

base 172. Herein, all possible modification options related to the at least one additional

specific attribute to be introduced into the barcode 110 may be specified and indexed in the

first database 168 while the second data base 170 may comprise a number range repository

which may be adapted for managing assigned number ranges in order to ensure that the

same serial number may be assigned only once. In addition, the third database 172 may

comprise an identifier for the printing device 118 and a corresponding public key database.

Preferably based on a random generator, a series of individual security rationales are auto

matically generated and assigned to a serialization batch 174. For this purpose, data are

retrieved from the master data repository 166, wherein the data content for each serializa

tion batch 174 may, in particular, comprise the following items:

- a lower border for the number range;

- a volume related to the serial numbers;

- an individual security rationale identifier;

- the identification of the printing device 118; and

- a software release number.

Thus, the serialization batch 174 and, subsequently, an encrypted serialization batch 176

may be generated. For this purpose, a usual encryption process may be applied. After gen

erating the encrypted serialization batch 176, the encrypted serialization batch 176 may be

transferred to the printing device 118. Further, for each customer a copy 178 of the seriali

zation batch 174 may be transferred to a transaction data repository 180. Herein, the trans

action data repository 180 may, particularly, be used for recording transactions that may

have been performed in connection with the central database 162, in particular with respect

to a transfer 182 of the data. In order to perform the transfer 182 of the encrypted serializa

tion batch 176 to the printing device 118, a protected communication may be provided, e.g.

by a virtual private network. However, other kinds of transfer channels preferably allowing

protected communication may also be feasible.



Within the printing device 118, the encrypted serialization batch 176 as received by the

printing device 118 may be decrypted by using an appropriate decrypter 184, whereby the

serialization batch 174 without encryption may be obtained again. For this purpose, a pri

vate key of the printing device 118 may be used. Subsequently, a retriever 186 may be

used to locally generate from the serialization batch 174 the sequential serial numbers out

of the given number range. In addition, the retriever 186 may, further, be used to decode

the individual security rationale, wherein the individual security rationale being determined

in this manner may, additionally, be stored in a code identifier database 188. For this pur

pose, the printing device 118 may not only be designed for printing variable data but also

comprise a separate data storage in which instructions for generating the modified barcode

130 may be managed. In this regard it may be mentioned that in a case in which the indi

vidual security rationale may be updated in the master data repository 166 of the central

database 162, the respective data in all printing devices 118 may need to be updated. Sub

sequently, the sequential serial number and the individual security rationale are used for

generating the modified barcode 130. Thus, according to the present invention, the modi

fied barcode 130 is generated for the sequential serial number related to the product and

modified by the individual security rationale as specified in the serialization batch 174,

wherein the modified barcode 130 is, finally, printed on the respective product by using the

printing device 118.

In order to check the authenticity of the barcode which is used in a particular serialized

product, a digital imaging device 190, in particular, of a smartphone 192 may be used.

However, other kinds of digital devices, in particular a cell phone, a tablet computer, a

flatbed scanner, a hand scanner, or a barcode scanner may also be employed for this pur-

pose. Herein, the digital imaging device 190 is used to take at least one image of the modi

fied barcode 130, to process the image in order to be capable of identifying the barcode

within the image and, in addition, to submit the image to the central database 162. For

identifying the barcode within the image at least one of the sub-steps bl) to b4) as de

scribed above may be employed. Further, in order to achieve a quick and efficient analysis

of the of the modified barcode 130 by the smartphone 192, the image may be isolated from

remaining parts of the picture as taken by the digital imaging device 190, thereby disre

garding the remaining parts of the picture. Thereafter, a correct exposition of the image

may be verified, a distribution of an illumination over the image may be examined, a con

trast of the image may be reviewed, and/or an existence of a blur within the image, in par-

ticular a motion blur and/or a focus blur, may be disproved.

As mentioned above, the image is transferred to the central database 162 and received by a

decoder 194 which is adapted for reading out a barcode content of the modified barcode



130, whereby the serial number of the product is acquired by analyzing the barcode content

with respect to the related barcode specification. In order to be able to check whether the

single serial code has been queried before according to step f), the serial number of the

product may then be stored in a data repository of queried numbers 196, which may be

physically located in the transaction data repository 180. However, another location may

also be feasible.

Further, a security identification module 198 may be used for determining the individual

security rationale which is assigned to the single serial number as provided by the decoder

194. Herein, by referring to the customer copy 178 of the serialization batch 174, such as

located in the transaction data repository 180, the single serial code provided by the decod

er 194 may be used to determine the number range of the serial numbers since, as de

scribed above, the serialization batch 174 may, preferably, comprise data related to both

the lower border for the number range and the volume related to the serial numbers. Since

the serialization batch 174 further comprises an individual security rationale identifier, the

assigned individual security rationale may, thus, also be identified and, subsequently, ana

lyzed by the security identification module 198. In this regard, analyzing the assigned in di

vidual security rationale may comprise determining the at least one additional specific at

tribute as comprised in the first database 168, which has been introduced into the barcode.

For this purpose, an index related to a possible modification option that has been intro

duced into the barcode 110 may be specified and related to the at least one additional sp e

cific attribute as stored in the first database 168. Finally, the at least one security rationale

in the modified barcode 130, 152 is analyzed according to step c). Alternatively, the indi

vidual security rationale for the single serial code as stored in a central database 162 may,

in accordance with step c'), be used to regenerate the modified barcode 110 which had

originally been printed onto the corresponding product.

Thereafter, according to step d), the assigned individual security rationale is compared in a

comparing step 200 with the individual security rationale for the single serial code as

stored in a central database 162. Consequently, the question 202 whether the two individu

al security rationales are identical, may be answered positively (Y) or negative (N). Alter

natively, the regenerated modified barcode 110 which had originally been printed onto the

corresponding product may, in accordance with step d'), be compared in the comparing

step 200 with the modified barcode 130, 152 as acquired by the digital imaging device 190

and, preferably, further processed in the decoder 194. Herein, the question 202 whether the

two modified barcodes are identical, may be answered positively (Y) or negative (N).

Thus, a message 204 is generated that, if the two individual security rationales or the two

modified barcodes are, respectively, are identical, the barcode under investigation is an



original barcode, or, if the two individual security rationales or the two modified barcodes

are, respectively, not identical, that the barcode under investigation is not the original bar

code. For comparison purposes, at least one tolerance level can be taken into account with

in which the authenticity of the barcode under investigation may be still assumed. Herein,

the tolerance level may depend on the actual embodiment chosen for the actual individual

security rationale. Introducing the tolerance level may, thus, allow taking into account in

evitable adverse effects on the barcode under investigation, such as deterioration, ageing,

or wear, which may particularly affect the barcode located on the surface of the product.

In a particular embodiment, the message 204 may be modified by performing the optional

step f), wherein the data repository of queried numbers 196 of the central database 203

may be checked whether the single serial code has been queried before. If applicable and if

a number of queries may be above a threshold number, the message 204 may be modified

by comprising a warning. For this purpose, it may be checked how many times the same

barcode may have been queried before. Herein, a threshold number, in particular a positive

natural number, such as 2, 3, 4, 5, 6, or more, may be used, wherein the threshold number

may be selected in order to indicate whether a repeated checking of the same serial number

may be considered as being indicative of fraud or not. In addition, it may, further be

checked hereby how many previous queries have been performed within which time inter-

val, which may be used for similar purposes.

The message 204 generated as described above, may, thereafter, be stored in the data r e

pository of queried numbers 196 within the central database 162 and, concurrently or sub

sequently, be submitted to a querying party. If applicable and if a number of queries may

be above the selected threshold number, the message 204 as provided to the querying party

may be modified by comprising a warning. The querying party may be capable of reading

the message 204 which may, for this purpose, be displayed on a display 206, such as on a

touchscreen, of the smartphone 192. Again, in case another kind of digital devices, in par

ticular a cell phone, a tablet computer, a flatbed scanner, a hand scanner, or a barcode

scanner, may have been used for taking the at least one image of the modified barcode 130,

the message may, alternatively, be displayed on the corresponding display 206 of the r e

spective kind of digital device.

Finally, the process as schematically illustrated in the flowchart 160 may, as generally

used, comprise an end E . However, the process may, completely or partially, be repeated

several times for different products, such by starting again at the start S or by checking the

authenticity of the barcode of the same particular serialized product by taking a further

digital image using the digital imaging device 190, in particular, of the smartphone 192.



Figure 9 illustrates an exemplary embodiment which demonstrates an operation of a com

bination of a serial code and an individual security rationale for generating the modified

barcode 130 according to steps i) to iii) of the present invention. As schematically depicted

there, the central database 162 provides print batch data according to step i) which, on one

hand, comprise the serialization batch 174, which is exemplary denoted here by "SN:

1000-1 100", thus, indicating that the serial numbers SN for the single serial codes are t ak

en from a contiguous number range from 1000 to 1100, and, on the other hand, the a s

signed individual security rationale, abbreviated to "ISR", for which the exemplary hexa-

decimal number "fffl23" is selected.

Subsequently, the print batch data are, according to step ii), transmitted to the printing de

vice 118 which is designed for printing variable data. Herein, the combination of the single

serial code and the individual security rationale triggers the instructions which automatical-

ly generate and print the modified barcode 130. For this purpose, consecutive single serial

numbers, starting with 1000 and continuing with 1001, 1002, 1003 1004 etc., are, as sche

matically shown in Figure 9, successively combined with the hexadecimal number fffl23

of the individual security rationale in order to provide the modified barcode 130, which, in

this example, may be specified by both a corresponding pixel distribution and a padding

code as indicated in Figure 9 . This exemplary embodiment demonstrates that the combina

tion of one of the single serial codes 1000, 1001, 1002, 1003, 1004 etc. and the individual

security rationale fffl23 triggers a modification of each of the barcodes which is, according

to the present invention, used for concurrently serializing the product and introducing the

authentication feature into the barcode 110 as a pixel distribution and a padding code word.

Figure 10 schematically illustrates an operational scheme for the method for aggregation of

sequentially serialized products 208. Herein, the products have, preferably, been serialized

by using serial numbers as described above, in particular, according to the exemplary em

bodiment as depicted in Figure 9 . In Figure 10, the sequentially serialized products 208 are

schematically indicated by the string "#1 1, #12, #5, #8, #9, #10, #7, #2, #3, #1". Further

according to Figure 10, the sequentially serialized products 208 are subject to an aggrega

tion step 210 by aggregating the products to a common item 212, which is, in this particu

lar embodiment, a number of products arranged on a pallet 214. However, other kinds of

common items 212 may also be used, such as a shipping case.

According to step iv) of the aggregation method, the serial numbers of the sequentially

serialized products 208 are scanned, such as by employing a scanning device 216 adapted

for this purpose, such as by using the digital imaging device 190 as described above.



Thereafter, the scanned serial numbers are stored in the central database 162 pursuant to

step v). Herein, the stored serial numbers are subject to a sorting step 218 according to step

vi), whereby the serial numbers are placed in a sequential order 220. In this exemplary

embodiment, the sorting step 218 is performed in an increasing order. However, a decreas-

ing order may also be feasible. The sequential order 220 allows grouping the sorted serial

numbers into contiguous number ranges pursuant to method step vii).

As a result, the contiguous number ranges into which the sorted serial numbers have been

grouped comprise a single item if no adjacent number may be available; otherwise, if at

least one adjacent number may be available, at least two items are grouped within the con

tiguous number range. Hereby, pursuant to step viii), a root value and a size for each con

tiguous number range is identified. In the exemplary embodiment according to Figure 10,

the numbers #1, #5 and #7 of the sequential order 220 indicate root values for the corre

sponding number contiguous number ranges, whereas "plus 2" or "plus 5" are values

which are related to the sizes of the corresponding contiguous number ranges, i.e. an addi

tional number of products apart from a single product. However, other kinds of root values

or size-related values may also be possible.

Finally, for each contiguous number range, the root value and the size-related value of each

contiguous number range are stored in the central database 162 in a storing step 222 ac

cording to step ix) of the aggregation method. As a result, this method which may, espe

cially, be applicable to the sequentially serialized products 208 serialized by the serializing

method according to the present invention, allows saving a considerable volume of storage

space for storing the serial numbers of the aggregated products. This can be derived from

the string "#1+2, #5, #7+5" as shown below the central database 162 (version on the right

side) which exhibits the same information as the string "#1 1, #12, #5, #8, #9, #10, #7, #2,

#3, #1" as shown above the sequentially serialized products 208.
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Claims

1. A method for serializing products by using a barcode ( 110), wherein an authentica

tion feature (132) is introduced into the barcode ( 110) by using a printing modifica

tion, the method comprising the following steps:

i) providing print batch data by a central database (162), wherein the print batch

data comprise a batch of serial codes and at least one individual security r a

tionale for modifying the barcode ( 110), whereby the security rationale is as

signed to the barcode (110) and a range of sequential serial numbers is defined;

ii) transmitting the print batch data to a printing device ( 118), wherein the printing

device ( 118) is designed for printing variable data;

iii) printing a modified barcode (130, 152) by using a single serial code out of the

range of the sequential serial numbers and the assigned individual security r a

tionale as provided by the print batch data, whereby an authentication feature

(132) is introduced into the barcode ( 110).

2 . The method according to the preceding claim, wherein the barcode ( 110) is a one-

dimensional barcode (148) and/or a two-dimensional barcode, wherein the barcode

( 110) is generated by using a standard specification.

3 . The method according to the preceding claim, wherein the standard specification is

selected from the group consisting of:

- - a data matrix barcode, as defined according to ISO/IEC 16022;

- - a QR barcode, as defined according to ISO/IEC 18004; and/or

- - a linear barcode, as defined according to ISO/IEC 15417.

4 . The method according to any one of the two preceding claims, wherein the two-

dimensional barcode comprises a plurality of two-dimensional modules ( 112),

wherein the modules ( 112) are arranged in columns (126) and rows (128).

5 . The method according to any one of the four preceding claims, wherein each of the

modules ( 112) exhibits a form of one element selected from: a square ( 114, 116), a

rectangle, a hexagon, a dot.



6 . The method according to any one of the five preceding claims, wherein the modified

barcode (130) is printed in a resolution which does not allow assigning an identical

number of pixels to every module ( 112).

7 . The method according to the preceding claim, wherein the modified barcode (130) is

printed by using at least two different kinds of modules (122, 124), wherein a differ

ent number of pixels is assigned to each kind of modules (122, 124).

8. The method according to the preceding claim, wherein a repartition of the different

kind of modules (122, 124) is defined by a combination of the individual security r a

tionale and the single serial code.

9 . The method according to the preceding claim, wherein the combination of the in di

vidual security rationale and the single serial code covers position information for

one or more of: at least one individually selected module ( 112), at least one entire

column (126) of modules, at least one entire row (128) of modules.

10. The method according to any one of the nine preceding claims, wherein the modified

barcode (130) is printed by using at least one padding code word.

11. The method according to the preceding claim, wherein the combination of the in di

vidual security rationale and the single serial code is adapted to alter the padding

code word.

12. The method according to any one of the eleven preceding claims, wherein a barcode

serial number is extended with an additional number, wherein the combination of the

individual security rationale and the single serial code is adapted to generate the ad

ditional number.

13. The method according to the preceding claim, wherein the additional number is

placed at the end of the barcode serial number or wherein at least one additional ap

plication identifier of the barcode is allocated with the additional number.

14. The method according to any one of the thirteen preceding claims, wherein the modi

fied barcode (130) is printed by removing at least one defined pixel in at least one



modified module (146), wherein the combination of the individual security rationale

and the single serial code is adapted to define the at least one pixel.

15. The method according to the preceding claim, wherein the at least one defined pixel

is removed in at least one corner of two adjacent modified modules (146).

16. The method according to any one of the fifteen preceding claims, wherein the modi

fied barcode (130) is printed by using the at least one modified module (146), where

in a power of the printing device ( 118) is modified for printing the modified module

(146), wherein the combination of the individual security rationale and the single se

rial code is adapted to a modify the power of the printing device ( 118).

17. The method according to the preceding claim, wherein the modified module (146)

comprises at least one of: a lower color density, a higher color density, a lower color

dot diameter, higher color dot diameter.

18. The method according to any one of the seventeen preceding claims, wherein the

modified barcode (130) is printed by matching a distance between two adjacent

modules ( 112) in printing direction (140) by overlaying a shaft encoder signal,

wherein the combination of the individual security rationale and the single serial

code is adapted to match the distance.

19. The method according to the preceding claim, wherein the shaft encoder signal is

modified in printing direction (140) by using a first modulation function (142).

20. The method according to any one of the nineteen preceding claims, wherein the one-

dimensional barcode (148) comprises a plurality of bars (150) having a height, a

width, and a distance between the bars (150) wherein the modified one-dimensional

barcode (152) is printed by modifying at least one of the height, the width, and the

distance in printing direction (140).

21. The method according to the preceding claim, wherein at least one of the height, the

width, and the distance is modified by using the combination of the individual securi

ty rationale and the single serial code to provide a second modulation function (154).



22. The method according to any one of the two preceding claims, wherein the modified

one-dimensional barcode (152) is printed by removing at least one defined pixel in at

least one designated bar (150), wherein the combination of the individual security r a

tionale and the single serial code is adapted to define the at least one pixel.

23. The method according to the preceding claim, wherein the at least one defined pixel

is removed in at least one corner of two adjacent bars (150).

24. The method according to any one of the preceding claims, wherein the print batch

data are retrieved from a master data repository (166).

25. The method according to the preceding claim, wherein sequential numbers are used,

wherein an array of serial numbers is issued for each print batch.

26. The method according to any one of the preceding claims, wherein the print batch is

divided into a multitude of sub-batches, wherein a different individual security r a

tionale is assigned to each sub-batch.

27. The method according to the preceding claim, wherein the array of serial numbers is

issued for each sub-batch.

28. The method according to any one of the preceding claims, wherein the individual

security rationale is selected to maintain a readability of the barcode ( 110) as deter

mined by at least one quality grade defined in a barcode standard specification.

29. The method according to the preceding claim, wherein the quality grades exceeds a

threshold as defined by at least one of an ISO standard specification or a GS1 stand

ard specification.

30. The method according to any one of the preceding claims, wherein the individual

security rationale is generated automatically by using a random generator.

31. The method according to any one of the preceding claims, wherein the printing de

vice ( 118) comprises one or more of: a continuous inkjet printer, a cartridge inkjet

printer, a drop-on-demand printer, a digital printer, a laser printer.



The method according to the preceding claim, wherein, in the event that the cartridge

inkjet or the drop-on-demand printer nozzle clogs, white stripes caused by the

clogged nozzle are identified by a vision system, whereupon the barcode ( 110) is

corrected accordingly.

The method according to any one of the preceding claims, wherein the product is

selected from the group consisting of: an article; an accompanying object, such as a

label, or a document; a primary packaging, such as a bottle, a syringe, a vial, an am

poule, a carpule, a blister; a secondary packing, such as a folding box, a hangtag, a

cardboard box, a shipping carton, a container.

34. A method for an aggregation of sequentially serialized products (208), wherein the

products are serialized pursuant to the method for serializing products according to

any one of the preceding claims, the aggregation method comprising the following

steps:

iv) scanning serial numbers of the sequentially serialized products (208);

v) storing the scanned serial numbers in a central database (162);

vi) sorting the stored serial numbers with respect to a sequential order (220);

vii) grouping the sorted serial numbers into contiguous number ranges;

viii) identifying a root value and a size-related value for each contiguous number

range; and,

ix) for each contiguous number range, storing the root value and the size-

related value of each contiguous number range.

35. The method according to any one of the preceding claims, wherein the method is part

of one or more of a production process for: producing the product, a process for pro

ducing an article accompanying the product, or a packaging process for packaging

the product.

36. A method for checking the authenticity of a barcode ( 110) used in serializing prod

ucts, wherein the barcode under investigation is a modified barcode (130, 152),

wherein the modified barcode (130, 152) comprises an authentication feature (132),

wherein the authentication feature (132) has been introduced into the barcode ( 110)

by applying the method according to any one of the preceding claims, the method

comprising the following steps:



a) taking at least one image of the modified barcode (130, 152) by using a digital

imaging device (190);

b) processing the image by identifying the modified barcode (130, 152) in the im

age, and submitting the image to a central database (162);

c) reading out a barcode content of the modified barcode (130, 152), whereby a

single serial code the serial number of the product is decoded; using a number

range of the single serial code for identifying a print batch and at least one as

signed individual security rationale; analyzing the at least one security rationale

in the modified barcode (130, 152);

d) comparing the individual security rationale analyzed in the modified barcode

(130, 152) with the individual security rationale from the print batch, and, if the

two individual security rationales are identical, generating a message (204) that

the barcode under investigation is an original barcode, otherwise generating the

message (204) that the barcode under investigation is not the original barcode;

and

e) storing the message (204) in the central database (162) and sending it to a

querying party.

A method for checking the authenticity of a barcode ( 110) used in serializing prod

ucts, wherein the barcode under investigation is a modified barcode (130, 152),

wherein the modified barcode (130, 152) comprises an authentication feature (132),

wherein the authentication feature (132) has been introduced into the barcode ( 110)

by applying the method according to any one of the claims 1 to 35, the method com

prising the following steps:

a) taking at least one image of the modified barcode (130, 152) by using a digital

imaging device (190);

b) processing the image by identifying the modified barcode (130, 152) in the im

age, and submitting the image to a central database (162);

c') reading out a barcode content of the modified barcode, whereby a single serial

code of the product is decoded; using a number range of the single serial code

for identifying a print batch and at least one assigned individual security r a

tionale; regenerating the modified barcode by using the single serial code and

the at least one assigned individual security rationale;

d') comparing the barcode under investigation with the regenerated modified bar

code, and, if the two barcodes are identical, generating a message that the bar-



code under investigation is an original barcode, otherwise generating the m es

sage that the barcode under investigation is not the original barcode; and

e) storing the message (204) in the central database (162) and sending it to a

querying party.

38. The method according to any one the two preceding claims, comprising the further

step:

f) checking in the central database (162) if the single serial code has been queried

before, wherein, if applicable and if a number of queries is above a threshold

number, the message (204) is modified by comprising a warning.

39. The method according to any one of the three preceding claims, wherein the digital

imaging device (190) comprises one or more of: a cell phone camera, a smart phone

(192) camera, a tablet camera, a flatbed scanner, a hand scanner, a barcode scanner.

40. The method according to the preceding claim, wherein the digital imaging device

comprises (190) a resolution of 20 pixels per module per dimension or less.

41. The method according to any one of the five preceding claims, wherein the pro

cessing of the image in step b) comprises at least one of the following sub-steps:

bl) locating the image;

b2) rearranging a spatial orientation of the image;

b3) cutting or cropping at least at one side and/or at one edge;

b4) transforming the image into a binary format.

42. The method according to any one of the six preceding claims, wherein at least one of

the following sub-procedures is applied to the image in step b):

- isolating the image of the modified barcode (130, 152) from any other parts of

the image;

- verifying a correct exposition of the image;

- examining a distribution of an illumination over the image;

- reviewing a contrast of image;

- disproving an existence of a blur within the image.

43. The method according to any one of the seven preceding claims, wherein the sending

of the image to the central database (162) during step b) is performed via one or



more of: a wireless data transmission, a wire-bound data transmission, a transmission

via a computer network.

44. A computer program including computer-executable instructions for performing the

methods according to any one of the preceding claims, when the program is executed

on a computer or computer network.

45. A data carrier having a data structure stored thereon, which, after loading into a

computer or computer network, is capable of executing the methods according to any

one of the preceding claims.
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