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Protection of integrated circuit devices

This invention relates to integrated circuits (ICs) and more particularly to the
provision of measures which may help protect against unauthorised access to

certain parts of such devices.

As ICs have become more complex and powerful, an increasing amount of
attention has been paid to the risks posed by unauthorised access to certain parts —
e.g. those which contain sensitive data or software or which can be used to
exercise unauthorised control of a device incorporating the IC. Manufacturers
therefore now routinely employ measures to discourage or prevent such access by

hackers.

In recent years, hackers have started employing a type of physical attack on
integrated circuits known as a glitch attack. A glitch attack involves forcing an
integrated circuit to operate at a low logic speed relative to its internal clock
frequency, either by applying a short duration pulse in order to rapidly drop supply
voltage or by increasing the clock frequency. In doing this, it becomes possible that
logic signals will not reach an intended destination within an integrated circuit
before a clock cycle is completed, thus allowing branches of code to be skipped —

e.g. skipping part of an ‘if block to jump to an outcome.

The Applicant has recognised that glitch attacks pose a security threat to integrated
circuits, and thus defence measures are desirable. Known defence designs utilise
analogue devices to monitor the supply voltage directly in order to detect drops in
supply voltage indicative of glitch attacks, or to monitor temperature in order to
detect illegal temperature conditions indicative of glitch attacks. Alternatively, other
known defence designs utilise analogue devices to monitor the clock frequency
directly in order to detect frequency spikes indicative of glitch attacks. The
Applicant has recognised some shortcomings with known, analogue defence
designs, namely that in order to detect very short duration low voltage pulses, like

those used in glitch attacks, they require a lot of power. Additionally, traditional
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designs can be expensive to produce and need to be tailored specifically to the

integrated circuits they are designed to protect.

The present invention aims at least partly to address the issues set out above and
when viewed from a first aspect the invention provides an integrated circuit
comprising a circuit portion for detecting a low logic speed relative to a clock signal
frequency, the circuit portion comprising:
an oscillator arranged to output a periodic clock signal; and
a detection circuit portion comprising:
a latch circuit portion arranged to output a first signal that changes
state once per clock cycle;
a delay circuit portion arranged to receive said first signal and output
a second signal subject to a propagation delay compared to the first signal,
said propagation delay being less than a period of the clock signal under
normal operating conditions; and
a comparison circuit portion arranged to compare the first signal at
the input and the second signal at the output of the delay circuit portion and
output an error signal if the signals are indicative of low logic speed relative

to the clock signal frequency.

Thus it will be seen by those skilled in the art that as the signal output by the latch
circuit portion changes state once per clock signal, the present invention provides
the ability to compare the propagation delay introduced by the delay circuit portion
to the period of the clock signal. If the first and second signals are in the same
state at the inputs of the comparison circuit portion, this means that sufficient time
has passed since the most recent state switch of the first signal for the first signal to
propagate through the delay circuit portion and then arrive (in the form of the
second, delayed signal) at the comparison circuit portion before the state changes
again. If the first and second signals are in different states at the inputs of the
comparison circuit portion, this means that not enough time has passed since the
most recent state switch of the first signal for the first signal to propagate through
the delay circuit portion and then arrive (in the form of the second, delayed signal)

at the comparison circuit portion.
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Under normal operating conditions, the propagation delay introduced by the delay
circuit portion is smaller than the period of the clock signal, and thus the
comparison circuit portion does not output an error signal. When a glitch attack
occurs, however, the propagation delay introduced by the delay circuit portion may
increase, or the period of the clock signal may decrease, such that this is no longer
the case, and thus the comparison circuit portion outputs an error signal to indicate
this. This can arise for one of two reasons, namely that the supply voltage has
decreased or the clock frequency has increased, both of which are methods used in
glitch attacks. Low supply voltage diminishes the ability for logic elements in a
circuit to draw power in order to drive an input voltage to a desired output voltage,
thus lowering logic speed. In accordance with the invention, the lower logic speed
affects the propagation delay introduced by the delay circuit portion, thus potentially

triggering the error signal.

Whilst high clock frequency does not affect logic speed directly, glitch attacks rely
on low logic speed when compared to clock frequency, so the same effect occurs —
signals are prevented from reaching their intended destination within a single

(decreased length) clock cycle.

Thus it will be understood by those skilled in the art that the present invention
provides a circuit portion which may detect glitch attacks, or simply low logic speed
relative to clock signal frequency. Advantageously, the circuit portion may be able
to detect even short glitch attacks — e.g. those lasting only a single clock cycle. The
integrated circuit (IC) may be able to detect the presence of a glitch attack before
problems occur in the logic circuitry of the rest of the IC, and respond appropriately.
The IC may, for example, cease or pause operation in response to the error signal
as output by the detection circuit portion in order to protect from a glitch attack. The
IC could also, by way of example, respond to the error signal by lowering the clock
frequency (should that functionality be available) in order to allow more time for

signals to propagate through logic circuitry between clock cycles.

The propagation delay could be any value less than the normal clock period butin a
set of embodiments, the propagation delay introduced by the delay circuit portion is
arranged to be greater than or equal to an inherent propagation delay introduced by

a critical path of a logic circuit portion elsewhere in the IC, but preferably in the
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same clock domain, under normal operating conditions. As used herein, the term
“clock domain” is used to refer to a portion of circuitry that operates at a specific
clock frequency —i.e. a portion of circuitry that uses the clock signal output by the
oscillator, and the term “critical path” is used to refer to the path along which a
signal may propagate in a logic circuit portion which introduces the largest

propagation delay.

In a set of embodiments, the propagation delay introduced by the delay circuit
portion is arranged to be equal to the inherent propagation delay introduced by the
critical path of the logic circuit plus an error margin, e.g. 1%, 5%, 10%, 20%, etc.,
under normal operating conditions. By arranging the delay circuit portion to
introduce a propagation delay that is greater than that introduced by the critical
path, embodiments of the present invention provide the ability to protect the clock
domain from a glitch attack by detecting the glitch attack and outputting an error
signal before any logic circuitry of the protected clock domain is affected. In a set of
embodiments, the integrated circuit comprises a plurality of clock domains. The

integrated circuit may comprise a detection circuit portion for each clock domain.

In a set of embodiments, the comparison circuit portion is arranged to compare the
first and second signals once per clock cycle, at the same time as the latch circuit
portion is arranged to switch the state of its output signal (which may in some

embodiments be a rising edge of the clock signal).

In a set of embodiments, the delay circuit portion comprises one or more delay
elements. Each delay element may comprise one or more standard cells —e.g.
inverters or NOT gates. Preferably, the delay element(s) or the cells thereof have
similar scaling characteristics with respect to voltage as those elsewhere in the
integrated circuit — e.g. in the critical path. This means that the effect of low supply
voltage on the propagation delay of the delay circuit portion will be indicative of the

effect of low supply voltage on the critical path.

Preferably, the delay circuit portion comprises a plurality of delay elements. In a set
of such embodiments, the delay elements can be employed or bypassed to provide
a configurable propagation delay. Each of the delay elements may introduce a

unique propagation delay to the first signal. In a set of embodiments for example,
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the propagation delay introduced one of the delay elements is a unit delay, and the
delays introduced by the other delay elements comprise increasing power of two
multiples of the unit delay. This enables the total delay introduced by the delay
circuit portion to be programmed to be any multiple of the unit delay up to a
maximum where all the delay elements are employed. This could be achieved for
example using a select register coupled with multiplexers, wherein each bit of the
select register determines whether or not the corresponding delay element is
bypassed or not. This allows a binary programmable delay proportional to the value

of the select register.

A programmable delay is advantageous as it allows the use of the same detection
circuit design even if the design of the protected domain is voltage scaled, as
different select register values may be used for different voltage operating points. It
also allows the use of the same detection circuit design for different clock domains
regardless of the delay introduced by the actual critical path in each domain and
regardless of the clock frequency in each domain. Additionally, it allows the
detection circuit to be easily calibrated to an individual clock domain over a range of
operating conditions. However, the programmable delay is not an essential feature
of the present invention, as the same detection functionality may be achieved using

bespoke delay circuit portions designed for specific clock domains.

In a set of embodiments having a plurality of delay elements, each delay element is
arranged to output a non-inverted signal at its output relative to its input, and thus
the second signal output by the delay circuit portion is arranged to be non-inverted
relative to the first signal at the input of the delay circuit portion regardless of how
many of the delay elements are employed. In a set of embodiments, each delay
element comprises an even number of inverters connected in series. Where the
delay elements comprises successive power of two multiples of a unit delay, each

delay element may comprise twice as many inverters as its succeeding element.

In a set of embodiments, the comparison circuit portion comprises an XOR gate,
the output of which is coupled to a first flip-flop, wherein the XOR gate takes the
first signal as one of its inputs and the second signal as the other of its inputs. The
XOR gate is therefore arranged to output a signal whereby the state of the output

signal is dependent on whether the first and second signals are in the same state or
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in different states. The first flip-flop takes the output of the XOR gate as its input,
and is arranged to output the error signal if the output of the XOR gate indicates
that the first and second signals are in different states when it is clocked —e.g. on a

rising clock edge.

In some embodiments, the comparison circulit portion further comprises a second
flip-flop, with the output of the first flip-flop being coupled to the input of the second
flip-flop. The second flip-flop may mirror the output of the first flip-flop with a delay
of one clock cycle. The Applicant has recognised that it is possible for a signal
output by the XOR gate to arrive at the first flip-flop at exactly the same time as a
rising clock edge, resulting in the first flip-flop entering a meta-stable state that may
cause the output of the first flip-flop to be undefined. The second flip-flop may
therefore be arranged to stabilise the output of the first flip-flop by capturing
undefined signals output by the first flip-flop, as the output of the second flip-flop
may settle to a defined state even if the output of the first flip-flop is undefined. This
may help reduce the frequency of false detections by the detection circuit portion,
and may prevent undefined signals from the first flip-flop propagating to further

logic.

An embodiment of the invention will now be described, by way of example only,

with reference to the accompanying drawings in which:

Fig. 1 is a schematic block diagram of an integrated circuit comprising one or more
clock domains and one or more detection circuit portions in accordance with an

embodiment of the present invention; and

Fig. 2 is a more detailed schematic circuit diagram of a detection circuit portion of

the embodiment of Fig. 1.

Fig. 1 is a schematic block diagram of an integrated circuit 2, comprising a power
supply 4 and three clock domains 6a-c. It will be understood by those skilled in the
art that the number of clock domains is not limited to three, but may be any number.
Each clock domain 6a-c comprises an oscillator 10a-c, a logic circuit portion 8a-c,
and a detection circuit portion 11a-c. The oscillators 10a-c are coupled to the

respective logic circuit portions 8a-c and detection circuit portions 11a-c. The logic
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circuit portions 8a-c are also coupled to the respective detection circuit portions

11a-c.

Each oscillator 10a-c outputs a periodic clock signal 18a-c to the respective logic
circuit portion 8a-c and detection circuit portion 11a-c, each of which use the clock
signal for timing purposes. It will be understood by those skilled in the art that the
oscillators 10a-c may comprise any electronic oscillators arranged to output a
periodic clock signal, including but not limited to a crystal oscillator, a CMOS ring

oscillator, etc.

In this example, each detection circuit portion 11a-c outputs an error signal 24a-c to
the respective logic circuit portion 8a-c if a low logic speed relative to the clock
frequency is detected. The error signals 24a-c need not be transmitted to the
respective logic circuit portions 8a-c, but may be transmitted to an external device
or a different module within the integrated circuit 2. The error signals 24a-c are fed
to the corresponding logic circuits 8a-c in order to instruct them to, for example,
cease or pause operation. Alternatively, the error signals 24a-c may be fed to a
module external to corresponding logic circuits 8a-c in order to, for example, make
a record of the event and/or switch off the power supply, although switching off the
power supply may be undesirable as this may require other powered logic to be

kept alive in order to restore power when it is deemed safe.

In this example, the logic circuit portions 8a-c are coupled to each other so as to
allow communication between clock domains. These couplings may further
comprise a number of standard components used to transmit signals between clock
domains of different frequencies, as is known in the art, but the description of these

is omitted for the sake of brevity.

Each logic circuit 8a-c comprises a plurality of logic elements, which in turn may

comprise any module found on an integrated circuit.

Fig. 2 is a schematic diagram illustrating the detection circuit portion 11a in more
detail. The detection circuit portions 11b,c comprise the same circuitry as that
shown in Fig. 2. The detection circuit portion 11a comprises a latch circuit portion

12, a delay circuit portion 14 and a comparison circuit portion 16. The output 20 of
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the latch circuit portion 12 is coupled to the input of the delay circuit portion 14 and
to one of the inputs of the comparison circuit portion 16. The output 22 of the delay

circuit portion 14 is coupled to the other input of the comparison circuit portion 16.

The latch circuit portion 12 comprises a latch flip-flop 26 and an inverter 28. The
clock input of the latch flip-flop 26 is coupled to the oscillator 10a (see Fig. 1), and
thus the latch flip-flop 26 is clocked by the clock signal 18a. The inverter 28 acts as
a feedback loop between the input and output of the latch flip-flop 26, causing the
signal 20 output by the latch flip-flop 26 to alternate state once every clock cycle. In
this example, the signal output by the latch flip-flop 26 alternates state on every
rising edge of the clock signal 18a. The output 20 of the latch flip-flop 26 is thus in

the form of a square wave at half the frequency of the clock 10a.

The delay circuit portion 14 comprises three delay elements 30, 32 and 34, three
two-input multiplexers 54, 56 and 58; and a three-bit select register 36, wherein
each bit of the select register 36 is coupled to the control input of one of the
multiplexers 54, 56 or 58. The first of the delay elements 30 comprises eight
inverters 40-47 connected in series; the second delay element 32 comprises four
inverters 48-51 connected in series; and the third delay element 34 comprises two
inverters 52 and 53 connected in series. The number of delay elements, and
therefore the number of multiplexers and size of the select register 36 is not limited
to three, but may be any number. It will also be understood that the number of
inverters in each of the delay elements 30, 32 and 34 is not limited to that given in
this example, but may be any number. Additionally, the delay elements 30, 32 and
34 are not limited to the order shown in Fig. 2, but could be arranged in any

convenient order.

One input of the first multiplexer 54 is coupled to the input of the first delay element
30 (i.e. the signal 20 which is also input to the first inverter 40 of the first delay
element 30) and the other input of the first multiplexer 54 is coupled to the output of
the first delay element 30 (i.e. the output of the last inverter 47 of the first delay
element 30). One input of the second multiplexer 56 is coupled to the input of the
second delay element 32 (i.e. the output of the first multiplexer which is also input to
the first inverter 48 of the second delay element 32) and the other input of the

second multiplexer 56 is coupled to the output of the second delay element 32 (i.e.
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the output of the last inverter 51 of the second delay element 30). One input of the
third multiplexer 58 is coupled to the input of the third delay element 34 (i.e. the
output of the second multiplexer 56 which is input to the first inverter 52 of the third
delay element 34) and the other input of the third multiplexer 58 is coupled to the
output of the third delay element 34 (i.e. the output of the last inverter 53 of the third
delay element 34). This multiplexer arrangement enables each of the delay
elements 30, 32 and 34 to be individually bypassed depending on the state of the
bit of the select register 36 that is coupled to the respective control input of each
multiplexer 54, 56 and 58.

The number of inverters in each of the delay elements 30, 32 and 34 is even,
resulting in the delayed signal 22 being non-inverted relative to the signal 20 after

propagation through delay circuit portion 14.

The comparison circuit portion 16 comprises an XOR gate 60, a detection flip-flop
62 and a stabilising flip-flop 64 connected in series. One input of the XOR gate 60 is
coupled to the output 20 of the latch circuit portion 12 (i.e. the output of the latch
flip-flop 26) and the other input is coupled to the output 22 of the delay circuit
portion 14 (i.e. the output of the third multiplexer 58). The XOR gate is therefore
arranged to compare the signal 20 output by the latch circuit portion 12 and the
delayed version of the signal 22 output by the delay circuit portion 14. The XOR
gate 60 therefore outputs a logic 0 if the signal 20 and delayed version of the signal
22 are in the same state, and a logic 1 if the signal 20 and delayed version of the

signal 22 are in different states.

The output of the XOR gate 60 is coupled to the input of the detection flip-flop 62.
The clock input of the detection flip-flop 62 clocked by the clock signal 18a, as
output by the oscillator 10a (see Fig. 1). The output of the detection flip-flop 64 is
coupled to the input of the stabilisation flip-flop 64 which is also clocked by the

common clock signal 18a output by the oscillator 10a.

Operation of the detection circuit portion 11a will now be described. As described
previously, the signal 20 output by the latch circuit portion alternates state once per
clock cycle. As the output of the latch circuit portion 12 is directly coupled to the

input of the comparison circuit portion 16, the comparison circuit portion 16 receives
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the signal 20 at one of its inputs substantially without delay. The delay circuit
portion 14 similarly receives the signal 20 at its input (i.e. at the input of the first

inverter 40 of the first delay element 30) substantially without delay.

The signal 20 then propagates through the first inverter 40 of the first delay element
30. When this happens, the inverter 40 drives the signal at its output to the opposite
state of the signal 20 at its input, drawing power from the power supply 4 to do so
(see Fig. 1). The speed at which the inverter 40 is able to drive the signal 20 at its
input to the opposite state at its output is dependent upon the supply voltage. The
inverter 40 therefore introduces a propagation delay to the signal 20, the magnitude
of the propagation delay introduced being dependent on the supply voltage. The
next inverter 41 then receives the signal output by the first inverter 40 at its input,
and the process is repeated. Each of the subsequent inverters 42-47 then repeat
the same process. It will be understood by those skilled in the art that, as there are
eight inverters 40-47 (i.e. an even number) within the first delay element 30, the
signal output by the last inverter 47 is non-inverted relative to the signal 20 at the
input of the first inverter 40, and delayed with a propagation delay that is dependent
on supply voltage, the propagation delay being introduced as a result of the signal

20 propagating through the inverters 40-47.

In the same way that the inverters 40-47 introduce a propagation delay to the
signals at their output relative to the signals at their input, the logic elements within
the logic circuit 8a also introduce a propagation delay to the signals at their output
relative to the signals at their inputs. The propagation delays introduced by the logic
elements within the logic circuit 8a are similarly dependent on supply voltage, in the
same way that the propagation delays introduced by the inverters 40-47 are
dependent on supply voltage. As a result, it will be seen by those skilled in the art
that the propagation delay introduced by the inverters 40-47 is therefore dependent
on logic speed, wherein the term ‘logic speed’ is used to describe the rate at which
a signal propagates through the logic elements within the logic circuit 8a. As the
supply voltage provided by the power supply 4 decreases, the logic speed of the
logic circuit 8a decreases accordingly. At the same time, as the supply voltage
provided by the power supply 4 decreases, the propagation delay introduced by

each inverter 40-47 of the first delay element 30 increases accordingly.
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As described previously, the control input of the first multiplexer 54 is coupled to
one of the bits of the select register 36. In this example, if the value held in the
associated bit is a logic 0, the first multiplexer 54 outputs the signal at the input of
the first delay element 30 (i.e. the signal 20 without propagation delay introduced); if
the value held in the associated bit is a logic 1, the first multiplexer 54 outputs the
signal at the output of the first delay element 30 (i.e. the signal 20 with a
propagation delay introduced by the first delay element 30). It will therefore be
appreciated by those skilled in the art that the associated bit within the select
register 36 may be used to select whether or not the first delay element 30 is
bypassed during the propagation of the signal 20 through the delay circuit portion
14.

The signal output by the first multiplexer 54 is then input to the first inverter 48 of
the second delay circuit portion 32, as well as to one of the inputs of the second
multiplexer 56. The first inverter 48 and subsequent inverters 49-51 of the second
delay element 32 then invert and introduce propagation delay to the signals at their
inputs in the same way as that described with reference to the first inverter 40 of the
first delay element 30. As there are four inverters 48-51 (i.e. an even number) within
the second delay element 32, the signal output by the last inverter 51 is non-
inverted relative to the signal at the input of the first inverter 48 and delayed by a
propagation delay that is dependent on supply voltage, the propagation delay being
introduced as a result of the signal propagating through the inverters 48-51. It will
also be understood by those skilled in the art that the propagation delay introduced
by the second delay element 32 is half of that introduced by the first delay element
30, as the second delay element 32 comprises half as many inverters as the first

delay element 30.

As described previously, the control input of the second multiplexer 56 is coupled to
another of the bits of the select register 36. In this example, if the value held in the
associated bit is a logic 0, the second multiplexer 56 outputs the signal at the input
of the second delay element 32 (i.e. the signal output by the first multiplexer 54
without propagation delay introduced); if the value held in the associated bit is a
logic 1, the second multiplexer 56 outputs the signal at the output of the second
delay element 32 (i.e. the signal output by the first multiplexer 54 with a propagation

delay introduced by the second delay element 32). It will therefore be appreciated
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by those skilled in the art that the associated bit within the select register 36 may be
used to select whether or not the second delay element 32 is bypassed during the

propagation of the signal 20 through the delay circuit portion 14.

The signal output by the second multiplexer 56 is then input to the first inverter 52
of the third delay circuit portion 34, as well as to one of the inputs of the third
multiplexer 58. The first inverter 52 and subsequent inverter 53 of the third delay
element 34 then invert and introduce propagation delay to the signals at their inputs
in the same way as that described with reference to the first inverter 40 of the first
delay element 30. Again, as there are two inverters 52-53 within the third delay
element 34, the signal output by the last inverter 53 is non-inverted relative to the
signal at the input of the first inverter 52, and the propagation delay introduced by

the third delay element 34 is half of that introduced by the second delay element 32.

As described previously, the control input of the third multiplexer 58 is coupled to
the remaining bit of the select register 36 to allow the third delay element 34 to be

bypassed depending on the value of that bit.

The arrangement of the delay circuit portion 14 shown in Fig. 2 therefore provides a
binary programmable propagation delay that is proportional to the value stored in
the select register 36. The value stored in the select register 36 is selected such
that the propagation delay introduced by the delay circuit portion is representative
of the propagation delay introduced by the critical path of the corresponding logic
circuit portion 8a plus some safety margin, e.g. 10%. By having the delay circuit
portion 14 introduce a delay representative of, but greater than, the critical path of
the corresponding logic circuit 8a, a signal will fail to propagate through the delay
circuit portion 14 within a designated time period before a signal will fail to
propagate through the critical path of the corresponding logic circuit 8a within the
same time period when the supply voltage is decreasing. This means that a glitch
attack on the integrated circuit will affect the detection portion 11a before it affects

any of the functional logic 8a.

The XOR gate 60 of the comparison circuit portion 16 receives the signal 20 at one
of its inputs and receives the delayed signal 22 output by the delay circuit portion 14

at the other of its inputs. As described previously, the XOR gate 60 outputs a logic 0
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if the signal 20 and delayed signal 22 are in the same state, and a logic 1 if the

signal 20 and delayed signal 22 are in different states.

The signal output by the XOR gate 60 is input to the detection flip-flop 62. In this
example, the detection flip-flop 62 captures the signal output by the XOR gate 60
on each rising edge of the clock signal 18a. Thus, the detection flip-flop 62 outputs
a logic 1 only if the non-delayed signal 20 and delayed signal 22 are in different

states on a rising clock edge of the clock signal 18a.

If the non-delayed signal 20 and delayed signal 22 are in the same state at the
inputs of the XOR gate 60, this means that sufficient time has elapsed since the last
change of the signal 20 for it fully to propagate through the delay circuit portion 14.
If the non-delayed signal 20 and delayed signal 22 are in different states at the
inputs of the XOR gate 60, this means that insufficient time has elapsed since the
last change of the signal 20 for it fully to propagate through the delay circuit portion
14. As the detection flip-flop 62 captures the signal output by the XOR gate 60 on
each rising clock edge, and the signal 20 alternates once per clock cycle (as
described with reference to the latch circuit portion 12), this means that the
detection flip-flop 62 outputs a logic 1 on a rising clock edge if the signal 20 did not
fully propagate through delay circuit portion 14 within a single clock cycle. If,
however, the signal 20 successfully propagates through the delay circuit portion 14
within a single clock cycle, as should be the case during normal operation of the
integrated circuit 2, then the detection flip-flop 62 outputs a logic 0 on a rising clock
edge. It will be appreciated by those skilled in the art that the detection flip-flop 62
may, in other examples, capture the signal output by the XOR gate 60 on a falling

clock edge if appropriate changes are made to the latch circuit portion 12.

The signal 20 not being able to fully propagate through the delay circuit portion 14
within a single clock cycle indicates that the logic speed of the first clock domain 6a
is too slow relative to the clock frequency of the first oscillator 10a (as signals
propagating through the logic circuit portion 8a may not reach their intended
destinations within the space of a single clock cycle). This may occur as a result of
a glitch attack. The output of the detection flip-flop 62 indicates whether or not this
is the case. If a logic 0 is output by the detection flip-flop 62, then this indicates

normal operation: the signal 20 was able to fully propagate through the delay circuit
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portion 14. If a logic 1 is output by the detection flip-flop 62, then this indicates a
slow logic speed relative to the clock frequency (as the signal 20 was not able to
fully propagate through the delay circuit portion 14), which may be caused by a
glitch attack.

The signal output by the detection flip-flop 62 is received at the input of the
stabilising flip-flop 64. The stabilising flip-flop 64 counteracts the effect of meta-
stability in the detection flip-flop 62, e.g. if an edge of a signal output by the XOR
gate 60 arrives at the detection flip-flop 62 at exactly the same time as a rising clock
edge, which can cause the detection flip-flop 62 to enter a meta-stable state. The
term ‘meta-stable state’, as used herein, is used to describe the state of the
detection flip-flop 62 when edges of the input and clock signals arrive at
substantially the same time such that it becomes possible for the detection flip-flop

62 to output an undefined signal (i.e. neither a logic 1 nor a logic 0).

The stabilising flip-flop 64 is provided in order to prevent meta-stability in the
detection flip-flop 62 causing an undefined signal from propagating through any
subsequent logic. The stabilising flip-flop 64 mirrors the signal output by detection
flip-flop 62, one clock cycle later. For example, if the detection flip-flop 62 outputs a
logic 1 on a rising clock edge, the stabilising flip-flop 64 will output a logic 1 one
clock cycle later. If the detection flip-flop 62 then changes its output to a logic 0, the
stabilising flip-flop will change its output to a logic 0 one clock cycle later. If the
detection flip-flop 62 outputs an undefined signal as a result of meta-stability, the
stabilising flip-flop 64 will prevent the undefined signal from propagating any further
— the stabilising flip-flop 64 will output either a logic 1 or a logic 0, dependent on the
undefined signal at its input, but will not output an undefined signal itself. As the
output of the stabilising flip-flop 64 is the error signal 24a output of the detection
circuit portion 11a, this therefore prevents the error signal 24a from being
undefined. If the output of the flip-flop 64 is high for even a single cycle, it can be

inferred that a glitch must have occurred.

Thus it will be understood that the detection circuit 11a outputs an error signal 24a if
the signal 20 does not fully propagate through the delay circuit portion 14 within a
single clock cycle. As the propagation delay introduced by the delay circuit portion

14 is representative of the critical path of the corresponding logic circuit 8a, plus
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some error margin, this means that the error signal 24a will be output at the same
time or before a signal is not able to propagate along the critical path of the
corresponding logic circuit 8a in the event of a decreasing supply voltage from the
power supply 4. Hence, the detection circuit 11a is able to detect a low logic speed
relative to the clock frequency, which may arise as a result of a glitch attack which
may be as short as a single cycle, at the same time as or before failure occurs in

the corresponding logic circuit 8a.

As previously mentioned, the error signal may be reported to the logic 8a of another
module to allow appropriate action to be taken such as recording a suspicious

event, pausing operation, power cycling the circuit, preventing operation etc.
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CLAIMS
1. An integrated circuit comprising a circuit portion for detecting a low logic
speed relative to a clock signal frequency, the circuit portion comprising:
an oscillator arranged to output a periodic clock signal; and
a detection circuit portion comprising:
a latch circuit portion arranged to output a first signal that changes
state once per clock cycle;
a delay circuit portion arranged to receive said first signal and output
a second signal subject to a propagation delay compared to the first signal,
said propagation delay being less than a period of the clock signal under
normal operating conditions; and
a comparison circuit portion arranged to compare the first signal at
the input and the second signal at the output of the delay circuit portion and
output an error signal if the signals are indicative of low logic speed relative

to the clock signal frequency.

2. The integrated circuit as claimed in claim 1, arranged to compare the

propagation delay to the period of the clock signal.

3. The integrated circuit as claimed in claim 1 or 2, arranged such that the

propagation delay is dependent on a supply voltage provided thereto.

4. The integrated circuit as claimed in any preceding claim, wherein the delay

circuit portion comprises a plurality of logic gates.

5. The integrated circuit as claimed in any preceding claim, arranged such that
the propagation delay is greater than or equal to an inherent propagation delay
introduced by a critical path of a logic circuit portion elsewhere in the integrated

circuit.

6. The integrated circuit as claimed in claim 5, wherein the logic circuit portion

is clocked by the periodic clock signal.
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7. The integrated circuit as claimed in any preceding claim, wherein the
comparison circuit portion is arranged to compare the first and second signals once

per clock cycle.

8. The integrated circuit as claimed in any preceding claim, wherein the latch
circuit portion is arranged to switch the state of its output signal on a rising edge of
the clock signal, and the comparison circuit portion is arranged to compare the first

and second signals on a rising edge of the clock signal.

9. The integrated circuit as claimed in any preceding claim, wherein the delay

circuit portion comprises a plurality of delay elements.

10. The integrated circuit as claimed in claim 9, arranged such that each delay
element has similar scaling characteristics with respect to voltage as logic elements

in a critical path of a logic circuit portion elsewhere in the integrated circuit.

11. The integrated circuit as claimed in claim 9 or 10, arranged such that each
delay element can be employed or bypassed in order to provide a configurable

propagation delay.

12. The integrated circuit as claimed in any of claims 9 to 11, arranged such that

each delay element introduces a unique propagation delay to the first signal.

13. The integrated circuit as claimed in any of claims 9 to 12, arranged such that
the propagation delay introduced by one of the delay elements comprises a unit
delay, and the delays introduced by the other delay elements comprise increasing

power of two multiples of the unit delay.

14. The integrated circuit as claimed in any of claims 9 to 13, arranged such that

each delay element outputs a non-inverted signal at its output relative to its input.

15. The integrated circuit as claimed in any of claims 9 to 14, wherein each

delay element comprises an even number of inverters connected in series.
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16. The integrated circuit as claimed in any preceding claim, wherein the
comparison circuit portion comprises a logic gate, an output of which is coupled to
an input of a first flip-flop clocked by the periodic clock signal, the logic gate taking

the first signal as one of its inputs and the second signal as the other of its inputs.

17. The integrated circuit as claimed in claim 16, wherein the logic gate is
arranged to output a third signal, the state of which is dependent on whether the

first and second signals are in the same state or in different states.

18. The integrated circuit as claimed in claim 16 or 17, arranged such that the
first flip-flop outputs the error signal when the output of the logic gate indicates that

the first and second signals are in different states, when the first flip-flop is clocked.

19. The integrated circuit as claimed in any of claims 16 to 18, wherein the
comparison circuit portion further comprises a second flip-flop clocked by the
periodic clock signal, the output of the first flip-flop being coupled to an input of the
second flip-flop, wherein the second flip-flop is arranged to mirror the output of the

first flip-flop with a delay of one clock cycle and output the error signal.
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