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INTERLOCKING CONTROL SYSTEM

(67)  Method for checking safety requirements of
SSl-based data used in an interlocking control system
for controlling an interlocking equipment, the method
comprising the steps of:

a) obtaining (2) application data representative of inter-
locking logic operations of the interlocking equipment;
b) preparing (4) a constraint violation file containing data
representative of a plurality of constraint violation condi-
tions, said data describing a plurality of unsafe scenarios
of the interlocking equipment;

for each constraint violation condition of the plurality of
constraint violation conditions:

c) selecting (6) data of the application data according to
the constraint violation condition, said selected data cor-
responding to a predetermined unsafe scenario of the
plurality of unsafe scenarios defined in the constraint vi-
olation file;

d) determining (7) at least one predetermined context
associated to said unsafe scenario, said context com-
prising a plurality of paths through the application data;
e) initializing (8) variables that define all possible states
of said scenario, thus obtaining a predetermined initial
state, said variable being representative of the scenario
from the point of view of settings of the interlocking equip-
ment;

f) executing (10), starting from said initial state, all pos-
sible paths of the context in the application data, thus
obtaining respective resulting states;

g) at an end of each path, determining (12) if an unsafe
state has been reached by comparing a respective re-
sulting state with the data of the constraint violation file;
h) if no unsafe state has been detected, determining (12)
if the resulting state has not been reached;

-i) repeating steps f), g) and h), starting, for each path,

METHOD FOR CHECKING SAFETY REQUIREMENTS OF SSI-BASED DATA USED IN AN

from the respective resulting state, until unsafe states or
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Description

[0001] The present invention concerns a method for
checking safety requirements of SSI-based data (for Sol-
id State Interlocking based date) used in an interlocking
control system.

[0002] An interlocking control system is a computer
based railroad signaling system whose purpose is to en-
sure the safe movements of railroad vehicles, in partic-
ular in order to prevent collisions and derailments.
[0003] The present invention relates therefore to the
domain of circulation management of vehicles using a
transportation network, such as a railroad transportation
network, a subway network, a tramway network, or the
like. In a manner known per se, the circulation manage-
ment is achieved through interlocking equipment of an
interlocking system, often called "yard equipment" and/or
"wayside equipment" and/or "trackside equipment",
which are designed to perform specific train circulation-
related operations. This equipment may comprise sign-
aling devices and/or railroad switches and/or track cir-
cuits, or the like.

[0004] Thisfield equipmentmay be controlled remotely
by operators through an interlocking control system, in a
semi-automatic or automatic manner, based on a soft-
ware architecture executed by computing means of the
control system. The interlocking control system includes
a communication network through which the system is
interfaced with the field equipment.

[0005] An interlocking control system is usually de-
signed through known methods which design both the
hardware and the software components of the system,
as well as the communication network used for interfac-
ing the transportation network wayside equipment with
the developed hardware.

[0006] The interlocking control system comprises
hardware, including one or more control units, for con-
trolling the interlocking equipment, each control unitcom-
prising computing means intended for controlling the in-
terlocking equipment remotely through the communica-
tion network.

[0007] Practically, the control units may be station-
based, the communication network being configured to
link the units to the interlocking equipment arranged
trackside. For this purpose, the communication network
usually comprises a network of cables connected to each
element of the interlocking equipment and to one or sev-
eral of the control units.

[0008] For controlling the interlocking equipment, the
computing means of the control units execute software,
in other words a system of one or more computer pro-
grams.

[0009] In particular, the interlocking control system
comprises a plurality of interlocking applications, and the
functioning of each interlocking application, also called
the logic of each application, is configured using software
tools.

[0010] A particular product is nowadays used, the so-
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called SML400GP SSl-based product, which is part of a
family of products known as Smartlock 400, which was
designed as a successor to previous Solid State Inter-
locking (SSI) products.

[0011] In particular, the logic for a specific SML400GP
SSl-based interlocking application is expressed using an
extension of the SSI language, known per se as the
SML400 language. The SML400GP SSlI-based product
consists of interlocking hardware, software, communica-
tions technology, as well as tools for the preparation and
verification of data.

[0012] The core of the product is the well-known Cen-
tral Interlocking (CIXL) module, and itinterprets, in aman-
ner known per se, SSI data, which in the following of the
description will be referred as application data. The ap-
plication data are prepared off-line in a manner known
per se, preferably in an office environment using standard
computers, and they are subsequently embedded in the
CIXL.

[0013] The application data is the data specific to the
signaling area that the interlocking control system con-
trols; the CIXL contains fixed software used to interpret
these specific application data.

[0014] As above disclosed, the operation of the inter-
locking control system is based, in a manner known per
se, on exchange of data, in the form of signals, between
the interlocking control system and the interlocking
equipment.

[0015] The application data define the interlocking
equipment logic for a predetermined signaling applica-
tion and are usually verified and validated before being
supplied to the interlocking control system. This verifica-
tionincludes, in a manner known per se, a series of man-
ual and automatic procedures aiming at checking that
the data are suitable for being installed in the interlocking
control system from a formal point of view, i.e. that they
fulfill formal constraints.

[0016] In particular, the application data must satisfy
the processing requirements of the CIXL in order to be
sufficiently self-consistent and complete so as not to
cause the CIXL interpreter software to malfunction. Tools
exist to automatically verify the application data, but they
only perform checks to ensure that the application data
meets run-time constraints of the CIXL. They do not
checkif certain logical conditions, in particular safety con-
ditions, are satisfied, i.e. conditions that could lead to
incidents that may cause harm to trains and their pas-
sengers.

[0017] Othertools are used to execute the application
data in a laboratory test environment to provide confi-
dence that the data are compliant to the signaling prin-
ciples and the interlocking logistical requirements, how-
ever, the setting-up and running of the tests is a time
consuming process, and it is almost impossible to create
testscenarios that would take into account every possible
circumstance that could lead to a violation of a safety
condition.

[0018] In order to solve the problem of safety valida-
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tion, some methods for checking safety requirements of
application data used in an SSI interlocking control sys-
tem have been proposed.

[0019] Document '"Towards an Integrated Model
Checker for Railway Signalling Data", Michael Huber and
Steve King, Springer-Verlag Berlin Heidelberg 2002, p.
20, discloses the use of model checking techniques,
known per se, for automatically checking safety condi-
tions of application data used in an SSl interlocking con-
trol system. The technique disclosed involves the auto-
matic translation of a subset of the whole application data
into a predetermined model expressed using a formalism
different from the one with which the application data
have been created, so that they can be checked by using
a pre-existing general purpose model checking software.
The behavior of the predetermined model is a close ap-
proximation of the behavior of an interlocking control sys-
tem employing the application data, but the use of the
general purpose model checking software is inefficient
and requires expert skills. The document concludes that
a purpose-build SSI data checker would be more optimal
and usable.

[0020] Document "Verification of railway interlocking
systems", Simon Busard, Quentin Cappart, Christophe
Limbrée, Charles Pecheur, Pierre Schaus, in Proceed-
ings ESSS 2015 discloses a more recent experiment of
using a general purpose model checker software, known
per se, on application data of SSI interlocking systems,
which shows better performance results. Like the previ-
ous solution, this solution involves the automatic trans-
lation of the application data into the formalism required
by the model checker software, and the behavior of the
model is an approximation of the behavior of the inter-
locking control system employing the application data.
However, only certain types of data are included in the
model, based on the assumption that only those types
of data are safety related, ignoring the possibility that the
misuse of other types of data could lead to an unsafe
state. The technique used involves checking the model
against test scenarios that manifest different train move-
ments that may be made in the interlocking application,
so it is more a test via simulation approach than a proof
approach. The technique is also currently limited to
checks on a single interlocking application, i.e. it has not
been used to verify application data of communicating
interlockings.

[0021] Inview ofthe above, there is therefore the need
to provide a method for checking safety requirements of
SSl-based data used in an interlocking control system
which checks automatically all possible scenarios, which
does not employ a general purpose model checking soft-
ware and/or which does not requires expert skills, thus
overcoming the limitations of the prior art solutions.
[0022] This and other objects are fully achieved by vir-
tue of a method for checking safety requirements of SSI-
based data used in an interlocking control system having
the characteristics defined in independent claim 1.
[0023] Preferred embodiments of the invention are
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specified in the dependent claims, whose subject-matter
is to be understood as forming an integral part of the
present description.

[0024] Further characteristics and advantages of the
present invention will become apparent from the follow-
ing description, provided merely by way of a non-limiting
example, with reference to the enclosed drawings, in
which:

- Figure 1 shows a block diagram of the steps of a
method for checking safety requirements of SSI-
based data used in an interlocking control system
according to the present invention.

[0025] The method according to the present invention
is arranged to validate the application data that the CIXL
subsystem interprets against safety requirements.
[0026] The method for checking safety requirements
of SSl-based data used in an interlocking control system
according to the present invention uses the same data
model inthe same environmentin which the existing tools
of the SML400GP SSl-based toolset run.

[0027] The method for checking safety requirements
of SSl-based data used in an interlocking control system
according to the presentinvention is preferably executed
by a computer-implemented software module, and it
comprises the steps and sub-steps defined herein below
and schematically illustrated in the block diagram of fig-
ure 1.

[0028] In a first step 2, an application data file is gen-
erated in a manner known per se. The application data
file comprises SML400 application data of the type which
is usually installed on a CIXL. SML400 application data
is a code that represents interlocking logic, i.e. an imple-
mentation of the signaling requirements that a CIXL must
satisfy.

[0029] The interlocking logic is applied to the interlock-
ing equipment in zones corresponding to signaling areas
of the transportation network that the CIXL controls. In
other words, the application data are created from code
related to one or more virtual interlockings, referred to
as VIXLs.

[0030] The logic for each VIXL of a CIXL is defined
using a procedural, object-centered language, which is
designed to be backwards compatible with the language
used for configuring SSI-based interlocking control sys-
tems.

[0031] Theapplicationdataareinterpreted oncontents
of memories representing states of signaling functions
(e.g. signals, switches, track sections and routes) that
the interlocking control system controls. lterating in cy-
cles, the CIXL receives indications of the current states
of the signaling functions, updates the memories accord-
ingly as the logic demands, sends commands to control
the signaling functions to their new states, and processes
requests from a signaler (or requests made within the
application data).

[0032] In a subsequent step 4, a constraint violation
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file is prepared, this file being preferably written in a man-
ner known per se in SSI-like notation. The constraint vi-
olation file contains data representative of constraint vi-
olations expressed in SML400-like syntax. The con-
straint violation file comprises therefore a plurality of con-
ditions that describe a plurality of unsafe scenarios of the
interlocking equipment.

[0033] Forexample, aconstraintviolation may be used
to express conditions when it would be unsafe to move
a particular switch, such as the following scenario. It is
unsafe whenever the switch is in one position and at least
one of the track sections on which it lies becomes occu-
pied, in the case when the switch is moved to the other
position and at least one of the track sections on which
it lies is already occupied.

[0034] In a subsequent step 6 data of the application
data file are selected according to a first constraint vio-
lation condition of the plurality of violation constraint con-
ditions of the constraint violation file. In particular, only
the data which correspond to an unsafe scenario defined
in the first constraint violation condition are selected from
the whole data of the application data file. For example,
with reference to the above-disclosed example related
to the movement of a switch, all the data which refer to
the unsafe movement of the switch are selected.
[0035] At this point, in a subsequent step 7, at least
one application data context is determined, for the unsafe
scenario of the first constraint violation condition, in a
manner per se known. A context comprises in a manner
per se known a plurality of paths through the application
data that process a specific signaling request. Taking the
above example of the switch movement, one context may
be for a request to move the switch, and another context
may be for a request to set a route which in turn relies
on the switch being moved. The paths in a context typi-
cally contain data that test and/or update relevant parts
of the signaling function memories so that, when execut-
ed, enables the particular request to be fulfilled. As a
consequence, to each unsafe scenario of the plurality of
unsafe scenarios contained in the constraint violation file
corresponds at least one context, preferably a plurality
of contexts, each context comprising a plurality of paths
in the application data. If a context comprises paths that
could lead to an unsafe state, the method forces them to
be executed.

[0036] Returning now to figure 1, at step 8, for the un-
safe scenario identified at step 6, all the variables that
define all possible states of the scenario are initialized,
thus setting an initial state for said variables. In particular,
it is known that a scenario corresponds to a set of vari-
ables disclosing the scenario from the point of view of
the settings of the interlocking equipment, i.e. each var-
iable discloses a predetermined setting of one of the in-
terlocking equipment. At step 8, predetermined initialized
values are therefore assigned to said variables, thus ob-
taining an initial state for the unsafe scenario.

[0037] Subsequently, at step 10, the paths belonging
to the at least one context identified at step 7 are exe-
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cuted, in the application data context itself. In particular,
for the unsafe scenario identified at step 6, starting from
the initial state, all possible paths of the at least one con-
text are followed. Therefore, for the given unsafe scenar-
io, starting from a predetermined initial state, each path
is executed in the application data and respective result-
ing states are obtained.

[0038] A this point, at step 12, at the end of each path,
a check is done to determine if an unsafe state has been
reached, by comparing the respective resulting state with
the data of the scenario (i.e. with the data of the constraint
violation file).

[0039] Ifno unsafe state has been detected, itis further
determined if the resulting state (which should therefore
be a safe state) has not been reached.

[0040] Steps 10 and 12 are repeated, starting each
time, for each path, with the corresponding resulting state
reached at the previous step, until unsafe states or no
new safe states are reached.

[0041] Atthe end of the loop, at step 14 each path that
leads to an unsafe state is displayed to a userin amanner
per se known.

[0042] The above disclosed steps 6 to 12 are repeated
for any constraint violation condition of the plurality of
violation constraint conditions of the constraint violation
file.

[0043] The method for checking safety requirements
of SSl-based dataabove disclosed operates onthe same
data model on which the other SML400 application data
tools operate. The data model is accessed and interpret-
ed in a way that is equivalent to the way the CIXL inter-
prets the application data. This means that the method
according to the present invention is run on data that are
semantically correct and that manifest similar behavior
as the target data.

[0044] As clearly detailed in the above, the method ac-
cording to the present invention allows to validate CIXL
application data against specified safety constraints, or
rather to prove that there is no execution path in the ap-
plication data that would result in a state that violates the
constraints.

[0045] To this end, starting from an initial state, the
method performs an exhaustive search on parts of the
application data that could lead to an unsafe state, by
executing those parts on that state and all new safe states
that result from the execution, until an unsafe state is
reached or all states have been searched.

[0046] The main advantages of the method according
to the present invention are the followings:

- limited informatics skills are required to perform the
method;

- thevalidation method is performed by a user-friendly
software system that provides support for the inter-
locking configuration process: it is enough to create
a text file with the constraint violations expressed in
a few lines using SSl-like notation and to select a
menu command of the interlocking configuration
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system;

- the method is applied to application data of single
VIXLs or on data that relate to multiple VIXLs of the
same interlocking or different interlockings, thus en-
abling safety requirements of data related to com-
municating interlockings to be checked.

- the method can be performed in phases, by running
separate proofs to validate safety requirements re-
lated to different signaling functions of different VIX-
Ls, to enable the validation activity to be performed
in parallel;

- the method splits the application data into manage-
able partitions and it uses bespoke algorithms to
search them efficiently;

- the method applies domain-specific heuristics
(knowledge about signaling applications in general
and SSl-based applications in particular) that are de-
rivable automatically from the types of constraint vi-
olations. These techniques serve to limit the search
space for each proof, thus making the solution fea-
sible for complex data.

[0047] In experiments done, the method has found
known data errors, related to a certain type of safety con-
dition, in reasonable time.

[0048] Although the SML400GP SSl-based applica-
tion data tools operate on a model of the data rather than
on the target data, unlike other solutions, all of the target
data are represented in the model. In particular, accord-
ing to the method of the present invention, all data are
considered in the proofs, excluding parts of the data that
are evaluated to be irrelevant to the safety condition cur-
rently being proved, rather than ignoring certain parts of
the data a priori.

[0049] Advantageously the invention concerns also a
computer program product comprising programming
code instructions adapted for running a method as de-
scribed here-above when executing by a calculation unit,
such as a processor.

[0050] Clearly, the principle of the invention remaining
the same, the embodiments and the details of production
can be varied considerably from what has been de-
scribed and illustrated purely by way of non-limiting ex-
ample, without departing from the scope of protection of
the present invention as defined by the attached claims.

Claims

1. Method for checking safety requirements of SSI-
based data used in an interlocking control system
for controlling an interlocking equipment, the method
comprising the steps of:

a) obtaining (2) application data representative
of interlocking logic operations of the interlock-
ing equipment;

b) preparing (4) a constraint violation file con-
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taining data representative of a plurality of con-
straint violation conditions, said data describing
a plurality of unsafe scenarios of the interlocking
equipment;

for each constraint violation condition of the plurality
of constraint violation conditions:

c) selecting (6) data of the application data ac-
cording to the constraint violation condition, said
selected data corresponding to a predetermined
unsafe scenario of the plurality of unsafe sce-
narios defined in the constraint violation file;

d) determining (7) at least one predetermined
context associated to said unsafe scenario, said
context comprising a plurality of paths through
the application data;

e) initializing (8) variables that define all possible
states of said unsafe scenario, thus obtaining a
predetermined initial state, said variables being
representative of the scenario from the point of
view of settings of the interlocking equipment;
f) executing (10), starting from said initial state,
all possible paths ofthe contextin the application
data, thus obtaining respective resulting states;
g) at an end of each path, determining (12) if an
unsafe state has been reached by comparing a
respective resulting state with the data of the
constraint violation file;

h) if no unsafe state has been detected, deter-
mining (12) if the resulting state has not been
reached;

-i) repeating stepsf), g) and h), starting, for each
path, from the respective resulting state, until
unsafe states or no new states are reached.

Method according to claim 1, further comprising, af-
ter step i), the step of displaying (14) each path that
leads to an unsafe state.

Method according to claim 1 or 2, wherein the appli-
cation data comprise SML400 application data of the
type installed on a central interlocking.

Method according to any of the preceding claims,
wherein the constraint violation file contains data
representative of constraint violations expressed in
SML400-like syntax.
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