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(57) Abstract: A fast send method may be selectively im-
plemented for certain data packets received from an applica-
tion for transmission through a network interface. When the
fast send method is triggered for a data packet, the applica-
tion requesting transmission of the data packet may be
provided a completion notice nearly immediately after the
data packet is received. The fast send method may be used
for data packets similar to previously-transmitted data pack-
ets for which the information in the data packet is already
vetted. For example, a data packet with a similar source ad-
dress, destination address, source port, destination port, ap-
plication identifier, and/or activity identifier may have
already been vetted. Data packets sent through the fast send
method may be throttled to prevent one communication
stream from blocking out other communication streams. For
example, every nth data packet queued for the fast send
method may be transmitted by a slow send method.
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THROTTLING FOR FAST DATA PACKET TRANSFER OPERATIONS

FIELD OF THE DISCLOSURE

HEHEY The instant disclosure relates to computer systems.  More specifically, this

disclosure relates to network communications,
BACKGROUND

(6062} Applications requesting to  transmit data through a network interface
communicate their requests to an operating system to handle the data transmission. That is, the
applications do not handle the data transmissions. Instead, the operating system handles
mteracting with the computer hardware to perform the data transmission.  After the application
makes the request to transmit data, the application waits to receive a confirmation that the

request to transmit data was received and processed.

6063} A conventional method for processing requests to transmit data from
applications is iltustrated i the flow chart of FIGURE 1. A method 100 includes an application
requesting to transmit data using a network interface at block 102, The request may be sent to
another application, such as a service, running on the computer system. The other application
nmay handle communications with the network intertace, At block 104, the interface gueues the
data transmission while the application waits for a completion notice. The network interface vets
the data transmission request and at block 106, the network interface returns a completion code
to the application after vetting the request. At block 108, the application resumes operation after
receiving the completion code, The network interface may attempt to transmit the data at some

time in the future.

{6604 Because the application does not interface with the network nterface directly,
the application pauses each time a request to transmit data is submitted to the other application.
This delay can significantly interrupt the operation of the application. For example, the
application may perform server functions on a network, such that the application is frequently
transmitting data. In this case, a delay cach time that a data transmission request is generated

significantly reduces the application’s throughput.

- 1-
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SUMMARY

[B0O5] Delay experienced by an application transmitting data packets may be reduced
or eliminated by determining which data packets may be queued without vetting the specifics of
the data packets. For example, when information regarding the data packet is similar to a
previoushy-transmitted data packet, the data packet may be queued and a completion notice
provided to the application nearly mimmediately after receiving the data packet. Packets gucued
for transmission without vetting may be transmitted according to a fast send method, Packets
gueued for transmission after vetiing may be transmitted according to a slow send method. Data
packets received from an application may be classified for transmission by the fast send method

ot the slow send method.

{8086} Classifying data packets for transmission by a fast send method or a slow send
method may be completed with the assistance of a send state table. Data packets may be
compared to a send state table of previcusly-transmitted data packets based on a source address,
source port, destination address, destination port, activity wdentificr, and/or application identifier,
The send state table may be continuously updated as new data packets are received for
transmission. A status identifier for cach entry m the send state table may wdentity how future
data packets matching the eontry should be fransmitted. A timer mechanism may be used to
delete entries n the table that are not matched in a predetermined period of time. Further, entries
in the send state table may be removed when an application detaches from execution while

transmitting the data packet that resulted in the entry.

{8087} Throttling may be used to reduce the number of data packets sent through the
fast send method, Because certain repeated transmussions way result in one application being
preferentially treated over other applications, a throtiling technigue may be used to ensure
fatrness for all applications attempting to queue data packets for transmussion. The throttling
technigoe may, for example, override a fast send assignment for every nth data packet matching

a fast send entry in the send state table,
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LHU TR According to one embodiment, a method includes receiving a first data packet
from an application. The method also includes pausing execution of the application. The
method further mcludes queuing the first data packet for transmission. The method also includes
resumning execution of the application when a completion code is received. The method further
includes receiving a second data packet from the application. The method alse includes queuing

the second data packet for transmission without pausing execution of the application.

LB According to another crabodiment, a computer program product includes a
non-transitory computer readable mediom having code to receive a first data packet from an
application. The medium also includes code to pause execution of the application. The medium
further includes code to gueue the first data packet for transinission. The medium also includes
code to resume exccution of the application when a completion code 18 received. The medium
further includes code to recerve a second data packet the application. The medium also includes
code to queue the second data packet for transmission without pausing execution of the

application.

[8G16] According to yet another embodiment, an apparatus includes a memory, a
network interface, and a processor coupled to the memory and to the network interface. The
processor is configured to receive a first data packet from an application. The processor 18 also
configured o pause execution of the application. The processor is further configured to gueue
the first data packet for transnussion on the network mterface. The processor is also configured
to resurne execution of the application when a completion code 1s received. The processor is
further configured to receive a second data packet from the apphication. The processor 15 also
configured to quene the second data packet for travsmission on the network mnterface without

pausing execution of the application.

[6611] According to one embodiment, a moethod includes receiving, from an
apphication, a first data packet for transmission. The method also includes identifying a fast send
method for transmitting the first data packet. The method further includes determining whether
to throttle the first data packet. The method also inchides transmitting, if the first data packet is

throttled, the first data packet with a stow send method.
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(8612} According to another embodiment, a computer program product includes a
non-transitory computer readable medium having code to receive, from an application, a first
data packet for transmission. The medium also includes code to identify a fast send method for
transmitting the first data packet. The medium further includes code to determine whether to
throttle the first data packet. The medium also includes code to transmit, if the first data packet

is throttled, the first data packet with a slow send method.

(8613} According to yet another embodiment, an apparatus includes a memory, a
network interface, and a processor coupled to the memory and to the network interface. The
processor 15 configured to receive, from an application, a first data packet for transmission. The
processor is also configured to identify a fast send method for transmutting the first data packet.
The processor is further configured to determine whether to throttle the first data packet. The
processor is also configured to transmut, if the first data packet is throttled, the first data packet

with a slow send method.

{0614] According to a further embodiment, a method inchudes receiving, from an
application, a first data packet for transmission. The method also includes identifving a similar
packet in a send state table. The method also includes determining from the send state table, a

transmission method for the first data packet.

[B015] According to another embodiment, s computer program product includes a
non-transifory computer readable medium having code to receive, from an application, a first
data packet for ransmission.  The medium also includes code to identify a similar packet ina
send state table. The medwm further includes code to determine from the send state table, a

transmission method for the first data packet.

8016} According to yet another embodiment, an apparatus includes a memory, a
network interface, and a processor coupled to the memory and to the network interface. The
processor is configured to receive, from an application, a first data packet for tfransmission. The

processor 18 also configured to identify a similar packet in a send state table. The processor is
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further configured to determine from the send state table, a transmission method for the first data

packet,

(86171 The foregoing has outhined rather broadly the features and technical
advantages of the present invention in order that the detailed description of the invention that
follows may be better understood. Additional features and advantages of the invention will be
described hereinafier that form the subject of the claims of the invention. It should be
appreciated by those skilled in the art that the conception and specific embodiment disclosed
may be readily utilized as a basis for modifying or designing other structures for carrying out the
same purposes of the present invention. It should also be realized by those skilled in the art that
such eqguivalent constructions do not depart from the spirit and scope of the invention as set forth
in the appended claims. The novel features that are belicved to be characteristic of the invention,
both as to its organization and method of operation, together with further objects and advantages
will be betier understood from the following description when constdered in counection with the
accornpanying figures. It is to be expressly understood, however, that cach of the figures 1
provided for the purpose of tlusiration and description only and is not intended as a definttion of

the timits of the present mnvention.
BRIEF DESCRIPTION OF THE DRAWINGS
[6318] For a more complete understanding of the disclosed system and methods,

refercnce is now made to the following descriptions taken in conjunction with the accompanying

drawings.

[BG1%9] FIGURE 1 s a flow chart tllustrating a conventional method for requesting

transmission of data through a network interface,

[8G28] FIGURE 2 is a flow chart illustrating an exemplary method for requesting

transmission of data through a network interface according to one embodiment of the disclosure.

~

(8621} FIGURE 3 is a table illustrating a scnd state table according to one

embodiment of the disclosure.
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(8622} FIGURE 4 1s a flow chart illustrating an cxemplary method for an application

to transmit data through a network interface according to one embodiment of the disclosure.

[8623] FIGURE 5 is a flow chart illustrating an exemplary method for a network
mterface to send a completion notice to an application according to one embodiment of the

disclosure.

[B30324] FIGURE 6 is a flow chart illustrating a method for handling send state tables

when an application detaches from execution according to one embodiment of the disclosure.

[B025] FIGURE 7 1s a flow chart illustrating a methed for cleaning send state tables

according to one embodiment of the disclosure.

8026} FIGURE 8 is a flow chart llustrating a mwethod for throttling connection

requests according to one embodiment of the disclosure.

(80271 FIGURE 9 1s a flow chart illustrating a method for handling packets received
from an application executing on a virtual machine according to one embodiment of the

disclosure.

[6028] FIGURE 10 15 a block diagram illustrating a computer network according to

one embodiment of the disclosure.

[6029] FIGURE 11 is a block diagram illustrating a computer system according o

one embodiment of the disclosure.

[6038] FIGURE 12A is a block diagram illusirating a server hosting an enulated

software environment for virtnalization according to one embodiment of the disclosure.

[6031] FIGURE 12B 1s a block diagram illustrating a server hosting an enulated

hardware environment according to one embodimnent of the disclosure,

-6 -
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DETAILED DESCRIPTIORN

[B30332] Delay cxperienced by an application may be reduced by alliowing certain
requests for data transmussion from the application to be quickly acknowledged. When the
request is quickly acknowledged, the application may return to processing data or other tasks,
which improves performance and throughput. According to one embodiment, the request for
transmission may be examined and, when the transmission is similar to a previous fransmission
known to be successtul, acknowledged guickly, For example, the data transmission request may
be examined and compared to eniries in a table to determine if a similar data transmission
request was previously vetted.  In the cvent a similar entry in the table is found, then a
completion code may be quickly provided to the application to reduce the delay time expericneed
by the application. The network interface may determine that when a new data transmuission
request is similar to a previously-vetted data fransmission request, the new data fransmission

request may be subject to reduced vetting or no vetting,

[B033] FIGURE 2 15 a flow chart illustrating an cxemplary method for reguesting
transmission of data through a network interface according to one embodiment of the disclosure,
A method 200 begins at block 202 with receiving a request from an application, such as a
transport services user (TSU), to transroit a first data packet. At block 204, execution of the
application is paused while the {irst data packet is gueued at the network mterface. At block 206,
the first data packet is vetted for transmission, and at block 208, a completion code is returned to

the application to allow the application to resume execution after the data packet is vetted.

[8034] At block 210, a request from the application to transmt a second data packet
is recetved. At block 212, the second data packet is determined to be simular or not similar to the
first data packet. If the second data packet is not similar to the first data packet, the method 200
retorns to block 204 fo transmit the data packet according to a slow fransmission method, which
includes pausing execution of the application. Tfthe second data packet is similar to the first data
packet, the method 200 continues to block 214 at which a completion code s returned to the

apphication without vetting the second data packet. The fast method of transmission at block 214
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allows the application to guickly resume execution after making a request to transmit the second

data packet.

[8835] According to one embodiment, the data packets received for transmission are
formatted according to a user datagram protocol (UDP), UDP transmissions may be considered
unreliable, because UDP datagrams may arrive out of order, may appear duplicated, or may go
missing without notice, Thus, UDP transmissions may have hittle or no error checking at the
protocol level, The vetting procedures of block 206 may be less relevant for transmission of
UDP packets. Instead, crror checking and/or correction of UDP packets may be performed by
the application. Because UDP packets have reduced transmission overhead from lower error
checking standards, UDP packets may be preferred for time-sensitive applications where
dropping packets is considered preferable to waiting for delayed packets.  Allowing UDP
packets to be transmitted according to the fast transmission method 200 of FIGURE 2 may
increase the bandwidth available at the network imterface and iroprove performance of

applications conynunicating through the network mterface.

{8836} According to another embodiment, the application may be executing on a
hypervisor-based system. For example, the application may be excenting in an operating system
hosted mn an emulated environment. Other applications may be execufing i other operating
systerns hosted in different emulated envirorments on the same physical hardware of the
hypervisor-based system. An mtermediate apphication, such as CPComunOS, may provide the
application with comumunications to the network interface and may be hosted within the
eroulated environment. When the method 200 is execnied by the mtermediate application, the
mtermediate application may quene the second data packet for handling by the network interface
at block 214, The completion code may be retirned at block 214 to the application by assuming
the queuing will be successful based on the determination that the second data packet is similar

to the first data packet.

[6637] Determining whether the second data packet is similar to the {irst data packet
at block 212 may be performed with a send state table. When the application requests to send

data, the network interface and/or intermediate application may initially perform a slow
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transmission method to establish that the parameters of the send request are functional. After a
send reguest is successful for a particular application activity, details for the send request may be
entered into a send state table. For example, the send state table may store information such as
an application identificr, an activity identifier, a local address, a local port, a remote address,
and/or a remote port. When the data packets for transmission are UDP packets, the local address

5 .

and the remote address may be internet protocol (IP) addresses. Any future data packet send
reguests similar to an entry in the send state table may be transmitted with the fast transmission
method of block 214, According to one embodiment, the second data packet may be determined
to be sinular to the first data packet at block 212 when one or more of the application identifier,
the activity wdentifier, the local address, the local port, the remote address, and/or the remote port
are 1dentical. In some embodiments, an entire 6-tuple of the application wdentifier, the activity
identifier, the local address, the local port, the remote address, and the remote port are identical

for the second data packet 1o be determined to be similar to the first data packet,

[6638] The send state table may store other mformation m addition to information
about the data packets. For example, the send state table may store a conmection wdentifier for a
data packet, a timestamp that is updated cach time the entry in the send state table is matched to a
new data packet, a counter that tracks the number of fast sends since the last successful slow
send, and a send state for futare data packets similar to the data packet entered o the send state
table. For example, an entry i the send state table may identify a packet as SLOW NEXT,
SLOW IN PROGRESS, SLOW DETACHING, or FAST NEXT.

(8039 FIGURE 3 is a table illostrating a send state tfable according to one
embodiment of the disclosure. A table 300 may include entries 302, 304, 306, and 308. The
entries may include a local address, a local port, a remote address, and a remote port of a
particular connection that previously was part of a send request from an application. The table
300 may inchnde additional columns (not shown) to inclnde other information discussed above,

such as a date/time stamp, a counter, and/or other identifier values.
b

13048 A status colummn indicates how additional data packets similar o the entrics

302, 304, 306, and 308 are handled. For example, the entry 302 may be marked with the status

.9.
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“SLOW NEXT” indicating that if a new send request is similar to the entry 302, the data packet
of the new send reguest should be transmitted through a slow transmission method. In another
example, the entry 304 may be marked with the status “SLOW IN PROGRESS” indicating an
application associated with the send state table is watting for a slow transmussion to complete. In
yet another example, the entry 306 may be marked with the status “SLOW DETACHING”
mdicating an application that entered the entry 306 in the send state table is detaching from the
network interface, but waiting for a completion notice from a slow send. When a new data
packet is similar to the entry 306, the new data packet may be transmitted through a slow
transmission mocthod, o a further example, the entry 308 may be marked with the status
“FAST NEXT” mdicating a packet similar to the entry 308 was previously-vetted by a slow
transmission moethod. When a new data packet 1s similar to the entry 308, the new data packet
may be transmitted through a fast transmission method. 1f the status for a send state table entry
158 “SLOW NEXT” or “FAST NEXT,” then the application may be ready to begin another data
transmission. It the status for a send state table entry is “SLOW IN PROGRESS” or
“SLOW DETACHING,” then the application associated with the send state table may be unable
to send additional packets until a completion event is received for the data packet currently being

fransmitted.

(6041} Ce or more send state tables, such as that of FIGURE 3, may be stored by an
application or a network interface for determining a method of transmitting data provided in a
send request.  According to one embodiment, an intermediate application, such as CPCommOS,
may maintain a hash table having combinations of application identificrs, activity identifiers, and
local and remote address and port combinations for tracking successes, completions, and status
of vartous connections. The hash table may be maintained through a timeout mechanism to
release older and/or unused send state tables and clear their hash entries. When an entry 1 the
hash table is removed, future requests to send data similar to the removed hash table entry may
restart the process, such as the method 200 of FIGURE 2, with an initial slow send. The timecout
value may be predetermined and set by an administrator of a computer system hosting the

application and the network interface.

- 10 -
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168421 According to one embodiment, the send state table may also inclade forward
and backward links to other send state tables that are chained because of hashing collisions. A
sccond statically-allocated connect table may be used to convert from a connection identifier to a
send state table pointer to allow the send state table pointer values to be verified as valid. A
third, statically-allocated hash table may be defined to allow locating an cxisting send state table
based on data about the local and remote address and port combinations.  According to one
embodiment, send state tables may be identified by a 6-tuple comprising a local address, a local
port, a remote address, a remote port, an application identifier, and an application activity

identifier,

[60343] FIGURE 4 is a flow chart illustrating an exemplary method for an application
to transmit data through a network iterface according to one embodiment of the disclosure. A
method 400 begins at block 402 with an application, such as a TSU, requesting to send a data
packet, such as a UDP message. At block 404, the hash value for the data packet s calculated
based on the 6-tuple of a local address, local port, remote address, remote port, application
identifier, and activity identifier. At block 406, it is determuned whether an eniry in the send
state table already exists for the 6-tuple. If not, the method 400 proceeds to block 408 to set the
transmission method to a slow send method and set a comnection identification for the data
packet to zevo. Afterwards, the method 400 transmits the message to a network interface at

block 428 to queue the packet for transmussion.

[6044] If the send state table already includes an entry for the 6-tuple at block 406,
then the method 400 proceeds to block 410 to set a imestamp entry ju the send state table for the
6-tuple to the current tirae and set a commection identifier for the message to the dentificr of the
o-tople in the send state table. At block 412, it is determined whether a state for the 6-tuple n
the send state table is set to transmit according to the slow method for the next matching packet.
If so, a slow send method is executed at block 420. At block 424, the state of the data packet is
set to slow send, the entry in the send state table for the 6-tuple is set to slow send i progress,
and a send state table fast send counter 18 set to zero. The data packet is then transmitted to the

network interface at block 428,

-1l
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[8045] if the send state table entry for the 6-tuple is not set to slow next at block 412,
then it is determined at block 414 whether the queue at the network interface is too long to
perform a fast send. If so, then the method 400 continges to block 420, If not, it is determined at
block 416 whether the send state table fast send counter is equal to an imteger interval of a
threshold for performing a slow send for throttling a particular connection in the send state table,
If s0, the method 400 procceds to block 420 to perform a slow send. If not, the method 400

continues to block 418 to perform a fast send.

[6046] When performing a fast send, the method 400 begins at block 422 with setting
a state of the data packet to fast send and incrementing a fast send counter for the matching entry
of the send state table, At block 426, a success code is transmitted to the application, which
allows the application to resume execution. At block 428, the data packet 15 sent to the network

interface.

(80647} A network interface, such as XNIOP, may comununicate with an operating
systern within an cmulated environment, such as CPCommOS, where the application that
transmits data packets to the network interface is executing. FIGURE 5 15 a flow chart
illustrating an exemplary method for a network interface to send a completion notice to an
application according o one embodiment of the disclosure. A method 500 begins at block 562
with a network interface sending a coropletion code to the application.  The completion code
may be transmitted to an agent in an ermulated environment within which the application is
running, which relays the code to the application. At block 506, it 1s deternuned whether the
completion notice status 1s normal, If so, the method 500 increments systern counters at block
504, such as a send counter and/or a byte counter and continues to block 508, If not, the method

500 does not increment counters and continues to block 508.

[6048] At block 508, it is determined whether the comnection identifier in the
message s egual to zero, If so, the method 500 contimues to block S10 to determune if the state
m the message is for a fast send. I so, the method 500 logs an error and ferminates the
application, or an emuulated interface executing the application, at block 512. If not in a fast send

state at block 510, then the method 500 continnes to block 516 to determine whether the

- 12 -
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completion status is normal. If so, then a new send state table is created at block 518 with details
regarding the packet transmitted successfully according to the complction notice received at
block 502, For example, the send state table may be created with data such as addresses and/or
ports of sending and/or receiving computers. At block 530, it is determined whether the send
state table created at block 518 was the first send state table. If so, the send state table cleanup
timer is started at block 534 and the method 500 continues to block 546. When the send state
table cleanup time reaches a certain level, the cleanup timer trigger may execute the method of
FIGURE 7, described below. If not the first send state table, the method 500 continues to block
546, At block 546, the completion notice status is transnutied to the application.  If the
completion notice status is not vormal at block 516, then the method continues to block 546 to

send the completion notice to the application,

[60349] If the conncction identifier in the message is not equal to zero at block 508,
then the method 500 continues to block 514 to attempt to use the connection identifier to find a
corresponding send state table. If a send state table is not found at block 324, then it s
determuned at block 522 whether the state in the message s a fast send. I not, then an error is
logged and the emulated interface is termunated at block 520, If so, then the completion notice 1s

discarded at block 548,

[6058] If a send state table was found at block 524, then it is determined at block 526
whether a message state 1s slow send and a state of the send state table is slow detaching, 1t so,
then the send state table is released at block 528 and the completion notice 1 transmitied to the
apphication at block 546, If not, the timestamp of the send state table is updated to a current
tumestamp at block 532 and it 1s determined at block 538 whether the send state table state is
slow detaching. If so, it is determined at block 544 whether the message state is fast send. If
not, the completion notice is sent to the application at block 546. 1f so, the completion notice s

discarded at block 548,

[6051] If the send state fable state is not slow detaching at block 538, then i s

determined at block 536 whether the completion notice status is normal.  If not, the send state

table staie 1s set to slow nexi at block 540, If so, the send state table state is set to {ast next at

- 13
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block 542. After sctting the send state table state at block 540 or block 542, then it is determined
at block 544 whether the message state is fast send. 1t so, the completion notice is discarded at

block 548, If not, the completion notice is transmitted to the application at block 546,

[B30352] FIGURE 6 is a flow chart illustrating a method for handling send state tables
when an application detaches from execution according to one embodiment of the disclosure. A
method 600 begins at block 602 with the application detaching. At block 604 it 15 determined
whether there are any send state tables. If none, then the method 600 terminates. If so, then the
method 600 continues to block 606 to get the first entry in the hash table and to block 608 to
determine if there are any send state tables chained off this entry in the hash table. If no chaimed
tables exist, then it is determined at block 614 whether the end of the hash table is reached. If so,
then the method 600 terminates. If not, the next entry in the hash table s retricved at block 610

and the method 600 returns to block 608,

{3333 if send state tables are determined to be chained at block 608, then the first
send state table in the hash chain is obtained at block 612 and it is determined at block 620
whether the send state table is owned by the detaching application of block 602, If not, it is
determined at block 616 whether the send state table is the end of the hash chamm, If so the
method continues to block 614, If not, the method gets the next send state table in the hash’s
chain at block 618 and again determines at block 620 it the send state table is owned by the

detaching application.

[6054] If the send state table is owned by the detaching apphication at block 620, then
it is determined at block 624 whether the send state table state is slow n progress. [f so, the send
state table state 1s set to slow detaching at block 622, and the method 600 continues to block 616,
1f not, then the send state table 1s released at block 626 and  1s determined at block 628 1f there
are any remaining send state tables. If so, then the method 600 continues to block 616 fo

examine the additional send state tables. [ not, then the method 600 termunaies.

[B055] FIGURE 7 15 a flow chart illustrating a method for cleaning send state tables

according o one embodiment of the disclosure. A moethod 700 begins at block 702 when the
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cleanup timer has triggered. At block 704, it is determined whether there are any send state
tables. If not, the method 700 terminates. If so, then the first entry in the hash table is obtained
at block 706. At block 708, it is determined whether there are any send state tables chained off
the cniry obtained at block 706, If not, it is determined whether the end of the hash table is
reached at block 714, If not, then the next entry in the hash table is obtained at block 710, and
the method 700 repeats block 708, If so, then it is determined at block 720 whether any send
state tables still exist. If not, then the method 700 terminates. I so, then the cleanup timer is

restarted at block 724 and the method 700 terminates.

{3856] If there are further send state tables chained from the hash table eniry at block
708, then the first send state table in the hash chain is obtained at block 712, At block 722, it 1s
determined whether the send state table has timed out. If so, then the send state table is relcased
at block 726 and it 1s determined at block 728 whether there are any send state tables left. If
none, then the method 700 terminates,  If so, then it 18 determined whether the end of the hash
chain was reached at block 716, If so, then the method 700 returns to block 714, If not, then the

method obtains the next send state table w the hash chain at block 718 and repeats block 722,

[BO57T] Throttling may be applicd to data packets received for transmission through a
network interface. In particular, throtthing way be performed to Timit the number of fast sends
performed by an application ot a group of applications. For example, if one application in an
eroulated machine sends large amounts of data to a few recipients, the data packets may be
marked for fast sends that reduce the throughput of another application in the emulated machine
that sends data to many recipients. Throttling may be performed to avord overfilling the network
output quene (NOQ) in the enmulated machine, such as a queue in CPCommOS that transnuts
packets to XNIOP. Throttling may also be performed to improve fairness, such that one
application in an emulated machine does not flood the network output queue at the expense of
other applications in the emulated machine. Throttling may fither be performed to send status

information to the application if there 1s a problem with the transmission of data packets.

[B358] According to one embodiment, if the NOQ exceeds a certain depth, such as

when there are more than a predetermined number of items in the queue, then fast sends may be
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suspended. Fast sends for certain protocols may be suspended, while other protocols may
continue to operate normally. For example, UDP sends may be suspended, but TCP sends may

comtinue.

[B059] In another embodiment, if a non-successful status is part of a completion
notice to the application, fast sends for similar transmissions may be suspended. For example,
fast sends for a particular activity by an application on a particular local and remote address and
port combination may be suspended. When the fast send is suspended, a slow send may be used
for the next transmission from that application, which may result in the return of success/crror

information to that application.

[3068] In a turther embodiment, for a particular application, activity, and/or local and
remote address and port combination, a slow send may be performed cvery certain number of
sends. For example, every fifth transmission from an application matching a hash value for a 6-
tuple may be sent with a slow send method. In another example, cvery seventh transmussion

from an application to a particular recipicnt may be sent with a slow send method.

(8061} FIGURE & is a flow chart illustrating a method for throtthing connection
requests according to one embodiment of the disclosure. A method 800 begins at block 802 with
receiving a first data packet for transnussion from an application. At block 804, the fast send
method is identified for transmitting the first data packet. The fast send method may be
identificd for the first data packet based on send state tables described above. At block 806, it is
determined whether to throttle transmussion of the first data packet.  Throtiling mway be
determined based on an algorithm, such as by counting data packets and throttling a certain
murnber of the data packets queued for transmussion. If the fivst data packet is throtiled, the fivst
data packet 1s goeued for ransmission by a slow send method at block 810, regardless of the
mstruction to {ast send the data packet at block 804, If the first data packet 1s not throttled, the

first data packet is gueued for transmission by a fast send method at block 808,

[6662] FIGURE 9 1s a flow chart illustrating 2 method for handling packets received

from an application exccufing on a virtual machine according to one emboditnent of the
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disclosure. A method 900 begins at block 902 with receiving a first data packet for transmission
through a network interface. The first data packet may be received from an application
executing in an emwlated environment, At block 904, the packet 15 identified in a send state
table. At block 906, a method for sending the first data packet is determined based, in part, on
the send state table of block 904, For example, a similar packet may have been successfully
transmitted previously according to a slow method and the packet information logged in the send
statc table. When the first data packet has similar characteristics as a successtully transmitted
previous-packet, a fast method of transmission for the first data packet may be determined at

block 906,

[3063] FIGURE 10 iHustrates one embodiment of a system 1000 for an information
system, including a system for processing data packets, The systern 1000 may include a server
1002, a data storage device 1006, a network 1008, and a user interface device 1010, The server
1002 may be a dedicated server or one server i a clond computing systemn.  The server 1002
may also be a hypervisor-based systemn executing one or more guest partitions.  Each guest
parfition may transnut data packets to and from the network 1008, the user mnterface device 10610
and the data storage device 1006 according fo a fast send or slow send method. Tn a further
erobodiment, the system 1000 wmay include a storage controller 1004, or storage server
configured to manage data communications between the data storage device 1006 and the server
1002 or other components in communication with the network 1008, In an alternative

embodiment, the storage controller 1004 may be coupled to the network 1008,

[8064] In one embodiment, the user interface device 1010 s referred to broadly and
is intended to encompass a suitable processor-based device such as a desktop computer, a laptop
compiter, a personal digital assistant (PDA) or tablet computer, a smartphone or other mobile
communication device having access to the network 1008, When the device 1010 is a mobile
device, sensors (not shown), such as a camera or accelerometer, may be embedded in the device
1010, When the device 1010 is a desktop computer the sensors may be embedded in an
attachment (not shown) to the device 1010, In a further embodiment, the user mterface device
1010 may access the Internet or other wide area or local area network to access a web application
or web service hosted by the server 1002 and provide a user interface for enabling a user to enter

-17 -



WO 2014/039596 PCT/US2013/058115

or receive information.  For example, an administrator may cxamine send state tables or

configure specific throtthing rules.

[8065] The network 1008 may facilitate communications of data, such as deployment
packages, between the server 1002 and the user interface device 1010, The network 1008 may
include any type of commumications network inchuding, but not himited to, a direct PC-t0-PC
connection, a local arca network (LAN), a wide arca network (WAN), a modem-to-modem
connection, the Internet, a combination of the above, or any other communications network now
known or later developed within the networking arts which permits two or more computers 10

communicate,

[B066] In onc ecmbodiment, the user interface device 1010 accesses the server 1002
through an intermediate server (not shown). For example, in a cloud application the user
mterface device 1010 may access an application server, The application server may fulfill
requests from the user interface device 1010 by accessing a database management system
{(DBMS). In this embodiment, the user interface device 1010 may be a computer or phone
executing a Java application making requests to a JBOSS server exceuting on a Linux server,
which fulfills the requests by accessing a relational database management system (RDMS) on a

mamframe server.

(80671 FIGURE 11! ilustrates a computer system 1100 adapted according to certain
ermbodiments of the server 1002 and/or the user interface device 1010, The central processing
unit (“CPU”) 1102 18 coupled to the systern bus 1104, The CPU 1102 may be a general purpose
CPU or microprocessor, graphics processing unit (“GPU”), and/or microcontroller. The present
embodiments are not restricted by the architectore of the CPU 1102 so long as the CPU 1102,
whether divectly or indivectly, supports the operations as described herein. The CPU 1102 may

execute the varions logical instructions according to the present embodiments,

[B068] The computer system 1100 also may include randors access memory (RAM)
1108, which may be synchronous RAM (SRAM), dynamic RAM (DRAM), synchronous
dynamic RAM (SDRAM), or the like. The computer system 1100 may utilize RAM 1108 to
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store the various data structures used by a software application. The computer system 100 may
also include read only memory (ROM) 1106 which may be PROM, EPROM, EEPROM, optical
storage, or the like. The ROM may store configuration information for booting the computer
systern 1100, The RAM 1108 and the ROM 1106 hold user and system data, and both the RAM
1108 and the ROM 1106 may be randomly accessed.

[8069] The computer system 100 may also include an mput/output (/0O) adapter
1110, a comnmunications adapter 1114, a user interface adapter 1116, and a display adapter 1122,
The /O adapter 1110 and/or the user interface adapter 1116 may, in certain embodiments, enable
a user to interact with the computer systern 1100, In a further embodiment, the display adapter
1122 may display a graphical user interface {GUI} associated with a software or web-based

application on a display device 1124, such as a monitor or touch screen,

6670 The VO adapter 1110 may couple one or more storage devices 1112, such as
one or more of a hard drive, a solid state storage device, a flash drive, a compact disc (CD) drive,
a floppy disk drive, and a tape drive, to the computer system 1100,  According to one
embodiment, the data storage 1112 may be a scparate server coupled to the computer system
1100 through a network connection to the /O adapter 1110, The communications adapter 1114
may be adapted to couple the computer system 1100 to the network 1008, which may be one or
wore of a LAN, WAN, and/or the Internet.  The commuonications adapter 1114 may also be
adapted to couple the computer system 1100 to other networks such as a global positioning
systern {(GPS) or a Bluetooth network, The user mterface adapter 1116 couples user input
devices, such as a kevboard 1120, a pointing device 1B, and/or a touch screen (not shown) to
the computer system 1100, The keyboard 1120 may be an on-screen keyboard displayed on a
touch panel.  Additional devices (not shown) such as a camera, microphone, video camera,
accelerometer, compass, and or gyroscope may be coupled to the user interface adapter 1116,
The display adapter 1122 may be driven by the CPU 1102 to control the display on the display

device 1124, Anv of the devices 1102-1122 mav be phvsical and/or logical.
3 3 JuLy g

{3671 The applications of the present disclosure are not limuted to the architecture of

computer system 1100, Rather the computer system 1100 1s provided as an example of one type
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ot computing device that may be adapted to perform the functions of the server 1002 and/or the
user interface device 1010, For example, any suitable processor-based device may be utilized
ncluding, without himitation, personal data assistants (PDAs), tablet computers, smartphones,
compiticr game consoles, and multi-processor servers. Morcover, the sysiems and methods of
the present disclosure may be implemented on application specific integrated circuits (ASIC)H,
very large scale itegrated (VLS circuits, or other circuttry. In fact, persons of ordinary skill in
the art may utilize any number of suitable structures capable of cxecuting logical operations
according to the described embodiments. For example, the computer system 1100 may be

4

virtualized for access by multiple users and/or applications,

(66721 FIGURE 12A is a block diagram illustrating a server hosting an enwulated
software covironment for virtualization according to one embodiment of the disclosure. An
operating system 1202 exccuting on a server includes drivers for accessing hardware
components, such as a networking layer 1204 for accessing the communications adapter 1114,
The operating system 1202 may be, for example, Linux. An emulated environment 1208 in the
operating system 1202 executes a program 1210, such as CPCommOS. The program 1210
accesses the networking laver 1204 of the operating system 1202 through a non-emulated
interface 1206, such as XNIOP. The non-emulated interface 1206 translates requests from the
program 1210 executing in the emulated covironment 1208 for the networking layer 1204 of the

operating system 1202,

[6673] In another example, hardware in a coroputer system may be virtnalized
through a hypervisor. FIGURE 12B 1s a block diagram illustrating a server hosting an emulated
hardware environment according to one embodiment of the disclosure. Users 1252, 1254, 1256
may access the hardware 1260 through a hypervisor 1258 The hypervisor 1258 may be
integrated with the hardware 1260 to provide virtnalization of the hardware 1260 without an
operating system, such as in the configuration ilhustrated in FIGURE 12A. The hypervisor 1258
may provide access to the hardware 1260, mchuding the CPU 1102 and the commumications

adaptor 1114,
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(6674} If implemented in firmware and/or software, the functions described above
may be stored as one or more mstructions or code on a computer-readable mediom.  Examples
include non-transitory computer-readable media encoded with a data structure and computer-
rcadable media encoded with a computer program. Computer-readable media includes physical
computer storage media. A storage medium may be any available medium that can be accessed
by a computer. By way of cxample, and not limitation, such computer-readable media can
comprisc RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic disk storage
or other magnetic storage devices, or any other medium that can be used to store desired program
code in the form of instructions or data stractures and that can be accessed by a computer. Disk
and disc inchudes compact discs (CD), laser dises, optical discs, digital versatile discs (BVD),
Hoppy disks and blu-ray discs.  Generally, disks reproduce data magnetically, and discs
reproduce data optically, Combinations of the above should also be included within the scope of

computer-readable media,

[B075] In addition to storage on computer readable mednim, instructions and/or data
may be provided as signals on transmission media included in a communication apparatus, For
example, a communication apparatus may mclude a transceiver having signals indicative of
instructions and data. The nstructions and data are configured 1o cause one or more processors

to implement the functions outlined in the claims.

[3876] Although the present disclosure and its advantages have been described in
detail, it should be onderstood that various changes, substitotions and alterations can be made
herein without departing from the spirit and scope of the disclosure as defined by the appended
claims. Morcover, the scope of the present application is not miended to be huted to the
particalar embodiments of the process, machine, manufacture, composition of matter, means,
methods and steps described in the specification. As one of ordinary skill in the art will readily
appreciate from the present invention, disclosure, machines, manufacture, compositions of
matter, means, methods, or steps, presently existing or later to be developed that perform
substantially the same fimction or achieve substantially the same result as the corresponding

embodimenis described herein mayv be utilized according to the present disclosure. Accordingly
, o S0



WO 2014/039596 PCT/US2013/058115

the appended claims are intended to include within their scope such processes, machines,

manufacture, compositions of matter, means, methods, or steps.
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CLAIMS
What is claimed is:
A method, comprising:
receiving, from an application, a first data packet for transmission;
identifving a fast send method for transmitting the fivst data packet;
determining whether to throttle the fivst data packet; and

transmitting, if the first data packet 1s throttled, the first data packet with a slow

send method.

The method of claim I, further comprising transratting, if the first data packet is not

throttled, the first data packet with a fast send method.

The method of claim 2, in which the step of identifying the fast send method for
transmitting the first data packet comprises determining a similar packet to the first

data packet was previously transmitied successtully.

The method of claim 2, in which the step of determining whether to throttle the first data
packet comprises determining whether a certain number of data packets were

transmitted with the fast send method prior to the first data packet.

The method of claim 2, in which the step of determining whether to throttle the first data
packet comprises determining whether a gueuce of data packets for transmission

exeeeds a predetermined size.

The method of claim 2, in which the step of determining whether to throttle the first data
packet comprises determining  whether the application has  cxceeded a
predetermined mumber of packets transmitied with the fast send method over a

predetermined period of time.
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The method of claim i, in which receiving the first data packet from the application
compriscs receiving the first data packet from the application cxecuting in an

emulated environment.

8. The method of claim I, in which the step of transmitting the first data packet comprises

transmitting a user datagram packet (UDP).
9. A computer program product, comprising;
a non-transitory computer readable medium comprising:

code to receive, from an application, a first data packet for

transmission;

code to identify a fast send method for transmitting the first data

packet;
code to determine whether to throttie the first data packet; and

code to transmut, if the first data packet 15 throtiled, the first data packet

with a slow send method,

i0. The computer program product of claim 9, i which the medivm further comprises code
to transmtting, if the first data packet 1s not throtiled, the first data packet with a

fast send method.

il The computer program product of claim 10, in which the medium further comprises code
to determine a sirotlar packet to the first data packet was previously transmitted

successfully,

i2. The computer program product of claim 10, in which the medinm further comprises code
to determine whether a certain number of data packets were transmitted with the fast

send raethod prior to the fivst data packet.
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i3. The computer program product of claim 10, in which the medium further comprises code
to determine whether a queuc of data packets for transmission exceeds a

predetermined size.

i4. The computer program product of claim 10, in which the medinm further comprises code
to determine whether the application has exceeded a predetermined number of

packets transmitted with the fast send method over a predetermined period of time.

i3. The computer program product of claim 10, in which the medium further comprises code

to transmit a user datagram packet (UDP),
i6. An apparatus, comprising:
a Memory;
a network interface; and

a processor coupled to the memory and to the network interface, in which the

processor is configured:
to receive, from an application, a first data packet for transmission;
to identify a fast send method for transmitting the first data packet;
o determine whether to throttle the first data packet; and

to transmit, if the first data packet s throttled, the first data packet with

a slow send method.

i7. The apparatus of claim 16, in which the processor is further configured to transmitting, if

the first data packet is not throttled, the first data packet with a fast send method.

i8. The apparatus of claim 17, m which the processor is further configured to determuine
whether a certain number of data packets were transmitted with the fast send

mcthod prior to the first data packet.
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The apparatus of claim 17, in which the processor is further configured to determine

whether a queune of data packets for transmission exceeds a predetermined size,

The apparatus of claim 17, in which the processor is further configured to transmit a user

datagram packet (UDP).
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