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[0056]

[0057]

[0058]

[0059]

[0060]

[0062]

[0063]

[0064]

[0065]

[0066]

[0067]

[0068]

[0070]

[0071]

[0072]

[0073]

[0075]
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2 gAdAE, A4 B md Al & AxNee o AedEY. 29 64 @

- =2 1 /KC-)]
AT A wE A e EAEE FY] oA wheTh. dRbHOR S b 128W] B9 A

~
qo2 = A2 AT ErbEsior. T3, A e 55 WA (collision—free)d] EH S 7t

| &Y% 3|4l =2 (hash output) 23S A 4 glar, L3 o9 w=
(e}

2. A F%7](Fuzzy extractor)

7129 314 %% (hashing output)> &4 3k, d7o] oyt A
o}, A HE(biometric information)+ HlolE 3 AN thddt 2]l o =rol FHFste] Al A <
A8 ANAs= Aol EIMEste AS fddlor sk,

ol# 3 FAZ ¥aty] Yl WA FE7] HHo] AHTE. A FUZ wol= JY Lz e FTUI =Y
715 A7) S8l A FE2717F ARSET. dE Aas AREARe] AA Q12e]l d 4 glom, HA FE7|=
A3E ApgAte] AA dHolEol A A HEIE 72 ALEste] ARSI IS & UEF g HA] FE7
+ A4 (generate) ¥ A A (reproduce) + 74 BHE A},

ki

4= HA FE2719 HAYUEFE YeERE Edelt),
- A (generate): AR&=Fe] A do]E (biometric data)E ©]€3}ld Gen(Bio) = <R, P) ¢ #o] dg 7]
(random key) r % W]-8]® Zl(non-secret value) pZE AAsc}.

- A& (reproduce): ©] 5‘? Hl-H gk pE A3kl R = Rep (Bio', P» o o] A Fdd A <14

J 14
(biometrics)el WY 7] r& AB3T}.
E 4= A9 FU3 xolz dg Axd tisk &3 7] (output key)E AT Wl AHEEE HA —ir% & R
o 98 A2AA A7 AREARF F HA] FE7] AFEED AMEAE S8 5 A shE vk, S

AR E ARgAFe] A A dlolElo| A A Bl=2l (biometric template)< 7](key) 2 Al-8-3}o] @%%E}.

3. B/ E¥ XOR AAAF(Bitwise XOR operation)

vl EFA] OR(exclusive OR)> H]E & (bit pattern)ol sl 2Hg-3l= o]zl Alto|tt.
Zyzke] goll tis) XORS ST F HIEZE AW, S &

AhEgth. tE HE il ARH o 4 15 wkEkgit. v
B2 Ak datEg me 545 ket

L 5% X0R Alo]EE Y= =do|t},
T 5% HE 98] st =] XOR(logical XO0R) Alo]E XS RoFrh, Z2$ tholojaale X0R H4lo] 2H]
E ZS FHshal, 7 ol Tdstd EF 0 e 1ok A WIESHA RoFa Q).

4, BUAKAY] #3%

_11_



[0076]

[0077]

[0078]

[0079]

[0080]

[0081]

[0082]

[0083]

ZIHSd 10-2025-0069376

g o] AAjeo] whE R EFQ BUAKA(Biometric based User Authentication and Key Agreement)ell ti3}
of A8l Awgrt. 2 o] dAlejel wE BUAKA WA AREF Al I AR H]E 9Fso] SfA]
(Hash) ¢} 7 A FZ7](fuzzy extractor) @alg]Fe] AREAF AT ARE S0t ZE A vAA= &/
34 A 34 (concatenated function) EE XOR &9 Abjo|t}, o]ga wkaloz  HE(plain text)o] &
A skl Sl wAAE ZtRAE RS G4 BAE 5 Ak

2o dAjde] nhE BUAKA ZREZ2 AA WA, 5 oA, 239 % dF ©A, AaH= WA 9

_1

1Az T A

5 WA AR 5 9 AA 55 o X k. g, dwe] HAldo] mE WAL FE A
Nl A (entity), S AHEAF, AlCJEgo] ==, AlA w=Eof 7]¥kgict.

AFEAHE AFale]l AA] X (biometric information)ol] thal]l HA| FE7|E AMEstR=z, 55, 2129 9 A3
A1l A ARE AT 7 k. 2791 9 Q1T wAlA, AFH 21y %R AT Q1Fo] AxtH
th. Alo]Ede] w9 HAL HolE] HdES 93] A AREA} Atold] HF AlA-S AZF(negotiation)dti

sk Aol

AlelEdle] === AAE AlHay] el AlA sk AHEA BFEE et dags 7Y
E =M Aol FEE MATE § RS dv. T2EZS o 2 oldsly] 94
oM AMEEHE B/IHE HolErt

B AR} 2ol
BUAKASY] Z2EZ

LSS
—
rlo

#£ 1
Symbol Description
U User
GN Gateway node
SN Sensor node
IDi User’ s ID
IDgy GN" s ID
Dy Sensor node’ s ID
PWi User’ s selected password
Bio User’ s biometric info
HPWi User’ s biometric based password
HIDi User’ s anonymous ID
Gen(.) Fuzzy generator function
Rep(.) Fuzzy reproduction function
SC Smart card
Koy Gateway node’ s secret key
SID sensor identity w.r.t GN
SKij Session key between user and sensor
R Random key of Biometric
p Non-secret value of Biometric
Ri Random number generated for IDi
Rg Random number of GN
Ti Time stamps
AT Maximum transmission delay
h(.) Secure one-way hashing function
] Concatenation
=] Bitwise XOR

4.1. 27 GA(setup phase)

o] AlM = 55 84S $AS L gvtE §HE FAE & Y= T4 A YEAE wiXst] el Al
Aq7F AolEgo] wXo] ek ARE ok, HRX] Aol Al~®El A A} (system
administrator, SA)¥& 7} AlAel D& Agsta ettt Aj2~g] Heaks T3 AlAo] Ao]JEgoe] w29 H



[0084]

[0085]

[0087]
[0088]

[0089]

[0090]

[0091]

[0092]

[0093]

[0094]

[0095]

[0096]

[0097]

[0098]
[0099]
[0100]

[0101]

[0102]

[0103]
[0104]

[0105]
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D7) (secret key)(Kep)E @Esto] AloJEd o] == tigh AlA ID(SID)7F Kot &7 AlA D9 i1 7h H ==

% 62 ¥ wge] dAee] BE BUAKA W9 A8 B2 WAS YehE =delt

55 WAL A L ANE O S AL dED. B, 5% 9A0AE AAd A9 dolge
A2s] el i A8 298§ e AnE AEE A4S, ¥ age Addd] BE 5E WA
ABA FEI A FF T RRow THAT. E 62 A8A F5 497E wolFTh,

@A 10 AMEA= WA A1) ID(identity) IDigh == PYig Ae@ thg 54 tnto]xo] Aol A
Q12 BIOE ZIRIAIZIYE. 1 v YulolAe HA| F&7]9 A4 715S AMESto], Gen(BIO) = <R, P) ¢ 22
A A <12 7] (biometric key) % H]-B]Y Zk(non-secret value)S AATTE. o7)A RS A Q2o @A
H 7lola P HA FE7]o 93 AdE vl-ud gholt).

oA 20 AFgARE Ay 7] RY HAY = PViel SAIS HPWiE AARstc). oA o] ARgxte] AA <12 7]uk s~
Y= (biometric based password)”} Ht}.

A 30 AFEAE dele] RiE AYsta, WY Rigk AFEXAF ID IDi9] FAIE HIDIZE ALkstt. o] @Al= Aol
E9o] w9} AlXE tigh AFEXle] S B

A 4 AFRAE Ao]Eglo] wmzo] 3 52 aH o= ] ID HIDigH A BE 76 A= WP E ASE
Eia=

A 5: HIDi¢} HPWiE 27 WA A (request message)E FAI8E & Alo]|EgJo] === dYE7] RgE MEslal ~
nfEFLE glo] digk 2719 IemHE ALbsktk. o] F U9 SEtnHE Al Bigkal ZAISHTE. Al Alo]ES
o] == 7] K@t 8" (concatenated) WH 7] Rgel a|A|= AAbE T},

aela 2 XoRe HPWim 7Pd2t. e e Bis Kb %€ HIDio] siAl= AMtdd. 2 Agke]

HPWie} HIDi9] SIAIZk¥} XoR ¢IAbeth, AlelEge] ==& mEeldl Aigl Bis #W Rgeb 37 AAsict. Ao
Egle] ==t 2ntEFE SCRA Aish BiE Rt

A 6: AulEJIE SCE A% AFERE o] = HIDi, HPWi, PWi, PWi, Pi¢} &7 AwlEgl=2X4 wZEgd] A

ol =
il
oe]
[am}
=
=
ok
1>
o
(24
>
o|
S
my)
)
i
L
o
=
rir
ki
g
o
O

Her 5

ol

A 20 Al]Ed o]l == Ked AHESH 1Dy A=A SID+E thA] AlLtgkeh. 2e]al 2E50] 49X
gelghet. SID= = SIDSF YAstH AlAN7F AHstER 553},

A 31 AlolEdlo] =Ex SID+E SHOE AMARE oA dF3t).

<2 2 QAF:>

= 82 & g o) AAjde] wE BUAKA 2] =9l B QIS dAE e

fr
k
(2
o
O
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[0106]

[0107]

[0108]

[0109]

[0110]

[0111]

[0112]

[0113]

[0114]

[0115]

[0116]

[0117]

[0118]

[0119]

[0120]

[0121]

[0122]

[0123]
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= ge 279 % A% we] 1uE mejE,

A 10 2398 9 AFEAE AAlY AuntEJL= SCE AJA QA (biometrics) BIOS A A4 EA X
(sensor-specific device)ol g3ty AL8AF9 AAM EA A= HA FE5719] AA g4=(Reproduce
function)E A4Fsle] R= Rep <BIO, P> ¢} 72 BI02] #9 7] RS AAWA S},

ae]al WA, AR R(regenerated R)l A% ¥ (concatenated) PWiel sfAle} e “gx|o o3 A A2
7k =Tk HPWix R ARPE T 2E)an, HPWixk 2ehETLE SColA AR HPVish TUFA Sldch. W
oF Z=dsjrtH Al8AtE AGsE AFRXF(legitimate user)©| T},

A 20 AFERS A A= SAIE HTo 2N AoJEe] o did WAXE NI M2 AT Ml
AFgAZY BAlstaiAl sk AlA 1D Dy siAleE AvtEZL=9] Bi gElu]ElE AXbHET 2 o R TS XoR
Arkgth. o714 Ry AREARel 93] AdE P (random number) o]l Ty EFIARIE(timestamp)o|th. HEgH
M2 Dy Riol A% Big sjA = Axlsiet,

GA 30 ARERFE ARAle] 210l AR EA HIDI, UPB, My, ME Alo]Ege] w2 HE3it).

A 40 230 WAA] 41 Al N2 BixE Kt 4% HIDi9 SfAIZ AlFetar ubA, ARSAE AA] A4 714t
oF% UPBS} 84 XoR SAAHS &},

A 5 AloJEe] ks WAA MERH WF RS FESIY Abet. B8, AloJEe] xEx T,-T; <
ATl 9l E}d~vlx o] FHAIA (freshness)E 213ttt 7|4 Ti= A 2L EFJawioln),

@Al 6: AlPJELO] =B MpxE ID MM W= Rio] A& E Bixe] AR Axsle] L& AT, a2l o
o] T53A] oldAE FQleht}, wheF 2l 279 Myx = Mol AFSAE A (valid)shet.

GA 70 AolEe] wEx= A =29 D9 A A 1D EAle 7] AlolEge] =5 A (concatenate)
skl MjE AAEsicE, T3 MjE z2= SIDO dfAler e Al o tid wiA]A] M, 2 ME ARSI, LE
SID & RyoF ARE Mj<] SAI=Z AAak=ET,

GA 8 AoEd o] xr M39 WE AAME HAE).

A 90 wAA] FA A AAE NjEE A =29 [DE Zt= SIDY A= AAksio),

aEa B3 M3RAFH W R2E FES U R2E ANET. AlAE T3-T2 < ATl of8f epl2=®ize Al
e gt 7] 132 M2 B asiol),

A 100 AAE SID 2 R29F AXE M SAE AAte] WS A=sht). 1E]al, MAx = M491x] oI},
ke Fdsitb A= AlA 7] (session key)E SKij = h(SID || Mj || R)ZE AAgC}

A 110 A= Mjsok R2E ZE= Al 7] SKije] sirlsh 22 wAA] MoE Alteith. 7 A g BYamE
T3¢} 7 XoR Azttt AlA = M5E AloJESe] k=2 AF3ic),

@A 12: AAREE HAIRE A8, AloJEdlo] = SKij*E SKij = h(SID || Mj || R)Z AlAR3T}
a8 AlelEe] wt= MbREE T35 E&3Ma, T4-T3 < AT 22 Efd=wixo] A4S gl

oA 130 Ale]ESe]l mE= NjE e AA 719 dix ek A" R2E AREske] M6E QlSdY. 29al 28] F
AkA] ofdAE FRlghr)y. whOF M5+ = M5o|H, Ao|Ef o] =& FAsaA dh= AlA AEAe] IDE 2
HIDi o] afAle} #S AEA HiDnewe A= IDE ALbgcl. 18]35 HiDnew® XoR <A4bd Ai¢h Bio] A4t
(concatenated value) &2 M6 F712 AAMgICF, W3F Skijeb T4E XoR GAFE IDSNS zHe M6ol afAlet 72
M7& ARtk 9714 T4E A28 gz ol), AolEdo] k=t Meet M7S ARSAbell Al B,

Al 14: AloJEe] RE2XRE WAXE A% ALEAE N7A T4E =E3IaL, T5-T4 < ATZ FHAAS
olglth., #]al WA AREXE EAStazt st AlA ARRXEY) IDE 2 HIDi Y Al E HIDnewxE AALS
3k, HIDnew® XoR 4+ Ai¢} Biol ¢l %k(concatenated value) O& M6=E AAMSFIL, M6* = M6SIA] zwj&

éﬂm

_14_



[0124]

[0125]

[0126]
[0127]

[0128]

[0129]

[0130]

[0131]

[0132]

[0133]

[0134]

[0135]

[0137]

[0138]

[0139]

[0140]

[0141]

[0142]
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th. wEeF M6+ = Mol ofe A5 ALt

SKij = h(M6 || IDSN) -@I M7 -ﬂ} T4

o
®
e
o,
w
by
o
o
=)
I
x
o
L

T (handshake) 7} A&3FaL, AlA 7] SKij7F AAEG. ALEAF, AloJEgo] == 2

H
©
rlr
r
i)
o,
lo,
>
>
2
ey
4\1

ﬂJ
lwe]
(e
=
-
=

el AagE Qe EE b Eulol,

o] @A= A&l FlA9= PWist 2 ARSIl 291 AR A= Zald @k Folh, AREA7) Hlx
A=E HJHolET wf, AFEAtE ol ydd WAE wErt.

A 10 AFEAE 219 1D IDisF ol d A= PYiE dEstm A <12 BIOE Zbeldlt). %3k A4 EA
Ao ~HEILE SCE 4.

A 2: A EAH AX= 5K FE7]9 A F5(generate function)ES ©]&3Fe] AA| <12 7] (biometric
key)E Aitsitt. A e /\]'%1} A 1A o] Hl-uld Fk Pe WY 7] RS WEEMSITE, o] % WY 7] RE

XoR AAtE ALgxle] s~ = PWig sjAS HPWix= AAbslal HPWis = HPWi<lx] &<lgkc}. wkeF HPWix = HPWi
g} AFRAE= f-&(valid) ko).

A 30 A= AFEAPIA A E2E 2= PixiE JESES 8%
= PWxi9 A= HPWix= AAFST),

o
ro

o @Y RE XoR Abel A= s

GA 40 AREAFE HIDSE A28 2= HPWi=E Alo]Egle] =t Wik, T8 o AeJEde] == A
olESe] = 7] Kot ¥ WY 7] Rgo] sAIF 2 2utE Ft= SCo| getuHE v Akt a9 o
& HPWixob 74 XoR A4HE F=agict.

o2 Sy Biw Kedt A% HIDio] siAj= Aibelch. Axbgh2 HPWi«eh HIDio] SHAIZ XoR 2helth.
oJEfle] mti= wEeel Aig BiE W Rgeh A AP AClESe] ki vE]e] AREAR] ~m
7tE & ol EdT.

A 51 Al]Ede] mE= HlolEd AvE JhE & ARSIl AEFT

]_

1m

@Al 60 A8AE QUlolER ~vlEIJIE=E HIDi, HPWi, PWi, PWi, Pig} &7 ARl vz ~nlEgt= gho
= A,

5. A3 g I

2 o] AAee w2 BUAKA WA e A5t 7€ ofgl siA] 7]y WA F) skt vjaE AL
|8 (computational cost)®} =4l @ B3| = (communication overhead)Z 7|9Fo 2 3Fir},

jus)

kg o] Arjofo] mE BUAKA W2 F=2 HX F&7], Al A3k, XOR 2 94 (Concatenation)2] 47}
S 7lHko g ), XOR 2 AR st oJAEY =5 d2F(assembly level operation)o]™ A7 A]7ko] A<
85A et

kA AR A4 Al (biometric hash)e] F7F9} ©@dF d|A] <A4F(one-way hash operation)2] Ao ts]
oS BT, AFEASE AlEdlo] k= AlAd vlE] o 2 glasE XA lenwg F XA glo] #EA

ARERRE AlolEdlo]l wmrmel AR 2Ol 8HS AFetal, AlolEdo]l w=Es wAIASE ARgARe]l A
(legitimacy)S F7t2 QZ3ta ALgAe} AlA Alole] MM 712 AA3 7] 93] HAAE A AEs), 2
g o] AAlefoll uwhE BUAKA W2 el A, Tz shuke] A 5719 Gen(.) = Rep(.) Aibs 5= o 2

28 A UEhlaL, Ty S0 siA] dake f1E ARte R Rt

IDe] Zoli= 1280 E, ko] Zo] 1288, Elglmzol Zoji= 24u]Eo|th, 4] F<7(SHA-256)°] <8 A4
7]

N
2 ST
WA A= 256H|EE 7|uto g it} 3 HA] FE7)1E5S A Al AA2k(lightweight hash operation)S



[0143]

[0144]

[0145]

[0146]
[0147]
[0148]
[0149]

[0150]

[0152]

[0153]

[0154]
[0155]
[0156]
[0157]

[0158]

[0159]

[0160]

[0161]
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Aoz AEAs] el shtel w4 #%7] Qake Adshs o WL ke shiel 4 Fol Baw
ARV sk g,

kA T = Ty AE2WE ¢ v, &% 9] gt Aa AHS +743517] 918 JPBC(Java Pairing Based

Cryptography) #te]lBeg]E ARg3te]l Alxtgt). o] Alxgle %9 10 +9AA, CPU 3.2GHzE 7]dte =

st RAM 4.0GBe]th. 14k 1,000M9] A& 7|Wo g Fady & ibs FdS AREste]l LEZ(ns) @919
o A ALg

HA] F=E7] 9k oHAl Askel Ae) Az Fdsith. s A A 0.0359ms &2 ALk, o] ke AMES)
o] B owtido] AAjejo] whE BUAKA HHA] o] A4k v-&S AXtbatlch

A Az B AN MEQZE Bedn ddsk ARHar] S8 AR TE gEs Jw ZeEZol
AT, 2e} fEow Akl A RE WAL welek & B 2K Aok @47) otk F4 A4
A6l FFL WAL P 2olEo] EAske] AP EAZLNA ALgHE
@ 7] E dolE MAe] 719 2ol W alEo] %Ed maEId d9e Fu.

ii) e =9 A4t &% (computational capacity)@} §41 &% (communication capacity)< &3},
1) Z2EZ 93] AdE BE vAA = ¢kdehA] &2 AdS &3 AFEr).

iv) sk gl

= Re AAo

v el AEste o] Az W9l (polynomial time bound) WlellA o] FES F53)

u )
2 m
o,
O

5.1. 37 ZE 9 (Attack model)

71E A EAT B odgo] AAldel wE e 3 IAAA FAdE oS 2E HES nEET. ¥
72 Bde Hol FA(security analysis)oll AFES-H1, A (adversary) &2 AAX = WEH A 54 4AA =&
2 XdEY. olE2 UEYINA ALEE HY 4578 7 =g YAAE "AE5T § .

- FAA(attacker)E HATIA &S QYL T3 wFH WAAEZ 712A 5 .

- FA4A= 370 Ad(public channel)S E3 AEE WAIA] +4 245 FASAY A 4= Q).

- FAA = ~PE Jte ARE FE5t WEEd AdE v 2 W (credential) & FEE 4 .

Ll
b

- TR A == AN g e Agd s BE JRE 28 5 Y

Aeg 9% L2 EZ(lightweight authentication protocol)ol] thdr 21S FHA7]7] s, & wge] AAlqd
o= AREAMS] AA Al T xg AFolal bAE QIS ZREFS AATT. TS $% -4 A=Al
A5 AR el MM AREA B Alo]Edo] ol S5

Saol A5 WA g, & de] AAdeM s A FE7E ARESE] AREA /JISES 9% A Q1AS A
’d (generate)atil A A (reproduce)@ F Uth. o] °oFh depx&= A9 e A Foe e 4345 4
sttt AR A X (biometric information)© o8 F4*}(data capture) Fo %2 we(disturbance)o] T

wHEE A4 e P e Ane g,

S W3] 8 AA A2 AA Faet v-Hd 7] ge FEee ol HA FE27)7F ARS T B i A
Alde] WE A A% WS Fx=F Lu et al (Y. Lu, L. Li, H. Peng, and Y.J.S. Yang, "An energy
efficient mutual authentication and key agreement scheme preserving anonymity for wireless sensor
networks," vol. 16, no. 6, p. 837, 2016.)2] AKA A& A5sin, o] =& A e WS 4=

= AAEA.

"

AVISPA(Automated Validation of Internet Security Protocols and Applications)® ¥ o] AAjdo] wlE
A% WAe A 8 AL AgeoH mpolrh, Eat, thakd uRA @ IRA FAd U mrED
o wetg FWa: d ASHAT. web HIo wEseA onE EAsy] da 1 Ans FEAN
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[0162]

[0163]

[0164]

[0165]

[0166]

[0167]
[0168]
[0169]

[0170]

[0171]

[0172]

[0173]

[0174]

[0175]

[0176]

[0178]

[0179]

[0180]
[0181]

[0182]
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AVISPA:= ¢33t 2B tigh A4 td AALS 3= = ol

Adentity) 05 2 delele] mete elsta, ofel #3 Fhol WF AWE AFHE d AVISPA] AHS

Hr}k. AVISPAE 8-S 938 54 13 Adof(high-level language)E& AM&3

3= FA] M E(push-button) E=-9]
t}. o] g oj7} HLPSL(High-Level Protocol Specification Language)®]t}.

HLPSL= ZH7] o2 34 2d, 7[R d5st 71, st 553 Hel 40 g8 A2 g2 AFYS 7HAx
Qlt}h. HLPSLo| A AFg3}= 7] 8ol Z+= Roles, Text, Nat, Hash_func S°] $t}.

i

T 10 AVISPA Span ¢1& T2 Vel SO 2], AVISPA SPAN E7-9] AT #AS HoJFET},

MA 7kl FAlL HLPSLE A8 o &4 F7]stelth. HIPSLS A83ste] Z2EFS Rdydd o, ng] 4%
o2 GFF o] AVISPA =72 W= RA 7o) o) ZREFo| %%+ IF(Intermediate Format) o2 WaFTh
[Fe] ZREZFE o] Hdd wj71x] oz W A7 vz FAo] AR ko kst Aow 115
=

HLPSLol A= Al=8le] 545 A (state) 2kl gHot. *h:ﬂb A zelo] Aa MAR s} =%, thA] A=+
a7t deA T A="o A3 (transition) S &elFE g HFE 7HAL Ut o] HMFES dE(role)
olgti EEl& S MAEC] afd. ZEAZE ’\]40}744 FTH3e AL AR tE 9% Fdn

% 112 AVISPA =9 #Y s FEo|t).
AVISPAE Wdl=o] A& fg vl 79 HES 7143 bk, o] HEES YU o] gdHEr),
- OFMC(On-the-fly-model-Checker)

OFMC =& [Fel  o& ®F®E d3  Aei(transition state)E FHAMSe] ZREF 9 Z(protocol

falsification) 2 A|gtE <15 (bounded verification)S F8dtt}. ol ZR2EF| g B2 Hstu HA

gk A 719 (symbolic technique)S F&$TE. F3 38 (typed) ¥ H-FH M (untyped) ¥ ZEZEZ RAS A
A3ty thekglk w3l e AMS XY,

- CL-Atse (Constraint-Logic-based Attack Searcher)

AR FgA¢ mdy duylE 2 A Aol A (redundancy control strategy)d} FHA| Aok
A= (constraint solving strategy)S ARE3TH. s ALY tiE A4S sty 98 =53}
7bestes AAlEY. 38 A (type flaw)= A3kl wA|A] AF (message concatenation)?] 23

Hadia=
- SATMC (SAT-based-Model-Checker)

CL-Atse
A

N

> i N
o Jor o
e ozi )

al
7

F

SATMCE Bt 2] Al7bst $uke whadsle e He 9 x7] Jdlef 22 IF A4 A3 AA(IF specified
transition connection)?] A|3tE AEFH (restricted unrolling)S A3 ”é A S ST HA A

L o]% GAT dl57](solver)ol R, WAYE Rdo thr] FZ o2 WHIgT),
- TA4SP(Tree-Automata-based-on-Automat ic-Approximations—for-the-Analysis—-of-Security-Protocols)

TAASP+= ¥ Ed <doj(standard tree language)®t #2tol® (rewriting)S AMEste] BB SWHAA HAYAL
AHE FA3h. TASP= Z2EF Aol A (Fh AR Qld) e AY BE 9 MAMolA <A
SR (o} 2ALER 1S E A, 2 wg o) Ao wE WA AlEd oS fdl, A HAE 2 A
skl o A el HARE 9lal] OFMC 2 CL-Atse W=7} Mgt

5.2. & v E
2o Aol ut

il
u2
k]
ik
[
1o
fol
o
oX,
_Vll‘
f
rO
oX,
olr
o
Sh
2
Q‘L
~N
o
o,
O
oo
_E,
s
rlo
oX,
ofr
)
)
=
o

i
>
oo
o

H]-& (Computational cost)
- %2 e93|= (Communication overhead)

EE TRED B4 e MEQIAA AgAsE Aol Ede] ., Ao Ese] wEsh A4 1wt Ape]e] B4l
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[0183]

[0184]

[0185]

[0186]

[0187]

[0188]

[0189]

[0190]

[0191]

[0192]

[0193]

[0194]

[0195]

[0196]

[0197]

[0198]

[0199]
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* 2
A% JEelH A
AE Hl-& AL 82 Al EFolAE st 5 7 BAE Adste A3t dog Ao
Hop, 2 oubgo] AAjde] mE mdo] AIZRS FA37] EA, AlEdelA
AP AR FAE] A% =gy AR ETlA A= Ao
ad
B2 oHE= A eHF=EE e wioiN dE xE A" F g S=
AHojgt
5.3. At vg 4
AAF B go A, B ool Ao wE TREFS AHE 55y dAS o s BAdEn, vee o5 =
2] E] B (cryptographic primitive)2] 8o Hast A|7to 2 HolH = AL ou st}
S wA% A% wAel AA e Aue Fdske i 285E A0S AN vlgolkn dvh A veg
HOH, AFE2L, Alo]Ego] wmE E AlM Apole] At 425 Ay}

FZ+=F(Y. Lu, L. Li, H. Peng, and Y.J.S. Yang, "An energy efficient mutual authentication and key

agreement scheme preserving anonymity for wireless sensor networks," vol. 16, no. 6, p. 837, 2016.)¢

A% WAL TF UF FF A, A4 A4 @ XoR FFE T wEel A mgo] kT way, mE
AAe Adtelw Hximio] whAlo] w9 Easfzich, B oulwe] Axdd wE mue] A7k =Aar] 9EA
B Bl A9 A7 FAsE o] Bash,

olalo| A, ThE W23 FHEE BUAKA W49 Al v]&S Alkele] vt B8] 98] AR e e
Tt Twelth. XOR 4F}; A5 (Concatenation) SA4He] A8 A|F2 =9 59 Ailolal FAIE & &
AlZko] 28 F 7] wjiol] ¥ex x| vl Tk, X0R AAtel= W= Aiko] ¥R ket

= 125 AbgAF SolA e A4 B3 % (computational complexity) H]E YEhlE Z=wolt),
AR A= B A 25719 4709 aiAlet 1709 GENC.), 1709] REP(.) 32 Addalm, 2 A3 A7 4Ty 2Two)
A B

ot ARERFS] ALE B3 == BUAKAZE thE 7 AR A4 wrh. BUAKAS] e ARERF SelA 0.2154mso]H
ol thE F %*474 AA g Apol& LhERWITE.

AA Y AL ERFEE BUAKA WAool b F WA Bu s wrd. BUAKA W29 Al H]8-2 AlAe] 35
0.1077ms®] t}.

E 15t AR AW BEE nag gehle Bdeln, ¥ 162 & 12 WA % LUE FR AN BiE

& (complexity rate)o] AKA t™H] 0.5704ms W+ Zar, SLUA-WSN th®] 1.471 ms 9HE #

[e] =
d, ol ZREZ A B4 A F7h b A7 dEelt. B uwgs] A4

o443} ol, ¥ Wl Mool mpE BUAKA XzEZo] 7} we AM mEe yehits A % 5
LS °f =
oW TR U ANE TSA oz the Wad val o e AEd o e AFe tehit,

BUAKAL AHEA % Aol Eso] == Zo4 Ar) 52 @5k, e daxg 7k A4 o Fe an
2 PRt E 3& ¥ wne] Aalde] uhE BUAKA WA AL M §2 e WA uaste] nelFdh, A
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[0200]

[0201]

[0203]

[0204]

[0205]

[0206]

[0208]
[0209]

[0210]

[0211]

[0212]

[0214]
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#4102 BUAKA W22 o a&4< ALk v&S Aled.

X 3
Schemes AF-82 AA AP]Edo] =X A ALt W&
AKA 7Ty +2Tsw ATy + 11Ty + 22Ty + 2.0183 ms
2Tsv STsvy TTsw
SLUA-WSN 11Ty +1Teyy 11Ty 6Ty 28Ty + 1.1807 ms
1Tsyy
BUAKA ATy + 2F 3Ty 11Ty 18Ty +2F 0.718 ms

E 4% e F gl o8 B owme] Axjeo] W BUAKA WA e ANE WEES wolF
¥ 4
AKA SLUA-WSN
Improved value 1.3633 0.4627
Improved percentage 65% 39%

A3= BUAKAZE AKA ®FAell B]8] 65% U U Al A3ES HolFtl. BUAKASl AlXF ERE=E= AKASl W) H )
1.3633 Y}, T3k BUAKA A4t E3%=E SLUA-WSNZF wlawshd, 0.4627 gk 3999 742 A3E RoFo).

il

= 172 BUAKA WH2)e] 7iA % v&S Yeldl= =dHolt,

—

£

T 178 T2 F kAo e B oo A ¢ wE BUAKA ¥l JRHE HES RoFEth. 1 AdE 2o
ol AAldo] wE BUAKAS AAF B w71 AKASl WA H )l 1.3633 wHar SLUA-WSNO] WAl ® it} 0.4627 @ RS
HojFEg,

[e5

B4 o AFHE F A2 £2 B4 enslsen o B4 owslsel ual, e, AlEde] we
(GN) % A4 Aele] HlAA A% B AN 52 Ao

B4 eWelEE 55 wAg 9% Wi Bok AYS Bl AEHE vE Solth, U WA pas BUAKA ¥
qol B4 eWel=E AAksln ulmETh BUAKA WAOIA ALEE 71 Qabe alA 4} WX FE7)0ln

depu e = AFEAE, AlA 9 Alo]Edlo] o] ofo]dlEE, 3

Efd ='Wy =2(nonce) ¥ 2WlE = dEvEE ZESTE, T4 QW F)
Fo] HAIA] tolHMAESt HA| FE7|9] ATt B 74zt 256H|EE YEM AL, EFYAREE 24HES UER
3, WY =X(nonce) H3FF 24¥|EZ YeRtta 71430

>,
i)
-
O
=
>,
>
n g
o
Y
|
[m
)
(e}
w
w
o
0Q
D
e
0Q
D
w
A

%MA%ﬂﬂ*%ﬂﬂﬂﬂﬂE(mhMWm@R%Im,mmR,RMLMZM&M&M&M@Mﬂ=1%*5

+ 256 = 8 = 32000|t}. o] ¥EluEES BUAKA W9 A 24 (building block)eltl. & 59 E4 QW=
o] vlx A7} yeht vk, whebd |, BUAKA A8 = 173 Zo]l ¥ &8% ¢l A eH =S zhet,

Z5
Schemes o ) k| A
BUAKA 2688 bits
AKA 3328 bits
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[0215]

[0217]

[0218]

[0220]

[0221]

[0222]

[0223]

[0224]

[0225]

[0226]

[0227]

[0228]
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SLUA-WSN | 3680 bits |
X 62 £ Wyl AAlde] wE BUAKA W2lo] 7]E 1S WAl Hls] A eWI=rt 7MY A2 AS BRAE
o}
X6

Het £ BUAKA ARA SLUA-WSN

Masquerade Attack v e e

Eavesdropping Attack v v X

User ImpersonationAttack v e X

Node ImpersonationAttack v v X

Anonymity v e X

Untraceability v v v

Stolen Smartcard Attack v X X

Loss Smart card attack v X X

Perfect Forward Secrecy v X e
%182 ¥ wne] At J1E gAe] Hls BA QW vel A4 wEe] £ o] mgo] d 9
2 F7h2 Uehin, gebd 2 onre] Aalde] we MAUZFE FA A4 UEAZ A WAE 5 e,

5.5. BUAKAS] H]F2] Hot(Informal security) 4

o o
R
\12
:

g
o

ol#o] A= BUAKA HH2lo] thgh ulgalde]l wol BAle
AN ee] wpE TREZ] BA (resilience)S 4

<91# &2 (Masquerade attack)>

MAE F AEE WAAE tRAe} o] FANA MAG AL 9)gsteln A
Sheh. U} 3 AAE B odkg o] AAldo] whE BUAKA WHAlolA A wAA] <HIDi, HPWi>E ZAstA AP

FTAHAE e ARl AA D IDIE EE7] WFEel 24 WAAE AME & §loh. AFEAEY IDive W
Ruz sfAHER H5d  glu AR F qlok, =3 A= ARgARe] AA <14 BIoE <5 & glon,
A HA F=E719 A s AREStel Re AT o itk wEbM BUAKAE $17F s ¢l skt
<=3 &7 (Eavesdropping Attack)>
E HAAE EHE F k. F4RE AA A AolESo] w
AFHE wAIX M5 ) & AE oA AME AEHE WAX (M3, M D> B SF §l—p}_
BUAKA ®F2lell A A4 7] SKij& SKij = h(SID [ Mj |l Re)Z Ak, SIDS}F Mj= 45 A kol 95
sEER, FAA= =4 g E 258 Mj = h(h(SID) || IDSN) 2 SID = h(IpN || Kg) = AR 4 S},

weba], BUAKAE =% FZd Zalr}.

TAAE HRHA g ALS F x%%ra L
A=R=1 o]

o

<At# FZ (Impersonation Attack)>

FAAE AHEAE CHIDE, HPWE, NI, M2 > o) 239 238 7h2d § gk, F44H: Mg 200 X9, oA
2987 AL AR BISUT Ten N1 A Adbaor sHedl, ol AL PViE %X 25 Bk
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[0229]

[0230]

[0231]

[0232]

[0233]

[0234]

[0235]

[0236]

[0237]

[0238]

[0239]

[0241]

[0242]

[0244]
[0245]

[0246]

[0247]

[0248]
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Stk HPWiE A 4= gle AFEREe] AR 914 7k dAa9=1),

webA . FAAE HPViE 24 Xshd M-S Axbe 4 glok, =8k, M2 #A] ]—E W3 Ao 7] wiitel AR
T M2 WA ZRE] AR ARG AS gl vk 3 Al =25 wAA] SIDE TR ATE
SID= AlelEfle] o] HEI| & fAHAY] wimel 1 ghs AN H/\Tj[‘ weba], BUAKAE AHEAF 9 4
A AP S A et

_1

4]

<olm Ayl 22 E7}5A (Anonymity and Untraceability)>

FAAZE AEQE AdS F AdFH TS =48kl (ML M2 ) & AT 7PgR. 7)ol Ml= h(Bi

| | IDQN)HE'I @5‘ T1 2 M2= h(Bi || IDg || R1)o]T}.

A5E wAX o= AR, A 2 AolEge] =9 JiQl ARV} gitk. Td, AA D= #HYE & e o
E Y HER dAjdnh. wela, BUAKA A2 owAS fX . 3, ZE AF5d g HES 174
(uniqueness)S 98 G553 BB 52 A}, wpehA], BUAKA W2lolA 4 E7FsAd0] FX€.

<EW/EAE ~ntEJIE F7A (Stolen/Lost Smart Card Attack)>

AR} %%?l *]’“‘11}9] A/ =g AupEFLE SC ( A, B, HIDi, HPWi, PWi, PWi, Pi > & &

BXS =8 4% A, B, HIDi, HPWi, PWi, PWi, Pi 5 RE AlY ARES =3 £ vk, PiEs A3 =
nE Jl=o] AE e gk% A arel o glelu|ese] zato|th. uleha] o]eldt wleluEES A
A= Agate] AA 1D, FA=, A o] B},

}\gi] o A0

Az AL BE7Festez ol#dk eSS AN A AL Erlesith. md FEAAE HA
AXE 7S Q=3 £ ¢lS Ao|th, webA] BUAKA 7L Td @ BAE AntE Jle FA|

<A ek v A (Perfect Forward Secrecy)>

A 7] SKij7t FAAe o8] AT TPttt AFERe) wEE ARl o HEE o] %9 AHEL o
AA 7ol o8] =guhx] @rolol dht}. SKijZF SKij = h(SID || Mj || ROE AAE == Mj = h(h(SID) ||

IDsy) % SID = h(IDgyy || K= SARe oJ3 ALbd 4= §lrt.

ER o g F7hA] v s EHE =FA7A or], BE s dest BRI E ARRSke] o)
ZHHES Atels dA §42 g, AnF o BUAKA WA 9Eldh ek vl EAS fA%
3 6+ BUAKA "2j3h oh2 g2 o] Wel &4 wuE WojFEtt,

5.6. AVISPA-SPANS ©o]-83F &2 Hel 5

olgtel M= el AFstE Bt 1T =9 AVISPA =78 ARESte]l & o] AAjed] wE TREIS AE
gojMdgtt. o] =FE AMgste] ZREZO] ehdhA] kA kA E wudd 5 Qi)

5.6.1 ¥ W] Arjoo] w2 2 EF HLPSL A

2 o] A A)efo] wlE BUAKA R EZo A|E# oM s A,

AVISPAE FAH E(push-button) 7%, TS Y& B4 17 AdolS A&3c}. o] 27 ¢do)7} HLPSL(High-
Level Protocol Specification Language)©|t}. AlE#|o]A& Asl(role), A, 27 (environment )< 7|Wto &
stt}. BUAKAE AFEXE, AllEgo] =, AlAo] gk A 712 7] IS 7FXa givh. HLPSL Abdell= v
(secret), 9IEY~(witness), &4 (request)o]dt= &oj7} Estx] o] git}.

e E4S F& HLSPL Z=ollA AFRHT).

- B ((PVi), spl, (US)): 2 Ap&Aputo] o] 3 £ 7ML vk S gugitt. Alo]Edo] w=
]

<
2o A4 wmEE o] gue HEE 4 glonz oy



[0249]

[0250]

[0252]

[0253]

[0254]

[0255]

[0256]

[0257]

[0258]

[0259]

[0260]

[0261]

[0262]

[0263]

[0264]

[0265]
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HI ((HPWi), sp2, (US, GN)): S§A] to= AREARel Alo]Edo] wxont ¢hefx] glomm njdolm AA w
Eo M= AT S gl

- 9JEY 2 (US, GN, ua_ga_ni, R1'): IEYUEE do]dE AR} US9) Alo]Edo] »==7F R1'S 15 2¥HxA}t
(authentication identifier) ua_ga_ni® Zto = Algsle] ZTZEZS Atz S BojFEr),

5.7. AVISPA AlEdo]d A3t

AVISPA(Automated Validation of Internet Security Protocols and Applications) AlE#@eolAd =74+ B 2
o] Ao & TREFo] F7FA}(man-in-the-middle) ¥ AW (replay) &Zd el ¢tAdItl= AL Ho
o}

TR EFo] ¢kHdR offE AAGy] 98] AVISPA AlE# ol T HLPSLE ARE3sth. HLPSL ZX+ 4709
o= 2d 2 Fhbo] U ). BUAKA T R2EF] AVISPA AlE#o]A A= OFMC(On-the-Fly-Model Check)
¢} CL-AtSe(Constraint-Logic-Based Attack Searcher) F 7}* W= RE=Z Al&3sle] J&Hr),

OFMC BEle 34E w2 gxste] Z2EZS AFshe ol AF&H. OFNCAA, Hsiate Z2EZ] 84
ol 9lZ(falsification)E FHs7] Sdl Agte o] MMM Ag= R e 9o HAIXE A3,

lﬂ

= Z2&EF [F(Intermediate File) ¥4 TREF ¥Z7 9 FHIAHS 2H3 =Y AR+ 49

AFFTE. CL-AtSe B OFMC R W A4 5L NI s tis) ZREES Habehs, 1
EFo] kA= AL HAFET), 4352 =58 BFES7] 918 OFNMCe] A A 7FE 62.54%9]
wA8t7] 913 CL-AtSe®] WZ AJRE2 1.29%0°|t},

19% OFMC A E#olAe A7E UehllE Edo|a, & 20S CL-AtSe Al E#HlAe Ax

ol
Ak z7

=
=

B o
-

fo 4

12

rlo
|6 ol

it
i)
fuj
=
s
H
i
o,

199} &= 202 AVISPA-SPANO| A BUAKA Z2EZ 73 ANE HAFT}.

H

M

Aol A WA AKel AES Summaryelw Z2EZ] R AH, & IH
B TREFo| ¢hHsng EAE & AT FAR 29d = Qe 7

212 2 2wl AAdel] mE Asd AA 7INre] AREAE A s FA A W e EAEE YEhle
o

= 21 Fxepd, & de] AAdel wE Aed Al 7ol Fd Al dEL e i AR A /1S
TR B e B30 M mE 9 Ao]Ege] wEE Xdee FA A UEYI MM IDE &3t

g BA(S100); Age]l A A R Y] AAE 4] AClEde] mEe] FEsHE $5 wA|(S102);
247 ARk AA A4S olgstel A7) A AA MEQZH] 2adleki, 47 AelEde] wErt 4]
AgAe] A AR W 7] AAE QFe 239 9 AF WASI4):E EET. ou, 7] AF v
A4 FE718 olgste] 47 A AN 44 2L AYFH, ) A4 2B/ WA §4E AT F 9
1A E 2004 AWE e FHE e 49 A,

Wyl ANdel s AF A% GEs WAl getel e 4 g wEA, oy, BaE suhes)
= B4 AQ 584 BAoE ddst ANE AF B4 AAG. 9% dndEe AAss) A9
wowge] Aaldel s AEUelde Fasglon, net @ ol BeY WS g8l 1 AsE wAs)
oAt

B dlig o] A Ao o A= BUAKA(Biometric based User Authentication and Key Agreement)z}E AJA] 124 @ ~
wfEFLE 7Hke] Ak 9 Qb S AFEAF Q1F WHAlS ATt

o BAE AN DA A4 AGRD AYRE A $E1E SRS B, AA 2% 44 42
o S Agele] mere AsATH AEAE B4 Aol AolEde] kB B A wEdAN A8R AT
SUh. BUKA A2 A5 Bl 918l HIFA uok BAS welehn AVISPASpan EFE AHgstel FA ¢

Wyl AAeE A 8T Agel HUd AnE B, AW FAN FA A ge FAe 43Ho
2 ARgozH A 453 Here PG AL BHE @ B2 AE AdHGon, ol 7]E g



[0266]

[0267]

[0268]

AAel 7 AR 3 i s

oglA B wmel AAee thstel FAlsA A
& AN Rolsa g B owgel R AdE
we] A9l Sah ol

—_
o
S

S
Rl

ofo
Y
o
24
ro
ol
—d
X
of
2,
>
>
o
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Ath= As BolEr.

& FIAZIY. B dye] AAdes AHE QIEY
2ulE HEYFAME FdE & dry. B Iy
i 2= W#l4 (load balancing) @}

User Registration
Setup Phase Phase

Authentication Phase

()
-—
Gateway Node
") o
L
Sensor Nodes
EH2
100
HyR 102
2 70] 2 ol=x [~ 106
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ZEH3
Hashed
itrary | h  F=—--- -——-
Arbitrary Input Lengt output
Ry
- "
(A) 8IO ‘ Gen
BIO’ ‘
Rep ‘ R
(8)
[ ‘
EH5
A B AB’
B —F*.
‘ AB+A'B
— 7|77 —:. AB
ZH6
User GWN
Inputs ID, and PW,
Imprints Biometrics BIO
Gen (BIO) = <R, P>
HPWI = h(PW, @ R)
HIDI = h(IDi @ Ri)
Sends Request = | HIDI, HPWi} -

Sends Smart card = { Al, Bi}
Stores smart card as
SC = {Al, Bi, HIDI,
HPWI, Pwi, Pi}

Generates random Rg
Computes

Al = h(Rg | | Kows) @ HPWi
UPB = h{HIDI | | HPWI)

Bi = h(IDy, || Kaws) @ UPB

EH7

Sensor

GWN

Sends IDg and SID to
GWN for registration
Sends Request = { IDyw , SID}

—_—— e -
GWN Computes
SID* = h{IDsy || Kewn)
Checks if
SID* = SID
- — —Sends confimation=SID _ _ _

_24_
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et o e e e
WL S IS 8 T

D

1 - ———

L CT L

FFpSR I

i
E

gt
Ly

i
:
}.
i

L dovvens 7, W A
ks 4 entew by T 1L AT
B b e At
Hbwwa® o s || Ahed
E ettt
NS i | e—
A wenbn o
A

Rt
I;:Iﬂ"lh.l.l‘lh

S L e

WA g | | )

P

z-lﬂouv‘tl..w
Sy o by T T8

99

User

Inputs HID, and HPW,
Imprints Biometrics BIO
and enters smartcard
Gen (BIO) =<R, P>
HPWI* = h{PW, || &)

"

HPWI* = HPWi

The user is vaiid.

Now device asks user to
enter new password PWi’
HPWI® = (PWi || R)
User sends HID and
HPWI' to GWN

It also calculates.,
A*=h(Rg | | Kown ) B HPWI®
Bi*=h(ID; || Kous) & h{ID, ||
HPWI®)

GWN updates smart card value in
its memory
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SPAN 1.6 - Protoc

File

HLPSL
- Choose Tool option and|
press execute
IF | Execute

EHII
HLPSL2IF
k4
OFMC |——| ATSE SATMC |——| TA4SP
EHI2
Computational Complexity of User End
0.7
06023
06 0.5704
Eos
Z o4
]
£ o3
8 02154
go2
S
01
0
BUAKA AXA SLUA-WSN
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8 & &

Comp complexity In (ms)

g

Computational Complexity of GN End
05958
03348
I
BUAKA ARA SLUA-WSN

Computational Complexity of Sensor End

0.3762
b I
BUAXA AXA

Computational Complexity of BUAKA

0.3949
SLUA-WSN

-

Comp complexity In (ms)
G

20813
11807
05103
BUAXA AKA SLUA-WSN
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EHI6
Computational Complexity of Different Schemes
12
1 09558
Eox
[
g e e T
§
g 2 0349 03762 03949
0.2154 02154
. 01077

BUAKA AKA SLUA-WSN

o4 06 os 1 12 14 18

e
-]
vy

W Iimproved Computational Cost of BUAKA

Communication Overhead

3500 3328

Bits
g

BUAKA AxA SLUA-WSN
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EHI9

% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED_NUMBER_OF _SESSIONS
PROTOCOL
/home/span/span/testsuite/results/newBUAKA. if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 62.54s
visitedNodes: 4352 nodes
depth: 9 plies

EH20

SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
UNTYPED_MODEL

PROTOCOL
GOAL
As Specified

BACKEND
CL-AtSe

STATISTICS

Analysed : 7 states
Reachable : @ states
Translation: 1.29 seconds
Computation: 0.00 seconds

/home/span/span/testsuite/results/newBUAKA.if
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E92]

X )
i

S

A4 =2 3 A EYo] =EF
A Al HEQZ] AlA el IDE
244 @

g >

——S5100

AHEARE] Al AR AT A E AT
ACIESC] =Ed T58= 55 97
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