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ELECTRONIC SIGNATURE SECURITY SYSTEM

CLAIM OF PRIORITY

[0001] The present patent application claims priority on and is a Continuation-in-Part of
U.S. Patent Application No. 11/027,525, titled “Electronic Signature Capture Security System,”
filed December 30, 2004, currently pending and assigned to the assignee hereof, and hereby

expressly incorporated by reference.

FIELD
[0002] Various embodiments of the invention pertain to securing electronic signatures. At
least one embodiment of the invention pertains to a system and method for capturing and

securing electronic signatures by a hashing algorithm.

BACKGROUND

[0003] In recent years, an increasing number of transactions are being conducted over
electronic mediums. Law, regulations, and industry standards have been adopted to facilitate
the use of electronic reéords and signatures in interstate and foreign commerce. Some of these
laws and regulations specify that an acceptable technology for electronic signatures must be
linked to data in such a manner that if the data is changed, the digital signature is invalidated.
[0004)] Many of these techniques involve peripheral devices communicatively coupled to
a computer or network that can be used by the signer to authenticate a transaction. These
peripheral devices are deployed in a variety of environments, from devices that are carried
around to homes and businesses by individual insurance agents to counter-top retail and
banking applications, to individual desktop applications, to portable applications with memory
and wireless devices.

[0005] Keeping in mind the technology guidelines above, there are several technologies
that appear to be capable of meeting the requirements. Generally, they fall into the categories of

something you are, something you do, something you know, or something you have. Typical
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examples of acpeptéble electronic signatures include: handwritten signatures, fingerprints, iris
scans, voice recording, personal identification number (PIN), hand geometry, public key
infrastructure (PKI) certificates, smart cards, identification card, credit or debit card.

[0006] In considering data security and data transmission security, several techniques
exist, and indeed have become commonplace to secure and encrypt data transferred between
computers, networks and peripheral devices used in commerce today.

[0007] Now that peripheral devices are being used to sign contracts and capture electronic
signatures, an opportunity exists to improve their effectiveness and security. This opportunity
exists in both the closed systems of the past and in less structured open systems associated with
individuals and small businesses.

[0008] While the prior art has attempted to provide secure transactions schemes, these
schemes have various shortcomings. For example, Kapp et al., U.S. Patent 5,297,202,
describes a two-part encryption scheme for protecting electronic signatures. A transaction code
is created and displayed as part of the transaction record. This transaction code is made-up of a
first word identifying a particular merchandising location and perhaps a time identifier, and a
second word that is sequentially assigned. In the first step, the transaction code is used to
encrypt the signature data and provide an encrypted signature file. In the second step, secure
encryption keys, known at both ends of the transaction, are then used to encrypt the resulting
encrypted signature file. There are several weaknesses with this approach. First, the
transaction record used to encrypt the signature is displayed with the transaction data, thereby
making it susceptible to unauthorized access. Second, the transaction code is partially based on
a location identifier and a sequentially assigned number, making it easier to break the

transaction code by having access to previous transactions.



10

15

20

25

WO 2006/072047 PCT/US2005/047571

SUMMARY OF THE INVENTION

[0009] One embodiment of the invention provides a system, method, and device to
enhance the security and compliance of electronic signatures with existing regulations and good
practice. In one implementation, an electronic signature is captured on a peripheral device that
is not contained in the main processor and may be located remotely from the processor by a
few feet or thousands of miles. The system binds signature and record data together at the
point-of-use to reduce the likelihood that someone may be able to hack into the transmission
medium, encrypted or not, and obtain the raw signature data. By binding or associating the
signature and record data together at the point-of-use, each record has a unique key, further
foiling attempts at hacking. Through the use of a shared secret that is not transmitted, or never
transrﬁittcd over the transmission medium, but which is related to a programmed value such as
a serial number or a serial number that is modified by a real-time computed (RTC) value, or
which can be reset by a command without exchanging data, security is further enhanced.

[0010] By linking the signature and record data at the point-of-use, in conjunction with the
use of the record data and associated hash, all types of electronic signature systems can
implement regulatory requirements more securely, as attempts to defeat less-secure systems
intensifies. By saving cryptographic representations of signature and/or record data in the
peripheral device, the integrity of the overall transaction can be further enhanced and verified.
[0011] This system is compatible with, but is not dependent upon standard encryption
techniques commonly in use to protect the transmission of digital data.

[0012] One embodiment of the invention provides a method comprising the steps of: (a)
receiving transaction data at a first device; (b) capturing a signature at the first device; (c)
encrypting the captured signature with the transaction data af the first device; and (d)
transmitting the transaction data and encrypted signature from the first device to a second

device.
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- [0013] This method of can also include the step of encrypting the captured signature with a
hash of the transaction data. The transaction data may include price information for the
transaction and/or identification of the goods being transacted, among other information. The
method can also include receiving a hash of the transaction data at the first device and/or
generating a hash of the transaction data at the first device. The method may additionally
include the steps of: (a) generating a local hash of the transaction data at the second device
using the same algorithm used to generate the hash at the first device; (b) decoding the
encrypted captured signature at the second device using the local hash of the transaction data;
and (c) comparing the captured signature to a stored signature for verification.

[0014] One aspect of the invention provides for capturing a digital signature and/or
biometric signature on a point-by-péint (or segment-by-segment) basis and separately
encrypting said points to the record data. The separately encrypted signature sample points or
segments may be stored separately, at transmitting énd/or receiVing devices, so that the
complete signature does not appear on the same processor or memory at any one time. This
prevents. rogue programs from capturing or determining the signature by snooping on a
processor or memory.

[0015] Another aspect of the invention further provides for: (a) combining the transaction
data with a secret key generated at the first device; (b) generating a hash of the combined
transaction data and secret key to create a derivative record key at the first device; and (c)
encrypting the captured signature by using the derivative record key as a seed to an encryption
algorithm in the first device.

[0016] Yet another feature of the invention provides for sporadically (or at irregular
intervals) sending the secret key between the first device to the second device.

[0017] Another embodiment of the invention also includes: (a) generating a hash of the
combined transaction data and secret key to create a derivative record key at the second device;

and (b) decoding the encrypted captured signature at the second device using the derivative
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record key. If the decoding of the encrypted captured signature at the second device fails, the
second device searches for the correct derivative record key by modifying the secret key. The

encrypted signature may also be transmitted from the first device to the second device in a

plurality of data fragments and this plurality of data fragments are sent in a pseudo-random

order.

[0018] Yet another feature of the invention provides for: (a) dividing the signature data
into a plurality of fragments, (b) separately encrypting each of the plurality of fragments with
the transaction data, (c) transmitting the plurality of fragments from the first device to the
second device, (d) keeping a first count of the plurality of fragments transmitted from the first
device, (e) transmitting the first count to the second device, (f) keeping a second count of the
plurality of fragments received by the second device, and (g) comparing the first count to the
second count to determine if all sig:nature fragments have been received.

[0019] According to one embodiment of the invention, the signature security method
provides for: (a) generating a first derivative record key by taking a hash of the combination of
a first clock value with the transaction data, wherein the first clock value is found in the first
device; (b) utilizing the first derivative record key to encrypt the captured signature at the first
device; (c) generating a second derivative record key by taking a hash of the combination of a
second clock value, an offset value, and the transaction data at the ‘second device, wherein the
second clock value is found at the second device; and (d) decrypting the encrypted signature
with the second derivative record key at the second-device.

[0020] The invention also provides for a transaction system including a signature-
capturing device configured to (a) capture an electronic signature, (b) generate a hash of a
transaction fecord, (c) encrypt the electronic signature with the hash of the transaction record,
(d) transmit the encrypted electronic signature, and (e) a host processing device
communicatively coupled to the signature-capturing device, the host processing device

configured to (1) receive the encrypted electronic signature, (2) decrypt the electronic
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signature, (3) compare the electronic signature to a reference signature, and (4) accept a
transaction corresponding to the electronic transaction record if the received electronic
signature matches the reference signature. The signature-capturing device may also be
configured to initiate the transaction record, and transmit the transaction record to the host
processing device. The host processing device may also be configured to generate a hash of the
transaction record to use in decrypting the electronic signature.

[0021] According to one embodiment of the invention, the signature-capturing device is
further configured to (a) transmit the encrypted electronic signature as a plurality of data
packets, (b) maintain a count of the number of data packets transmitted for a particular
signature, (c) securely transmit the count of the data packets to the host processing device; and
(d) the host processing device is further configured to compare the cqunt of data packets
transmitted by the signature-capturing device to the number of data packets it receives
associated with the particular signature to determine if the signature was completely received.
[0022] According to another embodiment of the invention, the signature-capturing device
is further configured to (a) arrange the encrypted electronic signature as a plurality of data
packets, (b) transmit the plurality of data packets in a pseudo-random order; and (c) the host
processing device is further configured to (1) receive the plurality of data packets in pseudo-
random order, and (2) reconstruct the original order of the plurality of data packets.

[0023] Yet another embodiment of the invention provides an authentication device
comprising: (a) a signature-capturing device configured to capture a signature information; and
(b) a controller communicatively coupled to the signature-capturing device, the controller
configured to (1) receive transaction data, (2) generate a hash of the transaction data, (3)
encrypt the captured signature information with the hash of the transaction data, and (4)
transmit the encrypted signature information. Such authentication device may further
comprise: (a) an output device to present the transaction data to a user; and (b) an input device

to permit a user to modify the transaction data. The authentication device may also perform the
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tasks of: (a) combining the transaction record with a secret key, (b) generating a hash of the
combined transaction data and secret key to create a derivative record key, (c) encrypting the
captured signature with the derivative record key as a seed to an encryption algorithm, (d)
dividing the captured signature information into a plurality of packets, (¢) separately encrypting
each of the plurality of packets with the transaction data, and (d) wherein transmitting the
encrypted signature information includes transmitting the plurality of packets out of séquence
in a pseudo-random order.

[0024] In yet another embodiment of the invention, a machine-readable medium provides
one or more instructions for processing an electronic signature at a peripheral device, which
when executed by a processor, causes the processor to perform operations comprising: (a)
receiving a transaction data; (b) capturing a signature from a user; (c) generating a hash of the
transaction data; (d) encrypting the captured signature with the hash of the transaction data; and
(¢) transmitting the encrypted signature. Encrypting the captured signature using the
transaction data may include (a) combining the transaction data with a secret key, (b)
generating a hash of the combined transaction data and secret key to create a derivative record
key, and (c) encrypting the captured signature by using the derivative record key as a seed to an
encryption algorithm.

[0025] The machine-readable medium instructions may further perform operations for (a)
dividing the captured signature into a plurality of data fragments; (b) separately encrypting the
plurality of data fragments; and (c) transmitting the plurality of data fragments in a pseudo-
random order.

[0026] One implementation of the invention provides a standalone transaction-
authenticating device comprising: (a) a signature-capturing device configured to capture an
electronic signature information; (b) a controller communicatively coupled to the signature-
capturing device, the controller configured to (1) receive a transaction data including price

information, (2) generate a hash of the transaction data, (3) divide the captured signature
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information into a plurality of packets, (4) separately encrypt each of the plurality of packets
with a hash of the transaction data, and (5) transmit the plurality of packets out of sequence in a
pseudo-random order; (c) an output device communicatively coupled to the controller, the
output device to present the transaction data; and (d) an input device communicatively coupled
to the controller, the input device to permit modifying the transaction data. iThe controller may
further be configured to (a) combine the transaction data with a secret key; (b) generate a hash
of the combined transaction data and secret key to create a derivative record key; and (c)
separately encrypt each of the plurality of packets with the derivative record key as a seed to an
encryption algorithm. The signature-capturing device may be a tablet, keypad, iris recognition
device, fingerprint recognition device, or voice recognition device, or other suitable electronic

signature device.



10

15

20

25

WO 2006/072047 PCT/US2005/047571

BRIEF DESCRIPTION OF THE DRAWINGS

[0027] Figure 1 is a block diagram illustrating a system for providing electronic signature
security according to one embodiment of the invention.

[0028] Figure 2 is a block diagram illustrating a peripheral device for securing electronic
signatures in transactions according to one embodiment of the invention.

[0029] Figure 3 is a flow diagram illustrating a method of providing a secure transaction
between a peripheral device and host processing system according to one embodiment of the
invention.

[0030] Figure 4 is a flow diagram illustrating an electronic signature encryption method
based on transaction record hashing according to one embodiment of the invention.

[0031] Figure 5 is a flow diagram illustrating an electronic signature encryption method
based on a derivative hashing scheme according to another embodiment of the invention.

[0032] Figure 6 is a flow diagram illustrating a method of searching for the correct
derivative record key at a host processing system according to one embodiﬁent of the
invention.

[0033] Figure 7 is a flow diagram illustrating a method of using different clock values at a
host processing system and -a peripheral device to securely handle the transmission and
decryption of a signature sent from the peripheral device to the host processing system
according to one embodiment of the invention.

[0034] Figure 8 is a flow diagram illustrating another method of maintaining the security
of signature information between a peripheral device and a host processing system according to
one embodiment o.f the invention.

[0035] Figure 9 is a flow diagram illustrating a method of determining whether electronic
signature data sent by a peripheral device has been completely received by a host processing

system according to one embodiment of the invention.
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[0036] Figure 10 is a block diagram illustrating a signature data transmission stream from
a peripheral device to a host processing system with secured timestamps according to one
embodiment of the invention.

[0037] Figure 11 is a block diagram illustrating a signature data transmission stream from
a peripheral device to a host processing S);stem with secured timestamps according to another
embodiment of the invention.

[0038] Figure 12 is a block diagram illustrating a signature data transmission stream from
a peripheral device to a host processing system where the timestamps are randomly inserted
into the signature data transmission stream according to another embodiment of the invention.
[0039] Figures 13 and 14 are block diagrams illustrating how signature data packets
transmitted between a peripheral device and a host processing system may be scrambled to

secure the signature information according to various embodiments of the invention.
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DETAILED DESCRIPTION

[0040] In the following description numerous specific details are set forth in order to
provide a thorough understanding of the invention. However, one skilled in the art would
recognize that the invention might be practiced without these specific details. In other
instances, well known methods, procedures, and/or componehts havé not been described in
detail so as not to unnecessarily obscure aspects of the invention.

[0041] In the following description, certain terminology is used to describe certain features
of one or more embodiments of the invention. For instance, the term “electronic” means
relating to technology having electrical, digital, magnetic, wireless, optical, electromagnetic, or
similar capabilities. The term “electronic record” means a contract or other record created,
generated, sent, communicated, received, or stored by electronic means. The term “electronic
signature” means an electronic sound, symbol, process, or other information, attached to or
logically associated with a contract or other record and executed or adopted by a person with
the intent to sign or authenticate the record. The term “information” means dafa, text, images,
sounds, codes, computer programs, software, databases, or the like. The term “record” means
information that is inscribed on a téngible medium or that is stored in an electronic or other
medium and is retrievable in perceivable form. The term “transaction” means an action or set
of actions relating to the conduct of business, consumer, or commercial affairs between two or
more persons, including, but not limited to, (A) the sale, lease, exchange, licensing, or other
disposition of (i) personal property, including goods and intangibles, (ii) services, and (iii) any
combination thereof; and (B) the sale, lease, exchange, or other disposition of any interest in
real property, or any combination thereof. The term “encoded” refers to converting data into a
given format and can include' encryption of data. The term “certification” refers to validating
the authenticity of something or someone. In this case “certification” includes authentication of

the electronic signature device and its timing interval, spatial resolution and/or other associated
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measures appropriate for the authentication of an electronic signature, etc. The term “stamp”
refers to affixing a stamp to, as in adding a time and date or model and serial number stamp to
data. The term “pseudorandom” refers to having the appearance of being random, but not
random to one having the knowledge of how the randomness is created. The term “controller”
refers to any device that can serve to process signals, including any number of data processing
means, from a simple 8-bit microcontroller chips up to and including powerful processors
including RAM, ROM, Flash, disk drives, hardware encryption and accelerators, math co-
processors.

[0042] One embodiment of the invention provides a system, method, and device to
enhance the security and compliance of electronic signatures with existing regulations and good
practice. The invention providés security to a signature that is captured at a peripheral device
and sent to a host processing system, where the signature is validated or confirmed for purposes
of executing a transaction. In one implementation of the invention, an electronic signature is
captured at a peripheral device that is separate from, and not contained in, the host processing
unit. The peripheral device may be located remotely from the host processing system by a few
feet or thousands of miles. The peripheral device is configured to bind the signature and record
data together at the point-of-use (e.g., the peripheral device) to reduce the likelihood that
someone may be able to hack into the transmission medium, encrypted or not, and obtain the
raw signature data. By binding or associating the signature and record data together at the
point-of-use, each record has a unique key, further foiling attempts at hacking. One aspect of
the invention provides for capturing a digital signature on a point-by-point basis and binding or
associating the digital signature point, segment, etc., to the record data.

[0043] A second feature of the invention uses shared secret information between the
peripheral device and host processing system to further secure the data transmissions. The
secret information is data that is not transmitted, or never transmitted over the transmission

medium, but which is related to a programmed value, such as a serial number or a serial
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number that may be modified by a real-time clock (RTC) value, or which can be reset by a
command without exchanging data. The secret information may also be provided by some
alternate means such as a hardware smartcard, alternate transmission method, encrypted data
interface, or alternative transmission medium which is not the same as the primary data
interface (i.e., signature-capturing interface) used by the peripheral device to sign or
authenticate commercial transactions.

[0044] Figure 1 is a block diagram illustrating a system 100 for providing electronic
signature security according to one embodiment of the invention. A signature-capturing device
102 is located at the point-of-use where a party can accept a transaction by electronically
signing a transaction record. The transaction record may originate with either the signature-
capturing device 102 or with a host processing system 104. The signature-capturing device 102
is communicatively coupled to the host processing system 104 via a transmission medium 106.
The signature-capturing device 102 may be any device, either stand-alone or part of another
device, capable of capturing a user’s electronic signature or any other transaction-
authenticating information. An “electronic signature” or “signature”, as used herein, include
but are not limited to, electronic sound(s), symbol(s), process(es), digitized personal signatures,
PIN numbers or codes, thumbprints, palm scans, iris scans, and any other information that can
attached to or logically associated with a contract or other record and executed or adopted by a
person with the intent to sign the record.

[0045] The host processing system 104 is any processor, computer, device, and/or
network or combination of devices that validate or confirm the electronic signature and/or
process the transaction record.

[0046] According to one embodiment of the invention, an electronic signature is captured

by the signature-capturing device 102 which may be located remotely from the host processing

unit 104 by a few feet or thousands of miles. The signature-capturing device 102 is configured

to bind the captured signature and transaction record data together at the point-of-use to reduce
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the likelihood that someone may be able to hack into the transmission medium 106, encrypted
or not, and obtain the raw signature data. The trénsmission medium 106 may be a secure
communication path or network (e.g., a dedicated line or private data network), an unsecured
communication path or network (e.g., telephone line, public network, the internet, radio
transmissions, etc.) and/or include other communication devices along the transmission
medium 106. Because a transmission medium may not be secure, in some instances, it is very
important that the electronic signature be protected prior to transmission over such medium.
That is, an unsecured transmission medium exposes all transmissions, including the electronic
signature, to unauthorized snooping or access. The transaction record data or transaction
record may include the name of one or more parties to the transaction, addresses, list of goods
or services being transacted, cost of the goods or services, number or units being transacted,
transaction date and time, delivery date and time, and any other information or statements that
may be appropriate to include in the transaction record prior to signing.

[0047] In one embodiment of the invention, the captured signature is secured prior to
transmission from the signature-capturing device 102 by doing a hash of the transaction record
data and then using the result of the hash as an encryption key to encrypt the captured
signature. In another embodiment of the invention additional sécurity may be provided by
taking the result of the.transaction record data hash, combining it with one or more secret keys
(e.g., real-time clock, peripheral device serial number, internal counter, or other secure number
or symbol), taking a hash of that combination, and using the resulting derivative hash as a key
to encrypt the captured signature before it is transmitted from the signature-capturing device.
Note that the same or a different hash algorithm may be used in generating the transaction
record data hash and the derivative hash without departing from the invention.

[0048] Figure 2 is a block diagram illustrating a peripheral device 200, such as the
signature-capturing device 102 described in Figure 1, for securing electronic signatures in

transactions according to one embodiment of the invention. The peripheral device 200 may
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include a controller 202 with storage capacity (e.g., RAM, ROM, EPROM, etc.). The
controller 202 is communicatively coupled to one or more types of electronic signature-
capturing interfaces 204 where a user or party to a transaction can provide an electronic
signature to accept, validate and/or authenticate the transaction. The electronic signature-
capturing interfaces may include one or several signature interfaces, such as a pen/tablet
interface, a fingerprint recognition interface, a PIN keypad, a voice recognition interface, or
other authenticating interfaces. Preferably, the signature-capturing interfaces 204 have their
own clock circuits and values that are used to sample the signature data at regular, periodic, and
certified intervals. Once a user provides a signature or other authenticating information at the
electronic signature-capturing interface 204, this information is sent to the controller 202 for
encryption.

[0049] One aspect of the invention provides for capturing a digital signature and/or
biometric signature on a point-by-point basis and separately encrypting said points to the record
data. That is, the digital signature or biometric signature may be captured or represented as
points or segments, including displacement coordinates (e.g., X, y, z points), sound time
segments or samples, pressure exerted in entering particular points or segments of the digital
signature, and/or a timing index or increment of the point (e.g., relative time of a captured point
or segment, time between captured points/segments, time length of a captured point or segment,
etc.). The separately encrypted signature sample points or segments may be stored separately,
at the transmitting and/or receiving devices, so that the complete signature does not appear on
the same processor or memory at any one time. This prevents rogue programs from capturing
or determining the signature by snooping on a processor or memory.

[0050] One aspect of the invention seeks to protect the captured signature before it leaves
the peripheral device 200. According to one embodiment of the invention, the controller 202 is
configured to initiate or receive a transaction record. Such transaction record contains

information related to that particular transaction (e.g., terms of the transaction, parties to the
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transactions, addresses of the parties, relevant dates, goods or services involved in the
transaction, specification of goods or services involved in the transaction, etc.). The controller
202 performs a hash operation of the transaction record. The result of the hash operation of
transaction record data is a unique record-dependent key, referred to as the Record Key. Such
hash operation converts an input from a typically large domain into an output in a smaller
range. According to another embodiment of the inv.ention, the Record Key is generated outside
of the peripheral device 200 and then sent to the controller 202. Either way, the resulting
Record Key is then used by the controller 202 to encrypt the signature or authentication
information within the peripheral device 200 prior to transmission to the host processing unit
216. For instance, the Record Key may serve as a seed for an encryption algorithm to encrypt
the signature. An encryption unit 218 may also provide additional encryption, if desired or
specified, prior to transmission over a data transmission medium 220.

[0051] In embodiments where a digital signature is captured on a point-by-point basis, the
points or segments captured may be separately encrypted. That is, rather than capturing the
whole signature and then encrypting it, one aspect of the invention encrypts points or segments
of the electronic signature using the Record Key, a hash, or any of the encryption described
herein. Separately encrypting the points or segments of a digital signature or biometric
signature improves security during transmission.

[0052] The host processing unit 216 is where the signature is confirmed or authenticated
and/or where the transaction record is processed, validated, and/or stored. Acccording to
various embodiments of tﬁe invention, the host processing unit 216 can either create a
transaction record or receive a transaction record from the peripheral device 200 or another
device. |

[0053] One embodiment of the invention provides one or more data registers that may be
used to hold such information as a real-time clock 206, a resettable counter 208, a peripheral

device serial number 210, or a number generator 212 (e.g., pseudo-number generator). These
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data registers are communicatively coupled to the controller 202 so that one or more of the
values therein can be used by the controller 202 in encrypting the signature or authenticating
information from the signature-capturing interface 204. For example, according to one
embodiment of the invention, signature security may be provided by doing a hash of the
transaction record, taking the result of the transaction record hash and combining it with one or
more secret keys (e.g., real-time clock, peripheral device serial number, internal counter,
pseudo-random number, or other secure number or symbol), taking a hash of that combination,
and using the resulting derivative hash as a key to encrypt the captured signature before it is
transmitted from the peripheral device 200. These “secret keys” do not constitute a “message”,
but are data used to improve the security and integrity of the process.

[0054] According to some embodiments of the invention, the peripheral device 200 may
also include an output device (e.g., display screen, printer, etc.) on Which the transaction record
can be presented to the user or party to the transaction. This output device may be integral with
the peripheral device 200 or be separate from the peripheral device 200. Additionally, an input
device may be provided, either integral with or separate from the peripheral device, where the
user or party to the transaction can modify the transaction record (e.g., enter personal
information, order information, account information, etc.).

[0055] Figure 3 is a flow diagram illustrating a method 300 of providing a secure
transaction between a peripheral device and host processing system according to one
embodiment of the invention. A transaction record is presented to the signer 302. This can be
done is several ways, such as printing it on paper, displaying its contents on a peripheral device
(e.g., point-of-sale station, screen, e;c.), displaying it on a separate display device near the
signer, or by any other suitable output device or means. Generating a final transaction record
may involve some interaction and input of information by the user or party to the transaction,
like name(s), address(es), dollar amount(s) and other information or statements that may be

appropriate to include in the transaction record prior to signing.
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[0056] Note that that the transaction record may be generated anywhere, including at a
host processing system (e.g., computer or other deQice separate from a signature-capturing
peripheral device), at a signature-capturing peripheral device if the full record has been sent to
the peripheral device, or both. For example, a transaction record may be initiated at a host
processing system away from the peripheral device and then presented to the user or party who
may modify the transaction record by entering additional information.

[0057] A hash of the transaction record is generated 304. This hash operation on the
transaction record can be done at the host processing system (e.g., computer or other device
separate from the signature-capturing peripheral device), the signature-capturing peripheral
device if the full record has been sent to the peripheral device, or both. If the hash is created
only at the host processing system, it is then sent to the peripheral device via the appropriate
interface. |

[0058] The peripheral device then captures the signature 306 and associates the signature
with the hash of the transaction record, or some derivative of the hash of the transaction record
308. According to one embodiment of the invention, this “association” of the signature and
hash of the transaction record means that the hash of the transaction record is used as a seed or
key for an encryption algorithm that encrypts the captured signature.

[0059] Instead of using just the hash of the transaction record to secure the captured
signature, one embodiment of the invention uses a derivative hash for this purpose. A
derivative of the hash of transaction record may simply be a second hash, a checksum or other
mathematical operation, or a second hash or operation that includes other data in addition to the
transaction record. This additional data may be present within the peripheral device, like time
and date, or clock counter data or data which is input at the time of signature capture that is not
sent by the computer as a part of the transaction-at-hand, or can be a serial number or other
encoded data related to the peripheral device. The derivative hash can also be generated by

mixing the hash data with a secret key that may be used to protect data transmission.
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Alternatively, the derivative hash can be based on an equation or key that is loaded into the
peripheral device and known only to the peripheral device and the processor. In any case, no
matter what the final form of the data derived from the transaction record hash, it is hereinafter
referred to as Record Key.

[0060] The signature is then transmitted to the host processing system in a form where it is
encrypted 310, either in whole or in part, with the Record Key, or is otherwise sent in a manner
so that it is associated with the Record Key. Note that this encryption or association is in
addition to whatever form or common encryption that may be used as a part of a standard data
transmission security protocol. In one embodiment, different sample points or segments of an
electronic signature or biometric signature may be encrypted with a different Record Key or a
different hash based on the same or different Record Key. For example, a different encryption
key may be generated in a pseudorandom or other manner and used to encrypt the different
signature points or samples.

[0061] Figure 4 is a flow diagram illustrating an electronic signature encryption method
based on transaction record hashing according to one embodiment of the invention. A
transaction record is constructed 402 by the host processing system 104. The transaction
record may be sent 404 to an input/output (I/0) device 405 (e.g., tablet, display, touch screen,
keypad, printer, audio speaker and microphone, braille device, etc.) for presentation to the user
and, possibly, editing 406, such as adding customer information, etc. The transaction record
may also be modified 408 at the host processing system 104 to create a final record 410. The
final record may be processed in different ways from this point forward.

[0062] According to one embodiment of the invention, the transaction record may be sent
412 to the input/output device 405 for optional editing 414. The signature peripheral device
102 may generate a hash of the transaction record that results in a Record Key 416. In some

implementations, as when various signature points or segments are separately encrypted, a
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different hash based on the transaction record or a pseudorandom value to obtain one or more
Record Keys with which to encrypt the different signature samples or segments.

[0063] According to another embodiment of the invention, the host processing system 104
may generate a hash 420 of the transaction record 410 to create the Record Key. The Record
Key is then sent to the signature peripheral device 102.

[0064] The signature peripheral device 102 then requests that the user or party sign or
authenticate the transaction by entering an electronic signature 418 in the signature peripheral
device 104. In other embodiments of the invention a different authentication device may be
used instead of the signature peripheral device 102 to collect other authenticating information |
from the user or party to the transaction. The signature peripheral device 102 captures the
user‘s signature and encrypts it 418. In one embodiment of the invention, the signature
peripheral device 104 may encrypt the customer’s signature using the Record Key as the seed
or key to an encryption algorithm.

[0065] The encrypted signature is then sent from the signature peripheral device 102 to the
processor 104 for confirmation 422. Such signature confirmation 422 involves decrypting the
encrypted signature and comparing the user’s electronic signature entered at the signature
peripheral device 102 to a previously entered electronic signature. To decrypt the encrypted
signature the host processing system 104 must have the Record Key, which it may generate
from the transaction record. If the electronic signatures match, then the transaction record is
considered properly signed 424. The final record 410 together with the electronic signature are
then stored or processed 424. Note that where various points or segments of the signature are
encrypted separately, and then separately transmitted, these separate points or segments can be
separately decrypted and verified.

[0066] Another feature of the invention provides that the signature peripheral device 102
can be further programmed to generate a hash of the user’s signature, either in whole or in part,

and store either the hash, the Record Key, the signature hash, or any combination of all three
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within its internal memory or are transmitted to the host or to alternative storage locations,
hosts, via any available means for later use in comparison should the user’s signature and/or
transaction record data come into question.

[0067] By this method of (1) hashing the trapsaction record by sending the record data to
the peripheral device, or hashing the data in the host processing system and then sending to the
peripheral device, and (2) the peripheral device encrypting or otherwise associating the
signature with the hash or a derivative of the hash, a secure electronic signature is created that
is more-fully compliant with recently enacted laws applicable at the point-of-use. Note that
this same method may be implemented on separate points or segments of a signature rather
than the whole signature.

[0068] With the scheme described in Figure 4, the chances are reduced that a rogue
program operating on the processor will be able to “steal” a signature if the encryption of that
signature is tied to a transaction-specific hash or Record Key that essentially changes with
every transaction naturally because the resulting key is based on the transaction record. This
synergy essentially solves two problems at the same time — encryption key security, and
signature/record binding.

[0069] The use of a derivative hash provides additional benefits to the integrity of the
system, either with, or without data encryption. For example, a bank may implement such
derivative hashing to prevent any attempt to intercept signatures on the network for potential
fraudulent use.

[0070] Figure 5 is a flow diagram illustrating an electronic signature encryption method
based on a derivative hashing scheme according to another embodiment of the invention. The
method illustrated in Figure 5 is initially very similar to that illustrated in Figure 4 but
derivative hashing is added to provide additional security. Once a final transaction record is
created 410, the transaction record is hashed, eithpr at the host processing system 420 or the

signature peripheral device 416, to create a Record Key 522. The signature peripheral device
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may include one or more registers with a real-time clock, peripheral device serial number,
pseudo-random number generator, resettable counter, or other secret key that can be used to
perform a secure derivative hash 524. According to one embodiment of the invention, at a
periodic or random interval, e.g., ranging from days or weeks to minutes, or with each
transaction, the host processing system 104 can access each signature peripheral device 102 and
reset a clock or counter, while simultaneously resetting or setting a corresponding clock or
counter in the software running on the host processing system to an arbitrary or pseudorandom
value. A readable serial number in each signature peripheral device 102 may help facilitate the
management of this process by using the peripheral serial number to identify the different
signature peripheral devices 102 and/or as a seed or value for setting the clock, counter, or
pseudorandom number generator.

[0071] Using one or more of the values provided by a clock, counter, serial number,
pseudorandom number generator, the peripheral device 102 can generate a Derivative Record
Key based on the hash of the transaction record and additional information from one or more of
these values provided solely by the peripheral device 102. This Derivative Record Key may be
created in various ways without departing from the invention. In one embodiment of the
invention, a hash of the transaction record is created, the resulting Record Key is then
combined with one or more of the values provided by a clock, counter, serial number, and/or
pseudo-random number generator. Such combination may include appending these values, at
the beginning, at the end, and/or somewhere in betweén the Record Key value. A combination
may also include performing an operation using both the Record Key and the one or more
values. The resulting Record Key and value(s) combination is then hashed to generate a
Derivative Record Key that can be used to encrypt the signature at the peripheral device 102.
[0072] According to another embodiment of the invention, the transaction record and one
or more of the values provided by the peripheral device clock, counter, serial number,

pseudorandom number generator are combined. The resulting combination is then hashed to
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create a Derivative Record Key. Other ways of generating a Derivative Record Key based on
the transaction record and additional information (e.g., counter values, clocks, etc.) that is
provided solely by the peripheral device 102 (i.e., not transmitte(i to/from the host processing
system 104) are encompassed within this invention.

[0073] A signature is then captured at the peripheral device 102, and bound, encrypted, or
otherwise associated with the Derivative Record Key 524 (e.g., the Derivative Record Key may
serve as a seed or key for an encryption algorithm). The encrypted signature is then sent to the
host processing system 104 in, essentially, real-time for confirmation of the signature 528.
Before confirming the signature, the received encrypted signature must be decrypted by the
host processing system. The term “confirmation” is understood to mean that the data has
arrived intact by means of ensuring proper decryption and identification of the data either
simply to confirm that it has arrived intact, or to authenticate a signature whereby the received
electronic signature is compared to data or a template suitable for that purpose. As previously
noted, this process may be performed separately on points or segments of a signature rather
than the signature as a whole. By implementing this method on the separately sampled
signature points or segments, greater security may be achieved when transmitting the signature.
[0074] Because the additional information (e.g., counter values, clocks, etc.) used by the
peripheral device 102 to generate the Derivate Record Key is not transmitted by the peripheral
device 102, the host processing system 104 must create its own corresponding Derivate Record
Key to decrypt the encrypted signature. Since the Derivative Record Key is generated using
real-time values (e.g., counter values, clocks, etc.), the host processing system 104 must
calculate its own Derivative Record Key at substantially the same time that the peripheral
device 102 is generating its Derivative Record Key 530.

[0075] Since the host processing system 104 can set and/or reset the peripheral device’s
102 clock, counter, pseudo-random number generator, etc., as well as its own corresponding

internal clock, counter, pseudo-random number generator, etc., it can synchronize itself with
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the peripheral device as desired. Thus, when calculated at substantially the same time, the
same Derivative Record Key value can be calculated by the peripheral device 102 and the host
processing system 104. The host processing system 104 may randomly or periodically set,
reset, or synchronize its internal clock, counter, and/or pseudorandom number generator with
those of the peripheral device 102.

[0076] Another feature of the invention compensates for differences between the internal
clock, counter, and/or pseudorandom number, etc., in the peripheral device 102 and the
corresponding value(s) in the host proceséing system 104. According to one embodiment of
the invention these values are not transmitted between the peripheral device and host
processing system. Yet, in this embodiment of the invention, the host processing system 104
and peripheral device 102 must calculate the same Derivative Record Key so that the encrypted
signature can be properly decrypted by the host processing system 104. Because these values
(e.g., clock, counter, and/or pseudorandom number, etc.) change with time, it is important that
the host processing system 104 calculate the Derivative Record Key at substantially the same
time that it is calculated by the peripheral device 102, or otherwise compensate for this
difference. In many circumstances however, these values (e.g., clock, counter, and/or
pseudorandom number, etc.) will not be exactly the same in both the host processing system
104 and peripheral device 102. This may be due to transmission lags, processing clock skew or
wandering, differences in processing speeds, etc.

[0077] Figure 6 is a flow diagram illustrating a method of searching for the correct
derivative record key at the host processing system according to one embodiment of the
invention. First, the host processing system calculates a first Derivative Record Key 602 as
describe in Figure 5. It uses this first Derivative Record Key to decrypt the encrypted signature
it receives from the peripheral device 604. It then compares the decrypted signature to a stored
signature 606. If the signatures do not match, the host processing system may, optionally,

check a known marker attached to the signature at the peripheral device to see if it can be
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recognized. If it can recognize this known marker, then if means that the correct derivative
record key was calculated and the received signature is not valid. Otherwise, if the known
marker is not recognized, then the host processing system can assume it did not use the correct
derivative record key. Note that other methods of determining whether the correct derivative
record key is being used can be employed without departing from the invention.

[0078] The host processing system then searches for the correct derivative record key. For
example, if a clock value X is being used by the host processing system to generate the
derivative record kéy, then the host processing system calculates a second Derivative Record
Key using X-1 instead 610. The second Derivative Record Key is then used to decrypt the
encrypted signature 612. If the second Derivative Record Key fails to generate the correct
signature, the host processing system then calculates a third Derivative Record Key using X+1
instead 614 and repeats the confirmation process 616. This search is done until the signature is
correctly decrypted or a maximum nﬁmber N of searches has been done 622. A retry counter is
incremented for each iteration 620 and the correction value i, which is used to search for the
right clock number, is also incremented 618. If after N searches the host processing system
fails to correctly decrypt the signature 624, then it may request that the peripheral device resend
the encrypted signature or it may reset the clock, counters, pseudo-random number, etc., at the
peripheral device and locally and request that the peripheral device to re-encrypt and send the
signature.

[0079] By using the derivative record key scheme, the system can very effectively foil
attempts to insert signatures into the data communication path or otherwise into the software
running on the host processing system, and prevents the use of “stolen” signature data which
may be intercepted between the peripheral device 102 to the host processing system 104.

[0080] If the signature transmission is delayed from the peripheral device 102 to the host
processing system 104, real-time clock and date information from the host processing system

104 can be sent to the peripheral device 102, and the peripheral device 102 returns its own real-
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time clock and date information along with the encrypted signature so that the time skew
experienced in transmission can be compensated for by the host processing system 104.

[0081] Similarly, any other “secrets” that are known in common by the host processing
system 104 and the peripheral device 102, and are not frequently transmitted between the two,
or are transmitted securely or provided securely by some alternate means such as through a
smart card or other alternate transmission medium, can be added into the process of creating the
derivative hash that is used to create the Derivative Record Key. In other words, the use of a
“secret” key can be used to enhance the integrity and security of the transaction record-based
hash encryption where the Record Key that corresponds to each transaction record essentially
changes with every transaction.

[0082] Another feature of the invention provides a method of using a real-time clock to
identify a signature-capturing peripheral device and improve data transmission integrity and
security. For simplicity, it will be described from the perspective‘ of the host processing system
being the controlling entity. However, this method can be initiated and/or controlled either by
the peripheral device, the host processing system, or a third-party controlling entity.

[0083] Figure 7 is a flow diagram illustrating a method of using different clock values at
the host processing system and peripheral device to securely handle the transmission and
decryption of a signature sent from the peripheral device to the host processing system
according to one embodiment of the invention. A first time value is determined and used by
the host processing system 702. The host processing system instructs the peripheral device to
set its internal real-time clock (RTC) to some other time value (i.e., second time value) 704. If
there are significant delays in the data transmission channel, the peripheral device can return to
the host processing system an indication that the time and date has been set. Using this
indication, the host processing system can then determine the nominal communication delay
between to/from the peripheral device 706. This time skew can be determined on a one-way or

two-way basis and this time skew information can be used, if needed, later in this process.
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[0084] Within the peripheral device the real-time clock (RTC) controls the state of a
counter. The counter can be reset by an instruction from the host processing system, and both
the counter and the RTC are always operating, using a battery-backup if necessary. At a time
determined by the host processing system, the host processing system instructs the peripheral
device counter to be reset 708. At the same time, the host processing system sets a value
determining the correspondence between its own clock value (i.e., first time value), the
peripheral device RTC value (i.e., second time value), or an independent RTC value 710. The
host processing system also sets the value of an internal counter in the host processing system
that corresponds to the counter in the peripheral device 712. If desired, the communication
skew can be taken into account in this correspondence by adjusting the value of the host
processing system according to the time skew 714. The value of the host processing system
counter and its correspondence to real-time is kept secret. For example, the host processing
system may send a reset command to the peripheral device counter at 12:00:00 GMT, resetting
the counter in the peripheral to zero (0) or some other value which can be predetermined,
random, or based on some other cryptographic data, data relating to the peripheral device (e.g.,
its serial number, or a hash of its serial number), or some other data. At the same time, the host
processing system records its real-time value (i.e., first time value) in its own secure way, and

optionally a number corresponding directly or in some obscure way, to the event.

' [0085] At a later time when a transaction occurs between the peripheral device and the

host processing system, only the host processing system and the peripheral device will know
the correspondence between the counter or clock values in each unit. The peripheral device
uses its counter or clock value, or a pseudo-random number generated using one of these two
values, to securely transmit the signature data 716. For example, in one embodiment of the
invention, the peripheral device uses the counter or clock value, or the pseudo-random number,
as a stamp (e.g., time stamp, value stamp, etc.) in transmitting one or more data packets or

segments to the host processing system. In another embodiment of the invention, the peripheral
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device uses the counter or clock value, or the pseudo-random number, to encode or encrypt the
captured signature before transmission to the host processing system. In one implementation of
the invention, these counters or clock values, or pseudo-random numbers may be employed in
separately encrypting different sample points or segments of a signature.

[0086] Assuming that the data communications line may be compromised for a brief
period of time, or that the communication is taking place over a different data communication
path that may have been compromised, this “shared secret” between the two ends of the
communication link can be used to improve the authenticity of the transaction. The counter or
clock value in the peripheral device is communicated to the host processing system by the
transmission of a hash value or modified hash value to the host processing system representing
only the contents of the peripheral device counter or clock 718. The host processing system
uses the received counter or clock value from the peripheral device to receive and/or decrypt
the signature data 720.

[0087] Another feature of the invention provides a method for confirming a signature by
comparing hashed values instead of the actual signature data. Additional security may be
obtained by minimizing the use of the original or captured signature, the reference signature
data, and/or any real-time signature information.

[0088] Figure 8 is a flow diagram illustrating another method of maintaining the security
of signature information between a peripheral device and a host processing system according to
one embodiment of the invention. Consider the situation where the captured signature is a PIN
number, for example. The hash of the PIN is stored in a database, accessible to the host
processing system, instead of the actual PIN number 802. The data transmitted from the
peripheral device to the host processing system is the hash of the PIN number or a derivative
hash of the PIN number 804. Thus the PIN never exists as a separate record. At the host
processing system, if the hash of the PIN received from the peripheral device matches the

stored hash of the PIN in the database 806, then the PIN entered is considered to be valid 808.
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However, with this method, no one has access to the actual PIN number. This prevents anyone
from intercepting the PIN and using it at the operator interface of a péripheral device to
perpetrate a fraud.

[0089] Where the data representing the signature is fixed or repeatable, as in a PIN
number, the comparison of hashes is relatively straightforward. However, where the signature
represents biometric data or other data may vary slightly each time (such as handwriting), the
biometric data can be broken down into repeatable, or near-repeatable components through
analysis or other means. Then these repeatable elements can be hashed separately, or in a group
to form a repeatable hash, and allowing comparison. If the're is a little variation in the analyzéd
elements to the signature data, the comparison at the host processing system can implement a
search process whereby analytical elements of the signature where some small variation is
allowed or expected can be tested through the corresponding hash algorithm at the processor to
determine a possible match to the electronic signature of record.

[0090] Another feature of the invention provides a way to check for transmission losses of
electronic signature data. Oftentimes, information may be broken into multiple packets or data
segments for transmission. Due to various communication problems, sometimes one or more
the transmitted packets or segments may not be received. In some applications, it may be
useful to know that all of the data associated with an electronic signature, as captured by a
peripheral device, has been received by the host processing system. In order to achieve this,
the following novel technique may be employed, either stand-alone or in conjunction with the
other techniques herein disclosed.

[0091] Figure 9 is a flow diagram illustrating a method of determining whether electronic
signature data sent by a peripheral device has been completely received by a host processing
system according to one embodiment of the invention. The signature capturing and
transmission ability of the peripheral device is turned Off 902. Any data that may be buffered

in the data transmission path and/or host processing system is then reset or cleared 904. Reset
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an event counter in the peripheral device and a corresponding event counter at the host
processing system 906, which is used to count data packets, or bytes send by the peripheral via
the transmission medium to the host processing system.

[0092] Turn On the signature capture and transmission ability of the peripheral device 908
so that a signature can be captured and signature data (in encrypted form) can be transmitted
910. As the signature data is transmitted, begin to count data transmission events in the
peripheral device 912 and the corresponding reception events at the host processing system
914.

[0093] Upon completion of the signature capture and transmission, turn Off the data
capture and transmission ability of the peripheral device 916, send the event count value of the
peripheral counter to the host processing system 918 either as a hash value, in the clear,
encrypted, or otherwise encoded, including perhaps pseudorandom encoded. Compare the
corresponding count data values from the peripheral device and the host processing system to
ensure that all data that was transmitted was received by the host 920.

[0094] Some communication schemes transmit timestamps along with data packets or
segments to synchronize reception of transmitted data at the receiving system. However, this
may expose time information (e.g., the transmitting system’s clock) that may be used to
compromise the security of the data packets or segments being transmitted.

[0095] One embodiment of the invention provides an encoded certification stamp in a
signature peripheral device to secure the captured signature prior to transmission. Figures 10,
11, and 12 are block diagrams illustrating encoding methods that may be used to secure a
signature at a signature peripheral device according to various embodiments of the invention.
[0096] Figure 10 is a block diagram illustrating a signature data transmission stream 1002
from a peripheral device to a host processing system with secured timestamps 1004 according
to one embodiment of the invention. Certification timestamps 1004 are encoded and can

simply be the data from the time clock circuit 1006, provided in absolute, relative, or
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incremental time. Note that the time clock circuit 1006, as well as all other clocks in Figures
11-14, can be clocks internal to a signature-capturing interface/device or part of a peripheral
device. Thus, the techniques described herein can be implemented between the signature-
capturing interface/device and a peripheral device or between a peripheral device and another
device. These timestamps can be provided with tl;e transmission of every data packet where
the data does not come from a signature device that samples the raw signature data as a regular,
periodic, or certified time interval. This timestamp data may be transmitted less frequently
however, for the purpose of verifying the use of a regular, periodic, or certified sampling
interval within the signature-capturing device. In this latter case, the system achieves greater
accuracy with less data because once determined, the knowledge of the exact regular, period
sampling interval in determining the signature data sampling interval is more accurate, contains
no sampling quantization error, and consumes much less bandwidth and storage space than a
system which transmits and stores the signature data along with the individual timestamp
values associated with each data point or packet. To determine or certify the regular sampling
interval used by a pen and tablet signature capture circuit, for example, timestamps need only
be sent every ten (10) or one hundred (100) points, together with the number of data points
between timestamp transmissions. The number of timestamp transmissions included between
timestamp values can be hashed, encoded, encrypted, pseudo-random, or otherwise obscured
from an unauthorized recipient using the techniques described herein to conceal the true value.
In addition, the timestamp Vvalues can be provided on natural boundaries of the electronic
signature capture system. In the case of the pen and tablet, for example, the timestamps can be
sent at the beginning and end of a signature stroke. With a PIN-entry, the timestamps can be
provided at the start and release of a PIN key, for example. By combining knowledge of the
intended regular, periodic, or certified clock interval of the signature-capture or conversion
circuit, the host processing device is able, after decoding the information, to simply divide the

number of received data points by the reported time interval to determine the signature circuit

31



10

15

20

25

WO 2006/072047 PCT/US2005/047571

sampling rate. The certification stamps 1004 can also provide information stored in the
signature-capturing peripheral device, such model number and/or serial number. By knowing
the correlation between the model and serial number of the peripheral device and the certified
clock frequency used within the peripheral device, the host processing system can compare the
time interval provided by the time data inherent in the certification stamps 1004 for each data
packet 1002 with the characteristics expected for each data packet 1002 based on its certified
time interval. However, siﬁply sending time and/or date information or an incremental counter
value with each data packet 1002 has its drawbacks, -mainly security. For example, if the
signature data were intercepted by someone other than its intended user, encrypted or not, the
unauthorized user could use the encoded real-time information 1004 to easily determine the
precise spacing between data packet 1002 intervals and thus re-construct a very accurate false
signature for use in transactions that are not authorized for use with the signature. Not only
does the use of a real-time stamp sent with each data point allow the data to be re-constructed
in real-time, this stamp inherently sends information about the order in which the samples
belong along the signature path.

[0097] Figure 11 is a block diagram illustrating a signature data transmission stream 1102
from a peripheral device to a host processing system with secured timestamps 1104 according
to another embodiment of the invention. In this embodiment of the invention, the encoded
certification stamp 1104 sent with the signature coordinate data can include pseudorandom
data. A pseudo-random number generator 1106 can be used to provide random number based
on the clock value 1108.

[0098] Figure 12 is a block diagram illustrating a signature data transmission stream from
a peripheral device to a host processing system where the timestamps 1104 are randomly
inserted into the signature data transmission stream according to another embodiment of the

invention. A pseudo-random number generator 1208 is used randomly insert encrypted timing
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information 1204 along the data packet stream 1202. A pseudo-random number generator 1208
may utilize the clock value 1206 as a seed.

[0099] Instead of providing the exact, liner timing information about signaturg data
packets in an expected, orderly manner, the timing information can be provided in a seemingly
random manner, and the sequence of data packets transmissions can be scrambled. Figures 13
and 14 are block diagrams illustrating how such data packet scrambling may be accomplished
according to various embodiments of the invention.

[00100]  Figure 13 illustrates how signature data packets are randomly transmitted by a
peripheral device so that, even if the encoded time is known, the signature cannot be
reconstructed. The data packets 1302 are buffered at the peripheral device. A pseudo-random
number generator 1306 uses the internal clock 1310 to generate random numbers that cause the
data packet selector 1304 to randomly select from the buffered data packets 1302. The data
packets 1302 are thus transmitted out of order with an encoded timestamp 1308 between data
packets.

[00101] With the software on the host processing system knowing the pseudo-random code
1306 used by the peripheral device, it can re-construct the exact timing and sequence of the
data packets 1302. This technique presents a formidable challenge to the hacker because while
there is no tell-tale data encoded into the data stream from the peripheral device, and there is no
apparent order to the data, the host processing system which knows the pseudo-random
generation algorithm can reconstruct the signature data and verify the timing interval precisely.
[00102]  To further strengthen the technique illustrated in Figure 13, Figure 14 illustrates
how the encoded time is first appended as part of the data packets 1402. The data packet
selector 1404 then uses a pseudo-random number generator 1406, working from a peripheral
clock or counter 1410, to randomly transmit the data packets 1402 in a random sequence.
[00103]  The encoded certification stamps discussed in Figures 10-14 can simply be the

model and serial number of the peripheral device. For security purposes, this stamp
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information can be an encryption or hash of the model and serial number together with the real-
time clock or counter value, the transaction record hash, or other such data.

[00104]  Alternatively, the software on the host processing system can compare information
known about the peripheral device model and serial number, such as the name or company of
the peripheral device owner és kept in a database.

[00105] In various other embodiments of the invention, a combination of techniques
illustrated in Figures 10-14 can be used together. Additionally, these techniques can be used
together with the security techniques previously disclosed. This general system can also be
used to transmit and receive certification of data from other types of electronic signature input
devices. In most all of these systems, the timing and ordered sequence of the data is important
to its accurate re-construction. For example, the timing of PIN data entry can be stamped for
example as a biometric measure. The sample rate and order of voice data is critical to its
accurate reconstruction and authentication, and so on.

[00106] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative of
and not restrictive on the broad invention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various other modifications are
possible. Those skilled, in the art will appreciate that various adaptations and modifications of
the just described preferred embodiment can be configured without departing from the scope
and spirit of the invention. Therefore, it is to be understood that, within the scope of the

appended claims, the invention may be practiced other than as specifically described herein.
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CLAIMS

What Is Claimed Is

5 1. A method comprising the steps of:
a) receiving transaction data at a first device;
b) capturing a signature at the first device;
¢) encrypting the captured signature with the transaction data at the first device; and
d) transmitting the transaction data and encrypted signature from the first device to a

10 second device.

2. The method of claim 1 wherein step (c) includes using a hash of the transaction data to

encrypt the captured signature.

15 3. The method of claim 1 wherein the transaction data includes price information for a
transaction. '
4, The method of claim 1 wherein the transaction data includes identification of goods

being transacted.

20 5. The method of claim 1 further comprising the additional step of:

receiving a hash of the transaction data at the first device.

6. The method of claim 1 further comprising the additional step of:

generating a hash of the transaction data at the first device.

25 7. The method of claim 6 further comprising the additional steps of:
a) generating a local hash of the transaction data at the second device using the same
algorithm used to generate the hash at the first de\}ice;
b) decoding the encrypted captured signature at the second device using the local hash of
the transaction data; and

30 ¢) comparing the captured signature to a stored signature for verification.
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8. The method of claim 1 wherein the step of encrypting the captured signature using the
transaction data at the first device includes
a) combining the transaction data with a secret key generated at the first device;
b) generating a hash of the combined transaction data and secret key to create a derivative
record key at the first device; and
¢) encrypting the captured signature by using the derivative record key as a seed to an

encryption algorithm in the first device.

9. The method of claim 8 further comprising the additional step of:
sending the secret key between the first device to the second device at irregular

intervals.

10.  The method of claim 9 further comprising the additional steps of:
a) generating a hash of the combined transaction data and secret key to create a derivative
record key at the second device; and
b) decoding the encrypted captured signature at the second device using the derivative

record key.

11.  The method of claim 10 wherein if the decoding of the encrypted captured signature at
the second device fails, searching for the correct derivative record key by modifying the secret

key.

12. The method of claim 1 wherein the encrypted signature is transmitted from the first
device to the second device in a plurality of data fragments and this plurality of data fragments

are sent in a pseudo-random order.

13.  The method of claim 1 wherein step (d) comprises the additional steps of:
a) dividing the signature data into a plurality of fragments,
b) separately encrypting each of the plurality of fragments with the transaction data,
¢) transmitting the plurality of fragments from the first device to the second device,
d) keeping a first count of the plurality of fragments transmitted from the first device,
e) transmitting the first count to the second device,
f) keeping a second count of the plurality of fragments received by the second device, and
g) comparing the first count to the second count to determine if all signature fragments

have been received.
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14.  The method of claim 1 comprising the additional steps of:
a) generating a first derivative record kéy by taking a hash of the combination of a first
clock value with the transaction data, wherein the first clock value is found in the first
device;
b) utilizing the first derivative record key to encrypt the captured signature at the first
device; '
¢) generating a second derivative record key by taking a hash of the combination of a
second clock value, an offset value, and the transaction data at the second device, wherein
the second clock value is found at the second device; and
d) decrypting the encrypted signature with the second derivative record key at the second

device.
15.  The method of claim 1 wherein the signature is captured as separate sample points.

16.  The method of claim 15 wherein the sample points are based on at least one of

displacement, pressure, or time information of the signature.

17.  The method of claim 1 wherein the signature is encrypted as separate sample points,

each sample point being encrypted with a different encryption key.

18. The method of claim 1 wherein the signature is stored as separate encrypted sample

points.

19.  The method of claim 1 wherein the signature is transmitted as separate encrypted

sample points.

20.  The method of claim 19 wherein the encrypted sample points are separately decrypted

to reconstruct the signature in real-time.

21.  An authentication device comprising:
a) a signature-capturing device configured to capture a signature information as a plurality
of separate signature sample points; and
b) a controller communicatively coupled to the signature-capturing device, the controller

configured to
37
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receive transaction data,

generate a hash of the transaction data,

encrypt a signature sample point with the hash of the transaction data,
and

5 transmit the encrypted signature sample point.

22.  The device of claim 21 further comprising:
a) an output device to present the transaction data to a user; and

b) an input device to permit a user to modify the transaction data.

23.  The device of claim 21 wherein encrypting the signature sample point with the hash of
10 the transaction data includes:
a) combining the transaction record with a secret key,
b) generating a hash of the combined transaction data and secret key to create a derivative
record key, and .
c) encrypting the signature sample point with the derivative record key as a seed to an

15 encryption algorithm.
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