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(57) Abstract: Systems and methods for implementing a situation-
and industry-agnostic situational awareness platform, which provide
a suite of data services to client applications. The platform uses geo-
graphical and/or geo-temporal data associated with various endpoint
devices in combination with real-time inputs from sensors and other
connected devices, such as legacy systems or data sources, to identify
urgent and emergent events and determine the appropriate endpoint
devices to notify, and the content of notification, based on user-defined
roles of users associated with each device as compared to the nature of
the event, according to user-defined rules. The platform thus provides
a common operational picture of a session of devices and integrates
multiple point solutions into a single platform for decision support.
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SITUATIONAL AWARENESS SYSTEMS AND METHODS
CROSS-REFERENCE TO RELATED APPLICATIONS
[001] This application is a Continuation of U.S. Pat. App. Ser. No. 16/192,742, filed
November 15, 2018, which is a Continuation of U.S. Pat. App. Ser. No. 15/933,088, filed
March 22, 2018 and now issued as U.S. Pat. No. 10,136,296 on November 20, 2018. The

entire disclosures of the above applications and patent are incorporated herein by reference.

BACKGROUND OF THE INVENTION

Field of the Invention
[002] This disclosure is related to the field of situational awareness. In particular, it relates to
systems and methods for providing real-time situational awareness data to endpoint devices in
a distributed telecommunications network.

Description of the Related Art
[003] Situational awareness refers to the perception of events and context in space and/or
time. This generally involves awareness of what is transpiring within the immediate vicinity of
the person perceiving events, as well as developing an understanding of how information,
events, context, and actions will affect the goals or objectives of an actor, individual, or
organization, both in the short and long term.
[004] Typically, situational awareness involves a projection into the future of the status of an
individual after some variable has changed, such as the passage of time, or the occurrence of
an event. Situation and awareness is a key field of study in a number of industries, particularly
those that involve rapidly changing operational environments and high stakes, such as aviation,

military operations, and emergency services. Early theoretical work on situational awareness
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was performed by Dr. Mica Endsley. See, e.g, Toward a Theory of Situation Awareness in
Dynamic Systems, Human Factors, 37(1):32-64 (1995).

[005] As shown in prior art FIG. 1A, the Endsley model described three stages of situational
awareness formation: perception 100, comprehension 102, and projection 104. Under
perception, the status, attributes and dynamics of the relevant elements in the environment or
context are perceived. This generally involves monitoring, detecting, or recognizing factors or
developments relevant to the circumstances, such as objects, events, people, systems, and
environmental factors, as well as their current states or statuses, such as locations, conditions,
actions, or roles.

[006] The second stage, comprehension 102, involves making sense of the various elements
perceived. This information often arrives in a disorganized and disjointed fashion and must be
examined, organized, and harmonized to develop an understanding of how the information will
in turn affect the objectives or purposes of actors within the system. This process generally
involves the development of a comprehensive understanding of the environment relevant to the
actor in question by synthesizing perceived data or through evaluation, pattern recognition, and
interpretation.

[007] The third stage is projection 104, which is the ability to project or predict the future
actions or behaviors of the various elements in play in the system. This generally requires
knowledge of the roles, status, and capabilities of the various actors and elements at issue, as
well as comprehension of the overall situation. Data is extrapolated forward in time to
determine how future states will be affected by a change in any particular variable in the
operational environment, which is used to support decision-making 106. Once an action is
performed 108, the system state changes and the process begins anew.

[008] A common implementation of situation awareness is known in the prior art as the

“O0DA Loop,” depicted in FIG. 1B. OODA is an acronym for “observe, orient, decide, and
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act.” As shown in FIG. 1B, the observe 110 element roughly corresponds to perception 100 in
the Endsley model. Orient 112 roughly corresponds to comprehension 102, The OODA loop
adds the aspects of decision-making and action 116, which in turn result in changes to the
system state (e.g., feedback 118) which may be observed 110, restarting the OODA loop
process.

[009] Itis known in strategic applications, such as the military, that the “tighter” OODA loop
one can achieve, the greater advantage one has over other actors in the same system. In other
words, the more rapidly that one can incorporate feedback from actions into the next round of
observations, orient in the new system state, and make decisions, the more one can obscure
one’s own mtensions while also developing greater clarity and accuracy as to the intentions of
others. Such information disparities have obvious advantages in military and other high-stakes
strategic applications.

[010] However, in practical terms, situational awareness presents a number of difficulties due
to the rapid pace of information flow and the difficulty for any one actor to perceive,
understand, and project the system state in real time in support of decision-making. While the
processing power of computers can assist, it is difficult to develop a computing platform to
support situational awareness, generally due to the disjointed and disorganized nature of the
relevant data. The relevant factors for any given situation tend to vary wildly from one situation
to the next, making it difficult for a computing platform to implement a data model relevant to
all situations,

[011] For example, an airline pilot is concerned about, among other things, the mechanical
integrity of the aircraft, local weather, weather at the destination, weather located between the
destination and the starting point, the well-being of the passengers and crew, the fuel level of
the aircraft, and so forth. None of this data is available from a single source. Weather data may

be available via the National Weather Service, air traffic controllers, aircraft-based radar, or
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direct observation. The status of passengers is monitored only anecdotally through verbal
reports from the flight crew. Fuel level is monitored visually via a mechanical fuel gauge. Still
other factors, such as pilot fatigue, are known only to the pilot. It is difficult for a computer-
implemented platform to organize all of this information into a single situational awareness
model. Moreover, any such model would be limited to the specific data sources relevant to a
pilot in the specific situation of operating a commercial passenger aircraft. Not all of these
factors would apply to otherwise similar situations, such as a cargo or military pilot.

[012] Compare this scenario to, for example, a delivery driver delivering medical supplies to
a hospital. The driver is concerned about the mechanical integrity of the delivery vehicle, the
integrity of the cargo, the fuel level of the vehicle, fatigue, traffic and weather on the route, and
so forth. While some of these factors overlap with the airline pilot, others do not. Moreover,
even the factors that overlap may not be perceived or measured in the same manner. For
example, the route of an airplane is determined by flight path information filed with the Federal
Aviation Administration prior to takeoff and adherence to the plan is monitored, whereas a
delivery driver may deviate from the route at will. The context-specific nature of situational
awareness makes it very difficult to implement a computer-based decision support platform
suitable for use across multiple industries.

[013] Further complicating this, the trend in computational analytics is towards “big data,”
wherein massive data stores are collected and subjected to various data mining techniques to
identify patterns and meaningful statistical information. Big data is generally characterized by
the volume or nature of the data being too large or complex for processing via traditional data
processing application software, and instead requiring anywhere from tens to thousands of
computer servers to process.

[014] Prior art FIG. 2 shows, at a very high level, the basic architecture of a traditional big

data system, In the depicted system 101 of FIG. 2, a plurality of data sources 103 are monitored
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and tracked by a computer server 105, generally over a telecommunications network 107. The
server 105 copies or stores data received from the data sources 103 in a database 109 and uses
a high-powered computing platform, such as a server farm, to examine the database 109 and
identify potentially meaningful predictive analytics 111. These analytics 111 are then used for
decision-making or support 106, as identified, for example, in FIG. 1A. Feedback 113 may be
provided as to the quality of the analytics 111. This feedback 113 in turn may be used in future
data processing to refine the analytics 111.

[015] By its nature, data mining is relatively slow and unresponsive to emergent situations.
For example, considering the OODA loop, which the goal is the tightest possible turnaround,
the time required to develop a useful data mining analysis of the current system state is long
enough that by the time the analytics are available, the system state has already changed enough
to render them irrelevant. Thus, the OODA loop cannot be tightened in a big data
implementation.

[016] Further, for a number of reasons, pattern recognition and other forms of data mining
are often not suitable for use in decision support. First, the context of each decision is usually
specific to the immediate situation, because, by definition, situational awareness circumstances
are fluid and rapidly changing. There simply may not be enough (or any) data available to mine
for pattern recognition. By way of a simple example, cyclical traffic patterns may be analyzed
and projected using data mining techniques, but this does not predict or indicate the occurrence
of any particular traffic accident or road closure, which is the context-specific observation 110
needed in the OODA loop to make routing decisions for a delivery driver.

[017] Second, knowledge of the factors relevant to a given industry or circumstance is needed
in order to implement a robust situational awareness decision support system. However, a
software developer typically has familiarity with only a few industries and usually lacks the

breadth of knowledge required to implement systems that can receive and process all required
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data for a particular situation. As each new user of the platform is added, new sources of data
are needed to support the platform for that particular user, expanding the cost and complexity
of the platform, and overwhelming real-time data processing capabilities and storage
requirements. Further, each individual business within an industry will have its own unique
command structure and workflow. Not only is the data itself difficult to model in a uniform
platform, but also relationships and task management are likewise difficult to model. This in
turn makes the system less responsive, defeating its ultimate purpose. This also can result in
enterprises having to adapt or modify tried-and-true business processes to conform to the

limited capabilities of the software platform.
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SUMMARY OF THE INVENTION

[018] The following is a summary of the invention in order to provide a basic understanding
of some aspects of the invention. This summary is not intended to identify key or critical
elements of the invention or to delineate the scope of the invention. The sole purpose of this
section is to present some concepts of the invention in a simplified form as a prelude to the
more detailed description that is presented later.

[019] Because of these and other problems in the art, described herein, among other things,
is a method for providing decision support to a user comprising: providing an endpoint device
of a user; providing a server computer; at the server computer: associating an identifier with
the user; associating a first context role identifier with the identifier; and associating an
indication of an event context; the endpoint device transmitting to the server computer, at a
predetermined frequency, a current geographic location of the endpoint device; receiving at the
server computer an indication of an event associated with the event context and a geographic
location of the event; and at the server computer, if the endpoint device is determined to be
within a notification threshold distance of the event based on a comparison of the received
current geographic location of the endpoint device to the geographic location of the event,
transmitting to the endpoint device a notification message, the content of the message being
determined based upon the first context role and the event context of the event.

[020] In an embodiment of the method, the notification threshold distance of the event is
received at the server from a third party data source.

[021] In another embodiment of the method, the endpoint device comprises a mobile device
of a user.

[022] In another embodiment of the method, before the transmitting step, the endpoint device

receives from the server computer a predetermined set of tasks assigned to the user.



WO 2019/183542 PCT/US2019/023683

[023] In another embodiment of the method, the transmitting step further comprises the
endpoint device transmitting to the server computer, at a predetermined frequency, a current
geographic location of the endpoint device while the user performs the assigned set of tasks.
[024] In another embodiment of the method, the transmitted message being determined based
upon the first context role and the event context of the event.

[025] In another embodiment of the method, the indication of an event associated with the
event context and a geographic location of the event is received via a sensor communicably
coupled to the server computer.

[026] In another embodiment of the method, the sensor is selected from the group consisting
of: an optical, light, imaging, or photon sensor; a motion or movement Sensor, an
electromagnetic sensor, an acoustic sensor; an automotive sensor; a chemical sensor; an
electrical sensor; a magnetic sensor; a fluid sensor; a radiation sensor; a navigation instrument;
an orientation or direction sensor; a pressure sensor; a thermal, heat, or temperature sensor; a
force, density, or level sensor; a proximity or distance sensor; and an Internet-of-things device
Or Sensor.

[027] In another embodiment of the method, the indication of an event associated with the
event context and a geographic location of the event is received via a third party data source
communicably coupled to the server computer.

[028] In another embodiment of the method, the indication of an event associated with the
event context and a geographic location of the event is received via the endpoint device.

[029] In another embodiment of the method, the endpoint device comprises a client
application communicably coupled to at least one external data source.

[030] In another embodiment of the method, the external data source comprises a third party

point solution.
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[031] In another embodiment of the method, the event context comprises an urgent condition,
the first context role identifier comprises a type of personnel trained to address the urgent
condition, and the message comprises instructions for the user to address the urgent condition.
[032] In another embodiment of the method, the event context comprises an urgent condition,
the first context role identifier comprises a type of personnel not trained to address the urgent
condition, and the message comprises instructions for the user to avoid the urgent condition.
[033] In another embodiment of the method, the message comprises an identification of the
event and a geographic location of the event.

[034] The method of claim 15, wherein the endpoint device displays on a display of the
endpoint device a map indicating the received geographic location of the event indicated in the
message and the identification of the event.

[035] In another embodiment of the method, the content of the message is further determined
based upon a set of pre-defined rules.

[036] In another embodiment of the method,, the method further comprises: receiving at the
server computer an indication of a change in the status of the event; and at the server computer,
transmitting to the endpoint device a second notification message, the content of the second
notification message being determined based upon the first context role and the event context
of the event.

[037] In another embodiment of the method, the transmitting step is performed automatically
by the server computer.

[038] In another embodiment of the method, the transmitting step is performed only after

receiving at the server computer human-provided instructions to perform the transmitting step.
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BRIEF DESCRIPTION OF THE DRAWINGS

[040] FIGs. 1A and 1B depict models of prior art situational awareness processes.

{0411 FIG. 2 depicts a logical diagram of a prior art big data system.

[042] FIG. 3 depicts a logical diagram of a situational awareness computing platform
according to the present disclosure.

[043] FIG. 4 depicts a more detailed logical diagram of a situational awareness computing

platform according to the present disclosure.
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DESCRIPTION OF THE PREFERRED EMBODIMENT(S)

[044] The following detailed description and disclosure illustrates by way of example and not
by way of limitation. This description will clearly enable one skilled in the art to make and use
the disclosed systems and methods, and describes several embodiments, adaptations,
variations, alternatives and uses of the disclosed systems and methods. As various changes
could be made in the above constructions without departing from the scope of the disclosures,
it is intended that all matter contained in the description or shown in the accompanying
drawings shall be interpreted as illustrative and not in a limiting sense.

[045] Throughout this disclosure, the term “computer” describes hardware, which generally
implements functionality provided by digital computing technology, particularly computing
functionality associated with microprocessors. The term “computer” is not intended to be
limited to any specific type of computing device, but it is intended to be inclusive of all
computational devices including, but not limited to: processing devices, microprocessors,
personal computers, desktop computers, laptop computers, workstations, terminals, servers,
clients, portable computers, handheld computers, cell phones, mobile phones, smart phones,
tablet computers, server farms, hardware appliances, minicomputers, mainframe computers,
video game consoles, handheld video game products, and wearable computing devices
including but not limited to eyewear, wrist wear, pendants, fabrics, and clip-on devices.

[046] As used herein, a “computer” is necessarily an abstraction of the functionality provided
by a single computer device outfitted with the hardware and accessories typical of computers
in a particular role. By way of example and not limitation, the term “computer” in reference to
a laptop computer would be understood by one of ordinary skill in the art to include the
functionality provided by pointer-based input devices, such as a mouse or track pad, whereas

the term “computer” used in reference to an enterprise-class server would be understood by
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one of ordinary skill in the art to include the functionality provided by redundant systems, such
as RAID drives and dual power supplies.

[047] Itis also well known to those of ordinary skill in the art that the functionality of a single
computer may be distributed across a number of individual machines. This distribution may be
functional, as where specific machines perform specific tasks; or, balanced, as where each
machine is capable of performing most or all functions of any other machine and is assigned
tasks based on its available resources at a point in time. Thus, the term “computer” as used
herein, can refer to a single, standalone, self-contained device or to a plurality of machines
working together or independently, including without limitation: a network server farm,
“cloud” computing system, software-as-a-service, or other distributed or collaborative
computer networks.

[048] Those of ordinary skill in the art also appreciate that some devices, which are not
conventionally thought of as “computers”, nevertheless exhibit the characteristics of a
“computer” in certain contexts. Where such a device is performing the functions of a
“computer” as described herein, the term “computer” includes such devices to that extent.
Devices of this type include, but are not necessarily limited to, network hardware, print servers,
file servers, NAS and SAN, load balancers, and any other hardware capable of interacting with
the systems and methods described herein in the matter of a conventional “computer.”

[049] As will be appreciated by one skilled in the art, some aspects of the present disclosure
may be embodied as a system, method or process, or computer program product. Accordingly,
aspects of the present disclosure may take the form of an entirely hardware embodiment, an
entirely software embodiment (including firmware, resident software, micro-code, etc.) or an
embodiment combining software and hardware aspects that may all generally be referred to

herein as a “circutt,” “module,” or “system.” Furthermore, aspects of the present invention may
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take the form of a computer program product embodied in one or more computer readable
media having computer readable program code embodied thereon.

[050] Throughout this disclosure, the term “software” refers to code objects, program logic,
command structures, data structures and definitions, source code, executable and/or binary
files, machine code, object code, compiled libraries, implementations, algorithms, libraries, or
any instruction or set of instructions capable of being executed by a computer processor, or
capable of being converted into a form capable of being executed by a computer processor,
including without limitation virtual processors, or by the use of run-time environments, virtual
machines, and/or interpreters. Those of ordinary skill in the art recognize that software can be
wired or embedded into hardware, including without limitation onto a microchip, and still be
considered “software” within the meaning of this disclosure. For purposes of this disclosure,
software includes without limitation: instructions stored or storable in RAM, ROM, flash
memory BIOS, CMOS, mother and daughter board circuitry, hardware controllers, USB
controllers or hosts, peripheral devices and controllers, video cards, audio controllers, network
cards, Bluetooth® and other wireless communication devices, virtual memory, storage devices
and associated controllers, firmware, and device drivers. The systems and methods described
here are contemplated to use computers and computer software typically stored in a computer-
ot machine-readable storage medium or memory.

[051] Program code embodied on a computer readable medium may be transmitted using any
appropriate medium, including but not limited to wireless, wireline, optical fiber cable, radio
frequency (RF), etc., or any suitable combination of the foregoing.

[052] Throughout this disclosure, the term “network” generally refers to a voice, data, or other
telecommunications network over which computers communicate with each other. The term
“server” generally refers to a computer providing a service over a network, and a “client”

generally refers to a computer accessing or using a service provided by a server over a network.
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Those having ordinary skill in the art will appreciate that the terms “server” and “client” may
refer to hardware, software, and/or a combination of hardware and software, depending on
context. Those having ordinary skiil in the art will further appreciate that the terms “server”
and “client” may refer to endpoints of a network communication or network connection,
including but not necessarily limited to a network socket connection. Those having ordinary
skill in the art will further appreciate that a “server” may comprise a plurality of software and/or
hardware servers delivering a service or set of services. Those having ordinary skill in the art
will further appreciate that the term “host” may, in noun form, refer to an endpoint of a network
communication or network {e.g., “a remote host”), or may, in verb form, refer to a server
providing a service over a network (“hosts a website™), or an access point for a service over a
network.

[053] Throughout this disclosure, the term “cloud” and “cloud computing” and similar terms
refer to the practice of using a network of remote servers hosted and accessed over the Internet
to store, manage, and process data, rather than local servers or personal computers.

[054] Throughout this disclosure, the terms “web,” “web site,” “web server,” “web client,”
and “web browser” refer generally to computers programmed to communicate over a network
using the HyperText Transfer Protocol (“HTTP”), and/or similar and/or related protocols
including but not limited to HTTP Secure (“HTTPS™) and Secure Hypertext Transfer Protocol
(“SHTP”). A “web server” is a computer receiving and responding to HTTP requests, and a
“web client” is a computer having a user agent sending and receiving responses to HTTP
requests. The user agent is generally web browser software.

[055] Throughout this disclosure, the term “real time” refers to software operating within
operational deadlines for a given event to commence or complete, or for a given module,
software, or system to respond, and generally invokes that the response or performance time

is, in ordinary user perception and considered the technological context, effectively generally
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cotemporaneous with a reference event. Those of ordinary skill in the art understand that “real
time” does not literally mean the system processes input and/or responds instantaneously, but
rather that the system processes and/or responds rapidly enough that the processing or response
time is within the general human perception of the passage of real time in the operational
context of the program. Those of ordinary skill in the art understand that, where the operational
context is a graphical user interface, “real time” normally implies a response time of no more
than one second of actual time, with milliseconds or microseconds being preferable. However,
those of ordinary skill in the art also understand that, under other operational contexts, a system
operating in “real time” may exhibit delays longer than one second, particularly where network
operations are involved.

[056] Throughout this disclosure, the term “GUI” generally refers to a graphical user interface
for a computing device. The design, arrangement, components, and functions of a graphical
user interface will necessarily vary from device to device depending on, among other things,
screen resolution, processing power, operating system, device function or purpose, and
evolving standards and tools for user interface design. One of ordinary skill in the art will
understand that graphical user interfaces generally include a number of widgets, or graphical
control elements, which are generally graphical components displayed or presented to the user
and which are manipulable by the user through an input device to provide user input, and which
may also display or present to the user information, data, or output. Outputs may be text,
graphs, or other data.

[057] Throughout this disclosure, the term “endpoint device” refers to a network-enabled
computer device communicating with a server system providing services over a
telecommunication or other infrastructure network. An endpoint device typically includes a
computer or microprocessor processor, and is usually mobile and not fixedly associated with a

location. Endpoint devices are usually carried by a user, and usually are in continuous or
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frequent real-time communication over a network. By way of example, an endpoint device may
be, without limitation, a smart phone, tablet PC, e-reader, satellite navigation system
(“SatNav”), fitness device (e.g., a Fitbit™ or Jawbone™) Internet-of-things (“10T”) device or
any other type of computer whether of general or specific purpose functionality. Traditional
fixed location devices may also be endpoint devices, as described herein.

[058] Described herein, among other things, are systems and methods for implementing a
situation- or industry-agnostic situation awareness decision support platform in a “little data”
architecture. The systems and methods described herein provide a uniform suite of common
data services in conjunction with user-defined roles and types to implement a universal,
situation-agnostic platform suitable to implement context-specific situational awareness client
applications. Such applications cover a limitless variety of industries and situations, some of
which are described herein for non-limiting, illustrative purposes. It is important to understand
that the backend or server aspects of the system described herein is implemented via a uniform
mterface applicable to any application from military operations to delivering snacks to a guest
ata stadium. The systems and methods described herein also address “data blindness” problems
where, particularly in edge situations, a given operator or actor in the system has access only
to partial information relevant to his or her immediate context and cannot see the overall big
picture of the system state, yet needs immediate decision support without being overwhelmed
by massive quantities of data, much of which is potentially irrelevant to the individual’s
immediate context. The systems and methods described herein enable a uniform “view” into
the system state to ensure all actors in a given team have the same understanding of the situation
and context, sometimes referred to as a common operational picture.

[059] FIG.3 depicts, at a high level of abstraction, an embodiment of the systems and
methods described herein, sometimes referred to as “little data.” Whereas big data solutions

search massive quantities of data in search of pattern recognition, little data systems understand
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that most gathered data is irrelevant or immaterial to the current situation or context. Rather
than search for intelligence in statistical patterns derived from massive datasets, little data
systems pinpoint the relatively small number of discrete and highly relevant data points for a
given context or situation. Unlike a traditional big data implementation, this is done by using
the processing power of an endpoint device 215 to implement industry- or situation-specific
workflow logic and data connections, and to communicate some or all data to a central
computer server 205 having a generally uniform situational awareness platform implemented
thereon, generally over a telecommunications network 207.

[060] Some or all received data may be stored in an associated database 209. The computer
server 205 generally is programmed with a server in the nature of a uniform situational
awareness support software service, which provides common services to all connected
endpoint devices 215 based on configuration established by users, the data received, and the
functions requested. This facilitates a uniform situational awareness server platform adaptable
for use across a variety of industries and situations, with application- or industry-specific
programming primarily implemented on the endpoint device 215. Some commonly used data
sources and/or services may also or alternatively be provided as generic services via the server,
such as mapping, routing, weather, traffic, and so forth.

(061] The depicted central server 205 generally is programmed to provide three primary
functions. First, the server 205 is programmed to receive and track the locations of endpoint
devices 218, usually associated with a session. These locations are generally provided to the
server 203 by the endpoint devices 215 via the telecommunication network 207. The endpoint
devices 215 typically determine their own location using location detection technologies
implemented at the endpoint devices 215. For example, a Global Positioning System (GPS)
recerver in a mobile phone 215 may periodically provide the phone’s location data to the server

205 over the telecommunications network 207. In some embodiments, one or more endpoint
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devices 215 may have a fixed location, such as a security or traffic camera. These locations
may be established at the server 205 via configuration data. The server 205 may maintain an
historical record of locations of each device 215 as received by the server 205.

[062] These devices 215 generally will transmit at regular intervals the location of the device,
along with a timestamp. The location data, along with a unique identifier for each device 215
(e.g., a user 1D), and the timestamp when the location data was captured, are stored in the
database 209. This provides the server 205 with a record of the most recent location data for
each device 215, and the time of that location data. Additionally, or alternatively, the server
205 may store a timestamp of when the server 205 received the location data, allowing the
server 205 to identify gaps that may indicate poor connectivity or malfunction of an endpoint
device 215. For example, if the server 205 receives an updated location timestamped more than
an hour ago, this information may be used to determine whether notifications or messages
should be sent to that device 215 as described elsewhere herein, or used to alert a supervisor of
a potential problem. The location data transmitted by the endpoint devices 215 may be
retransmitted to one or more other endpoint devices 215 connected via the same session.
[063] Second, the server generally is programmed to implement messaging and notification
services, whereby information, messages, and/or alerts are sent by the server 205 to one or
more endpoint devices 215 over the telecommunications network 207, typically based on
context-specific data, such as in response to events or variable changes that alter the projected
status of the actors in the system. By way of a simple example, if a particular endpoint device
215 connected to the server 205 suddenly discontinues communication with the server 205 for
at least a threshold period of time, the server 205 may send a notification to one or more other
endpoint devices 215 connected to the server 205 that the non-responsive device 215 is offline.
Typically, the particular endpoint devices 215 to which a given message or alert is to be sent

by the server 205 is determined based on a comparison of a relevant geographic region
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associated with the message to the most current location data for each endpoint device 215. If
a given endpoint device 215 is determined to be within the associated geographic region for
the alert, the message is sent to that endpoint device 215.

[064] Additionally, or alternatively, messaging may be sent to an endpoint device 215 based
upon other context data, such as whether the assigned user of that endpoint device 215 has a
status, role, mode, or other characteristic data that matches a context characteristic associated
with the message. For example, if the message is relevant to only users having a specific role
in the organization, then the role of the user assigned to each endpoint device 215 is compared
to the role associated of the message, and the message is sent only to those endpoint devices
215 assigned to users having the matching role. As described in more detail elsewhere herein,
the data for the various roles, status, or modes in the system is provided as configuration data
for a particular application 217, storage model and/or defined by the implementer of the client
apphication 217 (described elsewhere). The configuration data is usually data stored at the
server 205. The server 205 itself is generally data-agnostic, as described elsewhere herein.
[065] Third, the server 205 supports custom workflows via a uniform, content-agnostic data
exchange protocol. As described in the background section, each specific industry or situation
develops situational awareness based on the operational experience, knowledge, and best
practices developed by experts in that field. The workflows appropriate to any one situation
are difficult to support in a single server platform. The depicted server 205 facilitates custom
workflow by shifting the industry-specific workflow logic to a client application 217 running
on one or more endpoint devices 215. These applications 217 are specific to the industry and
conform to the workflow of that industry. The applications 217 may be existing applications
modified to use the server 205 or newly built. This is an improvement over the prior art, in
which users were expected to change workflow to conform to the preprogrammed capabilitics

of a server.,
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[066] The client side application 217 also is often the simplest place to implement situation-
specific data monitoring, such as access to third-party systems that are particular to a given
context or industry. By way of example and not limitation, a car rental company may integrate
inventory tracking systems, personnel management systems, and reservation and ticketing
systems at the client application 217, as these systems and their associated workflows are likely
particular to the specific car rental company and unlikely to be used in exactly the same manner
by any other user. However, commonly used data sources that are shared across industries may
be implemented at the client 217, but may also, or altematively, be made available via the
server 205. Without limitation, examples of such data sources include: weather services;
mapping, routing, and traffic services; and law enforcement and emergency notification
services,

[067] Implementing situation-specific data monitoring at the client application 217 allows
each industry or enterprise to integrate the situational awareness platform of the server 205
with existing workflow, third-party applications, and data sources without having to alter the
way tasks are completed. By implementing commonly used third-party data sources at the
server 205, development time and data duplication is reduced. This may be done on a session-
by-session basis, or globally.

[068] By bringing all of these disparate systems to bear in a client application 217, a “system
of systems” is provided which facilitates the harmonization and synchronization of multiple
systems in use by a company, which do not necessarily bear any relationship to each other.
Returning to the car rental agency example, a car rental company generally has an inventory
database tracking the vehicles that are in the rental fleet and their respective operational
statuses. Additionally, the agency generally has a database of reservations or requests for
vehicles. Although these two systems may appear to be similar, they in fact bear no relationship

to each other. That is, whether the agency currently happens to have any given make or model

20



WO 2019/183542 PCT/US2019/023683

of vehicle in operational condition in a given location is immaterial to whether a rental
customer currently desires the use of such a vehicle.

[069] Thus, fleet management software is generally focused on data about the condition of
vehicles in the fleet, whereas a reservation system is generally focused on data about customers
and times. Neither system has any particular need for data in the other. For example, a fleet
database might be used for a car dealership or delivery service, both of which maintain vehicle
fleets that are not rented out. Conversely, a reservation system is applicable to industries that
do not involve vehicles at all, such as restaurant tables and event ticketing.

[070] By developing a client application 217 that incorporates both fleet management and
reservation systems, and incorporating common data services available via the server, the
company can provide a “system of systems” that offers to all users a common operational
picture of both systems while also integrating with other third-party data, such as weather and
map information. The systems and methods described herein are thus also different from point
solutions, which are highly specialized solutions to a given discrete problem. Instead, the
systems and methods described herein use point solutions as inputs or data sources, and can
leverage the problem-specific logic implemented via point solutions into a single platform for
a glven actor or system: again, a “‘system of systems.”

[071] The core functions of the server 205 provide new context to existing data and legacy
systems, connect operators and actors within the system more efficiently, and enhance
operational workflow and efficiency by providing real-time data via a data-agnostic platform.
To illustrate how the systems and methods described herein operate, a description of the basic
data exchanged within the system is provided, along with specific examples.

[072] First, an organization or industry seeking to utilize the power of the platform described
herein implements a client software application 217 for use on certain endpoint devices 215

connected to the server 205. This application 217 may be an existing application 217 already
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used by the enterprise and is adapted to use the server 205 as described herein, or an entirely
new application 217 custom built to use the server 205 described herein. This application
contains industry, situation, or enterprise specific workflow logic and programming in
accordance with the operational needs of the particular enterprise. In most cases, this
implementation process includes defining the major situational awareness variables described
in this disclosure, such as the actors, roles, events, data sources, to be tracked. Some or all of
this data is stored at the server 205, usually in the database 209, in a format understandable by
the server 205.

[073] By way of simple example, if the enterprise is a first responder, the roles may include
“dispatcher”, “firefighter”, “police”, “EMS”, and the like. This configuration data may be
stored in any appropriate format. For example, the string descriptors may be uploaded to the
server and associated with a unique identifier for each role. When a new user is added to the
system, each user is then associated in the configuration data with one or more of these roles.
[074} Similarly, as described elsewhere herein, events and messages may likewise be
associated with one or more roles. For example, a given message may be relevant only to
dispatchers, and thus the server will send “dispatch” messages only to endpoint devices 215
associated with users having the role of “dispatcher.” The particular composition and
complexity of the configuration data for any given implementation will of course depend upon
the particular needs of the specific application. Examples of the type of application-specific
data that may be relevant in an embodiment include: users; equipment; inventory; routes;
locations; destinations; events; and so forth.

[075] Referring to FIG. 3, in a typical use of the systems and methods, each user is associated
with an endpoint device 215 having the appropriate client application 217 thereon. The user
arrives at work in possession of the endpoint device 215 and operates the device to start the

client application 217 for job function. The application 217 authenticates a session with the

22



WO 2019/183542 PCT/US2019/023683

server 2085 via the telecommunication network 207. Authentication techniques are well known
in the art and need not be further explained in detail herein.

[076] The server then adds the authenticated endpoint device 215 to a session. A session, as
used herein, is essentially a collection of client-server connections between the server 205 and
one or more endpoint devices 215, wherein all of the endpoint devices 215 in the session are
used for a common operational or business purpose. For example, in the depicted embodiment
of FIG. 4, five endpoint devices 215 are being used. There may be other, separate sessions
using the same server 205 via a different collection of endpoint devices (not depicted). Thus,
the depicted endpoint devices 215 are all part of a shared session, generally identified via a
session key or other identifier as would be understood to one of ordinary skill in the art, and
the other (not depicted) endpoint devices are part of a separate session also identified by a
separate unique key or identifier. When a device communicates with the server 208, it may
transmit the associated session key, allowing the server 205 to identify other related devices in
the same session. The session concept allows related devices to share communications and
information with each other, while not sharing those same communications and information
with devices in other sessions. This allows a single server implementation to support a
multitude of unrelated situational awareness clients, without risk of sensitive data being
madvertently shared outside of the collection of endpoint devices 215 associated with each
individual enterprise. Additionally, this reduces or eliminates the distribution and/or sharing
of data to a multitude of users which may not necessarily be relevant to each.

[077] The server 205 may receive, create, or assign a unique identifier to the particular
endpoint device 215 associated with the user. The application 217 on the endpeint device 215
may transmit a unique user identifier, such as a user name, to the server 205, so that the server

205 has data usable to identify the specific user of the endpoint device 215 and can access
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configuration data about that user, such as name, role, status, and so forth, which is then used
to determine which notifications should be sent to that endpoint device 215.

[078] Typically, the server 205 is provided or configured with tasks that may be assigned, or
assignable. For example, tasks may be assigned either to a specific user or to any user having
the role associated with the task. Tasks may be configured at the server 205 by an administrator
or supervisor user, usually by use of a separate endpoint device 215 of such administrator or
supervisor, When the user connects via the endpoint device 215, the endpoint device 215
requests the tasks for the user, which tasks are transmitted by the server 205. By way of
example, if the user is assigned the role of “driver” in a delivery service, the tasks received may
be a set of pickups, deliveries, or routes. However, if the user’s role in the same enterprise is
“mechanic,” the tasks may be a set of vehicles requiring service. The application software 217
on the endpoint device 215 transmits the location of the endpoint device 215 on a periodic, and
generally regular, interval to the server 205 as described elsewhere herein as the user goes
about completing the assigned tasks. This process is repeated for other actors in the system.
[079] The server 205 and/or the endpoint device 215 also may receive data, including without
limitation, from data sources 203 relevant to the endpoint device 215. In an embodiment, the
endpoint device 215 is the primary point for receiving such data, because the endpoint device
215 is programmed with application software 217 appropriate to the industry. The application
217 on the endpoint device 215B is programmed to connect to such external data source and
receive the data 203B. The received data 203B may, in an embodiment, be repackaged and sent
to the server 205 in accordance with a standard format defined by the server’s communication
protocols or may be transmitted in the native format in which it is received. The reformatting
and repackaging is performed by the application software 217 on the endpoint device 215B.
As will be clear to a person of ordinary skill in the art, these data sources may include “big

data” sources. That is, the present systems and methods are not big data solutions to a problem,
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but may use big data sources as an observable 110 input or data source. In an embodiment, the
server 205 may also, or alternatively, receive data directly from one or more data sources 203E,
or directly from external monitors 215A and/or sensors 215A.

[080] The endpoint device 215 begins to send location data updates as described herein. The
user completes tasks as assigned and marks the tasks as completed in the application software
217 on the endpoint device 215, and the endpoint device 215 communicates with the server
205 to indicate that the tasks have been completed. When the user has finished all tasks for the
day, he may close the application 217 or otherwise send an indication that all tasks are done.
[081] Referring again to the OODA loop, tasks and other system outputs may also be used as
inputs to the next cycle in the loop. Data such as whether a given task has been completed, or
how far along the assigned resource is towards completing the task, become observable data
points for further orientation 110 and decision-making.

[082] In the event that there is a change in the system state (e.g., session), the system can be
used to provide real-time situational awareness decision support. In a typical case, one or more
endpoint devices 215 communicating with the server 205 may receive data from a data source
203 indicative of an event or variable change, usually associated with a geographic region,
which may affect other users in the session. When this happens, the relevant endpoint device
215 may transmit to the server 205 data concerning the detected event or variable change. This
data may include an identifier of the nature of the event or variable change, and may also, or
alternatively, include additional data pertaining to the event.

[083] The server 205, upon receiving such a notification from an endpoint device 215, may
then send a notification or alert to other potentially impacted endpoint devices 215. In a typical
case, because the location of connected endpoint devices 215 is known by the server 205, the
server 205 can determine which endpoint devices 215 are within the associated geographic

region of the event or variable change, and can transmit to such endpoint devices 215 a
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notification or alert concerning the detected event or variable change. Endpoint devices 215
receiving this alert may then display the alert. This same process can be carried out using data
received directly by the server 205 from a data source 203. For example, the server 205 may
be programmed to continually monitor weather for dangerous events and notify all connected
devices 215 (in any session) of any weather event impacting the geographic region in which
the endpoint device 215 or other relevant asset is located (according to the most recently
recetved location data).

[084] Additionally, users having supervisory or administrative roles may send specific
messages to specific endpoint devices 215, the receiving devices being determined by the
server 205 based on whether the device 215 or user associated with the endpoint device 215
match the criteria relevant to the message. The server 205 may determine which endpoint
devices 215 should be notified or given an alert or message based on configuration data
associated with the users of each endpoint device 215. For example, a common factor in
situational awareness is the mode or role of a given user. Depending upon the mode or role of
the user, certain messages may or may not be relevant to that user. As described herein, user
data is typically established in the server 205 memory or database 209, and associated with a
role or mode. This role or mode is essentially the unique identifier defined by configuration
data provided by the administrator or supervisors of the application software 217 on the
endpoint devices 215.

[085] The server 205 generally is agnostic as to the nature of this role or mode data, and it
may be as simple as a unique identifier (e.g., 3 equals “delivery driver”). Thus, when an alert
1s sent, the server 205 uses the configuration data indicating what types of alerts correspond to
which types of roles to then determine which endpoint devices 215 are associated with users
who should receive a given message. For example, the server 205 may be programmed with

configuration data providing that alert type “C” goes to users with role “3”. In this example,
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notification type “C” may be a weather emergency, which is relevant to all delivery drivers
(assigned role “3”). However, users with a different role (e.g., “S” referring to “mechanics”)
may be indoors in a repair facility and thus not affected by events of type “C” (weather). In this
way, the server 205 remains data-agnostic, and the specific knowledge of the meaning of these
roles and alerts and the relevant workflow is implemented primarily via the application
software 217.

[086] Referring now to FIG. 4, a more detailed schematic view of an implementation of the
systems and methods described herein is depicted. In the depicted embodiment of FIG. 4, a
situational awareness server 205 is operatively connected to a database 209 and communicates
via a telecommunications network 207 with a plurality of endpoint devices 215A, 215B, 215C,
215D, 215E (referred to herein collectively as endpoint devices 215). In the depicted
embodiment of FIG. 4, a first endpoint device 215A is a sensor.

[0B7] The depicted sensor 2I5A 1is an optical sensor, such as a digital camera
communicatively connected to the server 205 via the telecommunications network 207. The
sensor 215A is effectively one data input 203 to the server 205. A second depicted endpoint
device 215B is a mobile phone of a user. A third depicted endpoint device 215C is a tablet
computer of another user. A fourth depicted endpoint device 215D is another mobile phone of
a user. Finally, a fifth depicted endpoint device 215E/217 is a desktop computer.

[088] Each of the depicted endpoint devices 215 communicates via the telecommunications
network 207 with the server 205. Again, the nature of the communications and data provided
by each endpoint device 215 depends upon each endpoint device’s 215 role in the system. For
example, sensors, such as depicted device 215A, provide data in a format and nature particular
to the detection capabilities of the sensor. Because depicted sensor 215A is an optical sensor,
image data would be transmitted, potentially with other data, such as resolution, timestamp,

orientation, and any other information that the sensor 215A is designed to detect and transmit.
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[089] Inany given implementation, one or more sensors 215A may be used to provide inputs,
either or both to a client application 217 on an endpoint device, or directly to the server. The
number and type of sensors will naturally vary from embodiment to embodiment depending on
the particular needs of any given implementation. In some cases, a single sensor or handful of
sensors may be used, whereas in others the system may use thousands or millions of individual
sensors. Generally, sensor inputs are provided to the server 205, either indirectly via a client
application or endpoint device, or directly. A function of the server 205 in such an embodiment
is to filter a large amount of sensor data, generally received in real-time, to disregard data that
is not indicative of an event or other context requiring action or consideration.

[090] By way of simple example, consider an embodiment in which one input to the system
is a temperature sensor in a storage structure, such as a warehouse or grain silo. The acceptable
temperature readings are known to the industry, and the vast majority of the temperature
readings in the structure will be within a normal and acceptable range. Because such readings
are indicative of a non-actionable context, they are generally disregarded (operationally, they
may be logged or recorded for posterity) and not reported via the system. This filtering function
climinates unnecessary information, as stakeholders in the system will assume normal
temperature readings absent an affirmative indication otherwise. By contrast, when a sensor
reading, such as temperature in this example, is above or outside acceptable parameters, the
filtering function of the server 205 may trigger an alert, message, or notification. Based on
context-specific rules defined by the user, the recipients of this information will depend on
user-configured data. For a temperature anomaly, for example, it may be appropriate to notify
only those users whose role matches the context of the alert (excessive temperature), such as
firefighters, and who are located closest to the alert (as determined via mapping data at the
server 205) or can reach the location of the alert the most rapidly (as determined via routing

services at the server 205). Similarly, the filtering function may determine not to alert other
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users, even if nearby, whose defined role does not match the emergency. For example, a user
assigned the role of grain truck driver cannot assist with a fire emergency and would not only
not be routed to the fire, but might instead be routed away from it for safety.

[091] By way of another non-limiting example, sensors may be dozens or hundreds of optical
cameras in a public or semi-public venue, such as an airport or sports stadium, with connected
facial recognition software. These cameras may conduct facial recognition of passersby and
attempt to match individuals to a database of wanted criminals, terrorists, or other wanted
persons. When a match is found, the present systems and messages may be used to route a
message to relevant personnel. For example, if the matched individual is indicated as being
potentially armed and dangerous, unarmed venue security personnel may not be alerted, but
instead the nearest armed law enforcement officer may be notified of the presence of the
individual and the specific location. Again, by providing context-specific data effectively in
real-time, the OODA loop is tightened and there is a greater chance that the system achieves
its operational goals. The alerted officer, receiving the notification in real-time of a wanted
individual physically proximate to the officer’s location, is more likely to be able to confirm
visually the presence of the detected offender and to track the person down for arrest. These
are just some examples of the types of sensors that may be used, and any type of sensor is
appropriate for use as described herein, including the Internet-of-things and other inputs,
[092] Generally speaking, events are driven by inputs to the system at the observation 110
level. These inputs may come from sensors, as in these examples, or from other data sources,
such as information supplied to the server 205 via the client application 217, or information
supplied directly to the server via third-party data sources or services like weather and traffic
services, as described elsewhere herein. The system response to events depends on the context

logic as programmed via the client application 217 and established in user-supplied rules and
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context defimtions. Responses may be autonomous or require manual input based on a human
decision.,

[093] As described elsewhere herein, the depicted endpoint devices 215B, 215C, and 215D
are ordinarily carried by users needing situational awareness decision support, who are often
in the field remote from a centralized location, where there may be intermittent or unreliable
network connectivity. The devices 215B, 215C, and 215D contain that client application
software 217 implementing the situation-specific or industry-specific workflow to provide the
appropriate situational awareness.

[094] The endpoint devices 215, via the application software 217, may also have or receive
data 203 from other sources. In the case of a sensor, such as the depicted camera 215A, the
data 203A received by the device 215A is light or other electromagnetic radiation.
Alternatively, in the case of a user device such as the mobile phones 215B and 215D, data
203B and 203D may be received from third-party sources in accordance with the operational
needs of the application 217.

[095] For example, if the industry in question is a delivery service, endpoint device 2158 may
receive data 203B from a traffic monitoring service. This could be a built-in traffic monitoring
service native to the operating system of the endpoint device 215B, or a third-party source. The
delivery driver application 217 may include a traffic or mapping system 203, and receive real-
time weather 203 and traffic 203 data. In an alternative embodiment, this data may be provided
to the server 205 and transmitted via notifications as described clsewhere herein. As the
endpoint device 215 receives this data 203, the endpoint device 215 may reformat and/or
repackage the data 203 into a standard structure for transmission to and storage at the server
205. Alternatively, the relevant data 203 may be sent in a native format to, and stored at, the
server 205. This allows the server 205 to redistribute data in native format to other endpoint

devices 215 that have application software 217 capable of understanding that data.
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[096] The data 203B may be weather data, traffic data, or vehicular telematics data received
from the delivery vehicle (e.g., via the vehicle’s data port or via wireless communications such
as Bluetooth™). One or more of these data input streams 203 to the application 217 may be
packaged, together or separately, for transmission to the server 205 as described elsewhere
herein. This same basic functionality applies to all endpoint devices 215 and the data inputs
203A, 203C, 203D received by each.

[097] Not all endpoint devices 215 necessarily have the same functionality available in the
application software 217, and, depending upon the assigned role of the person carrying the
device 215 (as retflected in configuration data), the features available may differ from endpoint
device 215 to endpoint device 215. For example, in the depicted embodiment of FIG. 4,
endpoint device 215C could be a tablet PC of a manager or supervisor responsible for
overseeing the delivery activities of the users holding devices 215B and 215D, each of whom
are in separate delivery trucks.

[098] The server 205 may be programmed with any number of additional functions. For
example, the server 205 may retransmit to all endpoint devices 215 of a session the updated
location data for each other endpoint device 215 in that session. This allows each endpoint
device 215 to be aware of the (relatively) real-time location of the other endpoint devices 215
of the same session. Alternatively, the updated location information may be transmitted only
to a subset of the endpoint devices 215. For example, in the case of a delivery service, it may
be that only the supervisor using the tablet endpoint device 215C needs up-to-date location
information. In such an embodiment, the current locations of endpoint devices 215B and 215D
may be transmitted to the server 205 and then retransmitted by the server 205 to the tablet
215C. The decision of the server 205 to do this would be based upon configuration data, as

described elsewhere herein. The session identifier for each user may identify the role of the
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user of the endpoint device 215, allowing the server 205 to know which endpoint device 215
should receive specific information.

[099] In the depicted embodiment of FIG. 4, users of endpoint devices 215B and 215D may
have associated user data as described elsewhere herein. Thus, those endpoint devices 213
transmit an identifier or token to the server 205 identifying the endpoint device 215 and the
associated mode, status, or role of the user of the device 215. This identifier may be an integer
or other unique identifier known in the art. Endpoint device 215C, however, is configured for
administrator or supervisor mode, and thus transmits a token identifying the endpoint device
215 and the role of the user as a supervisor. Based on configuration options, the server 205
knows that location data received from any endpoint device 215 in this session assigned to a
“driver” user should be transmitted to endpoint device 215C (or any other endpoint device 215
assigned to a supervisor), but not to devices 215 assigned to other drivers, such as endpoint
device 2158 and 215D.

[0100] Other information may likewise be distributed according to this logic. For example,
when the driver for endpoint device 215B arrives at work, the driver may connect to the server
205 via the application, and request the day’s work orders. Those work orders will have been
entered or set up by a supervisor, such as a supervisor using endpoint device 215C or,
alternatively, a supervisor using an administrative workstation such as endpoint device 215E.
Those work orders may be sent to and stored by the server 208, awaiting the arrival of the
drivers for the day. When the driver for endpoint device 215B arrives, and the driver’s user 1D
and session are transmitted to the server 205, the endpoint device 215B can request the work
orders, if any, assigned to that driver, based on matching the driver’s ID. Alternatively, other
logic may be used. For example, the endpoint device 215 may simply transmit that the role of
the endpoint device’s 215 user, and request the next available work order appropriate for a user

with that role. Again, the server 205 is programmed to respond to these requests but is agnostic
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as to the particular nature or operational significance of the roles. The server 205 simply
receives an identifier from the endpoint device 215, i.e., an instruction, and responds.

[0101] The data-agnostic nature of the server 205 may be better understood through further
examples. Referring again to FIG. 4, an entirely different situational awareness scenario can
be envisioned. For example, consider a circumstance in which the depicted system is used by
a utility company to manage meter readings in the field, such as in a remote environment
involving widely dispersed residences or facilities. In such an embodiment, each meter reader
has an endpoint device 215B or 215D, and, upon connecting to the system, receives from the
server 205 an assignment of addresses or other locations that the meter reader is to visit for the
day. The reader would then proceed in the reader’s vehicle to the first such location. As
described above, the endpoint device 215B relays at periodic intervals the detected location of
the endpoint device 215. This location may be accessed by a supervisor using tablet 215C to
ensure that all readers are en route to the correct locations. Upon reaching the first location, the
reader carrying endpoint device 215B marks the location as having been serviced, and then
proceeds to the next location on his or her route. This process continues throughout the day.
[0102] However, in this illustrative embodiment, the supervisor using tablet 215C receives
data 203C from a weather service indicating that a dangerous storm is approaching. This data
may indicate the location, size, shape, and direction of the storm, or the supervisor may draw
the approximate shape or location of the storm on a map in the application on endpoint device
215C. This data can then be relayed to the server 205 as an alert or notification. The geographic
area defined by the alert is then compared by the server 205 to the current locations of the
endpoint devices 215B and 215D in the session, and any endpoint devices 215 located within
the designated geographic area then receive an alert notifying the holder of the endpoint device
215 of the storm and its location. The endpoint devices 215 may then display the storm, or may

directly connect to the same data source 203C to view the most current information about it.
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Again, the server 205 need only know that, when it receives a certain type of data with an alert
status, the server 205 transmits an alert code or message typed in by the user of the tablet 215C
to all connected endpoint devices 215 in the session located within the geographic area defined
by the alert message. For example, the supervisor using endpoint device 215C may associate
with the alert message the text “storm approaching, seek shelter immediately” and the server
205 will relay that message to the impacted endpoint devices 2185.

[0103] The same basic functionality can be used to implement multi-role users, which is
particularly helpful where the nature of an emergency may demand a different type of
responder. For example, the same system depicted in FIG. 4 may be used by a dispatcher to
alert relevant personnel within a geographic region of a type of emergency. By way of example,
a dispatcher using tablet 215C may receive an emergency call indicating that a vehicle is on
fire on a highway. The dispatcher may then send an alert to the server 205 with the address of
the emergency and an indicator that the nature of the emergency is “fire.” The server is pre-
configured with data indicating that endpoint devices 215B for users with the role “firefighter”
should be given an alert directing them to the location. Thus, when the server 205 receives a
location and an alert request of type “fire”, the server 205 identifies all endpoint devices 215
assigned the role “firefighter” and located within the geographic region of the location of the
emergency, and sends a notification to those endpoint devices 215 that there is a fire
emergency, and transmits the location of the fire to those endpoint devices 2185.

[0104] This has the advantage of not sending irrelevant alerts to all devices in the session,
which minimizes traffic and emphasizes the importance of messages that are received. The way
of making and using the system will be clear to one of ordinary skill in the art. The server 203
has or offers a number of application programming interfaces (API) and/or software
development kits (SDK) which can be accessed and used from a mobile device application 217

to send and receive data to the server 205. To prevent unauthorized access, all applications 217
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may be required to authenticate sessions or connections via a license key or other code. An
advantage of this architecture is that each endpoint device 215, although part of a session of
related endpoint devices 215, contains a streamlined, uncluttered view of relevant activity to
the user. This enables the user to quickly view and assess only situational awareness data that
directly pertains to that user’s situation, reducing the amount of unnecessary and superfluous
information provided to any given decision maker in the session. Likewise, this allows
managers and administrators to monitor more easily the status of multiple users simultaneously,
helping to ensure that tasks are completed and goals are met.

[0105] The server 205 may implement, in cooperation with the client software 217, any number
of additional functionalities. For example, the server 205 may be configured to provide
automatic task assignment based upon any number of criteria. Tasks may be set up in the
system by administrators, and set to assign automatically based on proximity of a user of the
appropriate role. For example, in a delivery context, there may be a pickup at a particular
location, and upon a user with the role “driver” arriving within a threshold distance of the
pickup location, the task to pick up that delivery may be automatically assigned to that driver,
who receives notification on his endpoint device 215 of the assigned task and the location. The
application 217 may then do anything else that the application is programmed to do, such as
automatically route the driver from his or her current course to that pickup location.

[0106] In an embodiment, the functions of the server 205 include messaging, location, and
workflow management. The server 205 may further functions and/or data elements may include
people, users, date/time, any or all of which may be associated with events, assets, and the
various elements of the system in a given embodiment. Additionally, the server 205 may be
programmed to support basic administrative functions, such as configuration of the server,
services, user accounts, roles, security access levels, and other customization of the associated

descriptors. For example, from a server 205 perspective, a “firefighter” role need only be an
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integer in a table associated with a text description of “firefighter.” This configuration data is
provided by an administrator to support a particular application 217.

[0107] Additionally, the applications 217 may be integrated with external systems,
technologies, or sensors. In the depicted embodiment, a sensor 215A in the form of an optical
camera is attached via the telecommunications network 207 to the server 205. This functions
as an additional endpoint device 215, which can be controlled and operated by the server 205.
[0108] For example, the same system depicted in FIG. 4 may be used as a security system by
an off-campus security company. In such a situation, a security camera 215A may be positioned
near a stairwell, and may be one of dozens or hundreds of security cameras that form the
monitoring system. When a security guard holding an endpoint device 215B encounters an
emergency situation in the stairwell, such as an assault or an injury, the security guard can use
the security application 217 to request assistance by identifying the nature of the emergency
(e.g., “injury”, or “crime”). The server 205, having data concerning the location of all the
cameras attached to the system, can then automatically direct the feed from camera 215A to a
dispatcher 215C who can then monitor the situation and coordinate a response in real-time, and
can notify appropriate first responders.

[0109] The external devices 215 may be other devices besides cameras. For example, RFID
tags and antennas may be used, as well as other types of sensors, ranging from temperature
sensors to smoke detectors to motion detectors, audible sensors, seismic sensors, and so forth.
[0110] It 1s important to understand that the systems and methods described herein are not big
data analytics tools. Rather, these systems and methods use big data and analytics tools as
inputs (e.g., observations 110 in the OODA loop), filter non-actionable data, and provide a
common operational picture, which may include context-relevant elements of analytics or big

data inputs to inform decision-making.
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[0111] The systems and methods provided herein facilitate the creation of a uniform platform
for providing a common operational picture based on a plurality of disparate and nominally
unrelated data sources. This is done, as described herein, by utilizing real-time data received
from multiple sources (e.g., sensor systems, third party data sources, client point solutions,
client legacy data and/or systems, etc.), filtering out unnecessary data points, and providing a
common, real-time operational picture of relevant data. This may be done through dashboard
views, notifications, chat, messaging, and other communication techniques. This data is
combined with time and place data, such as the location of users via endpoint devices and the
presence and status of things (e.g., IOT data). The systems and method described herein
provide the framework to unify these various data sources into a single operational view and
then project the future system state forward to assist in context-aware real-time decision
support via a server platform which itself is context-agnostic.

[0112] The server functions may include some or all of various services, sometimes referred
to as “microservices.” These include one or more services selected from location, mapping,
messaging, and other services described here. Other, non-limiting examples of such services
include: identity services (including but not necessarily limited to Active Directory, LDAP,
SAMLP, OAuth2, Google Apps, WS-Federation, PingFederate, SSO, and multi-factor
authentication); messaging services (including but not necessarily limited to text, audio/video,
group chat, mentions, attachments, presence, and SMS); GIS (including but not necessarily
limited to geofencing, nearby, routing, geocoding, DVR, tile provider, telestration, and
annotation); social (including but not necessarily limited to ratings, achievements,
leaderboards, activity feeds, sharing, and wikis); scheduling (including but not necessarily
limited to calendars, and event triggers); settings (including but not necessarily limited to

calendar, tasking, and event triggers); MDM (including but not limited to HockeyApp,
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MobiCentrol, local store, and geo provision); sensors (including but not necessarily limited to
general purpose sensors, OBD, and event triggers); and analytics.

[0113] The systems and methods described herein are explained with respect to the illustrative
example of a conventional client-server operation, but it will readily apparent to a person of
ordinary skill in the art that other system architectures for implementing the functions of the
server are possible and within the skill of a person of ordinary skill in the art. By way of
example and not limitation, the server may be replaced or augmented by a functionally
equivalent distributed computing environment, such as a peer-to-peer network or block chain
network.

[0114] While the invention has been disclosed in conjunction with a description of certain
embodiments, including those that are currently believed to be the preferred embodiments, the
detailed description is intended to be illustrative and should not be understood to limit the scope
of the present disclosure. As would be understood by one of ordinary skill in the art,
embodiments other than those described in detail herein are encompassed by the present
invention. Modifications and variations of the described embodiments may be made without

departing from the spirit and scope of the invention.

38



WO 2019/183542 PCT/US2019/023683

CLAIMS
L. A method for providing decision support to a user comprising:
providing an endpoint device of a user;
providing a server computer;
at said server computer:
associating an identifier with said user;
associating a first context role identifier with said identifier; and
associating an indication of an event context;
said endpoint device transmitting to said server computer, at a predetermined
frequency, a current geographic location of said endpoint device;
recetving at said server computer an indication of an event associated with said event
context and a geographic location of said event; and
at said server computer, if said endpoint device is determined to be within a
notification threshold distance of said event based on a comparison of said received current
geographic location of said endpoint device to said geographic location of said event,
transmitting to said endpoint device a notification message, the content of said message being
determined based upon said first context role and said event context of said event;
before said transmitting step, said endpoint device receives from said server computer
a predetermined set of tasks assigned to said user; and
said endpoint device transmitting to said server computer, at a predetermined
frequency, a current geographic location of said endpoint device while said user performs
said assigned set of tasks.
2. The method of claim 1, wherein said notification threshold distance of said event is

received at said server from a third party data source.
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3. The method of claim 1, wherein said endpoint device comprises a mobile device of a
user.

4. The method of claim 1, wherein said transmitted message being determined based upon
said first context role and said event context of said event.

5. The method of claim 1, wherein said indication of an event associated with said event
context and a geographic location of said event is received via a sensor communicably
coupled to said server computer.

6. The method of claim 5, wherein said sensor is selected from the group consisting of: an
optical, light, imaging, or photon sensor; a motion or movement sensor; an electromagnetic
Sensor; an acoustic sensor; an automotive sensor; a chemical sensor; an electrical sensor; a
magnetic sensor; a fluid sensor; a radiation sensor; a navigation instrument; an orientation or
direction sensor; a pressure sensor; a thermal, heat, or temperature sensor; a force, density, or
level sensor; a proximity or distance sensor; and an Internet-of-things device or sensor.

7. The method of claim 1, wherein said indication of an event associated with said event
context and a geographic location of said event is received via a third party data source
communicably coupled to said server computer.

8. The method of claim 1, wherein said indication of an event associated with said event
context and a geographic location of said event is received via said endpoint device.

9. The method of claim 1, wherein said endpoint device comprises a client application
communicably coupled at least one external data source.

10. The method of clarm 9, wherein said external data source comprises a third party point
solution.

11. The methed of claim 1, wherein said event context comprises an urgent condition, said

first context role identifier comprises a type of personnel trained to address said urgent
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condition, and said message comprises instructions for said user to address said urgent
condition.
12. The method of claim 1, wherein said event context comprises an urgent condition, said
first context role identifier comprises a type of personnel not trained to address said urgent
condtrtion, and said message comprises instructions for said user to avoid said urgent
condition.
13. The method of claim 1, wherein said message comprises an identification of said event
and a geographic location of said event.
14. The method of claim 13, wherein said endpoint device displays on a display of said
endpoint device a map indicating said received geographic location of said event indicated in
said message and said identification of said event.
15. The method of claim 1, wherein said content of said message is further determined based
upon a set of pre-defined rules.
[6. The method of claim 1, further comprising:
receiving at said server computer an indication of a change in the status of said event;
and
at said server computer, transmitting to said endpoint device a second notification
message, the content of said second notification message being determined based
upon said first context role and said event context of said event.
17. The method of claim 1, wherein said transmitting step is performed automatically by said
server computer.
18. The method of claim 1, wherein said transmitting step is performed only after receiving at
said server computer human-provided instructions to perform said transmitting step.
19. A method for providing deciston support to a user comprising:

providing an endpoint device of a user;
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providing a server computer;
at said server computer:
associating an identifier with said user;
associating a first context role identifier with said identifier; and
associating an indication of an event context;
said endpoint device transmitting to said server computer, at a predetermined
frequency, a current geographic location of said endpoint device;
receiving at said server computer an indication of an event associated with said event
context and a geographic location of said event; and
at said server computer, if said endpoint device is determined to be within a
notification threshold distance of said event based on a comparison of said received current
geographic location of said endpoint device to said geographic location of said event,
transmitting to said endpoint device a notification message, the content of said message being
determined based upon said first context role and said event context of said event.
20. The method of claim 19, wherein said notification threshold distance of said event 1s
received at said server from a third party data source.
21. The method of claim 19, wherein said endpoint device comprises a mobile device of a
user.
22. The method of claim 19, wherein, before said transmitting step, said endpoint device
receives from said server computer a predetermined set of tasks assigned to said user.
23, The method of claim 22, wherein said transmitting step further comprises said endpoint
device transmitting to said server computer, at a predetermined frequency, a current
geographic location of said endpoint device while said user performs said assigned set of

tasks.
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24. The method of claim 23, wherein said transmitted message being determined based upon
said first context role and said event context of said event.

25. The method of claim 19, wherein said indication of an event associated with said event
context and a geographic location of said event is received via a sensor communicably
coupled to said server computer.

26. The method of claim 25, wherein said sensor is selected from the group consisting of: an
optical, light, imaging, or photon sensor; a motion or movement sensor; an electromagnetic
sensor; an acoustic sensor; an automotive sensor; a chemical sensor; an electrical sensor; a
magnetic sensor; a fluid sensor; a radiation sensor; a navigation instrument; an orientation or
direction sensor; a pressure sensor; a thermal, heat, or temperature sensor; a force, density, or
level sensor; a proximity or distance sensor; and an Internet-of-things device or sensor,

27. The method of claim 19, wherein said indication of an event associated with said event
context and a geographic location of said event is received via a third party data source
communicably coupled to said server computer.

28. The method of claim 19, wherein said indication of an event associated with said event
context and a geographic location of said event is received via said endpoint device.

29. The method of claim 19, wherein said endpoint device comprises a client application
communicably coupled at least one external data source.

30. The method of claim 29, wherein said external data source comprises a third party poimnt
solution.

31. The method of claim 19, wherein said event context comprises an urgent condition, said
first context role identifier comprises a type of personnel trained to address said urgent
condition, and said message comprises instructions for said user to address said urgent

condition.
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32. The method of claim 19, wherein said event context comprises an urgent condition, said
first context role identifier comprises a type of personnel not trained to address said urgent
condition, and said message comprises instructions for said user to avoid said urgent
condition.
33. The method of claim 19, wherein said message comprises an identification of said event
and a geographic location of said event.
34. The method of claim 33, wherein said endpoint device displays on a display of said
endpoint device a map indicating said received geographic location of said event indicated in
said message and said identification of said event.
35. The method of claim 19, wherein said content of said message is further determined
based upon a set of pre-defined rules.
36. The method of claim 19, further comprising:
receiving at said server computer an indication of a change in the status of said event;
and
at said server computer, transmitting to said endpoint device a second notification
message, the content of said second notification message being determined based
upon said first context role and said event context of said event.
37. The method of claim 19, wherein said transmitting step is performed automaticaily by
said server computer.
38. The method of claim 19, wherein said transmitting step is performed only after receiving

at said server computer human-provided instructions to perform said transmitting step.
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39. A method for providing decision support comprising:

at a server computer, associating a context role identifier with a user;

receiving at an endpoint device a predetermined set of tasks assigned to said user;

transmitting to said server computer, at a predetermined frequency, a current
geographic location of said endpoint device while said user performs said assigned set of
tasks:

receiving at said server computer an indication of an event associated with an event
context and a geographic location of said event; and

if said endpoint device is determined to be within a notification threshold distance of
said event based on a comparison of said received current geographic location of said
endpoint device to said geographic location of said event, transmitting a notification message
to said endpoint device, the content of said message being determined based upon said
context role identifier and said event context.
40. The method of claim 39, wherein said notification threshold distance of said event is
received at said server from a third party data source.
41. The method of claim 39, wherein said endpoint device comprises a mobile device of a
user.
42, The method of claim 39, wherein said event indication and a geographic location of said
event 1s received via a sensor communicably coupled to said server computer.
43. The method of claim 42, wherein said sensor is selected from the group consisting of: an
optical, light, imaging, or photon sensor; a motion or movement sensor; an electromagnetic
Sensor; an acoustic sensor; an automotive sensor; a chemical sensor; an electrical sensor; a

magnetic sensor; a fluid sensor; a radiation sensor; a navigation instrument; an orientation or
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direction sensor; a pressure sensor; a thermal, heat, or temperature sensor; a force, density, or
level sensor; a proximity or distance sensor; and an Internet-of-things device or sensor.

44. The method of claim 39, wherein said event indication and a geographic location of said
event is received via a third party data source communicably coupled to said server computer.
45. The method of claim 39, wherein said event indication and a geographic location of said
event is received via said endpoint device.

46. The method of claim 39, wherein said endpoint device comprises a client application
communicably coupled at least one external data source.

47. The method of claim 46, wherein said external data source comprises a third party point
solution.

48. The method of claim 39, wherein said event context comprises an urgent condition, said
context role identifier comprises a type of personnel trained to address said urgent condition,
and said message comprises instructions for said user to address said urgent condition.

49. The method of claim 48, wherein said message further comprises instructions routing said
user to said geographic location of said event.

50. The method of claim 39, wherein said event context comprises an urgent condition, said
context role identifier comprises a type of personnel not trained to address said urgent
condition, and said message comprises instructions for said user to avoid said urgent
condition.

51. The method of claim 50, wherein said message further comprises instructions routing said
user away from said geographic location of said event.

52. The method of claim 39, wherein said message comprises an identification of said event

and a geographic location of said event.
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53. The method of claim 52, further comprising displaying a map indicating said received
geographic location of said event indicated in said message and said identification of said
event.
54. The method of claim 39, wherein said content of said message is further determined
based upon a set of pre-defined rules.
55. The method of claim 39, further comprising:
receiving at said server computer an indication of a change in the status of said event;
and
transmitting to said endpoint device a second notification message indicating said
change in status, the content of said second notification message being determined
based upon said context role and said event context.
56. The method of claim 39, wherein said transmitting step is performed automatically by
said server computer.
57. The method of claim 39, wherein said transmitting step is performed only after receiving
at said server computer human-provided instructions to perform said transmitting step.
58. The method of claim 39, wherein said current geographic location of said endpoint device
1s determined by a positioning system.
59. A method for providing decision support comprising:
at a server computer, associating a context role identifier with a user;
receiving at an endpoint device a predetermined set of tasks assigned to said user;
transmitting to said server computer, at a predetermined frequency, a current
geographic location of said endpoint device while said user performs said assigned set of
tasks;
recetving at said server computer an indication of an event associated with an event

context and a geographic location of said event; and
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if said endpoint device is determined to be within a notification threshold distance of
said event based on a comparison of said received current geographic location of said
endpoint device to said geographic location of said event, transmitting a notification message
to said endpoint device, the content of said message being determined based upon said
context role identifier and said event context;

wherein said event indication and a geographic location of said event 1s received via a
sensor communicably coupled to said server computer and said sensor is selected from the
group consisting of: an optical, light, imaging, or photon sensor; a motion or movement
sensor; an electromagnetic sensor; an acoustic sensor; an automotive sensor; a chemical
sensor; an electrical sensor; a magnetic sensor; a fluid sensor; a radiation sensor; a navigation
instrument; an orientation or direction sensor; a pressure sensor; a thermal, heat, or
temperature sensor; a force, density, or level sensor; a proximity or distance sensor; and an
Internet-of-things device or sensor.
60. The method of claim 59, wherein said notification threshold distance of said event is
received at said server from a third party data source.
61. The method of claim 59, wherein said endpoint device comprises a mobile device of said
user.
62. The method of claim 59, wherein said event indication and a geographic location of said
event is received via said endpoint device.
63. The method of claim 59, wherein said endpoint device comprises a client application
communicably coupled at least one external data source.
64. The method of claim 63, wherein said external data source comprises a third party point

solution.
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65. The method of claim 59, wherein said event context comprises an urgent condition, said
context role identifier comprises a type of personnel trained to address said urgent condition,
and said message comprises instructions for said user to address said urgent condition.
66. The method of claim 65, wherein said message further comprises instructions routing said
user to said geographic location of said event.
67. The method of claim 59, wherein said event context comprises an urgent condition, said
context role identifier comprises a type of personnel not trained to address said urgent
condition, and said message comprises instructions for said user to avoid said urgent
condition.
68. The method of claim 67, wherein said message further comprises instructions routing said
user away from said geographic location of said event.
69. The method of claim 59, wherein said message comprises an identification of said event
and a geographic location of said event.
70. The method of claim 69, further comprising displaying a map indicating said received
geographic location of said event indicated in said message and said identification of said
event.
71. The method of claim 59, wherein said content of said message is further determined
based upon a set of pre-defined rules.
72. The method of claim 59, further comprising:
receiving at said server computer an indication of a change in the status of said event;
and
transmitting to said endpoint device a second notification message indicating said
change in status, the content of said second notification message being determined

based upon said context role and said event context.
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73. The method of claim 59, wherein said transmitting step is performed automatically by
said server computer.
74. The method of claim 59, wherein said transmitting step is performed only after receiving
at said server computer human-provided instructions to perform said transmitting step.
75. The method of claim 59, wherein said current geographic location of said endpoint device
is determined by a positioning system.
76. A method for providing decision support comprising:

at a server computer, associating a context role identifier with a user;

receiving at an endpoint device a predetermined set of tasks assigned to said user;

transmitting to said server computer, at a predetermined frequency, a current
geographic location of said endpoint device while said user performs said assigned set of
tasks;

receiving at said server computer an indication of an event associated with an event
context and a geographic location of said event; and

if said endpoint device is determined to be within a notification threshold distance of
said event based on a comparison of said received current geographic location of said
endpoint device to said geographic location of said event, transmitting a notification message
to said endpoint device, the content of said message being determined based upon said
context role identifier and said event context;

wherein said event indication and a geographic location of said event is received via a

third party data source communicably coupled to said server computer.
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