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(57) Abstract: The present application relates to the technical field of information security. Provided are a method and apparatus for
attacking an elliptic curve digital signature algorithm, and a device and a storage medium. The method comprises: acquiring a first
coordinate point on an elliptic curve; performing a signature operation several times on a message to be signed, and injecting an error
into a random number generated during each signature operation process, so as to obtain a plurality of erroneous random numbers;
according to the plurality of erroneous random numbers and a first preset formula, performing calculation to obtain a plurality of
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second coordinate points on the elliptic curve, and determining a private key of an elliptic curve digital signature algorithm according
to a correct signature value, the first coordinate point and the plurality of second coordinate points. By means of attacking a random
number generated during a signature operation process, coordinate points obtained by means of calculation after the attack are still on
an original elliptic curve, are not easily detected, and thus are not easily defensed; and the whole attack process is simple, and the degree
of difficulty of performing cracking to obtain a private key is reduced, such that a private key of an elliptic curve digital signature
algorithm is quickly and accurately acquired.
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