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(57) Abstract: The invention relates to a method for processing information in an electronic device (1) comprising at least one
processing block (2a) for controlling the operation of the electronic device (1), and a memory (2d, 2e, 2f, 3a, 3b, 3c, 202a, 202D,
203). In the method at least a first private key (SK2) is used for processing information. At least a protected mode and a normal
mode are established in the processing block (2a). Part of the memory (202a, 202b) can be accessed only in said protected mode. At
least said first private key (SK1) is stored in the memory (202a, 202b) that is accessible in said protected mode.
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A method for processing information in an electronic device, a system,
an electronic device and a processing block

The present invention relates to a method for processing encrypted
information in an electronic device according to the preamble of the
appended claim 1. The invention also relates to a system according to
the preamble of the appended claim 7, an electronic device according
to the preamble of the appended claim 13, as well as to a processing
block according to the preamble of the appended claim 15.

With an increase in the data processing properties: of portable devices,
more information can be stored in them, which may also be confidential
or otherwise such information that must not be revealed to an outsider.
The carrying of portable devices will, however, increase the risk that
the portable device is lost or stolen, wherein an attempt must be made
to protect the information stored in it with an encryption method. For
portable devices, it is typically possible to determine a password which
the user must enter in the device when the device is turned on before
the device can be used normally. However, such a protection is
relatively easy to pass, because the passwords that are used are
normally relatively short, typically having a length of less than ten
characters. On the other hand, even if no attempt were made to find
out the password, the information contained in the device can be
accessed for example by transferring the storage medium, such as a
hard disk, into another device. If the information contained in the
storage medium is not in encrypted format, the information stored in
the storage medium can be easily found out.

It is known that information needed by the user or the device can be
encrypted with one key, the encrypted information can be stored in the
memory of the device, and it can be decrypted with another key. In
asymmetric encryption, the key used in encryption is different from the
key used in decryption. Correspondingly, in symmetric encryption, the
key used in encryption is the same as the key used in decryption. In
asymmetric encryption, these keys are normally called a public key and
a private key. The public key is intended for encryption and the private
key is intended for decryption. Although the public key may be
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commonly known, on the basis of the same it is normally not possible
to easily determine the encryption key corresponding to the public key,
wherein it is very difficult for an outsider to find out information
encrypted with this public key. One example of a system based on the
use of such a public key and a private key is the PGP system (Pretty
Good Privacy), in which the user encrypts the information to be
transmitted with the public key of the receiver, and the receiver will
then open the encrypted information with his/her private key. However,
there are considerable drawbacks in the systems of prior art. The key
strings required by sufficiently secure systems are so long that even
their storage in a safe way causes considerable costs. If the key string
is too short, it will be relatively easy to break it up with modern data
processing equipment. In other words, the private key can be defined
on the basis of the content and the public key (known content attack).
This problem is particularly significant in portable data processing and
communicating devices, in which the limited processing capacity also
prevents the use of long keys.

The US patent 6,169,890 discloses a method and device in which, after
the user has been identified, it is possible to use a key stored in a SIM
card for user identification in a communication network. The system is
intended to be used for example in payment transactions, wherein the
user performs payment transactions in his/her terminal which is
arranged to communicate with a terminal of the payment system by
means of the mobile communication network. Thus, the user enters
his/her PIN code in the mobile station, and the user of the mobile
station is identified on the basis of the code. The system comprises a
database in which the mobile phone numbers of the users authorized
to use the system have been stored. Thus, when the user contacts
such a system, it is checked from the database on the basis of the
number of the caller, whether the user is authorized to use the service.
One drawback of such a system is that the PIN code used in the
identification of the user is relatively short, typically four characters
long, wherein it is relatively easy to find it out by means of methods
known at present. When the length of the key is increased, the amount
of memory required in the SIM card for storing the PIN code should be
increased as well, which considerably raises the manufacturing costs
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of the SIM card. On the other hand, the act of storing the private key to
such a memory which can be examined from outside the device, may
present a significant safety risk, because when the device is lost or
when it otherwise ends up in the hands of outsiders, the encrypted
information may be found out on the basis of the encryption key stored
in the device.

One purpose of the present invention is to bring about a method for
processing encrypted information in such a manner that the decryption
of information by analysing the device is not possible in practice. The
invention is based on the idea that the processing block of the
electronic device is set to operate at least in two different operating
modes: a protected mode and a normal mode. The protected mode is
arranged to be such that the information: processed in the protected
mode cannot be examined from outside the processing block. Thus it is
possible to store an encryption key in the memory that can be used in
the protected mode, said encryption key being used for encryption and
decryption of information processed outside the protected mode in
such a manner that this encryption key cannot be found out. More
precisely, the method according to the present invention is primarily
characterized in what will be presented in the characterizing part of the
appended claim 1. The system according to the present invention is
primarily characterized in what will be presented in the characterizing
part of the appended claim 7. The electronic device according to the
present invention is primarily characterized in what will be presented in
the characterizing part of the appended claim13. Further, the
processing block according to the present invention is primarily
characterized in what will be presented in thie characterizing part of the
appended claim 15.

The present invention shows remarkable advantages compared to
solutions of prior art. The analysis of the electronic device according to
the invention in a manner enabling the examination of the protected
mode is, in practice, impossible without breaking the electronic device.
Because the encryption key used in the protected mode is
advantageously device-specific, there is no use of finding out the
encryption key of a broken device. When the method according to the
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invention is applied, it is possible 0 use longer keys, because in the
protected mode it is possible to encrypt and/or decrypt a long
encryption key. The encrypted encryption key can be stored in an
external memory which is more advantageous than a memory used in
the protected mode.

In the following, the invention will be described in more detail with
reference to the appended drawings, in which

Fig. 1 shows an electronic device according to a preferred
embodiment of the invention in a reduced block chart,

Fig. 2 shows the structure of the processing block according to a
preferred embodiment of the invention in a reduced
manner,

Fig. 3 shows the function of the method according to a preferred

embodiment of the invention in a flow chart,

Fig. 4 illustrates the identification of the user in a mobile
communication system in a reduced chart, and

Fig. 5 shows a known principle on forming a digital signature.

The invention can be applied in an electronic device 1, in which it is
possible to process information in at least partly encrypted format.
Such electronic devices 1 include, for example, a mobile
communication device, a computer, such as a personal computer (PC)
or a portable computer, a personal digital assistant device (PDA), MP3
players, CD players, DVD players, video devices, digital TV sets, etc.
The electronic device 1 according to an advantageous embodiment of
the invention, shown in Fig. 1, comprises at least a control block 2,
memory means 3, and a user interface 4 which can advantageously
comprise a display, a keyboard and/or audio means. Furthermore, the
electronic device according to Fig. 1 comprises mobile station means
5. The memory means 3 preferably comprise a read-only memory
ROM and a random access memory RAM. At least a part of the read-
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only memory ROM is an electrically erasable programmable read-only
memory EEPROM, such as a FLASH memory. The read-only memory
ROM is used, for example, for storing program commands of the
processor, for specific fixed setting data, or the like. The electrically
erasable programmable read-only memory EEPROM can be used for
example for storing the encryption key in the encrypted format, as will
be presented below in this description.

Figure 2 shows, in a reduced manner, the siructure of a processing
block 2a of the control block 2 according to an advantageous
embodiment of the invention. The processing block comprises a
processor 201 (CPU, Central Processing Unit), and the program code
controlling the function of the same can be partly stored in the read-
only memory 202a, 202b, which can be a one-time programmable
read-only memory (OTPROM) and/or reprogrammable read-only
memory (for example EEPROM). Part of the boot program is
advantageously stored in such a memory the contents of which cannot
be changed after the program has been stored (OTPROM, ROM). This
is necessary for example in such applications in which booting is
conducted at least in two stages in such a manner that the preceding
stage conducts the verification of the authenticity of the program code
of the next stage before the execution of the program code of the next
stage begins. A first private key SK1 used in connection with the
method according to the invention is also stored in the read-only
memory 202a, 202b, preferably in the one time programmable read-
only memory 202b. The processing block 2a also contains a random
access memory 203 which can be arranged in a manner known as
such as a linear memory space and/or it can contain a random access
memory for implementing the possible register structure of the
processor. The processor 201 is not limited to any particular processor
but it may vary in different applications, wherein the details of the
memories 202a, 202b, 203 can differ from each other in different
applications. The processing block 2a contains a connection block 204,
by means of which the processing block 2a can be connected to the
other functional blocks of the electronic device 1. Via the connection
block 204 for example a control bus 210, a bus 211 and an address
bus 212 of the processor are coupled to the respective external control
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bus 205, data bus 206 and address bus 207 of the processing block
2a. In this advantageous embodiment of the invention, the processing
block 2a and the other functional blocks 2b to 2f of the control block are
presented as discrete blocks. However, it is obvious that at least some
of said other functional blocks 2b to 2f of the control block can be
arranged as a single integrated block in connection with the processing
block 2a in such a manner that they can be used in the protected
mode.

In the following, the operation of the method according to a preferred
embodiment of the invention in the electronic device 1 of Fig. 1 will be
described with reference to the flow chart of Fig. 3. In connection with
the turning on of the electronic device, conventional boot-up operations
known as such are executed (block 301 in Fig. 3). Here, in connection
with the boot-up the processing block 2a is advantageously set to the
normal mode. Thus, the control line 208 of the connection block 204 is
set to a state in which the internal buses 210, 211, 212 of the
processing block 2a are coupled to the external buses 205, 206, 207 of
the processing block 2a. The control line 208 is advantageously also
used for controlling the function of the internal random access memory
203 of the processing block 2a in such a manner that in the normal
mode of the processing block the contents of the random access
memory 203 cannot be read from outside the processing block 2a.

At that stage when it is necessary to process encrypted information,
the following steps are taken in this preferred embodiment of the
invention. It is, for example, assumed that encrypted information has
been received via the mobile station means 5, which information is first
stored in connection with the reception (block 302) in the external
receiving buffer (not shown) of the processing block 2a. The receiving
buffer is established, for example, in the random access memory 2f of
the control block. The storing is conducted in a manner known as such,
for example by means of a storage program formed in the program
code of the processor, advantageously in such a manner that the
processing block 2a reads the information received from the mobile
station means and transfers it to the receiving buffer allocated in the
memory 2f. The received information also contains information thereon



10

15

20

25

30

35

WO 03/015340 PCT/F102/00642

7
that said information or at least part of it is in encrypted format. Thus,
the information indicating the part of the information that is encrypted is
also transmitted to the processing block 2a, wherein on the basis of
this information the processor can conduct the necessary measures to
use the second private key for decryption.

To decrypt the information, the second private key stored in the
reprogrammable read-only memory 3b is advantageously decrypted in
the following manner. The encrypted second private key SK2 is read in
the internal random access memory 203 of the processing block 2a, for
example to a processing buffer 209 (block 303). Thereafter, to shift to
protected mode, the processor 201 of the processing block 201 sets
the control line 208 of the connection block to a state in which there is
no connection from the internal buses 210, 211, 212 of the processing
block 2a to the external buses 205, 206, 207 (block 304). Thus, the
internal function of the processing block 2a cannot be detected by
means of conventional analysing means. In this protected mode the
processor 201 can still read the internal random access memory 203 of
the processing block 2a. Thereafter the processor 201 executes a
program code by means of which the second private key SK2 is
decrypted by means of the first private key SK1 (block 305) stored in
the read-only memory 202a, 202b of the processing block. After the
decryption, the second private key SK2 can be stored (block 306) in
the random access memory, for example in the internal random access
memory 203 of the processing block 2a, or in the random access
memory 2f, 3c outside the processing block.

The decryption of the information to be processed can be conducted by
using the second private key SK2. The processing block is possibly set
to the normal mode by changing the state of the control line 208 of the
connection block (block 307). Thus, it is possible to read the received
encrypted information in the processing buffer 209 formed in the
internal random access memory 203 of the processing block 2a. The
amount of information that can be read in the processing block at time
can vary in different applications and different situations. In some
cases it is possible to read all the encrypted information in the
processing buffer 209, whereafter the read information is decrypted
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(block 308). In the decryption the second private key SK2 is now used,
which second private key SK2 has been decrypted at an earlier stage.

The decryption of the information to be processed can be conducted
either in the protected mode or in the normal mode. First, the function
of the method is described in such a case where the decryption is
conducted in the protected mode of the processing block 2a. Thus, the
program code used in the decryption of information also has to be read
advantageously in the random access memory 203 of the processing
block 203, if it is not stored in the read-only memory 202a, 202b of the
processing block 2a. If the program code used in the decryption is
loaded from outside the processing block 2a, the authenticity of the
program code must be verified before decryption. The processing block
2a is set to the normal mode and stored, encrypted information is read
from the random access memory 2f, 3b in the internal read-only
memory 203 of the processing block. Thereafter the processing block
2a is set to the protected mode, whereafter the processor 201 executes
the program code used in the encryption of information from the
internal memory 202a, 202b, 203. After the decryption the processing
block 2a is set to the normal mode and the decrypted information is
stored outside the processing block 2a in the random access memory
2f, 3c. Thereafter the next possible part of the encrypted information is
subjected to corresponding processes for decryption and storing the
information in the read-only memory 2f, 3c. The above-described
process continues until the processed information has been decrypted.

If the second private key SK2 is in connection with the protected mode
of the processing block 2a stored in such a memory which can be read
in the normal mode of the processing block 2a, it may be possible that
the second private key SK2 can be found out by analysing the device.
This can be prevented in such a manner that before the processing
block 2a is set from the protected mode to the normal mode, the
second private key SK2 in the encrypted format is removed from such
a random access memory which can be accessed in the normal mode.
In practice, this means that the second private key SK2 is always
decrypted when the processing block 2a has been set from the normal
mode to the protected mode, and it is necessary to use this second
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private key SK2 for example for decryption of the encrypted
information. In a corresponding manner, if the first private key SK1 has
been copied from the read-only memory 202a, 202b to such a memory
which can be read in the normal mode of the processing block 2a, the
first private key SK1 is also removed from such a memory before the
processing block 2a is set from the protected mode to the normal
mode.

The internal read-only memory 202a, 202b of the processing block is
relatively expensive when compared to the external read-only memory
2d, 2e, 3a, 3b, and thus the aim is to minimize the size of the internal
read-only memory 202a, 202b. Thus, the code used in the decryption
of the second private key SK2 is advantageously stored either in the
read-only memory 2d, 2e of the control block or in the external read-
only memory 3a, 3b, from which the program code is transferred to the
internal random access memory 203 of the processing block 2a. The
program code used in the decryption of the encrypted information is
also advantageously stored in the read-only memory 202a, 202b of the
processing block, or it is loaded from another read-only memory 2d, 2e,
3a, 3b of the electronic device 1 in the random access memory 203
before decryption. If the program code is loaded from outside the
processing block, the program code verifying the authenticity of the
program code is stored in the read-only memory 201 of the processing
block. In a preferred embodiment of the invention the internal read-only
memory 202a, 202b of the processing block 2a contains primarily the
first private key SK1 stored therein.

In the method according to a second preferred embodiment of the
invention, the decryption is primarily conducted outside the processing
block 2 in the following manner. The processing block 2 decrypts the
second private key SK2 in the protected mode in accordance with the
above-presented principles, and stores this second private key in the
external random access memory 2f, 3c of the processing block 2a in an
unencrypted format. Thereafter, the information is decrypted in the
normal mode of the processing block 2a. After this, the processing
block 2a can be in the normal mode, because the access to the read-
only memory 202, 202b used for storing the first private key SK1 has
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been denied. In this alternative the encrypted information does not
have to be read in the internal random access memory 203 of the
processing block 2a, but the operation can be implemented primarily in
the external memory means 2f, 3c of the processing block 2a. The
second private key SK2 stored in the random access memory 2f, 3¢
disappears from the random access memory 2f, 3c latest when the
operating voltage of the electronic device 1 is switched ofif. Thus, there
is no risk that an outsider could easily find out the second private key
SK2 stored in the electronic device 1.

This second embodiment is advantageous especially in such
applications in which the act of keeping the private keys secret does
not require as high a level of protection as in the first preferred
embodiment. Because in this method according to the second
embodiment the second private key is not always decrypted when the
processing block is set to the protected mode, less processing capacity
is required from the processing block 2a. Thus, the method according
to the second preferred embodiment can be used in such embodiments
in which continuous decryption is necessary, for example in connection
with the processing of an encrypted video signal, and in which the level
of protection according to the second embodiment is sufficient.

Because the first private key SK1 stored in the internal read-only
memory 201 of the processing block 2a is primarily used for decryption
of the second private key SK2, the first private key SK1 can be
relatively short. The invention, however, enables the act of increasing
the length of the second private key SK2 without having to increase the
amount of the internal read-only memory 202a, 202b of the processing
block, that is considerably more expensive than the external memory.
The first private key SK1 used in connection with the invention is
advantageously a symmetric key, but it is obvious that the invention is
not restricted solely to applications of this type. Typically, the minimum
length of symmetric keys is approximately 100 bits and by comparison
therewith, the minimum length of asymmetric keys is approximately ten
times as long, i.e. ca 1000 bits.



10

15

20

25

30

35

WO 03/015340 PCT/F102/00642

11

The description hereinabove presents only one possible way of
implementing the protected mode. It is, however, obvious that in
practice the protected mode can also be implemented with another
method in such a manner that the analysis of the internal function of
the processing block 2a in the protected mode is extremely difficult or
even impossible. Especially the examination of the internal read-only
memory 202a, 202b of the processing block 2a from outside has to be
made as difficult as possible. Furthermore when the solution according
to the invention is used, it is, in practice, impossible to find out the first
private key SK1 without breaking the device. On the other hand, the
internal read-only memory 202a, 202b of the processing block can be
divided into a protected area and an unprotected area, wherein it is
possible to allow access to the unprotected area from outside the
processing block 2a and/or the processor 201 can read the contents of
this unprotected area also in the normal mode. In this case such
information is stored in the protected area which can only be accessed
by the processor 201 in the protected mode. In addition, it is obvious
that the internal random access memory of the processing block 2a
can also be divided into a protected and unprotected area, wherein
there is no access to the protected area from outside the processing
block 2a.

The invention can also be applied by using two or more processors
(not shown) instead of one processor201. Thus, at least one
processor 201 is primarily used in the protected mode, and the other
processors are used in the normal mode. The other processors do not
have an access to read the memory 202a, 202b, 203 used by the
processor operating in the protecited mode. The necessary
communication between the processor 201 of the protected mode and
the other processors can in this embodiment be arranged for example
by means of a dual port memory (not shown) or by determining in the
random access memory 2f, 3c a memory space which can be
processed by the processor of the protected mode and by at least one
normal mode processor.

Hereinabove, an embodiment of the invention was described in which
information was decrypted. In a corresponding manner, the invention
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can be applied for encryption of information to be transmitted and/or
stored to a storage medium by means of the second private key SK2.
In that case as well, the second private key SK2 is decrypted, if it has
not been decrypted already. Thereafter the information can be
encrypted with this second private key SK2 with measures substantially
reverse to the decryption. Also in this situation the decryption can be
performed either inside the processing block 2a by transferring the
information to be encrypted entirely or partly to the internal random
access memory 203 of the processing block 2a to be encrypted
therein, or the encryption is conducted outside the processing block 2a.
After the encryption the encrypted information is, for example,
transmitted to the mobile communication network NW, or it is stored in
a storage medium, such as the random access memory 2f, 3c or
reprogrammable read-only memory 3b.

The invention is suitable to be used also in reliable identification of the
user's electronic device 1, for example in a mobile communication
system according to Fig. 4. Thus, the first private key SK1 stored in the -
internal read-only memory 202a, 202b of the processing block 2a is
used for verifying the electronic device for example with a digital
signature advantageously in the following manner. Advantageously, the
second private key SK2 is stored in an encrypted format in the external
read-only memory 3a, 3b of the processing block 2a. Thus, this second
private key SK2 is decrypted by means of the first private key SK1
stored in the internal read-only memory 202a, 202b of the processing
block 2a, as was presented earlier in this description. Thereafter the
second private key SK2 can be used for example for forming a digital
signature. The mobile station means of the electronic device 1 are
utilized to communicate with a mobile services switching centre MSC in
a way known as such via a base station system BSS. At the connection
set-up stage identification information is established in the electronic
device, for example from the device identity DID, and possibly from the
international mobile equipment identity (IMEI). The identification
information can be verified with a digital signature. The device identity
DID is advantageously stored in the internal one time programmable
read-only memory 202b of the processing block 2a. Thus, the
processing block 2a is set to a protected mode and the device identity
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DID is read in the random access memory 203. Thereafter a hash
value is calculated from the device identity DID and possible other
identification information for example by means of a hash function. The
hash value is signed in a manner known as such by using the second
private key SK2. Thereafter the processing block 2a is set to the
normal mode and the identification information and the digital signature
are transferred to the external random access memory 2f, 3¢ of the
processing block. Now the identification data and the digital signature
can be transmitted to the mobile communication network for the
identification of the users electronic device 1. The mobile
communication network, for example a home location register HLR,
contains information on the international mobile equipment identity
IMEI and the public key PK corresponding to the second private key
SK2 used in signing the identification information of the electronic
device 1, by means of which public key it is possible to verify the
authenticity of the digital signature. Thus, it is possible to rely on the
identification data formed by means of the method according to the
invention.

It is obvious that, for different uses, it is possible to store more than one
private key SK1 in the read-only memory 202a, 202b of the processing
block 2a. On the other hand, one private key SK1 stored in the read-
only memory 202a, 202b of the processing block 2a can be used for
encrypting several keys SK2 needed in the operation of the electronic
device. Furthermore, the first private key SK1 can also be used for
decryption of the device identity DID, if the device identity DID is not
stored in the protected internal read-only memory 202a, 202b of the
processing block 2a. Such keys and/or device identity can thus be
stored in encrypted format in the external memory means 2d, 2e, 3 of
the processing block 2a, wherein when such keys and/or device
identity is used, decryption is performed according to the invention by
means of the first private key SK1, as was already disclosed earlier in
this description.

In encryption and decryption it is possible to use the same keys
(symmetric encryption), or the keys can be different (asymmetric
decryption), wherein the term public key and private key are generally
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used for the keys. The public key is intended for encryption and the
corresponding private key is intended for decryption. There are a
number of known encryption methods which can be applied in
connection with the present invention. Symmetric encryption methods
to be mentioned in this context include Data Encryption Standard
(DES), Advanced Encryption Standard (AES), and Rivest's Cipher 2
(RC2). An asymmetric encryption method is Rivest, Shamir, Adleman
(RSA). Also so-called hybrid systems have been developed, employing
both asymmetric encryption and symmetric encryption. In such
systems, asymmetric encryption is normally used when the encryption
key to be used in symmetric encryption is transmitted to the receiver,
wherein the symmetric encryption key is used in the encryption of
actual information.

For the transmission of public keys to be used in asymmetric
encryption, a system has been developed which is called Public Key
Infrastructure (PKI). This system comprises servers in which the public
keys are stored and from which a user needing a key can retrieve the
key. Such a system is particularly applicable for use by companies,
wherein the company itself does not need to transmit its public key to
anyone who wishes to transmit information to the company in an
encrypted format.

For digital signatures, several systems have been developed, such as
the RSA, DSA (Digital Signatures Algorithm), and ECC (Elliptic Curve
Cryptography). These systems use algorithms which compress the
information to be signed, including SHA-1 (Secure Hash Algorithm) and
MD5 (Message Digest 5) to be mentioned in this context. Figure 6
shows the forming of a digital signature in a principle view. After this,
data 501 to be signed is transmitted to a block executing a hash
function. After this, the hash data formed by the hash function is
signed 503 with a private key SK. The signature 504 is connected to
the data 501 to be signed. At the stage of verifying the signed data, the
data confirmed with the signature is led to a block 505 performing the
hash function, for producing hash data506. The signature is
verified 507 by using a public key PK corresponding to the signatory’s
private key, after which the hash data 506 is compared 508 with the
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data formed in the verification 507 of the signature. If the data maich,
the signed data can be relied on with a high probability.

At the stage of manufacture of the electronic device 1 according to the
invention, and/or at the stage of updating the software, the required
confirmation data and programs are formed in the memory 2d, 2e, 3a,
3b preferably in the following way. The program codes required in the
verifications are stored in the control block 2, including a boot program,
a program for computing the digital signature, and encryption and
decryption algorithm/algorithms. The manufacturer stores the first
private key SK1 and possibly also the device identity DID in the read-
only memory 202a, 202b of the processing block. At the stage of
assembling the components (block 302), also the control block 2 is
installed in the circuit card of the electronic device 1 (not shown). The
manufacturer stores the other possible application programs for
example in the programmable memory 3b and/or in the one time
programmable memory 3a. After this, the electronic device 1 can be
delivered to a dealer or a service provider, such as a mobile telephone
operator.

Although it has been disclosed above that the first private key SK1 is
stored in the read-only memory 202a, 202b of the protected mode, it is
obvious that instead of the same it is possible to store other information
in the read-only memory, on the basis of which the first private key SK1
can be established again. One such alternative is the storing of a seed
number, wherein a program is established in the program code of the
processor 201 to generate a first private key SK1 on the basis of this
seed number.

It is obvious that the present invention is not limited solely to the above-
presented embodiments, but it can be modified within the scope of the
appended claims.
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Claims:

1. A method for processing information in an electronic device (1)
which comprises at least one processing block (2) for controlling the
operation of an electronic device (1) and memory (2d, 2e, 2f, 3a, 3b,
3¢, 202a, 202b, 203), and in which method at least a first private key
(SK1) is used for processing the information, characterized in that at
least protected mode and normal mode are established in the
processing block (2a), that part of the memory (202a, 202b) is
accessible only in said protected mode, and that information of at least
said first private key (SK1) is stored in the memory (202a, 202b) that is
accessible in said protected mode.

2. The method according to claim 1, characterized in that in said
protected mode the transfer of information from the processing block
(2a) is prevented to prevent the determination of the internal function of
the processing block (2a).

3. The method according to claim 1 or 2, characterized in that at least
one second private key (SK2) is established in the electronic device
(1), said second private key being encrypted with said first private key
(SK1) and stored in encrypted format in the memory (2d, 2e, 2f, 3a, 3Db,
3c) that is accessible in an unprotected mode of the electronic device,
wherein the second private key (SK2) can be decrypted with said first
private key (SK1).

4. The method according to claim 2 or 3, characterized in that the
electronic device (1) receives encrypted information, wherein to decrypt
the encrypted information, said second private key (SK2) is decrypted
with said first private key (SK1), and the information is decrypted with
said decrypted second private key (SK2).

5. The method according to any of the claims 1 to 4, characterized in
that when said first key (SK1) is used, the processing block (2a) is set
in said protected mode.
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6. The method according to any of the claims 1 to 5, characterized in

that in the method an electronic device (1) is authenticated, which

electronic device contains at least a device identity (DID) stored
therein, and at least one second private key (SK2) which is encrypted
with said first private key (SK1) which entails at least one public key

(PK) wherein at least the following steps are taken in the

authentication:

- decryption of said second private key (SK2),

- forming a digital signature on the basis of said device identity
(DID) to verify the authenticity of the device identity, in which
said second private key (SK2) is used, and

- verifying said digital signature with said public key (PK) to
identify the electronic device (1).

7. A system for processing information in an electronic device (1) which
comprises at least one processing block (2) for controlling the
operation of an electronic device (1) and memory (2d, 2e, 2f, 3a, 3b,
3¢, 202a, 202b, 203), and which system contains means for using at
least a first private key (SK1) for processing information, characterized
in that at least a protected mode and a normal mode are established in
the processing block (2a), that the processing block (2a) comprises
means (204, 208) for accessing part of the memory (202a, 202b) only
in said protected mode, and that information of at least said first private
key (SK1) is stored in the memory (202a, 202b) that is acessible in said
protected mode.

8. The system according to claim 7, characterized in that the
processing block (2a) comprises means (204, 208) for preventing the
transfer of information from outside the processing block (2a) in said
protected mode, wherein the determination of the internal function of
the processing block (2a) is prevented in the protected mode.

9. The system according to claim 7 or 8, characterized in that at least
one second private key (SK2) is established in the electronic device
(1), said second private key being encrypted with said first private key
(SK1) and stored in encrypted format in the memory (2d, 2e, 2f, 3a, 3b,
3c) that is acessible in the unprotected mode of the electronic device,
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wherein the system comprises means (201) for decrypting said second
private key (SK2) with said first private key (SK1).

10. The system according to claim 8 or 9, characterized in that the
electronic device (1) comprises means (9) for receiving encrypted
information, means (201) for decrypting said second private key (SK2)
with said first private key (SK1), and means (201) for decrypting the
encrypted information with said second decrypted private key (SK2).

11. The system according to any of the claims 7 to 10, characterized
in that it comprises means (201, 204, 208) for setting the processing
block (2a) in said protected mode when said first key (SK1) is used.

12. The system according to any of the claims 7 to 11, characterized
in that it comprises means (BSS, MSC, HLR) for authenticating an
electronic device (1), which electronic device (1) contains the at least
one device identity (DID) stored therein and at least one second private
key (SK2) which are encrypted with said first private key (SK1) that
entails at least one public key (PK), wherein the system comprises
means (201) for decrypting said device identity (DID) and said second
private key (SK2), means (201, SK2) for forming a digital signature on
the basis of said device identity (DID) to verify the authenticity of the
device identity (DID) by using said second private key (SK2), and
means (MSC, HLR, DID) for verifying said digital signature with said
public key (PK) to authenticate the electronic device (1).

13. An electronic device (1) that comprises means for processing
information, at least one processing block (2) for controlling the
operation of an electronic device (1) and a memory (2d, 2e, 2f, 3a, 3D,
3¢, 202a, 202b, 203), and means (2a) for using at least a first private
key (SK1) for processing information, characterized in that at least a
protected mode and a normal mode are established in the processing
block (2a), that the processing block (2a) comprises means (204, 208)
for accessing part of the memory (202a, 202b) only in said protected
mode, and that information of at least said first private key (SK1) is
stored in the memory (202a, 202b) that is accessible in said protected
mode.
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14. The electronic device according to claim 13, characterized in that
at least a part of the memory (202a, 202b) used in said protected mode
is a one time programmable read-only memory (202b).

15. A processing block (2a) that comprises at least one processor
(201), memory (2d, 2e, 2f, 3a, 3b, 3c, 202, 203), and means (201,
202a, 202b, 203) for using at least a first private key (SK1) for
processing information, characterized in that at least a protected
mode and normal mode are established in the processing block (2a),
that the processing block (2a) comprises means (204, 208) for
accessing part of the memory (202a, 202b) only in said protected
mode, and that information at least on said first private key (SK1) is
stored in the memory (202a, 202b) that is accessible in said protected
mode.
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