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NON-UNIFIED CODE AND DATA DECODING TO PROVIDE EXECUTE-ONLY MEMORY

TECHNICAL FIELD

[0001] This disclosure relates in general to the field of computer security, and more

particularly, to providing execute-only memory.

BACKGROUND

[0002] Computer systems utilize computer memory to store data and code
associated with system software executing on the computer system. The contents of the

computer memory can be read, written, or executed by the computer system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] The present disclosure is best understood from the following detailed
description when read with the accompanying figures. It is emphasized that, in accordance
with the standard practice in the industry, various features are not necessarily drawn to scale,
and are used for illustration purposes only. Where a scale is shown, explicitly or implicitly, it
provides only one illustrative example. In other embodiments, the dimensions of the various
features may be arbitrarily increased or reduced for clarity of discussion.

[0004] FIGURE 1 illustrates an example embodiment of a computing device for
providing an execute-only memory environment.

[0005] FIGURE 2 illustrates memory read transactions in an example embodiment of
an execute-only memory environment.

[0006] FIGURE 3 illustrates aspects of memory in an example embodiment of an
execute-only memory environment.

[0007] FIGURE 4 illustrates aspects of an example embodiment of an execute-only
memory environment.

[0008] FIGURE 5 illustrates an example embodiment of a method for providing
execute-only memory using non-unified code and data decoding.

[0009] FIGURE 6 illustrates an example embodiment of a method for providing

execute-only memory using non-unified code and data decoding with a cache.
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DETAILED DESCRIPTION OF EXAMPLE EMBODIMENTS

[0010] FIGURE 1 illustrates an example embodiment of a computing device 100 for
providing an execute-only memory environment, for example, using non-unified code and
data decoding. Computing device 100 may be any suitable computing device. In various
embodiments, a “computing device” may be or comprise, by way of non-limiting example, a
computer, workstation, server, mainframe, virtual machine (whether emulated or on a “bare-
metal” hypervisor), embedded computer, embedded controller, embedded sensor, personal
digital assistant, laptop computer, cellular telephone, IP telephone, smart phone, tablet
computer, convertible tablet computer, computing appliance, network appliance, receiver,
wearable computer, handheld calculator, or any other electronic, microelectronic, or
microelectromechanical device for processing and communicating data.

[0011] Computing device 100 includes a processor 110 with a cache 112, which is
connected to a system agent 114 for accessing memory 120 and other components of
computing device 100. Computing device 100 may be managed by system software such as
operating system 122. Operating system 122 may include any suitable operating system,
such as Microsoft Windows, Linux, any UNIX-like or UNIX-based variant, Mac OS X, Apple iOS,
Android, or other suitable operating system.

[0012] Memory 120 includes system software such as operating system 122, at least
software portions of a trusted execution framework 124, and one or more regions of execute-
only memory 130. System agent 114, which manages communications between processor
110 and other components of computing device 100, includes security agent 116 to securely
configure and manage execute-only memory 130.

[0013] Other components of computing device 100 include a storage 150, network
interface 160, and peripheral interface 140. This architecture is provided by way of example
only, and is intended to be non-exclusive and non-limiting. Furthermore, the various parts
disclosed are intended to be logical divisions only, and need not necessarily represent
physically separate hardware and/or software components. Certain computing devices
provide memory 120 and storage 150, for example, in a single physical memory device, and in
other cases, memory 120 and/or storage 150 are functionally distributed across many
physical devices. In the case of virtual machines or hypervisors, all or part of a function may

be provided in the form of software or firmware running over a virtualization layer to provide
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the disclosed logical function. In other examples, a device such as a network interface 160
may provide only the minimum hardware interfaces necessary to perform its logical
operation, and may rely on a software driver to provide additional necessary logic. Thus,
each logical block disclosed herein is broadly intended to include one or more logic elements
configured and operable for providing the disclosed logical operation of that block. As used
throughout this specification, “logic elements” may include hardware, external hardware
(digital, analog, or mixed-signal), software, reciprocating software, services, drivers,
interfaces, components, modules, algorithms, sensors, components, firmware, microcode,
programmable logic, or objects that can coordinate to achieve a logical operation.

[0014] In one example, processor 110 may be communicatively coupled to memory
120 via system agent 114 and/or memory bus 170-2, which may be for example a direct
memory access (DMA) bus by way of example, though other memory architectures are
possible, including ones in which memory 120 communicates with processor 110 via system
bus 170-1 or some other bus. Processor 110 may be communicatively coupled to other
devices via system agent 114 and/or system bus 170-1. As used throughout this specification,
a “bus” includes any wired or wireless interconnection line, network, connection, bundle,
single bus, multiple buses, crossbar network, single-stage network, multistage network or
other conduction medium operable to carry data, signals, or power between parts of a
computing device, or between computing devices. It should be noted that these uses are
disclosed by way of non-limiting example only, and that some embodiments may omit one or
more of the foregoing buses, while others may employ additional or different buses.

[0015] In various examples, a “processor” may include any combination of logic
elements operable to execute instructions, whether loaded from memory, or implemented
directly in hardware, including by way of non-limiting example a microprocessor, digital signal
processor, field-programmable gate array, graphics processing unit, programmable logic
array, application-specific integrated circuit, or virtual machine processor. In certain
architectures, a multi-core processor may be provided, in which case processor 110 may be
treated as only one core of a multi-core processor, or may be treated as the entire multi-core
processor, as appropriate. In some embodiments, one or more co-processor may also be

provided for specialized or support functions.
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[0016] For simplicity, memory 120 is illustrated as a single logical block, but a
physical embodiment may include one or more blocks of any suitable volatile or non-volatile
memory technology or technologies, including for example DDR RAM, SRAM, DRAM, cache,
L1 or L2 memory, on-chip memory, registers, flash, ROM, one-time programmable (OTP)
memory, optical media, virtual memory regions, magnetic or tape memory, or similar. In
certain embodiments, memory 120 may comprise a relatively low-latency volatile or non-
volatile main memory, while storage 150 may comprise a relatively higher-latency non-
volatile memory. However, memory 120 and storage 150 need not be physically separate
devices, and in some examples may represent simply a logical separation of function. It
should also be noted that although DMA is disclosed by way of non-limiting example, DMA is
not the only protocol consistent with this specification, and that other memory architectures
are available.

[0017] Processor 110 may also include, or may be coupled to, cache 112. Processor
110 may use cache 112 to provide low-latency access to information retrieved from memory
120. For example, cache 112 may provide faster memory access than provided by memory
120. Accordingly, processor 110 may use cache 112 to store information retrieved from
memory 120 to allow faster access to that information. In some embodiments, cache 112
may be implemented as a hierarchy of caches, such as a level 1 cache (L1), level 2 cache (L2),
level 3 cache (L3), mid-level cache (MLC), last level cache (LLC), and/or combinations thereof.

[0018] Storage 150 may be any species of memory 120, or may be a separate device.
Storage 150 may include one or more non-transitory computer-readable mediums, including
by way of non-limiting example, a hard drive, solid-state drive, external storage, redundant
array of independent disks (RAID), network-attached storage, optical storage, tape drive,
backup system, cloud storage, or any combination of the foregoing. Storage 150 may be, or
may include therein, a database or databases or data stored in other configurations, and may
include a stored copy of system software such as operating system 122 and software portions
of trusted execution framework 124. Many other configurations are also possible, and are
intended to be encompassed within the broad scope of this specification.

[0019] Network interface 160 may be provided to communicatively couple
computing device 100 to a wired or wireless network. A “network,” as used throughout this

specification, may include any communicative platform operable to exchange data or
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information within or between computing devices, including by way of non-limiting example,
an ad-hoc local network, an internet architecture providing computing devices with the ability
to electronically interact, a plain old telephone system (POTS), which computing devices could
use to perform transactions in which they may be assisted by human operators or in which
they may manually key data into a telephone or other suitable electronic equipment, any
packet data network (PDN) offering a communications interface or exchange between any
two nodes in a system, or any local area network (LAN), metropolitan area network (MAN),
wide area network (WAN), wireless local area network (WLAN), virtual private network (VPN),
intranet, or any other appropriate architecture or system that facilitates communications in a
network or telephonic environment.

[0020] Peripheral interface 140 may be configured to interface with any auxiliary
device that connects to computing device 100 but that is not necessarily a part of the core
architecture of computing device 100. A peripheral may be operable to provide extended
functionality to computing device 100, and may or may not be wholly dependent on
computing device 100. In some cases, a peripheral may be a computing device in its own
right. Peripherals may include input and output devices such as displays, terminals, printers,
keyboards, mice, modems, data ports (e.g., serial, parallel, USB, Firewire, or similar), network
controllers, optical media, external storage, sensors, transducers, actuators, controllers, data
acquisition buses, cameras, microphones, speakers, or external storage by way of non-limiting
example.

[0021] In one example, peripherals include display adapter 142, audio driver 144,
and input/output (I/O) driver 146. Display adapter 142 may be configured to provide a
human-readable visual output, such as a command-line interface (CLI) or graphical desktop
such as Microsoft Windows, Apple OSX desktop, or a Unix/Linux X Window System-based
desktop. Display adapter 142 may provide output in any suitable format, such as a coaxial
output, composite video, component video, VGA, or digital outputs such as DVI or HDMI, by
way of non-limiting examples. In some examples, display adapter 142 may include a
hardware graphics card, which may have its own memory and its own graphics processing
unit (GPU). Audio driver 144 may provide an interface for audible sounds, and may include in

some examples a hardware sound card. Sound output may be provided in analog (such as a
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3.5mm stereo jack), component (“RCA”) stereo, or in a digital audio format such as S/PDIF,
AES3, AES47, HDMI, USB, Bluetooth or Wi-Fi audio, by way of non-limiting examples.

[0022] Trusted execution framework (TEF) 124, in one example, is operable to
provide a trusted environment to securely load and/or execute code and associated data.
TEF 124 may include any suitable combination of hardware, software, and/or encoded logic
for performing the functionality described herein for TEF 124. In one example, TEF 124 may
include executable instructions and/or logic stored on a non-transitory computer-readable
medium operable to instruct a processor or other electronic device to provide a trusted
execution environment. In some cases, TEF 124 may additionally or alternatively include a
special integrated circuit designed to fully or partially implement functionality of TEF 124.

[0023] TEF 124 may be used, for example, to attest to the authenticity of a platform
or module, such as firmware, BIOS, and/or operating system 122. Attestation functionality of
TEF 124 may be performed at any appropriate time, such as upon booting computing device
100 or upon a command from operating system 122. In some embodiments, TEF 124 may
use microcode or an authenticated code module (ACM) to perform secure loading and
attestation functionality.

[0024] In some cases, TEF 124 may run as a “daemon” process. A “daemon” may
include any program or series of executable instructions, whether implemented in hardware,
software, firmware, or any combination thereof that runs as a background process, a
terminate-and-stay-resident program, a service, system extension, control panel, bootup
procedure, BIOS subroutine, or any similar program that operates without direct user
interaction. In certain embodiments, daemon processes may run with elevated privileges in a
“driver space” associated with ring 0, 1, or 2 in a protection ring architecture. It should also
be noted that TEF 124 may also include other hardware and software, including configuration
files, registry entries, and interactive or user-mode software by way of non-limiting example.

[0025] System agent 114 may manage communication between processor 110 and
other components of computing device 100. In various examples, system agent 114 may
include any combination of logic elements configured to perform functionality of system
agent 114 described herein, whether loaded from memory or other non-transitory computer
readable medium, or implemented directly in hardware, including by way of non-limiting

examples a microprocessor, digital signal processor, field-programmable gate array, graphics
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processing unit, programmable logic array, application-specific integrated circuit, or virtual
machine processor. System agent 114 may be integrated with processor 110, or alternatively,
system agent 114 may be implemented on a separate chip connected to processor 110. In
some embodiments, system agent 114 may facilitate high-performance computing tasks. For
example, system agent 114 may include a memory controller to provide an interface between
processor 110 and memory 120. System agent 114 may also provide a bridge between
processor 110 and other components of computing device 100, for example, using a direct
media interface (DMI) and/or PCI-Express bridge. System agent 114 may also include security
agent 116 to provide security functionality, including management of execute-only memory
130.

[0026] In some embodiments, security agent 116 may securely configure and
manage execute-only memory 130, for example, to prevent code and embedded confidential
information from being read from execute-only memory 130 for any purpose other than code
execution. Security agent 116 may be any suitable combination of hardware, software,
and/or encoded logic capable of performing the functionality described herein for security
agent 116. In some embodiments, functionality of security agent 116 may be implemented
by system agent 114, processor 110, a separate component connected to system agent 114
and/or processor 110, and/or a combination thereof.

[0027] In some embodiments, security agent 116 may designate one or more
regions of memory 120 as execute-only memory 130. Execute-only memory 130 can only be
accessed to retrieve code for execution. Execute-only memory 130 may be used, for
example, to store protected information, such as firmware, any secrets or keys embedded in
the firmware, and/or any other confidential code, logic, or associated information. Storing
protected information, such as code and/or embedded confidential information, in execute-
only memory 130 may prevent the protected information from being read or retrieved from
memory for any purpose other than code execution. In this manner, confidential and/or
proprietary intellectual property stored on execute-only memory 130 may be protected from
access and/or reverse engineering by users of computing device 100.

[0028] In some embodiments, system software such as operating system 122 may
separately be capable of designating one or more regions of memory 120 as execute-only

memory. For example, operating system 122 may be capable of using page tables associated
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with a virtual memory system to designate certain regions of memory 120 as execute-only.
Designations of execute-only memory by system software, however, can be controlled by the
system software and/or users of the software. Accordingly, execute-only protection
implemented by system software, such as operating system 122, cannot be used to protect
confidential and/or proprietary intellectual property, because the system software or user of
computing device 100 could remove the execute-only designation from the regions of
memory 120 that are used to store the confidential and/or proprietary intellectual property.
By contrast, the execute-only protection provided by security agent 116 exists independent
of, and thus cannot be modified by, operating system 122 or other system software or
components of computing device 100. Thus, system software such as operating system 122
cannot modify the designation of execute-only memory 130 by security agent 116.

[0029] In some embodiments, protected information (e.g., firmware) may be stored
in a non-volatile memory component of memory 120, such as read-only memory (ROM),
embedded flash memory, and/or one-time programmable (OTP) memory, which may be
designated as execute-only memory 130 by security agent 116. In addition, or alternatively,
protected information may be loaded into a volatile memory component of memory 120,
such as one or more regions of random access memory (RAM), which may be designated as
execute-only memory 130 by security agent 116. In some embodiments, the protected
information may be securely loaded into memory 120 by a trusted entity, such as trusted
execution framework (TEF) 124, an authenticated code module (ACM), and/or microcode.
For example, security agent 116 may designate certain regions of RAM in memory 120 as
execute-only memory 130, and TEF 124 may be used to securely load protected information,
such as an encrypted firmware image, into the execute-only memory 130.

[0030] FIGURE 2 illustrates memory read transactions 290 in an example
embodiment of an execute-only memory environment 200. Execute-only memory
environment 200 may be implemented by a computing device, for example, to provide
execute-only memory 230 using non-unified code and data decoding. Execute-only memory
environment 200 may be implemented by any suitable computing device, such as computing
device 100 from FIGURE 1. In the illustrated embodiment, execute-only memory
environment 200 includes processor 210, security agent 216, and memory 220. In some

embodiments, processor 210 may be similar to processor 110 of FIGURE 1; security agent 216
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may be similar to security agent 116 of FIGURE 1; and memory 220 may be similar to memory
120 of FIGURE 1.

[0031] In the illustrated embodiment, memory 220 is used store code 280 and data
282. Code 280 may include, for example, executable logic and/or instructions associated with
a software component, such as firmware, an operating system, or an application. Data 282
may include, for example, any other type of information that is stored on memory 220
besides code 280, such as operating system data, application data, documents, user data,
passwords, keys, etc.

[0032] Memory 220 includes a region of execute-only memory 230. In some
embodiments, execute-only memory 230 may be similar to execute-only memory 130 from
FIGURE 1. Execute-only memory 230 may store code 280 associated with confidential and/or
proprietary intellectual property, such as firmware. Code 280 stored in execute-only memory
230, and any embedded confidential information in that code 280 (e.g., keys), is protected
from being read from execute-only memory 230 for any purpose other than code execution.
In this manner, confidential and/or proprietary intellectual property stored as code 280 in
execute-only memory 230 may be protected from access and/or reverse engineering by users
of a computing device that makes use of the intellectual property. Similarly, any confidential
information embedded in that code 280 (e.g., keys) is also protected from access by users of
the computing device.

[0033] Processor 210 may be operable to execute software, such as firmware, an
operating system, or an application. During execution, processor 210 may read and write
information to and from memory 220. Processor 210 may read memory 220 for the purpose
of either retrieving code 280 for execution or retrieving data 282 that is needed during
execution of code 280. For example, processor 210 may execute software by reading the
associated code 280 from memory 220 and executing instructions that are contained in that
code 280. The instructions executed by processor 210 may in turn require data 282 to be
read from or written to memory 220. For example, code 280 for an operating system may
include instructions for authenticating a user. When the operating system needs to
authenticate a user, processor 210 may access memory 220 to retrieve the code 280 that
contains the instructions for authenticating a user. The instructions for authenticating the

user may require the user’s account information to be retrieved from memory 220, so
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processor 210 may then access memory 220 to retrieve data 282 corresponding to the user’s
account information.

[0034] Thus, processor 210 may read memory 220 for the purpose of either
retrieving code 280 for execution or retrieving data 282 that is needed during execution of
code 280. In some embodiments, processor 210 may use different types of memory read
requests for reading code 280 versus data 282. For example, processor 210 may use code
read requests 290 to read code 280 from memory 220 for execution, and data read requests
292 to read the contents of data 282 stored in memory 220. Software executing on processor
210, however, could instruct processor 210 to perform a data read request 292-2 at a
memory address that actually contains code 280. This could allow a user to access software
code 280 for reverse engineering. In some embodiments, however, code 280 stored in
execute-only memory 230 cannot be read by a data read request 292-1. Rather, code 280
stored in execute-only memory 230 can only be read with a code read request 290-2 for
purposes of executing the code 282. In this manner, code 280 stored in execute-only
memory 230 can be executed, but it cannot otherwise be read or accessed by a user.

[0035] In some embodiments, security agent 216 may be used to manage
designation and protection of execute-only memory 230. Security agent 216 may be
independent from system software (e.g., an operating system) to prevent the system
software from circumventing the protection of execute-only memory 230. In this manner,
system software cannot modify the designation of execute-only memory 230 by security
agent 216, nor can system software circumvent the protection of execute-only memory 230
that is provided by security agent 216. In some embodiments, security agent 216 may be
implemented by a system agent, such as system agent 114 of FIGURE 1.

[0036] Security agent 216 may protect execute-only memory 230 by managing
requests from processor 210 to read memory 220, such as code read requests 290 and data
read requests 292. In the illustrated embodiment, processor 210 submits code read request
290-1 to read code 280 for execution from memory 220. Security agent 216 allows code read
request 290-1 and returns the requested code 280 to processor 210 for execution. Processor
210 also submits code read request 290-2 to read code 280 for execution from execute-only
memory 230. Security agent 216 allows code read request 290-2 and returns the requested

code 280 to processor 210 for execution. Processor 210 also submits data read request 292-1
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to read code 280 from execute-only memory 230. Security agent 216 aborts data read
request 292-1 since code 280 cannot be read from execute-only memory 230 using a data
read request 292-1. In some embodiments, security agent 216 may respond to data read
request 292-1 by returning a fixed pattern of data to indicate that the data read request has
been aborted. Processor 210 also submits data read request 292-2 to read code 280 from
memory 220. Security agent 216 allows data read request 292-2 since code 280 can be read
from memory 220 using a data read request 292-1 as long as that code 280 is not stored in
execute-only memory 230. Accordingly, security agent 216 returns the requested code 280
to processor 210. Finally, processor 210 submits data read request 292-3 to read data 282
from memory 220. Security agent 216 allows data read request 292-3 and returns the
requested data 282 to processor 210.

[0037] FIGURE 3 illustrates aspects of memory 320 in an example embodiment of an
execute-only memory environment 300. Execute-only memory environment 300 may be
implemented by a computing device, for example, to provide execute-only memory 330 using
non-unified code and data decoding. Execute-only memory environment 300 may be
implemented by any suitable computing device, such as computing device 100 from FIGURE
1. In the illustrated embodiment, execute-only memory environment 300 includes memory
320. In some embodiments, memory 320 may be similar to memory 120 of FIGURE 1. In the
illustrated embodiment, memory 320 includes trusted execution framework (TEF) 324,
operating system 322, and execute-only memory 330. In some embodiments, TEF 324 may
be similar to TEF 124 from FIGURE 1; operating system 322 may be similar to operating
system 122 from FIGURE 1; and execute-only memory 330 may be similar to execute-only
memory 130 from FIGURE 1.

[0038] In the illustrated embodiment, execute-only memory 330 is used to store
firmware 332. Firmware 332 may be, for example, software used to manage components of a
computing device. Firmware 332 may include a collection of processor instructions 334. In
some embodiments, instructions 334 of firmware 332 may further include embedded secrets
or keys 336, such as device attestation keys, passwords, etc. For example, the keys 336 may
be embedded as constant values in instructions 334 of firmware 332. In this manner, keys
336 are embedded in the code of firmware 332 rather than in data separate from the code of

firmware 332.
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[0039] In some cases, the developer of firmware 332 may seek to protect the
contents of firmware 332, for example, by preventing firmware 332 from being accessed by a
user seeking to reverse engineer and/or extract keys 336 from firmware 332. Accordingly,
firmware 332 is stored in execute-only memory 330 to provide that protection. In some
embodiments, execute-only memory 330 can only be read using code read requests for
purposes of retrieving code for execution, while any data read requests for execute-only
memory 330 are not allowed and will be aborted. For example, a security agent may be used
to prevent execute-only memory 330 from being read for any purpose other than code
execution, as described with respect to security agent 116 of FIGURE 1 and security agent 216
of FIGURE 2.

[0040] Trusted execution framework (TEF) 324 may be operable to provide a trusted
environment to securely load and/or execute code. For example, in some embodiments,
protected information such as firmware 332 may be securely loaded into execute-only
memory 330 by a trusted entity, such as TEF 324. In the illustrated embodiment, TEF 324
includes authenticated code module (ACM) 326 and microcode 328. ACM 326 may be, for
example, a digitally signed code module whose signature and integrity can be validated
before being executed. In some embodiments, TEF 324 may use ACM 326 and/or microcode
328 to securely load protected information such as firmware 332 into execute-only memory
330. In some embodiments, TEF 324 may also use ACM 326 and/or microcode 328 to
designate a region of memory 320 as execute-only memory 330 before loading protected
information such as firmware 332.

[0041] FIGURE 4 illustrates aspects of an example embodiment of an execute-only
memory environment 400. Execute-only memory environment 400 may be implemented by
a computing device, for example, to provide execute-only memory 430 using non-unified
code and data decoding. Execute-only memory environment 400 may be implemented by
any suitable computing device, such as computing device 100 from FIGURE 1. In the
illustrated embodiment, execute-only memory environment 400 includes processor 410,
cache 412, security agent 416, and memory 420. In some embodiments, processor 410 may
be similar to processor 110 of FIGURE 1; cache 412 may be similar to cache 112 of FIGURE 1;
security agent 416 may be similar to security agent 116 of FIGURE 1; and memory 420 may be
similar to memory 120 of FIGURE 1.
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[0042] Memory 420 includes a region of execute-only memory 430. In some
embodiments, execute-only memory 430 may be similar to execute-only memory 130 from
FIGURE 1. Execute-only memory 430 may store code associated with confidential and/or
proprietary intellectual property, such as firmware. Code stored in execute-only memory
430, and any embedded confidential information in that code (e.g., keys), is protected from
being read from execute-only memory 430 for any purpose other than code execution. In this
manner, confidential and/or proprietary intellectual property stored as code in execute-only
memory 430 may be protected from access and/or reverse engineering by users of a
computing device that makes use of the intellectual property. Similarly, any confidential
information embedded in that code (e.g., keys) is also protected from access by users of the
computing device. In the illustrated embodiment, memory 420 includes memory addresses 0
— 15, and execute-only memory 430 is designated as memory address 8 — 13 of memory 420.

[0043] Security agent 416 may be used to manage designation and protection of
execute-only memory 430, for example, as described with respect to security agent 116 of
FIGURE 1 and security agent 216 of FIGURE 2. Security agent 416 may first designate one or
more regions of memory 420 as execute-only memory 430. Security agent 416 may only
allow execute-only memory 430 to be read by processor 410 using code read requests for
purposes of retrieving code for execution, while security agent 416 may abort any data read
requests from processor 410 for execute-only memory 430. In some embodiments, security
agent 416 may be independent from any system software being executed by processor 410
(e.g., an operating system) to prevent the system software from circumventing the protection
of execute-only memory 430. In this manner, system software cannot modify the designation
of execute-only memory 430 nor circumvent the protection of execute-only memory 430 that
is provided by security agent 416.

[0044] In the illustrated embodiment, security agent 416 includes execute-only (XO)
range register 418. XO range register 418 may be any suitable mechanism operable to
identify regions of memory 420 that are designated as execute-only memory 430. In some
embodiments, XO range register 418 may be a memory type range register (MTRR) or a
persistent memory range register (PMRR). XO range register 418 may be used, for example,
to identify the regions of memory 420 that are designated as execute-only memory 430.

Thus, when security agent 416 receives a data read request from processor 410, security
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agent 416 may determine if the memory address identified by the data read request is within
the regions of memory identified in XO range register 418. If the memory address identified
by the data read request is within the regions of memory identified in XO range register 418,
security agent 416 may abort the data read request. If the memory address identified by the
data read request is not within the regions of memory identified in XO range register 418,
security agent 416 may allow the data read request. In the illustrated embodiment, XO range
register 418 identifies memory addresses 8 — 13 as the regions of memory 420 that are
designated as execute-only memory 430. In this example, if the memory address identified
by a data read request is within memory addresses 8 — 13, security agent 416 will abort the
data read request. However, if the memory address identified by a data read request is not
within memory addresses 8 — 13 (e.g., it is within memory addresses 0 — 7 or 14 — 15),
security agent 416 will allow the data read request.

[0045] Processor 410 may include, or may be coupled to, cache 412. Processor 410
may use cache 412 to provide low-latency access to information retrieved from memory 420.
For example, it may be faster for processor 410 to retrieve information stored on cache 412
than to retrieve information stored on memory 420. Thus, when processor 410 needs to read
information from memory 420, processor 410 may first determine if that information is
already stored in cache 412, and if so, processor 410 may retrieve the information from cache
412 rather than from memory 420. If the information is not stored in cache 412, processor
410 may retrieve the information from memory 420, and then may store the information on
cache 412 for any subsequent reads of that same information.

[0046] In some embodiments, information stored in cache 412 may be flagged in
cache 412 as execute-only (XO) if the corresponding memory address is within execute-only
memory 430. For example, in some embodiments, when security agent 416 retrieves
information from execute-only memory 430, security agent 416 may tag that information as
execute-only (XO) when providing the information to processor 410. Processor 410 may then
store that information in cache 412 with an execute-only (XO) flag. In this manner, when
processor 410 satisfies memory read requests using cache 412 rather than memory 420, data
read requests can be aborted if the corresponding cache entry 412a — 412c is flagged as

execute-only (XO).
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[0047] In the illustrated embodiment, cache 412 includes entries 412a — 412c and
identifies the memory address 412-1, contents 412-2, and flags 412-3 associated with each
entry. Cache entry 412a corresponds to memory address 1 of memory 420, cache entry 412b
corresponds to memory address 4 of memory 420, and cache entry 412c corresponds to
memory address 12 of memory 420. Processor 410 may use cache 412 rather than memory
420 to satisfy memory read requests for memory address 1, 4, or 12 since those memory
addresses are stored in cache 412. Cache entry 412c is flagged as execute-only (XO),
however, since memory address 12 is within execute-only memory 430. Thus, while a code
read request for memory address 12 may be satisfied using cache 412, a data read request for
memory address 12 will not be allowed. In some embodiments, a data read request for a
cache entry flagged as execute-only (XO), such as cache entry 412c for memory address 12,
may be treated as a cache miss.

[0048] FIGURE 5 illustrates an example embodiment of a method 500 for providing
execute-only memory using non-unified code and data decoding. Method 500 may be
implemented, for example, by computing device 100 from FIGURE 1. In particular
embodiments, execute-only memory may be a region of memory in a computing device that
is used to protect confidential and/or proprietary intellectual property used by the computing
device, such as firmware, from being accessed and/or reverse engineered by a user.

[0049] The method may start at block 502, where the execute-only memory
environment is configured. For example, one or more regions of memory of a computing
device may be designated as execute-only memory. The method may then proceed to block
504, where a processor transaction is received. The processor transaction could be, for
example, a processor instruction, computation, memory access request (e.g., memory read or
write request), etc. The method may then proceed to block 506, where it is determined if the
processor transaction involves a memory access request. If it is determined at block 506 that
a memory access request is not required, then at block 508 the processor transaction may be
processed normally. For example, if the processor transaction is a computation, then the
computation may be performed. At this point, the method may be complete for the current
processor transaction.

[0050] If it is determined at block 506 that a memory access request is required,

then at block 510 it is determined whether the memory address identified by the memory
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access request is within execute-only memory. For example, in some embodiments, a
memory range register may be used to identify the regions of memory that are designated as
execute-only memory. In those embodiments, it is determined whether the memory address
identified by the memory access request is within the regions of memory identified in the
memory range register. If it is determined at block 510 that the memory address requested
by the memory access request is within execute-only memory, then at block 512 it is
determined whether the memory access request is a code read request. For example, in
some embodiments, a processor may use different types of memory read requests for
reading code versus data. In those embodiments, the processor may use code read requests
to read code from memory for execution, and data read requests to read the contents of data
stored in memory. [f it is determined at block 512 that the memory access request is not a
code read request, then at block 516 it is determined that the memory access request is a
data read request, or a write request, within execute-only memory. The method then
proceeds to block 518, where the memory access request is aborted. In some embodiments,
a fixed pattern of data may be returned to indicate that the memory access request has been
aborted. At this point, the method may be complete for the current processor transaction.

[0051] If it is determined at block 510 that the memory address identified by the
memory access request is not within execute-only memory, or if it is determined at block 512
that the memory access request is a code read request, then at block 514 the memory access
request is allowed. For example, if the memory access request is a code read request, then
the contents of the identified memory address are retrieved from memory. If the memory
access request is a write request, then information is written to the identified memory
address. At this point, the method may be complete for the current processor transaction.

[0052] In particular embodiments, the method may restart at block 504 in order to
receive and process a new processor transaction.

[0053] FIGURE 6 illustrates an example embodiment of a method 600 for providing
execute-only memory using non-unified code and data decoding with a cache. Method 600
may be implemented, for example, by computing device 100 from FIGURE 1. In particular
embodiments, execute-only memory may be a region of memory in a computing device that
is used to protect confidential and/or proprietary intellectual property used by the computing

device, such as firmware, from being accessed and/or reverse engineered by a user.
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[0054] The method may start at block 602, where the execute-only memory
environment is configured. For example, one or more regions of memory of a computing
device may be designated as execute-only memory. The method may then proceed to block
604, where a processor transaction is received. The processor transaction could be, for
example, a processor instruction, computation, memory access request (e.g., memory read or
write request), etc. The method may then proceed to block 606, where it is determined if the
processor transaction involves a memory access request. If it is determined at block 606 that
a memory access request is not required, then at block 608 the processor transaction may be
processed normally. For example, if the processor transaction is a computation, then the
computation may be performed. At this point, the method may be complete for the current
processor transaction.

[0055] If it is determined at block 606 that a memory access request is required,
then at block 610 it is determined whether there is a cache hit for the memory access
request. For example, if the cache contains the contents of the memory address identified by
the memory access request, then there is a cache hit. If it is determined at block 610 that
there is not a cache hit, then the memory access request must be processed using memory
rather than the cache. The method then proceeds to block 612, where it is determined if the
memory address identified by the memory access request is within execute-only memory.
For example, in some embodiments, a memory range register may be used to identify the
regions of memory that are designated as execute-only memory. In those embodiments, it is
determined whether the memory address identified by the memory access request is within
the regions of memory identified in the memory range register. If it is determined at block
612 that the memory address identified by the memory access request is within execute-only
memory, then at block 614 it is determined whether the memory access request is a code
read request. For example, in some embodiments, a processor may use different types of
memory read requests for reading code versus data. In those embodiments, the processor
may use code read requests to read code from memory for execution, and data read requests
to read the contents of data stored in memory. If it is determined at block 614 that the
memory access request is not a code read request, then at block 616 it is determined that the
memory access request is a data read request, or a write request, within execute-only

memory. The method then proceeds to block 618, where the memory access request is
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aborted. In some embodiments, a fixed pattern of data may be returned to indicate that the
memory access request has been aborted. At this point, the method may be complete for the
current processor transaction.

[0056] If it is determined at block 612 that the memory address identified by the
memory access request is not within execute-only memory, or if it is determined at block 614
that the memory access request is a code read request, then at block 620 the memory access
request is allowed. For example, if the memory access request is a code read request, the
contents of the identified memory address are retrieved from memory. The contents
retrieved from memory may then be provided to the processor, for example, in response to
the memory access request. If the memory access request is a write request, then
information is written to the identified memory address.

[0057] The method then proceeds to block 622, where the cache is updated with a
cache entry containing the contents of the identified memory address. [f it was determined
at block 612 that the memory address identified by the memory access request is within
execute-only memory, then in block 622 updating the cache may also include tagging the
cache entry as execute-only (XO). At this point, the method may be complete for the current
processor transaction.

[0058] If it is determined at block 610 that there is a cache hit, then the memory
access request may be processed using the cache rather than memory. The method may
then proceed to block 624, where it is determined whether the corresponding cache entry is
tagged as execute-only. If it is determined at block 624 that the corresponding cache entry is
tagged as execute-only, then at block 626 it is determined whether the memory access
request is a code read request. If it is determined at block 626 that the memory access
request is not a code read request, then at block 628 it is determined that the memory access
request is a data read request, or a write request, within execute-only memory. The method
then proceeds to block 630, where a cache miss is returned. For example, although the cache
contains the contents of the memory address identified by the memory access request, a
data read request or a write request for a cache entry tagged as execute-only (XO) is
prohibited, and thus may be treated as a cache miss. The method may then proceed to block
612, where the memory access request may be processed using memory rather than the

cache, as described above with respect to blocks 612 — 622.
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[0059] If it is determined at block 624 that the corresponding cache entry is not
tagged as execute-only, or if it is determined at block 626 that the memory access request is a
code read request, then at block 632 the memory access request is allowed and is satisfied
using the cache. For example, if the memory access request is a code read request, the
contents of the identified memory address are retrieved from the cache. The contents
retrieved from the cache may then be provided to the processor, for example, in response to
the memory access request. If the memory access request is a write request, then
information is written to the cache. At this point, the method may be complete for the
current processor transaction.

[0060] In particular embodiments, the method may restart at block 604 in order to
receive and process a new processor transaction.

[0061] The foregoing outlines features of several embodiments so that those skilled
in the art may better understand various aspects of the present disclosure. Those skilled in
the art should appreciate that they may readily use the present disclosure as a basis for
designing or modifying other processes and structures for carrying out the same purposes
and/or achieving the same advantages of the embodiments introduced herein. Those skilled
in the art should also realize that such equivalent constructions do not depart from the spirit
and scope of the present disclosure, and that they may make various changes, substitutions,
and alterations herein without departing from the spirit and scope of the present disclosure.

[0062] All or part of any hardware element disclosed herein may readily be provided
in a system-on-a-chip (SoC), including central processing unit (CPU) package. An SoC
represents an integrated circuit (IC) that integrates components of a computer or other
electronic system into a single chip. Thus, for example, computing devices 100 may be
provided, in whole or in part, in an SoC. The SoC may contain digital, analog, mixed-signal,
and radio frequency functions, all of which may be provided on a single chip substrate. Other
embodiments may include a multi-chip-module (MCM), with a plurality of chips located
within a single electronic package and configured to interact closely with each other through
the electronic package. In various other embodiments, the computing functionalities
disclosed herein may be implemented in one or more silicon cores in Application Specific
Integrated Circuits (ASICs), Field Programmable Gate Arrays (FPGAs), and other

semiconductor chips.
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[0063] Note also that in certain embodiment, some of the components may be
omitted or consolidated. In a general sense, the arrangements depicted in the figures may be
more logical in their representations, whereas a physical architecture may include various
permutations, combinations, and/or hybrids of these elements. It is imperative to note that
countless possible design configurations can be used to achieve the operational objectives
outlined herein. Accordingly, the associated infrastructure has a myriad of substitute
arrangements, design choices, device possibilities, hardware configurations, software
implementations, and equipment options.

[0064] In a general sense, any suitably-configured processor can execute any type of
instructions and/or logic to achieve the operations detailed herein. Any processor disclosed
herein could transform an element or an article (for example, data) from one state or thing to
another state or thing. In another example, some activities outlined herein may be
implemented with fixed logic or programmable logic (for example, software and/or computer
instructions executed by a processor) and the elements identified herein could be some type
of a programmable processor, programmable digital logic (for example, a field programmable
gate array (FPGA), read only memory (ROM), one-time programmable (OTP) memory, an
erasable programmable read only memory (EPROM), an electrically erasable programmable
read only memory (EEPROM)), an ASIC that includes digital logic, software, code, electronic
instructions, flash memory, optical disks, CD-ROMs, DVD ROMs, magnetic or optical cards,
other types of machine-readable mediums suitable for storing electronic instructions, or any
suitable combination thereof.

[0065] In operation, a storage component, such as storage 150 of FIGURE 1, may
store information in any suitable type of tangible, non-transitory storage medium (for
example, random access memory (RAM), read only memory (ROM), field programmable gate
array (FPGA), erasable programmable read only memory (EPROM), electrically erasable
programmable ROM (EEPROM), etc.), software, hardware (for example, processor
instructions or microcode), or in any other suitable component, device, element, or object
where appropriate and based on particular needs. Furthermore, the information being
tracked, sent, received, or stored in a processor could be provided in any database, register,
table, cache, queue, control list, or storage structure, based on particular needs and

implementations, all of which could be referenced in any suitable timeframe. Any of the
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memory or storage elements disclosed herein, such as memory 120 and storage 150 of
FIGURE 1, should be construed as being encompassed within the broad terms ‘memory’ and
‘storage,’ as appropriate. A non-transitory storage medium herein is expressly intended to
include any non-transitory special-purpose or programmable hardware configured to provide
the disclosed operations, or to cause a processor to perform the disclosed operations.

[0066] Computer program logic implementing all or part of the functionality
described herein is embodied in various forms, including, but in no way limited to, a source
code form, a computer executable form, machine instructions or microcode, programmable
hardware, and various intermediate forms (for example, forms generated by an assembler,
compiler, linker, or locator). In an example, source code includes a series of computer
program instructions implemented in various programming languages, such as an object
code, an assembly language, or a high-level language such as OpenCL, FORTRAN, C, C++,
JAVA, or HTML for use with various operating systems or operating environments, or in
hardware description languages such as Spice, Verilog, and VHDL. The source code may
define and use various data structures and communication messages. The source code may
be in a computer executable form (e.g., via an interpreter), or the source code may be
converted (e.g., via a translator, assembler, or compiler) into a computer executable form, or
converted to an intermediate form such as byte code. Where appropriate, any of the
foregoing may be used to build or describe appropriate discrete or integrated circuits,
whether sequential, combinatorial, state machines, or otherwise.

[0067] In one example embodiment, any number of electrical circuits of the FIGURES
may be implemented on a board of an associated electronic device. The board can be a
general circuit board that can hold various components of the internal electronic system of
the electronic device and, further, provide connectors for other peripherals. More
specifically, the board can provide the electrical connections by which the other components
of the system can communicate electrically. Any suitable processor and memory can be
suitably coupled to the board based on particular configuration needs, processing demands,
and computing designs. Other components such as external storage, additional sensors,
controllers for audio/video display, and peripheral devices may be attached to the board as
plug-in cards, via cables, or integrated into the board itself. In another example, the electrical

circuits of the FIGURES may be implemented as stand-alone modules (e.g., a device with
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associated components and circuitry configured to perform a specific application or function)
or implemented as plug-in modules into application specific hardware of electronic devices.

[0068] Note that with the numerous examples provided herein, interaction may be
described in terms of two, three, four, or more electrical components. However, this has
been done for purposes of clarity and example only. It should be appreciated that the system
can be consolidated or reconfigured in any suitable manner. Along similar design
alternatives, any of the illustrated components, modules, and elements of the FIGURES may
be combined in various possible configurations, all of which are within the broad scope of this
specification. In certain cases, it may be easier to describe one or more of the functionalities
of a given set of flows by only referencing a limited number of electrical elements. It should
be appreciated that the electrical circuits of the FIGURES and its teachings are readily scalable
and can accommodate a large number of components, as well as more
complicated/sophisticated arrangements and configurations. Accordingly, the examples
provided should not limit the scope or inhibit the broad teachings of the electrical circuits as
potentially applied to a myriad of other architectures.

[0069] Numerous other changes, substitutions, variations, alterations, and
modifications may be ascertained to one skilled in the art and it is intended that the present
disclosure encompass all such changes, substitutions, variations, alterations, and
modifications as falling within the scope of the appended claims. In order to assist the United
States Patent and Trademark Office (USPTO) and, additionally, any readers of any patent
issued on this application in interpreting the claims appended hereto, Applicant wishes to
note that the Applicant: (a) does not intend any of the appended claims to invoke paragraph
six (6) of 35 U.S.C. section 112 (pre-AlA) or paragraph (f) of the same section (post-AlA), as it
exists on the date of the filing hereof unless the words “means for” or “steps for” are
specifically used in the particular claims; and (b) does not intend, by any statement in the
specification, to limit this disclosure in any way that is not otherwise expressly reflected in the
appended claims.

[0070] The following examples pertain to embodiments disclosed in accordance with
this specification.

[0071] One or more embodiments may provide a machine accessible storage

medium having instructions stored thereon that, when executed on a machine, cause the
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machine to designate one or more regions of memory as execute-only memory, wherein
execute-only memory can only be accessed to retrieve code for execution, and wherein a
designation of execute-only memory cannot be modified by system software executing on a
processor. The instructions may further cause the machine to detect a data read request
within the execute-only memory and abort the data read request. In addition, the
instructions may further cause the machine to detect a code read request within the execute-
only memory and allow the code read request.

[0072] In one example, the instructions further cause the machine to: detect a write
request within the execute-only memory; and abort the write request.

[0073] Inone example, the execute-only memory contains firmware.

[0074] In one example, one or more keys are embedded in the firmware.

[0075] In one example, the one or more keys embedded in the firmware are
constant values in one or more processor instructions.

[0076] In one example, the one or more keys embedded in the firmware comprise
one or more device attestation keys.

[0077] In one example, the instructions further cause the machine to load the
firmware into the execute-only memory using an authenticated code module.

[0078] In one example, the instructions further cause the machine to load the
firmware into the execute-only memory using microcode.

[0079] In one example, the instructions that cause the machine to abort the data
read request further cause the machine to return a fixed pattern of data to indicate that the
data read request has been aborted.

[0080] In one example, the instructions that cause the machine to designate one or
more regions of memory as execute-only memory further cause the machine to store, in a
memory range register, one or more memory address ranges corresponding to the execute-
only memory. In addition, the instructions that cause the machine to detect the data read
request within the execute-only memory further cause the machine to determine if a
memory address identified by the data read request is within the one or more memory
address ranges stored in the memory range register.

[0081] In one example, the instructions further cause the machine to store, in a

cache, code that is retrieved from the execute-only memory in response to the code read
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request, and to store, in the cache, an indication that the retrieved code is from the execute-
only memory.

[0082] In one example, the instructions further cause the machine to determine if a
cache contains a memory address identified by the data read request, determine if the cache
contains an indication that the memory address is within the execute-only memory, and
return a cache miss if the cache contains the memory address and the indication that the
memory address is within the execute-only memory.

[0083] One or more embodiments may provide an apparatus comprising a
processor, a memory, and a security agent. The security agent may be configured to
designate one or more regions of the memory as execute-only memory, wherein execute-
only memory can only be accessed to retrieve code for execution, and wherein a designation
of execute-only memory cannot be modified by system software executing on a processor.
The security agent may further be configured to detect a data read request within the
execute-only memory and abort the data read request. The security agent may further be
configured to detect a code read request within the execute-only memory and allow the code
read request.

[0084] In one example, the execute-only memory contains firmware.

[0085] In one example, one or more keys are embedded in the firmware as constant
values in one or more processor instructions.

[0086] In one example, the one or more keys embedded in the firmware comprise
one or more device attestation keys.

[0087] In one example, the apparatus further comprises an authenticated code
module configured to load the firmware into the execute-only memory.

[0088] In one example, the apparatus further comprises microcode configured to
load the firmware into the execute-only memory.

[0089] In one example, the apparatus further comprises a cache configured to store
code that is retrieved from the execute-only memory in response to the code read request,
and to store an indication that the retrieved code is from the execute-only memory.

[0090] In one example, the processor is configured to determine if a cache contains
a memory address identified by the data read request, determine if the cache contains an

indication that the memory address is within the execute-only memory, and return a cache
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miss if the cache contains the memory address and the indication that the memory address is
within the execute-only memory.

[0091] One or more embodiments may provide a method that comprises
designating one or more regions of memory as execute-only memory, wherein execute-only
memory can only be accessed to retrieve code for execution, and wherein a designation of
execute-only memory cannot be modified by system software executing on a processor. The
method may further comprise detecting a data read request within the execute-only memory
and aborting the data read request. The method may further comprise detecting a code read
request within the execute-only memory and allowing the code read request.

[0092] In one example, the method further comprises loading firmware into the

execute-only memory using an authenticated code module.
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CLAIMS

What is claimed is:

1. At least one machine accessible storage medium having instructions
stored thereon, the instructions when executed on a machine, cause the machine
to:

designate one or more regions of memory as execute-only memory,
wherein execute-only memory can only be accessed to retrieve code for
execution, and wherein a designation of execute-only memory cannot be modified
by system software executing on a processor;

detect a data read request within the execute-only memory;

abort the data read request;

detect a code read request within the execute-only memory; and

allow the code read request.

2. The storage medium of Claim 1, wherein the instructions further
cause the machine to:
detect a write request within the execute-only memory; and

abort the write request.

3. The storage medium of Claim 1, wherein the execute-only memory

contains firmware.

4, The storage medium of Claim 3, wherein one or more keys are

embedded in the firmware.

5. The storage medium of Claim 4, wherein the one or more keys
embedded in the firmware are constant values in one or more processor

instructions.

6. The storage medium of Claim 4, wherein the one or more keys

embedded in the firmware comprise one or more device attestation keys.
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7. The storage medium of Claim 3, wherein the instructions further
cause the machine to load the firmware into the execute-only memory using an

authenticated code module.

8. The storage medium of Claim 3, wherein the instructions further
cause the machine to load the firmware into the execute-only memory using

microcode.

9. The storage medium of Claim 1, wherein the instructions that cause
the machine to abort the data read request further cause the machine to return a
fixed pattern of data to indicate that the data read request has been aborted.

10. The storage medium of Claim 1:

wherein the instructions that cause the machine to designate one or more
regions of memory as execute-only memory further cause the machine to store,
in @ memory range register, one or more memory address ranges corresponding
to the execute-only memory; and

wherein the instructions that cause the machine to detect the data read
request within the execute-only memory further cause the machine to determine
if a memory address identified by the data read request is within the one or more
memory address ranges stored in the memory range register.

11. The storage medium of Claim 1, wherein the instructions further
cause the machine to:

store, in a cache, code that is retrieved from the execute-only memory in
response to the code read request; and

store, in the cache, an indication that the retrieved code is from the

execute-only memory.

12. The storage medium of Claim 1, wherein the instructions further
cause the machine to:
determine if a cache contains a memory address identified by the data read
request;
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determine if the cache contains an indication that the memory address is
within the execute-only memory; and

return a cache miss if the cache contains the memory address and the
indication that the memory address is within the execute-only memory.

13. An apparatus, comprising:
a processor;
a memory;
a security agent configured to:

designate one or more regions of the memory as execute-only
memory, wherein execute-only memory can only be accessed to retrieve
code for execution, and wherein a designation of execute-only memory
cannot be modified by system software executing on the processor;

detect a data read request within the execute-only memory;
abort the data read request;

detect a code read request within the execute-only memory; and

allow the code read request.

14. The apparatus of Claim 13, wherein the security agent is further
configured to:

detect a write request within the execute-only memory; and

abort the write request.

15. The apparatus of Claim 13, wherein the execute-only memory

contains firmware.

16. The apparatus of Claim 15, wherein one or more keys are embedded

in the firmware as constant values in one or more processor instructions.

17. The apparatus of Claim 15, further comprising an authenticated code

module configured to load the firmware into the execute-only memory.
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18. The apparatus of Claim 13, further comprising a cache configured to:

store code that is retrieved from the execute-only memory in response to
the code read request; and

store an indication that the retrieved code is from the execute-only
memory.

19. The apparatus of Claim 13, wherein the processor is configured to:

determine if a cache contains a memory address identified by the data read
request;

determine if the cache contains an indication that the memory address is
within the execute-only memory; and

return a cache miss if the cache contains the memory address and the

indication that the memory address is within the execute-only memory.

20. A method, comprising:

designating one or more regions of memory as execute-only memory,
wherein execute-only memory can only be accessed to retrieve code for
execution, and wherein a designation of execute-only memory cannot be modified
by system software executing on a processor;

detecting a data read request within the execute-only memory;

aborting the data read request;

detecting a code read request within the execute-only memory; and

allowing the code read request.

21. The method of Claim 26, wherein the execute-only memory contains

firmware.

22. The method of Claim 21, wherein one or more keys are embedded in

the firmware as constant values in one or more processor instructions.

23. The method of Claim 26, further comprising loading firmware into
the execute-only memory using an authenticated code module.
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24. The method of Claim 26, further comprising:

storing, in a cache, code that is retrieved from the execute-only memory in
response to the code read request; and

storing, in the cache, an indication that the retrieved code is from the

execute-only memory.

25. The method of Claim 26, further comprising:

determining if a cache contains a memory address identified by the data
read request;

determining if the cache contains an indication that the memory address is
within the execute-only memory; and

returning a cache miss if the cache contains the memory address and the

indication that the memory address is within the execute-only memory.

26. A method, comprising:

designating one or more regions of memory as execute-only memory, wherein
execute-only memory can only be accessed to retrieve code for execution, and wherein a
designation of execute-only memory cannot be modified by system software executing on a
processor;

detecting a data read request within the execute-only memory;

aborting the data read request;

detecting a code read request within the execute-only memory; and

allowing the code read request.

27. The method of Claim 26, further comprising loading firmware into the execute-only

memory using an authenticated code module.

30



PCT/US2017/039316

WO 2018/005375

¥hi e
HIARG 051
oIanY IDVHOLS
%Mm% mu,qwmwwzm vt
34 AY1dSIO TYHIHANId ¥IAA Of1
AUOWNIW
W ANO-3LND3XI
WM %
::::::::::: (743 10T
AHOWWIN /M/
Vel
WHOAMINYS SNE WILSAS
NOLLNDINT —
G3iSNYL 70T 491
5A8 AYOWIW 51T muwmuﬁzw
555 %\ INIDY ALINNDES AHOMIIN
wasas (4 £ v v _ILLI ..
SNILYEIIO TIT INIOV WILSAS | epeepeeesgee
Ve Fani
IHAIA DNLLNGINGD IHIVD

BTT ¥OssID0Yud




PCT/US2017/039316

WO 2018/005375

2/6

e
a0e

LHIVNOHIAND
ABOWIIN ATNO-ALND3IX3

T8 ¥iVa

VN

t-26¢ peai epep

EjEd
LNIDY ALIHNDIS

7762 pesi miep

T-Z6¢ pess gxep

Z-U6Z pead apod

0¥¢ 3300

T-06Z peas apod

A

672
AJOWIN

[i1¥4
HOSSII0U




PCT/US2017/039316

WO 2018/005375

| SEESADI | FEE SNOUDNYLSHI
ZEE
FUY MY
153
AYOWIW AINO-3LNDIXNI
-
& L [
| 57 30020%IN |
ua..l..ali.(\..!'lnl..!..ulili.dlxa... 5
!
LB
(743
443 AHOMINYYS
IWILSAS ONILYNIJO NOLLNDIXI GILSNYUL

i/g//

744
ABOWIN

e
00¢

LHIVNOHIAND
ABOWIIN ATNO-ALND3IX3



PCT/US2017/039316

WO 2018/005375

537

AYOWIW

AING )

£1-B sesszippe Alcwiasw

FTP HILSIDIY IDNYY OX

T LNIDY ALIMNDIS

ERERNE €

OT% 40S53204d

4/6

¢1 ssasppe Mowst g, 37TF

¥ S52UppE AIOWBUW fnge, BFTH

T SS2UPPE AOWBW g, BFTF

$OVIE | SINILNQD [SSTHGAV AMOWIW
iy [ArAs -1y
TP IHOYD

[if47
ABOWIN

%
LNIANNOYIANT AYOWIW ATNG-3LN33X3




WO 2018/005375

FIG. 5 5/6

50272  configure execute-only
memary environment

i

504
?— Receive processor

transaction

e ~.

PCT/US2017/039316

5 500

5@8“&

8506877 7 Memoryaccess NG
. P
. reguest? L

.

- Is .

Py
51 - ress
072 7 memory address S NG

¥ Process transaction

S within execute-only -~

L e
. memory?
. e
. o
™~ .

N

¥
YES

.

514”& *

Allow memory access

512 T e
wé)%:f\(\jod e read request? >—YES

e

T
NO

l

Data read request or

5"552 write request detected

within execute-only
memory

b4

5131 Abort memory access
reguest

reguest

~
End i
S




WO 2018/005375

FiG. 6

PCT/US2017/039316

5 600

502‘2_

Configure execute-only
memaory environment

+

6042

Receive processor
transaction

-

6067

=

-

N 608

/'/ ha
~ Memaory access
request? -

.

- Process

e N .
g transaction

-
L
-
L
N 7
.
"

YES

~.

610 %

YES< Cache hit?\>NOm—1
62473 £ 3 o -

_~"Cache entry ~_
NO=_ tagged as >
“_execute-only?

~. o
.
- -
~g

YES

6322 4

Allow memory
| access request via
cache

.
“

azs-&i

; " Code read -
oo [ Gon P
3 . request? -

-
N s
. 7
. e
S~

628 v

6307

hg
NO
4

Data read request or write
request detected within
execute-only memory

Return cache miss

-
. S 12
N 7 -7 S 6
~ 7 .
s ~.
- .
P ~.

// o~
_~1s memory address
- .
" (s

within execute-only
“-_memory range?

. e

~
<
mﬂb\\
.

> 4 6202 4
614> _ Code read " oo!
1\/ Coderegd VS Allow memory
S request? access reqguest

-
. e

\\{4 /

616> )

6227

Data read request or write
request detected within
execute-only memory

Update cache

6187

|
Abort memory access |
|
|

request

| I




ATIONAL SEARC (8) International application No.
[NTERRATIONAL SEARCH REPORT PCT/US2017/039316

A. CLASSIFICATION OF SUBJECT MATTER
GOGF 9/30(2006.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
GO6F 9/30; GO6F 21/12; HO4L 9/08; GO7F 7/08, GOGF 12/10, GO7F 7/10, GO6F 12/14

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Electromic data base consulted during the international search (name of data base and, where practicable, search terms used)
¢eKOMPASS(KIPO internal), Google Search Engine & keywords: execute-only memory, designating, data read request, aborting, code
read request

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

Y ARM, ‘ARM Compiler Version 5.04 Software Development Guide’
pp. 1-188, 2013

Retrieved from the internet: <URL: http://infocenter.arm.com/help/index.jsp?
topic=/com.arm.doc.dui0471j/chr 1368698326509 .html>

See pages 64-65.

, ARM DUIO4717, 1-27

Y US 2016-0188492 A1 (INTEL CORPORATION) 30 June 2016 1-27
See paragraphs [00171, [0021], [0038]; claims 1, 17-18, 21-22; and figure 4.

A US 2013-0132690 A1 (CISCO TECHNOLOGY, INC.) 23 May 2013 1-27
See paragraphs [0268]-[0291]; and figure 13.

A US 2015-0347724 A1 (ASSURED INFORMATION SECURITY, INC.) 03 December 2015 1-27
See paragraphs [0033]-[0053]; and figures 3-7.

A EP 0292248 A2 (THE GENERAL ELECTRIC COMPANY, P.L.C.) 23 November 1988 1-27
See column 2, line 27 - column 4, line 21; and figures 1-2.

. . . . N7 .
|:| Further documents are listed in the continuation of Box C. See patent family annex.
* Special categories of cited documents: "T" later document published after the international filing date or priority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention
"E"  earlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
"L"  document which may throw doubts on priotity claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
"O"  document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination
means being obvious to a person skilled in the art
"P"  document published prior to the international filing date but later "&" document member of the same patent family
than the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report
25 October 2017 (25.10.2017) 26 October 2017 (26.10.2017)
Name and mailing address of the [SA/KR Authorized officer G
International Application Division ) \‘\\Q
Korean Intellectual Property Office LEE, Dal Kyong '\‘ :\
189 Cheongsa-ro, Seo-gu, Daejeon, 35208, Republic of Korea .
AR \\\
Facsimile No. +82-42-481-8578 Telephone No. +82-42-481-8440 \ \\\\\

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members PCT/US2017/039316
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2016-0188492 Al 30/06/2016 WO 2016-105562 Al 30/06/2016
US 2013-0132690 Al 23/05/2013 US 2016-0117229 Al 28/04/2016
US 9256562 B2 09/02/2016
US 2015-0347724 Al 03/12/2015 US 9639671 B2 02/05/2017
EP 0292248 A2 23/11/1988 AU 1643488 A 24/11/1988
GB 2204973 A 23/11/1988
GB 8711744 DO 24/06/1987
JP 01-064033 A 09/03/1989
NO 882140 A 21/11/1988
NO 882140 DO 16/05/1988
ZA 8803412A 22/02/1989

Form PCT/ISA/210 (patent family annex) (January 2015)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - claims
	Page 32 - claims
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - wo-search-report
	Page 40 - wo-search-report

