WO 2004/062301 A2 || 000 000 D0 R O A

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization
International Burcau

(43) International Publication Date
22 July 2004 (22.07.2004)

AT O Y O

(10) International Publication Number

WO 2004/062301 A2

(51) International Patent Classification: H04Q
(21) International Application Number:
PCT/US2003/041250

(22) International Filing Date:
24 December 2003 (24.12.2003)

(25) Filing Language: English

(26) Publication Language: English
(30) Priority Data:

10/330,639 27 December 2002 (27.12.2002)  US
(71) Applicant: ARRAYCOMM, INC. [US/US]; 480 N. First

Street, Suite 200, San Jose, CA 95131 (US).

(72) Inventors: YU, Xiaoming, 601 Almarida Drive, Apt.
#C2, Campbell, CA 95008 (US). KASAPI, Athanasios,
A.; 126 Ord Street, San Francisco, CA 94114 (US).

(74)

(81)

(84)

PERSSON, Lars, Johan; Mickel Bagares Gr. 99, S-128
66 Skondal (SE). ZENG, Xiangzhong; 10786 Sornoway
Lane, Dublin, CA 94568 (US).

Agents: CALDWELL, Gregory, D. et al.; Blakely,
Sokoloff, Taylor & Zafman, 12400 Wilshire Blvd., 7th
Floor, Los Angeles, CA 90025-1026 (US).

Designated States (national): AE, AG, AL, AM, AT, AU,
AZ,BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN, CO, CR,
CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI, GB, GD,
GE, GH, GM, HR, HU, ID, IL,, IN, IS, JP, KE, KG, KP, KR,
KZ,1L.C,LK,LR,LS,LT, LU, LV, MA, MD, MG, MK, MN,
MW, MX, MZ, NI, NO, NZ, OM, PG, PH, PL,, PT, RO, RU,
SC,SD, SE, SG, SK, SL, SY, TJ, TM, TN, TR, TT, TZ, UA,
UG, UZ, VC, VN, YU, ZA, ZM, ZW.

Designated States (regional): ARIPO patent (BW, GH,
GM, KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),
Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FL, FR, GB, GR, HU, IE, IT, LU, MC, NL, PT, RO, SE,

[Continued on next page]

(54) Title: DETECTION AND CORRECTION OF CHANNEL SWAP IN SPATTAL DIVISION MULTIPLE ACCESS SYSTEMS

&Q‘\‘

(57) Abstract: Embodiments of the
invention provide various methods for
detecting a spatial division multiple access
(SDMA) channel swap. A first SDMA

Channels To Each User Terminal

Assign Distinct Spatial Communication
105

communication channel is assigned to a
first user terminal that initially transmits its
signal over the first SDMA communication

i

channel. A second SDMA communication
channel is assigned to a second user
terminal that initially transmits its signal

Terminal. 110

Anclyze The Signal Received From Each User

over the second SDMA communication
channel. The first user terminal’s signal

Has A
Channel
Swap
Occurred?
115

No

and the second user terminal’s signal are
analyzed to determine that the first user
terminal is transmitting its signal over the
second SDMA communication channel and
the second user terminal is transmitting its
signal over the first SDMA communication
channel.

interchange The Data Streams Of User Terminals To
Effect Correction Of The Channel Swap 120




WO 2004/062301 A2 I} }10 Y A08OH0 T 00000 0O 0 AR

SI, SK, TR), OAPI patent (BF, BJ, CF, CG, CI, CM, GA, Fortwo-letter codes and other abbreviations, refer to the "Guid-
GN, GQ, GW, ML, MR, NE, SN, TD, TG). ance Notes on Codes and Abbreviations” appearing at the begin-
Published: ning of each regular issue of the PCT Gagzette.

—  without international search report and to be republished
upon receipt of that report



WO 2004/062301 PCT/US2003/041250

DETECTION AND CORRECTION
OF CHANNEL SWAP IN SPATIAL DIVISION MULTIPLE ACCESS
SYSTEMS

FIELD

[0001] The present invention applies generally to signal processing in radio
communication systems, and more particularly to the detection and correction of a
channel swap in a spatial division multiple access systeni.

BACKGROUND

[0002] Radio communication systems may have a cellular architecture, with each

cell
corresponding roughiy to a geographical area. Each cell includes a base station (BS),
which is a local central cite through which a number of radio transmitter/receiver units
(user terminals (UTs)) gain access to the communications system. The UTs could be,
for example, telephones, PDAs, or small modem boards. A UT establishes a
communication link with other UTs by requesting access to the system through the BS.
Each UT communicates over a communication channel distinguished from other UTs.
[0003]  Various techniques exist to increase the number of available channels for a
given number of available frequencies. Time division multiple access (TDMA), for
example, divides a single frequency into multiple time slots. Each of the time slots can
then be allocated to a separate communication channel. Other known techniques
include code division multiple access (CDMA) and frequency division multiple access
(FDMA), which, like TDMA, are considered conventional multiple access schemes.
[0004] Radio communications systems may employ a spatial division multiple

access
(SDMA) scheme, in conjunction with one or more conventional multiple access
schemes, to increase the number of UTs that a BS can serve for a given number of
available frequencies. An SDMA scheme may be implemented using a BS that has an
array of receiver and/or transmitter antenna elements. The antenna elements are
spaced, one from another, and may be positioned in various configurations. The array

of antenna elements introduces a spatial dimension that can be used to differentiate two
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or more UTs concurrently accessing a given conventional channel. That is, the basis of
an SDMA system is that the BS creates a spatially distinct SDMA channel for each of
multiple users even though they share the same carrier frequency (FDMA), timeslot
(TDMA), or spreading code (CDMA).

[0005] A significant communication problem can occur in which the assigned
spatial channel of two UTs become interchanged. This phenomenon, known as channel
swap, may occur for several reasons.

[0006] Channel swap may occur where the spatial processing capability of the
SDMA system is exceeded. Spatial processing relies on the difference in geographical
location between two UTs. It is possible, therefore, for two UTs (especially when
mobile) to become physically located too close to one another for accurate
differentiation using spatial processing, leading to an increased probability of channel
swap.

[0007] Channel swap may also be the result of an unstable communication signal
of one or more of the UTs. For example, channel swap may also occur when one or
more SDMA channels experiences deep fading and communication with the BS is
interrupted. Upon resuming communication, the communication link between each UT
may be swapped.

[0008] Channel swap is not detectable by either the UTs or the BS. This is because
only the data streams are from different UTs. The swapped signals appear identical in
terms of physical characteristics such as bit structure, coding, and cyclic redundancy
check (CRC), among others.

[0009] Channel swap can have serious detrimental consequences. Channel swap
may cause the users at each UT to become involved in unintended communications.
For systems that implement a secure communication scheme (e.g., a data stream
encryption scheme), each UT will be employing an erroneous encryption key. The
result will be that each user may receive only annoying “white” noise during a channel
swap for such systems.

SUMMARY

[0010] Embodiments of the invention provide various methods for detecting a
spatial division multiple access (SDMA) channel swap. A first SDMA communication

channel is assigned to a first user terminal that initially transmits its signal over the first
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SDMA communication channel. A second SDMA communication channel is assigned
to a second user terminal that initially transmits its signal over the second SDMA
communication channel. The first user terminal’s signal and the second user terminal’s
signal are analyzed to determine that the first user terminal is transmitting its signal
over the second SDMA communication channel] and the second user terminal is
transmitting its signal over the first SDMA communication channel.

[0011]  Other features and advantages of embodiments of the present invention will
be apparent from the accompanying drawings, and from the detailed description, that

follows below.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0012]  The invention may be best understood by referring to the following

description and accompanying drawings that are used to illustrate embodiments of the
invention. In the drawings:

[0013]  Figure 1 illustrates a process in which an SDMA communication channel
swap is detected and corrected in accordance with one embodiment of the invention;
[0014] Figure 2 illustrates an exemplary cellular radio communications network
providing SDMA channel swap detection and correction functionality in accordance
with an embodiment of the invention;

[0015]  Figure 3 illustrates a process in which a proscribed value in the data stream
is used in conjunction with a CRC to detect the occurrence of an SDMA channel swap;
[0016] Figure 4 illustrates a process in which one or more physical characteristics
of the UTs’ signal are used to detect the occurrence of an SDMA channel swap; and
[0017] Figure 5 illustrates a process in which independent error detection processes
implemented at each of multiple communication layers are used to detect the

occurrence of an SDMA channel swap.

DETAILED DESCRIPTION

OVERVIEW

[0018] Embodiments of the invention provide methods for detecting an SDMA
channel swap by periodically analyzing the signal from two or more UTs having
spatially distinct channels. For one embodiment, the signals from each UT are encoded
using an encoding scheme that has invalid (illegal) outputs. For such an embodiment,
if the data stream of the signal contains an invalid output, and the CRC does not
indicate an error in the communication link, a channel swap is indicated. In an
alternative embodiment, certain physical characteristics of the signals are analyzed to
determine a channel swap. In still another embodiment, the results of error detection
processes for different communication layers are compared to determine a channel

swap.

[0019]  In the following description, numerous specific details are set forth.
However, it is understood that embodiments of the invention may be practiced without

these specific details. In other instances, well-known circuits, structures and techniques
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have not been shown in detail in order not to obscure the understanding of this

description.

[0020] Reference throughout the specification to “one embodiment™ or “an
embodiment” means that a particular feature, structure, or characteristic described in
connection with the embodiment is included in at least one embodiment of the present
invention. Thus, the appearance of the phrases “in one embodiment” or “in an
embodiment” in various places throughout the specification are not necessarily all
referring to the same embodiment. Furthermore, the particular features, structures, or
characteristics may be combined in any suitable manner in one or more embodiments.
[0021] Moreover, inventive aspects lie in less than all features of a single disclosed
embodiment. Thus, the claims following the Detailed Description are hereby expressly
incorporated into this Detailed Description, with each claim standing on its own as a
separate embodiment of the invention.

[0022] Figure 1 illustrates a process in which an SDMA communication channel
swap is detected and corrected in accordance with one embodiment of the invention.
Process 100, shown in Figure 1, begins with operation 105 in which each of two UTs is
assigned a spatially distinct communication channel. Depending on the air interface
used (e.g., FDMA, TDMA, or CDMA), these communication channels may have the
same carrier frequency, timeslot, or spreading code. Each UT uses its assigned SDMA
communication channel to transmit its signal to communicate with the corresponding
base station.

[0023] At operation 110 the signal received from one or both UTs is analyzed at the
base station. Various forms of analysis (described below) may be used separately or in
conjunction with one another.

[0024] Based upon the analysis of operation 110, a determination is made at
operation 115 as to whether an SDMA channel swap has occurred. If a channel swap is
not indicated, analysis of the UT signals recurs on a periodic basis.

[0025]  If, at operation 115, channel swap is indicated then, at operation 120 the
data streams for both UTs are interchanged at the base station for both uplink and down

link, thus correcting the channel swap.
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[0026]  For alternative embodiments, in order to increase the reliability of the
determination made at operation 115, the analysis of operation 110 is repeated one or
more times prior to the corrective action of operation 120.

[0027]  Figure 2 illustrates an exemplary cellular radio communications network
providing SDMA channel swap detection and correction functionality in accordance
with an embodiment of the invention. Network 200, shown in Figure 2, includes a
plurality of BSs shown as BS 206A and 206B. The BSs couple to base station
controllers (BSCs), shown as BSCs 204A and 204B, with each BSC serving a plurality
of BSs. The BSCs also couple to a mobile switching center (MSC) 202 that may
interface other MSCs and the Public Switched Telephone Network (PSTN). Together,
the BSs, BSCs and the MSCs form a cellular radio network.

[0028]  As shown in Figure 2, UTs 208A1 and 208A2, being serviced by BS 206A
are operating normally. That is, UT 208A1 is communicating data over its assigned
SDMA channel, namely SDMA channel A1, and UT 208A2 is communicating data
over its assigned SDMA channel, namely SDMA channel A2. However, UTs 208B1
and 208B2, being serviced by BS 206B have experienced an SDMA channel swap.
That is, UT 208B1 is communicating data over the SDMA channel assigned to UT
208B2, namely SDMA channel B2, and UT 208B2 is communicating data over the
SDMA channel assigned to UT 208B1, namely SDMA channel B1. The SDMA
channel swap may be the result of an unstable communication signal of either UT or
the proximity of UT 208B1 to UT 208B2, as shown in Figure 2 and discussed above.
[0029] In accordance with an embodiment of the invention, each base station 206A
and 206B, contains SDMA channel swap detection functionality, labeled 209A and
209B respectively, which may include software, hardware, or a combination thereof.
Alternatively, or additionally, the MSC 202, and each BSC, 204A and 204B, may
contain such functionality, shown as 210-212, respectively. The SDMA channel swap
detection functionality effects the operations discussed above in reference to Figure 1
and described, in alternative embodiments, in more detail below.

[0030] There are various methods of analyzing the UT signals to determine if an
SDMA channel swap has occutred. These methods may take advantage of certain
aspects of the particular air interface employed and may therefore be particularly suited

to specific applications. The various methods may be used repeatedly to increase
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reliability of a determination that an SDMA channel swap has occurred. In general, the
various methods may likewise be used in conjunction one with another to increase
reliability.

PROSCRIBED DATA STREAM VALUE METHOD

[0031] Some systems employ an encoding scheme that has proscribed output
values for the data stream and also employ a scrambling code. For example, systems
employing the Personal Handyphone System (PHS) typically use adaptive differential
pulse code modulation (ADPCM) to encode an audio data stream. In a system using
ADPCM, an output that contains a 0 bit is an illegal output. That is, the data stream
from the encoder will not contain a 0 bit during normal operation. However, when an
SDMA channel swap occurs, the wrong scramble sequence will be used for de-
scrambling. The result is that 0 frequently appears in the swapped channel data stream.
This can be used to detect an SDMA channel swap.

[0032] If the data stream contains a 0 bit, it typically indicates one of two
circumstances; either the communication link is defective or an SDMA channel swap
has occurred. To eliminate the possibility of a defective communication link, the CRC
is examined.

[0033]  Figure 3 illustrates a process in which a proscribed value in the data stream
is used in conjunction with a CRC to detect the occurrence of an SDMA channel swap.
Process 300, shown in Figure 3, begins at operation 305 in which the encoded (e.g.,
ADPCM encoded) data stream is examined for proscribed outputs.

[0034] At operation 310, if the data stream does not contain a proscribed output,
then there has been no SDMA channel swap and the data stream is examined again
periodically (e.g., every data burst). If, at operation 310, the data stream does contain a
proscribed output, then the process continues at operation 315 to determine the cause of
the proscribed output.

[0035] At operation 315 the CRC is evaluated to determine if the CRC indicates a
communication link error. If the CRC indicates a communication link error, then this
is determined to be the cause of the proscribed output in the data stream. The
communication link error is then addressed at operation 316. If the CRC indicates that
no communication link error has occurred, then at operation 320 the cause of the

proscribed output in the data stream is determined to be an SDMA channel swap. At
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this point the data streams of each UT may be interchanged at the BS to effect
correction of the SDMA channel swap as discussed above. In an alternative
embodiment, further data bursts may be evaluated prior to making a determination of
SDMA channel swap, in order to increase the reliability of the determination.

[0036]  Evaluation of the data stream to determine if proscribed outputs occur is a
highly reliable and efficient method for determining that an SDMA channel swap has
occurred. The method is applicable to systems employing an encoding scheme that has
proscribed data stream outputs. Alternative embodiments of the invention provide
methods for systems that do not necessarily employ such encoding schemes.

SIGNAL FINGERPRINT METHOD

[0037] The physical characteristics of each of two SDMA signals can be used to
distinguish them. For one embodiment, the BS that services the UTs is not only aware
of each SDMA channel and link that has been established, but is also aware of the
physical characteristics of the signal from each UT and maintains a history of one or
more of these characteristics. The ability to distinguish the signals can be used to effect
determination of an SDMA channel swap. For example there may be a sudden
interchange of physical characteristics between two UTs in the event of an SDMA
channel swap or the physical characteristics may indicate an SDMA channel swap in
other ways. The physical characteristics that could be used for such a determination
are numerous, but would not include those characteristics that would be the same for
two SDMA channels (e.g., frequency or timeslot). Several exemplary physical
characteristics are discussed below.

Frequency Offset

[0038] The local oscillator at each UT typically has a slight, but distinct frequency
deviation from the established carrier frequency. For example, two UTs may be
assigned a common carrier frequency of 1.895 MHz, where one UT is actually using
1.8953 MHz and the other is using 1.8957 MHz. This deviation from the assigned
frequency may be due to frequency instability or hardware tolerances or imperfections.
TIME OF ARRIVAL AT THE BS

[0039] Due to the difference in distance between two UTs and the BS that services

them, the signal from each UT will have a different time of arrival as measured at the
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BS. That is, the BS has the capability of determining the time from transmission of a
signal to reception at the BS. These times will typically vary for two UTs.

SPATIAL SIGNATURE

[0040] For typical SDMA systems employing a base station having an antenna
array, the signal of each UT will exhibit a distinct spatial signature. The spatial
signatures of each signal are dependent upon the particular location of the UT and the
UT’s particular signal propagation path.

ERROR VECTOR MAGNITUDE

[0041] Each UT has different modulation accuracy due to manufacturer tolerances
and imperfections in the UT components. Error vector magnitude (EVM)
measurements are typically made to help reduce inter-symbol interference and increase
signél-to-noise ratio (SNR).

SIGNAL SPECTRUM

[0042] Where an SDMA channel swap has occurred, the signal from the UT may
exhibit specific characteristics during spectral analysis. For example, in such cases the
UTs signal may produce a noise-like spectrum.

[0043] Figure 4 illustrates a process in which one or more physical characteristics
of the UTs’ signal are used to detect the occurrence of an SDMA channel swap.
Process 400, shown in Figure 4, begins at operation 405 in which particular physical
characteristics of the UT signal are selected for SDMA channel swap detection
analysis. Certain physical characteristics may be better suited to a particular system.
For example, for a wideband air interface system (e.g., CDMA), time-of-arrival may be
more suitable than for a system employing an air interface having a narrower band
(e.g., PHS). Also, certain physical characteristics may not be appropriate under certain
circumstances. For example, where the UTs are proximately located, the spatial
signature of each signal may be too similar to be adequately differentiated.

[0044] At operation 410, the one or more physical characteristics of the UT signal
selected in operation 405 are analyzed. This analysis may include a comparison of the
selected characteristic of the currently received signal with a history of the physical
characteristic maintained at the BS for the particular channel. That is, for various

embodiments the BS may maintain a history of one or more physical characteristics of
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the UT signal received on each SDMA channel. At the time of analysis, the currently
received value of the UT signal is compared with these histories.

[0045]  For alternative embodiments the analysis may be restricted to the currently
received UT signal. For example as noted above, the signal spectrum of a UT signal
received over a swapped SDMA channel exhibits indicative characteristics.

[0046] At operation 415 the analysis of operation 410 is used to make a
determination of whether an SDMA channel swap has occurred. For example, if the
physical characteristics of the currently received signal for a UT communicating over a
particular SDMA channel more closely match the maintained history of the physical
characteristics of the signal of a UT communicating over a different SDMA channel,
then a determination that an SDMA channel swap has occurred is warranted. Again,
such analysis may be repeated to increase the reliability of such determination.
Additionally, any number of appropriate physical characteristics may be analyzed.
INCONSISTENT ERROR DETECTION METHOD

[0047] Data is typically communicated over several protocol layers of a hierarchy
of layers. Each layer uses the layer immediately below it and provides a service to the
layer above. For example, the typically lowest protocol layer is the physical layer that
supports the electrical or mechanical interface to the physical medium. The physical
layer determines the physical data stream structure for the layer above it (i.e., the data-
link layer). The data-link layer is responsible for fragmenting data (e.g., dividing data
into frames) for transmission on the physical layer.

[0048]  Typically there is an error detection process (e.g., a CRC) implemented at
the physical layer. Many systems implement an independent error detection process at
one or more additional layers. For example, in a PHS system, when the PHS Internet
Access Forum Standard (PIAFS) is used, there is an additional error detection process,
across different physical layer frames, implemented at the data-link layer. Usually, the
results of the error detection process at each layer are not communicated to the other
layers. Such independent error detection processes implemented at different layers
may be used to detect an SDMA channel swap.

[0049] Most circumstances that will lead to an error indication at the data-link layer
will also lead to an error indication at the physical layer, but this is not the case for an

SDMA channel swap. An SDMA channel swap will not cause a CRC to indicate an
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error at the physical layer because the physical data stream structure and CRC
checksums will still be legal. However, an SDMA channel swap will produce an error
at the data-link layer because the CRC at the data-link layer spans multiple physical
frames. Therefore, if the error detection processes at the two layers are inconsistent, an
SDMA channel swap may have occurred. In such an embodiment, the SDMA channel
may be corrected in the physical layer, or in any layers above it (e.g., data-link layer,
network layer, etc.)

[0050] Figure 5 illustrates a process in which independent error detection processes
implemented at each of multiple communication layers are used to detect the
occurrence of an SDMA channel swap. Process 500, shown in Figure 5, begins at
operation 505 in which an error detection process is performed at the physical layer.
[0051] At operation 510 an independent error detection process is performed at the
data-link layer.

[0052] At operation 515 the results of the error detection processes are compared.
If the results of the error detection processes are consistent, and indicate an error, the
error is addressed as appropriate at operation 516. If the results of the error detection
processes are consistent, and indicate no error, the process is reinitiated at operation
505 and the results of subsequent error detection processes are compared .

[0053] If the results of the error detection processes are inconsistent, an SDMA
channel swap is indicated at operation 520.

General Matters

[0054] A properly designed SDMA system should be able to detect an SDMA
channel swap and effect correction "gracefully." Embodiments of the invention may be
applied to detect and correct an SDMA channel swap. As noted, the foregoing methods
may be used separately or in conjunction with one another, as appropriate, to increase
reliability in determining if an SDMA channel swap has occurred.

[0055] The SDMA channel swap detection process may be repeated during the
entire communication period, for example one or more methods may be performed at
every data burst. In alternative embodiments, the SDMA channel swap detection
process may be accomplished at a BS, a BSC, an MSC, or a combination of these

control devices.
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[0056]  Upon detection of an SDMA channel swap, the BS or other control device
effects correction by interchanging the data streams received over each SDMA channel,
for both uplink and downlink. That is, the BS ascribes the UT data stream received
over one SDMA channel to the other SDMA channel.

[0057]  While several embodiments have been described in relation to their
application to systems employing specific air interfaces (e.g., PHS, GSM, etc.),
embodiments of the invention may be likewise applicable to a variety of other systems.
[0058]  The invention includes various operations. The operations of the invention
may be performed by hardware components or may be embodied in machine-
executable instructions, which may be used to cause a general-purpose or special-
purpose processor or logic circuits programmed with the instructions to perform the
operations. Alternatively, the operations may be performed by a combination of
hardware and software. The invention may be provided as a computer program product
that may include a machine-readable medium having stored thereon instructions, which
may be used to program a computer (or other electronic devices) to perform a process
according to the invention. The machine-readable medium may include, but is not
limited to, floppy diskettes, optical disks, CD-ROMs, and magneto-optical disks,
ROMs, RAMs, EPROMs, EEPROMs, magnet or optical cards, flash memory, or other
type of media/machine-readable medium suitable for storing electronic instructions.
Moreover, the invention may also be downloaded as a computer program product,
wherein the program may be transferred from a remote computer to a requesting
computer by way of data signals embodied in a carrier wave or other propagation
medium via a communication cell (e.g., a modem or network connection). The
operations may be performed at a BS, a BSC, a MSC, or performed by a combination
of these control devices.

[0059] Embodiments have been herein described in the context of a cellular radio
communication system, but alternative embodiments may be applied to a wide variety
of different systems in which data are exchanged. Such systems include voice, video,
music, broadcast and other types of data systems without external connections. Many
of the methods are described in their most basic form but operations can be added to or
deleted from any of the methods without departing from the basic scope of the

invention.
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[0060]  While the invention has been described in terms of several embodiments,
those skilled in the art will recognize that the invention is not limited to the
embodiments described, but can be practiced with modification and alteration within
the spirit and scope of the appended claims. The description is thus to be regarded as

illustrative instead of limiting.
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CLAIMS

What is claimed is:

1. A method comprising:

assigning a first spatial division multiple access (SDMA) communication
channel to a first user terminal, the first user terminal initially transmitting a first signal
over the first SDMA communication channel;

assigning a second SDMA communication channel to a second user terminal,
the second user terminal initially transmitting a second signal over the second SDMA
communication channel; and

analyzing the first signal and the second signal to determine that the first user
terminal is transmitting the first signal over the second SDMA communication channel
and the second user terminal is transmitting the second signal over the first SDMA

communication channel.

2. The method of claim 1 wherein the first user terminal is transmitting the first
signal over the second SDMA communication channel and the second user terminal is
transmitting the second signal over the first SDMA communication channel due to

proximity of the first user terminal to the second user terminal.

3. The method of claim 1 wherein the first user terminal is transmitting the first
signal over the second SDMA communication channel and the second user terminal is
transmitting the second signal over the first SDMA communication channel due to
instability of one or both of the first SDMA communication channel and the second

SDMA communication channel.
4. The method of claim 1 further comprising:

interchanging a communication channel of the first signal with a

communication channel of the second signal.

14



WO 2004/062301 PCT/US2003/041250

5. The method of claim 1 wherein the first signal and the second signal are
encoded using an encoding scheme in which specified outputs are invalid and wherein
analyzing the first signal and the second signal includes:

determining if the data stream of the first signal or the data stream of the second
signal contains an invalid bit; and

determining that a cyclic redundancy check of both the first SDMA
communication channel and the second SDMA communication channel does not

indicate a communication channel error.

6. The method of claim 5 wherein the encoding scheme is adaptive differential

pulse code modulation.
7. The method of claim 6 wherein the invalid output contains a zero bit.

8. The method of claim 7 further comprising:

pepeatedly analyzing the first signal and the second signal to increase reliability
of the determination that the first user terminal is transmitting the first signal over the
second SDMA communication channel and the second user terminal is transmitting the

second signal over the first SDMA communication channel.

9. The method of claim 1 wherein analyzing the first signal and the second signal
includes analyzing one or more physical characteristics of the first signal and the

second signal.

10.  The method of claim 9 wherein the one or more physical characteristics are
selected from the group consisting of frequency offset, time of arrival at a base station,
spatial signature, signal spectrum, direction-of-arrival of signals and modulation error

vector magnitude.
11.  The method of claim 10 further comprising:

repeatedly analyzing the first signal and the second signal to increase reliability

of the determination that the first user terminal is transmitting the first signal over the
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second SDMA communication channel and the second user terminal is transmitting the

second signal over the first SDMA communication channel.

12.  The method of claim 4 wherein the first signal and the second signal are data
communication signals and wherein analyzing the first signal and the second signal
includes comparing a result of a first communication layer error detection process with

a result of a second communication layer error detection process.

13.  The method of claim 12 wherein determining that the first user terminal is
transmitting the first signal over the second SDMA communication channel and the
second user terminal is transmitting the second signal over the first SDMA
communication channel includes determining that the result of the first communication
layer error detection process is inconsistent with the result of the second

communication layer error detection process.

14.  The method of claim 13 wherein the first communication layer is a physical
layer and the second communication layer is a data-link layer, the first communication
layer error detection process indicating no error and the second communication layer

error detection process indicating an error.

15.  The method of claim 12 wherein the operation of interchanging a
communication channel of the first signal with a communication channel of the second
signal is accomplished at a communication layer selected from the group consisting of
the physical layer, the data-link layer, and a subsequent communication layer of a

communication layer hierarchy.

16. A cellular radio communications network comprising:
a mobile switching center;
at least one base station controller, coupled to the mobile switching center; and
a plurality of base stations coupled to the at least one base station controller,
each base station assigning distinct SDMA channels to two user terminals, the SDMA

channels having one of a same carrier frequency, a same timeslot, or a same spreading
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code, analyzing a signal of one or both of the two user terminals to determine that one
or both of the two user terminals is transmitting a signal over the SDMA channel

assigned to the other of the two user terminals.

17. The cellular radio communications network of claim 16 wherein a signal from
each of the two user terminals is encoded using an encoding scheme in which specified
outputs are invalid and wherein analyzing a signal of one or both of the two user
terminals includes:

determining if the data stream of the signal of either of the two user terminals
contains an invalid bit; and

determining that a cyclic redundancy check of both SDMA communication

channels does not indicate a communication channel error.

18.  The cellular radio communications network of claim 17 wherein the encoding

scheme is adaptive differential pulse'code modulation.

19. The cellular radio communications network of claim 18 wherein the invalid

output contains a zero bit.

20.  The cellular radio communications network of claim 19 wherein the base
station repeatedly analyzes the signal from each of the two user terminals to increase
reliability of the determination that one or both of the two user terminals is transmitting

a signal over the SDMA channel assigned to the other of the two user terminals.

21. The cellular radio communications network of claim 16 wherein analyzing a
signal of one or both of the two user terminals includes analyzing one or more physical

characteristics of the signal from each of the two user terminals.

22. The cellular radio communications network of claim 21 wherein the one or
more physical characteristics are selected from the group consisting of frequency
offset, time of arrival at a base station, spatial signature, signal spectrum, direction-of-

arrival of signals, and modulation error vector magnitude.
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23.  The cellular radio communications network of claim 22 wherein the base
station repeatedly analyzes the signal from each of the two user terminals to increase
reliability of the determination that one or both of the two user terminals is transmitting

a signal over the SDMA channel assigned to the other of the two user terminals.

24.  The cellular radio communications network of claim 16 wherein the signal from
each of the two user terminals is a data communication signal and wherein analyzing
the signal from each of the two user terminals includes comparing a result of a first
communication layer error detection process with a result of a second communication

layer error detection process.

25.  The cellular radio communications network of claim 24 wherein determining
that one or both of the two user terminals is transmitting a signal over the SDMA
channel assigned to the other of the two user terminals includes determining that the
result of the first communication layer error detection process is inconsistent with the

result of the second communication layer error detection process.

26.  The cellular radio communications network of claim 25 wherein the first
communication layer is a physical layer and the second communication layer is a data-
link layer, the first communication layer error detection process indicating no error and

the second communication layer error detection process indicating an error.

27. A machine-readable medium having one or more executable instructions stored
thereon, which when executed by a digital processing system cause the digital
processing system to perform a method, the method comprising:

assigning a first spatial division multiple access (SDMA) communication
channel to a first user terminal, the first user terminal initially transmitting a first signal
over the first SDMA communication channel;

assigning a second SDMA communication channel to a second user terminal, \

the second user terminal initially transmitting a second signal over the second SDMA

communication channel; and
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analyzing the first signal and the second signal to determine that the first user
terminal is transmitting the first signal over the second SDMA communication channel
and the second user terminal is transmitting the second signal over the first SDMA

communication channel.

28.  The machine-readable medium of claim 27 wherein the first user terminal is
transmitting the first signal over the second SDMA communication channel and the
second user terminal is transmitting the second signal over the first SDMA
communication channel due to proximity of the first user terminal to the second user

terminal.

29.  The machine-readable medium of claim 27 wherein the first user terminal is
transmitting the first signal over the second SDMA communication channel and the
second user terminal is transmitting the second signal over the first SDMA
communication channel due to instability of one or both of the first SDMA

communication channel and the second SDMA communication channel.

30.  The machine-readable medium of claim 27 wherein the method further
comprises:

interchanging a communication channel of the first signal with a
communication channel of the second signal.
31.  The machine-readable medium of claim 27 wherein the first signal and the
second signal are encoded using an encoding scheme in which specified outputs are
invalid and wherein analyzing the first signal and the second signal includes:

determining if the data stream of the first signal or the data stream of the second
signal contains an invalid bit; and

determining that a cyclic redundancy check of both the first SDMA
communication channel and the second SDMA communication channel does not

indicate a communication channel error.

32.  The machine-readable medium of claim 31 wherein the encoding scheme is

adaptive differential pulse code modulation.
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33.  The machine-readable medium of claim 32 wherein the invalid output contains

a zero bit.

34.  The machine-readable medium of claim 33 wherein the method further
comprises:

repeatedly analyzing the first signal and the second signal to increase reliability
of the determination that the first user terminal is transmitting the first signal over the
second SDMA communication channel and the second user terminal is transmitting the

second signal over the first SDMA communication channel.

35.  The machine-readable medium of claim 27 wherein analyzing the first signal
and the second signal includes analyzing one or more physical characteristics of the

first signal and the second signal.

36.  The machine-readable medium of claim 35 wherein the one or more physical
characteristics are selected from the group consisting of frequency offset, time of
arrival at a base station, spatial signature, signal spectrum, direction-of-arrival of

signals and modulation error vector magnitude.

37.  The machine-readable medium of claim 36 wherein the method further
comprises:

repeatedly analyzing the first signal and the second signal to increase reliability
of the determination that the first user terminal is transmitting the first signal over the
second SDMA communication channel and the second user terminal is transmitting the

second signal over the first SDMA communication channel.

38.  The machine-readable medium of claim 30 wherein the first signal and the
second signal are data communication signals and wherein analyzing the first signal
and the second signal includes comparing a result of a first communication layer error
detection process with a result of a second communication layer error detection

process.
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39.  The machine-readable medium of claim 38 wherein determining that the first
user terminal is transmitting the first signal over the second SDMA communication
channel and the second user terminal is transmitting the second signal over the first
SDMA communication channel includés determining that the result of the first
communication layer error detection process is inconsistent with the result of the

second communication layer error detection process.

40.  The machine-readable medium of claim 39 wherein the first communication
layer is a physical layer and the second communication layer is a data-link layer, the
first communication layer error detection process indicating no error and the second

communication layer error detection process indicating an error.

41 The machine-readable medium of claim 40 wherein the operation of
interchanging a communication channel of the first signal with a communication
channel of the second signal is accomplished at a communication layer selected from
the group consisting of the first communication layer, the second communication layer,

and a subsequent communication layer of a communication layer hierarchy.

42. A method comprising:

transmitting a first signal to a first user terminal over a first spatial division
multiple access (SDMA) communication channel;

transmitting a second signal to a second user terminal over a second spatial
division multiple access (SDMA) communication channel; and

analyzing the first signal and the second signal to determine that the first user
terminal is receiving the first signal over the second SDMA communication channel
and the second user terminal is receiving the second signal over the first SDMA

communication channel.

43.  The method of claim 42 wherein the first user terminal is receiving the first

signal over the second SDMA communication channel and the second user terminal is
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receiving the second signal over the first SDMA communication channel due to

proximity of the first user terminal to the second user terminal.

44,  The method of claim 42 wherein the first user terminal is receiving the first
signal over the second SDMA communication channel and the secongl user terminal is
receiving the second signal over the first SDMA communication channel due to
instability of one or both of the first SDMA communication channel and the second

SDMA communication channel.

45.  The method of claim 42 further comprising:
interchanging a communication channel of the first signal with a

communication channel of the second signal.

46.  The method of claim 42 wherein the first signal and the second signal are
encoded using an encoding scheme in which specified outputs are invalid and wherein
analyzing the first signal and the second signal includes:

determining if the data stream of the first signal or the data stream of the second
signal contains an invalid bit; and

determining that a cyclic redundancy check of both the first SDMA
communication channel and the second SDMA communication channel does not

indicate a communication channel error.

47.  The method of claim 46 wherein the encoding scheme is adaptive differential

pulse code modulation.
48.  The method of claim 47 wherein the invalid output contains a zero bit.

49.  The method of claim 48 further comprising:

repeatedly analyzing the first signal and the second signal to increase reliability
of the determination that the first user terminal is receiving the first signal over the
second SDMA communication channel and the second user terminal is receiving the

second signal over the first SDMA communication channel.
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50.  The method of claim 42 wherein analyzing the first signal and the second signal
includes analyzing one or more physical characteristics of the first signal and the

second signal.

51.  The method of claim 50 wherein the one or more physical characteristics are
selected from the group consisting of frequency offset, time of arrival at a base station,
spatial signature, signal spectrum, direction-of-arrival of signals and modulation error
vector magnitude.
52.  The method of claim 51 further comprising:

repeatedly analyzing the first signal and the second signal to increase reliability
of the determination that the first user terminal is receiving the first signal over the
second SDMA communication channel and the second user terminal is receiving the

second signal over the first SDMA communication channel.

53.  The method of claim 45 wherein the first signal and the second signal are data
communication signals and wherein analyzing the first signal and the second signal
includes comparing a result of a first communication layer error detection process with

a result of a second communication layer error detection process.

54.  The method of claim 53 wherein determining that the first user terminal is
receiving the first signal over the second SDMA communication channel and the
second user terminal is receiving the second signal over the first SDMA
communication channel includes determining that the result of the first communication
layer error detection process is inconsistent with the result of the second

communication layer error detection process.

55.  The method of claim 54 wherein the first communication layer is a physical
layer and the second communication layer is a data-link layer, the first communication
layer error detection process indicating no error and the second communication layer

error detection process indicating an error.
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56.  The method of claim 53 wherein the operation of interchanging a
communication channel of the first signal with a communication channel of the second
signal is accomplished at a communication layer selected from the group consisting of
the physical layer, the data-link layer, and a subsequent communication layer of a

communication layer hierarchy.
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