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A plurality of mesh-connecting ports interconnect a plurality 
of bridges including an own bridge and other bridges as a 
mesh network. A packet transmitter/receiver reciprocally 
transmits and receives packets between the plurality of 
bridges through the mesh-connecting ports. A shortest path 
constructing unit constructs the shortest path between the 
bridges through the packet transmitter/receiver. An STP 
processing unit, with the shortest path constructed between 
the bridges by the shortest path constructing unit, executes 
STP processing for activating the Spanning tree protocol 
(STP) to provide redundancy to the mesh network. Abackup 
processing unit, with the shortest path constructed between 
the bridges, continuously leaves in the mesh domain a first 
mesh network bridge detected a line fault, and executes the 
backup processing to active a back up protocol for forming 
a backup route in Such a manner that the packet reaches a 
Second mesh network bridge that has become unreachable 
by the line fault, through a third mesh bridge connected with 
the Second mesh network bridge. 
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Backup candidate table 
Connecting Neighboring Backup Remaining 
port bridge candidate time 

00:00:91:00 : 00:02 
00:00:91:00:00:01 00:00:91:00 : 00:03 

00:00:91:00 : 00:04 
00:00:91:00:00:01 

2 00:00:91:00:00:02 00:00:91:00:00:03 
00:00:91.00 : 00:04 
00:00:91:00:00:01 

00:00:91:00:00 : 03 00:00:91:00:00:02 
00:00:91:00:00:04 

4 00:00:91:00:00 : 04 00:00: 9:00 : 00:02 
00:00:91:00:00:03 

F.G. 12 
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MESH NETWORK BRIDGES MAKING OPERABLE 
SPANNING TREE PROTOCOLAND LINE FAULT 

BACKUP PROTOCOL.IN OPTIMIZED 
FORWARDING ENVIRONMENT 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is based upon and claims the 
benefit of priority from the prior Japanese Patent Application 
No. 2002-369070 filed Dec. 19, 2002, the entire contents of 
which are incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. The present invention relates to a mesh network 
bridge, and in particular to a mesh network bridge connected 
by line to a mesh network configured of a plurality of 
bridges interconnected by line, and including the shortest 
path constructing means Such as the optimized forwarding 
and a plurality of mesh-connecting ports. 

0004 2. Description of the Related Art 
0005. As one form of network, there is a mesh network 
including a plurality of bridges interconnected by line. 

0006 Among the mesh networks of this kind, a full-mesh 
network (hereinafter referred to as FMN) including a plu 
rality of bridges all interconnected by line with at least one 
line between the bridges is well known. 
0007 FIG. 23 shows an example of FMN of this kind. 
0008. A bridge connected in mesh is called the mesh 
network bridge. 
0009. The network connected in mesh is described as a 
mesh domain for distinction from the other parts. 
0.010 Also, the mesh domain connected in full mesh is 
Sometimes described as a FMN domain. 

0011. As shown in FIG. 24, each mesh network bridge 32 
includes mesh-connecting ports 33 for mesh connection and 
non-mesh-connecting ports 34. 

0012. The mesh-connecting port 33 is used for line 
connection with other mesh network bridges 32. 
0013 The non-mesh-connecting port 34, on the other 
hand, is connected with nodes 37 and bridges 36 for con 
Structing an external network other than the mesh network 
bridge 32. 

0.014. In a network containing a redundant route caused 
by a plurality of bridges, a spanning tree protocol (STP) is 
employed for determining a route. 

0.015 For example, as shown in FIG. 25, assume a 
network over which LAN 1 and LAN 2 are connected to 
each other by means of a bridge A. 

0016. Here, in the case of a network over which node 
“n 1” Such as personal computer is connected to LAN 1, and 
HUB 1 is connected to LAN2, packets transmitted from the 
node "n1' are transmitted to all nodes of a broadcast domain 
including node "n2 Such as personal computer connected to 
the HUB 1 via LAN 1->bridge A->LAN 2->HUB 1. 
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0017. Over such network, when HUB 2 is connected to 
LAN 1 and LAN 2 in parallel to bridge A, a packet 
transmitted from the node “n1" loops over the network like 
LAN 1->bridge A->LAN 2->HUB 2->LAN 1->bridge 
A->LAN 2->HUB 2. As a result, a packet cannot be 
transmitted from a node other than node “n1” (node in a 
broadcast domain other than node “n1"). 
0018. In the case where a network is configured by only 
bridge A and HUB 1 as shown in FIG. 25, a spanning tree 
is employed to prevent a packet transmitted from a node 
from looping over the network. 
0019. In addition, as shown in FIG. 26, in the case where 
two bridges A and B are connected in parallel between LAN 
1 to which node "n1 Such as personal computer is con 
nected and LAN 2 to which HUB 1 is connected, thereby 
making communication among nodes “n2”, “n3", "n4', . . . 
Such as personal computers connected to node "n1 and 
HUB 1, one bridge is generally used to make communica 
tion. When this bridge A is linked down, the other bridge B 
is used to make communication, whereby a spanning tree is 
employed in order to cause a network to provide redun 
dancy. 
0020 Here, basic algorithm and protocol of the spanning 
tree includes the following items (1) to (5) (Refer to ISO/ 
IEC 15802-3: 1998 (E) ANSI/IEEE Std 80 2. 1D, 1998 
Edition, Part3:Media Access Control(MAC) Bridges, pp 
v-xix, LOCAL AND METROPOLITAN AREA 
NETWORKS:8..the Spanning Tree Algorithm and Protocol 
pp. 58-109 and 9.Encoding of Bridge Protocol Data 
Units(BPDUs) pp. 110-113). 
0021 (1) A special frame called Configuration Bridge 
Protocol Data Units (hereinafter, referred to as BPDU) is 
eXchanged between bridges. 
0022. The following works are performed based on this 
exchanged BPDU. 
0023 (2) A network root bridge is selected. 
0024. Only one root bridge exists in the entire LAN 
bridge connected. 
0025 (3) Each bridge computes the shortest route that 
reaches a rootbridge (A port that provides the shortest route 
to the root bridge is called a root port). 
0026 (4) With respect to each LAN, a “designated 
bridge” is selected from a bridge connected to the LAN. 
0027 (5) Each bridge selects a port (designated port) that 
belongs to a spanning tree and a port (blocked port) that does 
not belong to Such spanning tree. 
0028 All data frames received at a blocked port are 
discarded. 

0029. In addition, frame transmission from a blocked port 
is not performed at all. 
0030) A received BPDU is not forwarded at all. 
0031) A data portion of the above mentioned BPDU 
includes at least root ID, bridge ID, root path cost. 
0032 Root ID is an ID of a root bridge (or a bridge 
assumed to be Such root bridge), and is generated based on 
a MAC address of Such bridge and a priority designated by 
an administrator. 
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0.033 Bridge ID is an ID of a bridge that transmits a 
BPDU, and is generated based on a MAC address of Such 
bridge and a priority designated by an administrator. 

0034) A root path cost is a cost of the (possible) shortest 
route from a bridge that transmits a BPDU to a root bridge. 
0035) In an initial state (when a power is supplied), each 
bridge is a root bridge itself, and it is assumed that a root 
path cost is 0. 

0036) Each bridge transmits the initial value of a BPDU 
to all ports, and at the same time, receives the BPDU 
transmitted from another bridge from all the ports. 

0037. In the case where a bridge has received a better 
BPDU from a port, such bridge stops transmission of BPDU 
to that port, and then, changes the value of the BPDU to be 
transmitted by the bridge itself. 

0.038. In this manner, in the case where a spanning tree 
enters a stable state, only one bridge transmits a BPDU 
among each LAN. 

0039 For example, in the case where BPDU 1 and BPDU 
2 are present, it is judged which of the above BPDUs is 
better in accordance with rules (1) to (4) below. (1) In the 
case where root ID of BPDU 1 is numerically smaller than 
that of BPDU 2, it is judged that BPDU 1 is better than 
BPDU 2. 

0040 (2) In the case where root ID of BPDU 1 is 
numerically equal to that of BPDU 2, if a root path cost of 
BPDU 1 is smaller than that of BPDU 2, it is judged that 
BPDU 1 is better than BPDU 2. 

0041) (3) In the case where root ID of BPDU 1 is 
numerically equal to that of BPDU 2, and a root path cost of 
BPDU 1 is equal to that of BPDU 2, if bridge ID of BPDU 
1 is numerically smaller than that of BPDU 2, it is judged 
that BPDU 1 is better than BPDU 2. 

0042 (4) In the case where root ID of BPDU 1 is 
numerically equal to that of BPDU 2, a root path cost of 
BPDU 1 is equal to that of BPDU 2, and bridge ID of BPDU 
1 is numerically equal to that of BPDU 2, if port ID of 
BPDU 1 is smaller than that of BPDU 2, it is judged that 
BPDU 1 is better than BPDU 2. 

0043. Then, each bridge compares the initial value of its 
own BPDU with that of the BPDU from another bridge 
received from all ports, and selects root ID from the best 
BPDU. 

0044) Next, each bridge computes its own root path cost 
in accordance with (root path cost)=(root path cost in the 
best BPDU)+path cost. 
0.045. A path cost is a cost to the root that each port 
individually has, and the value of the cost can be set by an 
administrator. 

0046) Once a root ID, a route port, and a rootpath cost are 
defined, each bridge updates the content of BPDU transmit 
ted by such each bridge itself. 

0047. Further, its own updated BPDU is compared with 
BPDU received from a port other than root port, and it is 
judged whether or not each port other than root port is a 
designated bridge itself. 
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0048. A port that is a designated bridge is called a 
designated port, and a port that is not a designated bridge is 
called a blocked port. 
0049. In BPDU transmission and data frame forwarding 
to a root port, a designated port and a blocked port, a data 
frame is forwarded at the root port without transmitting 
BPDU; BPDU is transmitted, and a data frame is forwarded 
at the designated port; and BPDU is not transmitted, and a 
data frame is not forwarded at the blocked port. 
0050. In this manner, once a spanning tree is configured, 
each bridge performs regular operations described in (1) to 
(4) below. 
0051. These regular operations are required for reconfig 
uring a Spanning tree that has been configured due to a 
bridge fault or addition of new bridge. 
0.052 (1) BPDU includes an element called “message 
age. 

0053. This value denotes an elapsed time after a root 
bridge has generated a BPDU that corresponds to the above 
BPDU. 

0054) (2) A root bridge transmits its own BPDU periodi 
cally to all ports. At this time, “message age” is Set to 0. 

0.055 (3) Each bridge stores a received BPDU, and 
increases the value of the “message age” of the BPDU stored 
in each port with an elapse of time (message age timer). 
0056 (4) A bridge other than root bridge transmits its 
own BPDU when it receives a BPDU from a root port. 
0057. At this time, as a value of the “message age”, there 
is used a value equal to or greater than the “message age' of 
the root port and greater than the “message age of the 
received BPDU. 

0058. Here, the reconfiguration of the spanning tree 
occurs in any of the cases described in (1) and (2) below. 
0059 (1) In the case where the “message age” timer of 
the stored BPDU times out (in the case where a max age is 
exceeded); or 
0060 (2) In the case where a BUDU better than that 
stored in a port or a BPDU with the Small value of the 
message age is received from the same port. 
0061. In the case where any of the above events occurs, 
a bridge performs re-computation for a root ID, a root path 
cost, and a root port. 
0062. In the meantime, it is very dangerous to perform 
data frame transmission before all the bridges over a net 
work enters a normal State after configuration (reconfigura 
tion) of a spanning tree has been started. 
0063. This is because there is a possibility that a tempo 
rary loop occurs during Spanning tree configuration. 

0064. Therefore, even if each bridge determines its own 
designated port, it does not start data frame forwarding 
immediately. 

0065. There are four types of the states of each port in a 
bridge: 

0066 (1) listening: No work concerning a data frame is 
carried out. 
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0067 (2) learning: Although the learning of a starting 
MAC address is performed, forwarding is not performed. 
0068 (3) forwarding: Data frame forwarding is per 
formed. 

0069 (4) disable: This state completely stops the port and 
does not perform receiving and transmitting of all packets. 
0070 The lengths of the listening state and learning state 
are called a “forward delay'. A root bridge determines its 
value, enters its value in a BPDU, and transmits the fact to 
each bridge. 
0071. In addition, a timer employed in the listening state 
and learning State is called a "forwarding timer'. 
0072) If spanning tree reconfiguration occurs, a host 
position changes, and the contents of an old forwarding table 
may be incorrect. 
0.073 Thus, the bridge corresponding to a spanning tree 
has two kinds of States as timeout values of the forwarding 
table aging timer as follows. 
0074 (1) Normal value: This value is set to a long time 
Such as a few minutes. 

0075 (2) A value used after topology change: This value 
is the same as the forward delay value. 
0.076 When a bridge senses spanning tree reconfigura 
tion, the timeout value of the forwarding table aging timer 
is set to a value identical to forward delay for a predeter 
mined period of time. 
0077. In the meantime, a spanning tree algorithm and 
protocol has a System that notifies to all bridges that Span 
ning tree reconfiguration has occurred. 
0078 (1) When a bridge senses a topology change, that 
bridge transmits a frame called TCN-BPDU (Topology 
Change Notification BPDU) to a root port with hello time 
intervals. 

0079. This transmission is continued until a BPDU in 
which a TCA (Topology Change Acknowledgment) flag is 
Set has been received from the root port. 
0080 (2) A bridge which has received TCN-BPDU also 
transmits TCN-BPDU to its own root port. 
0081. On the other hand, to a port that has received a 
TCN-BPDU, a BPDU TCA flag is set, and a BPDU is 
transmitted during transmission of the next BPDU. 
0082 (3) In the case where a root bridge receives a 
TCN-BPDU or the state of its own port changes, the root 
bridge transmits a BPDU in which a TC (Topology Change) 
flag is Set from that time to a max age--forward delay time. 
0.083 (4) A bridge which has received the TC flag set 
BPDU from a root port sets a TC flag for its own BPDU, and 
transmits Such BPDU. 

0084. This transmission is continued until a BPDU in 
which a TC flag is not set has been received. 
0085 (5) While a bridge receives TC flag set BPDU from 
the root port, the bridge uses the value of “forward delay” as 
a timeout value of the forwarding table aging timer. 
0.086. In this way, a spanning tree has an algorithm for 
automatically removing a loop in a redundant bridge net 
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work, and automatically Sensing a network topology change 
caused by a device fault or cable failure, thereby automati 
cally changing a network topology So as to prevent a loop 
from being produced. 
0087. In the network configuration using the spanning 
tree protocol according to ANSI/IEEE Std 802. 1D 
described above, a blocked port is automatically produced 
thereby to avoid a loop of the network and to use a loop-free 
rOute. 

0088. However, in the case where the network configu 
ration using the spanning tree according to ANSI/IEEE Std 
802.1D described above is employed for FMN as shown in 
FIG. 27, for example, the problem is posed that a route not 
necessarily optimum for FMN is formed. 
0089 FIG. 27 shows an example of a network configu 
ration (same as FIG. 23) using the Spanning tree according 
to ANSI/IEEE Std 802. 1D described above for FMN. 

0090) 
network bridges 32. 
0091. In the network configuration shown in FIG. 27, the 
bridge a constitutes a root bridge, and the port near to the 
bridged between the bridge band the bridged, the port near 
to the bridge c between the bridge band the bridge c, and the 
port near to the bridged between the bridge c and the bridge 
dare each Set as a blocked port according to the Spanning 
tree protocol. 

0092. In the network configuration shown in FIG. 27, 
therefore, the route for communication from the node a to 
the node b passes not through the shortest one including the 
bridge e, the bridge d and the bridge b, but through the 
bridge e, the bridge d, the bridge a and the bridge b. 

In FIG. 27, the bridges a, b, c constitute mesh 

0093. Thus, the communication route from the node a to 
the node b constitutes a detour in the network configuration 
shown in FIG. 27. As compared with the communication 
through the Shortest path, therefore, the problem of a longer 
communication time is posed. 
0094. Also, this conventional network configuration 
encounters the problem that an excessive load is imposed on 
a part of the nodes. 
0095. In the case of the network configuration shown in 
FIG. 27, for example, a blocked port is set by the spanning 
tree protocol, and therefore, the communication between 
bridges always passes through the root bridge a. This not 
only imposes an excessive load on the bridge a, but an 
extraneous load on a part of lines, thereby leading to the 
problem that the lines cannot be used efficiently and the line 
utilization rate is reduced. 

0096. Further, the problem of extraneous charge is posed 
in the case where the mesh network described above is 
constructed on the Internet and the Ethernet (R) frame is 
passed through the Internet using L2TP (Layer2 Tunneling 
Protocol). 
0097 L2TP is a means for transmitting the L2 frame of 
Ethernet or PPP to the Internet in the form encapsulated in 
IP. 

0098. In the case where the mesh network shown in FIG. 
27 is constructed on the Internet, for example, the commu 
nication from the node a to the node b passes through two 
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routes, one from the mesh network bridge d to the mesh 
network bridge a, and the other from the mesh network 
bridge a to the mesh network bridge b. Thus, charge accrues 
twice and doubles. 

0099. In order to obviate this problem and optimize the 
forwarding in FMN, there has been proposed a method 
utilizing the optimized forwarding with an improved net 
work configuration using the Spanning tree according to 
ANSI/IEEE Std 802. 1D described above for communica 
tion between the FMN bridges in CE-based Virtual Private 
LAN (http://www.ietforg/internet-draft/draft-lee-ce-based 
vp1-00.txt). 
0100 This method utilizing the optimized forwarding 
preSupposes no spanning tree operation. 

0101 The communication between bridges in this 
method utilizing the optimized forwarding uses the follow 
ing algorithms (1) to (4) to secure the shortest path on FMN 
free of the loop. 
0102 (1) The unicast packet received from a FMN con 
necting port is flooding to all the non-EMN connecting ports 
but not to the FMN connecting ports. 

0103) (2) The multicast packet received from a FMN 
connecting port is multicasting to all the non-FMN connect 
ing ports but not to the FMN connecting ports. 

0104 (3) The unicast packet received from a non-FMN 
connecting port is flooding to all the FMN connecting ports 
and all the non-FMN connecting ports. 

0105 (4) The multicast packet received from a non-FMN 
connecting port is multicasting to all the FMN connecting 
ports and all the non-FMN connecting ports. 

0106. In the case of (4), it is recommended that IGMP 
Snooping be used at the same time to avoid the unnecessary 
distribution for a further improvement of the line efficiency. 

0107. In the case of communication between the bridge c 
and any other bridge (the bridge a, the bridge b or the bridge 
d) by the aforementioned method of the optimized forward 
ing employed for FMN shown in FIG. 23, the bridge that 
has received a packet from the bridge c does not flood the 
particular packet to other mesh network bridges. 

0108) As a result, the communication between bridges 
using the method of the optimized forwarding for FMN 
causes no delay by detour and can be established through the 
Shortest path, thereby leading to the advantage of obviating 
the problem of the network configuration using the Spanning 
tree of ANSI/IEEE Std 802.1D. 

0109 Even in the case where the method of the optimized 
forwarding is employed for FMN, however, the problem 
described below is still encountered. 

0110 Specifically, in view of the fact that the method 
using the optimized forwarding described above presup 
poses no spanning tree operation, no redundant route can be 
used even in case of a line fault in the communication 
between bridges. 

0111. In the network configuration shown in FIG. 28, for 
example, assume that the communication between from the 
node c to the node b develops a line fault between the bridge 
b and the bridge c. Packets from the node c are flooded to 
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the bridge a and the bridge d. Packets received by the bridge 
a or the bridge d, however, are not flooded to the bridge b. 
0112 Even in the case where a line fault occurs between 
the bridge band the bridge c, therefore, no redundant route 
can be used and the packets from the node c cannot be sent 
to the node b. 
0113 Also, as shown in FIG. 29, in the case where new 
bridges fand g are added to form a backup route between the 
bridge a and the bridge c, a loop is formed by the bridge a, 
the bridge c, the bridge f and the bridge g. 
0114. However, in the method of using the optimized 
forwarding described above, which presupposes no opera 
tion of the Spanning tree, a loop, if formed in a route on the 
network, cannot be detected to Set a blocking port. 
0115 The network shown in FIG. 29, therefore, poses 
the problem that in the case where a loop is formed on a 
route on the network, a packet Sent out from a given node 
would undesirably flow through the route forming the loop, 
thereby reducing the line efficiency. 

BRIEF SUMMARY OF THE INVENTION 

0116. A first object of the invention is to provide a mesh 
network bridge wherein in order to avoid a loop between a 
mesh domain and the outside of the mesh domain using the 
optimized forwarding as a means for constructing the short 
est path, the Spanning tree protocol rendered operable even 
in the optimized forwarding environment is used for the 
whole network including the mesh domain and the outside 
of the mesh domain, thereby reducing the delay due to the 
detour of the communication route in the network and the 
excessive load on a part of the devices in the network for an 
improved line utilization while at the same time improving 
the communication efficiency by avoiding the loop outside 
the mesh domain. 

0117. A second object of the invention is to provide a 
mesh network bridge wherein the backup protocol is ren 
dered operable at the time of a line fault in the optimized 
forwarding environment used as a means for constructing 
the shortest path, So that the route is immediately changed in 
case of a line fault thereby to accelerate the restoration from 
the Suspension of communication for an improved commu 
nication efficiency. 
0118. A third object of the invention is to provide a mesh 
network bridge wherein the Spanning tree is rendered oper 
able even in the optimized forwarding environment used as 
a means for constructing the shortest path thereby to reduce 
the delay due to the detour of the communication route in the 
network and the excessive load on a part of the devices in the 
network on the one hand and improve the line utilization rate 
and the communication efficiency by avoiding the loop 
outside the mesh domain on the other hand, while at the 
Same time the backup protocol is rendered operable at the 
time of a line fault even in the optimized forwarding 
environment thereby to change the route immediately in 
case of a line fault and thus accelerate the restoration from 
the Suspension of communication for an improved commu 
nication efficiency. 
0119) To achieve the above first object, according to a 

first aspect of the invention, there is provided a mesh 
network bridge having a plurality of mesh-connecting ports 
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(3) to interconnect a plurality of bridges including an own 
bridge and other bridges as a mesh network, comprising: 

0120 a packet transmitter/receiver (12) which recip 
rocally transmits and receives packets between the 
plurality of bridges through the plurality of mesh 
connecting ports; 

0121 a shortest path constructing unit (11) which 
constructs the shortest path between the plurality of 
bridges through the packet transmitter/receiver; and 

0122) a STP processing unit (5) which executes STP 
processing to activate a spanning tree protocol (STP) 
for attaching redundancy to the mesh network with 
the shortest path constructed between the plurality of 
bridges by the shortest path constructing unit. 

0123 To achieve the above first object, according to a 
Second aspect of the invention, there is provided a mesh 
network bridge according to the first aspect, 

0.124 wherein the STP processing unit comprises: 

0125 a logic port storage unit (18) which stores the 
plurality of mesh-connecting ports and at least one 
logic port related to the plurality of mesh-connecting 
ports, 

0126 a rereading unit (13) which receives, BPDU 
(configuration bridge protocol data units) of the other 
bridges from any one of the plurality of mesh 
connecting ports through the packet transmitter/re 
ceiver, and rereads the BPDU as having been 
received from the logic port Stored in the logic port 
Storage unit; 

0127 a BPDU receiving unit (14) which receives 
the BPDU reread by the rereading unit as having 
been received from the logic port; 

0128 a STP information management unit (16) 
which determines STP status of the logic port based 
on the BPDU received by the BPDU receiving unit; 

0129 a STP information storage unit (19) which 
receives and stores the information on the STP status 
determined by the STP information management 
unit; 

0130 a BPDU transmitting unit (15) which trans 
mits the BPDU to the other bridges through the 
packet transmitter/receiver based on the STP status 
stored in the STP information storage unit, in such a 
manner that in the case where the BPDU are trans 
mitted from the logic port, the BPDU having the 
Same root path cost and the same port priority are 
transmitted from all of the plurality of mesh-con 
necting ports related to the logic port, and 

0131) a port status setting unit (17) which sets to the 
same STP status as the logic port all of the plurality 
of mesh-connecting ports related to the logic port, 
based on the STP status stored in the STP informa 
tion Storage unit. 

0132) To achieve the above first object, according to a 
third aspect of the invention, there is provided a mesh 
network bridge according to the first aspect, 
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0.133 wherein a method utilizing optimized for 
warding as the shortest path constructing unit is 
employed. 

0134) To achieve the above first object, according to a 
fourth aspect of the invention, there is provided a mesh 
network bridge according to the first aspect, 

0.135 wherein the shortest path constructing unit 
receives from the packet transmitter/receiver a 
packet to be transmitted outside, and performs an 
output proceSS required to determine an optimum 
port for forwarding the packet. 

0.136 To achieve the above first object, according to a 
fifth aspect of the invention, there is provided a mesh 
network bridge according to the third aspect, further com 
prising a forwarding table Storing the destination port for a 
packet to be transmitted, 

0.137 wherein the packet transmitter/receiver 
accesses the forwarding table through the Shortest 
path constructing unit, and in the case where the 
destination port is known for the packet to be trans 
mitted, outputs the packet to the destination port, the 
packet transmitter/receiver executing a predeter 
mined flooding process based on the optimized for 
warding algorithm in the case where the destination 
is unknown. 

0.138. To achieve the above first object, according to a 
Sixth aspect of the invention, there is provided a mesh 
network bridge according to the first aspect, further com 
prising a non-mesh-connecting port, 

0.139 wherein the packet transmitter/receiver per 
forms transmitting and receiving packets between 
other mesh network bridges connected to the non 
mesh-connecting ports, nodes and non-mesh net 
work bridges. 

0140. To achieve the above second object, according to a 
Seventh aspect of the invention, there is provided a mesh 
network bridge comprising a plurality of mesh-connecting 
ports (3) for interconnecting a plurality of bridges including 
an own bridge and other bridges as a mesh network, com 
prising: 

0141 a packet transmitter/receiver which (12) recip 
rocally transmits and receives packets between the 
plurality of bridges through the plurality of mesh 
connecting ports; 

0142 a shortest path constructing unit (11) which 
constructs the shortest path between the plurality of 
bridges through the packet transmitter/receiver; and 

0143 a backup processing unit (6) which executes 
backup processing to activate a backup protocol for 
forming a backup route in Such a manner that, with 
the shortest path constructed between the plurality of 
bridges by the shortest path constructing unit, a first 
mesh network bridge detected a line fault is continu 
ously left in a mesh domain, and a Second mesh 
network bridge rendered unreachable of a packet by 
the line fault is reached the packet through a third 
mesh network bridge connected to the Second mesh 
network bridge. 
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0144) To achieve the above second object, according to 
an eighth aspect of the invention, there is provided a mesh 
network bridge according to the Seventh aspect, 

0145) 
prises: 

0146 a backup candidate memory (27) which 
Stores, related to each other, information for identi 
fying the plurality of mesh-connecting ports, infor 
mation for identifying neighboring bridges con 
nected to the plurality of mesh-connecting ports, and 
information for identifying bridges constituting can 
didates for the neighboring bridges, 

0147 a line fault detecting unit (21) which detects a 
line fault between a first other bridge connected to 
the plurality of mesh-connecting ports, 

0148 a backup bridge selecting unit (22) which 
Selects, upon detection of a line fault by the line fault 
detecting unit, a Second other bridge connected to the 
mesh network from the backup candidate memory in 
order to form a backup route which data to be 
transmitted to the first other bridge reach the first 
other bridge through the Second other bridge; 

0149 a backup request sending unit (23) which 
Sends out, through the packet transmitter/receiver, a 
backup request packet containing information for 
identifying the first other bridge to the second other 
bridge Selected by the backup bridge Selecting unit, 
while at the same time requests, upon receipt of the 
data to be sent to the first other bridge, the Second 
other bridge to form a first route for Sending the data 
to the Second other bridge, 

0150 a backup request receiving unit (24) which 
issue, upon receipt of a backup request packet from 
a third other bridge as the Second other bridge 
through the packet transmitter/receiver, a request to 
form a Second route for Sending out data from the 
third other bridge to the first other bridge as viewed 
from the third other bridge identified by identifica 
tion information contained in the backup request 
packet; and 

0151 a route control unit (25) which causes the 
Shortest path constructing unit to form a route cor 
responding to Selected one of the first route requested 
to form by the backup request Sending unit and the 
Second route requested to form by the backup request 
receiving unit. 

wherein the backup processing unit com 

0152 To achieve the above second object, according 
to a ninth aspect of the invention, there is provided 
a mesh network bridge according to the eighth 
aspect, 

0153 wherein a method utilizing optimized for 
warding as the shortest path constructing unit is 
employed. 

0154) To achieve the above second object, according to a 
tenth aspect of the invention, there is provided a mesh 
network bridge according to the Seventh aspect, 

O155 wherein the shortest path constructing unit 
receives a packet to be transmitted outside from the 
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packet transmitter/receiver and performs an output 
proceSS for determining the optimum port for for 
warding the packet. 

0156 To achieve the above second object, according to 
an eleventh aspect of the invention, there is provided a mesh 
network bridge according to the Seventh aspect, further 
comprising a forwarding table (20) storing a destination port 
for a packet to be transmitted; 

O157 wherein the packet transmitter/receiver 
accesses the forwarding table through the Shortest 
path constructing unit, and in the case where the 
destination port is known for the packet to be trans 
mitted, outputs the packet to the destination port, the 
packet transmitter/receiver executing a predeter 
mined flooding process based on the optimized for 
warding algorithm in the case where the destination 
is unknown. 

0158 To achieve the above second object, according to a 
twelfth aspect of the invention, there is provided a mesh 
network bridge according to the Seventh aspect, further 
comprising a non-mesh-connecting port, 

0159 wherein the packet transmitter/receiver per 
forms transmitting and receiving packets between 
other mesh network bridges connected to the non 
mesh-connecting ports, nodes and non-mesh net 
work bridges. 

0160 To achieve the above second object, according to a 
thirteenth aspect of the invention, there is provided a mesh 
network bridge according to the eighth aspect, further com 
prising a backup candidate memory control unit (26), 

0.161 wherein a neighbor notification packet con 
taining information on the other bridges connected to 
any one of the plurality of mesh-connecting ports of 
the own bridge is Sent out to the packet transmitter/ 
receiver, and upon receipt of the neighbor notifica 
tion packet from the other bridges through the packet 
transmitter/receiver, a receiving port number, a 
Source address and information on the neighboring 
bridge are retrieved and Stored in the backup candi 
date memory. 

0162 To achieve the above second object, according to a 
fourteenth aspect of the invention, there is provided a mesh 
network bridge according to the thirteenth aspect, 

0163 wherein the backup candidate memory control 
unit Stores a remaining monitor time for detecting a 
line fault in the backup candidate memory, while 
regularly monitoring the remaining monitor time, 
and upon detection of the failure to Send the neighbor 
notification packet for a predetermined period of 
time, notifies the line fault detecting unit that a line 
fault has occurred. 

0164. To achieve the above second object, according to a 
fifteenth aspect of the invention, there is provided a mesh 
network bridge according to the ninth aspect, 

0.165 wherein the route control unit, upon receipt of 
a request from Selected one of the backup request 
Sending unit and the backup request receiving unit to 
form a backup route, requests the shortest path 
constructing unit to execute an exceptional process 
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for the optimized forwarding to form a requested 
backup route, and upon receipt of a request to cancel 
the backup route, requests the shortest path con 
Structing unit to Stop the exceptional process for the 
requested backup route. 

0166 To achieve the above second object, according to a 
Sixteenth aspect of the invention, there is provided a mesh 
network bridge according to the eighth aspect, further com 
prising a backup receiving table (28), 

0.167 wherein the backup request receiving unit, 
upon receipt of a backup request packet from the 
other bridges through the packet transmitter/receiver, 
(1) registers in the backup receiving table a connect 
ing port that has received the packet, a backup target 
(unreachable bridge) and a backup Source (request 
ing bridge) indicated by the packet and a remaining 
monitor time, (2) upon receipt of a packet having a 
backup target as a destination from the backup 
Source, requests the route control unit to form a route 
for sending out the packet to the backup target, (3) in 
the case where combination of the backup Source and 
the backup target indicated by the backup request 
packet is already Stored in the backup receiving 
table, Sets the remaining monitor time to an initial 
value, and (4) regularly checks the remaining moni 
tor time, and upon expiry of the remaining monitor 
time or upon receipt of a request from the packet 
transmitter/receiver to cancel the backup, deletes the 
backup route items (the backup Source, the backup 
target, and the remaining time) from the backup 
receiving table while at the Same time requesting the 
route control unit to block the backup route. 

0168 To achieve the above second object, according to a 
Seventeenth aspect of the invention, there is provided a mesh 
network bridge according to the eighth aspect, 

0169 wherein the backup bridge selecting unit, 
upon receipt of a notified port number associated 
with a line fault from the line fault detecting unit and 
in the case where the port is one of the plurality of 
mesh-connecting ports, finds a neighboring bridge 
(unreachable bridge) connected to a port of the 
notified port number from the backup candidate 
memory, Selects, as a requestee bridge, a neighboring 
bridge having the unreachable bridge as a backup 
candidate, notifies the backup request Sending unit, 
and in order to indicate occurrence of a line fault to 
connected port notified of the line fault, rewrites the 
remaining time of the connecting port of the backup 
candidate memory to Zero. 

0170 To achieve the above third object, according to an 
eighteenth aspect of the invention, there is provided a mesh 
network bridge having a plurality of mesh-connecting ports 
(3) to connect a plurality of bridges including an own bridge 
and other bridges as a mesh network, comprising: 

0171 a packet transmitter/receiver (12) which recip 
rocally transmits and receives packets between the 
plurality of bridges through the plurality of mesh 
connecting ports; 

0172 a shortest path constructing unit (11) which 
constructs the shortest path between the plurality of 
bridges through the packet transmitter/receiver; 
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0173 a STP processing unit (5) which executes STP 
processing to activate a spanning tree protocol (STP) 
for attaching redundancy to the mesh network with 
the shortest path constructed between the plurality of 
bridges by the shortest path constructing unit, and 

0174 a backup processing unit (6) which executes 
backup process to activate a backup protocol for 
forming a backup route in Such a manner that, with 
the shortest path constructed between the plurality of 
bridges by the shortest path constructing unit, a first 
mesh network bridge detected a line fault is continu 
ously left in a mesh domain, and a Second mesh 
network bridge rendered unreachable of a packet by 
the line fault is reached the packet through a third 
mesh network bridge connected to the Second mesh 
network bridge. 

0.175 To achieve the above third object, according to a 
nineteenth aspect of the invention, there is provided a mesh 
network bridge according to the eighteenth aspect, 

0176 wherein the STP processing unit comprises: 

0177 a logic port storage unit (18) which stores the 
plurality of mesh-connecting ports and at least one 
logic port related to the plurality of mesh-connecting 
ports, 

0.178 a rereading unit (13) which receives BPDU 
(configuration bridge protocol data units) of the other 
bridges from any one of the plurality of mesh 
connecting ports through the packet transmitter/re 
ceiver, and rereads the BPDU as having been 
received from the logic port Stored in the logic port 
Storage unit; 

0179 a BPDU receiving unit (14) which receives 
the BPDU reread by the rereading unit as having 
been received from the logic port; 

0180 a STP information management unit (16) 
which determines STP status of the logic port based 
on the BPDU received by the BPDU receiving unit; 

0181 a STP information storage unit (19) which 
receives and stores information on the STP status 
determined by the STP information management 
unit, 

0182 a BPDU transmitting unit (15) which trans 
mits the BPDU to the other bridges through the 
packet transmitter/receiver based on the STP status 
stored in the STP information storage unit, sends the 
BPDU having the same root path cost and the same 
port priority from all of the plurality of mesh 
connecting ports related to the logic port, and 

0183) a port status setting unit (17) which sets all of 
the plurality of mesh-connecting ports related to the 
logic port in the same STP Status as the logic port, 
based on the STP status stored in the STP informa 
tion Storage unit. 

0184. To achieve the above third object, according to a 
twentieth aspect of the invention, there is provided a mesh 
network bridge according to the eighteenth aspect, 
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0185 
prises: 

0186 a backup candidate memory (27) which 
Stores, related to each other, information for identi 
fying the plurality of mesh-connecting ports, infor 
mation for identifying neighboring bridges con 
nected to the plurality of mesh-connecting ports, and 
information for identifying bridges constituting can 
didates for the neighboring bridges, 

0187 a line fault detecting unit (21) which detects a 
line fault between a first other bridge connected to 
the plurality of mesh-connecting ports, 

0188 a backup bridge selecting unit (22) which 
Selects, upon detection of a line fault by the line fault 
detecting unit, a Second other bridge connected to the 
mesh network from the backup candidate memory in 
order to form a backup route which data to be 
transmitted to the first other bridge reaches the first 
other bridge through the Second other bridge; 

0189 a backup request sending unit (24) which 
Sends out, through the packet transmitter/receiver, a 
backup request packet containing information for 
identifying the first other bridge to the second other 
bridge Selected by the backup bridge Selecting unit, 
which at the same time requests, upon receipt of the 
data to be sent to the first other bridge, the Second 
other bridge to form a first route for sending the data 
to the Second other bridge, 

0190 a backup request receiving unit (25) which 
issues, upon receipt of a backup request packet from 
a third other bridge as the Second other bridge 
through the packet transmitter/receiver, a request to 
form a Second route for Sending out data from the 
third other bridge to the first other bridge as viewed 
from the third other bridge identified by identifica 
tion information contained in the backup request 
packet; and 

0191 a route control unit which causes the shortest 
path constructing unit to form a route corresponding 
to selected one of the first route requested to form by 
the backup request Sending unit and the Second route 
requested to form by the backup request receiving 
unit. 

wherein the backup processing unit com 

0.192 Additional objects and advantages of the invention 
will be set forth in the description which follows, and in part 
will be obvious from the description, or may be learned by 
practice of the invention. The objects and advantages of the 
invention may be realized and obtained by means of the 
instrumentalities and combinations particularly pointed out 
hereinafter. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWING 

0193 The accompanying drawings, which are incorpo 
rated in and constitute a part of the Specification, illustrate 
presently preferred embodiment of the invention, and 
together with the general description given above and the 
detailed description of the preferred embodiment given 
below, Serve to explain the principles of the invention. 
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0194 FIG. 1 is a block diagram showing a general 
configuration of a mesh network bridge according to a first 
embodiment of the invention; 
0.195 FIG. 2 is a block diagram showing a general 
configuration of a mesh network bridge according to a 
Second embodiment of the invention; 
0.196 FIG. 3 is a block diagram showing a general 
configuration of a mesh network bridge according to a third 
embodiment of the invention representing a combination of 
the configurations of the first and Second embodiments, 
0.197 FIG. 4 is a diagram showing an example of a mesh 
network employing mesh network bridges according to the 
invention; 
0198 FIG. 5 is a schematic diagram showing that BPDU 
is Sent out by the mesh-connecting ports regarded as a Single 
logical port by STP in the mesh network shown in FIG. 4; 
0199 FIG. 6A is a diagram showing a format of the 
BPDU proper in the frame format of the BPDU sent out in 
FIG. 4; 
0200 FIG. 6B is a diagram showing a format of the flags 
included in the BPDU sent out in FIG. 4; 
0201 FIG. 6C is a diagram showing a format of the root 
ID and the bridge ID included in the BPDU sent out in FIG. 
4; 
0202 FIG. 6D is a diagram showing a format of the 
TCN-BPDU included in the BPDU sent out in FIG. 4; 
0203 FIG. 7 is a flowchart for explaining the BPDU 
transmission process in a mesh network employing the mesh 
network bridge according to the invention; 
0204 FIG. 8 is a flowchart for explaining the BPDU 
receiving process in a mesh network employing the mesh 
network bridge according to the invention; 
0205 FIG. 9A is a diagram showing an example of a 
mesh network for explaining the State of the network at the 
time of STP operation in the mesh network employing the 
mesh network bridge according to the invention; 
0206 FIG.9B is a diagram showing an equivalent state 
of the network at the time of STP operation in the network 
shown in FIG. 9A; 
0207 FIG. 10 is a diagram for explaining the relation 
ship between a neighbor notification packet and a backup 
candidate table in a mesh network employing the mesh 
network bridge according to the invention; 
0208 FIG. 11 is a diagram for explaining the route 
restoration in response to a backup request in the mesh 
network employing the mesh network bridge according to 
the invention; 
0209 FIG. 12 is a diagram showing an example of a 
backup candidate table of a mesh network bridge according 
to the invention; 
0210 FIG. 13 is a diagram showing an example of a 
backup receiving table of a mesh network bridge according 
to the invention; 

0211 FIG. 14 is a diagram showing a format of a mesh 
control packet used in a mesh network employing the mesh 
network bridge according to the invention; 
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0212 FIG. 15 is a diagram showing an option format for 
neighbor notification in the format of FIG. 14; 
0213 FIG. 16 is a diagram showing an option format for 
requesting or canceling the backup in the format shown in 
FIG. 14; 

0214 FIG. 17 is a flowchart for explaining the backup 
request process executed at the time of line fault detection in 
a mesh network employing the mesh network bridge accord 
ing to the invention; 
0215 FIG. 18 is a flowchart for explaining the backup 
receiving process in a mesh network employing the mesh 
network bridge according to the invention; 

0216 FIG. 19 is a diagram showing an example of a 
logical port table in the mesh network bridge according to 
the invention; 

0217 FIG. 20 is a diagram showing an example of a STP 
information table in the mesh network bridge according to 
the invention; 

0218 FIG. 21 is a diagram showing an example of a 
network including two mesh networks employing the mesh 
network bridge according to the invention; 

0219 FIG. 22 is a diagram showing a case of a plurality 
of lines between the bridges a mesh network employing the 
mesh network bridge according to the invention; 

0220 FIG. 23 is a diagram showing an example of the 
conventional FMN; 

0221 FIG. 24 is a schematic diagram showing the mesh 
network bridge used in the conventional FMN; 
0222 FIG. 25 is a diagram for explaining the objective 
of the conventional Spanning tree; 

0223 FIG. 26 is another diagram for explaining the 
objective of the conventional Spanning tree; 

0224 FIG. 27 is a diagram showing an example of the 
conventional mesh network using the Spanning tree; 

0225 FIG. 28 is a diagram for explaining the problems 
encountered in the case where the optimized forwarding is 
employed for the conventional mesh network, and 

0226 FIG. 29 is another diagram for explaining the 
problems encountered in the case where the optimized 
forwarding is employed for the conventional mesh network. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0227 Reference will now be made in detail to the pres 
ently preferred embodiments of the invention as illustrated 
in the accompanying drawings, in which like reference 
numerals designate like or corresponding parts. 

0228 (First Embodiment) FIG. 1 is a block diagram 
showing a general configuration of a mesh network bridge 
according to a first embodiment of the invention. 

0229 FIG. 4 is a diagram showing an example of a mesh 
network employing the mesh network bridges according to 
the invention. 
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0230 FIG. 5 is a schematic diagram showing that the 
spanning tree protocol (STP) logically regards the mesh 
connecting ports as one port and Sends out BPDU in the 
mesh network of FIG. 4. 

0231 FIGS. 6A to 6D are diagrams showing frame 
formats of BPDU. 

0232 FIG. 7 is a flowchart for the BPDU transmission 
process of a mesh network bridge according to the invention. 
0233 FIG. 8 is a flowchart for the BPDU receiving 
process of a mesh network bridge according to the invention. 
0234 FIGS. 9A and 9B are equivalent diagrams in terms 
of STP showing a mesh network employing a mesh network 
bridge according to the invention. 
0235 FIG. 19 is a diagram showing a format of a logical 
port storage unit according to the embodiment of FIG. 1. 
0236 FIG. 20 is a diagram showing a format of the STP 
information storage unit of FIG. 1. 
0237 FIG.21 is a diagram for explaining a case in which 
a mesh network bridge has a plurality of logical ports. 
0238 FIG.22 is a diagram for explaining a case in which 
a plurality of lines exist between mesh network bridges. 
0239 First, the first embodiment of the invention will be 
briefly described. 
0240 AS described above, in a mesh network using the 
Shortest path constructing-means (means for optimized for 
warding), the spanning tree protocol (STP) is not used as 
described above. 

0241 Since the avoidance of a loop with the outside of 
the mesh domain is required, however, the network as a 
whole including the outside of the mesh domain requires 
eXchange of the Spanning tree protocol. 

0242. In view of this, this embodiment implements the 
use of the Spanning tree protocol for the whole network 
including the mesh domain and the outside of the mesh 
domain to avoid a loop between the mesh domain and the 
outside of the mesh domain using the Shortest path con 
Structing means (means for optimized forwarding). 
0243 The configuration of a mesh network bridge 
according to a first embodiment of the invention will be 
described below with reference to FIG. 1. 

0244. A shortest path constructing unit 11, when a packet 
transmitter/receiver 12 receives a packet to be transmitted 
outside, executes the output process for determining the 
optimum output port to which the packet is to be forwarded. 

0245. The packet transmitter/receiver 12 executes the 
forwarding and learning process based on the rules of the 
spanning tree protocol of ANSI/IEEE Std 802.1D described 
above, and accesses a forwarding table 20 through the 
Shortest path constructing unit 11. In the case where the 
destination port is known for the packet to be transmitted, 
the packet is output to the particular destination port, while 
in the case where the destination is unknown, on the other 
hand, a predetermined flooding process is executed based on 
the optimized forwarding algorithm. 

0246 According to ANSI/IEEE Std 802.1D, the flooding 
process is executed by output to all the ports, whereby the 
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shortest path is constructed by the use of the four rules of the 
optimized forwarding algorithm described above. 
0247 The packet transmitter/receiver 12 transmits and 
receives packets to and from another mesh network bridge 
2, a node 7 and a bridge 6 (a bridge 6e, for example, in FIG. 
4) other than the mesh network bridge 2, connected to the 
local port (a mesh-connecting port 3 and a non-mesh 
connecting port 4). 
0248. The types of the packets transmitted and received 
in the process are mesh controlled packets including BPDU 
described above, a neighbor notification packet described 
later, a backup request/cancel packet, etc. 
0249. As the internal operation of the packet transmitter/ 
receiver 12, according to the first embodiment, the BPDU 
received are delivered to a rereading unit 13 together with 
the receiving port number, and the BPDU delivered from a 
BPDU transmitting unit 5 are sent out to designated ports 3, 
4. 

0250 ASTP processing unit 5 manages a STP informa 
tion storage unit 19 based on the BPDU received by the local 
port (the mesh-connecting port 3 and the non-mesh-con 
necting port 4), determines the STP Status, and controls the 
spanning tree protocol for sending out BPDU to the local 
port. 

0251. In this case, the STP processing unit 5 processes the 
mesh-connecting ports 3 related to the same logical port 10, 
as a logically Single port. 
0252) Specifically, as shown in FIG. 5, the STP process 
ing unit 5 recognizes not the ports P1, P2, P3 constituting the 
mesh-connecting ports 3,3,3 related to the Same logical port 
10 through the packet transmitter/receiver 12, but both the 
port P10 constituting the logical port 10 and the ports P4, P5, 
P6 constituting the non-mesh-connecting ports 4, 4, 4. 
0253) The STP processing unit 5 is configured of seven 
blocks including the rereading unit 13, the BPDU receiving 
unit 14, the BPDU transmitting unit 15, the STP information 
management unit 16, the port Status Setting unit 17, the 
logical port storage unit 18 and the STP information storage 
unit 19. Next, the functions of the component parts 13 to 19 
will be explained. 
0254 Assume that the rereading unit 13 receives the 
BPDU from the packet transmitter/receiver 12 and delivers 
the same BPDU to the BPDU receiving unit 14. In the case 
where the received BPDU is a packet from a mesh-connect 
ing port 3 related to the logical port 10, the rereading unit 13 
rereads the particular BPDU to be the packet received from 
the logical port 10 related to the particular BPDU. 
0255] The BPDU receiving unit 14 receives the BPDU 
from the rereading unit 13, and delivers the receiving port 
number (the logical port number after rereading, if any) and 
the whole BPDU to the STP information management unit 
16. 

0256 The BPDU transmitting unit 15, in response to the 
request of the STP information management unit 16, 
requests the packet transmitter/receiver 12 to Send out the 
BPDU to the port 3 or 4. 
0257. In the process, assume that the destination is the 
logical port 10. The BPDU transmitting unit 15 requests the 
packet transmitter/receiver 12 to send out the BPDU having 
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the same route path cost and the same port priority from all 
the mesh-connecting ports 3, 3, 3 related to the particular 
logical port 10. 
0258. The STP information management unit 16, based 
on the information received from the BPDU receiving unit 
14, determines the STP status and stores the determined STP 
status in the STP information storage unit 19. 
0259. In any one of the cases (1) to (3) described below, 
the STP information management unit 16 requests the 
BPDU transmitting unit 15 to transmit the BPDU to the port 
of the destination port number in accordance with the 
Spanning tree protocol. 

0260 (1) In the case where the STP status is changed. 
0261 (2) In the case where the local bridge is a root 
bridge and a regular hello package is transmitted by driving 
a timer. 

0262 (3) In the case where the local bridge is not a root 
bridge, and a hello packet is received and transmitted to 
other than the root bridge. 
0263. The port status setting unit 17 sets in the ports 3,3, 
3, 4 the STP status determined by the STP information 
management unit 16. 
0264. In the process of setting the STP status in a logical 
port, the port Status Setting unit 17 Searches the logical port 
Storage unit 18 and accesses the numbers (physical numbers) 
of the mesh-connecting ports related to the particular logical 
port, and thus sets to the same STP status all the mesh 
connecting ports 3, 3, 3 related to the particular logical port 
10. 

0265. The logical port storage unit 18 has stored therein, 
as a table shown in FIG. 19, for example, the number of the 
logical port 10 and the numbers (physical numbers) 1, 2, 3 
of the plurality of the mesh-connecting ports 3, 3, 3 related 
to the logical port 10. 
0266. A plurality of logical ports including the two logi 
cal ports 10, 11 shown in the table of FIG. 19 may be 
included in the mesh network bridge 2. 
0267 In the case where the mesh network bridge accord 
ing to the invention is used in the mesh network shown in 
FIG. 4, only one logical port is sufficient. For the mesh 
network bridges 2a, 2c used at the position where two mesh 
networks are connected as shown in FIG. 21, however, two 
logical ports 10, 11 as shown in the table of FIG. 19 are 
required. 

0268 Different mesh-connecting port numbers (physical 
numbers) 1, 2, 3 and 7, 8, 9 are designated as the numbers 
related to each of the logical ports 10, 11. 
0269. Only one logical port, not a plurality of logical 
ports, is related to one mesh-connecting port. 
0270. The optimized forwarding process with a plurality 
of logical portS is carried out as follows, taking the mesh 
network bridge 2c of FIG. 21 having two logical ports as an 
example. 
0271 The packet received from a mesh-connecting port 
connected to the mesh network la is regarded by the bridge 
2c to have been received from the logical port related to the 
particular mesh-connecting port, and is not sent out to the 
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other mesh-connecting ports related to the particular logical 
port (i.e. the mesh-connecting ports connected to the mesh 
network 1a), but to all the mesh-connecting ports related to 
the other logical port (i.e. the mesh-connecting ports con 
nected to the mesh network 1b). 
0272. The optimized forwarding process is executed in 
this manner in the presence of a plurality of logical ports. 
0273 FIG. 21 shows a case in which the bridge 2a and 
the bridge 2c are interconnected by the mesh networks 1a, 
1b. 

0274. In this case, the optimized forwarding conducted in 
Simplistic fashion as described above would cause a loop 
between the bridge 2a and the bridge 2c. 
0275) Even in such a case, however, according to the 
invention, no loop is formed Since the Spanning tree protocol 
is used for the two logical ports and a blocked port is Set for 
one of the bridges. 
0276. In the case where the mesh-connecting port con 
nected to the mesh network 1a of the bridge 2c is Set as a 
blocked port BP, for example, the data from the bridge 2c to 
the bridge 2b are Sent through bridge 2a equivalently to a 
network configuration having a redundant route. 
0277 Returning to FIG. 1, the STP information storage 
unit 19 has stored therein, as a table shown in FIG. 20, the 
port status and the information on the last-received BPDU 
for each port number. 
0278. According to this embodiment, the output BPDU 
are also processed as an output of a Single logical port, and 
the same logical port number is assigned to the port numbers 
(port ID in BPDU) of all the mesh-connecting ports. 
0279 The destination mesh network bridge which 
receives the output BPDU, however, ignores the port num 
bers in the BPDU, and therefore the same port number is not 
necessarily assigned. 

0280 Next, the format structure of the BPDUsent out for 
avoiding a loop outside the mesh domain will be explained 
with reference to FIGS. 6A to 6D. 

0281 FIG. 6A is a diagram showing a frame format of 
the BPDU proper. 
0282 FIG. 6B is a diagram showing a frame format of 
the flags included in the data of BPDU. 
0283 FIG. 6C is a diagram showing a frame format of 
the root ID and the bridge ID included in the data of the 
BPDU. 

0284 FIG. 6D is a diagram showing a frame format of 
the TCN-BPDU transmitted upon detection of a change in 
STP Status. 

0285). As shown in FIG. 6A, BPDU is configured of a 
header Section and a data Section. 

0286 As shown in FIG. 6B, the flags include a TCA flag, 
an unoccupied flag and a TC flag. 

0287. The bridge that has received from the root port the 
BPDU with the TCA bit on stops transmitting TCN-BPDU 
to the root port. 
0288 The bridge that has received from the root port 
BPDU with the TC bit on, until the receipt of the BPDU with 
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the TC flag not on, sets the time-out value of the forwarding 
table aging timer in the forwarding table 20 at the value of 
forward delay and the local bridge also transmits the BPDU 
with the TC flag on. 
0289. As shown in FIG. 6C, the root ID and the bridge 
ID have the most significant two octets representing the 
priority Set by the network manager, and the least significant 
6 octet representing the MAC address of the bridge. 
0290. In the root ID and the bridge ID, the priority of the 
most significant 2 octets Set by the network manager is given 
priority, and the degree of Significance of each bridge is 
determined by the magnitude of the whole frame including 
the MAC address. 

0291. In the case where the most significant 2 octets of 
the root ID of BPDU of each bridge are set in default state, 
for example, the bridge with the smallest MAC address of 
the root ID functions as a root bridge. 
0292 Also, the root path cost is the cost of the path 
(considered) shortest to the root bridge. 
0293. In the port ID, the most significant one octet 
represents the priority Set by the network manager and the 
least significant one octet is an ID unique to the bridge. 
0294. This port ID is ignored at the time of receiving in 
the mesh connection, and therefore the least Significant one 
octet of the port ID is not required to be set. The same port 
ID is used for all the mesh-connecting ports 3 related to the 
Same logical port according to this embodiment. 
0295) The “message age” indicates the time elapsed from 
the root bridge in units of 1/256 seconds. 
0296. The value of the elapsed time of 256, for example, 
indicates that the root bridge transmitted a BPDU corre 
sponding to the prevailing BPDU one Second ago. 

0297 Also, the “max age” represents the effective time of 
BPDU in units of 1/256 seconds. 

0298. The “hello time” represents the time interval at 
which the root bridge transmits the BPDU as expressed in 
units of 1/256 seconds. 

0299. In other words, the root bridge transmits BPDU at 
intervals of the “hello time'. 

0300. The “forward delay' indicates a parameter, in units 
of 1/256 seconds, used for the listening period, the learning 
period and the learning table aging timer in the case of 
restructuring, if any, of the Spanning tree. 

0301 A topology change timer is for measuring the 
period during which the TC flag shown in FIG. 6D is set. 
0302) In the case where a logical port is blocked in the 
mesh domain, the STP processing unit 5 blocks all but not 
a part of the mesh-connecting ports 3 related to the same 
logical port of the particular mesh network bridge 2. 

0303. In this way, the conflict is avoided between the 
Spanning tree protocol and the optimized forwarding in the 
mesh network bridge 2. 
0304. The logical port number of the logical port attached 
to the port ID of BPDU may be either different from the 
number of a physical port (a mesh-connecting port 3 actually 
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connected to the mesh network bridge 2) or a pilot number 
of the mesh-connecting ports (physical ports). 
0305) Next, the operation of BPDU transmission will be 
explained with reference to the flowchart of FIG. 7. 
0306 In FIG. 7, character X designates a variable for 
realizing a processing loop to Send the BPDU to all the ports. 
The value X is incremented from 1 to 2 to 3 and so on up 
to MAXPORT around a loop. 
0307 According to this embodiment, to simplify the 
processing, assume that the number of the ports packaged is 
n. The subsequent variables n+1, n+2, . . . , MAXPORT 
constitute the logical port numbers. 
0308 Thus, MAXPORT is the sum of the number of the 
ports and the number of the logical ports packaged on the 
mesh network bridge 2. 
0309 Character N designates a variable for realizing a 
processing loop while Searching for a mesh-connecting port 
to send the same BPDU to all the mesh-connecting ports. 
0310. In this BPDU transmitting process, the BPDU 
transmitting unit 15 first sets X to 1 (step ST1) and deter 
mines whether Xs MAXPORT (maximum port) or not (step 
ST2). 
0311. In the case where it is determined that X is not 
smaller than or equal to MAXPORT (NO in step ST2), i.e. 
in the case where it is determined that the maximum port is 
exceeded, the process is terminated. 
0312. In the case where it is determined that X is smaller 
than or equal to MAXPORT (YES in step ST2), on the other 
hand, it is determined whether X is a logical port or not (Step 
ST3). 
0313. In the case where X is a logical port, it is deter 
mined whether all the mesh-connecting ports 3 related to the 
logical port are combined as a Single port or not. 
0314. In the case where it is determined that X is not a 
logical port (NO in step ST3), on the other hand, it is 
determined whether X is a mesh-connecting port or not (Step 
ST4). 
0315. In the case where it is determined that X is not a 
mesh-connecting port (NO in step ST4), the BPDU for the 
port X (non-mesh-connecting port number) is transmitted to 
the port (step ST5) on the one hand, and while incrementing 
X to X+1 (step ST6), after which the process returns to step 
ST2. 

0316. In the case where it is determined that X is a 
mesh-connecting port (YES in step ST4), on the other hand, 
the prevailing transmitting proceSS is executed as the proceSS 
for transmission to the logical port. Therefore, the proceSS 
proceeds to Step ST6 without any transmitting process. 
0317. In the case where it is determined in step ST3 that 
X is a logical port (YES in step ST3), N is set to 1 (step ST7), 
and it is determined whether NsMAXPORT (maximum 
number of ports) or not (step ST8). 
0318. In the case where it is determined that N is not 
smaller than or equal to MAXPORT (NO in step ST8), the 
proceSS proceeds to Step ST6. 

03.19. In the case where it is determined that N is smaller 
than or equal to MAXPORT (YES in step ST8), on the other 
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hand, it is determined whether the port number N represents 
a mesh-connecting port related to the logical port X (step 
ST9). 
0320 In the case where it is determined that the port 
number N represents a mesh-connecting port related to the 
logical port X (YES in step ST9), the BPDU for the port X 
(logical port number) is transmitted to the port number N 
(step ST10). 
0321) After N is incremented to N+1 (step ST11), the 
process returns to step ST8. 

0322. In the case where it is determined that the port 
number N does not represent a mesh-connecting port related 
to the logical port (NO in step ST9), on the other hand, the 
process proceeds to Step ST11. 
0323) Next, the operation of the BPDU receiving process 
will be explained with reference to the flowchart of FIG. 8. 
0324. In the BPDU receiving process, first upon receipt 
of a packet by the packet receiving unit 12 (Step ST21), it is 
determined whether the particular packet is BPDU or not 
(step ST22). 
0325 In the case where it is determined that the packet is 
not a BPDU (NO in step ST22), the particular packet is 
forwarded as it is (step ST23). 
0326 In the case where it is determined that the packet is 
a BPDU (YES in step ST22), on the other hand, it is 
determined whether the receiving port is the mesh-connect 
ing port 3 or not (step ST24). 
0327 In the case where it is determined that the receiving 
port is the mesh-connecting port 3 (YES in step ST24), the 
logical port number related to the receiving port number is 
used by the rereading unit 13 (step ST25). 
0328. In the case where it is determined that the receiving 
port is not the mesh-connecting port 3 (NO in step ST24), on 
the other hand, the actual physical port number is used as the 
receiving port number (step ST26). 
0329. Once the number used for the receiving port is 
determined as described above, the BPDU receiving process 
is executed by the BPDU receiving unit 13 (step ST27). At 
the same time, the STP information is managed by the STP 
information management unit 18 (step ST28), and the STP 
Status of the port is set by the port status Setting unit 17 (Step 
ST29). 
0330. As a result, the BPDU receiving process is 
executed according to the Spanning tree protocol based on 
ANSI/IEEE Std. 802. 1D described above. 

0331 In the case where the port status for the logical port 
is set in step ST29, the same STP status is set in all the 
mesh-connecting ports related to the same logical port. 

0332. As shown in FIG. 9A, assume that the bridge 6f 
and the bridge 6g (none of which is a mesh network bridge 
2) are connected between the bridge 2a and the bridge 2c as 
a backup route (external network). A loop is formed by the 
bridge 2a, the bridge 2c, the bridge 6f and the bridge 6g. 

0333 With the mesh network bridge 2 according to this 
embodiment, however, the BPDU received from the mesh 
connecting port 3 is regarded to have been received from the 
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related logical port, so that the STP status is determined 
based on the received BPDU. 

0334] As a result, the Spanning tree protocol, as shown in 
FIG.9B, recognizes that a plurality of (four bridges 2a to 2d 
in the case of FIG. 9B) the mesh network bridges are 
connected to a Single-buS LAN. 
0335 Then, the blocking port is set based on the received 
BPDU. 

0336. In the case of FIG. 9B, the port on the side of 
bridge 6g is set as the blocking port BP between the bridge 
6f and the bridge 6g. 
0337 AS described above, the mesh network bridge 2 
according to this embodiment regards all the mesh-connect 
ing ports 3 as a Single port logically, and Sends out the same 
BPDU to all the mesh-connecting ports 3. 
0338 Also, the mesh network bridge 2 according to this 
embodiment regards the BPDU received from all the mesh 
connecting ports 3 to have been received from a single 
related logical port. Based on the received BPDU, the mesh 
network bridge 2 determines the STP status, and stores the 
STP information in the STP information storage unit 19. 
0339. As a result, the mesh network bridge 2 according to 
this embodiment recognizes that a plurality of mesh network 
bridges 2 are connected to a single-buS LAN by the Spanning 
tree protocol, and a blocking port is Set based on the received 
BPDU. Thus, a loop between the mesh domain and the 
outside of the mesh domain can be avoided. 

0340 Further, in the mesh network bridge 2 according to 
this embodiment, as long as no line fault occurs between the 
mesh network bridges in the mesh domain, communication 
can be established along the shortest path between the mesh 
network bridges. 
0341 In the mesh network bridge 2 according to this 
embodiment, therefore, the delay due to the detour of the 
route and the excessive load on a part of the devices are 
reduced for an improved line utilization rate. 
0342. The embodiments are explained above as a case in 
which there is only one line for connecting the mesh network 
bridges 2, 2 making up the mesh network 1. Nevertheless, a 
configuration may be employed in which the mesh network 
bridges 2, 2 are connected by two or more lines. 
0343. In the case where a plurality of the lines between 
the mesh network bridges connected in opposed relationship 
to each other are related to the same logical port, as shown 
in FIG. 22, the plurality of the lines are required to be 
bundled by link aggregation (IEEE Std 802. 3). 
0344) In the case where the plurality of the lines are 
bundled by link aggregation, a plurality of the lines between 
the mesh network bridges connected in opposed relationship 
to each other are regarded as a single port. 
0345. In such a case, the particular single port is related 
to one logical port according to the invention (FIG. 22). 
0346 (Second Embodiment) 
0347 The optimized forwarding used as a shortest path 
constructing means according to the first embodiment 
described above presupposes the usability of a transmission 
line in the mesh domain. Upon occurrence of a line fault, 
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therefore, communication is stopped and it becomes impos 
Sible to reach the bridges connected to the particular line. 
0348. In view of this, the mesh network 1 employing the 
mesh network bridges 2 according to a Second embodiment 
of the invention is equipped with a backup function in which 
a mesh network bridge 2 having detected a line fault 
continues to remain in the mesh domain, and even in the 
optimized forwarding environment, a packet is caused to 
reach the otherwise unreachable bridge through other mesh 
network bridges 2 connected to the Seemingly unreachable 
mesh network bridge 2. 
0349 FIG. 2 is a block diagram showing a general 
configuration of a mesh network bridge according to the 
Second embodiment of the invention. 

0350 FIGS. 10 and 11 are diagrams for explaining a 
case in which a route is formed in response to a backup 
request in the mesh network employing mesh network 
bridges according to the Second embodiment of the inven 
tion. 

0351 FIG. 12 is a diagram showing an example of a 
backup candidate memory included in the mesh network 
bridge according to the Second embodiment of the invention. 
0352 FIG. 13 is a diagram showing an example of a 
backup receiving table included in the mesh network bridge 
according to the Second embodiment of the invention. 
0353 FIG. 14 is a diagram showing a format of a mesh 
control packet used in the mesh network bridge according to 
the second embodiment of the invention. 

0354 FIG. 15 is a diagram showing a format the option 
for neighbor notification in the format of FIG. 14. 
0355 FIG. 16 is a diagram showing a format of the 
“option' for requesting/canceling the backup in the format 
of FIG. 14. 

0356 FIG. 17 is a flowchart for explaining the backup 
request process upon detection of a line fault of the mesh 
network bridge according to the Second embodiment of the 
invention. 

0357 FIG. 18 is a flowchart for explaining the backup 
receiving process for the mesh network bridge according to 
the second embodiment of the invention. 

0358 First, a general configuration of the mesh network 
bridge according to the Second embodiment of the invention 
will be explained with reference to FIG. 2. 
0359. In FIG. 2, the same component parts as those in the 

first embodiment are not explained below. According to the 
Second embodiment, however, the internal operation of the 
packet transmitter/receiver 12 is as follows. 
0360 Specifically, the packet transmitter/receiver 12 
delivers a received backup request packet to the backup 
request receiving unit 24 on the one hand and Sends out to 
a designated port the backup request packet received from 
the backup request Sending unit 23 on the other hand. 
0361 The line fault detection unit 21 is for detecting a 
line fault between the local port (the mesh-connecting port 
3 or the non-mesh-connecting port 14) and another port 
connected to the local port. Upon detection of an event of a 
line fault Such as the link down through a port, for example, 
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the line fault detection unit 21 notifies the particular line 
fault event to the backup bridge Select unit 22. 
0362 Various methods for detecting a line fault are 
available. In a keep-alive method in which a neighboring 
bridge notification packet prepared as a kind of a mesh 
control packet (described later) is exchanged between the 
mesh network bridges 2, 2 So that a line fault is detected 
according to whether the neighboring bridge notification 
packet reaches the mating bridge within a predetermined 
time or not. In another method called the link-down method, 
a line fault is detected by an interrupt Signal generated in the 
case of disconnection between the ports of the normally 
operatively conducted mesh network bridges 2, 2. Still 
another method consists in detecting a line fault by the fact 
that the packets normally exchanged regularly fail to arrive 
within a predetermined time. 
0363 The backup bridge select unit 22, upon receipt of 
the port number where a line fault has occurred from the line 
fault detecting unit 21 on the assumption that the particular 
port is a mesh-connecting port 3, finds neighboring bridges 
(unreachable bridges) connected to the notified port number 
from the backup candidate memory 27, Selects a neighbor 
ing bridge, as a requested bridge, having the particular 
unreachable bridge as a backup candidate, and notifies the 
particular neighboring bridge to the backup request Sending 
unit 23. 

0364. In order to indicate the occurrence of a line fault to 
the connected port notified of the line fault, the remaining 
monitor time of the particular connected port in the backup 
candidate memory 27 is rewritten as Zero. 
0365. The backup request sending unit 23, upon receipt 
of the notification of the unreachable bridge and the 
requested bridge from the backup bridge Select unit 22, 
requests the packet transmitter/receiver 12 to transmit a 
backup request packet to the requested bridge with the 
backup target as an unreachable bridge and the backup 
Source as the local bridge, and then upon receipt of a packet 
with a destination as an unreachable bridge, requests the 
route control unit 25 to form a route to Send out packets to 
the requested bridge but not to the particular unreachable 
bridge. 
0366 The backup request receiving unit 24, upon receipt 
of a backup requesting packet from other bridges through 
the packet transmitter/receiver 12, registers in the backup 
receiving table 28 the connected port that has received the 
packet, the backup target (unreachable bridge) and the 
backup Source (requesting bridge) indicated by the packet 
and the remaining monitor time. Then, the backup request 
receiving unit 24, upon receipt of a packet from the backup 
Source with the backup target as the destination, requests the 
route control unit 25 to form a route for sending out the 
packet to the backup target. 

0367. In the case where the combination of the backup 
Source and the backup target indicated by the received 
backup request packet is already Stored in the backup 
receiving table 28, the backup request receiving unit 24 Sets 
the remaining monitor time to the initial value. 
0368. The backup request receiving unit 24 regularly 
monitors the remaining monitor time, and upon expiry of the 
remaining monitor time or upon receipt of a backup cancel 
request from the packet transmitter/receiver 12, deletes the 
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items of the particular backup route (the backup Source, the 
backup target and the remaining monitor time) from the 
backup receiving table 28, while at the same time requesting 
the route control unit 25 to cancel the backup route already 
formed. 

0369 The route control unit 25, upon receipt of a request 
to form a backup route from the backup request Sending unit 
23 or the backup request receiving unit 24, requests the 
Shortest path constructing unit 11 to form the backup route 
as an exceptional proceSS for the optimized forwarding. 

0370 Also, the route control unit 25, upon receipt of a 
request to cancel the backup route through the backup 
request receiving unit 24, requests the shortest path con 
Structing unit 11 to Stop the exceptional process for the 
designated backup route. 

0371 The backup candidate memory control unit 26 
regularly Sends out, through the packet transmitter/receiver 
12, to the bridges connected by line with the mesh-connect 
ing ports 3,3,3 a neighbor notification packet containing the 
information on the presence of the local bridge and other 
bridges (neighboring bridges) connected by mesh to the 
local bridge. 
0372 The backup candidate memory control unit 26, 
upon receipt of the neighbor notification packet through the 
packet transmitter/receiver 12, retrieves the receiving port 
number, the Source address and the neighboring bridge 
information from the particular packet, and stores in the 
backup candidate memory 27, the receiving port as a con 
nected port in the backup candidate table, the Source address 
as a neighboring bridge in the table and the neighboring 
bridge as a backup candidate in the table, together with the 
remaining monitor time for detecting a line fault. 
0373 Also, the backup candidate memory control unit 26 
regularly monitors the remaining monitor time Stored in the 
backup candidate memory 27, and upon detection of the 
absence of the neighbor notification packet for a predeter 
mined length of time, notifies the line fault detection unit 21 
that a line fault has occurred. 

0374. The backup candidate memory 27 has stored 
therein the backup candidate table described above. 
0375. The backup candidates for the connected ports and 
the neighboring bridges and the remaining monitor time are 
adapted to be written in the backup candidate table as shown 
in FIG. 12. 

0376 The operation of writing into the backup candidate 
memory 27 is not explained as it is already explained with 
the backup bridge Select unit 22 and the backup candidate 
memory control unit 26. 
0377 Next, an explanation will be given about the opera 
tion of forming a backup route upon detection of a line fault 
in the mesh network 1 employing the mesh network bridge 
2 according to this embodiment. 
0378. The mesh network bridge 2 according to this 
embodiment includes a backup (route forming) protocol 
which is a kind of Signaling protocol for forming, upon 
detection of a line fault with other mesh network bridges 2 
in the mesh network 1, a detour (backup route) to another 
reachable mesh network bridge 2 instead of to the mesh 
network bridge 2 that has become unreachable. 
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0379 For the backup request by the backup (route form 
ing) protocol providing a kind of the Signaling protocol, the 
process described below is executed. 
0380 First, the neighbor notification packet prepared as 
a kind of the mesh control packet as shown in FIG. 14 is 
exchanged between the mesh network bridges 2, 2 (FIG. 
10). 
0381. The notification with this neighbor notification 
packet is given to all the mesh network bridges 2 at intervals 
of predetermined time (for example, 2 Seconds). 
0382. The mesh network bridge 2 that has received the 
neighbor notification packet recognizes the presence of a 
mesh network bridge 2 that has sent the neighbor notifica 
tion packet and the availability of the line with the particular 
mesh network bridge 2. 

0383. The mesh network bridge 2, on the other hand, 
detects the occurrence of a line fault with a mesh network 
bridge 2 unless the notification with the neighbor notifica 
tion packet is reached from the particular mesh network 
bridge 2 within a predetermined time length (for example, 
eight Seconds). 
0384. The neighbor notification packet has stored therein 
the bridge IDs (MAC addresses) of other mesh network 
bridges 2 in the neighborhood of the local bridge 2. 

0385 As a result, the mesh network bridge 2 that has 
received the neighbor notification packet can manage the 
backup candidate table containing the information on the 
backup requestee in the case where the mesh network bridge 
2 that has transmitted the neighbor notification packet 
becomes unreachable. 

0386 The mesh network bridge 2 that has detected a line 
fault finds from the backup candidate table a mesh network 
bridge 2 capable of backing up the unreachable bridge and 
issues a backup request to the particular mesh network 
bridge 2. 

0387 As shown in FIG. 11, for example, assuming that 
a line fault occurs between the bridge 2c and the bridge 2d, 
a backup request is issued from the bridge 2c to the bridge 
2a. 

0388. This backup request is issued by sending out to the 
bridge 2a a backup request packet designating the MAC 
addresses of the unreachable bridge and the local bridge as 
a “backup target” and a “backup Source'. 

0389. The mesh network bridge 2a that has received the 
backup request forms a backup route by flooding and 
multicast distribution to the ports connected with the 
“backup target” and the ports connected with the “backup 
Source'. 

0390 According to this embodiment, in order to desig 
nate a line requiring backup, the MAC address of the 
unreachable bridge is used as ID information capable of 
identifying the unreachable bridge. As an alternative 
method, a backup request is issued by Setting a line number 
designating a backup line in advance and by designating the 
particular line number. 

0391 The backup candidate table used to form a backup 
route will be described with reference to FIG. 12. 
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0392 AS many backup candidate tables as the mesh 
connecting ports 3 are prepared in the backup candidate 
memory 27. 

0393 FIG. 12 shows an example in which four mesh 
connecting ports 3 are involved. 
0394. The backup candidate table, upon receipt of the 
neighbor notification packet from a mesh-connecting port 3, 
has registered therein a mesh network bridge 2 connected to 
the particular mesh-connecting port as a neighboring bridge 
and a neighboring bridge in the neighbor notification packet 
as a backup candidate. 
0395. The backup candidate memory control unit 26 
initializes the remaining monitor time Stored in the backup 
candidate memory 27 to 10 (corresponding to ten seconds, 
for example). 
0396 The remaining monitor time is reduced every sec 
ond and initialized again to 10 upon receipt of a neighbor 
notification packet by the mesh-connecting port 3. 

0397. Once the remaining monitor time is reduced to 
Zero, i.e. in the case where the neighbor notification packet 
fails to arrive within ten Seconds, it indicates the occurrence 
of a line fault in the particular the connected port 3. 
0398 Next, the backup receiving table 28 shown in FIG. 
13 will be explained. 
0399. The backup receiving table 28, upon receipt of a 
backup request by a mesh network bridge 2, has recorded 
therein the information on the connected port that has 
received the backup request, a backup target and a backup 
Source and the remaining monitor time. 
0400. The backup request receiving unit 24 requests the 
route control unit 25 to form a route for flooding and 
multicasting the packets between a port connected with the 
backup Source and a port connected with the backup target. 
04.01 The backup request arrives at predetermined time 
intervals (for example, two seconds), and therefore the 
remaining monitor time is initialized to ten each time of the 
arrival. 

0402. The backup request receiving unit 24, upon receipt 
of a backup cancel packet through the packet transmitter/ 
receiver 12 or upon reduction of the remaining monitor time 
to Zero, deletes the particular entry and instructs the route 
control unit 25 to Stop the flooding and multicast forwarding 
of the packets between a port connected with the backup 
Source and a port connected with the backup target. 
0403) Next, a mesh control packet containing the neigh 
bor notification packet and the backup request packet 
described above will be explained with reference to FIG. 14. 
04.04 This mesh control packet, as shown in FIG. 14, is 
configured of a destination Source (6 bytes), a Source address 
(6 bytes), a packet length (2 bytes), an LLC DSAP (1 byte), 
an LLCSSAP (1 byte), an LLC control (1 byte), a protocol 
ID (2 bytes), a protocol version (1 byte), a command (1 
byte), an option (0 to 9 bytes), a padding and an FCS (4 
bytes). 

04.05 Common terms of the mesh control packet are not 
explained, and the “command” and the “option' newly 
prepared in this invention will be explained below. 
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0406 According to this invention, the following com 
mand codes are assigned as a “command” of the mesh 
control packet. 

0x00. . . . Neighbor notification 
0x01. . . . Backup request 
0x02. . . . Backup cancel 

0407. The “option” is varied from one command to 
another and defined as follows. 

0408. With the neighbor notification, a neighboring 
bridge list is stored in the “option”. 
04.09 The format of the option field is configured as 
shown in FIG. 15, for example. 
0410. With the number of neighboring bridges set a 0 to 
15 (maximum), for example, the neighbor notification is 
given every two Seconds. In this way, the mesh network 
bridge 2 accesses the backup candidate table of itself and 
Sends out a list of the neighboring bridges to all the mesh 
connecting ports 3. 
0411. In the backup request and cancel process, as shown 
in FIG. 16, the backup target and the backup source are 
stored in the “option”. 
0412. The backup request is output from the backup 
request Sending unit 23 through the transmitter/receiver 12 
to the backup candidate bridges Selected from the backup 
candidate memory 27 by the backup bridge select unit 22. 
0413. The backup request receiving unit 24, on the other 
hand, upon receipt of the neighbor notification packet 
through the packet transmitter/receiver 12 from the mesh 
network bridge 2 that has requested the backup, checks the 
particular packet whether it contains the backup target as a 
neighbor, and in the absence of a neighboring backup target, 
Sends a backup cancel Signal through the route control unit 
25, while at the same time Selecting another candidate bridge 
and Sending a backup request again. 

0414. This backup request lacks a response, and there 
fore, the backup request receiving unit 23 Sends a backup 
request each time the neighbor notification packet is 
received. 

0415. The mesh network bridge 2 that has received the 
backup request records it in the backup receiving table 28 
while at the same time Starting the forwarding between the 
backup target and the backup Source through the route 
control unit 25. 

0416) In the case where the backup request fails to arrive 
within ten Seconds, the backup process is Stopped and the 
previous record is deleted from the backup receiving table 
28. 

0417. In this way, a backup route is formed by the backup 
(route forming) protocol providing a kind of the signaling 
protocol. 

0418 Next, the backup request process upon detection of 
a line fault will be explained with reference to the flowchart 
of FIG. 17. 

0419. In this backup request process, upon detection of a 
line fault by the line fault unit 21 (step ST31), it is deter 
mined whether the port associated with the detected line 
fault is a mesh-connecting port 3 or not (step ST32). 
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0420. In the case where it is determined that the port 
asSociated with the detected line fault is not a mesh-con 
necting port 3 (NO in step ST32), the process is terminated. 
0421. In the case where it is determined that the port 
associated with the line fault detected by the line fault unit 
21 is a mesh-connecting port 3 (YES in step ST32), on the 
other hand, the backup bridge Select unit 22 Searches the 
backup candidate table in the backup candidate memory 27. 
0422. As a result, the address X of the neighboring bridge 
(unreachable bridge) is determined from the port associated 
with the detected line fault (step ST33). 
0423 In the process, in order to indicate the port asso 
ciated with the detected line fault, the remaining monitor 
time is Set to Zero. 

0424) Next, a backup candidate is selected. Character N 
designates a variable incremented from 1, 2, 3 up to MAX 
PORT to search all the mesh-connecting ports registered in 
the backup candidate table. First, N is set to 1 (step ST34). 
0425 Next, it is determined whether N is not larger than 
the number of the mesh-connecting ports (step ST35). In the 
case where N exceeds the number of mesh-connecting ports 
(NO in step ST35), the process is terminated. 
0426 In the case where N is not larger than the number 
of mesh-connecting ports (YES in step ST35), on the other 
hand, it is determined whether the port number N has a 
neighboring bridge or not (step ST36). 
0427. In the case where the port number N has no 
neighboring bridge (NO in step ST36), N is incremented to 
N+1 (step ST42), after which the process proceeds to step 
ST35. 

0428. In the case where the port number N has a neigh 
boring bridge (YES in step ST36), on the other hand, it is 
determined whether the particular neighboring bridge is 
connected by line or not (step ST37). 
0429. In the process, in order to check for a line fault, the 
remaining monitor time is confirmed to be not Zero. 

0430. In the case where it is determined in step ST37 that 
the neighboring bridge is not connected by line (NO in Step 
ST37), N is incremented to N+1 (step ST42) and the process 
is returned to step ST35. 
0431. In the case where the neighboring bridge is con 
nected by line (YES in step ST37), on the other hand, the 
address of the neighboring bridge is Set as a backup candi 
date address Y (step ST38). 
0432. Then, the backup candidates of port number N are 
Searched whether they include an unreachable bridge X or 
not (step ST39). 
0433. In the absence of an unreachable bridge X in the 
backup candidates (NO in step ST39), N is incremented to 
N+1 (step ST42), after which the process is returned to step 
ST35. 

0434. In the presence of an unreachable bridge X in the 
backup candidates in step ST39 (YES in step ST39), on the 
other hand, the line connected between the bridge Y and the 
bridge X makes it possible to request the bridge Y to back 
up the bridge X (step ST40), and after a route is formed to 
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Send a packet to the bridge Y instead of to the bridge X (step 
ST41), the process is terminated. 
0435 Specifically, in the backup request process 
described above, upon detection of a line fault, the particular 
port is checked whether it is a mesh-connecting port 3 or not 
by reference to the backup candidate table. 
0436. In the case where the particular port is a mesh 
connecting port 3, the address (X) of the bridge neighboring 
to the particular port is retrieved for connection to the 
address (X). In other words, the backup candidate table is 
checked again to make Sure whether there is a line-connect 
ing neighboring bridge 5 having X as a backup candidate. 
0437. In the case where a neighboring bridge is found 
which is connected by line with both the local bridge and the 
unreachable bridge X, the particular neighboring bridge is 
designated as a requestee bridge (Y) 
0438. Once the requestee bridge is found, the MAC 
address of the local bridge is regarded as a backup Source, 
and the address (X) of the unreachable bridge is transmitted 
to the requestee bridge (Y) as a backup target. 
0439 Next, the process of receiving a backup request 
will be explained with reference to the flowchart of FIG. 18. 
0440. In the backup request receiving process, a backup 
request packet is received (step ST51) and the port that has 
received the request packet is designated as S (Step ST52), 
and the target bridge for the backup request packet as X (step 
ST53). 
0441 Then, in order to select the mesh-connecting port 
of the target bridge, the port Search variable N is Set to 1 
(step ST54). 
0442. It is determined whether the port search variable N 
is not larger than the number of the mesh-connecting ports 
(step ST55), and in the case where the port search variable 
Nexceeds the number of the mesh-connecting ports (NO in 
step ST55), the process is terminated. 
0443) In the case where the port search variable N is not 
larger than the number of the mesh-connecting ports (YES 
in step ST55), on the other hand, it is determined whether the 
neighboring bridge of the port number N is X or not (step 
ST56). 
0444. In the case where the neighboring bridge of the port 
number N is not X (NO in step ST56), the port search 
variable N is incremented to N+1 (step ST60), and then the 
process proceeds to step ST55. 
0445. In the case where the neighboring bridge of the port 
number N is X (YES in step ST56), on the other hand, it is 
determined whether a line fault is detected or not (Step 
ST57). 
0446. In the case where a line fault is detected by 
referring to the remaining monitor time (YES in step S57), 
the proceSS is terminated. 
0447. In the case where no line fault is detected (NO in 
step ST57), on the other hand, the port connected to the 
target bridge is designated as T (step ST58). 
0448 Next, a route through which the packet otherwise 
to be sent to the bridge X from the port S is sent to the port 
T is formed (step ST59), and the process is terminated. 

Sep. 30, 2004 

0449 AS described above, according to this embodiment, 
the mesh network bridge 2 that has detected a line fault finds 
out a neighboring mesh network bridge 2 of the unreachable 
bridge, and Sends out to the neighboring mesh network 
bridge 2 a backup request packet with the MAC address of 
the unreachable bridge as a backup target and the MAC 
address of the local bridge as a backup Source. 
0450 Also, according to this embodiment, the mesh 
network bridge 2 that has received the backup request packet 
forms a backup route by flooding and multicast distribution 
between the port connected to the backup target and the port 
connected to the backup Source which are included in the 
backup request packet. 

0451. As a result, with the mesh network bridge 2 accord 
ing to this embodiment, the route Suffering from a line fault 
can be backed up. 
0452) (Third Embodiment) 
0453 FIG. 4 is a block diagram showing a general 
configuration of a mesh network bridge according to a third 
embodiment in which the first and second embodiments are 
combined with each other. 

0454. In the third embodiment, the same component parts 
as those in the first and Second embodiments are not 
described further. 

0455 According to the third embodiment, a mesh net 
work bridge is realized having a dual feature that the 
optimized forwarding is used for a mesh network while at 
the same time using STP for the whole outside network 
connected to the mesh network as the function of the first 
embodiment on the one hand, and the optimized forwarding 
is used for the whole of a mesh network while at the same 
time making possible communication even in case of a line 
fault as the function of the second embodiment on the other 
hand. 

0456. As described above, the bridge according to the 
first embodiment of the invention is a mesh network bridge 
which uses the optimized forwarding for a mesh network 
while at the same time using STP for the whole outside 
network connected to the mesh network. 

0457. Also, the bridge according to the second embodi 
ment of the invention is a mesh network bridge which uses 
the optimized forwarding for the mesh network as a whole 
and which is capable of communication even in case of a 
line fault. 

0458 According to the third embodiment, therefore, 
there is provided a mesh network bridge having the func 
tions and features of the first and Second embodiments 
combined. 

0459. As apparent from the foregoing description, 
according to this invention, communication is established 
between mesh network bridges through the shortest path, So 
that both the delay which otherwise might be caused due to 
the detour of the route and the excessive load on a part of the 
devices are reduced while at the same time improving the 
line utilization rate. Also, by relating a plurality of mesh 
connecting ports to a Single logic port, the Spanning tree is 
constructed by the mesh domain and the outside of the mesh 
domain, thereby making it possible to avoid a loop in the 
outside of the mesh domain. 
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0460) Further, according to this invention, upon detection 
of a line fault for a given mesh network bridge, a detour is 
formed through another mesh network bridge. In this way, 
the restoration from the Suspension of communication is 
accelerated for an improved communication efficiency. 
0461 AS described above, according to this invention, 
there is provided a mesh network bridge, wherein in order to 
avoid a loop by a mesh domain and the outside of the mesh 
domain using the optimized forwarding as a means for 
constructing the shortest path, the Spanning tree protocol is 
used for the whole network including the mesh domain and 
the outside of the mesh domain, wherein the Spanning tree 
is operable even in the optimized forwarding environment, 
so that both the delay which otherwise might be caused due 
to the detour of the communication route in the network and 
the excessive load on a part of the devices in the network are 
reduced while at the same time improving the line utilization 
rate, thereby improving the communication efficiency by 
avoiding a loop in the outside of the mesh domain. 
0462 Also, according to this invention, there is provided 
a mesh network bridge, wherein the backup protocol is 
operable in case of a line fault even in the optimized 
forwarding environment used as a means for constructing 
the shortest path, So that the route is changed immediately in 
case of a line fault and the restoration from the Suspension 
of communication is accelerated to improve the communi 
cation efficiency. 
0463. Further, according to this invention, there is pro 
Vided a mesh network bridge, wherein the Spanning tree is 
operable even in the optimized forwarding environment 
used as a means for constructing the shortest path, So that 
both the delay which otherwise might be caused by the 
detour of the communication route in the network and the 
excessive load on a part of the devices in the network are 
reduced for an improved line utilization rate while at the 
Same time improving the communication efficiency by 
avoiding a loop in the outside of the mesh domain, and 
wherein the backup protocol is operable in case of a line 
fault even in the optimized forwarding environment So that 
the route is immediately changed upon occurrence of a line 
fault and the Suspension of communication is restored more 
quickly for an improved communication efficiency. 
0464 Additional advantages and modifications will 
readily occur to those skilled in the art. Therefore, the 
invention in its broader aspects is not limited to the Specific 
details and representative embodiments shown and 
described herein. Accordingly, various modifications may be 
made without departing from the Spirit or Scope of the 
general inventive concept as defined by the appended claims 
and their equivalents. 
What is claimed is: 

1. A mesh network bridge having a plurality of mesh 
connecting ports to interconnect a plurality of bridges 
including an own bridge and other bridges as a mesh 
network, comprising: 

a packet transmitter/receiver which reciprocally transmits 
and receives packets between the plurality of bridges 
through the plurality of mesh-connecting ports, 

a shortest path constructing unit which constructs the 
shortest path between the plurality of bridges through 
the packet transmitter/receiver; and 
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a STP processing unit which executes STP processing to 
activate a spanning tree protocol (STP) for attaching 
redundancy to the mesh network with the shortest path 
constructed between the plurality of bridges by the 
shortest path constructing unit. 

2. A mesh network bridge according to claim 1, 
wherein the STP processing unit comprises: 
a logic port Storage unit which Stores the plurality of 

mesh-connecting ports and at least one logic port 
related to the plurality of mesh-connecting ports, 

a rereading unit which receives BPDU (configuration 
bridge protocol data units) of the other bridges from 
any one of the plurality of mesh-connecting ports 
through the packet transmitter/receiver, and rereads the 
BPDU as having been received from the logic port 
Stored in the logic port Storage unit; 

a BPDU receiving unit which receives the BPDU reread 
by the rereading unit as having been received from the 
logic port; 

a STP information management unit which determines 
STP status of the logic port based on the BPDU 
received by the BPDU receiving unit; 

a STP information storage unit which receives and stores 
the information on the STP status determined by the 
STP information management unit; 

a BPDU transmitting unit which transmits the BPDU to 
the other bridges through the packet transmitter/re 
ceiver based on the STP Status Stored in the STP 
information Storage unit, in Such a manner that in the 
case where the BPDU are transmitted from the logic 
port, the BPDU having the same root path cost and the 
Same port priority are transmitted from all of the 
plurality of mesh-connecting ports related to the logic 
port; and 

a port Status Setting unit which Sets to the same STP Status 
as the logic port all of the plurality of mesh-connecting 
ports related to the logic port, based on the STP status 
stored in the STP information storage unit. 

3. A mesh network bridge according to claim 1, 
wherein a method utilizing optimized forwarding as the 

shortest path constructing unit is employed. 
4. A mesh network bridge according to claim 1, 
wherein the shortest path constructing unit receives from 

the packet transmitter/receiver a packet to be transmit 
ted outside, and performs an output process required to 
determine an optimum port for forwarding the packet. 

5. A mesh network bridge according to claim 3, further 
comprising a forwarding table Storing the destination port 
for a packet to be transmitted, 

wherein the packet transmitter/receiver accesses the for 
warding table through the Shortest path constructing 
unit, and in the case where the destination port is 
known for the packet to be transmitted, outputs the 
packet to the destination port, the packet transmitter/ 
receiver executing a predetermined flooding process 
based on the optimized forwarding algorithm in the 
case where the destination is unknown. 

6. A mesh network bridge according to claim 1, further 
comprising a non-mesh-connecting port, 
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wherein the packet transmitter/receiver performs trans 
mitting and receiving packets between other mesh 
network bridges connected to the non-mesh-connecting 
ports, nodes and non-mesh network bridges. 

7. A mesh network bridge comprising a plurality of 
mesh-connecting ports for interconnecting a plurality of 
bridges including an own bridge and other bridges as a mesh 
network, comprising: 

a packet transmitter/receiver which reciprocally transmits 
and receives packets between the plurality of bridges 
through the plurality of mesh-connecting ports, 

a shortest path constructing unit which constructs the 
shortest path between the plurality of bridges through 
the packet transmitter/receiver; and 

a backup processing unit which executes backup process 
ing to activate a backup protocol for forming a backup 
route in Such a manner that, with the shortest path 
constructed between the plurality of bridges by the 
shortest path constructing unit, a first mesh network 
bridge detected a line fault is continuously left in a 
mesh domain, and a Second mesh network bridge 
rendered unreachable of a packet by the line fault is 
reached the packet through a third mesh network bridge 
connected to the Second mesh network bridge. 

8. A mesh network bridge according to claim 7, 

wherein the backup processing unit comprises: 

a backup candidate memory which Stores, related to each 
other, information for identifying the plurality of mesh 
connecting ports, information for identifying neighbor 
ing bridges connected to the plurality of mesh-connect 
ing ports, and information for identifying bridges 
constituting candidates for the neighboring bridges, 

line fault detecting unit which detects a line fault 
between a first other bridge connected to the plurality 
of mesh-connecting ports, 

a backup bridge Selecting unit which Selects, upon detec 
tion of a line fault by the line fault detecting unit, a 
Second other bridge connected to the mesh network 
from the backup candidate memory in order to form a 
backup route which data to be transmitted to the first 
other bridge reach the first other bridge through the 
Second other bridge, 

a backup request Sending unit which sends out, through 
the packet transmitter/receiver, a backup request packet 
containing information for identifying the first other 
bridge to the second other bridge selected by the 
backup bridge Selecting unit, while at the same time 
requests, upon receipt of the data to be sent to the first 
other bridge, the Second other bridge to form a first 
route for Sending the data to the Second other bridge, 

a backup request receiving unit which issue, upon receipt 
of a backup request packet from a third other bridge as 
the Second other bridge through the packet transmitter/ 
receiver, a request to form a Second route for Sending 
out data from the third other bridge to the first other 
bridge as viewed from the third other bridge identified 
by identification information contained in the backup 
request packet; and 
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a route control unit which causes the shortest path con 
Structing unit to form a route corresponding to Selected 
one of the first route requested to form by the backup 
request Sending unit and the Second route requested to 
form by the backup request receiving unit. 

9. A mesh network bridge according to claim 8, 
wherein a method utilizing optimized forwarding as the 

shortest path constructing unit is employed. 
10. A mesh network bridge according to claim 7, 
wherein the shortest path constructing unit receives a 

packet to be transmitted outside from the packet trans 
mitter/receiver and performs an output process for 
determining the optimum port for forwarding the 
packet. 

11. A mesh network bridge according to claim 7, further 
comprising a forwarding table Storing a destination port for 
a packet to be transmitted; 

wherein the packet transmitter/receiver accesses the for 
warding table through the Shortest path constructing 
unit, and in the case where the destination port is 
known for the packet to be transmitted, outputs the 
packet to the destination port, the packet transmitter/ 
receiver executing a predetermined flooding process 
based on the optimized forwarding algorithm in the 
case where the destination is unknown. 

12. A mesh network bridge according to claim 7, further 
comprising a non-mesh-connecting port, 

wherein the packet transmitter/receiver performs trans 
mitting and receiving packets between other mesh 
network bridges connected to the non-mesh-connecting 
ports, nodes and non-mesh network bridges. 

13. A mesh network bridge according to claim 8, further 
comprising a backup candidate memory control unit, 

wherein a neighbor notification packet containing infor 
mation on the other bridges connected to any one of the 
plurality of mesh-connecting ports of the own bridge is 
Sent out to the packet transmitter/receiver, and upon 
receipt of the neighbor notification packet from the 
other bridges through the packet transmitter/receiver, a 
receiving port number, a Source address and informa 
tion on the neighboring bridge are retrieved and Stored 
in the backup candidate memory. 

14. A mesh network bridge according to claim 13, 
wherein the backup candidate memory control unit Stores 

a remaining monitor time for detecting a line fault in 
the backup candidate memory, while regularly moni 
toring the remaining monitor time, and upon detection 
of the failure to Send the neighbor notification packet 
for a predetermined period of time, notifies the line 
fault detecting unit that a line fault has occurred. 

15. A mesh network bridge according to claim 9, 
wherein the route control unit, upon receipt of a request 

from Selected one of the backup request Sending unit 
and the backup request receiving unit to form a backup 
route, requests the Shortest path constructing unit to 
execute an exceptional process for the optimized for 
warding to form a requested backup route, and upon 
receipt of a request to cancel the backup route, requests 
the Shortest path constructing unit to Stop the excep 
tional proceSS for the requested backup route. 
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16. A mesh network bridge according to claim 8, further 
comprising a backup receiving table, 

wherein the backup request receiving unit, upon receipt of 
a backup request packet from the other bridges through 
the packet transmitter/receiver, (1) registers in the 
backup receiving table a connecting port that has 
received the packet, a backup target (unreachable 
bridge) and a backup Source (requesting bridge) indi 
cated by the packet and a remaining monitor time, (2) 
upon receipt of a packet having a backup target as a 
destination from the backup Source, requests the route 
control unit to form a route for Sending out the packet 
to the backup target, (3) in the case where combination 
of the backup Source and the backup target indicated by 
the backup request packet is already Stored in the 
backup receiving table, Sets the remaining monitor time 
to an initial value, and (4) regularly checks the remain 
ing monitor time, and upon expiry of the remaining 
monitor time or upon receipt of a request from the 
packet transmitter/receiver to cancel the backup, 
deletes the backup route items (the backup Source, the 
backup target, and the remaining time) from the backup 
receiving table while at the same time requesting the 
route control unit to block the backup route. 

17. A mesh network bridge according to claim 8, 
wherein the backup bridge Selecting unit, upon receipt of 

a notified port number associated with a line fault from 
the line fault detecting unit and in the case where the 
port is one of the plurality of mesh-connecting ports, 
finds a neighboring bridge (unreachable bridge) con 
nected to a port of the notified port number from the 
backup candidate memory, Selects, as a requestee 
bridge, a neighboring bridge having the unreachable 
bridge as a backup candidate, notifies the backup 
request Sending unit, and in order to indicate occur 
rence of a line fault to connected port notified of the 
line fault, rewrites the remaining time of the connecting 
port of the backup candidate memory to Zero. 

18. A mesh network bridge having a plurality of mesh 
connecting ports to connect a plurality of bridges including 
an own bridge and other bridges as a mesh network, com 
prising: 

a packet transmitter/receiver which reciprocally transmits 
and receives packets between the plurality of bridges 
through the plurality of mesh-connecting ports, 

a shortest path constructing unit which constructs the 
shortest path between the plurality of bridges through 
the packet transmitter/receiver; 

a STP processing unit which executes STP processing to 
activate a spanning tree protocol (STP) for attaching 
redundancy to the mesh network with the shortest path 
constructed between the plurality of bridges by the 
shortest path constructing unit; and 

a backup processing unit which executes backup proceSS 
to activate a backup protocol for forming a backup 
route in Such a manner that, with the shortest path 
constructed between the plurality of bridges by the 
shortest path constructing unit, a first mesh network 
bridge detected a line fault is continuously left in a 
mesh domain, and a Second mesh network bridge 
rendered unreachable of a packet by the line fault is 
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reached the packet through a third mesh network bridge 
connected to the Second mesh network bridge. 

19. A mesh network bridge according to claim 18, 
wherein the STP processing unit comprises: 
a logic port Storage unit which Stores the plurality of 

mesh-connecting ports and at least one logic port 
related to the plurality of mesh-connecting ports, 

a rereading unit which receives BPDU (configuration 
bridge protocol data units) of the other bridges from 
any one of the plurality of mesh-connecting ports 
through the packet transmitter/receiver, and rereads the 
BPDU as having been received from the logic port 
Stored in the logic port Storage unit; 

a BPDU receiving unit which receives the BPDU reread 
by the rereading unit as having been received from the 
logic port; 

a STP information management unit which determines 
STP status of the logic port based on the BPDU 
received by the BPDU receiving unit; 

a STP information storage unit which receives and stores 
information on the STP status determined by the STP 
information management unit; 

a BPDU transmitting unit which transmits the BPDU to 
the other bridges through the packet transmitter/re 
ceiver based on the STP Status Stored in the STP 
information storage unit, sends the BPDU having the 
Same root path cost and the same port priority from all 
of the plurality of mesh-connecting ports related to the 
logic port, and 

a port Status Setting unit which Sets all of the plurality of 
mesh-connecting ports related to the logic port in the 
same STP status as the logic port, based on the STP 
status stored in the STP information storage unit. 

20. A mesh network bridge according to claim 18, 
wherein the backup processing unit comprises: 

a backup candidate memory which Stores, related to each 
other, information for identifying the plurality of mesh 
connecting ports, information for identifying neighbor 
ing bridges connected to the plurality of mesh-connect 
ing ports, and information for identifying bridges 
constituting candidates for the neighboring bridges, 

a line fault detecting unit which detects a line fault 
between a first other bridge connected to the plurality 
of mesh-connecting ports, 

a backup bridge Selecting unit which Selects, upon detec 
tion of a line fault by the line fault detecting unit, a 
Second other bridge connected to the mesh network 
from the backup candidate memory in order to form a 
backup route which data to be transmitted to the first 
other bridge reaches the first other bridge through the 
Second other bridge; 

a backup request Sending unit which sends out, through 
the packet transmitter/receiver, a backup request packet 
containing information for identifying the first other 
bridge to the second other bridge selected by the 
backup bridge Selecting unit, which at the same time 
requests, upon receipt of the data to be sent to the first 
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other bridge, the Second other bridge to form a first 
route for Sending the data to the Second other bridge, 

a backup request receiving unit which issues, upon receipt 
of a backup request packet from a third other bridge as 
the Second other bridge through the packet transmitter/ 
receiver, a request to form a Second route for Sending 
out data from the third other bridge to the first other 
bridge as viewed from the third other bridge identified 
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by identification information contained in the backup 
request packet; and 

a route control unit which causes the shortest path con 
Structing unit to form a route corresponding to Selected 
one of the first route requested to form by the backup 
request Sending unit and the Second route requested to 
form by the backup request receiving unit. 
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