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CONTEXTUAL-BASED VIRTUAL DATA BOUNDBARIES

{CROSS-REFERENCE TO RELATED APPLICATIONS

This application is a Continuation-In-Part application of, and claims priority to and the benefit of,
U.S. patent application Ser. Wo. 12/949,404, filed November 18, 2010, cotitied “Spot Beam Based
Authentication”. This application is a Continuation-fn-Part application of, and claims priority to
and the benefit of, U.S. patent application Ser. No. [3/073,830, filed March 28, 2011, entitled
“Guard Spot Beams to Deter Satellite-Based Authentication System Spoofing”. The contents of

both of these applications are hereby incorporated by reference in their entirety,

BACKGROUND

The present disclosure relates to virtual data boundaries. In particular, it relates to contextual-based

virtual data houndaries.

SUMMARY

The present disclosure relates to g method, system, and apparatus for contextual-based virtual data
boundaries. In particular, the present disclosure teaches a method to improve data access control
that involves assigning at icast onc threshold to at least one contextual criterion. The method further
mnvolves receiving contextual information from a claimant, Also, the roethod mvolves determining
whether the contextual information from the claimant meets at least one threshold to at least one
contextual criterion. Additionally, the method involves autheunticating the claimant, if the contextual
imnformation from the claimant meets at least one of the thresholds to at least one contexiual
criterion. Further, the method involves allowing the claimant access to the data, if the claimant is
authenticated. Tt should be noted that a claimant s either a device associated with a user or a device

assoctated with an entity.

In one or more embodiments, at least one contexiual criterion is a pormitted geographic arca of
permitied accessibility defined by a permitted virtual data boundary, a non-permitted geographic
area of non-permiited accessibility defined by a non-permitted virtaal data boundary, a permitted
time of permitted accessibility, a non-permitted time of non-permitted accessibility, a permitied

subset of the population with permitted accessibility, a non-permitted subset of the population with
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non-permitted accessibility, and/or a password. In at least one embodiment, the permitted subset of
the population and/or the non-permitted subset of the population cach include at least one person. In
some embodiments, the contextial information from the claimant includes a geographical location
of the claimant when the claimant is attempting to access the data, a time of day the claimant is
attempting to access the data, a day of the week the claimant 15 attempting to access the data, a job
function assigned to the claimant, a guantity of data the claimant has gained access to during a first
predefined time period, a number of times the claimant has logged into the system during a second
predefined time period, and/or a type of a device associated with the claimant that the claimant is

using to attempt to access the data,

In at least one embodiment, the geographical location of the claimant is determined by using satellite
geolocation techniques, which may include, but are not imited to, Spot Beam Based Authentication
and/or Guard Spot Beam Based Authentication, which are both discussed in more detail in their
respective sections below. In one or more embodiments, the satellite geolocation techniques use at
lcast one signal for authentication in order to obtain the geographical location of the claimant. In
some embodiments, at lcast one signal used for authentication is transmitted by at least one
transmission source, and is received by at least one receiving source associated with the claimant. In
at lcast onc embodiment, at lcast one transmission source is employed in at least one satellite and/or
at least one pscudo-satellite. In one or more cmbodiments, at lcast one satellite is a Lower Earth
Orbiting (LEQO) satellite, a Medium Earth Orbiting (MEO) satellite, and/or a Geosynchronous Earth
Orbiting {GEQ) sateilite. In some embodiments, at lcast one satellite is at least onc Glohal
Positioning System {GPS) satellite, at least one Global Navigation Satellite System (GLONASS)
satcllite, at lcast onc Galileo satellite, and/or at least onc Globalstar sateilite. In at least one
cmbodiment, the LEO satellite is an Inidium LEQO satellite. In at least one embodiment, the
geographical location of the claimant 18 determined by using ranging techniques that send pings (i.c.

signals} to at lcast onc node (e.g., server, router, or device) that has a known location.

In one or more cmbodiments, the disclosed method employs an Iridium LEO satcliite constellation.
In at least one embodiment, each of the Iridinm LEQO satellites in the constellation has an antenng
geometry that transmits forty-cight (48) spot beams with a distinctive spot beam pattern. In at least
one embodiment, at least one signal used for anthentication may be transmutted from at least one of

the Indium satetlites 1o the constellation. The forty-cight (48} spot beams of an Iridium satellite
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may be used to transmit localized signals used for authentication to receiving sources located on or
near the Earth’s surface. The broadceasted message burst content associated with these signals may
include pseudorandom noise (PRN} data. Since a given message burst may occur within a speeific
satellite spot beam at a speeific time, the message burst content including any PRN and unique beam
parameters (¢.g., time, satellite identification (ID), beam identification (ID), time bias, orbit data,
eic.} may be used to authenticate the location of the claimant. It should be noted that when
emploving one of the above-described Iridium LEQ satellites, the transmission signal power is
sufficiently strong enough to allow for the signal to penctrate into an indoor environment reliably,
and may cmploy signal encoding methods in order to do so. This allows for these geolocation
techniques to be used for many indoor applications. ki should be further noted that this system could
cmploy at least one cxisting Iridium satellite (as described above}, at least onc next generation
Iridium satellite, or a combination of cxisting Iridium satcllites with the next gencration Iridium

satellite configuration.

In at least one embodiment, access to the data is viewing at least a portion of the data, copying at
least a portion of the data, cditing at lcast a portion of the data, deleting at least a portion of the data,
and/or adding additional data to the data. In some embodiments, the method further involves
providing viewing access to at least a portion of the data, if the claimant is authenticated, by
supplying to the claimant a file containing at least a portion of the data and/or a link to a webpage
including at lcast a portion of the data. In onc or more cmbodiments, at lcast a portion of the data is
related to at least onc textual file, at least one image file, at least one application, at lcast onc
webpage, at least one computer code, and/or at least one server structure. In some embodiments, at
lcast one of the contextual criterions is dependent upon the type of a device that is associated with
the claimant. In at lcast onc crobodiment, the type of the device associated with the claimant is a

laptop computer, a deskiop computer, a cellular device, and/or a personal digital assistant (PDA).

In onc or more embodiments, at lcast a portion of the contextual information from the claimant is
related to an identity of the claimant, a device associated with the claimant that is attempting to
access the data, a device associated with the claimant that is not atierapting to access the data, the
data the claimant 18 atteropting to access, a node that is storing the data the claimant is atiempting to
access, interconnects between the node that is storing the data and the device associated with the

claimant, and/or the network that the data the claimant is attempting to access resides. In some



i@

15

24

30

WO 2013/173039 PCT/US2013/038282

embodiments, the method further involves logging at least a portion of the contextual information

from the claimant.

In at least one erobodiment, the data is encrypied. In some cmbodiments, the encrypted data
decrypted by the claimant by using a decryption key. In at lgast one embodiment, the decryption
key is based on at least one of the contextual criterions. In one or more embodiments, the data is
encrypted by the author of the data, the owner of the data, the editor of the data, the device creating
the data, and/or the network node transmitting the data.  In some embodiments, at least one
threshold to at least one of the contextual criterions is assigned by the author of the data, the owner
of the data, the editor of the data, the device creating the data, and/or the network management

entity.

In one or more embodiments, a portable device {e.g., a universal serial bus (USB) drive, a smart
phone, a personal digital assistant (PDA)}, or a cellular phone) to improve data access control
involves at least one processor to enforce data access control policies. The disclosed device further
involves a fransmitter to transmit contextual information related to a claimant associated with the
device. Also, the device involves a receiver to receive the data.  Further, the device involves
memory to store the data and to store at least one executable program product to enforce at least one

of the data access control policies.

In at least one embodiment, a disclosed portable device (e.g., a USB drive, a smart phone, a PDA, or
a cellular phone) to tmprove data access control invelves memory to store the data, data access
control policics, and at lcast one cxecutable program product to enforce at least one of the data
access control policies. The deviee further involves a transmitier to transmit contextual information
related to a claimant associated with the device. Also, the device involves a receiver to receive a
response regarding whether the claimant is authenticated. Further, the device involves at lcast one
processor to enforce the data access control policies and to allow the claimant access to at least a

portion of the data, if the claimant is authenticated.

In ong or more embodiments, a method for a device to improve data access control involves storing,
in memory of the device, the data, data access control policies, and at least onc executable program
product to enforce at least one of the data access control policics. The method further involves
transmitting, with a transmitter associated with the device, contextual information related to a

claimant associated with the device. Also, the method involves receiving, with a recciver associated

4
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with the device, a response regarding whether the claimant is authenticated. In addition, the method
involves enforcing, with at least one processor associated with the device, the data access control
policies and allowing the claimant access to at least a portion of the data, if the claimant is

authenticated.

In at least one embodiment, the method further involves performing with at least one processor at
feast one oft causing at least a portion of the data to be deleted from the memory, encrypting at least
a portion of the data tn memory, causing a notification to be sent to a network management entity,
and providing to the claimant access to false data; when the response regarding whether the claimant
is authenticated is not received within a predefined time duration starting from when the transmitter
transmitied the contextual information. In some embodiments, the method further involves
performing with at least one processor at lcast one of! causing at least a portion of the data to be
deleted from the memory, encrypting at lcast a portion of the data in memory, causing a notification
to be sent to a network management entity, and providing to the claimant access to false data, when
the data is not accessed by the claimant within a predefined time duration starting from when at least
onc processor allows the claimant access to the data. In onc or more embodiments, the method
further involves performing with at least one processor at feast one of: causing at least a portion of
the data to be deleted from the memory, encrypting at least a portion of the data in memory, causing
a notification to be sent to a network management entity, and providing to the claimant access to
false data, when the data is attempted to be accessed by the claimant after the receiver received a

response that the claimant is not authenticated.

In one or morc embodiments, if the respounse regarding whether the claimant is authenticated is not
received within a predefined time duration starting from when the transmitter transmitied the
contextual information, at least one processor will perform at least one of: cause at least a portion of
the data to be deleted from the memory, encrypt at lcast a portion of the data in memory, causc a
notification to be sent to the network management entity, and provide to the claimant access to false
data by providing to the claimant a file containing false data and/or link to the webpage containing
the false data. In some cmbodiments, if the data is not accessed by the claimant within a predefined
fime duration starting from when at least one processor allows the claimant access to the data, at
least one processor will perform at least one of: cause at least a portion of the data to be deleted from

the memory, encrypt at least a portion of the data in memory, cause a notification to be sent to the
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network management entity, and provide to the clammant access to false data by providing to the
claimant a file containing false data and/or link to the webpage containing the false data. In at least
onc embodiment, if the data is attempted to be accessed by the claimant after the receiver received a
response that the claumant is not authenticated, at least one processor will perform at least one of!
cause at feast a portion of the data to be deleted from the memory, encrypt at least a portion of the
data in memory, cause a notification to be sent to the network management entity, and provide to the
claimant access to false data by providing to the claimant a file containing false data and/or link to

the webpage containing the false data.

In at least one embodiment, a system to improve data access control involves a first transmitter to
transinit contextual information from a claimant, and a first receiver to receive the contextual
information from a claimant. The system further involves at lcast one processor: to determing
whether the contextual information from the claimant meets at least one threshold that is assigned t©
at least one contextual criterion, to authenticate the claimant if the contextual information from the
claimant acceptably meets at least one of the thresholds to at ieast one contextual criterion, and t©
allow the claimant access to the data if the claimant is authenticated. Further, the system involves a
second transmitter to fransmit a response regarding whether the claimant is authenticated, and a

second receiver to reccive the response regarding whether the claimant is authenticated.

In on¢ or more embodiments, if the claimant is authenticated, at least one processor is to provide the
viewing access to at least a portion of the data by supplying to the claimant a file containing at least
a portion of the data and/or a link to a webpage including at least a portion of the data. In some
cmbodiments, at least one processor is to log at least a portion of the contextual information from

the claimant.

The features, functions, and advantages can be achieved independently in various embodiments of
the present inventions or may be combined in yet other embodiments.

DRAWINGS

These and other features, aspects, and advantages of the present disclosure will become better
understood with regard to the following deseription, appended claims, and accompanying drawings

where:
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FIG. 1A depicts a schematic diagram of the disclosed system to improve data access control
utilizing satellite geolocation techniques to authenticate the claimant, in accordance with at least one

embodiment of the present disclosure.

FIG. IB is a flow diagram for the disclosed method to improve data access control, in accordance
with at least one erabodiment of the present disclosure.

FIG. 2 1s a schematic diagram of the disclosed system to improve data access control where the
contextual eriterion includes a permitted geographical arca and a non-permitted geographical area,

in accordance with at least one embodiment of the present disclosure.

FIG. 3A 1s a schematic diagram of the disclosed system to improve data access control where the
contextual criterion includes a permitted geographical area and a permutted time duration to access

company data, in accordance with at least one embodiment of the present disclosure.

FIG. 3B is a matrix showing the possible combinations for a claimant for mecting the thresholds to
the contextual criterion of the system depicted in FIG. 3A, in accordance with at least one

embodiment of the present disclosure.

FIG. 4A is a schematic diagram, and related threshold matrix, of the disclosed system to improve
data access control where the contextual criterion includes a permitted geographical area relating to
a work facility and a permitted time duration, in accordance with at least onc ewbodiment of the
present disclosure.

FIG. 4B 1s a schematic diagram, and related threshold matrix, of the disclosed system to improve
data access control where the contextual criterion includes a permitted geographical area relating to
an employee’s home and a permitted time duaration, in accordance with at least one embodiment of

the present disclosure.

FIG. 4C s an example street map showing the location of the work facility in FIG. 4A in relation to
the location of the employee’s home in FIG. 4B, in accordance with at least one embodiment of the

present disclosure.

FIG. 40 shows Venn diagrams depicting the different threshold scenarios that may occur for a
current employee and a former emplovee, in accordance with at least one embodiment of the present

disclosure,
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FIG. 5A 1s a schematic diagram of the disclosed system to improve data access control where the
contextual criterion includes a permitted geographical area and a permutied time duration to access

medical data, in accordance with at least one embodiment of the present disclosure.

FIG. 5B is an example state map showing multiple virtual data boundary locatons identifying
permissible geographical areas of permissibie accessibility to data, in accordance with at least ong

embodiment of the present disclosure.

FIG. 6A is a schematic diagram of one disclosed method to improve data access control where the
contextual criterion inchudes a permitted geographical arca, in accordance with at least one

embodiment of the present disclosure.

FIG. 6B is a schematic diagram of another disclosed method to improve data access control where
the contextual criterion mchides a permitted geographical arca, in accordance with at least one

embodiment of the present disclosure.

FIG. 6C is a schematic diagram of vet another disclosed method to improve data access control
where the contextual criterion includes a permitted geographical arca, in accordance with at least

ong embodiment of the present disclosure.

FIG. 7 is a schematic diagram of the disclosed system to improve data access control where the data
is deleted if it is not accessed by the claimant within a defined period of time, in accordance with at

least onc embodiment of the present disclosure.

FIG. 8A is a schematic diagram of the disclosed system to improve data access control ntilizing
satellite and ranging geolocation techniques to authenticate the claimant where the claimant is
shown to be authenticated, in accordance with at least one embodiment of the present disclosure.

FIG. &B is a schematic diagram of the disclosed system to improve data access control utilizing
satellite and ranging geolocation techniques to authenticate the claimant where the claimant is
shown to not be authenticated, in accordance with at lcast one embodiment of the present disclosure.
FIGS. 9 through 12 are directed towards the disclosed system and method for spot beam based

authentication of the user device.
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FIG. 9 is a schematic diagram of a satellite-based communication system that may be employed by
the disclosed spot beam based authentication system, in accordance with at feast one embodiment of
the present disclosure.

FIG. 104, 10B, and 10C are schematic diagrams illustrating satellite-based authentications systems,
in accordance with at least one embodiment of the present disclosure.

FIG. 1TA is a schematic diagram of a computing device which may be adapted to implement the
disclosed satellite-based authentication system, in accordance with at least one embodiment of the
present disclosure.

FIG. 11B is a schematic diagram of a satellite-based communication system that may be employed
by the disclosed spot beam based authentication system, in accordance with at least one embodiment
of the present disclosure.

FIG. 12 i3 a flow diagram showing the disclosed spot beam based authentication method to
authenticate a target node, in accordance with at least one embodiment of the present disclosure.
FIGS. 13 through 19 are directed towards the disclosed system and method for goard spot beam
based anthentication of the user device.

FIG. 13 illustrates an embodiment of a transmission-based authentication system employing a
satellite to transmit an authentication beam along with multiple guard beams.

FIG. 14 ilustrates an embodiment of a transmission-based anthentication system used with an
indoor environment,

FIG. 15A iHustrates an embodiment of a transmission-based authentication system having four
claimants located at various positions within and near three overlapping spot beams.

FIG. 15B illustrates an embodiment of a graph of signals transmitted by the three spot beams of
FIG. 15A.

FIG. 15C ilustrates an embodument of an array of signal strengths of the three spot beams at the
locations of the four claimants of FIG. ISA.

FIG. 15D illustrates an embodiment of an array of bits for the three spot beams of FIG. 3A.
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FIG. 15E illustrates an embodiment of an array of resultant signal sequences received by the four

claimants of FIG. 15A.

FIG. 15F illustrates an cmwbodiment of a graph depicting resultant signals received by the four

claimants of FIG. 15A

FI1G. 16 illustrates an embodiment of a fransinission-based anthentication systern using guard beam

transmission as part of a secondary mission.

FIG. 17 illustrates an embodiument of a transimussion-based authentication system ¢mploying out-of-

phase binary phase shift keying (BPSK) guard beam transmission.

FIG. 18 illustrates an embodiment of a transimussion-based authentication systern having an air-

based claimant.

FI1G. 19 illustrates an embodiment of a transmission-based authentication system employing a cyber

focate portal in conjunction with an authentication server.

DESCRIPTION

The methods and apparatas disclosed herein provide an operative systern for contextual-based
virtual data boundaries. In particular, the system relates to nproving data security. Specificaily,
the system relates to mprovements in access control that work fo restrict the accessibility of data

hased on assigning contextual data thresholds that create a virtual boundary.

Tn some embodiments, access to data may be restricted by a geographic arca of permitied access. In
some ermbodiments, access to the data may be restricted by a defined time duration of permitted
access, In some embodiments, access to the data may be restricted to a subset of the population,
where the subset of the population includes at least one person. In some embodiments, a
combination of a permissible geographic area and time duration may be used 1o restrict access to the
data. In some embodiments, a combination of a permissible geographic area and time duration may
be used to restrict access to the data for a subset of the population. In some embodiments, access 1o
the data may be restricted based on other contextual information and/or a combination of all of the
previously mentioned criteria {i.e. geographical area, time duration, and subset of the population) to

restrict the accessibility to the data,

10
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In some embodiments, the claimant(s) attempting to access the data may be legitimate with
legitimate needs to access the data. While in other embodiments, the claimant(s) attempting o
access the data may be legitimate with ill intentions (i.e. rogue users). In at least one embodiment,
the clatmant(s} may not be a legitimate uscr(s) attempting to access the data. It should be noted that
the disclosed system and method, alternatively to restricting access to data, may be used to provide
access to data in the manner as identified above to those claimants that fall within acceptable
thresholds of a permissible geographic arca, time duration, and/or other contextual information

which may be monitored either actively or passively as an additional data access control criterion.

Carrently, cyber security is becoming inercasingly important as electronic systems become more
and more engrained into everyday business and social tasks. Vast amounts of critical data are stored
in nctworked systems that, if accessed by an unauthorized party, would have varying degrees of

socictal impact from annoyance {0 catastrophe.

In parallel with this increased reliance on clectronic systems, the nation has also seen a dramatic
increase in cyber terrorisin, thus requiring improved methods to protect networked computer
systems.  Cyber attacks arc becoming all too common, which has brought about continued
discussion of dangers of network penetrations by cxternal threats in both conunercial and military

environments,

Current access control approaches are principally based on cither static passwords or authentication
based on password and badge credentials. As attacks are often conducted by impersonating the end
user, there has been a tendency for organizations to focus on user authentication methods to curtail
network vulnerabilitics. These approaches continue to be vulnerable to sophisticated attacks, and
thus a need has developed for a new paradigm of access control to data that leverages additional

contextual information, such as a claimant’s physical location.

This present disclosure relates generally to devices that may benefit from increased data security. In
particular, the present disclosure focuses on improvements in access control that work to restrict the
accessibility of data based on assigning contextual data thresholds that create a virtwal boundary
bascd on at least one of the following: a geographic arca of permissible access, a geographic arca of
non-permissible access, a time duration of permissible access, a time duration of non-permussible
access, and/or other contextual information which may be monttored either actively or passively as

additional data access control criterion.

11
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The present disclosure may utitize methods of authentication to validate that a claimant is who they
claim to be and that the claimant is attempting to access data within permissible contextual criteria.
These permissible contextual criteria may be determined by monitoring at least one of the following:
whether the claimant is located within a permussible geographic area when the claimant is
attempting to access the data and whether the clamaint i3 attempting to access the data within a
permissible time duration. Methods that may be leveraged to authenticate the claimant may inchude,
but are not Himited to, geolocation-based authentication, time-based authentication, passwords, key

cards, smart cards, gold cards, and/or biometrics.

There are at feast five primary features of the present disclosure, which are defined further in the
detailed description. The first feature involves a method of controlling access to data based on
contextual thresholds, such as a user’s physical location (i.c. location-based data}. In addition to
location-based data, other contextual thresholds may be based off data based on at lcast one of the
foliowing: time duration of access, time of year of access, day of access, type of device accessing
the data, type of data being accessed, and the identity of the claimant accessing the data.  Data may
be encrypted when it is created and/or when it is transmitted over a network. The data may be
decrypted by a device that is authenticated by moeecting at least onc contextual threshold. For
cxample, as in the casc for location-based contextual thresholds, the data may be decryvpted by a
device associated with a claimant that is authenticated because it is located within a certain
permissible geographical arca when it is attempting to access the data. These contextual thresholds
may be specified at the time of encryption by the author of the data, by a subscquent owner of the
data, an editor of the data, a device creating the data, and/or by another party, such as a network

management entity that docs so based on network data access policy enforcement.

The sccond feature involves data that may be stored unencrypted on a network node.  For this
feature, such data may be accessed by a uscr that has provided authentication such that they

satisfactorily mect at least one of the contextual thresholds.

The third featurc of the present disclosure involves data that may be cncrypted by using an
encryption/decryption key that may change over time. For this feature, the encryption/decryption
key may change as part of a planned rotation schedule, on-demand, and/or the time of change may
be based on a pscudo random number or a significant random number gencrator. Such encrypted

data may be downloaded, but is not viewable without the proper key. A claimant may have to
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request such a key, for example from a hosting node, such as an authentication server. But such a
request may require the claimant to prove that they successfully met the required contextual
thresholds prior to the claimant receiving the requested key., In some embodiments, this process
may be on~-demand. In other embodiments, this process may be part of an on-going function and/or
a communication protocol for a device. In some embodiments, the device may flag itself, or be
flagged by a network management ¢ntity, as being outside a permissible data aceess threshold as

part of an on-going authentication key access related function.

The fourth feature involves data that may be stored unencrypted on a network node, but is encrypted
apon transmittal. For this feature, a claimant secking to decrypt the data may request a key within
some period of time after the data was sent and must provide proof that they satisfactorily mect the

required contextual thresholds.

The fifth feature relates to data that is stored on a portable storage device {c.g., a USB drive, smart
phone, PDA, or a cellular phone), which may be more valnerable to being compromised since it
may be more likely to be lost, purposely taken with ill intent, or otherwise stolen. These types of
devices can act similarly to other non-portable storage devices, however, since they are portable, it is
likely beneficial to add additional layers of security to them. In some embodiments, data stored on
a portable media deviee may require, prior to allowing the claimant access to the data, that the
claimant attempting to gain access provide authentication that the claimant is located within a
permissible geographical area when attempting to access the data. In at [cast one cmbodiment, the
device may delete at least a portion of the data that resides on it, if the device 1s located outside of
the permissible geographical arca when the claimant is attempting to access the data. Alternatively,
the portable (i.¢. mobile) device may require that it can authenticate its own location as being within
a permissible geographical arca before providing access to the data. In at least one embodiment, the
device may delete at least a portion of the data that resides on it if the claimant attcmpts to access
data during a time that is not within an identified permissible duration of time. In some
embodiments, a storage device may confirm that the claimant is still active (i.c. a legitimate user that
may have access to the data) by referring to a roster of record prior to allowing the claimant to have
access to the data. However, again, it should be noted that the disclosed system and method,
alternatively to restricting the data, may be used to provide access to data in the manner as wdentified

above to those claimants that {all within acceptable thresholds of a permissible geographic area, time
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duration, and/or other contextual information which may be monitored either actively or passively as

an additional data access control criterion.

In the following description, numerous details are set forth in order to provide a more thorough
description of the system. It will be apparent, however, to one skilled in the art, that the disclosed
system may be practiced without these specific details. In the other instances, well known features

have not been described in detail 80 as not to unnecessarily obscure the system.

As previously mentioned, methods, systems, and devices according to various embodiments are
disclosed for improving data security. In particular, the present disclosure focuses on improvements
in data access control that work to restrict data from being accessed by non-legitimate claimants of
the data, and thereby provides access to only legitimate users of the data. The present disclosure
does so by assigning contextual data thresholds that create a virtual boundary, where only claimants
that satisfactory meet the contextual thresholds are allowed to access the data within the virtual
boundary. The principle intent of the present disclosure is to secure data so that only legitimate
uscrs have access to if, and so that non-fegitimate claimants cannot divectly and/or indirectly cause
harm to the data, harm 10 the network the data resides on, harm to its users, or otherwise harm, The
present disclosure does this by providing methods to authenticate a claimant bascd on contextual

data.

In some embodiments, data access may be restricted by a defined geographic arca of permitted
accessibility,  Alternatively, data access may be restricted by a defined geographic area of non-
permitted accessibility.  In some embodiments, data access may be restricted by a defined time
duration {¢.g., a start time and a stop time for the time duration is defined) of permitied accessibility.
Alternatively, data access may be restricted by a defined time duration of non-permitted
accessibility, In some embodiments, data access may be restricted by a permitted accessibility by a
subsct of the population, where the subsct of the population includes at least one person.
Alternatively, data access may be restricted by the non-pormitted accessibility of a subset of the
population, where the subset of the population includes at lcast one person. In some embodiments, a
combination of a permissible geographic arca, a non-permissible geographic arca, a permissible time
duration, a non-permissible time duration, a permitied accessibility by a subset of the population,
and/or a non-permitted accessibility by a subsct of the population may be usced to restrict acoess to

the data.
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In some cmbodiments, access may be restricted based on other contextual information and/or a
combination of all previously mentioned types of information (i.¢. defined geographical areas, time
durations, subsets of the population) to restrict the accessibility of the data. Contextual information
may be based on a variety of factors within a specific embodiment, such as: the claimant’s identity,
at least one of the claimant’s device(s), the data the claimant is attemipting to gain access to, a node
in which the data the claimant is attemipting to aceess is located, the interconnects between the
claimant’s device and the node housing the desired data, and the network the data resides on in its
entirety, For example, some contextual information that may be used to restrict data access may
include, but is not limited to, the following: the location where the data is being accessed from, the
time of day of access, the day of week of access, the business working days of the claimant, the
ciaimant’s job function, the guantity of data that has been accessed in a given session by a particular
claimant, the number of sessions the claimant has logged in on a given day, and the type of device

that is attempting to access the data,

In some cmbodiments, data encryption is location sensitive and, thus, its use is based on whether a
ciaimed user {i.¢. a claimant} is located within a permissible geographic arca. Security of data can
be improved by authenticating a claimant’s (i.c. an end user’s) physical location prior to allowing
the claimant access to the data, where the data may only be decrypted by an entity (or a claimant)
that can provide authentication that they are located within a permissible geographical arca whe

they arc attempting to access the data. For cxample, in several states of the United States of
America, medical records and some government docurents are not legally allowed to be viewed
outside of that state. Suymilarly, it may be desirable to cusure that documents related to national
security cannot he viewed unless the end user is located within a permissible geographic area, or
converscly, is located outside of a prescribed physical location {i.e. a foreign couniry). Infcrnational
Traffic in Arms Regulations (ITAR)} reguolations comprise another potential application of

geographically-determined access.

It should be noted that, alternatively to restricting access, the present disclosure may be used to
provide access in the manners as identified above to those claimants that fall within acceptable
thresholds of being located within a permissible geographic area when attempting 1o access the data,
attempting to access the data within a permissible tioe duration, and/or other contextual

information, which may be monttored as additional data access control criterion. This roplies that
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data may only be accessible by claimants that have shown that they meet aceeptable access control
thresholds, such as those related to a geographic arca, time duration, and/or other contextual
information.  In at least one embodiment, accessibility of the data refers to allowing the
authenticated claimant to view the data. In another embodiment, accessibility of the data refers to
allowing the authenticated claimant to copy the data. In vet another embodiment, aceessibility of
the data refers fo allowing the avthenticated claimant to edit the data. 1t should be evident, that
accessibility standards may be assigned to an array of functions associated with data access control
{(e.g., functions may include deleting a file and creating a file} and may be further dependent on

network policics and/or the type of device the claimant is using when attemipting to access the data.

In some embodiments, the claimant may be legitimate with legitimate nceds to access the data;
while in other embodiments, the claimant may be legitimate with il intentions (i.c. roguc uscrs). In
other embodiments, the claimant may be a legitimate claimant that s located within a non-
permissible geographical arca when attempting to access the data.  In further embodiments, the
claimant may not be a legitimate user who is attempting to gain access to the data through an

itlogitimate or legitimate means.

The present disclosure utilizes methods of authentication fo validate clements of this system, which
includes at least one device associated with the claimant in which the claimant is using to attempt to
access the data. In one or more embodiments, this device may be the device was used to create the
data {c.g., a personal computing device such as a laptop), a desktop computer, a personal digital
assistant {(PDA), a cell phone, a smart phone, and/or a device that is capable of storage, such as a
server and/or a personal computing device {e.g., a laptop, deskiop, PDA, cell phone, external hard
drive, Universal Serial Bus (USB), and other portable storage device). In addition, the system may
include any third party devices that may be used to assist in the data access control process, such as
a nctwork managemont entity’s associated device, which may include a server or other such
hardware.

In at least onc emboditacnt, data on an cnabled device is encrypted when the file is created. In some
cmbodiments, data encryption may be specific to the type of device it was created on, stored on,
and/or transmitted through. In at lcast one embodiment, the author of the data {(e.g., the data file)

may manage the encryption policies for the data. In another cmbodiment, data is encrypted when it
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is sent over a network, and the encryption policics may be managed by a network management

entity. In other embodiments, another third party entity may manage the encryption policigs.

In some embodiments, data stored on a portable media device may require that a claimant
attempting 0 gain access to it provide authentication that that they are located within a permissible
geographical area prior to allowing the claimant access to the data. In at least one embodiment, the
device may delete at least a portion of the data that resides on it, if the device the data is on is
located outside the permissible geographical arca. In at least one embodiment, the device may
delete at least a portion of the data that resides on i, if the data 15 not accessed by the device within a

defined duration of time.

In some embodiments, network users may download onto a portable storage device sensitive
information that i1s meant for only a subset of the population to view, such as proprictary technical
content, competition sensitive information, business practices, business strategies, and/or human
resources information {¢.g., highly sensitive information, such as social security numbers and
clearance statuscs). In one cxample, a user may willingly take home an external hard drive device
containing proprictary information from his or her former employer. Once the user (i.c. the former
employee) attempts to access the data from his or her home, the device will attempt to confirm its
physical geographical location. As the user is no longer in the system as an employee of the
company, his or her home location, which may have previously been an acceptable location to
access data from in order to perform work, is no longer an active acceptable location in the system
and, thus, the data on the hard drive device may not be accessible by the user. In addition, further
measures could be implemented to make the data even more difficult for this individual to gain
access to {e.g. other levels of authentication are required when an initial verification fails). These
further measures may include a need for an administrator to undock the device for a user to be able
to access the data and/or may inchude deletion of the data altogether. These policics may be set up

by a network administrator, with the device then aiding in policy enforcement.

Mcthods that may be leveraged to authenticate the claimant may include, but are not limited to,
location (i.e. geo-based) authentication and/or time-based authentication. Additional methods that
may be used to reduce the hikelihood of a non-legitimate claimant gaining access to the data may
include passwords, smart cards, key cards, and/or biometrics. The preferred method, in this

imvention, for authenticating the location of a claimant is through the utilization of satellite signals in
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space, although it should be obvious that other ground-based or other means of determining location
could be used. In at least one embodiment, satellite signals may come from at least one of at least
one Iridium satellite, a lecast one Global Positioning System (GPS) satellite, at least one Global
Navigation Satellite System (GLONASS) satellite, at least one Galileo satellite, at least one Beilou
{({COMPASS) Navigation satellite, and/or at least one Globalstar satellite. For example, claimants
may be authenticated by various satellite geolocation techniques including, but not limited to, Spot
Beam Based Authentication and/or Guard Spot Beam Based Authentication.  Such authentication
methods can help to ensure that a claimant is who they say they are and that are within permissible
contextual criteria.  This contextual criteria may include a user being located within a permissible

geographic arca and/or a user accessing the data within a permissible time duration.

In at lcast one e¢mbodiment, a claimant and/or an approver {e.g., approval device} may be
authenticated via a peer-to-peer authentication method. In another embodiment, a claimant and/or
approver may be authenticated via a third party such as an authentication server, such as done in the

Spot Beam Based Authentication techniqgue.

In at lecast one embodiment, authentication for a claimant may be provided to allow the claimant
access to the data for an entire computing session. While in other embodiments, authentication for a
ciaimant may be provided to allow the claimant access to only a speeific application and/or a file. In
somg embodiments, access may be provided on a per-view basis. In some embodiments, access may
be provided on a timed basis. In some embodiments access privileges may be defined by, but not
limited to, the author of the data, the owner of the data, and/or a network management entity. In at
least onc embodiment, an approver, who is the owner of the data, provides permission access to a

claimant in order to give the claimant permission to view the data,

In some cmbodiments, the authentication for a claimant may be provided to allow the claimant
access to the data for a given period of time. For example, a granting of access to data could involve
a patient being notified that a certain doctor wishes to view his or her test results, the patient logging
into a secure web site and being authenticated {c.g., the patient could be authenticated by having
their location validated), and the patient granting data access to the doctor, who is located in a
defined permissible geographical arca, for a period of time. In at least one embodiment, a network
management cntity may manage the encryption policies/protocol, which may include the network

manageroent eotity wdentifying acceptable locations for a claimant to be when they are permitied to

18



1G

15

24

30

WO 2013/173039 PCT/US2013/038282

access the data. In at least one embodiment, data accesstbility may be restricted by tune duration by

means of a network management or author encryption policy/protocol.

In some embodiments, security may be further heightened by making logs related to data access
control which may include information regarding which user accessed what data, information
regarding where the user was located, information regarding when the user accessed the data, and/or
nformation regarding what type of device was used for aceessing the data. In some embodiments,
security may similarly be heightened by logging data related to information regarding when access

was restricted versus only when it was granted.

FIG. A depicts a schematic diagram 100 of the disclosed system to improve data access control
utilizing satellite geolocation techniques to authenticate the claimant, in accordance with at least one
embodiment of the present disclosure. Data desired to be accessed by a claimant is stored on a
server 105, Also shown is a virtual data boundary 118, In order for a user to access the data on the
server 105, contextual criterion thresholds must be satisfied in order to authenticate that the clatmant

and/or the claimant’s device 115 is within a virtual data boundary 110.

In one or more ewbodiuments, satellite based geolocation techniques are used by the disclosed
system and method to authenticate the physical location of the claimant’s user device {¢.2., a smart
phone} 115, For these embodiments, a satelite 120 is used to transmit at lcast one signal 125 used
for authentication to the device 115. In one or more embodiments, a LEC Inidium satellite is
cmployed for satellite 120, Different types of satellite geolocation techniques may be employed by
the disclosed system and method. The Spot Beam Based Authentication section of the present
disclosure, which includes the description of figures 9 through 12, discusses one example satellite
geolocation technique (i.c. spot beam based authentication) that may be utilized by the disclosed
system and method.  Also, the Guard Spot Beam Based Authentication section of the present
disclosure, which includes the description of figures 13 through 19, discusses another example
satellite geolocation technique {1.¢. guard spot beam based authentication} that may be utilized by
the disclosed system and method.

In FIG. 1A, a number of spot beams 130 are shown to be transmitted from a satellite 120 to the
claimant’s device 115, In at least one embodiment, the signal{s) 125 includes specific parameters
and/or a pseudo random number (PRN)} or significant random number (RN} code to further aid the

authentication technigques.  This information may be used, in turn, to authenticate the physical
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location of the claimant to the server 105, On successfully mecting the threshold criterion that has
been assigned to the contextual data (e.g., the claimant is located in a permissible geographic area

for data access), the claimant is granted access to data.

In this example, geolocation data is at least a portion of the contextual data. The threshold eriterion
may require that a claimant be located within an identified proximity from, for example, a place of
busingss. This criterion relates to the claimants being located within a permissible geographic
region in order to access the data. For example, the claimant may satisfy the criterion if they are
tocated at their place of business or at their home (if the claimant’s home is considered a permissible
geographic region for aceess the data), but obviously not both locations at the same time because it
would not be possible for a single claimant to be physically located at two locations at the same

fime.

FIG. IB 18 a flow diagram for the disclosed method 150 to improve data access control, in
accordance with at least one embodiment of the present disclosure. At the start 155 of the method
158, at {cast one threshold is assigned to at icast one contextual criterion 160, A receiver receives
contextual information from a claimant 165, After the contextual information from the claimant is
received, at lcast one processor determines whether the contextual information from the claimant
meets at lcast one threshold to at least one contextual criterion 170, At least onc processor, which
may be located in an authentication device, authenticates the claimant if the contextual information
from the claimant meets at lcast one threshold to at least onc contextual criterion 175, If the
claimant 1s authenticated, at least one processor, which may be located in a data storage device such

as a server, allows the claimant to access the data 180,

In some embodiments, if the claimant is authenticated, at least onc processor provides viewing
access to at least a portion of the data by supplying to the claimant a file containing at least a portion
of the data to be viewed and/or a link to a webpage including at least a portion of the data to be
viewed 185, In some embaodiments, at lcast one processor logs at least a portion of the contextual
information from the claimant in a data storage arca, such as in memory and/or in a database 190,

Then, the method 150 ends 195,

It should be noted that in some embodiments, the above-described steps to the disclosed method 150
may be performed in a different order. Also, it should be noted that, in some embodiraents, more or

less steps than the steps described above may be performed for the disclosed method 150,
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FIG. 2 s a schematic diagram of the disclosed system 200 to improve data access control where the
contextual criterion includes a permitted geographical area 210 and a non-permitted geographical
arga 220, in accordance with at least one embodiment of the present disclosure. In this figure, two
example contextual thresholds for virtual data boundaries bave been defined for access conirol
related to International Traffic in Arms Regulations (ITAR) related data. ¥t should be noted that
while not both thresholds are required for the boundaries to function, it should be obvious that the
combination of both types of these permussibility thresholds (1.e. a permissibility geographical arca

210 and a non-pernussibility geographical area 220) may find utility in real-world applications.

In this figure, the first threshold, identified as Data Threshold 1 2180, provides a threshold requiring
that somcone {i.c. a claimant) attempting to gain access to the international traffic in arms
regulations {ITAR) restricted data must be physically located within the perimeter of the United
States contiguous land mass (CONUS) to access it. Note that while in this cxample the United
States land mass is a permissible geographic arca and, thus, data can be accessed throughout the
United States, it is likely that additional contextual thresholds would be established, such as whether
the claimant had the appropriate citizenship (i.e. whether the claimant is a United States citizen} and
whether they had a need to know the data {¢.g., the contents of the data relate to the claimant’s job

function such that they had a need to know the data in order to perform their job).

Alternatively, Data Threshold 2 220 is an alternate way of developing a contextual threshold. For
this alternative threshold, someone physically located outside of the United States is not able to
access the data. It should be noted that bodies of water, such as occans, may also be included within
this threshold (i.e. the virtual data boundary 2203 for a real-world implementation.  Additionally, @t
should be evident that this example may not be so clear-cut, but for the simplicity of outlining the

basics of the disclosed systern and method, it has been defined as such.

While Figures 1A and 2 ropresent simaplistic embodiments, it 1s important to provide an additional
cxample of how the disclosed system and method can performn with multiple thresholds to
contextual criterion. One such cxample is tHustrated in Figures 3A — 4D,

FIG. 3A is g schematic diagram of the disclosed system 300 to improve data access control where
the contextual criterion includes a permiticd geographical arca and a permitied time duration to
access company data, in accordance with at least one embodiment of the present disclosure. In this

example, an eraployee (i.¢. a claimant) at a company has both a desktop computer 320 located at the
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employee’s work facility 310 and a laptop computer (not shown) located at the employee’s home
{not shown}. The emplovee’s company has implemented contextual data virtual boundaries 305, 405
for both the employee’s on-site work facility 310 location and off-site home location. In addition,
the employee’s company has fmplemented time-relation contextual criterion where the employee
only has aceess to the data during specific time durations during the day that are dependent upon the
focation from which the emplovee is atiempting to access the data. Al thresholds (i.¢. the location-
based threshold and the time-based threshold) must be satisfied for the emplovee to be authenticated

and thereby gain access to the data,

In FIG. 3A, an employee {i.e. a claimant} desires to gain access to data on a server 330 via their on-
sitc desktop computer 320. Since a desktop computer 320 is generally considered to be a device that
stays in onc location (i.c. 18 not mobile), the location-related criteria requires that the desktop
computer 320 is only able to access the data from its on-site location (i.c. work facility location
310). If the desktop computer 320 attempts to access the data from a location other than its work
facility location 310, the claimant would not be provided access to the data. This contextual
criterion is likely to be implemented through a network management policy. In this scenario, the

employee’s location may be authenticated through satellite geolocation techniques.

Similarly, a time-related criterion may require that the employee only has access to the data via his
desktop computer 320 during the employee’s normal working hours at the work facility 310, For
example, the employee may have a schedule of working hours from ¢ AM to 5 PM on weckdays at
the work facility 310, As such, the time-related threshold may only allow the employee access to
the data though his desktop computer 320 during the hours of 9 AM to 5 PM on Monday through
Friday, excluding holidays. The time-related criterion may be established by a network management
cntity in the form of a policy, where the network will not grant access to the data if the employee

attempts to access the data outside of these permissible time durations.

FIG. 3B is a matrix 340 showing the possible combinations for a claimant for meeting the thresholds
to the contextual criterion of the system depicted in FIG. 3A, in accordance with at least one
cmbodiment of the present disclosure.  In this figure, the matrix 340 shows the four possible
combinations that may occur when the employee is attempting to access the data. One of the four
possible combinations, combination 350, occurs when cmployee is located within the pormissible

geographical arca when the cmployee is attempting to access the data and the cmplovee 8
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attempting to access the data during a permissible time period. When this combination occurs, the
employee is granted access to the data. Another possible combination, combination 360, oceurs
when the employee is located within the permissible geographical arca when the employee is
attempting to access the data and the employee is attempting to access the data during a non-
permissible time pertod. When this combination occurs, the emiployee s not granted access to the
data because both of the thresholds are not met. It is important {0 note that in this case, nstead of
not granting access to the employee based on the non-permissible time period, additional
authentication and/or authorization policies may be applied. For example, the claimant may need to
provide additional information to authenticate himself or work to receive special approval to work
outside their typical hours. In an alternative example, the claimant may be provided with only a
limited amount of data. This could reduce the ability of an ill-intentioned employee from gaining
access to data outside of their normal business hours when they may be more easily able to not

disclose their devious activitics to their work colleagues and security personnel.

Another possible combination, combination 370, occurs when the employee is not located within the
permissible geographical area when the employee is attempting to access the data and the employee
is attempting to access the data during a permissible time period. When this combination occurs, the
employee is not granted access to the data. Yot another possible combination, combination 380,
occurs when the cmployee is not located within the permissible geographical arca when the
cmployee is attempting to access the data and the coployece is attempting to access the data during a
non-permissible time period. When this combination occurs, the eraployee is not granted access to

the data.

FIG. 4A is a schematic diagram, and related threshold matrix, of the disclosed systom to improve
data access control where the contextual criterion includes a pormitted geographical area relating to
a work facility 400 and a permitied time duration, in accordance with at least one cmbodiment of the
present disclosure. FIG. 4B is a schematic diagram, and related threshold matrix, of the disclosed
system to wmprove data access control where the contextual criterion includes a permitted
geographical arca relating to an employee’s home 410 and a permitted time duration, in accordance
with at least one embodiment of the present disclosure. FIG. 4C is an example street yoap 420
showing the location of the work facility 400 in FIG. 4A n relation fo the location of the emplovee’s

home 410 10 FIG. 4B, 1o accordance with at least one erabodiment of the present disclosure,
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In these figures, the same emplovee from FIG. 3A, bas a laptop computer 43¢ which they use in
their lab that is on-site at their work facility 400, They also bring their laptop computer 430 home
410, on occaston, to complete tasks. This is a clear example of why virtual data boundaries may be
device dependent, as devices may have access control set-up to operate differently depending upon
other contextual mformation, such as where and when they are attempting to access data. For
example, it may be acceptable for an employee to use their laptop computer 430 to access the
company network or server 440 from the employee’s home location 410 during hours that are
outside of the employee’s normal working hours {i.e. access the data during hours other than the
cmployee’s assigned working hours to work at the work facility 400). However, alternatively, it
would not be acceptable for the employee to use their desktop computer {not shown} at the work
facility 400 to attempt to access the data within the same contextual parameters (i.e. access the data

during hours other than the employee’s assigned working hours to work at the work facility 400},

FiG. 41 shows Venn diagrams 450, 460 depicting the different threshold scenarios that may occur
for a current employee and a former employee, in accordance with at least one embodiment of the
present disclosure. For this figure, the same employee from FIGS. 3A — 4C, is attempting to access
the data via their laptop computer (not shown} during their assigned work hours at their lab at the
work facility. The employee is authenticated because all required thresholds have been satistactorily
met, which s shown by shaded region 470 on the Ieft Venn diagram 450, While not shown in this
figure, there arc similar regions of permissible location and time/day of access associated with the
laptop computer’s ability to access data while located at the ecmployee’s home. These permissible
times for accessing the data via the laptop computer from the employee’s home may or may not
overlap with the assigned working hours for the employee at their lab at the work facility., Note that
it is not possible for the laptop computer to access data from their home at the same time the laptop

computer s accessing data from the work facility,

In this cxample, at a later time, the same emplovee is fired from the company. The emplovee
decides to try to use some proprictary data from one of their past analyses to entice a new potential
cmployer.  The proprictary data resides on their laptop computer.  After the employee was
termunated, the employee’s deskiop computer was removed from their office and the employee’s
general access privileges fo the company network and server(s) were revoked. However, the

eraployee did not return to the company theiwr laptop computer, which was in their car at the time of
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their firing. After being fired, the employee goes home and immediately attempts to access the data
via their laptop computer. However, once the employee attempts to access the data via their laptop
computer, the employee cannot be authenticated because they are no longer histed as an acceptable
claimant on the company’s permissible roster. For this reason, access to the data is denied. In this
example, it is assumed that the rest of the acceptable thresholds were met, as is shown in the right
Venn diagram 460. However, it shonld be noted that in one potential real-world scenario, the
employee’s full profile would be removed and, thus, the permissible locations and time durations for
data access by the employee would likely also have been removed so as to not enable the emplovee

to meet these thresholds.

FIG. SA 18 a schematic diagram of the disclosed system 500 to improve data access control where
the contextual criterion includes a permitted geographical arca 530, 540 and a permitted time
duration to access medical data 519, in accordance with at least one embodiment of the present
disciosure. In this figure, a database is established, for example, to store medical records 510 on a
server 520, which may be located in a known physical location {(e.g., in the state of Utah 540 within

the United States).

At least a portion of the medical data 510 within that database is encrypted with a unique key. To be
most effective, this unique key will change from time to time. Medical files 510 and/or other
medical data 510 may be downloaded from that database to a local file storage device, such as a
server in a doctor’s office 550. But, since the data 510 is encrypted, it is unreadable. A claimant
560 secking the key to decrypt some of the data 510 {c.g., a doctor 560 requesting 580 to access a
medical file 510 inchuding blood and other medical test results for a patient) must prove that they are
physically located within a permissible goographic arca 540 {c.g., within the state of Utah) to the
originating scrver 520, When it s confirmed that the claimant 560 is located within g permissible
geographic area 540, such as the state of Utah, the server 520 will provide 580 the decryption key to
the claimant 560, Additionally, 1t should be noted that the originating server 520 may require a
further information about the claimant 560 in order to authenticate the claimant 560. For these
scenarios, the doctor 560 could provide their medical license information and/or doctor’s office
operating license information along with proof that they are located within the permussible

geographic area 540 {e.g., the state of Utah) to secure access to the data 510,
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Alternatively, when the data 510 is transmitted S70 by the originating server 520 to the claimant
560, it may be encrypted at that time versus remaining encrypted on the originating storage device
520. A claimant 560 secking the key to decrypt the information 510 may need to request S84 the
key within some period of time after the data 510 was sent 570 {e.g., within five (5) mumutes), and
may need to provide satisfactory geographical information elearly verifving that they lie within the

permissible geographical area 540,

FIG. 3B 1s an cxample state map S85 showing multiple virtnal data boundary locations 593
identifying permissible geographical arcas of permissible accessibility to data, in accordance with at
least one embodiment of the present disclosure.  In this example, a database is gstablished on a
server 590 for some of the United States military recruiting offices in the state of California 585,
where the server 590 is possibly, but not necessarily, in a known physical location. Information
stored on the database may only be viewed, uploaded, and/or edited by a claimant via a browser
runping on a computer that is located at one of the identified military recruiting offices 595, when
the computer has satisfactory authenticated their physical location to the server 590, as being located
within a permissible geographical arca, within a defined acceptable pericd of time {c.g.,

authenticated the physical location within five (5) minutes after first attempting to access the data).

In a more secure embodiment, the database is “locked down”, and the information retricved from the
server 590 may only be viewed (e.g., viewed as an image), but not copied. The data made available
to the computer located at a military recruiting office 595 is only in viewable form (e.g., a PDF file,
a jpeg file, a web image, or another image-type file), not in cditable form {c.g., a Microsoft Word
document, spreadshect, or database). As such, the integrity of the data is more protected. Since cach
recruiting conter 595 no longer maintaing its own data, this makes the data less susceptible to a

specific center’s 595 lack of data sceurity practices.

FI1G. 6A 15 a schematic diagram 600 of one disclosed method to improve data access control where
the contextual criterion includes a permitted geographical arca, in accordance with at least one
embodiment of the present disclosure.  In this figure, data is stored on a network node that is
cmbodicd as a server 610, which is denoted as the “First Computer” 610, In this embodiment, the
First Computer 610 maintains its own policics, which include the definition of the geographic arca

of permissible access for the data.
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A user {i.e. a claimant} of a Second Computer 620 attempis to gain access to the data, and does so
by sending a request for the data to the Fust Computer 610 (Step 638), and providing to the First
Computer 610 the geolocation data of the Second Computer 620 (Step 6403, In this embodiment,
authentication is performed by a proeessor that is located in a server 650, which is denoted as the
“Authentication Server” 630, The Authentication Server 630 houses all of the functionality for
authentication, and validates that the contextual threshold, which in this case relates only to the

claimant’s location, has been met.

After the First Computer 610 has received the geolocation data from the Second Computer 620, the
First Computer 610 passes the geolocation data to the Authentication Server 650 (Step 668}, Once
the Authentication Server 650 receives the geolocation data, the Awthentication Server 650
validates, by using the geolocation data, that the Second Computer 620 is located in a pormitted
geographical arca. [If the Authentication Server 650 validates that this geographical contextual
threshold has been met by the Second Computer 620, the Authentication Server 650 authenticates

the Second Computer 620.

Then, the Authentication Server 650 forwards to the First Computer 610 the authentication
information regarding the Second Computer 620 (Step 670). After the First Computer 610 receives
the authentication information, the First Computer 610 makes the data available to the Second

Computer 620 (Step 0803,

In at lecast one cmbodiment, any data request, such as that to view or modify the data, is
accompanied by information {c.g., satellite signal data} that can be used to validate the entity’s {or
ciaimant’s) 620 physical location (i.¢. the geolocation data). One possible application of this may be
to have a browser provide such information to a Web server. The host node 610 will then contact an
Authentication Server 650 and usc this information to confirm that the claimant 620 is located
within a permissible geographical arca. I the contextual threshold is satistactorily met, access is

granted and data is provided.

FI1G. 6B is a schematic diagram 605 of another disclosed method to improve data access control
where the contextual criterion inchludes a permitted geographical arca, in accordance with at least
one cmbodiment of the present disclosure. For the embodiment of this figure, which builds off the
cmbodiment of FIG. 6A, data encryption is used to further improve the security of the system. The

data is cncrypted with a unique key, which may change from time to time, and is stored on a
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network node (i.e. the First Computery 610, To view the data, the claimant (i.e. the Second
Computery 620 must supply the host node {i.e. the First Computery 610 with its geolocation
imformation. The host node 618 will then contact an Authentication Server 650 and confirm that the
requesting entity 620 is located within a permissible geographical area. I the Authentication Server
650 authenticates the claimant 620, a decryption key is provided to the requesting clatmant 620, It
should be evident that the data stored may be transferred to other enfities {e.g., other servers or

nodes}). However, such data is not viewable given the aforementioned encryption.

As is shown in FIG. 6B, at the start of the method, the Second Computer 620 sends a request to the
First Computer 610 for data (Step 615). After the First Computer 610 receives the request, the First
Computer 610 forwards the encrypted data to the Second Computer 628 (Step 6253 After the
Second Computer 620 receives the encrypted data, the Second Computer 620 sends its geolocation

data to the first Computer 618 (Step 635).

Then, the First Computer 610 forwards to the Authentication Server 658 the geolocation data for the
Second Computer 620 (Step 645). Once the Authentication Server 650 receives the geolocation
data, the Authentication Server 650 determines, by using the geolocation data, whether the Second
Computer 620 1s located within a permissible geographical area. The Authentication Server 650
authenticates the Second Computer 620, if the Authentication Server 650 determines that the Second
Computer 620 is located within a pormissible geographical area. Once the Authentication Server
650 authenticates the Second Computer 620, the Authentication Server 650 sends to the First
Computer 610 authentication information for the Sccond Computer 620 {Step 655).  After the First
Computer 610 reccives the authentication information, the First Computer 610 sends the decryption
key to the Second Computer 620 (Step 665).  After the Second Computer 620 receives the

decryption key, the Second Computer 620 can decrypt the encrypted data, and access it

FI1G. 6C is a schematic diagram 607 of vet another disclosed method to improve data access control
where the contextual criterion includes a permitted geographical arca, in accordance with at least
one cmbodiment of the present disclosure. In this figure, data is stored unencrypted on a network
node (i.¢. the First Computer) 610, When a claimant (i.e. the Second Computer) 620 requests the
data, the data is encrypted on the fly by the First Computer 610 using a location-specific encryption
key provided by an Authentication Server 650, The First Computer 610, then, subsequently

fransmits the enerypied data to the claimant 620, Tn order for the claimant 620 1o access the data,
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the claimant 620 must request a decryption key within some period of time after the data was sent,
and must also provide proof that the claimant 620 is located within a permissible geographic area.
The Authentication Server 650 will then compare this information, and validate whether the
requesting claimant 620 is located within a prescribed geographical area. If authentication is

satisfactorily met, the decryption key 1s provided to the requesting entity 620.

In at least one embodiment, the location data sent by the Second Computer (i.e. claimant} 620 is a
simaple declaration of location by the claimant 628. For example, the location data could be in the
form of latitude, longitude, and altitude without any true proof. It the claimant's 620 declared
location is within the permussible geographic area, then the First Computer 610 will provide the
encrypted data to the claimant 620. In order to obtain the decryption key, the claimant 620 must
send proof of its location {¢.g., data related to its location that is collected from an Iridium satellite’s
spot beam) to the Aunthentication Scrver 650 to show that its claimed location s true. This
cmbodiment puts very little processing or bandwidth overhead on the First Computer 610 - the First
Computer 610 merely has to determine whether a declared location of the claimant 620 is within the
permissible geographic area. The Authentication Server 650 is responsible for validating that the
declared location of the claimant 620 i3 true, but does not have the responsibility of knowing
whether the declared location is within the permissible geographic arca because this task was

already accomplished by the First Computer 610,

As is shown in FIG. 6, at the start of the method, the Second Computer 620 sends a request to the
First Computer 610 for data (Step 617), and sends its location data to the first Computer 610 (Step
627). After the First Corputer 610 receives the request and the location data, the First Computer
610 sends a request to the Authentication Server 650 for a location-based encryption key, which is
bascd upon the location of the Sccond Computer 620 (Step 632). The First Computer 610 then
obtains from the Authentication Server 630 (Step 637) a location-based encryption keoy, which is
bascd on the location of the Second Computer 620, to encrypt the requested data. The First
Computer 610 then uses the cncryption key to encrypt the data.  After the First Computer 610
enerypts the requested data, the First Computer 610 forwards the encrypted data to the Second

Computer 620 (Step 6473

After the Sceond Comyputer 620 has received the encrypted data, the Second Computer 620 sends

proof of its geolocation information to the Authentication Server 650 (Step 657). The proof of the
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geolocation information may consist of various items. For example, in at least one embodiment, the
proot may consist of data the Second Computer 620 received from at least one signal from at least
onc beam transmitted from at least one satellite (e.g., an Iridium satelitte(s}). Once the
Authentication Server 658 receives the prootf of the geolocation information from the Second
Computer 620, the Authentication Sever 650 must determine whether the Second Computer 620
sent the proof of the geolocation information within a defined time period after the Second
Computer 620 received the encrypted data (e.g., sent the proof within five (5) minutes of receiving
the encrypted data), and must determine whether the Second Computer 620 is indeed located within

a permissibie geographical arca.

The Authentication Server 650 authenticates the Second Computer 620, if the Authentication Server
650 determines that the Second Computer 620 sent the proof of the geolocation information within a
defined time period after the Second Computer 620 received the encrypied data and that the Sccond
Computer 620 is located within a permissible geographical arca {i.e. substantially at or near the
claimed location of Step 627). Onece the Authentication Server 650 authenticates the Second
Computer 620, the Authentication Server 650 sends a decryption key to the Second Computer 620
(Step 667). After the Second Computer 620 receives the decryption key, the Second Computer 620

can decrypt the encrypted data, and access it

It should be noted that in the different methods depicted in FIGS. 6A through 6C described above,
the Second Computer 620 may usc one or more passwords to gain remote access to the data on the
First Computer 610. The quantity, type, and/or content of the data made available to the Second
Computer 620 may be limited based on the geographic location of the Sceond Computer 620 when
the Second Computer 620 is requesting access to the data, the time the Sccond Computer 620 15
reguesting access to the data, the administrative rights of the Sceond Computer 620 based on the its

620 identity, and/or other contextual information.

FIG. 7 is a schematic diagram of the disclosed system 700 to improve data access control where the
data is deleted if it is not accessed by the claimant within a defined period of time, in accordance
with at least one embodiment of the present disclosure.  In this figure, a human resources (HR)
representative 710 for a large company 720 is shown to be on his or her way out of the office 720,
and unintentionally drops a vniversal serial bus (USB) drive 730 containing confidential employee

information 740 in the parking lot 750. This data 740 1s acceptable for the HR representative 710 to
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access as he or she is part of a subset of the population {e.g., group of HR employees for the
company} 760 that has been assigned access privileges to the employee data 740. While the
proximity of the device 730 to the building 720 may be within an acceptable range of physical
focation s0 as to be located within a permissible geographical area for data access, it may be
imperative to add additional security measures, such as static passwords, to improve the likelihood
that only the intended user 718, 760 could access the data. Additionally, if the USB drive 730 were
1o remain lost, after a defined period of time has lapsed, the drive 730 will delete the data 740
residing on it, and/or encrypt the data 740, thereby making the data iaccessible. These disclosed

features would remove the security threat even if the drive 730 were to be discovered at a later time.

FIG. 8A is a schematic diagram of the disclosed system 800 to improve data access control utilizing
satellitc and ranging geolocation techniques to authenticate the claimant where the claimant is
shown to be authenticated, in accordance with at least one embodiment of the present disclosure.
And, FIG. 8B is a schematic diagram of the disclosed system 81§ to improve data access control
utilizing satcHite and ranging geolocation techniques to authenticate the claimant where the claimant
is shown to not be authenticated, in accordance with at least one embodiment of the present
disclosure. In these figures, a first network node 820 authenticates its location by using satellite
geolocation techniques {¢.g., by using at least one signal 860 transmitted from at least one satellite
850). Using ranging techniques {(¢.g., the first node and the second node sending pings {i.¢. signals)
to and from cach other, and determining the distance between the first node and second node by the
amount of time that has lapsed from the sending and the receiving of the pings from the first node
and the second node), a second network node {(e.g., a server or a router) is confirmed to be located
somewhere within a defined circular arca 830 (c.g., a two-dimensional circular arca or elliptical
arca, or a three-dimensional spherical or elliptical volurme, which may be specified by latitude,
longitude, and elevation} that has the first network node 820 located at the absolute center of the
arca 830. If the entire arca 830 is located within a permissible geographic arca 840, then the sceond
network node is antomatically authenticated, as is shown in FIG. 8A. However, if any portion of the
arca 830 is located outside of the permissible geographic arca 840, then the second node may be
located outside of the permissible geographic arca and, thus, the second node s not authenticated, as

s shown in FIG. 8B,
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It should be noted that in one or more embodiments, ranging techniques are used to authenticate the
focation of the claimant. For these embodiments, a first network node (e.g., a server, a rouier, or a
device) {not shown} anthenticates it location by sending pings (1.¢. signals} to and from a second
node {e.g., a server, a router, or a device} {not shown}, which has a known location. The distance
between the first node and the second node 1s determined by the amount of tune that has lapsed from
the sending and the receiving of the pings from the first node to the second node. Once the distance
between the first node and the second node is determined, since the location of the second node 18
known, an estimation of the location of the first node can be obtained. It should be noted that this
process may be repeated with other nodes (e.g., node 3, node 4, node 5, ...} that have known
locations in order to obtain a more accurate estimation of the location of the first node. Unce an
estimation of the location of the first node is obtained, # can then be determined whether the first
node is located within a pormissible geographic area {not shown}. If it is determined that the first
node is located within a permissible geographic arca, the claimant associated with the first node will

be given access to the data.
Spot Beam Based Authentication

Entity or user authentication techniques enable a third party verifier to validate the identity and/or
physical location of a uscr, asset, or a device {e.g., a user device} for a remote resource through a
ong-way authentication method. However, it should be noted that this onc-way method may also be
used directly by a host system to validate a claimant. An entity may be a device {¢.g., a network
node, a mobile phone, coraputer, server, or the like) or asset that needs to be tracked, while a user
can be a person or other living/non-living entity.  An entity and/or user may be authenticated for the
duration of an entire conncction or scssion. The entity and/or user may require re-authentication
afier the original authentication. The re-authentication reguirements may be defined by the host
network and may be context specific.  Alternatively, this system may be used for a message-based
authentication system which requires a separate authentication process for cach message.
Techniques described herein may be used for either session-based authentication, message-based

anthentication, or a combination thereof,

Additionally, this method may be applicd to receiving devices themselves, such that the one-way
authentication does not have to be completed by a remote third party but rather by one or more of

the receiving devices. When this moethod is conducted by a single device it is still considered a ove-
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way authentication method, However, this method can also be applied in a multi-way authentication
technique to allow at least two peer devices to authenticate cach other. In this one-way or multi-way
device-to-device authentication method, authentication may generally rely on a shared secrct
{(symmetric and asymmetric) that cach of the two legitimate receiving deviees know and any
pnauthorized or rogue receiving device does not know.,  Each device mway have a unigue
autheuntication credential such as a secret password shared between itself and the peer device or
public/private key pairs in the form of security certificates. A device has authenticated itself when it
proves, to the satisfaction of the other peer device, that it knows the shared secret, and is, therefore,
legitimate. Once authentication is complete between the at least two devices in this multi-way
authentication method, the devices have proven their identitics to one another. The devices may
then create their own authenticated network which they may choose to imploment cyber security
policies which have been agreed on so as to protect the communication and access to networked

resources for a given context.

Fxisting authentication methods may be used or combined to gencrate the initial-security key(s).
The iitial-sccurity key may, for example, be cooperatively generated using Diffie-Hellman
tochniques or may simply be generated by one peer device and sent to the other via an alternate

secure channel/process.

In any casc, accompanying the initial-security key may include some shared liveness information {as
previcusly defined). In this application, the livencss information is provided through a satellite spot
beam and may include such paramcters for use in authentication as a timestamp and pscudo-random

number (PRI},

The use of the shared livencss information may be used in the derivation aliowing for different
security keys to be usced every time the initiating device authenticates itself to the peer device. This
hinders a potential rogue cavesdropper from initiating a statistical attack cvery time the initiating
device is authenticated, adding newly intercepted messages to its analysis of messages intercepted
during the initiating device’s previous scssions. The liveness information and the initial-sceurity
key may then be passed as inputs to a determinative function.  As used herein the term
“determinative” refers to a function for which the outputs of the function are completcly determined
by the inputs. This determinative function may be run separately on the initiating device and on the

peer device. If these two devices were to produce different outputs when they ran the determinative
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function, then the security keys derived from the function would not match, the device could not be

awthenticated, and thus could not be used for intercomumunication.

In addition to being determunative, for security’s sake the function should be inherently irreversible.
Knowing the function’s outputs, it should be very difficult or impossible to determine its inputs.
Hashes form a class of functions that are both determinative and inherently irreversible and, as such,
are often used in encryption and authentication calculations. Pseudo-random function (PRF) used
with the well known Transport Level Security (TLS) protocol are an example of the determinative

function implementation which may be used.

PRF combines the results of two well known hash functions, Message-Digest Algorithm 5 (MD3)
and Securc Hash Algorithm 1 (SHA-1)}. PRF uses two hash functions in order to preserve security
just in case someone determines how to reverse one of the two hash functions. These two hash
functions produce outputs that may be too short to be optimum for security. SHA-1 produces 20-
byte outputs, and MDS5 produces 16-byte outputs. Therefore, for cach of the two hash functions, a
“data cxpansion function” may be defined that uses the hash function to produce cutput of arbitrary

length, For SHA-1, the data expansion function may be defined as P SHA-1:

EQ 1: P _SHA-{(initial-security key, liveness) = SHA-1{(initial-security key, A1} + Hveness) +

SHA-1(initial-security key, A2} + liveness) + SHA-I(initial-security key, A(3) + liveness) + ...

where A(D) = Hveness;
AQ) = SHA~I(initial-security key, A1~ 1))

and the “+” sign indicates string concatenation.

The definttion of the data expansion function P_MDS3 is similar to the above definition with “MD35”
replacing “SHA-1” wherever it appears. The data expansion functions may be iterated to as many
steps as necessary to produce output of a desired length. The desired output length may be set as an
implementation option. In at least one embodiment, the desired output length for cach hash function
is 128 bytes. P _SHA-1 may be iterated out to A(7} for a total output length of 140 bytes {cach
iteration increasing the output length by 20 bytes). The output may then be truncated to 128 bytes.
Each iteration of P_MDS5 produces 16 bytes, so iterating it out to A(8) produces the desived 128

bytes with no truncation.
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In one embodiment for spot beam based authentication, having chosen the hash functions and
tterated their data expansion functions out to the desired output fength, PRF takes as inputs the
expanded initial-security key, a label (a pre~-determined ASCH string), and the liveness information
exchanged. PRF is defined to be the exclusive hit-wise OR (XOR) of the output of the two hash data

expansion functions, P MDS and P SHA-L:

EQ: 2 PRF(expanded initial-security key, label, liveness) = P_MDS(S1, label + liveness) XOR
P_SHA~1(82, label + liveness)

where 51 1s the first half of the expanded mitial-security key, measured in bytes, and 52 is the
second half of the expanded imtial-security key. (If the expanded initial-security keyv's length is
odd, then its middle byte is both the last byte of S1 and the first byte of S2). As P_MDS3 and

P SHA-I are iterated to produce 12&-byvie outputs, the output of PRF is also 12K bytes.

The 12&-byte output of PRF is divided into four 32-byte session security keys. Then cach of the
session security keys and truncates it to the length required by the authentication and encryption
protocols being used. The truncated result s one of the new set of transient session security keys.
The derivation of the transient session security keys allows for both the imttiating device and peer
device to not directly use cither the initial-secret key or the expanded initial-sccurity key in order to
mintmize, or at least to reduce, the leakage of the security key information. The derivation of the
transiont session security keys also allows for the initiating device and the peer device to refresh the
session security kevs derived from the cxpanded initial-security kev at regular intervals or when

commanded to prevent statistical analysis by limiting the use of the session sccurity keys.

Each of the authentication and encryption transicnt session security keys have the following specific
purpose: i) encryption of data exchanges, for confidentiality, from initiating doviee to peer device;
it} encryption of data exchanges, for confidentiality, from peer device to initiating device; i)
signing of data cxchanges, for integrity, from initiating device to peer device; and v} signing of data
exchanges, for integrity, from peer deviee to initiating deviee.

Derivation of the initial-security key for the spot beam based authentication may usc Diffic-Hellman
techniques using agreed upon and well known public primitive root gencrator “g” and prime

modulus “p”. The initiating device and the peer device cach choose a random secret integer and
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exchange their respective {{g"(secret integer)) mod p). This exchange allows the initiating device

and peer device to derive the shared initial-secret key using Diffie-Hellman.,

Having dertved the initial-secret key that is shared between both the initiating device and the peer
device they may use the data expansion to derive the expanded initial-secret using, for example, the
P SHA-I. The liveness information for the data expansion process may be a known random value
or timestamp that s agreed upon by the initiating device and the peer device. In some embodiments,
the peer device may select a random value and transmut it to the inttiating device via the satellite or
the terrestrial network, Alternatively, both the initiating device and the peer device may agree upon
a timestamp, since they are tightly time synchronized, and thereby avoid data exchanges while being

able to select liveness from the shared/common timestamp value.

Following this the inttiating device and the peer device have a shared expanded initial-secret key
that may be used to derive the new set of transient scssion security keys., Again for liveness the
initiating device and the peer device may use cither a shared random value that s transmitted by the
peer device or a shared/common timestamp vahie. The transient session sccurity keys may be used
by initiating device and the peer device for further encryption and signing of geolocation and other
context information exchanges between inttiating device and peer device. Geolocation and other
context information is considered confidential and hence it is appropriate that such information be
encrypted to cnsure that only the authenticated initiating device and peer device can cxtract the
exchanged geolocation and context information. Note that the geolocation is authenticated by the
procedure described in this patent application using pscudorandom (PRN) code segmenis and
distinctive beam parameter. The context information shared may include other state or control
information for targeted cyber defense application exccution or decision support systems. In
addition to encryption the integrity of the exchanged geolocation and context information is cnsured

by the use of the transient scssion security keys for signing purposes as discussed earlier,

In brief overview, in somc embodiments the authentication systoms and methods described herein
may leverage geolocation techniques for determining the position of the claimant as part of the
authentication process.  One such geolocation technique s defined in commonly assigned and
copending U.S. Patent Application Scrial No. 12/756961, entitled Geolocation Leveraging Spot
Beam Overlap, the disclosure of which in incorporated herein by reference in its entirety. When

authentication is required, the claimant device may capture and transmit the distinctive signature
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parameters to a verifying device. In addition, the claimant device may transmit its claimed travel
path (i.c., waypoint{s) and time at cach). Waypoints may be transmitted whether the device is
stationary or mobile. A verification device may use the claimant’s claimed beam signature
parameters, at least one location waypoint, and at least one time associated with this waypoint and
beam parameter capture to authenticate the claimant. For example, a claimant may be considered
authenticated by the verifier if the beam parameters captured from the at least one spot beam and the
at least one claimed waypoint are affirmed against a known valid data set.  In this manner, the
claimant can be authenticated as being within a region at a particular time. The composite code
based on these parameters provide a signal that is extremely difficult to emulate, hack, or spoot.
Furthermore, the signal structure and satellite’s received signal power allows for the authentication
to be used indoors or other attenuated environment. This improves the overall utility of this system

approach.

The subject matter of this application is described primarily in the context of low-carth orbiting
(LEQ) satellites such as those implemented by Iridium sateHites. However, one skilled in the art will
recognize that the techniques described here are readily applicable to other satellite systems, ¢.g.,
medium-carth orbit (MEQ) satellite systems or geosynchronous orbit {GEQ) satellite systems. Such
satellite based communication systoms may include or utilize other mobile communication systems,
¢.g., airborne communication systems or the like, as well as, stationary communication platforms

including but not limited to a ship or a ccll phone tower.

FIG. 9 is a schematic illustration of a satellite-based communication systern 900, according to
cmbodiments. In practice, a satcHite based communication system 900 may comprise of at least one
satcliite 910 in orbit. In the interest of brevity, a single satellite is illustrated in FIG. 9. Referring to
FIG. 9, in some embodiments a system 900 comprises one or more satellites 910 in communication
with onc or morc receiving devices 220, In some embodiments the satellites 910 may be embodicd
as LEQO satellites such as those within the Iridium satellite constelation. Satellite(s) 210 orbit the
carth in a known orbit and may transmit onc or morc spot beams 930 onto the surface of the carth in
a known pattern.  Each spot beam 230 may include information such as pscudorandom (PRN) data
and one or more distinctive beam parameters {e.g., time, satellite ID, time bias, satellite orbit data,

ete.).
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Receiving device(s} 920 may be implemented as communication devices such as satellite or cellular
phones or as components of a communication or computing device, e.g., a personal computer, laptop
computer, personal digital assistant or the like. In some ermbodiments, a receiving device (920) may
comprise oune or more locating or navigation deviees or modules analogous to devices used in

connection with the global posttioning system (GPS).

FIGS. 10A, 10B, and 10C are schematic dlustrations of satellite-based authentication systems 1000,
according to embodiments. Referring first to FIG. 10A, in some embodiments a satellite 910 in
orbit transmits one or more spot beams 930 onto the carth’s surface. A recciving device 920 may be
configured to receive a signal from the spot beam. In the embodiment depicted in FIG. 10A the
receiving device is ground-based and may be operating in attenuated environment. By way of
cxample, an object 1010 such as a roof, building, or the like may obstruct a portion of the

communication path between satellite 610 and the receiving device.

A transmitter 1020 transmits data received by the receiving device 928 and/or data generated by the
receiving device 920 to a verifier 1030, The transmitter 1020 depicted in FIG. 18A is a wircless
transmitter that relays the data from the receiving device to the verifier. However, one skilled in the
art will recognize that data from recetving device 920 mayv be transmitted via a wired
communication system, wircless communication system, or a combination of wired and wireless
systems. The verifier 1030 uses data captured via a spot beam by the receiving device 928 to prove
to the verifier 1030 that it is an authorized user via a one-way authentication approach which is also

the case in FIG. 10B.

Furthermore, FIG. 10B depicts an arrangement in which the receiving device 920 may be airborne,
¢.g., in an aireraft 925, In the embodiment depicted in FIG. 10B the aircraft 925 may maintain an
uplink with the satellite 910, ¢.g., an L-Band Uplink, and data captured by the receiving device 920
in the arcraft may be transmitted back to the satcliite 910 via the uplink. The satellite 910 may
transmit the data to a sceond cross-linked satellite 910, which in turn may transmit the data to a
verifier 1030,

The system depicted in FIG, 10C illustrates an embodiment in which two {or more} peer devices 920
may implement a two-way guthentication technique to authentication cach other. Referring briefly
to FIG. 10C as described above a satellite 910 in orbit transmits one or more spot beams 930 onto

the carth’s surface. A first recetving device 920A may be configured to receive a signal from the
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spot beam. The first receiving deviee 920A may be configured to derive a security key, ¢.g., using a

Diffie-Helman approach as described above, which incorporates PRN data from the spot beam.

The PRN data is also transmitted to a second device 920B. In some embodiments the second device
9208 may be outside the spot beam 930, in which case the PRN data may be transmitted by a
computing device 1040 coupled to the second deviee 9208 via a communication network. The
computing device 1040 may be communicatively coupled to the satellite 918, By way of example,
and not limitation, the computing device 1040 may be a server that is separately coupled to the
satelite 910 via a communication link. The computer 1040 may be associated with a control

network for satellite 910 and may thereby possess PRN data associated with the spot beam 930

In operation, the first receiving device 920A initiates a request for authentication data, which is
transmitted to the second receiving device 920B. The communication link between the first
receiving device 9208 may be direct or may be implemented through a transmit network 1020, The
second receiving deviee 9208 responds to the request and issnes a near-simultancous request for
authentication data from the first recciving device 920A. The first receiving device 920A
authenticates the sccond recetving device 920B and issues a near-simultancous response to for
authentication data to the sccond receiving device 920B, which may then authenticate the first

receiving device 920A.

As described above, the authentication process implemented between the first receiving device
920A and the sccond receiving device 920B may be a Diffie-Hellman exchange in which the shared
secret comprises at lcast a portion of the PRN data transmitted by the spot beam 930, Thus, the
system depicted in FIG. 10C enables peer-to-peer authentication of receiving device 9204, 9208,
One skilled in the art will recognize that this two-way authentication approach could be extended to

a receiving device and a server as well as other hardware architectures, or to more than two devices.

FIG. 11A is a schematic itlustration of a computing system which may be adapted to implement a
satellitc based authentication system, according to embodiments. For cxample, in the embodiments
depicted in FIGS. 10A and 10B the verifier 1030 may be implemented by a computing system as
depicted in FIG. 11A. Refoerring to FIG. 1A, in one embodiment, system 1100 may include a
computing device 1108 and onc or more accompanying input/output devices including a display
1102 having a screen 1104, onc or more speakers 1106, a kevboard 1110, one or more other VO

device(s) 1112, and a mouse 1114, The other VO device(s) 1112 may inclade a touch screen, a
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voice-activated input device, a track hall, and any other deviee that allows the system 1108 to

recetve input from a user.

The computing device 1108 includes systern hardware 1120 and memory 1138, which may be
implemented as random access memory and/or read-only memory. A file store 1180 may be
communicatively coupled to computing device 1108, File store 1180 may be internal to computing
device 1108 such as, e.g., one or more hard drives, CD-ROM drives, DVD-ROM drives, or other
types of storage devices. File store 1180 may also be external to computer 1108 such as, e.g., ong or

more external hard drives, network attached storage, or a separate storage network.

System hardware 1120 may include one or more processors 1122, at least two graphics processors
1124, network interfaces 1126, and bus structures 1128, In one embodiment, processor 1122 may
be embodied as an Inte] ® Core2 Duo® processor avallable from Intel Corporation, Santa Clara,
California, USA. As used herein, the torm "processor” means any type of computational clement,
such as but not limted to, a microprocessor, a microcontrotler, a complex instruction st computing
(CISC) microprocessor, a reduced instruction set (RISC) microprocessor, a very long instruction

word (VLIW )} microprocessor, or any other type of processor or progessing circuit.

Graphics processors 1124 may function as adjunct processors that manage graphics and/or vides
operations. Graphics processors 1124 may be integrated onto the motherboard of computing system

1100 or may be coupled via an expansion slot on the motherboard.

In one embodiment, network interface 1126 could be a wired interface such as an Ethernet interface

[¢)

(see, c.g., Institute of Electrical and Electronics Enginecrs/IEEE 802.3-2002} or a wircless interfac
such as an IEEE 802.1la, b or g-compliant interface (see, e.g., IEEE Standard for IT-
Telecommunications and information cxchange between systems LAN/MAN--Part I Wircless
LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications Amendment 4:
Further Higher Data Rate Extension in the 2.4 GHz Band, 802.11G-2003). Another example of a
wircless interface would be a general packet radio service (GPRS) interface (see, ¢.g., Guidelines on
GPRS Handsct Requirements, Global System for Mobile Communications/GSM Association, Ver.

3.0.1, December 2002).

Bus structures 1128 connect various components of system hardware 1120, In one embodiment, bus

structures 1128 may be one or more of several types of bus structure(s) including a memory bus, a
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peripheral bus or external bus, and/or a local bus using any variety of available bus architectares
including, but not limited to, 11-bit bus, Industrial Standard Architecture (ISA}, Micro-Channel
Architecture (MSA), Extended ISA (EISA), Intelligent Drive Electronics (IDE}, VESA Local Bus
(VLB), Peripheral Component Interconnect (PCH, Universal Serial Bus (USB}, Advanced Graphics
Port (AGP}, Personal Computer Memory Card International Association bus (PCMCIA), and Small

Computer Systems Interface {(SCSI}.

Memory 1130 may include an operating system 11440 for managing operations of computing device
1108, In one embodiment, operating system 1148 inchudes a hardware interface module 1154 that
provides an interface to system hardware 1120, In addition, operating system 1140 may include a
file system 1150 that manages files used in the operation of computing device 1108 and a process

control subsystem 1152 that manages processes executing on computing device 110&.

Operating system 1140 may include {or manage) one or more communication interfaces that may
operate in conjunction with system hardware 1120 to transceive data packets and/or data streams
from a romote source. Operating system 1140 may further include a system call interface module
1142 that provides an interface between the operating system 1140 and one or more application
modules resident in memory 1130, Operating system 1140 may be embodicd as a UNIX operating
system or any derivative thercof {e.g., Linux, Solaris, Berkeley Software Distribution (BSD),

Android, efc.) or as a Windows® brand operating system, or other operating systems.

In various embodiments, the computing device 1108 may be embodied as a personal computer, a
laptop computer, a personal digital assistant, a2 mobile telephone, an entertainment device, or another

computing device.

In one embodiment, memory 1130 includes an authentication module 1162 to authenticate a
claimant based on data received from the claimant. In one embodiment, an authentication module
1162 may include logic instructions encoded in a non-transitory computer-readable medium which,
when executed by processor 1122, cause the processor 1122 to authenticate a claimant based on data
received from the claimant. In addition, memory 1130 may comprise a satellite orbit database 1164
which includes orbit information for satellites 910 in a predetermined orbit around the carth.
Additional details about the authentication process and operations implemented by authentication

module 1162 are described below,
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In some embodiments the receiving device 920 may be implemented as a sateliite communication
module adapted to couple with a conventional computing device 922 (e.g., a laptop, a PDA, or a
smartphone device). The receiving device 920 may be coupled to the computing deviee 922 by a
suitable communication connection, €.g., by a Universal Serial Bus (USB) interface, an RS-232
interface, an optical interface, or the like. In the embodiment depicted tn FIG. TIB the receiving
device 920 may be a “thin” device in the sense that it may include a receiver and himited processing
capability, e.g., an application specific integrated circuit {ASIC) or a field programmable gate array

(FPGA) configured to implement an authentication routine.

In operation, a user of the computing device 922 may utilize the receiving device 920 to authenticate
the computing device 922 with a host network 1190, As described above, the receiving deviee 920
depicted in FHG. 118 may receive a spot beam t{ransmission 930 from the satellitc 910 which
includes a distinctive beam signatire and a pseudo-random rumber (PRN}. The computing device
922 may initiate an access request to the host network 1190, The access request may include user
specific information, e.g., a user 1D, on¢ or more coordinated from an carth-based coordinate system
{c.g., a zip code, an arca code, a latitude/longitude, a Universal Transverse Mercator (UTM); an
Earth-Centered Earth-Fixed {(ECEF), a World Geographic Reference System (GEOREF}, or other
misceHancous system, for example, a zip code) and at least a portion of the PRN data received from

the satellite 910,

The host network 1190 may transimit a uscr access request to the verifier 1030 as an authentication
request. In some embodiments the host network may add additional information to the request ¢

cnable the verifier 1030 to authenticate the computer 922. By way of exarple, the host network
1190 may provide limitations regarding where {(i.c., from what geographic locations) the claimant
may be authenticated). The verifier 1030 may verify the clatmant and provide an authentication
response to the host network 1190, The host network 1190, in turn, may forward an access response

to the computing device 922,

FI1G. 12 1s a flowchart illustrating operations in a method to authenticate a claimant, according to
cmbodiments.  Referring to FIG. 12, at operation 1210 a claimant device determines a physical
location of the claimant device. In some embodiments a claimant device 920 may comprise ong or
more location modules to determine a location of the claimant device 920. By way of example and

not lunitation, claimwant device 920 may include, or be commmumicatively coupled to, a global
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positioning system {GPR) module to determine a location based on signals from the global
positioning system. Alternatively, or in addition, claimant device 920 way inchude logic to
determine a location based on signals from one or more LEO or MEQO satellites 610 as described in
one or more of U.S. Patent Nos. 7,489,926, 7,372,400, 7,579,987, and 7,468,696, the disclosures of
which are incorporated herein by reference in their respective entireties. In some embodiments the
tfocation of the claimant device 920 may be expressed in latitude/longitude coordinates or another

carth-based coordinate system.

At operation 1215 the claimant deviee 920 receives a spot beam transmission from a satellite 910
In some embodiments the claimant device 920 extracts one or more distinctive beam parameters
(e.g., time, satellite 1D, beam ID, time bias, satellite orbit data, etc.} including a pseudo random code
segment from the satellite spot beam. In some cmbodiments the claimant device 920 may store the
beam parameters in a memory module in, or communicatively coupled to, the claimant device 920
In onc or more embodiments operation 1215 may occur near simultancously to s preceding

operation 1210,

At operation 1220 the claimant device 920 may continue o generate one or more waypoint data
snapshots which may include the location information for the claimant device 920 from operation
1210, and onc or more of the distinctive beam paramecters transmitted via the satellite spot beam as
noted in operation 1228, In some embodiments the waypoint data snapshots may be stored in a

memory module in, or communicatively coupled to, the claimant device 920,

In some embodiments the claimant device 920 may collect an array of waypoint data snapshots over
time. For cxample, an array of waypoint data snapshots may be constructed by receiving spot beams
from a plurality of satellites 910 passing over the claimant device 920 over time. Alternatively, or in
addition, an array of waypoint data snapshots may be construcied by moving the claimant device
920 in rclation to the satchites 910, for example, by placing the claimant device 920 in an aircraft
925 as depicted in FIG. 10B. An additional example would include a claimant device which acts as
a tracker to validate the traveled route of an entity or asset which may include dangerous materials,
The claimant device may be polled to provide waypoint data to verity the expected path matches

that of the actual. The claimant device may be polled randomly.

At operation 1220 the waypoint data snapshot{s} arc transferred from the claimant device 920 to a

verifier device 1030, By way of cxampie, in the embodiment depicted in FIG. 10A the waypoint
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data snapshot{s} may be transmitted via a transmitter 1028 or by another communication network.,
In the embodiment depicted in FIG. 10B the wavpoint data snapshot(s) may be transmitted from the
aireraft 925 to a satellite 910, then may be transmitted via a satellite network to a verifier device

1030,

At operation 1225 the verifier deviee 1030 receives location data and waypoint data from the
claimant device 928, At operation 1230 the verifier deviee 1030 compares the location information
and the waypoint data to corresponding data in a known valid data set in order to authenticate the
claimant. By way of ecxample, a LEQ satellite such as the Iridium satellite constellation
circumnavigates the carth in a known orbit, the approximate parameters of which are avatlable well
in advance. A verifier device 1030 may include a satellite orbit database 1164, or be
communicatively coupled to a satellite orbit database 1164, which includes orbit information about

satellites 910 in a known orbit about the earth.

In some embodiments the location data and waypoint data received from the claimant device is
compared (operation 1230} with location and waypoint data from the known data sct to detormine
whether the claimant device 920 is, in fact, within a reasonable threshold distance of an expected
geographic location at an cxpected time. By way of example and not limitation, the satcllite orbit
databasc 1164 may be searched for a data record corresponding to the distinctive beam parameters
transmitted from the claimant device 920, When a matching record is located, the orbit data from
the record retrieved from the orbit database 1164 may be compared to the data received from the
claimant device 920, For cxample, the known data may comprise a coordinate for the center of the
spot beam 930 and an indication of the radius of the spot beam 930 on the surface of the carth, The
coordinates received from the claimant device 920 may be compared to the location of the spot
beam to determine whether the received data indicates that the claimant device 920 15 within the
region circumscribed by the spot beam at the time indicated in the data received from the claimant
device. In at lcast onc embodiment, the spot beam may be irregular shaped. In at lcast one
cmbodiment the claimant device may be at an altitude above the surface of the carth.

If, at operation 1235, the data reccived from the claimant device 920 indicates that the claimant
device 920 is within a geographic region encompassed by the spot beam from the satellite 910 at the
time associated with the data from the claimant device, then the claimant device 920 may be

considered authenticated. In an authentication system, countrol then passes to operation 1240 and the
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ciaimant s allowed to access a resource. By way of example and not Himitation, the verifier device
1030 may grant a token to an authenticated claimant device 920. The token may be used by a remote

system {0 grant access 1o a resouree.

By contrast, if the data received from the claimant device 928 indicates that the claimant device 920
is not within a geographic region encompassed by the spot beam from the sateliite 910 at the time
assoctated with the data from the claimant device 920, then the claimant device 920 may not be
considered authenticated. In an authentication system, control then passes 1o operation 1245 and the
claimant i3 denied access to a resource. By way of example and not limitation, the verifier device
1030 may deny a token to an authenticated claimant device 928. In the absence of a token the

claimant device may be denied access to a resource managed by a remote system.

Thus, the system architecture depicted in FIGS. 8-11 and the method depicted in FIG. 12 enable
satcllite-based authentication of one or more claimant device(s} 920. The authentication system may
be used to allow or deny aceess to one or more resources managed by a remote computing system.
In some cmbodiments the claimant device{s} may be stationary, while in other embodiments the
ciaimant device{s} may be maobile, and the authentication process may be cither time-based,

location-based, or a combination of both.

In some embodiments the systom may be used to implement session-based authentication in which
the claimant device{s) 920 arc authenticated to use a resource for an entive session.  In other
cmbodiments the system may implement message-based authentication in which the claimant
device{s) 920 must be authenticated separately for cach message transmitted from the claimant

device(s} 920 to a remote resource.

In one cxample implementation, an authentication system as described hercin may be used to
provide authentication for access to a secure computing resource such as a corporate cmail system, a
corporate network, a military or civil infrastructure network, or an electronic banking facility. In
other example implementations, an authentication system may be used to confirm the itincrary of a
vehicle in a logistics system. By way of cxample, a mobile entity such as a truck, train, watercraft
or atrcraft may comprise one or more claimant device(sy 920. During the course of a scheduled
mission a logistics system may periodically poll the claimant device(s) 920, which may respond

with authentication data obtained from the satellite 910, The authentication data may be collected in
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the logistics system and used to confirm that the claimant device(s) are in specific locations at

predetermined times in accordance with a logistics plan.

In yet another example, implementation of an authentication system as described herein may be used
to verify the location of a claimant device(s) assoctated with a monitoring system, ¢.g., a3 house
arrest surveillance system. In such embodiments the claimant device(s) may incorporate one or
more biometric sensors such as a fingerprint biometric sensor to autheunticate the user of the system,
while the authentication system may be used to confirm that the claimant device s in a
predetermined location at a predetermined time (1.¢., the claimant is in the right place, at the right
fime, and is the right person).  The authentication device may also review the claimant device
location against a defined list of approved locations which may also further be refined by the
authentication system by reviewing the claimant device’s location and time against an approved set
of location(s) at an approved time period{s}.  Furthermore, this system may be used to track

registered sex offenders.

In some embodiments the satellite 910 may be part of a LEO satellite systom such as the Iridium
constellation which orbits the carth in a known orbit and which transmits spot beams having a
known geometry, such that a claimant device(s} may be authenticated by confirming that the
ciaimant dovice is within a designated spot beam at a designated time. Thus, a claimant may be
authenticated using a single signal source {e.g., a single satellite 910). Also because LEO satcliites
such as the Iridium constellation and MEQO satellites transmit a relatively high power signal levels
the system may be used to authenticate one or more claimant device(s) which are located in an
obstructed environment, ¢.g., indoors or in urban locations. Also, the relatively high signal strength
of LEQ satcllites and MEQ satcllites leaves these signals less susceptible to jamming efforts.

Guard Spot Beam Based Authentication

Guard Spot Beam Based Authentication relates to a method, system, and apparatus to authenticate a
claimant {c.g., a user or a user device) and to use guard spot beams to deter satcllite-based
authentication system spoofing.  In one or more cmbodiments, Guard Spot Beam Based
Authentication utilizes a method for a transmission-based authentication system to prevent an

unauthorized claimant from tracking a signal,
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FIG. 13 iHustrates an embodiment of a transmission-based authentication system 1300 employing a
sateltite 1310 that transmits overlapping spot beams 1340 comprising an authentication beam 1320,
which may also be referred to as “beam zero,” along with one or more guard beams 1330, Ap
unauthorized claimant 1350 attemapts t0 spoof the authentication system 1300 in order to achieve
access 1o a secure network by sumulating the location of a legitimate, authorized claimant 1360, In
one or more embodiments, a claimant may be a user or an entity that may be stationary or mobile.
In one embodiment, the entity may be a device {(e.g., a cell phone, personal device, computer, server,

¢tc.) or system, and a user may be a person or other hiving or non-living thing.

Each location within the guard beams 1338 and beam zero 1320 recetves unigque authentication
signals from cach beam 1340. The locations within the regions where the beams 1340 overlap
receive composite authentication signals.  The unauthorized claimant 1350 s not located at the
authorized claimant’s 1360 location and, thus, the unauthorized claimant 1350 will not receive the
particular authentication signal 1320 that is necessary for access to the secure network. Unless a
claimant is at a legitimate location that is verifiable by the satellite authentication signals, access o

the secure network will be denied.

FIG. 14 illustrates an embodiment of a transmission-based authentication system 1400 used with an
indoor environment. In onc or more cmbodiments, types of tracking/monitoring systems where the
transmission-based authentication system 1400 may be employed include, but are not limited to,
radio-frequency identification (RFID} systems; smart cards, such as those used for employee
security; online banking or other fund/credit monitoring; prisoner tracking; and tracking of sexual

offenders under Mcegan’s Law.

As shown in FIG. 14, an authorized claimant 1410, who is in an indoor/aticnuated environment,
gains aceess to a sccure network when an authenticator device 1430 verifies that the authorized
claimant 1410 is located at a legitimate location by using a satcHite signal that is unique in both time
and location. An unauthorized clatmmant 1420, who atterapts to spoof the authentication system 1400
by falsely claiming that they are at a legitimate location, is denied access to the network because
they cannot provide the correct, unigue signal data. The unigue signal is a resultant composite
signal that is received at a specific location from multiple overlapping beams transmitted by the
satellitc 1450, These overlapping beams cover a region containing an suthorized claimant 1410, In

this figore, the authorized claimant 1410 1s shown to be indoors where GPS and other location
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determination signals cannot reach, and the unauthorized claimant 1420 is shown to be outside and

attempting to spoot the authenticator device 1430,

Stifl referring to Figure 14, the authorized claimant 1410 requests secure network access from the
secure network anthenticator device 1430 through ground-based commumication systems 1440, This
reguest includes data from the vnigue time and location signal that the authonized claimant 1410
receives from the satellite 1450, If the signal data matches the authorized claimant’s 1410 location,
the authenticator device 1430 will grant the claimant 1410 access to the secure network. As such, the
authorized claimant 1410, shown in a region illuminated by beam zero, is granted secure network
access, while the unauthorized claimant 1420, shown in a region illuminated by beam zero and by a

guard beam that corrupts the beam zero authorization signal, is denicd access.

FIGS. 15A through 15F depict an embodiment where the signal received by one or more claimants
from multiple overlapping spot beams is used to authenticate the location and identity of one or
more claimants. The basic concept is that depending upon where the clatmants are located within
the overlapping spot beam pattern, cach claimant will receive a different composite signal from the
combination of signals transmitted from the multiple spot beams. In particular, FIG. 15A shows the
disclosed transmission-based authentication system having an exemplary situation of four claimants
(ic, A, B, C, and D3} being located at various positions within and ncar three overlapping spot
beams {(i.c., Beam 1, Beam 2, and Beam 3}. As such, this figure illustrates the overlapping spot
beamns itluminating the locations of claimants A, B, and . The location of claimant D is shown to

be just outside the beam pattern.

FiG. 15B illustrates a graph 1500 showing exemplary signals (1, 2, and 3) that arc transmitted by the
three spot beams of FIG. 15A. In particular, this figurc shows an exemplary sct of signals that are
transmitted by cach spot beam (Beam 1, Beam 2, and Beam 3), and are used to authenticate
claimanis. The three curves {indicated by 1, 2, and 3 on graph 1500} show the bit sequence over
time for the transmitted signals from cach spot beam. These three hit sequences are only used to
demonstrate the concept. As such, many other types of signals and forms of modulation may also be
cmployed. The signal pattern may also be changed periodically to provide additional protection
from unauthorized claimants and to provide a unique time for when a mobile claimant is at a

particular location. In addition, these signals that are used to authenticate a claimant may be sent
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separate from a normal signal for brief periods during normal transmission or, alternatively, may be
embedded within the normal signal.

FIG. 15C shows an array 1510 of the signal strengths of the three spot bearns (Beam 1, Beam 2, and
Beam 3) at the locations of the four claimants (A, B, C, and D) of FIG 15A. In particular, the signal
beam received (sbr) array 1510 shows the signal strength received by each claimant (A, B, C, and D)
in the array 1510 cohumns from the signal beam recetved (Beam 1, Beam 2, and Beam 3) in the rows
of the array 1510, For example, a claimant at location B receives most of the signal from Beam 2,
which has a signal strength of 11, compared to signal strengths 2 and 1.5 from Beams 1 and 3,
respectively, The characteristics and/or properties of a claimant’s received signal is the signature

that is nsed to validate the claimant’s location.

FIG. 15D depicts an array 1520 of bits for the three spot beams (Beam 1, Beam 2, and Beam 3) of
FIG. 15A. In this figure, the bits array 1520 shows the signal sequence transmitted by each beam
{(Beam 1, Beam 2, and Beam 3) in the three array rows, as a function of time, which is represented
by the sixteen (16} columns of the array 1520, Here, to illustrate the concept, the transmitted signals

arg binary. However, in alternate embodiments, other signal patterns may be employed.

FIG. 15E illustrates an array 1530 of the resultant signal sequences that are reccived by the four
claimants (A, B, C, and D)} of FIG. 3A. This figurc shows the resultant sequence of composite
signals received by the claimants at locations A, B, C and D from the multiple overlapping beams.
The resultant signal (rx) = g x {sbr') x {bits), where g cquals the gain of cach claimant receiver. In
this example, gain (g} is chosen to be equal to 8.7 (i.c. g = (1.7}).The sixtecn (16) rows of the received
T

array {rx } 330 represent time steps, and the four (4) columns correspond to the different locations

(A, B, C and D) of the claimants. It should be noted that, in this example, the claimant at location D
recetves no signal since this location is outside of the beam pattern.

FIG. 15F shows a graph 1540 depicting the resultant signals that are received by the four claimants
(A, B, C, and D) of FIG. 15A. The four curves {indicated by A, B, C, and D) show the time
sequence of the resultant signals that are reccived by claimants at locations A, B, C and D. The four
resultant composite signals provide unique claimant location identification for the four claimants (A,

B, C, and D}, respectively.
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FIG. 16 dlustrates an embodiment of the transmission-based authentication system 1600 using guard
beam transmission as part of a secondary mission. In this embodiment, at least one guard beam is
nsed to transmit legitimate data as part of a secondary mission for the satellite 1610, For example, a
guard beam could be used to broadcast regional information, such as differential GPS network
corrections that are valid in the guard beam footprint. However, it should be noted that for higher
security this is not the preferred embodiment because the regional information is more likely to be
able to be determined by a spoofer than a more random signal. As another example, the guard beam
could be used to transmit data that is relevant to the primary mission {i.e. the authentication signal)

and/or relevant to a secondary mission.

As shown in FIG. 16, the authentication signals may be transmitted in bursts. The authentication
signals may be randomly sent in bursts, in beam zero or in alternating beams (including beam zero
and guard beams), so that the timing of the authentication signals indicates the location of the
ciaimant. As such, if a claimant reccives multiple bursts, then the claimant is located within beam

zero or within a beam overlapping region,

In alternative embodiments, the authentication signals may be cmbedded in the normal data
transmission in order to minimize their impact on satellitc transmission power and/or bandwidth.
The authentication signals may be embedded in the data transmission by various ways {e.g., time,
frequency, polarization shifts, etc.) that do not impact normal reception, but are detectable by special

Processing.

In onc or morc embodiments, the authentication signals may be embedded in normal data
transmission by varying broadcast power on a bit-by-bit basis. For these embodiments, the guard
beam bit modulation changes the broadcast power of the transmitted bits on a bit-by-bit basis. This
prevents a spoofer from attempting to observe the bits in their local guard beam, and processing the

data to remove them.
For example, a spoofer makes a scries of measurements (m):
95 1065 105 -105 105 -185 95 -105 -85 .95

The spoofer might guess that the guard signal (g} was sign{m}:

And, the signal the spoofer is trving to access is sign{m-sign{m)* 130}
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-1t -t -1 -1 -1 1 1

If justead of a fixed power signal, the guard beam broadcast power was modulated such that its

compounent of the received signal was:

1797 9t <93 9% 91 93 107 187 -101

Then, the signal the spoofer would receive would be:
[02 102 96 -98 104 -96 88§ -112 -102 -96

It would be rouch more difficult for the spoofer to try to figure out the authentication signal from

that set of measurements.,

In addition, it should be noted that an extension of that same ides would be to add a small random
quadrature phase shift keying {(QPSK) signal onto the guard band signal. For this case, the guard

signal could still be used to transmit useful information.

FIG. 17 shows the transmission-based authentication system 1700 emwploving out-of-phase binary
phase shift keying (BPSK) guard beam transmission. Specifically, in this figure, the guard beams
transmit the authentication signal using out-of-phase BPSK signals between adjacent overlapping
bheams. The signal in the overlap region will then be a QPSK signal. The unigue location of a
claimant within 8 beam can then be determined by analyzing the signal phasing and signal type that

the claimant recetves,

In general, the autheuntication operations may include mobile claimants and/or stationary claimants
(i.e. claimanis at fixed locations) which utilize unique time and location signals provided by the
guard beams to acguire access to a secure network, FIG. IR illustrates an embodiment of a
transmission-based authentication system 1800 having a mobile, air-based claimant 1805, For these
embodiments, one or more satellites may be used to transmit time-varying authentication signals
from overlapping beams that cover both fixed and mobile ground, sea, and air claimants. In some
embodiments, the system will periodically change the guard beam authentication signals in an effort
to further minimize the potential for spoofing. The guard beams, wdeally, would be continuously
changed randomly and/or changed in some other random way to suit a secondary mission, such as a

mission for performing local GPS corrections.
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As shown in FIG. 18, a sateHite 1850 may transmit a beam zero authentication signal 1810 as well
as guard beams 1845, The mobile, air-based claimant 18835, which is depicted as an aircraft,
reguests secure network access by sending authentication data, which may be obtained from time
and spatially varying overlapping guard beams, though a sateliite communication up-link 1815, The
satellite 1850 transmits the authentication request via a cross-link 1820 to another satellite 1858,
The satellite 1855 may then transmit the request via a down-link 1825 to a satellite communication
terminal 1830, The satellite commumication terminal 1830 passes the request through a land-based
commumication system 1835 to a ground-based authenticator device 1840, If the mobile claimant
I805 is at a legitimate location at the appropriate time, the claimant 18035 may be granted secure
network access. In this embodiment, the secure network link 1813 fo the atrcraft 1805 is shown via
a satcliite 1830, but in other embodiments alternate mobile secure finks may be employed. In some
embodiments, the sccure network accesses may be granted to claimants for only limited amounts of
time before the claimants are required to be recertified. These embodiments pertain especially to

mohile claimants,

In alternative embodiments, a sccondary signal source may be used to provide additional shiclding
transmissions. For example, a sccond satellite could broadcast guard beams for the outside beams of

a first satellite.

FIG. 19 illustrates an embodiment of a transmission-bascd authentication system 1900 emploving a
cyber locate portal 1910 in conjunction with an authentication server 1920, In this figure, an
authorized uscr wishes to log into the secure protecied network 1930 via the user’s laptop computer
1940, The user, depending upon the user’s location, will receive a unique authentication signal that

is being transmitted by the satellite 1950,

The laptop computer 1940 will access the internet via the cyber locate portal 1910 device. In order
to do this, the laptop computer 1940 may optionally netboot via the cyber locate portal 1910 device.
After the laptop computer 1940 has performed the nctboot, the laptop computer 1940 will be
operating on the cyber locate portal 1910 device’s operating system {OS). By operating on the cyber
locate portal 1910 device’s operating system, the laptop computer 1940 is utilizing a more sccure
operating system because the cyber locate portal 1910 device’s operating system has much smaller

chance of having a virus than the laptop computer’s 1940 operating systom. This is because the
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laptop computer 1940 is frequently used by the claimant to access the internet and open email
prog It ] S 3

attachments and, thus, is generally more vulnerable to cyber and/or network attacks.

The laptop computer 19480 will then send the unigue authentication signal information across secure

internet links 1960 through the cyber locate portal 1918 to the authentication server 1920,

Once the authentication server 1920 receives the unigue authentication signal information, the
authentication server 1920 will process the information in order to verify if the user is authorized.
After the authentication server 1920 verifics that the user is authorized, the authentication server
1920 will send an authorization message to the secure protected network 1948 across secure internet
links 1960. Once the secure protected network 1940 receives the authorization message, the secure
protected network 1940 will allow the user to access it In one or more embodiments, the secure

protected network 1s 1930 connected to the internet via a virtual private network (VPN) server 1978,

The methods and apparatus herein provide an operative system for guard spot beams. Specifically,
this system relates to guard spot beams to deter satellite-based authentication system spoofing. The
systems and methods teach a transmission-based authentication system that may used to prevent an
pnauthorized claimant from tracking a signal that is intended for a legitimate, authorized claimant.
A claimant may be an entity or a user that is cither mobile or stationary. In onc or more
embodiments, the systems and methods employ a plurality of “guard beams” to prevent the tracking
of a signal in a single spot beam “beam zero” by an unauthorized claimant, In at least one
cmbodiment, the guard beams send legitimate transmissions to authorized claimants. These
transmissions may contain localized information or regional information. In other embodiments, the
guard beams may transmit false data that may be used to detect and locate unauthorized claimants

and compromiscd systems.

In particular, the systems and methods teach a transmission based authentication system that may be
capable of using at least two transmitted spot beams to anthenticate a claimant. The data transmitted
in the spot beams may include an authentication key and/or other pscudo-random code segment that
may be used to distinguish data in one of the beams from data in the other beams. The systems and
methods may use other distinguishing beam characteristics and/or data characteristics to distinguish
the data between the beams. In addition, the systems and methods may be emploved in an indoor
cenviromment.  The systems and methods may additionally cmploy the use of bhiometrics to

authenticate an authorized claimant in order to improve the overall security of the system.
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In one or more embodiments, the systems and methods may be utilized for various types of network
security and/or cyber security applications. In some embodiments, the systems and methods relate to
network security for networks inchuding, but not limited to, self-forming, pecr-to-peer, and/or ad hoc
networks. In addition, the systems and methods may be used to restrict access to a networked

system.

The authentication system includes at least three aspects. One aspect of the anthentication system is
that it restricts unauthorized claimants from accessing a secure network or resource. (ne way
unauthorized claimants attempt to gain access to a secure network or resource is through spoofing an
authenticator device into identifving them as an authorized claimant. With the addition of at least
one “guard beam”, which provides at least onc additional signal that the unauthorized claimant will
to have to decode, the unauthorized claimant’s ability to access the primary signal may be much
more difficult. This is because it may be more difficult for the unauthorized claimant to extract a
signal from a mixed signal than to extract a signal from only noise. Thus, cach additional guard

beam added around the perimeter of beam zero increases the difficulty in spoofing.

In one or more embodiments, the guard beams may be transmitted at a higher power than beam zero
is transmitted. This will cause the signals from the guard beams to shield the beam zers
authentication signal by making it difficult for an unauthorized claimant to decode the primary
signal in beam zero. This in cffect is cssentially jamiming (i.c., the phenomena that occurs when
different data transmitted on the same frequency interferes with cach other at the receiver} the
unauthorized claimant’s recciver by masking the beam zero authentication signal, In addition, it
should be noted that since the unauthorized claimant may be located outside of the perimeter of the
beam zero authentication beam, the shiclding guard beams may be closer in terms of distance to the
unaunthorized claimant than the beam zero authentication beam. As such, the shielding guard beams
may have a higher signal strength at the unauthorized claimant’s receiver than the beam zero
authentication beam. As such, the higher signal strengths of the guard beams may help to shield the
beam zero authentication signal from the unauthorized claimant’s receiver.

A second aspect of the authentication system is that only a single signal transmission source may he
required. This may be the case, for example, if the disclosed system employs an Iriddium Low Harth
Orbit {LEO) satellite constellation, where each of the satellites in the constellation has an antenna

geometry that transmits forty-cight (48) spot beams with a distinctive spot bearn patiern.  An
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authenticator device can authenticate an authorized entity, user, and/or message by determining that
the claimant s located within the correct spot beam.  Alternatively, the authenticator device can
authenticate an authorized entity, user, and/or message by determining that the claimant s located
within the correct spot beam at the correct time. The beam geometry of the satellites in this
particular constellation allows for the previously discussed spoofing deterrent to take place when
employing only one of these satellites {0 transmit at least two beams. It should be noted that in

alternative embodiments, the system may employ more than one signal transmission source.

In onc or more cwbodiments, when the authentication system employs the Iridium satellite
constellation, at least one of the satellites may be used to transmit at least one high power signal,
which may include a unique pscudorandom noise (PRIN} code segment {(i.c., an authentication kev).
An authorized claimant on the ground may record this signal, which includes the beam specific
authentication key, and then transmit the recorded signal to an authenticator device {¢c.g., via a
terrestrial network} in an attempt to prove its claimed false position. As the spot beams’
configuration and overlap change with time, a given authorized claimant will log a unique key
history. Would-be hackers {i.c., unauthorized claimants) located cutside of the authentication region
cannot access the authentication keys and/or substantiate their location and, therefore, are denied
access to the system. As such, the system may be difficult to spoof or hack because of the sheer
number of satcllites that are cmployed, the satellites’ low orbits, the rapid motion of the spot beams,
and the spot beam configuration of the ridium satellites. In at least one embodiment, in addition to
the spot beam authentication feature, this system leverages geolocation to constrain authentication to

within | 00 meters (m), typically.

A third aspect of the authentication systom is that, when emploving one of the above-described
Iridium LEO satellites, for example, the transmission signal power is sufficiently strong enough to
allow for the signal to penctrate into an indoor environment. This allows for the system to be used

for many indoor applications for authentication technologics.

In order to better understand how the suthentication systems and methods arc able to benefit
nctwork sccurity, a brict discussion regarding network security is presented. Network security
remains an important infrastructural element as networked clectronic systems become more
engrained into society and integrated into cyber systems. Such systems are utilized for extensive

data processing, for other more general processes through the web, and for other networks whose
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vulnerability threatens our national infrastructure.  Foreign and domestic efforts to infiltrate,
compromise, and/or disable key infrastructural elements are increasing and, thus, there is a need to
bolster network security n order to protect these systems from these growing threats. Access to
these systems by an unauthorized party may have varying degrees of societal impact; and while any
given attack may seem to be less significant in nature, it could be the predecessor to a more
aggressive future attack. Electronic cyber systems worldwide are secing dramatic increases in cvber
attacks. Cyber attacks often stem from network wvulnerabilities, and are often conducted by

impersonating a legitimate end user.

Existing methods to detect unauthorized users or compromised clectronic systems are lacking, in
that, even if an attack is discovered, the culprit’s methods may hide the location of where the
unauthorized access originated. This issue creates additional problems in that if the attack is
believed to have originated in, for instance, a foreign country, the inability to determine the general
vicinity of the unauthorized user means that officials may not be able to seck amends or more
aggressively pressure foreign countries for conducting investigations of such cyber attacks on the

United States.

Current existing identity verification methods are, in general, non-dynamic {e.g., use passwords,
pins, etc.}, and this lecaves these systoms more vulnerable fo interception and other brute force
hacking methods. From a high level, these network security systems have three primary goals: (1)
authenticating only authorized users, (2} maintaining system availability and reliability, and (3)
restricting access to unauthorized users. Accordingly, it would be advantageous to have improved
techniques to restrict access, to authenticate legitimate authorized uscrs, and to maintain system
availability and reliability, whilc at the samec time bolster the security of these existing network

Systems,

In one cmbodiment at least one authentication signal may be transmitted from at least one Iridium
satellitc. Each Iridium satellitc has forty-cight (48) spot beams that may be used to fransmit
localized authentication signals to claimants on or near the Earth’s surface. The broadcasted
message burst content associated with these authentication signals includes pseudorandom noise
(PRN) data. Since a given message burst may occur within a specific satellitec spot beam at a
specific time, the message burst content including PRN and unique beam paramcters {¢.g., time,

satellite identification (ID), time bias, orbit data, etc.) may be used to authenticate the claimant,
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As briefly discussed above, a spot beam based authentication system may be inherently vulnerable
to spootfing by an unauthorized claimant. Such a claimant can put a receiver device at a location
near the authentication signal’s intended claimant in order to cavesdrop on the signal transmission.
By doing so, an unauthorized claimant can attempt to spoof the specialized authentication signal.
This may be accomplished by recording the transmitted authentication data and completing signal
processing to develop a signal that has the same bits as the recorded signal and has timing and
Boppler characteristics consistent with the location of the intended claimant. By doing this, the
authenticator device may think the unauthorized claimant is actually at the same location as the
authorized claimant. However, the unauthorized claimant would have to attempt to record the data
from an adjacent spot beam, as recording the data within beam zero would be unlikely due to the

infrastructural complexity associated with doing so.

With the use of fridium satellites for transmission, the authentication signal may be a strong signal
with a structurce that allows it to be received indoors. As such, it may be relatively casy for an
unauthorized claimant having an outdoor recciver that is located outside of beam zero to receive the
authentication signal if the unauthorized claimant is recciving only signal plus noise (i.e., this occurs
in the case when an authentication signal is being transmitted with no guard beams). However,
when the satellite is broadcasting different signals in adjacent spot beams, it may be much more
difficult for the unauthorized claimant to receive the authentication data that is imtended for an

authorized claimant at the spoofed location.

In one or more embodiments, in order to mitigate successful spoofing, the authentication systems:
(1} transmit an authentication signal via beam zero for the intended legitimate, authorized claimant;
and (2} transmit guard signals, which may be on the same frequency as the authentication signal, via
guard beams surrounding beam zero and the intended, authorized claimant. As such, the
unauthorized claimant’s recciver may receive muktiple authentication signals including data from
beam zero and its guard beams, and may have difficulty processing the data, as it may be difficult to
extract a signal out of a signal versus extract a signal out of noisc. Additionally, if the unauthorized
claimant is able to process at least one of the signals, the signal(s) may be one of the goard signals
due to the fact that the reccived power of the goard beams may be stronger at the unauthorized

claimant’s receiver location because the guard beams are located closer to the unauthorized
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claimant. In at least one embodiment, the outside guard beams may have a higher relative power

than any of the inner guard beams.

Although certain illustrative embodiments and wethods bave been disclosed herein, it can be
apparent from the foregoing disclosure to those skilled in the art that variations and modifications of
such embodiments and wethods can be made without departing from the true spirit and scope of the
art disclosed. Many other examples of the art disclosed exist, cach differing from others in matters
of detail only. Accordingly, it is intended that the art disclosed shall be limited only to the extent

required by the appended claims and the roles and principles of applicable law,
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WE CLAIM:
1. A wmethod to improve data access control, the method comprising:
assigning at least one threshold to at least one contextual criterion;
receiving contextual information from a claimant;

5 determining whether the contextual information from the claimant mects the at least one

threshold to the at least one contextual criterion;

authenticating the claimant, if the contextual information from the claimant meets at least

ong of the at least one threshold to the at least one contextual criterion; and
allowing the claimant access to the data, if the claimant is authenticated.
10
2. The method of claim 1, wherein the at least one contextual criterion is at feast

one of a permitted geographic arca of permitted accessibility defined by a permitted virtual data
boundary, a non-permitted geographic area of non-permitted accessibility defined by a non-

permitted virtual data boundary, a permitted time of permitted accessibility, a non-permitted time of

[,
(9]

non-permitted accessibility, a permitied subset of a population with permitted accessibility, a non-

permitted subset of the population with non-permitted accessibility, and a password.

3. The method of claim 2, wherein the permitted subset of the population and

the non-pormitted subset of the population cach include at least one person.

4. The method of claim 1, wherein the contextual information from the claimant
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includes at least one of a geographical location of the claimant when the claimant is attempting to
access the data, a time of day the claimant is attempting to access the data, a day of the week the
claimant is attempting to access the data, a job function assigned to the claimant, a quantity of data
the claimant has gained access to during a first predefined time period, a number of times the
ciaimant has logged in during a second predefined time period, and a type of a device associated

with the claimant that the claimant is using to aftempt to access the data.

5. The method of claim 4, wherein the geographical location of the claimant i3

determined by using satellite geolocation techuigues,

6. The method of claim 5, wherein the satellite geolocation techniques usce at

least one signal for suthentication in order to obtain the geographical location of the claimant,

7. The method of claim 6, wherein the at least one signal used for authentication

is transmitted by at least one transmission source, and is received by at least one receiving souree

associated with the claimant.

8. The method of clum 7, wherein the af least one transmission souree is

employed in at least one of at least one satellite and at least one psendo-satellite.

9. The method of claim 8, wherein the at least one satellite is at lcast onc of a
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Lower Earth Orbiting (LEQO) satellite, a Medium Earth Orbiting (MEQO} satellite, and a

Geosynchronous Earth Orbiting (GEQ) sateliite.

16, The method of claim 4, wherein the geographical location of the claimant is

determined by using ranging techniques.

11. The method of claim 1, wherein access to the data is obtained by at least one

of viewing at lcast a portion of the data, copying at least a portion of the data, cditing at least a

portion of the data, deleting at least a portion of the data, and adding additional data to the data.

12. The method of claim 1, wherein the method further comprises providing

viewing access to at {cast a portion of the data, when the claimant is authenticated, by supplyving to
the clatmant at least one of a file containing the at least a portion of the data and a link to a webpage

including the at least a portion of the data.

13. The method of claim 1, wherein at least g portion of the data is related to at

least one of at lcast onc textual file, at least one image file, at least one application, at least one

webpage, at least one computer code, and at least one server structure,

14, The method of claim |, wherein at least one of the at least one contextual

criterion is dependent upon a type of a device associated with the claimant,
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15. The method of claim 14, wherein the type of the device associated with the

claimant is one of a laptop computer, a desktop computer, a cellular device, and a personal digital

assistant (PDA).

16. The method of claim 1, wherein at lcast a portion of the contextual

information from the claimant is related to at icast one of an identity of the claimant, a device
associated with the claimant that is attemipting to access the data, a device associated with the
claimant that is not attempting to access the data, the data the claimant is attempting to access, a
node that is storing the data the claimant is attempting to access, interconnects between the node that
is storing the data and the device associated with the claimant, and a network that the dats the

claimant 18 atterapting to access resides,

17. The method of claim 1, whercin the method further comprises logging at least

a portion of the contextual information from the claimant.

1&. The method of claim 1, wherein the data is encrypted, and wherein the

encrypted data is decrypted by the clainant by using a decryption key.

19, The method of claito 18, wherein the decryption key 1s based on at least one

of the at least one contextual criterion.

28. The method of claim 1&, wherein the data is encrypted by at lcast onc of an
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author of the data, an owner of the data, an editor of the data, a dovice that is creating the data, and a

network node transmitting the data.

21. The method of claim 1, wherein the at least ong threshold to the at least one

5 contextual critcrion is assigned by at least one of an author of the data, an owner of the data, an

editor of the data, a device that is creating the data, and a network ranagement entity,

22. A device to improve data access control, the device comprising:

memory to store the data, data access control policies, and at lcast one

10 cxecutable program product to enforce at least one of the data access control policics;

a transmiiter to fransmitl contextual information related 0 a claimant assoctated with the

deviee;
a receiver to receive a response regarding whether the claimant is anthenticated; and

at least one processor to enforce the data access control policies and to allow the claimant

[,
U

access to at least a portion of the data, if the claimant is anthenticate

23. A method for a device to improve data access control, the method
COmprising:

storing, in memory of the device, the data, data access control policies, and at least one

20 exccutable program product to enforce at least one of the data access control policies;

transmitting, with a transmitter associated with the device, contextual information related to

a claimant associated with the device;
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receiving, with a receiver associated with the device, a response regarding whether the

claimant is authenticated; and

enforcing, with at least one processor associated with the device, the data access control
policies and allowing the claimant access to at least a portion of the data, if the claimant is

S authenticated,

24, The method of claim 23, the method further comprises, performing with the at

least one processor at least one of:

causing at least a portion of the data to be deleted from the memory,

10 encrypting at fcast a portion of the data in memory,

causing a notification to be sent o a network management entity, and

providing to the claimant access to false data,

when the response regarding whether the claimant is authenticated is not received within a

predefined time duration starting from when the transmitter transmitted the contextual information.

[,
(9]

25, The method of claim 23, the method further comprises, performing with the at

least one processor at least one of:

causing at lcast a portion of the data to be deleted from the memory,

encrypting at fcast a portion of the data in memory,

20 causing a notification to be sent to a network management entity, and

providing to the claimant access to false data,
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when the data is not accessed by the claimant within a predefined time duration starting from when

the at least one processor allows the claimant access to the data,

26. The method of claim 23, the method further comprises, performing with the at
lcast one processor at least one of!

causing at lcast a portion of the data to be deleted from the memory,

encrypting at least a portion of the data in memory,

causing a notification to be sent to a network management entity, and

providing to the claimant access to false data,

when the data is attempted to be accessed by the claimant after the receiver received a response that

the claimant is not authenticated.

27. A system to improve data access control, the system comprising:
a first transmitter to transmit contextual information from a claimant;
a first receiver to receive the contextual information;

at lcast one processor to determine whether the contextual information meets at least one
threshold that is assigned to at least one contextual criterion, to authenticate the claimant if the
contextual information meets at least one of the at least one threshold to the at least one contextual
criterion, to allow the claimant access to the data if the claimant is authenticated, and to not allow

the claimant access to the data if the claimant is not authenticated;

a second transmitter 1o transmit a response regarding whether the claimant is aunthenticated;

and
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a second receiver to receive the response regarding whether the claimant is authenticated.

28. The system of claim 27, wherein the at least one contextual criterion is at

least one of a permitted geographic area of permitted accessibility defined by a permitied virtual
data boundary, a non-permitted geographic arca of non-permitted accessibility defined by a non-
permitied virtual data boundary, a permitied time of permitied accessibility, a non-permitied time of
non-permitted accessibility, a permitted subset of a population with permitied accessibility, a non-

permitied subscet of the population with non-permitied accessibility, and a password.

29. The system of claim 28, wherein the permitted subsct of the population and

the non-permitted subsct of the population cach include at least one person.

30. The systern of claim 27, wherein the contextual information from the claimant

includes at least one of a geographical location of the claimant when the claimant 1S attempting to
access the data, a time of day the claimant is attempting to access the data, a day of the week the
claimant is attempting to access the data, a job function assigned to the claimant, a quantity of data
the claimant has gained access to during a first predefined time period, a number of times the
claimant has logged in during a second predefined time period, and a type of a device associated

with the claimant that the claimant is using to attempt to access the data.

31. The systern of claim 30, wherein the geographical location of the claimant is

determined by using satellite geolocation techuigues,
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32. The system of claim 31, wherein the satellite geolocation techniques use at

least one signal for authentication in order to obtain the geographical location of the claimant.

33. The system of claim 32, wherein the at lcast onc signal used for

authentication 18 transmitied by at least one transmission source, and 18 reccived by at least onc

receiving source associated with the claimant,

34. The system of claim 33, wherein the at least ong transmission source is

employed in at least one of at least one satellite and at least one pseudo-satellite.

35. The systern of claim 34, wherein the at least one satellite is at least one of a

Lower Earth Orbiting (LEQ) satellite, a Medium Earth Orbiting (MEO)} satelite, and a

Geosynchronous BEarth Orbiting (GEQO) satelliie,

36. The system of claim 30, wherein the geographical location of the claimant is

determined by using ranging techniques.

€.
[

7. The system of claim 27, whercin access to the data is obtained by at least

one of viewing at least a portion of the data, copying at least a portion of the data, editing at least a

portion of the data, deleting at least a portion of the data, and adding additional data to the data.
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3&. The system of claim 37, wherein when the claimant is authenticated, the at

least one processor is fo provide the viewing access to at least a portion of the data by supplving fo
the claimant at least one of a file containing the at least a portion of the data and a link to a webpage

inchuding the at least a portion of the data.

39, The systern of claim 27, wherein at least a portion of the data is related to at

lcast onc of at least one textual file, at least one image file, at lcast one application, at least one

webpage, at least onc computer code, and at least one server structure.

4¢3 The system of claim 27, wherein at least onc of the at least one contextual

criterion is dependent upon a type of a device associated with the claimant.

41. The system of ¢laim 40, wherein the type of the device associated with the

claimant 1s one of a laptop computer, a desktop computer, a celhular device, and a personal digital

assistant (PDA).

42. The system of claim 27, whercin at least a portion of the contextual

information from the claimant is related to at lcast one of an identity of the claimant, a device
associated with the claimant that is attempting to access the data, a deviee associated with the
claimant that is not attempting to access the data, the data the claimant is attempting to access, a
node that is storing the data the claimant is attempting to access, interconnects between the node that
is storing the data and the device associated with the claimant, and a network that the data the

claimant is attempting to access resides.

a8
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43. The systern of claim 27, wherein the at least one processor s to log at least

a portion of the contextual information from the claimant,

44, The system of claim 27, wherein the data is encrypted, and wherein the

encrypted data is decrypted by the claimant by using a decryption key.

45, The system of claim 44, wherein the decryption key is based on at least one

of the at least one contextal criterion.

46. The systern of claim 44, wherein the data is encrypted by at least one of an

author of the data, an owner of the data, an editor of the data, a device that is creating the data, and a

network node transmitting the data.

47. The system of claim 27, wherein the at least one threshold to the at least one

contextual criterion is assigned by at least one of an author of the data, an owner of the data, an

cditor of the data, a device that is creating the data, and a network management entity.

g9
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