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(57) Abstract: Described herein are methods and devices to
provide support for a hidden SSID in an 802.11ad or direc-
tional multi-gigabit (DMQG) wireless network. An access
point (AP) of the DMG network may be configured to expli-
citly signal the hidden SSID configuration by sending probe
responses that signal the hidden SSID configuration and/or
signaling the hidden SSID configuration in DMG beacons
transmitted by the AP.
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SUPPORT FOR HIDDEN 581D IN DMG NETWORKS

Claim of Priority

{00601] This patent application claims the benefit of priority to U.S.
Application Serial No. 15/087 389, filed March 31, 2016, which is

incorporated by reference herein in its entirety.

Technical Field

10002} Embodiments described herein relate generally to wireless

networks and communications systems.

Background

{0003]  Wireless networks as defined by the IEEE 802 11 specifications
prior to the 802.11ad standard provide a means to help secure a wireless
network by hiding the service set identification (5SID) of the network that
is otherwise transmitted by access points (APs} of the network in beacon
frames. Unless a device receiving the beacons knows the hidden SSID, it is
unable to assoctate to the AP, Applying this same mechanism to 802.11ad
networks, however, is problematic. Providing support for a hidden SSID in

an 802.11ad network is the primary concern of the present disclosure.

Brief Description of the Drawings

{0004} Fig. 1 illustrates a basic service set that includes a station device
asscciated with an access point.
{0005}  Fig 2 illustrates a DMG beacon interval according to some

embodiments.

PCT/US2017/019945
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10006} Fig 3 illustrates a control field of a DMG beacon frame according to
some embodiments.
{0007} Fig. 4 illustrates an example of a user equipment device according to
some embodiments.

5 {0008} Fig. 5 illustrates an example of a computing machine according to

some embodiments.

Detailed Description

10 (6609} In an 802 .11 local area network (LAN), the entities that wirelessly
communicate are referred o as stations {STAs). A basic service set (BSS) refers
to a plurality of stations that remain within a certain coverage area and form
some sort of association and is identified by the SSID of the BSS. In one form
of association, the stations communicate directly with one another in an ad-hoc

15 network. More typically, however, the stations associate with a central station
dedicated to managing the BSS and referred to as an access point (AP). Fig 1
iltustrates a BSS that includes a station device 1100 associated with an access
point (AP) 1110, where the AP 1110 may be associated with a number of other
stations 1120. The device 1100 may be any type of device with functionality for

20 connecting to a WiFi network such as a computer, smart phone, or a UE (user
equipment) with WLAN access capability, the latter referring to terminals in a
LTE (Long Term Evolution) network. Hach of the station devices include an RF
(radio frequency transceiver) 1102 and processing circuitry 1101 as shown by
the depictions of devices 1100 and 1110. The processing circuitry includes the

25  functionalities for WiFi network access via the RF transceiver as well as
functionalities for processing as described herein. The RF transceivers of the
station device 1100 and access point 1110 may each incorporate one or more
antennas. The RF transceiver 1100 with multiple antennas and processing
circuitry 101 may implement one or more MIMO (multi-input mukti-output)

30 techoques such as spatial multiplexing, transmit/receive diversity, and beam
forming. The devices 1100 and 1110 are representative of the wireless access

points and stations described below.
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10010} In an 80211 WLAN network, the stations communicate via a layered
protocol that includes a physical layer (PHY) and a medium access control
{(MAC) layer. The MAC layer is a set of rules that determine how to access the
medium in order to send and receive data, and the details of transmission and
reception are left to the PHY layer. At the MAC layer, transmissions in an
802.11 network are in the form of MAC frames of which there are three main
types: data frames, control frames, and management frames. Data frames carry
data from station to station. Control frames, such as request-to-send (RTS}) and
clear-to-send (CTS) frames are used in conjunction with data frames deliver data
reliably from station to station. Management frames are used to perform network
management functions. Management frames include beacon frames which are
transmitted periodically by the AP at defined beacon intervals and which contain
information about the network and also indicate whether the AP has buftered
data which is addressed to a particular station or stations. Other management
frames include probe request frames sent by a station probing for the existence
of a nearby AP and probe response frames sent by an AP in response to a probe
request frame.

{0011} The core feature of IEEE 802.11ad is a directional multi-gigabit
(DMG) physical layer with gigabit-per-second data transfer capabilities achieved
by multiple-antenna beamforming in the 60 GHz spectrum. In IEEE 802.11
networks operating in lower frequency bands, access to the medium is organized
By periodically reoccurring beacon intervals (BIs) that are initiated by a single
beacon frame transmitted omnidirectionally by the AP. The beacon announces
the existence of the wireless network served by the AP and also carries
management data. The rest of the BI is used for data transmissions between
stations, usually following a contention-based access scheme. The IEEE
802.11ad standard extends this concept to deal with the problems of mm-wave
propagation at 60 GHz. In 802.11ad, a beacon interval i1s mitiated with a beacon
header interval (BHI) that replaces the single beacon frame of legacy 802.11
networks. The BHI enables the exchange of management information and
network announcements using a sweep of multiple directionally transmitted
frames. The BHI sweeping mechanism overcomes increased attenuation and

unknown direction of unassociated devices. The BHI 1s followed by a Data

3
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Transmission Interval (DTI), which can implement different types of medium
access. Medium access parameters necessary for stations to participate in a Bl
are transmitted by the AP during the BHL
{0012} An example of an 802 11ad beacon interval, consisting of a BHI and
5 aDTL 1s shown in Fig. 2. The BHI counsists of up to three sub-intervals: a
beacon transmission interval (BT1), an association beamforming training (A-
BFT) interval, and an announcement transmission interval {ATI). The BTI may
contain multiple beacon frames, each transmitted by the AP on a different sector
to cover all possible directions, and is used for network announcement and

10 beamforming training of the AP’s antenna sectors. The A-BFT interval is used
by stations to train their antenna sector for communication with the AP. During
the A-BFT interval, stations may exchange a series of sector sweep (SSW)
frames over different antenna sectors to find the one that provides the best signal
quality. During the ATL AP exchanges management information with associated

15 and beam-trained stations. For example, probe request and probe response
frames may be exchanged with unassociated but beam-trained station during the
ATI which is more efficient. Finally, the DTI contains of one or more
contention-based access periods (CBAPs) and scheduled service periods (SPs)
where stations exchange data frames.

20 {6013}  Traditional 802.11 networks have a hidden SSID feature that may
be used to help prevent an un-authorized STA from connecting to the
network. An 80211 network operating in non-DMG bands (i.¢, non-
802.11ad) implements a hidden SSID in the following manner. An Access
point {AP) 15 identified as hidden by the lack of an SSID information

25  element (IE) in beacons transmitted by the AP. A non-hidden AP, on the
other hand, does include the SSID IE in its beacons. This way, only a STA
that was previously provisioned to a network with a hidden §SID, and
therefore knows the SSID in advance, can acquire the networks parameters
with a probe request and associate to the network. For a 8TA performing

30 active scanning without being pre-provisioned, a probe request sent to AP
without the specific S8ID being specified is not answered with a probe

responsc.
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i86014]  An AP operating on a DMG band configured with hidden S8ID
could exhibit inconsistent behavior if it were to operate as described above
with respect to traditional 802.11 networks. The SSHD is an optional
attribute 1n DMG beacons so the lack of an SSID in a PMG beacon cannot
indicate a hidden AP. An AP will also complete initial beam forming (IBF)
with any STA as the AP cannot distinguish an authorized STA from non-
authorized STA at the time of IBF (i.e., no probe requests and responses are
exchanged). The IBF will either be over the AP-allocated BTI+A-BFT (1.¢e.,
passive scanning) or as a response to STA-sent beacons in discovery mode
with DM set to 1 (i.e., active scanning). After completion of the IBF, an
AP’s response to a probe request containing a wildcard SSID from the STA
is not defined. Ignoring the probe request such as is done for non-DMG
networks is problematic under DMG for several reasons.

i86815] A probe request is sent as a unicast frame to a known AP which
is in range, and hence it 1s expected to be answered. A non-DMG probe
request, on the other hand, is sent as a broadcast frame by the STA with no
strict expectation of getting a response).

{0616} In the case of active scanning, the 802 11ad specification requires
probe exchange after IBF is completed. In addition, the lack of a probe
response from the AP could negatively impact power and performance
during scanning as the STA might continue with probe request retries
feading to additional power consumption and longer discovery time.

{88171  To overcome the problems described above, an AP operating ina
DMG network may be configured to explicitly signal the hidden SSID
configuration. In one embodiment, a probe response is defined with content
that signals the hidden SSID configuration. Under this option, the STA i3
informed that this network is hidden stops initiating the probe request if the
SSID 1s unknown. In another embodiment, the hidden SSID configuration
is stated in DMG beacouns transmitted by the AP, Under this option, a STA
that desires to connect to an AP is expected to indicate the specific SSID in
its probe request.

{0018} In one embodiment, the hidden SSID feature in a DMG

infrastructure BSS 1s supported as follows. The DMG beacon includes a

(v
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flag signaling the SSID is hidden. The flag can be included in one of the
mandatory beacon fields (i.¢., non-IE) or included as separate IE in the
beacon frame body. In the case of a hidden network, the DMG beacon
would not carry the SSID IE. This method supports a STA performing
5 passive scanning and attempting to receive a BMG beacon frame from the
AP. Once such a beacon frame received, if the STA is not configured with
the hidden SSID vahue, it 15 does not attempt to respond on those beacons
and may even not complete initial BF flow. If the STA is configured with
the hidden SSID, on the other hand, it is configured to atterapt to complete
10 the initial BF and then send a probe request with the SSID value equal to
the known SSID. For example the flag indicating SSID is hidden can be
included in the beacon control field as shown by Fig. 3 in bit 44 (shortening
the existing reserved field from 4-bit to 3-bit) In another embodiment, a new
IE type is defined and inchuded within the DMG beacon frame as an
15 optional IE.
{6019}  In another embodiment, an AP is mandated to respond to all
probe requests with a probe response. This method supports a STA
performing active scanning and attempting to send DMG beacons with
DM=1 to the AP. Once such beacons are answered by SSW over A-BFT and
20 the initial BF is complete, the 8TA shall send a probe request frame to the
AP If the STA is not configured with the hidden SSID value, the STA
sends a probe request carrying a predefined wildcard SSID. The AP then
responds with a probe response carrying the wildcard S5ID as well to signal
that the SSID 1s hidden and that the STA should not attempt to associate
25 with this AP. Another option is to include in the probe response the same
hidden SSID flag defined for beacons. If the STA is configured with the
hidden SSID, on the other hand, it includes this SSID value within its probe
request. The AP then answers with a probe response that includes the
configured SSID to indicate to the STA that it should continue with network

30  association to the AP,
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FExample UE Description

{0020} As used herein, the term "circuitry” may refer to, be part of, or
include an Application Specific lntegrated Circuit (ASIC), an electronic circuit,
a processor (shared, dedicated, or group), and/or memory (shared, dedicated, or
group) that execute one or more software or firmware programs, a combinational
togic circuit, and/or other suitable hardware components that provide

the described functionality. In some embodiments, the circuitry may be
implemented in, or functions associated with the circuitry may be implemented
by, one or more software or firmware modules. In some embodiments, circuitry
may include logic, at least partially operable in hardware.

60621} Embodiments described herein may be implemented into a

systent using any suitably configured hardware and/or software. Fig. 4
illustrates, for one embodiment, example components of a User Equipment (UE)
device 100. In some embodiments, the UE device 100 may include application
circuttry 102, baseband circuitry 104, Radio Frequency (RF) circuitry 106, front-
end module (FEM) circuitry 108 and one or more antennas 110, coupled
together at feast as shown.

0022} The application circuttry 102 may include one or more application
processors. For example, the application circuttry 102 may include circuitry
such as, but not limited to, one or more single~core or multi-core processors. The
processor{s) may include any combination of general-purpose processors

and dedicated processors {e.g., graphics processors, application processors, ete.).
The processors may be coupled with and/or may include memory/storage and
may be configured to execute wnstructions stored in the memory/storage to
enable various applications and/or operating systems to run on the system.
108623} The baseband circuitry 104 may wnclude circuitry such as, but not
fimited to, one or more single-core or multi-core processors. The baseband
circuitry 104 may include one or more baseband processors and/or control logic
to process baseband signals received from a receive signal path of the RF
circuitry 106 and to generate baseband signals for a transmit signal path of the
RF circuitry 106. Baseband processing circuity 104 may interface with the
application circuitry 102 for generation and processing of the baseband signals

and for controlling operations of the RF circuitry 106, For example, in some
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embodiments, the baseband circuitry 104 may include a second generation (2G)
baseband processor 104a, third generation (3G) baseband processor 104b, fourth
generation {(4() baseband processor 104¢, and/or other baseband processor(s)
1044 for other existing generations, generations in development or to be

5 developed in the future (e.g,, fifth generation (5G), 6(, etc.). The baseband
circuitry 104 (e.g , one or more of baseband processors 104a-d) may handle
various radio control functions that enable communication with one or more
radio networks via the RF circuitry 106, The radio control functions may
include, but are not limited to, signal modulation/demodulation,

10 encoding/decoding, radio frequency shifting, etc. In some embodiments,
modulation/demodulation circuttry of the baseband circuitry 104 may include
Fast-Fourier Transform (FFT), precoding, and/or constellation
mapping/demapping functionality. In some embodiments, encoding/decoding
circuitry of the baseband circuitry 104 may include convolution, tail-biting

15 convolution, turbo, Viterbi, and/or Low Density Parity Check (LDPC)
encoder/decoder functionality. Embodiments of modulation/demodulation and
encoder/decoder functionality are not limited to these examples and may include
other suttable functionality in other embodiments.

10024} In some embodiments, the baseband circuitry 104 may include

20 elements of a protocol stack such as, for example, elements of an evolved
universal terrestrial radio access network (EUTRAN) protocol including, for
example, physical (PHY), media access control (MAC), radio link control
(RLC), packet data convergence protocol (PDCP), and/or radio resource control
(RRC) elements. A central processing unit {(CPU) 104e of the baseband circuitry

25 104 may be configured to run elements of the protocol stack for signaling of the
PHY, MAC, RLC, PDCP and/or RRC lavers. In some embodiments, the
baseband circuitry may include one or more audio digital signal processor(s)
(DSP) 104f The audio DSP(s) 104f may be include elements for
compression/decompression and echo cancellation and may include other

30 suitable processing elements in other embodiments. Components of the
baseband circuitry may be suitably combined in a single chip, a single chipset, or
disposed on a same circuit board in some embodiments. In some embodiments,

some or all of the constituent components of the baseband circuitry 104 and the
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application circuitry 102 may be implemented together such as, for example, on
a system on a chip (SOC).

{0025] In some embodiments, the baseband circuitry 104 may provide for
communication compatible with one or more radio technologies. For example, in
some embodiments, the baseband circutiry 104 may support communication
with an evolved universal terrestrial radio access network (EUTRAN) and/or
other wireless metropolitan area networks (WMAN), a wireless local area
network (WLAN), a wireless personal area network (WPAN). Embodiments

in which the baseband circuitry 104 1s configured to support radio
communications of more than one wireless protocol may be referred to as multi-
mode baseband circuitry.

16026} REF circuitry 106 may enable communication with wireless networks
using modulated electromagnetic radiation through a non-solid medium. In
varigus embodiments, the RF circuitry 106 may include switches, filters,
amplifiers, ete. to facilitate the communication with the wireless network., RF
circuttry 106 may include a recetve signal path which may include circuitry to
down-convert RF signals received from the FEM circuitry 108 and provide
baseband signals to the baseband circuitry 104, RF circuitry 106 may also
include a transmit signal path which may include circuitry to up-convert
baseband signals provided by the baseband circuitry 104 and provide RF output
signals to the FEM circuitry 108 for transmission.

{0027} In some embodiments, the RF circuitry 106 may include a receive
signal path and a transmit signal path. The receive signal path of the RF circuitry
106 may include mixer circuitry 106a, amplifier circuitry 106b and filter
circuttry 106¢. The transmit signal path of the RF circuitry 106 may include
filter circuitry 106¢ and mixer circuitry 106a. RF circuitry 106 may also include
synthesizer circuitry 1064 for synthesizing a frequency for use by the mixer
circuitry 106a of the receive signal path and the transmit signal path. In some
embodiments, the mixer circuitry 106a of the receive signal path may be
configured to down-convert RF signals received from the FEM circuitry 108
based on the synthesized frequency provided by synthesizer circuitry 106d. The
amplifier circuitry 106b may be configured to amplify the down-converted

signals and the filter circuitry 106¢ may be a low-pass filter (LPF) or band-pass
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filter (BPF} configured to remove unwanted signals from the down-converted
signals to generate output baseband signals. Output baseband signals may be
provided to the baseband circuttry 104 for further processing. In some
embodiments, the output baseband signals may be zero-frequency baseband
signals, although this is not a requirement. In some embodiments, mixer circuitry
106a of the receive signal path may comprise passive mixers, although the scope
of the embodiments is not limited in this respect.

{0028} In some embodiments, the mixer circuitry 106a of the transmit signal
path may be contfigured to up-convert input baseband signals based on the
synthesized frequency provided by the synthesizer circuitry 106d to generate RF
output signals for the FEM circuitry 108, The baseband sigonals may be provided
by the baseband circuitry 104 and may be filtered by filter circuitry 106¢. The
filter circuitry 106¢ may include a low-pass filter (LPF), although the scope of
the embodiments is not limited in this respect.

10029} In some embodiments, the mixer circuitry 106a of the receive signal
path and the mixer circuitry 106a of the transmit signal path may include two or
more mixers and may be arranged for quadrature downconversion and/or
upconversion respectively. In some embodiments, the mixer circuitry 106a of the
receive signal path and the mixer circuitry 106a of the transmit signal path may
include two or more mixers and may be arranged for image rejection (e.g.,
Hartley image rejection). In some embodiments, the mixer circuitry 1062 of the
receive sigonal path and the mixer circuitry 106a may be arranged tor direct
downconversion and/or direct upconversion, respectively. In some embodiments,
the mixer circuitry 106a of the receive signal path and the mixer circuitry 106a
of the transmit signal path may be configured for super-heterodyne operation.
{0030} In some embodiments, the output baseband signals and the input
baseband signals may be analog baseband signals, although the scope of the
embodiments is not limited in this respect. In some alternate embodiments, the
output baseband signals and the input baseband signals may be digital baseband
signals. In these alternate embodiments, the RF circuitry 106 may include
analog-to~digital converter (ADC) and digital-to-analog converter (DAC)
circuitry and the baseband circuitry 104 may include a digital baseband interface

to communicate with the RF circuitry 106.

10
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10031} In some dual-mode embodiments, a separate radio IC circuitry may
be provided for processing signals for each spectrum, although the scope of the
embodiments is not limited in this respect.

{0032} In some embodiments, the synthesizer circuitry 106d may be a
fractional-N synthesizer or a fractional N/N+1 synthesizer, although the scope of
the embodiments is not limited in this respect as other types of frequency
synthesizers may be suitable. For example, synthesizer circuitry 106d may be a
delta-sigma synthesizer, a frequency multiplier, or a synthesizer comprising a
phase-locked loop with a frequency divider.

10033} The synthesizer circuitry 106d may be configured to synthesize an
output frequency for use by the mixer circuitry 100a of the RF circuitry 106
based on a frequency input and a divider control input. In some embodiments,
the synthesizer circuitry 106d may be a fractional N/N+1 synthesizer.

10034 In some embodiments, frequency input may be provided by a voltage
controlied oscillator (VCO), although that 1s not a requirement. Divider control
input may be provided by etther the baseband circuitry 104 or the applications
processor 102 depending on the desired output frequency. In some embodiments,
a divider control input (e.g., N} may be determined from a look-up table based
on a channel indicated by the applications processor 102,

{0035] Synthesizer circuitry 106d of the RF circuitry 106 may include a
divider, a delay-locked loop (BLL), a multiplexer and a phase accumulator. In
some embodiments, the divider may be a dual modulus divider (DMD) and the
phase accumulator may be a digital phase accumulator (DPA). In some
embodiments, the DMD may be configured to divide the input signal by either N
or N+1 (e.g, based on a carry out) to provide a fractional division ratio. In some
example embodiments, the DLL may include a set of cascaded, tunable, delay
elements, a phase detector, a charge pump and a D-type flip-flop. In these
embodiments, the delay elements may be configured to break a VCO period up
into Nd equal packets of phase, where Nd is the number of delay elements in the
delay line. In this way, the DLL provides negative feedback to help ensure that
the total delay through the delay line 1s one VCO cycle.

10036} In some embodiments, synthesizer circuitry 106d may be configured

to generate a carrier frequency as the output trequency, while in other

11
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embodiments, the output frequency may be a multiple of the carrier frequency
{e.g., twice the carrier frequency, four times the carrier frequency) and used in
conjunction with quadrature generator and divider circuitry to generate multiple
signals at the carrier frequency with multiple different phases with respect to
each other. In some embodiments, the output frequency may be a LO frequency
(fuo). In some embodiments, the RF circuitry 106 may include an IQ/polar
converter.

{0037} FEM circuitry 108 may include a receive signal path which may
inchude circuitry configured to operate on RF signals recetved from one or more
antennas 110, amplify the received signals and provide the amplified versions of
the received signals to the RF circuitry 106 for further processing. FEM circuiiry
108 may also include a transmit signal path which may include circuitry
counfigured to amplify signals for transmission provided by the RF circuitry 106
for transmission by one or more of the one or more antennas 110.

{0038} In some embodiments, the FEM circuitry 108 may include a TX/RX
switch to switch between transmit mode and receive mode operation. The FEM
circuitry may include a receive signal path and a transmit signal path. The
receive signal path of the FEM circuitry may include a low-noise amplifier
(LNA} to amplify received RF signals and provide the amplified received RF
signals as an output (e.g, to the RF circuitry 106). The transmit signal path of
the FEM circuitry 108 may inchude a power amplifier (PA) to amplify input RF
signals (e g, provided by RF circuitry 106), and one or more filters to generate
RF signals for subsequent transmission {e.g., by one or more of the one or more
antennas 110

{6039} in some embodiments, the UE device 100 may include additional
elements such as, for example, memory/storage, display, camera, sensor, and/or

input/output (V0) interface.

Fxample Machine Description

{0040} Fig. 5 illustrates a block diagram of an example machine 500 upon
which any one or more of the techniques (e.g., methodologies) discussed herein
may perform. In alternative embodiments, the machine 500 may operate as a

standalone device or may be connected (e.g., networked) to other machines. Ina

12
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networked deployment, the machine 500 may operate in the capacity of a server
machine, a client machine, or both in server-client network environments. In an
exampie, the machine 500 may act as a peer machine in peer-to-peer (P2P) (or
other distributed) network environment. The machine 500 may be a user
equipment (UE), evolved Node B (eNB), Wi-Fi access point {AP), Wi-Fi station
(STA), personal computer (PC), a tablet PC, a set-top box (STB), a personal
digital assistant (PDA), a mobile telephone, a smast phone, a web appliance, a
network router, switch or bridge, or any machine capable of executing
instructions (sequential or otherwise) that specify actions to be taken by that
machine. Further, while only a single machine is illustrated, the term “machine”
shall also be taken to include any collection of machines that individually or
jointly execute a set {or multiple sets) of instructions to perform any one or more
of the methodologies discussed herein, such as cloud computing, software as a
service (SaaS8}), other computer cluster configurations.

{0041} Examples, as described herein, may include, or may operate on, logic
or a number of componeunts, modules, or mechanisms. Modules are tangible
entities {e.¢., hardware) capable of performing specified operations and may be
configured or arranged in a certain manner. In an example, circuits may be
arranged {(e.g., internally or with respect to external entities such as other
circutis) in a specified manner as a module. In an example, the whole or part of
one or more computer systems {e.g., a standalone, client or server computer
system} or one or more hardware processors may be configured by firmware or
software {e.g., instructions, an application portion, or an application) as a module
that operates to perform specified operations. In an example, the software may
reside on a machine readable medium. In an example, the software, when
executed by the underlying hardware of the wmodule, causes the hardware to
perform the specified operations.

10042} Accordingly, the term “module” 1s understood to encompass a
tangible entity, be that an entity that is physically constructed, specifically

(o3
.

o0

configured {e.¢ . hardwired), or temporarily {e.g., transitorily) configured (e.
programmed} to operate in a specified manner or to perform part or all of any
operation described herein. Considering examples in which modules are

temporarily configured, each of the modules need not be instantiated at any one

13
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moment in time. For example, where the modules comprise a general-purpose
hardware processor configured using software, the general-purpose hardware
processor may be configured as respective different modules at different times.
Software may accordingly configure a hardware processor, for example, to
constitute a particular module at one instance of time and to constitute a different
module at a different instance of time.

10043} Machine (e.g., computer system) 500 may include a hardware
processor 502 (e.g., a central processing unit {CPU), a graphics processing unit
(GPU), a hardware processor core, or any combination thereof), a main memory
504 and a static memory 506, some or all of which may communicate with each
other via an interlink {e.g., bus) 508. The machine 500 may further include a
display unit 510, an alphanumeric input device 512 {e.g., a keyboard), and a user
interface (UT) navigation device 514 (e.g., a mouse). In an example, the display
unit 510, input device 512 and Ul navigation device 514 may be a touch screen
display. The machine 500 may additionally include a storage device (e.g., drive
unit} 516, a signal generation device 518 (e.g., a speaker), a network interface
device 520, and one or more sensors 521, such as a global positioning system
(GPS) sensor, compass, accelerometer, or other sensor. The machine 500 may
include an output controller 528, such as a senal (e.g., universal serial bus
{USB), parallel, or other wired or wireless {e.g., infrared (IR}, near field
communication {(NFC), etc ) connection to comnunicate or control one or more
peripheral devices {(e.g., a printer, card reader, etc ).

{0044} The storage device 516 may inchude a machine readable medium 522
on which 1s stored one or more sets of data structures or instructions 524 {e.g ,
software) embodying or utilized by any one or more of the techniques or
functions described herein. The instructions 524 may also reside, completely or
at teast partially, within the main memory 504, within static memory 506, or
within the hardware processor 502 during execution thereof by the machine S00.
In an example, one or any combination of the hardware processor 502, the main
memory 504, the static memory 506, or the storage device 516 may constitute
machine readable media.

{0045} While the machine readable medium 522 is illustrated as a single

medium, the term "machine readable medivm” may woclude a single medium or
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nultiple media (e.g., a centralized or distributed database, and/or associated
caches and servers) configured to store the one or more instructions 524.

{0046} The term “machine readable medium” may include any medium that
is capable of storing, encoding, or carrying instructions for execution by the
machine 500 and that cause the machine 500 to perform any one or more of the
techniques of the present disclosure, or that is capable of storing, encoding or
carrying data structures used by or associated with such instructions. Non-
limiting machine readable medium examples may include solid-state mermories,
and optical and magnetic media. Specitic examples of machine readable media
may include: non-volatile memory, such as semiconductor memory devices
(e.g., Blectrically Programmable Read-Only Memory (EPROM), Electrically
Frasable Programmable Read-Only Memory (EEPROM)) and flash memory
devices; magnetic disks, such as internal hard disks and rerovable disks;
magneto-optical disks; Random Access Memory (RAM); and CD-ROM and
DVD-ROM disks. In some examples, machine readable media may include
non-transitory machine readable media. In some examples, machine readable
media may include machine readable media that is not a transitory propagating
signal.

{00471 The mstructions 524 may further be transmitted or received over a
communications network 526 using a transmission medium via the network
interface device 520 utilizing any one of a number of transfer protocels (e.g.,
frame relay, internet protocol (IP), transmission control protocol (TCP), user
datagram protocol (UDP), hypertext transter protocol (HTTP), etc.). Example
communication networks may include a local area network (LAN), a wide area
network (WAN), a packet data network (e.g , the Internet), mobile telephone
networks {e.g., cellular networks), Plain Old Telephone (POTS) networks, and
wireless data networks {e.g., Institute of Electrical and Electronics Engineers
(IEEE) 802.11 family of standards known as Wi-Fi®, IEEE 802 16 family of
standards known as WiMax®), IEEE 802.15.4 family of standards, a Long Term
Evolution (LTE) family of standards, a Universal Mobile Telecommunications
System (UMTS) family of standards, peer-to-peer (P2P) networks, among
others. In an example, the network interface device 520 may include one or

more physical jacks (e.g., Ethernet, coaxial, or phone jacks) or one or more

15
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antennas to connect to the communications network 526, In an example, the
network interface device 520 may inchude a plurality of antennas to wirelessly
communicate using at least one of single-input multiple~-cutput (SIMQ),
multiple-input multiple-output (MIMO), or multiple-input single-output (MISO)
5 techniques. In some examples, the network interface device 520 may wirelessly
communicate using Multiple User MIMO techniques. The term “transmission
medium” shall be taken to include any intangible medium that is capable of
storing, encoding or carrying instructions for execution by the machine 500, and
inclhudes digital or analog communications signals or other intangible medium to

10 facilitate communication of such software.

Additional Notes and Examples

10048} in Example 1, apparatus for a wireless station device, comprises:

15 memory and processing circuitry to configure the device to communicate with
other station devices over a directional multi-gigabit (BDMG) band in a wireless
network; wherein the processing circuitry s to: encode DMG beacons to send
other station devices (8TAs} at periodic beacon intervals (Bls), wherein the
DMG beacons do not include a service set identitication (SSID) for the wireless

20 network but do include an indication that the SSID is hidden; and, respond to a
probe request sent by a STA with a probe response if the probe request includes
the SSID of the wireless network and not respond to the probe request if it does
not include the SSID of the wireless network.

{0049} In Example 2, the subject matter of any of the Examples herein may

25 further include wherein the indication that the SSID is hidden is contained in an
information element (IE) of the DMG beacon.

10050] In Example 3, the subject matter of any of the Examples herein may
further include wherein the indication that the SSID is hidden is contained in a
control field of the DMG beacon.

30 (0051} In Example 4, the subject matter of any of the Examples herein may
further include wherein the processing circuitry is to: configure the device to
receive a DMG beacon in discovery mode transmitted by a STA that is actively

scanning; and, after responding to the DMG beacon during the association

16
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beamforming training (A-BFT) interval of the BI, receive a probe request from

the STA that 1s actively scanning.

{0052] In Example 5, the subject matter of any of the Examples herein may
further include wherein the processing circuitry is configure the device to, if the

5 probe request sent by the actively scanning STA contains a wildcard SSID,

respond with a probe response that also contains the wildcard SSID to signal to
the actively scanning STA that it should discontinue attempting to associate with
the wireless network.

{0683} In Example 6, the subject matter of any of the Examples herein may

10 further include wherein the processing circuitry is to, if the probe request sent by
the actively scanning STA contains a wildcard SSID, respond with a probe
response containing an indication that the SSID 1s hidden to signal to the
actively scanning STA that it should discontinue attempting to associate with the
wireless network.

15 [0054] In Example 7, the subject matter of any of the Examples herein may
further include wherein the processing circuitry 1s fo, if the probe request sent by
the actively scanning STA contains the hidden SSID, respond with a probe
response that signals to the actively scanning STA that it should continue
attempting to associate with the wireless network.

20 {0055] In Example 8, the subject matter of any of the Examples herein may
further include wherein the processing circuitry is to, if the probe request sent by
the actively scanning STA contatos the hidden SSID, respond with a probe
response that also contains the hidden SSID to signal to the actively scanning
STA that it should continue atternpting to associate with the wireless network.

25 {0056] in Example 9, the subject matter of any of the Examples herein may
further comprise a radio transceiver interfaced to the processing circuitry and
configured to operate tn a DMG band.

{0057} In Example 10, the subject matter of any of the Examples herein may
further include a directional antenna array connected to the radio transceiver and

30 operated by the processing circuitry to provide directional transmission and
reception.

{0058} In Example 11, an apparatus for a wireless station device, comprises:

memory and processing circuitry to configure the device to: comrunicate with

17
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other station devices over a directional multi-gigabit (DMG) band in a wireless
network; wherein the processing circuitry is to configure the device to: receive a
DIMG beacon in discovery mode transmitted by a STA that is actively scanning;
and, after responding to the DMG beacon during the association beamforming
training {A-BFT) interval of the B, receive a probe request from the STA that is
actively scanning; and, if the probe request sent by the actively scanning STA
contatns a wildcard SSH>, respond with a probe response containing an
indication that the SSID of the wireless network is hidden to signal to the
actively scanning STA that it should discontinue attempting to associate with the
wireless network.

{06059} In Example 12, the subject matter of any of the Examples herein may
further include wherein the indication contained in the probe response that the
SSHD 1s hidden 15 the wildcard SSID.

{0060} In Example 13, the subject matter of any of the Examples herein may
further include wherein the processing circuitry is to, if the probe request sent by
the actively scanning STA contains the hidden SSID, respond with a probe
response that signals to the actively scanning STA that it should continue
attemipting 1o associate with the wireless network.

{0061} In Example 14, the subject matter of any of the Examples herein may
further include wherein the processing circuitry 1s fo, if the probe request sent by
the actively scanning STA contains the hidden SSID, respond with a probe
response that also contains the hidden SSID to signal to the actively scanning
STA that it should continue attempting to associate with the wireless network.
{0062} In Example 15, an apparatus for a wireless station device, comprises:
memory and processing circuitry to configure the device to communicate with
other station devices over a directional multi-gigabit (DMG) band 10 a wireless
network; wherein the processing circuitry is to: send a DMG beacon in discovery
mode to an access point (AP); and, after receiving a response to the DMG
beacon during the association beamforming training (A-BFT) interval of the
beacon interval (BI), send a probe request to the AP with a wildcard service set
identification (8SID); and, if the probe request is responded to with a probe
response sent by the AP that contains an indication that the SSID of the wireless

network 1s hidden, discontinue attempting to associate with the wireless network.
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10063} In Example 16, the subject matter of any of the Examples herein may
further include wherein the indication contained in the probe response that the
SSID is hidden is the wildcard SSID.

{0064} In Example 17, the subject matter of any of the Examples herein may
further include wherein the processing circuitry is to: receive DM beacons sent
by the AP at periodic beacon intervals (Bls), wherein the DMG beacons do not
include a service set identification (SSID} for the wireless network but do
include an indication that the SSID is hidden; and, send a probe request to the
AP only if the hidden SSID 15 known and discontinue attempting to associate to
the wireless network otherwise.

{0065] In Example 18, the subject matter of any of the Examples herein may
further include wherein the indication that the SSID is hidden is contained in an
information element (IE) of the DMG beacon.

10066} In Example 19, the subject matter of any of the Examples herein may
further include wherein the indication that the SSID is hidden is contained in a
control field of the DM beacon.

{0067} In Example 20, the subject matter of any of the Examples herein may
further include wherein the processing circuitry is to, if the hidden SSID is
known, send the probe request with the hidden SSID contained therein.

{0068} In Example 21, a computer-readable medium contains instructions to
cause a wireless station device (STA), upon execution of the instructions by
processing circuitry of the STA, to perform any of the functions of the
processing circuitry as recited by any of the Examples herein.

{06069} In Example 22, a method for operating a wireless station comprises
performing any of the functions of the processing circuitry and/or radic
transceiver as recited by any of the Examples herein

{00761 The above detailed description includes references to the
accompanying drawings, which form a part of the detailed description. The
drawings show, by way of illustration, spectfic embodiments that may be
practiced. These embodiments are also referred to herein as “examples.” Such
examples may include elements in addition to those shown or described.
However, also contemplated are examples that include the elements shown or

described. Moreover, also contemplate are examples using any combination or
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permutation of those elements shown or described {or one or more aspects
thereot), either with respect to a particular example (or one or rnore aspects
thereot), or with respect to other examples (or one or more aspects thereof)
shown or described herein.

{0071} Publications, patents, and patent documents referred to in this
document are incorporated by reference herein in their entirety, as though
individually incorporated by reference. In the event of inconsistent usages
between this document and those documents so incorporated by reference, the
usage in the incorporated reference(s) are supplementary to that of this
document; for irreconcilable inconsistencies, the usage in this document
controls,

10072} in this document, the terms “a” or “an” are used, as is common in
patent documents, to include one or more than one, independent of any other
instances or usages of “at least one” or “one or more.” In this document, the
term “or” is used to refer to a nonexclusive or, such that “A or B” includes “A
butnot B,” “B but not A, and “A and B, unless otherwise indicated. In the
appended claims, the terms “including” and “in which” are used as the plain-
English equivalents of the respective terms “comprising” and “wherein.” Also,
in the following claims, the terms “including” and “comprising” are open-ended,
that is, a system, device, article, or process that includes elements in addition to
those listed after such a term in a claim are still deemed to fall within the scope
of that claim. Moreover, 1n the following claims, the terms “first,” “second,”
and “third,” etc. are used merely as labels, and are not intended to suggest a
numerical order for their objects.

{6073} The embodiments as described above may be implemented in various
hardware configurations that may include a processor for executing instructions
that perform the techniques described. Such instructions may be contained in a
machine-readable medium such as a suitable storage medium or a memory or
other processor-executable medium.

{0074} The embodiments as described herein may be implemented in a
number of environments such as part of a wireless local area network (WELAN),
3rd Generation Partnership Project (3GPP) Universal Terrestrial Radio Access

Network (UTRAN), or Long-Term-Evolution (LTE) or a Long-Term-Evolution
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(LTE) communication systen, although the scope of the invention is not limited
in this respect. An example LTE systern includes a number of mobile stations,
defined by the LTE specification as User Equipment (UE}, communicating with
a hase station, defined by the LTE specifications as an eNodeB.

5 i8075] Antennas referred to herein may comprise one or more directional or
omnidirectional antennas, including, for example, dipole antennas, monopole
antennas, patch antennas, loop antennas, microstrip antennas or other types of
antennas suitable for transmission of RF signals. In some embodiments, instead
of two or more antennas, a single antenna with multiple apertures may be used.

10 In these embodiments, each aperture may be considered a separate antenna. In
some roultiple-input multiple-output (MIMO) embodiments, antennas may be
effectively separated to take advantage of spatial diversity and the different
channel characteristics that may result between each of antennas and the
antennas of a transmitting station. In some MIMO embodiments, antennas may

15 be separated by up to 1/10 of a wavelength or more.

{0076} In some embodiments, a receiver as described herein may be
configured to receive signals in accordance with specific communication
standards, such as the Institute of Electrical and Electronics Engineers (IEEE)
standards including IEEE 802.11-2007 and/or 802.11(n) standards and/or

20 proposed specifications for WLANSs, although the scope of the invention ts not
fimited in this respect as they may also be suitable to transmit and/or receive
communications in accordance with other techniques and standards. In some
embodiments, the receiver may be configured to receive signals in accordance
with the IEEE 802.16-2004, the IEEE 802.16(e) and/or IEEE 802.16(m)

25 standards for wireless metropolitan area networks (WMANSs) including
variations and evolutions thereof, although the scope of the invention is not
limited in this respect as they may also be suitable to transmit and/or receive
communications in accordance with other techniques and standards. In some
embodiments, the receiver may be configured to receive signals in accordance

30 with the Universal Terrestrial Radio Access Network (UTRAN) LTE
communication standards. For more information with respect to the IEEE 802.11
and IEEE 802 .16 standards, please refer to “IEEE Standards for Information

Technology -- Telecommunications and Information Exchange between
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Systems” - Local Area Networks - Specific Requirements — Part 11 “Wireless
LAN Medium Access Control (MAC) and Physical Layer (PHY), ISO/IEC
8802-11: 19997, and Metropolitan Area Networks - Specific Requirements —
Part 16: “Air Interface for Fixed Broadband Wireless Access Systems,” May
2005 and related amendments/versions. For more information with respect to
UTRAN LTE standards, see the 3rd Generation Partnership Project (3GPP)
standards for UTRAN-LTE, release 8, March 2008, including variations and
evolutions thereof.

{00771 The above description 18 intended to be iHustrative, and not
restrictive. For example, the above-described examples (or one or more aspects
thereot) may be used in combination with others. Other embodiments may be
used, such as by one of ordinary skill in the art upon reviewing the above
description. The Abstract is to allow the reader to quickly ascertain the nature of
the technical disclosure. It is submitted with the understanding that it will not be
used to interpret or limit the scope or meaning of the claims. Also, in the above
Dietaited Description, various features may be grouped together to streamline the
disclosure. However, the claims may not set forth every feature disclosed herein
as embodiments may feature a subset of said features. Further, embodiments
may include fewer features than those disclosed in a particular example. Thus,
the following claims are hereby incorporated into the Detailed Description, with
a claim standing on its own as a separate embodiment. The scope of the
embodiments disclosed herein is to be determined with reference to the
appended claims, along with the full scope of equivalents to which such claims

are entitied.
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CLAIMS

L. An apparatus for a wireless station device, comprising:

memory and processing circuitry to configure the device to communicate
with other station devices {STAs} over a directional multi-gigabit (DMG) band
in a wireless network;

wherein the processing circuitry is to:

encode DMG beacons to send to the other STAs at periodic beacon
intervals (Bls}, wherein the DMG beacons do not include a service set
identification (SSID) for the wireless network but do include an indication that
the SSHY is hidden; and,

respond to a probe request sent by a STA with a probe response if the
probe request includes the SSID of the wireless network and not respond to the

probe request if it does not include the SSID of the wireless network.

2. The apparatus of claim | wherein the indication that the SSID 1s hidden

18 contained in an information element (IE) of the DMG beacon.

3. The apparatus of claim 1 wherein the indication that the SSID 1s hidden

is contained in a control field of the DMG beacon.

4. The apparatus of any of claims 1 through 3 wherein the processing
circuitry is to configure the device to:

receive a DMG beacon in discovery mode transmitted by a STA that is
actively scanning; and,

after responding to the DMG beacon during the association beamforming
training {A-BFT) interval of the BI, receive a probe request from the STA that is

actively scanning.

o
Ll
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5. The apparatus of claim 4 wherein the processing circuitry is to, if the
probe request sent by the actively scanning STA coutains a wildcard SSID,
respond with a probe response that also contains the wildcard SSID to signal to
the actively scanning STA that it should discontinue attempting to associate with

5 the wireless network.

6. The apparatus of claim 4 wherein the processing circuitry is to, if the

probe request sent by the actively scanning STA contains a wildeard SSID,

respond with a probe response containing an indication that the SSID is hidden
10 to signal to the actively scanning STA that it should discontinue attempting to

assoctate with the wireless network,

7. The apparatus of claim 4 wherein the processing circuitry 1s to, if the
probe request sent by the actively scanning STA contains the hidden SSID,
15 respond with a probe response that signals to the actively scanning STA that it

should continue attempting to associate with the wireless network.

3. The apparatus of claim 4 wherein the processing circutiry 1s to, if the
probe request sent by the actively scanning STA contains the hidden SSID,

20 respond with a probe response that also contains the hidden SSHY to signal to the
actively scanning STA that 1t should continue attempting to associate with the

wireless network.

9. The apparatus of any of claims 1 through 3 further comprising a radio
25 transceiver interfaced to the processing circuitry and configured to operate in a

DMG band.

10 The apparatus of claim 9 tfurther comprising a directional antenna array
connected to the radio transcetver and operated by the processing cireuitry to

30 provide directional transmission and reception.
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11, An apparatus for a wireless station device, comprising:
raemory and processing circuitry to configure the device to communicate
with other station devices over a directional multi-gigabit (DMG) band ina
wireless network;
5 wherein the processing circuitry is to configure the device to:
receive a DMG beacon in discovery mode transmitted by a STA that is
actively scanning, and,
after responding to the DMG beacon during the association beamforming
training {A-BFT) interval of the BI, receive a probe request from the STA that is
10 actively scanning; and,
it the probe request sent by the actively scanning STA contains a
wildcard SS1D, respond with a probe response containing an indication that the
SSHD of the wireless network is hidden to signal to the actively scanning STA

that 1t should discontinue attempting to associate with the wireless network.

12, The apparatus of claim 11 wherein the indication contained in the probe

response that the SSID s hidden is the wildcard SSID.

13, The apparatus of claim 11 or 12 wherein the processing circuitry is to, if
20 the probe request sent by the actively scanning STA contains the hidden SSID,
respond with a probe response that signals to the actively scanning STA that it

should continue attempting to associate with the wireless network.

14, The apparatus of claim 11 or 12 wherein the processing circuitry 1s to, if
25  the probe request sent by the actively scanning STA contains the hidden SSID,

respond with a probe response that also contains the hidden SSID to signal to the

actively scanning STA that it should continue attempting to associate with the

wireless network,

30 15, An apparatus for a wireless station device, comprising:
memory and processing circuitry to configure the device to communicate
with other station devices over a directional multi-gigabit (DMG) band in a

wireless network;
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wherein the processing circuitry is to configure the device to:

send a DMG beacon in discovery mode to an access point {AP); and,

after recetving a response to the DMG beacon during the association
beamforming training (A-BFT) interval of the beacon interval (BI), send a probe
request to the AP with a wildeard service set identification (SSHD); and,

if the probe request is responded to with a probe response sent by the AP
that contains an indication that the 851D of the wireless network is hidden,

discontinue attempting to associate with the wireless network.

16.  The apparatus of claim 15 wherein the indication contained in the probe

response that the 3SID is hidden is the wildcard SSID.

17.  The apparatus of claim 15 or 16 wherein the processing circuitry is o
receive DMG beacons sent by the AP at periodic beacon intervals (Bls),

wherein the DMG beacons do not include a service set identification (SSID) for

the wireless network but do include an indication that the SSID 1s hidden; and,
send a probe request to the AP only if the hidden SSID is known and

discontinue attemapting to associate to the wireless network otherwise.

18 The apparatus of claim 17 wherein the indication that the SSID is hidden

is contained in an information element (IE) of the DMG beacon.

19, The apparatus of claim 17 wherein the indication that the SSID is hidden

is contained in a control field of the DMG beacon.

20. The apparatus of claim 17 wherein the processing circuitry s to, if the
hidden SSID is known, send the probe request with the hidden SSID contained

therein.

PCT/US2017/019945
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21 A computer-readable medium comprising instructions to cause a wireless
station device (STA), upon execution of the instructions by processing circuitry
of the STA, to:
operate as an access point (AP) and send DMG beacons to other STAs at
5 pertodic beacon intervals (Bls), wherein the DMG beacons do not include a
service set identification {SSID) for the wireless network but do include an
indication that the SSID 15 hidden; and,
respond to a probe request sent by a STA with a probe response only if
the probe request includes the SSID of the wireless network.
10
22. The medium of claim 21 wherein the indication that the SSID 15 hidden

is contained in an information element (IE) of the DMG beacon.

23, The medium of claim 21 wherein the indication that the SSI{I3 1s hidden

15  1is contained in a control field of the DMG beacon.

24, The medium of claim 21 further comprising instructions to:
receive a DM beacon tn discovery mode transmitted by a STA that is
actively scanning; and,
20 after responding to the DMG beacon during the assoctation beamforming
training {A-BFT) interval of the B, receive a probe request from the STA that is

actively scanning.

25. The medium of claim 24 further comprising instructions to, if the probe
25 request sent by the actively scanning STA contains a wildcard SSID, respond

with a probe response that also contains the wildcard SSTD to signal to the

actively scanning STA that it should discontinue attempting to associate with the

wireless network,
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