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(57) Abstract: The invention is a method of providing a secure bank card payment for a transaction between the cardholder and a
vendor over a communications network. The communications network will include the Internet, a telecommunications network, and
any combination thereof. A cardholder provides payment enabling details of the bank card only to an intermediary rather than to the
vendor. The intermediary is also provided with the details of the intended transaction and it is the intermediary that arranges payment
to the vendor. The intermediary will issue the cardholder with an electronic voucher by email, preferably, only after the cardholder
& has been contacted by short message service (SMS) and confirms that the voucher must be issued. The cardholder provides the
& vendor with the voucher at which time the goods may be dispatched for delivery. The intermediary in turn pays the vendor when it
receives the voucher back. The intermediary may be a dedicated independent entity or a bank from which the card is issued.
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IMPROVED SECURITY FOR BANK CARD PAYMENTS

FIELD OF THE INVENTION

The invention relates to a method of providing improved security for bank card
payments, in particular for Internet transactions.

BACKGROUND TO THE INVENTION

The use of bank cards to effect payments is ever increasing. Not only does this
avoid the need to carry cash, but it also, probably more importantly, allows
payment to be effected over the telephone or Internet. However, to do the latter
requires that a cardholder disclose, along with his name, his card nhumber. With
these details, a payee can process a legitimate payment. Where these details fall
into the wrong hands large amounts of money can be fraudulently stolen.
Accordingly, there is some reluctance to disclose details which enable payment

especially over the Internet where security and privacy is a problem.
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OBJECT OF THE INVENTION

It is an object of this invention to provide a method which at least partially

reduces the risk of disclosing bank card details.

SUMMARY OF THE INVENTION

In accordance with this invention there is provided a method of providing a bank
card payment for a transaction between the cardholder and a vendor over a
communications network, wherein the cardholder provides payment enabling
details of the bank card to an intermediary, the intermediary is provided with the
details of the intended transaction, and the intermediary arranges payment to the

vendor.

The invention further provides for the intermediary to issue the cardholder with a
voucher, for the cardholder to provide the vendor with the voucher, and for the
intermediary to effect payment to the vendor on presentation of the voucher.

Further features of the invention provide for the intermediary to contact the
cardholder and for the cardholder to confirm that the voucher must be issued:;
and for the intermediary to contact the cardholder on a mobile phone by short

message service (SMS).

Further features of the invention provide for the voucher to be electronic; for the
voucher to include a code; and for either the cardholder or intermediary to select
the code.

Further features of the invention provide for the intermediary to be a dedicated
independent entity; or for the intermediary to be a bank from which the card is
issued.
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Further features of the invention provide for the communications network to be
selected from the Internet, a telecommunications network, and any combination

thereof; and for the bank card to be a credit card or a debit card.

Further features of the invention provide for the payment enabling details to
include the card number and name of the cardholder; and for the cardholder or
vendor to provide the intermediary with the details of the intended transaction.

The word “vendor” is to be given a broad meaning in the context of this

specification. It will include any person or entity which offers goods, services,

accommodation or any other offering in return for payment.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will now be described, by way of example only, with reference to

the accompanying drawing

Figure 1 which is a schematic illustration of the method.

DETAILED DESCRIPTION OF THE INVENTION

With reference to Figure 1, the method of providing improved security for bank

card payments is indicated generally by the reference numeral (1).

The payment is for a transaction between a cardholder (3) and a vendor (5). In
this embodiment, the transaction is initiated over the Internet (7). The vendor (5)
has a website where it offers products for sale. The cardholder (3) selects a

particular product which he wants to purchase.
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In the ordinary course of events, the cardholder (3) would provide the vendor (5)
with payment enabling details of a bank card. Sufficient details are normally the
card number and the cardholder's (3) name. The cardholder (3) would also
provide an address for delivery of the selected product.

Once the vendor (5) has the payment enabling details, a payment on the bank
card to the vendor (5) can be processed from the bank (9) of the cardholder (3).

In accordance with the invention, however, the cardholder (3) need only provide
the vendor (5) with a delivery address and identify an intended transaction. The
details of an intermediary (11) may also be provided.

The cardholder (3) provides his name and the card number to the intermediary
(11). Along with this information, relevant details of the intended transaction with
the vendor (5) are also provided. The intermediary (11) will then obtain payment
of the relevant funds from the bank (9). Payment of the amount owing to the
vendor (5) in terms of the specific transaction is then made by the intermediary
(11), whereupon the vendor (5) will dispatch (13) the selected product for
delivery.

Where the intermediary (11) is suitably accredited, the vendor (5) may be
prepared to dispatch (13) the product once the intermediary (11) has confirmed
its participation in the transaction. In this case, payment to the vendor (5) will be
guaranteed by the intermediary (11) before it is effected.

It will be appreciated that the sequence and nature of the information transferred
in communications between the parties, (3) and (5), and the intermediary (11)

may be varied in a number of ways to conclude such a transaction.
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In one such variation, the intermediary (11), after it has been contacted and
provided with the relevant details, issues the cardholder (3) with a pin number for
the transaction. The pin number will be issued once the intermediary (11) has
secured payment of the amount in question from the bank (9). The cardholder (3)
then provides the vendor (5) with the pin number. The intermediary (11) will, in
turn, pay over the amount due to the vendor (5) on presentation of the pin

number.

In this case, the unigue pin number is a voucher which enables the transaction
without the cardholder (3) having to disclose any bank card details to the vendor
(5). The pin number represents a code and it will be appreciated that such a code
can take any of a number of forms. Such codes are however conveniently alpha-
numeric. As an alternative to being issued with a code, the cardholder can be
allowed to select his own code for a particular transaction.

In another variation, the cardholder (3) will preferably register as a user with the
intermediary (11). This will involve, amongst others, providing the intermediary
(11) with contact details, which will include a mobile telephone number.

When a payment is to be made, the cardholder (3) provides his name and the
card number to the intermediary (11). Along with this information, relevant details
of the intended transaction with the vendor (5) together with the amount in
question are also provided. The intermediary (11) will request and obtain
authorization for the amount from the bank or card company. Based on this, the
intermediary (11) will issue a secure electronic purchase voucher to the
cardholder (3). The voucher, which may also carry a unique code, is preferably
electronic and sent by email to the cardholder’s email address. As a precaution,
the intermediary (11) will first contact the cardholder (3) by sending a short
message service (SMS). This will be a request to confirm that the voucher should
be issued. A return SMS from the handset will thus clear the issue of the
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voucher. Alternatively, the SMS may include a code which the cardholder must
phone in to the intermediary (11).

Presentation of the voucher to the vendor (5) will be followed by the dispatch (13)
of the goods in question for delivery to the cardholder (3). In this case, payment
to the vendor (5) is made when it forwards or communicates details of the
voucher to the intermediary (11). The voucher, once it is issued can simply be
forwarded as an email or email attachment from the cardholder (3) to the vendor
(5) and back to the intermediary (11).

Essential to the method of this invention is that the cardholder (3) need only
provide full payment enabling details of the bank card to the secure intermediary
(11). Necessary online security precautions, which are within the competence of
a suitably skilled person, will be provided by the intermediary. The high level of
security, reputation and possibly cover in the event of fraudulent loss can be
provided by the intermediary (11). The same cannot be said of every vendor (5)

with whom a cardholder (3) may potentially wish to enter a transaction.

The details of the intended transaction which are provided to the intermediary
may vary and can come from either the cardholder (3), the vendor (5) or both.
The bank card can be a debit or a credit card and the payment enabling details

may be varied.

It will be appreciated that the intermediary (11) may also be the bank (9). In this
case the bank (9) also operates as intermediary (11) by offering the service as
described. The bank (9) acts in both capacities and the communications between

the intermediary (11) and the bank can be internal communications.

The invention will also apply where a bank card is used to secure goods or
services where the vendor does not obtain payment on the bank card. In these
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circumstances, the cardholder will pay the vendor directly at a later stage when
appropriate.

While the described embodiment makes use of the Internet as a communications
network, it will be appreciated that a telecommunications network may also be

used, either exclusively or in combination with the Internet.

Accordingly this method is not limited to Internet transactions for purchase of
goods but will also apply to transactions effected verbally over the telephone, in
writing by telefax or in any other manner and for services or anything else offered
at a price.

A cardholder will also be able to have a specific amount of money cleared for
payment by the intermediary and have a code issued prior to deciding what the

transaction will be.

A number of other variations, which do not depart from the scope of this
invention, will be appreciated by a person skilled in the art.
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CLAIMS

A method of providing a bank card payment for a transaction between the
cardholder and a vendor over a communications network, characterized in
that the cardholder provides payment enabling details of the bank card to
an intermediary, the intermediary is provided with the details of the
intended transaction, and the intermediary arranges payment to the

vendor.

A method as claimed in claim 1 in which the intermediary issues the
cardholder with a voucher, the cardholder provides the vendor with the
voucher, and the intermediary effects payment to the vendor on
presentation of the voucher.

A method as claimed in claim 2 in which the intermediary contacts the

cardholder and the cardholder confirms that the voucher must be issued.

A method as. claimed in claim 3 in which the intermediary contacts the

cardholder on a mobile phone by short message service (SMS).

A method as claimed in any of claims 2 to 4 in which the voucher is

electronic.

A method as claimed in any of claims 2 to 5 in which the voucher includes

a code.

A method as claimed in claim 5 in which either the cardholder or

intermediary select the code.

A method as claimed in any of the preceding claims in which the
intermediary is a dedicated independent entity.
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10.

11.

12.

13.

A method as claimed in any one of claims 1 to 6 in which the intermediary
is a bank from which the card is issued.

A method as claimed in any of the preceding claims in which the
communications network is selected from the Internet, a

telecommunications network, and any combination thereof.

A method as claimed in any of the preceding claims in which the bank

card is a credit card or a debit card.

A method as claimed in any of the preceding claims in which the payment
enabling details include the card number and name of the cardholder.

A method as claimed in any of the preceding claims in which the
cardholder or vendor provide the intermediary with the details of the

intended transaction.
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