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protection interface. The unprotected portion stores unpro-
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300
PARTITIONING A STORAGE MEDIUM INTO PROTECTED AND
UNPROTECTED PORTIONS. 310
STORING CONTENT IN THE PROTECTED PORTION.
320
LOADING A PROTECTION INTERFACE ONTO THE STORAGE
MEDIUM, 330

CREATING A SECURE CONTENT ENABLED DRIVE WITH
PROTECTED STORAGE LOCATIONS AND UNPROTECTED
STORAGE LOCATIONS.

v

ESTABLISHING INITIAL DIGITAL RIGHTS AUTHORIZATION TO
ACCESS SECURE CONTENT STORED IN THE PROTECTED
STORAGE LOCATIONS. .
420
REVISING THE INITIAL DIGITAL RIGHTS AUTHORIZATION TO

ACGESS CONTENT STORED IN THE PROTECTED STORAGE
LOCATIONS.
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FIG. 4A
"Amended"
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SECURE CONTENT ENABLED HARD DRIVE
SYSTEM AND METHOD

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

FIELD OF THE INVENTION

The present invention relates to the field of [semiconduc-
tor manufacturing. In particular, the present invention relates
to a system and method for dynamically configuring opera-
tional characteristics of functional components within an
integrated circuit] secure content distribution. More particu-
larly, some embodiments relate to a secure content enabled
drive system and method that permits flexible use of a
storage medium for both protected distribution of informa-
tion and user definable storage area.

BACKGROUND OF THE INVENTION

Electronic systems and circuits have made a significant
contribution towards the advancement of modern society
and are utilized in a number of applications to achieve
advantageous results. Numerous electronic technologies
such as digital computers, calculators, audio devices, video
equipment, and telephone systems facilitate increased pro-
ductivity and cost reduction in analyzing and communicat-
ing data, ideas and trends in most areas of business, science,
education and entertainment. Electronic systems designed to
produce these results usually involve interfacing with a user
and the interfacing often involves presenting information in
a variety of formats (e.g., video, graphical representation of
images, audio, text, etc.). The information is often propri-
etary and managing the distribution of proprietary informa-
tion in modern electronic systems can be difficult.

Electronic systems are often utilized to present a vast
variety of information for numerous different purposes. The
information can be associated with a number of different
activities, user experiences, presentation formats, etc. For
example, electronic systems use proprietary information in
the presentation of movies, music, video games, books, etc.
The information can have a variety of formats and/or
conform to number of different protocols. For example,
information can be configured to be compatible with a
variety of standards such as joint photographic expert group
(JPEG) standards, moving pictures expert group (MPEG)
standards, motion picture expert group audio layer 3 (MP3)
standards, and/or portable document format (PDF) stan-
dards.

Digital distribution of proprietary content can be prob-
lematic. Traditional information communication and storage
technologies often make copying of proprietary information
relatively easy. However, developers of proprietary infor-
mation usually have an economic interest in the content and
desire to restrict the distribution of the information to
individuals that purchase a right to access the content.

Electronic systems usually store information on a memory
or storage medium. The information can be stored on a
variety of storage mediums such as random access memo-
ries, hard disk drives (HDD), compact disks (CDs), digital
versatile disks (DVDs), etc. The manner in which propri-
etary information is written and read to and from a storage
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medium of an end use presentation system can have signifi-
cant impacts on the ability to enforce proprietary rights
associated with the digital information. Traditional end use
electronic systems usually have a storage medium (e.g., hard
disk) that a user can readily write and read information to
and from. A user typically has to load or write information
to the traditional end use storage medium. Loading infor-
mation onto end use hard disks can be inconvenient and
problematic.

One traditional method of loading information onto an
end use storage medium is to utilize a network to download
the information from a remote location. Conventional net-
work access can be inconvenient especially for portable or
mobile end use platforms where reliable connections are not
readily available. For example, the end use mobile platform
has to be connected to a network often limiting mobility to
the availability of a cable connection. Even wireless con-
nections can have service location limitations, as some areas
do not have adequate transmission and/or reception facili-
ties. In addition, a number of technical problems can be
encountered such as slow connections and/or communica-
tion interruptions. Limited bandwidth and connectivity
problems can significantly impact the amount of time
required to download information. Waiting for information
to download can be disruptive to a user experience, espe-
cially when a user desires “instant on” presentations.

Proprietary information can be loaded on a storage
medium before shipment. For example, proprietary digital
content such as movies, songs etc, are usually distributed in
a storage medium such as a compact disk (CD) or digital
video disk (DVD). However, conventional distribution of
proprietary content loaded on traditionally configured stor-
age mediums is usually limited. For example, additional
proprietary content can not typically be added to the storage
medium after shipment. The amount of proprietary infor-
mation stored on a particular storage medium (e.g., CD) is
also often relatively limited. For example, a CD is usually
limited to a relatively few songs (e.g., a limited number of
songs from a particular artist) without the ability to offer an
increase in proprietary content access for that CD at a later
date.

SUMMARY

The present invention facilitates convenient and secure
distribution of proprietary content. A present secure content
enabled drive system and method permits flexible use of
storage medium for both protected distribution of informa-
tion and user definable storage use. A significant amount of
proprietary information with regulated access can be dis-
tributed on protected portion of the storage medium while
still providing storage resources for discretionary utilization
by an end user. In addition to protecting information in the
protected information portion, seamless and intuitive autho-
rized interaction between information the protected content
and the unprotected information is permitted. In one
embodiment, a computer readable storage medium includes
an unprotected portion, a protected portion and a protection
interface. The unprotected information portion stores unpro-
tected information. The protected information portion stores
protected information. The protection interface protects
information in the protected content portion from unauthor-
ized access. A protection interface can provide a micro-
operating system that permits authorized content presenta-
tion (e.g., video, audio, etc.) without requirement of another
operating system.
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In one exemplary implementation, content on the pro-
tected portion resides in an ATA-5 hard disk drive (HDD)
and is restricted to access by trusted devices. The HPA area
includes its own partition and encrypted file system. After
successfully completing a trusted machine verification hand-
shake process, a trusted machine is able to participate in a
file system decryption process. In one embodiment, each file
on a protected portion of a drive is encrypted in a special [a
2 pass] two-pass encryption[is utilized]. The first pass uses
a real-time decryptable algorithm so it can be played back in
real time. A second pass locks the file while access is
unauthorized (e.g., unpaid for). Unlocked content can be
protected by a variety of mechanisms. For example, after a
file is unlocked it is marked and limited to being played back
on trusted devices and the trusted devices have a limited
number of output options as determined by the protected
content.

DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and form a part of this specification, illustrate embodiments
of the invention by way of example and not by way of
limitation. The drawings referred to in this specification
should be understood as not being drawn to scale except if
specifically noted.

FIG. 1A is a block diagram of protected information
storage medium 100 in accordance with one embodiment of
the present invention.

FIG. 1B is a block diagram of a unified look and feel
graphical user interface (GUI) in accordance with one
embodiment of the present invention.

FIG. 2 is a block diagram of an exemplary computer
system upon which embodiments of the present invention
can be implemented.

FIG. 3 is a flow chart of a content protected storage
medium method in accordance with one embodiment of the
present invention.

FIG. 4A is a flow chart of digital right management
method in accordance with one embodiment of the present
invention.

FIG. 4B is a flow chart of a digital rights management
system in accordance with one embodiment of the present
invention.

FIG. 5 is a flow chart of secure content enabled drive
digital rights establishment process in accordance with one
embodiment.

DETAILED DESCRIPTION

Reference will now be made in detail to the preferred
embodiments of the invention, examples of which are illus-
trated in the accompanying drawings. While the invention
will be described in conjunction with the preferred embodi-
ments, it will be understood that they are not intended to
limit the invention to these embodiments. On the contrary,
the invention is intended to cover alternatives, modifications
and equivalents, which may be included within the spirit and
scope of the invention as defined by the appended claims.
Furthermore, in the following detailed description of the
present invention, numerous specific details are set forth in
order to provide a thorough understanding of the present
invention. However, it will be obvious to one of ordinary
skill in the art that the present invention may be practiced
without these specific details. In other instances, well known
methods, procedures, components, and circuits have not
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been described in detail as not to unnecessarily obscure
aspects of the present invention.

Some portions of the detailed descriptions which follow
are presented in terms of procedures, logic blocks, process-
ing, and other symbolic representations of operations on
data bits within a computer memory. These descriptions and
representations are the means generally used by those skilled
in data processing arts to effectively convey the substance of
their work to others skilled in the art. A procedure, logic
block, process, etc., is here, and generally, conceived to be
a self-consistent sequence of steps or instructions leading to
a desired result. The steps include physical manipulations of
physical quantities. Usually, though not necessarily, these
quantities take the form of electrical, magnetic, optical, or
quantum signals capable of being stored, transferred, com-
bined, compared, and otherwise manipulated in a computer
system. It has proven convenient at times, principally for
reasons of common usage, to refer to these signals as bits,
values, elements, symbols, characters, terms, numbers, or
the like.

It should be borne in mind, however, that all of these and
similar terms are associated with the appropriate physical
quantities and are merely convenient labels applied to these
quantities. Unless specifically stated otherwise as apparent
from the following discussions, it is appreciated that
throughout the present application, discussions utilizing
terms such as “processing”, “computing”, “calculating”,
“determining”, “displaying” or the like, refer to the action
and processes of a computer system, or similar processing
device (e.g., an electrical, optical, or quantum, computing
device), that manipulates and transforms data represented as
physical (e.g., electronic) quantities. The terms refer to
actions and processes of the processing devices that manipu-
late or transform physical quantities within a computer
system’s component (e.g., registers, memories, other such
information storage, transmission or display devices, etc.)
into other data similarly represented as physical quantities
within other components.

FIG. 1A is a block diagram of protected information
storage medium 100 in accordance with one embodiment of
the present invention. Protected information storage medium
100 includes a protection interface 110, an unprotected
information storage portion 120 and a protected information
storage portion 130. Protection interface 110 protects infor-
mation in protected information storage portion 130. For
example, protection interface 110 permits authorized access
to information in unprotected information storage portion
120 and prevents unauthorized access to information in
protected information storage portion 130. Unprotected
information storage portion 120 stores unprotected informa-
tion. Protected information storage portion 130 stores pro-
tected information and access to the protected information is
restricted by protection interface 110 (e.g., in accordance
with a secure content enabling disk (SCED) digital rights
management (DRM) protocol).

In addition to protecting information in protected infor-
mation portion 130, protection interface 110 permits seam-
less and intuitive authorized interaction with information in
the protected content and the unprotected information. In
one exemplary implementation, protection interface 110 is a
micro operating system or micro kernel and provides a
number of operating system functions. For example, coor-
dinating interactions between protected information storage
medium 100 and an information presentation system (e.g., a
computer system, a video game console, an audio system, a
TV system, etc.). The protection interface 110 can also
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enable an “instant on” user experience in accessing the
authorized information in protected information storage
portion 130.

In one embodiment, protection interface 110 also includes
instructions for providing a unified look and feel graphical
user interface (GUI) with content indicators (e.g., icons,
drop down menus, tabs, etc.) corresponding to access autho-
rized content stored in the protected content portion. A GUI
can be organized in a convenient hierarchical architecture.
FIG. 1B is a block diagram of unified look and feel graphical
user interface (GUI) 150 in accordance with one embodi-
ment of the present invention. Unified look and feel graphi-
cal user interface (GUI) 150 includes main menu 170,
classification menu 180 and titles menu 190. When a user
selects a tab (e.g., movies) in the main menu a classification
menu pops up (e.g., genre menu 180) and when a classifi-
cation tab is selected (e.g., drama) a content list pops up
(e.g., movie list 190).

With reference again to FIG. 1A, in one embodiment of
the present invention, protection interface 110 includes a
digital rights indicator that indicates access rights to infor-
mation (e.g., proprietary content) included in protected
information portion 130. In one exemplary implementation,
the digital rights indicator is a digital rights registry key
(e.g., a sequence of digital values) that is utilized to track
digital rights to the protected content. For example, the
digital rights indicator can indicate that it is permissible for
proprietary content included in protected information stor-
age portion 130 to be accessed by a trusted machine (e.g., for
listening and/or viewing). In one embodiment of the present
invention, proprietary content (e.g., movies, music, etc.) is
preloaded onto protected information storage medium 100
before shipment. For example, a large number of movies and
songs are preloaded in protected information portion 130.
The content is shipped with the medium, thereby eliminating
the need to download the information. The protection inter-
face 110 can also permit access rights to the protected
information or content to be modified.

In one embodiment, content on the protected portion is
restricted to access by trusted devices. In one exemplary
implementation, a protection interface (e.g., protection inter-
face 110) and a trusted device include information (e.g.,
digital keys and algorithm instructions) for participating in
a trusted device verification protocol. The trusted device
verification protocol is a secure handshake that is compu-
tationally very difficult to crack. The protection interface
verifies device information corresponds to information asso-
ciated with trusted machines. For example, each machine
capable of interacting with the SCED includes a company
1D, model ID, user 1D, unique player ID and/or a secret
SCED ID and the protection interface verifies the informa-
tion corresponds to information associated with a trusted
machine. Individual or models of trusted machines can be
revoked by future releases of a SCED device if they are
determined to be unsecure (e.g., get hacked, a Trojan is
released, etc.)

In one exemplary implementation, a protected section or
portion resides in an ATA-5 hard disk drive (HDD) called a
host protected area (HPA). This limits the SCED to operat-
ing with machines that can unlock the HPA of the HDD with
special ATA-5 commands. The HPA area includes its own
partition and encrypted file system. The file-system is
encrypted so that data in the protected partitioned portion is
meaningless until the file-system is unlocked and decrypted.
The protected portion includes algorithm instructions for
decrypting the file system. After successfully completing a
trusted machine verification handshake process, a trusted
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machine is able to participate in a file system decryption
process. The file system decryption algorithm includes a
handshaking process to unlock the file system. Initially
ATA-5 HPA security handshaking protocol is performed
followed by performance of an additional 3-way handshak-
ing (e.g., 128 bit handshaking). The file-system includes
protected content which can be encrypted at the file level
(e.g., each individual file can be encrypted). It is appreciated
that the present invention is not limited to ATA implemen-
tations and can be implemented on a wide variety of memory
formats (e.g., SATA, flash, etc.).

In one embodiment, each file on a protected portion of a
drive is encrypted in a special way. In one exemplary
implementation, a 2 pass encryption is utilized. The first pass
uses a real-time decryptable algorithm so it can be played
back in real time. A second pass locks the file while access
is unauthorized (e.g., unpaid for). A file can be designated as
having a one of a variety of states at any given time. For
example, a file can be designated as locked forever and can
not be unlocked. A file can be designated as locked but
available and can be unlocked. Alternatively a file can be
designated as unlocked for everyone and a trusted machine
and user can access the file (e.g., to play back). In one
exemplary implementation, a file can be designated as
unlocked restricted and only certain users or machines can
view the content. Unlocked restricted can be restricted in a
variety of ways, including by user, by machine, limited by
time (e.g., content can be viewed until a certain expiration
date or only at certain times), or play limited (e.g., content
can only be viewed a certain number of times). If access
rights to an unlocked file “expires” the file reverts back to a
locked available designation or lock forever designation. In
one embodiment, the file also has information about price
and relock state.

After successfully participating in the file decryption
processes a trusted machine can access authorized protected
content. Unlocked content can be protected by a variety of
mechanisms. In one embodiment, after a file is unlocked it
is marked and limited to being played back on trusted
device. For example, protected content access is limited to
the trusted machine (e.g., designated with a certain ID) that
unlocked and decrypted the content. In one embodiment,
trusted devices have a limited number of output options as
determined by the protected content. Restrictions on content
output or presentation can be made in a variety of ways,
including limiting output to Macrovision protected video
output, non-digital video output or HDCP restricted digital
video output, CGMS-A protection, quality (e.g., resolution,
frequency, bits, etc.) limits on video and audio digital or
analog, and/or watermarking requirements. For example, if
a trusted machine detects a protected file has a watermark,
the watermark identification or signaling can be utilized to
determine whether a file is legitimately unlocked.

FIG. 2 is a block diagram of a computer system 200, one
embodiment of a computer system upon which embodi-
ments of the present invention can be implemented. Com-
puter system 200 includes central processor unit 201, main
memory 202 (e.g., random access memory), chip set 203
with north bridge 209 and south bridge 205, removable
protected data storage device 204 (e.g., an SCED), input
device 207, signal communications port 208, and graphics
subsystem 210 which is coupled to display 220. Computer
system 200 includes several busses for communicatively
coupling the components of computer system 200. Commu-
nication bus 291 (e.g., a front side bus) couples north bridge
209 of chipset 203 to central processor unit 201. Commu-
nication bus 292 (e.g., a main memory bus) couples north



US RE47,772 E

7

bridge 209 of chipset 203 to main memory 202. Commu-
nication bus 292 (e.g., the Advanced Graphics Port inter-
face) couples north bridge of chipset 203 to graphic sub-
system 210. Communication buses 294-297 (e.g., a PCI bus)
couple south bridge 205 of chip set 203 to removable data
storage device 204, input device 207, signal communica-
tions port 208 respectively. Graphics subsystem 210
includes graphics processor 211 and graphics buffer 215.

The components of computer system 200 cooperatively
operate to conveniently and securely provide a variety of
protected content. Communications bus 291, 292, 293, 294,
295, and 297 communicate information. Central processor
201 processes information. Main memory 202 stores infor-
mation and instructions for the central processor 201.
Removable protected data storage device 204 is a protected
information storage medium (e.g., similar to protected infor-
mation storage medium 100) and stores protected informa-
tion (e.g., functioning as a large reservoir of protected
content). Computer system 200 is utilized to present (e.g.,
display) authorized information from removable protected
data storage device 201. Input device [206] 207 provides a
mechanism for inputting information and/or for pointing to
or highlighting information on display 220. Signal commu-
nication port 208 provides a communication interface to
exterior devices (e.g., an interface with a network). Display
device 220 displays information in accordance with data
stored in frame buffer 215. Graphics processor 211 processes
graphics commands from central processor 201 and provides
the resulting data to graphics buffers 215 for storage and
retrieval by display monitor 220. In one embodiment, a
graphics processor can present information from removable
protected data storage device 204 utilizing a micro operating
system of a protection interface included in removable
protected data storage device 204 (e.g., without reliance on
central processor or other operating system).

FIG. 3 is a flow chart of content protected storage medium
creation method 300 in accordance with one embodiment of
the present invention. Content protected storage medium
creation method 300 creates a protected storage medium
(e.g., a secure content enabled disk). In one embodiment, a
significant amount of proprietary content is loaded on a
protected portion of a secure content enabled disk. The
proprietary content is protected from unauthorized access by
a protection interface included in the secure content enable
disk.

In step 310, a storage medium is partitioned into protected
and unprotected portions. In one embodiment of the present
invention, a hard disk is partitioned to reserve a percentage
of available storage space for protected content and a
percentage of available storage space for unprotected con-
tent. In one exemplary implementation, a portion of the
storage locations are reserved for a protection interface. The
portion of memory reserved for the protection interface can
be a read only portion.

At step 320, content is stored in the protected portion. In
one embodiment, a variety of proprietary content is stored in
the protected portion. For example, movies, songs, video
games and other entertainment content can be stored in the
protected portion. A variety of different proprietary content
can be “bundled” for convenient distribution on a single
storage medium (e.g., hard disk).

In step 330, a protection interface is loaded onto the
storage medium, wherein the protection interface prevents
unauthorized access to the content stored in the protected
portion. In one embodiment, the protected interface also
provides operating system functions including memory
management functions (e.g., maintains organization of files,
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directories, etc.), hardware interaction functions (e.g., con-
trol a disk drive, printer, etc.), and user interface functions.
The protected portion interface can include instructions for
providing a unified look and feel graphical user interface
(GUI) with content indicators corresponding to permissible
content stored in the protected content portion.

In one embodiment of the present invention, content is
locked when it is loaded in the protected portion. The
content can also be encrypted in the protected portion.
Instructions are included in the protection interface for
authorized unlocking and decrypting the content in the
protected portion. In addition an unlocked file can be marked
to prevent access by an untrusted machine.

FIG. 4A is a flow chart of digital rights management
method 400 in accordance with one embodiment of the
present invention. Digital rights management method 400 is
utilized to establish and modify digital rights to access
information included in a protected portion of a protected
storage medium (e.g., protected storage medium 100). For
example, digital rights management method 400 can be
utilized to control access to distributed proprietary content
loaded on a SCED.

In step 410, a protected storage medium (e.g., a secure
content enabled drive) is created with protected storage
locations and unprotected storage locations. In one embodi-
ment, creating a secure content enabled drive includes
performing a content protected storage medium creation
method (e.g., content protected storage medium creation
method 300). For example, a storage medium is partitioned
into protected and unprotected portions, proprietary content
is stored in the protected portion, and a protection interface
is loaded onto the storage medium. The protection interface
prevents unauthorized access to the content stored in the
protected portion. In one exemplary implementation, a con-
tent protected storage medium similar to content protected
storage medium 100 is created.

Initial digital rights authorization to access secure content
stored in the protected storage locations are established in
step 420. In one embodiment, establishing initial digital
rights authorization includes storing a digital rights indicator
on the protected storage medium, wherein the digital rights
indicator indicates digital rights to access information stored
in the protected storage locations. The digital rights indicator
can indicate certain files within the protected storage area
are accessible via the protection interface and certain files
are not accessible. In one embodiment, the secure content
includes movies, songs and/or video games and a digital
rights indicator indicates which movies, songs and/or video
games are accessible. For example, a SCED is loaded with
a variety of songs from a plurality of categories (e.g.,
classical music, rock and roll music, country western music,
etc.) and a digital rights indicator is set to indicate a
purchaser of the SCED is authorized to access a variety of
songs from one category (e.g., can access classical music
songs). In one exemplary implementation, the digital rights
indicator is utilized in encryption and decryption of pro-
tected information (e.g., utilized as a decryption key).

In step 430, the initial digital rights authorization to access
secure content stored in the protected storage locations are
revised. In one embodiment, revising the initial digital rights
authorization includes performing a secure content enabled
drive digital rights revision process. For example, a digital
rights indicator is altered to indicate a user can access a
variety of songs from an additional category (e.g., a user can
access both classical music songs and country western
songs). In one exemplary implementation, the digital rights
indicator is a registry key associated with the secure content



US RE47,772 E

9

enabled drive. The registry key can also be stored in a
centralized system remote from the secure content enabled
drive.

FIG. 4B is a flow chart of a digital rights management
system 470 in accordance with one embodiment of the
present invention. Digital rights management system 470
includes digital rights server 471, digital rights tracking
system 472 (e.g., a database) and bus 473. Bus 473 is
communicatively coupled to digital rights server 471 and
digital rights tracking system 472. Digital rights manage-
ment system 470 is communicatively coupled to secure
content enabled drive 490. Secure content enabled drive 490
is removable and can be locally and remotely located. For
example, secure content enabled drive 490 can be loaded
with protected content locally with an initial digital rights
setting and shipped to a remote end user and digital rights
adjusted by communicating with digital rights management
system 470.

The components of digital rights management system 470
cooperatively operate to track and modify digital rights.
Digital rights server 471 executes instructions, including
instructions for tracking and modifying digital rights to
protected content on remote secure content enabled drive
490 with a protected storage portion and an unprotected
storage portion. Digital rights tracking system 472 stores
instructions and data, including instructions for tracking and
modifying digital rights to protected content on a remote
secure content enabled drive with a protected storage portion
and an unprotected storage portion. Bus 473 communicates
information between digital rights server 471 and digital
rights tracking system 472.

In one embodiment, digital rights server 471 is utilized to
establish initial digital rights authorization to access secure
content stored in said protected storage locations. For
example, digital rights server 471 creates an initial registry
key for indicating digital rights to protected content on an
SCED (e.g., SCED 490) and utilizes digital rights tracking
system 472 to track the initial registry key information. In
one exemplary implementation, digital rights tracking sys-
tem 472 is a database and tracks digital rights indicators or
keys. For example, digital rights tracking system 472 tracks
the digital rights for each SCED and/or user. If a SCED is
damaged or destroyed, a centralized record of SCED and
user digital access rights is maintained. Digital rights server
471 is also utilized to perform a secure content enabled drive
digital rights revision process to revise digital rights on an
SCED (e.g., SCED 490).

FIG. 5 is a flow chart of secure content enabled drive
digital rights revision process 500 in accordance with one
embodiment. Secure content enabled drive digital rights
revision process 500 facilitates alteration of digital access
rights remotely. For example, if a remote user successfully
completes prerequisite authorization requirements, secure
content enabled drive digital rights revision process 500
provides an updated digital rights indicator permitting
access to protected information via a protection interface on
a protected storage medium (e.g., a SCED).

In step 510, a communication link is established for
communicating a digital rights indicator to a remote pro-
tected storage medium (e.g., SCED). In one embodiment,
establishing a communication link includes receiving a
request for a revised digital rights indicator. For example, a
digital rights server (e.g., digital rights server 471) receives
a request for a revised digital rights indicator and engages in
a handshaking protocol to establish a communication link. It
is appreciated that the present invention is readily adaptable
for utilization with a variety of communication platforms,
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including wired connection and/or wireless connection. The
communication link can be established on the Internet.

In step 520, a digital rights indicator revision authoriza-
tion process for revising digital rights to a protected storage
medium (e.g., SCED) is performed. In one embodiment, the
digital rights indicator revision process includes verifying a
request is from a valid requester (e.g., a trusted machine). A
determination is made if the valid requester has successfully
completed a digital rights purchase process. A digital rights
purchase process includes receiving an indication of
requested protected content access, forwarding a price for
the requested protected content access and determining if the
price is paid. If the valid requester has successfully com-
pleted a digital rights purchase process, a digital rights
indicator (e.g., registry key) corresponding to purchased
digital access rights is created.

In step 530 a revised digital rights indicator is forwarded
to the protected storage medium (e.g., SCED) if the digital
rights indicator revision authorization process is successful.
The digital rights indicator is loaded on the protected storage
medium for use in authorized access to protected content
included in the protected storage medium. For example, the
digital rights indicator can include a sequence of bits (e.g.,
binary logical values) utilized as a key in unlocking and
decrypting proprietary content included in a protected infor-
mation portion of a protected storage medium.

It is appreciated that the present invention can be imple-
mented in a variety of embodiments. In one exemplary
implementation the present invention can be utilized in
processing systems utilized to provide a variety of graphics
applications including video games. For example, the pres-
ent invention can be utilized to distribute content for use in
a game console, personal computer, personal digital assis-
tant, cell phone or any number of platforms for implement-
ing a video game. It is also appreciated that references to
video game application implementations are exemplary and
the present invention is not limited to these implementa-
tions.

Thus, the present invention enables secure and convenient
distribution of proprietary content on flexibly usable storage
medium. A significant amount of proprietary information
can be distributed on a protected portion of the storage
medium while regulating access to the proprietary content
and still enabling storage resources for discretionary utili-
zation by an end user. In addition to protecting information
in the protected information portion, seamless and intuitive
authorized interaction between information the protected
content and the unprotected information is permitted. A
protection interface can provide a micro-operating system
that permits authorized content presentation (e.g., video,
audio, etc.) without requirement of another operating sys-
tem.

The foregoing descriptions of specific embodiments of the
present invention have been presented for purposes of
illustration and description. They are not intended to be
exhaustive or to limit the invention to the precise forms
disclosed, and obviously many modifications and variations
are possible in light of the above teaching. The embodiments
were chosen and described in order to best explain the
principles of the invention and its practical application, to
thereby enable others skilled in the art to best utilize the
invention and various embodiments with various modifica-
tions as are suited to the particular use contemplated. It is
intended that the scope of the invention be defined by the
Claims appended hereto and their equivalents.
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What is claimed is:

1. A reprogrammable non-transitory computer readable
storage medium comprising:

an unprotected portion for storage of unprotected infor-
mation;

a protected information portion for storing protected
information, wherein said protected information por-
tion resides on a host protection area which is restricted
to access by a trusted device, wherein said computer
readable storage medium is an Advanced Technology
Attachment-5 (ATA-5) hard disk drive and each file on
said protected information portion of said ATA-5 hard
disk drive is encrypted in a [special a two pass]
two-pass encryption comprising:

a first pass encryption using a real-time decryptable
algorithm so content can be played back in real time;
and

a second pass encryption which locks files while access is
unauthorized; and

a protection interface for protecting information in said
protected information portion, wherein said protection
interface engages in a trusted device verification pro-
tocol that verifies identification information is associ-
ated with said trusted device and marks unlocked
protected information to prevent access by an untrusted
machine, wherein said mark is forwarded with said
unlocked protected information to said trusted device.

[2. A computer readable storage medium of claim 1
wherein said protection interface permits seamless and intui-
tive interaction between said authorized information in said
protected content and said unprotected information.]

3. The computer readable storage medium of claim 1
wherein said protection interface is a micro kernel and
participates in a process to unlock said protected informa-
tion.

4. The computer readable storage medium of claim 1
wherein said protection interface includes instructions that
direct a unified look and feel graphical user interface with
content indicators corresponding to permissible content
stored in said protected content portion.

5. The computer readable storage medium of claim 1
wherein said protection interface includes a digital rights
registry key that is utilized to track digital rights to said
protected content.

6. The computer readable storage medium of claim 1
wherein said protection portion includes its own partition
and encrypted file system.

7. The computer readable storage medium of claim 1
wherein said protection interface includes instructions for
participating in said trusted device verification protocol.

8. A content protected storage medium method compris-
ing:

partitioning a reprogrammable non-transitory storage
medium into a protected portion and an unprotected
portion;

storing content in said protected portion wherein said
protected portion resides on a host protection area
which is restricted to access by a trusted device,
wherein said computer readable storage medium is an
Advanced Technology Attachment-5 (ATA-5) hard disk
drive and each file on said protected portion of said
ATA-5 hard disk drive is encrypted in a [special a two
pass] two-pass encryption comprising:

a first pass encryption using a real-time decryptable
algorithm so content can be played back in real time;
and
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a second pass encryption which locks files while access is
unauthorized; and

loading a protection interface onto said storage medium,
wherein said protection interface prevents unauthorized
access to said content stored in said protected portion
and marks an unlocked file with an indicator to prevent
access by an untrusted machine, wherein said indicator
is forwarded with said unlocked protected information
to said trusted device.

9. A content protected storage medium method of claim 8
further comprising encrypting said content in said protected
portion.

10. A content protected storage medium method of claim
8 further comprising decrypting said content in said pro-
tected portion.

11. A content protected storage medium method of claim
8 wherein said protection interface provides operating sys-
tem functions including memory management functions,
hardware interaction functions, and user interface functions.

12. A content protected storage medium method of claim
8 wherein said protection interface includes instructions for
unlocking and decrypting said content in said protected
portion.

13. A content protected storage medium method of claim
8 wherein said protected portion interface includes instruc-
tions that direct a unified look and feel graphical user
interface with content indicators corresponding to permis-
sible content stored in said protected content portion.

14. A secure content enabled disk access system compris-
ing:

a secure content enabled disk, wherein said secure content
enabled disk is partitioned into a protected portion and
unprotected portion and said secure content enabled
disk includes a protection interface for limiting access
to proprietary content stored in said protected portion,
wherein said secure content enabled disk is an
Advanced Technology Attachment-5 (ATA-5) hard disk
drive, wherein said protected portion stores secure
content including protected information, wherein said
protected portion resides on a host protection area
which is restricted to access by a trusted device,
wherein each file on a protected portion of said secure
content enabled disk drive is encrypted in a [special a
two pass] two-pass encryption comprising:

a first pass encryption using a real-time decryptable
algorithm so content can be played back in real time;
and

a second pass encryption which locks files while access is
unauthorized,

wherein said protection interface permits authorized
access to said protected content via a unified look and
feel graphical user interface with content indicators
corresponding to permissible content stored in said
protected content portion; and

a processor for executing instructions, including instruc-
tions associated with interacting with said protection
interface and accessing said proprietary content.

15. A secure content enabled disk access system of claim
14 wherein access to said protected content is limited to a
trusted device.

16. A secure content enabled disk access system of claim
14 wherein said protected protection interface includes
instructions for performing operating system functions,
including memory management functions, hardware inter-
action functions, and user interface functions.

17. A secure content enabled disk access system of claim
14 wherein said processor is graphics processing unit.
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18. A computer readable storage medium comprising:

an unprotected portion for storage of unprotected infor-
mation;

a protected information portion for storing protected
information, wherein said protected information por-
tion resides on a host protection area which is
restricted to access by a trusted device in accordance
with a digital rights indicator; and

a protection interface for protecting information in said
protected information portion, wherein said protection
interface is operable to engage in a trusted device
verification protocol that verifies identification infor-
mation is associated with said trusted device and said
protection interface is also operable to engage in a
secure content enabled drive digital rights revision
process, wherein said secure content enabled drive
digital rights revision process comprises:

participating in establishing a communication link for
communicating a digital vights indicator to a remote
device;

engaging in a digital vights indicator revision authoriza-
tion process for revising digital rights to a secure
content enabled drive including a protected storage
portion and a protection interface, wherein said pro-
tection interface is a micro kernel and prevents unau-
thorized read and write access to content stored in said
protected storage portion; and

forwarding a revised digital rights indicator for said
secure content enabled drive device if said digital
rights indicator revision authorization process is suc-
cessful.

19. The computer readable storage medium of claim 18
wherein said protection interface is a micro kernel and
participates in a process to unlock said protected informa-
tion.

20. The computer readable storage medium of claim 18
wherein said protection interface provides operating system
functions including memory management functions, hard-
ware interaction functions, and user interface functions.

21. The computer readable storage medium of claim 18
wherein said protection interface includes a digital rights
registry key that is utilized to track digital rights to said
protected content.
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22. The computer readable storage medium of claim 18
wherein protection interface includes instructions for par-
ticipating in trusted device verification protocol.

23. The computer readable storage medium of claim 18
wherein each file on a protected portion of a drive is
encrypted in a two-pass encryption comprising:

a first pass encryption using a real-time decrypt able
algorithm so content can be played back in real time;
and

a second pass encryption which locks files while access is
unauthorized.

24. The computer readable storage medium of claim 18
wherein said protection interface includes instructions for
unlocking and decrypting said content in said protected
portion.

25. The computer readable storage medium of claim 18,
including said secure content enabled drive digital rights
revision process, wherein said participating in establishing
said communication link includes receiving a request for
said revised digital vights indicator.

26. The computer readable storage medium of claim 18,
including said secure content enabled drive digital rights
revision process, wherein said digital vights indicator revi-
sion authorization process comprises:

verifying a request for said revised digital rights indicator
is from a valid requester;

determining if said valid vequester has successfully com-
pleted a digital rights purchase process; and

creating a vegistry key corresponding to purchased digital
access rights if said valid requester has successfully
completed a digital rights purchase process.

27. The computer readable storage medium of claim 26,
including said secure content enabled drive digital rights
revision process, wherein said valid vequester is a trusted
machine.

28. The computer readable storage medium of claim 18,
including said secure content enabled drive digital rights
revision process, wherein said communication link is estab-
lish on the Internet.



