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MODIFICATION OF DATA PACKETS SOAS TO 
SEND THEM TO A DESTINATION WIAATHIRD 

PARTY 

0001. This application is a Division and a Continuation 
in-Part Application of U.S. Application No. 09/100,619, 
filed June 19, 1998, and entitled “METHOD AND APPA 
RATUS FOR PROVIDING FUNGIBLE INTERCOURSE 
OVER A NETWORK. 

0002) A CD ROM appendix, Appendix A, having file 
named APPA.TXT, totaling 78 kilobytes, and created on 
Aug. 15, 2001, consisting of a computer listing constitutes 
a part of the Specification of this invention, pursuant to 37 
C.F.R. Sections 1.77 and 1.96, the CD-ROM appendix being 
incorporated by reference herein for all purposes. 
0003) A portion of the disclosure of this appendix docu 
ment contains material that is Subject to copyright protec 
tion. The copyright owner has no objection to the facsimile 
reproduction by anyone of the patent disclosure, as it 
appears in the Patent and Trademark Office patent files or 
records, but otherwise reserves all copyrights whatsoever. 

FIELD OF THE INVENTION 

0004. The present invention relates in general to digital 
data networks and, more particularly, to network acceSS and 
to minimizing unauthorized interception of data and denial 
of network Services. 

BACKGROUND OF THE INVENTION 

0005 There are many networks of computers throughout 
the World and there is a need for the computers to commu 
nicate with each other acroSS the network. To provide order 
and Security, many networks require a computer wishing 
access to be authenticated before that computer is granted 
access. After establishing that the computer should be 
allowed to communicate over the network, it may be given 
an identification number So that the computer may be 
contacted by other computers on the network in accordance 
with network protocol. In general this process applies to a 
System designated as the Internet. The Internet comprises a 
network of computers that interconnect many of the World's 
businesses, institutions, and individuals. The Internet, which 
means interconnected network of networks, links tens of 
thousands of Smaller computer networks. The Internet can 
be accessed directly through telephone lines with a device 
called a modem or indirectly though a local area network 
(LAN). Most users do not have the expertise to connect their 
computers and associated equipment to the Internet and/or 
finances to have a continuous connection to the Internet. 
Thus most users access the Internet through an Internet 
Service Provider (ISP). The ISP can distribute the costs of 
necessary equipment and telephone lines to many users on 
Some time multiplexed basis. While an ISP may have access 
to only one Server and a few modems for receiving incoming 
calls from users, Some ISPs have access to hundreds and 
even thousands of modems and many Servers to interface 
between users and one or more high Speed telephone lines of 
at least DSI Standard communication capacity. 
0006. Usually the ISPs that charge the lowest prices to the 
user are the busiest and users often find that access to a low 
cost ISP is blocked by a “busy signal'. On the other hand, 
a user of the high priced ISPs seldom encounters busy 
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Signals. The high priced ISPs have fewer customers, can 
afford to add modems as needed and are not confronted with 
Suddenly increased demands on equipment capacity. 
0007 Some ISPs use less expensive (i.e. slower rate, 
poorer quality or lower capacity) telephone lines or equip 
ment to provide low cost and as a result the data transmis 
Sion rate of communications between the user and the 
Internet may be substantially less than the capability of the 
uSerS modem. Many Sets of information on the Internet, Such 
as Web pages, include pictures, pointers to other pages, 
music etc, that require large amounts of data to be trans 
mitted for ultimate display. When a user is attempting to 
acceSS material requiring the transmission of large Volumes 
of data, a low data transmission rate equates to a long time 
spent waiting to obtain that data. 
0008. When a user first installs software in a computer to 
be used in connecting the computer to a given ISP, many 
items of information need to be provided to the software 
before the user can communicate with the ISP and be 
connected to the Internet. While Some of the information 
Such as the Specific communication port to be used (i.e. 
com1 or com2) and the modem type used in the computer 
would be universal and would be identical regardless of the 
ISP used, other information is ISP specific. ISP specific type 
information would include the ISP dial-in number, a Pass 
word Authentication Protocol (PAP) identification number 
and a PAP password for that ISP. 
0009. Different ISPs provide different services to users. 
Some ISPs (no or low service) may offer only a connection 
to the Internet without technical help to a user connected to 
that ISP and further without any additional features. Other 
ISPs (full service) may offer many features such as ency 
clopedia type information, interactive games, access to 
otherwise costly databases, etc. 
0010 Auser in a commercial environment may operate a 
computer that is connected to a LAN and also is connected 
to a modem. There are often busineSS considerations that 
require Some communications with the Internet be accom 
plished through the LAN and other, especially personal, 
communications be accomplished through a modem. If a 
Single Software entity Such as a browser is used for both 
types of Internet connection, Several items of information 
need to be altered with the accompanying chance for error 
and frustration of the user. 

0011 When a computer is subjected to stress such as by 
a large and Sudden variation in Supply voltage (i.e. an 
electrical Spike), there may be corruption of data in the 
Software and/or data banks of the computer. When such 
corruption concerns the data needed to communicate with 
the Internet, a considerable amount of time is often required 
to ascertain the cause of the failure to attain communication 
and further time is required to correct the problem. 
0012 Some Internet users are highly mobile and may 
need to access the Internet from various locations, Some of 
which locations do not have a local phone number for 
communicating with the normally used ISP. Such a user 
either must pay the cost of a long distance call or acceSS a 
different ISP after modifying the appropriate data the oper 
ating System's networking, dial-up-networking, or commu 
nications properties used to accomplish Such access. Such 
modification always invites a chance for erroneous data 
entry in the process and the accompanying time required to 
rectify the Situation. 
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0013 Another problem related to network use is related 
to electronic mail which terminology is popularly Shortened 
to email. Email is used to quickly communicate with other 
users of connected network terminals. The process is nor 
mally accomplished by Sending a set of data including a 
header portion, a message body and Sometimes one or more 
file attachments. Typically, the header contains the name of 
the recipient in a TO line, the sender in a FROM line and a 
subject in a SUBJECT line. Even if the message body and 
the attachments are Scrambled or otherwise encrypted a 
persistent entity monitoring the email being Sent to and from 
a given terminal may glean considerable information from 
the Subject matter listed and from the number of messages 
Sent between same parties. This information is typically sent 
in clear text (unencoded) to facilitate the delivery of email 
to the proper temporary Storage facility, normally a post 
office box like repository of the service provider of the 
recipient, until Such time as the recipient retrieves the email 
from the Service provider. The recipient also uses the header 
information in determining priority of messages to be read. 
0.014) A further problem is third party mail relay. This is 
a process whereby junk emailers use a Service System other 
than their own to Send massive amounts of mail without 
paying for the Service. The massive amount of mail can So 
overload the System that an invaded System can crash, 
overload or otherwise be damaged. This overload is termed 
in the art as a denial of Service attack. The overall proceSS 
of Sending massive amount of junk email is termed "spam 
ming”. The third party mail relay process is also used to 
bypass other Systems filters which are set up to block mail 
from the junk emailers System. 
0.015. In view of the above, there exists a need to quickly 
and easily access the Internet from various locations, being 
able to access ISPs providing different types of services, 
using various adaptors (ie modem or LAN card) and being 
able to choose whether preference should be given to items 
Such as cost and quality of Service, without the user having 
to be concerned about correctly modifying associated data 
and parameterS Such as phone numbers, IDS, passwords etc 
used by the Internet software. 
0016. There is a further need to be able to send email to 
others in a manner which minimizes the possibility that 
unauthorized entities may be able to retrieve Significant data 
from email header information. 

0.017. Also there is a need to prevent junk emailers or 
other unauthorized parties from using the third party mail 
relay process in connection with a network Service System. 

SUMMARY OF THE INVENTION 

0.018. The present invention comprises a method of and 
apparatus for simplifying the process of access to a network 
for a roaming computer user, divides the responsibility of 
Servicing a given user wanting to access the network 
between multiple parties and minimizes the possibility of 
improper dissemination of email header data as well as 
improper use of network resources (including Server Sys 
tems) by non-clients. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.019 For a more complete understanding of the present 
invention, and the advantages thereof, reference is now 
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made to the following descriptions taken in conjunction with 
the accompanying drawings, in which: 

0020 FIG. 1 illustrates signal communication paths 
between clients, ISPs and network access providers; 
0021 FIG. 2 illustrates in more detail the software inter 
action between a client and an acceSS Service provider; 
0022 FIG. 3 illustrates a flow diagram of an installation 
procedure of the client dispatch application; 
0023 FIG. 4 illustrates a flow diagram of a registration 
procedure of the client dispatch application; 

0024 FIG. 5 illustrates a flow diagram of a regular use 
procedure of the client dispatch application; 

0025 FIG. 6 illustrates a flow diagram of a manual 
update procedure of the client dispatch application; 

0026 FIG. 7 illustrates a flow diagram of a multi-dial 
procedure of the client dispatch application; 

0027 FIG. 8 illustrates a plurality of MOT (a computer 
Script language) potential processes; 
0028 FIG. 9 is a block diagram of a storage medium 
comprising the client dispatch application for causing a 
computer to function in accordance with the present inven 
tion; 
0029 FIG. 10 comprises a simple diagrammatic showing 
of how the present invention may be used in combination 
with browser plug in Software to minimize unauthorized 
Viewing of email messages, 
0030 FIG. 11 provides more detail for illustrating the 
process of FIG. 10; 
0031 FIG. 12 shows details of sender plug-in software 
process for email transmission that is more Secure than that 
shown in FIG. 11; 

0032 FIG. 13 shows details of the process of FIG. 12 at 
a third party site; 
0033 FIG. 14 shows details of the process of FIG. 12 at 
a recipient Site, 
0034 FIG. 15 shows the process of FIG. 12 as applied 
to a changeable internal database; 
0035 FIG. 16 illustrates a an example of a customized 
button bar that may be generated using the MOT script in 
accordance with the teachings of this invention; 
0036 FIG. 17 Summarizes the Software installation pro 
ceSS of a client users System that wishes to access the present 
invention: 

0037 FIG. 18 provides a graphic description of the 
procedure used by a client in testing the installed Software by 
Selection a location from which to access the components of 
the present invention; 
0038 FIG. 19 further illustrates the network test and 
client System update procedure; 

0039 FIG. 20 illustrates the system interaction for pro 
Viding client registration with the inventive System; and 

0040 FIG. 21 provides additional illustrative material 
for the interaction of the client Systems Software and the 
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components of the inventive System in obtaining general and 
anonymous access to the System. 

DESCRIPTION OF THE INVENTION 

0041. The entire contents of Provisional Patent Applica 
tion Serial No. 60/050,186, entitled: “Multi-User Internet 
Dispatch System,” filed on June 19, 1997, including appen 
dices, are incorporated herein by reference for all purposes. 
0042. It should be noted that the present invention applies 
to any network or interconnected Set of networks. However, 
Since the Internet is a well known example of an intercon 
nected Set of networks, Internet terminology and interaction 
examples will be used in the explanation of this invention. 
0043. The present invention solves all or some of at least 
ten problems: 

0044) 1 Eliminates the need for a computer user to 
configure and reconfigure computer networking Soft 
ware for network access through a multiplicity of ISPs 
and Network Access Providers (NAP) (companies 
which own the telephone networks and modem banks 
such as AT&T, GTE, UUNet, PSI, etc.). 

0045 2 Allows a Network Re-seller such as an Internet 
Service Provider to offer network access via a multi 
plicity of Network Access Providers based on cost, 
location, availability, reliability, etc. 

0046 3 Allows a Network Re-seller to balance net 
work loads through a multiplicity of Network Access 
Providers and acroSS a multiplicity of network com 
puter Servers. 

0047 4 Eliminates the need for a computer user to 
know or configure network access telephone numbers 
or network access protocol identification numbers. 

0048 5 Eliminates the need for a computer user or 
mobile computer user to reconfigure remote network 
acceSS Software to connect to a network from a remote 
location. 

0049 6 Allows multiple users to use a single computer 
each with their own unique networking attributes and 
unique network identity. 

0050 7 Allows separate and distinct identifications 
(ID) and passwords for different services and network 
functions such as PAP IDs and PAP password, Email ID 
and password, etc. 

0051 8 Provides a user with true network anonymity 
by assigning independent non-user Specific identifica 
tions and passwords for Such things as PAP authenti 
cation, FTP and Email logins, News Server logins, and 
network Server logins. 

0052 9 Provides Email anonymity by transmitting and 
receiving all email through a third party (broker) 
wherein, if appropriate, aliases may be used for all 
un-encrypted data and these aliases may be changed 
periodically by the System in a manner transparent to 
the user. 

0053) 10 Eliminates third party email relay (SPAM 
MING) by transparently authenticating each user-Sys 
tem prior to giving access to a Sendmail Server. 
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0054. This invention relates to network connections, such 
as the Internet, and allows Systems to be independently, 
transparently and dynamically connected or reconnected to 
a network based upon any number of attributes Such as user 
or group identity, cost, availability, reliability, etc. Further 
this invention Supports many types of physical connections 
Such as telephone dial-up connections, ISDN connections, 
Ethernet, and other local area networking connections. It 
should be noted that while Internet terms such as ISP are 
used throughout this description, the invention is operable 
with any network or portion of any network and thus terms 
such as NSP (Network Service Provider) have been coined 
for use in the claims to identify similar or analogous Systems 
and devices. 

0055 A traditional network connection requires someone 
skilled in the art of computer networking to Setup and 
configure both network related hardware (Such as modems 
or Local Area Network cards (Ethernet, Token-ring or other 
cards) and network Software. The invention eliminates the 
need for Such network configuration skills. 
0056. The invention configures and reconfigures network 
related Software to Support multiple users with multiple 
network protocols and/or multiple networks using the same 
protocol without the need of any computer network con 
figuration skills and further allows the configuration to be 
changed or modified dynamically without any user inter 
vention. 

0057 The principles of the present invention and their 
advantages are best understood by referring to the illustrated 
embodiment depicted in FIGS. 1-21 of the drawings, in 
which like numbers designate like parts. 

0058. The invention includes software which is some 
times referred to as middle-ware because it resides between 
an electronic device operating System and the end-users 
interface. The inventive Software has all the attributes of 
middle-ware as it configures and manages network commu 
nication equipment Such as modems and Ethernet cards, 
network protocols such as the Transmission Control Proto 
col/Internet Protocol (TCP/IP), and the associated interfaces 
between the communication equipment, network protocol 
and the computer's operating System for each individual 
user or groups of users. 
0059) Now referring to FIG. 1, there is illustrated a 
plurality of Internet service providers (ISP1 through ISPx) 
102a, 102b connected to a network 100 (sometimes referred 
to as the Internet). AS will be appreciated, an Internet Service 
provider (ISP) provides access for one or more users 110a, 
110b to the Internet 100 through a physical interface. The 
term “internet Service provider” includes network access 
providers (NAPs) and Network Service Providers (NSPs) as 
well. In general terms, a user 110 connects to the ISP 102 via 
a communications link and the ISP 102 provides connection 
to the Internet 100. As will be appreciated by many users of 
the Internet, the ISP typically has many modems accessible 
from a limited number of telephone numbers. Each of these 
modems has an assigned internet protocol (IP) address and 
normally an assigned DNS name. Such assigned names and 
(IP) addresses will look Something like 
“1cust239.tnt.or11.da.uu.net” and 208.250.77.239 respec 
tively. When a user contacts the ISP, the user is connected to 
the next available modem and the IP address of that modem 
becomes the IP address of that user for the remainder of that 
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connection Session. The user 110 may include a single 
computer, group of computers, local area network, or a 
larger network connected to the ISP 102 via a communica 
tions link. However, in most applications, the user 110 will 
include a single user requesting access time to the Internet 
100. 

0060. The present invention provides a means for trans 
mitting ISP-specific access information to a user 110 via a 
communications link (preferably, the Internet 100) that 
allows the user 110 to gain access to the Internet 100 through 
a selected one of the plurality of ISPs 102. 
0061. To begin the process of the present invention, the 
user 110 installs (downloads) a client dispatch application 
program 200 (see FIG. 2) that furnishes the user 110 with 
one or more ISP acceSS telephone numbers, one or more 
valid test and Registration Password Authentication Proto 
col (PAP) identification (ID) numbers, and a valid PAP 
password associated with a predetermined one of the ISPs 
102. The client dispatch application 200 will be described in 
more detail further below. The access information allows the 
user 110 to authenticate the user's right to connect to the 
Internet via the predetermined ISP 102. The access infor 
mation mentioned comprises the previously mentioned 
access telephone number, the PAPID, the PAP password and 
additional ISP-specific information required by the user 110 
to gain access to the Internet 100 via the predetermined ISP 
102 (collectively, ISP-specific configuration information) is 
initially provided by the client dispatch application 200. In 
addition, the client dispatch application 200 provides basic 
configuration and initialization information (installation and 
configuration) to the user's computer to configure and 
manage the network communication equipment, network 
protocols and the associated interfaces needed to develop the 
capability to access the Internet 100, regardless of the 
particular ISP. 
0.062. After the client dispatch application 200 is installed 
and the initial ISP-specific information is known, the client 
dispatch application 200 causes the user 110 to automati 
cally transmit access information to the predetermined ISP 
102 (ISP1 102a or ISPX 102b). The line of communication 
through which the acceSS information is transmitted to the 
predetermined ISP 102 by the user 110 (USER1. 110a or 
USERX 110b) is identified by the reference numerals 111a, 
111b, 115a, 115b, depending on the particular user (USER1 
110a or USERX 10b) and the particular ISP (ISP1 102a or 
ISPX 102b). Upon receipt of the access information, the ISP 
“authenticates the user 110. The ISP 102 checks to See 
whether the PAP ID and PAP password received from the 
user is valid. It will be understood that the authentication 
process performed by the ISP 102 utilizes one or more 
appropriate methods (Such as Remote Authentication Dial 
In User Service (RADIUS)) which are normally associated 
with an authentication Server running a database at the ISP, 
Network Service Provider (NSP) or the NAP. If the PAP ID 
and/or PAP password are not valid, the ISP 102 will dis 
connect the user or notify the user that the PAP ID and/or 
PAP password is invalid. If valid, the user 110 and the ISP 
102 create a point-to-point protocol (PPP) (i.e., communi 
cations connection) which is identified in FIG. 1 by refer 
ence numerals 112a, 112b, 116a, 116b, depending on the 
particular user (USER1. 110a or USERX 110b) and the 
particular ISP (ISP1 102a or ISPX 102b). The PPP allows 
the ISP 102 to transmit/receive information to/from the user 
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110. As a result, the user 110 is given access to the Internet 
100 and the ISP generates an internet protocol (IP) address 
to uniquely identify the user on the Internet 100. The 
particular IP address assigned to the user 110 depends on the 
IP addresses that are available and assigned to the particular 
ISP 102 to which the user 110 is connected. An IP address 
is presently 32 bits and is normally represented with four 
decimal numbers each ranging from 0 to 255 (e.g. 
128.54.28.200) where each decimal number represents one 
byte of the 32 bits. 
0063. In accordance with the present invention, an Inter 
net Service provider access Service or ASP (Access Service 
Provider) 106 is connected to the Internet 100. The external 
location, or physical address of the acceSS Service 106 is 
defined by a predetermined and unique address (i.e., IP 
address). After the user 110 gains access to the Internet 100 
via one of the ISPs 102, the client dispatch application 200 
resident in the user's computer transmits a data message to 
the access service 106 through the Internet 100 using the 
predetermined address of the access service 106. This data 
message is sent via a path identified as TCP/IP 120 or 
TCP/IP 122, depending on the particular ISP 102 to which 
the user 110 is connected for access to the Internet 100. The 
communications link protocol used for Internet 100 com 
munications is defined as Transmission Control Protocol/ 
Internet Protocol (TCP/IP) and is well known in the art. As 
will be appreciated, other network communications proto 
cols and Standards may be used during the present or in the 
future by the present system invention due to the flexibility 
provided in the use of multiple databases to Store various 
types of data. The data message transmitted from the user 10 
and received by the access service 106 contains information 
about the user, including the user's identification and 
address, current PAP ID, time stamp information, and ver 
sion information of the client dispatch application 200 
operating on the user's computer, etc. In response to the user 
information received, the access Service 106 transmits an 
acceSS information data message that includes access infor 
mation for a particular ISP 102. The access information is 
specific to a dial-in telephone number of a particular ISP 102 
and, upon receipt by the user 110, allows the user to gain 
access to the Internet 100 via that particular ISP 102. The 
ISP-specific access information includes an ISP phone num 
ber (for dial-in to the ISP), a PAP ID for the ISP 102, and a 
PAP password for the ISP 102, and may also include default 
routing information (i.e., gateway address information), 
default directory information (including domain name 
server information), sub-protocols for the PPP for the ISP 
102, and configuration information for the hardware (i.e. 
modem) of the ISP 102 (to configure the user's modem), 
Such as data compression information and Speed. The ISP 
Specific information may also include Service option defaults 
such as Email IDs, POP protocols and browser information. 
The PAP ID may or may not be sent depending on the 
current PAP ID information transmitted from the user 110 to 
the access Service in the data message (e.g., if the current 
PAP ID and the new PAP ID are the same, a new PAP ID 
does not need to be sent). 
0064. After receiving the ISP-specific access informa 
tion, the client dispatch application 200 may disconnect the 
user 110 from the current ISP 102 and automatically dial and 
reconnect the user 110 to the desired ISP 102 associated with 
the ISP-specific acceSS information. AS will be appreciated, 
the desired ISP 102 may be another ISP or may be the same 
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ISP to which the user was previously connected, depending 
on the attributes of the particular ISP desired to be used for 
access to the Internet 100. If the ISP phone number (for 
dial-in to the ISP) and a PAP ID received with the new 
access information, refer to the same ISP, the client dispatch 
application 200 will not disconnect the user 100 and the 
user's Session will continue uninterrupted. 

0065. The access information data message includes the 
information necessary (PAP ID, PAP password, and other 
information if needed) to access a desired ISP 102 and, may 
include information for a plurality of desired ISPs 102, or 
multiple PAP IDs and PAP passwords for a desired single 
ISP. It will be understood that more than one access infor 
mation data message packet may be utilized and transmitted, 
each packet containing a portion of the information packet 
or each may contain acceSS information for a specific ISP 
102. 

0066. The access service 106 offers Internet 100 access to 
the user 110 via a plurality of ISPs 102 based on cost, 
location, availability, reliability, etc. Based on the geo 
graphic location of the user, the access Service 106 identifies, 
to the user 110, one or more ISPs 102 that provide local 
access availability (via local telephone numbers or toll free 
numbers) and provide the user 110 with information needed 
to access one of the identified ISPs (using the ISP-specific 
access information). For desired low cost operation, the 
access service 106 identifies the ISP 102 that provides the 
lowest cost access service through which the user 110 may 
access the Internet 100 from the identified ISP 102 at the 
user's location. For the reliability operation, the acceSS 
service 106 identifies one or more ISPs 102 that provide the 
highest reliability of connecting through which the user 110 
may access the Internet 100 from the identified ISPs 102 at 
the user's location. For the availability operation, the acceSS 
service 106 periodically receives availability information 
from each of the plurality of ISPs 102. In response to this 
information, the access service 106 identifies one or more 
ISPs 102 that provide the highest availability through which 
the user 110 may access the Internet 100 from the identified 
ISPS 102. 

0067. As will be appreciated, the location operation, 
reliability operation, and availability operation may each 
provide to the user 110 the identity of multiple ISPs 102 or 
multiple dial-in numbers for a particular ISP 102 whereby 
the user 110 will attempt connection in order of priority. For 
example, the user 110 may attempt access to a first ISP 102 
contained in a list of multiple ISPs 102 that have been 
identified based on availability or reliability. If a connection 
is not successful with the first ISP 102, the user 110 will next 
try a second ISP 102 in the list, and so on, until a connection 
made. In another mode of operation example, the user 110 
may attempt access to a first ISP 102 utilizing a first dial-in 
number contained in a list of multiple dial-in numbers for the 
first ISP 102 that have been identified based on availability 
or reliability. If a connection is not successful with the first 
dial-in number, the user 110 will next try a second dial-in 
number in the list, and So on, until a connection is made. 
Further a combination of multiple ISPs 102 and multiple 
dial-in numbers may be used. 

0068. Now referring to FIG.2, there is illustrated a block 
diagram of the access Service 106 connected to the Internet 
100 and a block diagram of the user 110 connected to the 
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Internet 100 via the ISP 102. The user 110 may be a 
computer System that includes the client dispatch application 
200 and the computer's operating system 202, as well as a 
registry or initialization file(s) 212, a physical adaptor file(s) 
214, and a protocol file(s) 216. The files 212, 214, 216 are 
operating System files (System configuration files) that pro 
vide the user 110 with system configuration information for 
Supplying the basic capabilities needed to Successfully con 
nect the user 110 to a network, Such as the Internet 100. The 
client dispatch application 200 correctly configures and Sets 
the system configuration files 212, 214, 216 with the nec 
essary System configuration information, including network 
protocols, adapter information, IP addresses, domain name 
System (DNS) server addresses, gateway addresses, other 
operating System binding functions, dynamic host control 
protocol options, and any other System options. AS will be 
appreciated, the System configuration information necessary 
for the user 110 to access the Internet 100 is well known in 
the art. 

0069. The user 110 also includes several databases for 
Storing information, including a phone database 204, a 
network Services database 206, a button bar database 208, 
and a user database 210. AS will be appreciated, the data 
bases 204, 206, 208, 210 may be combined into a single 
database, may be separate, and/or may be relational. Gen 
erally, the client dispatch application 200 includes the data 
bases, or generates the databases and Stores pre-loaded 
information into the databases upon installation of the client 
dispatch application 200 on the user 110 computer. 

0070 The phone database 204 includes one or more 
dial-up telephone numbers for the access location(s) of each 
of the ISPs 102. Each dial-up number entry includes asso 
ciated information including on-off field data, State (or a toll 
free number), city, dial-up telephone number, type of 
modems Supported (analog or digital), whether the number 
is available for registration, identity of the ISP that owns the 
dial-in number (ID for provider), Sequence number (order 
for putting number in a specific area). Some of the foregoing 
data is access information. An example of Some of the 
contents of the phone database 204 and its data entries is Set 
forth in Appendix A which is hereby incorporated by refer 
CCC. 

0071. The network services database 206 includes access 
information for each dial-in number contained within the 
phone database 204. Each of the stored dial-in numbers is 
associated with an ISP 102. The access information for each 
dial-in number (for a particular ISP) includes one or more 
PAP IDs, one or more PAP passwords, default routing 
information (i.e., gateway address information), default 
directory information (including domain name server infor 
mation), sub-protocols for the PPP, and configuration infor 
mation for the hardware (i.e. modem of the ISP) to configure 
the user's modem, Such as data compression information 
and speed. The network services database 206 may also 
include Service option defaults. Such as Email IDS and the 
POP protocols and browser information associated with the 
dial-in number. The network Services database 206 also 
includes the basic configuration and initialization informa 
tion necessary to configure and manage the network com 
munications equipment, network protocols and associated 
interfaces for the user 110 for basic communications 
between the user 110 and the Internet 100. In addition, the 
network Services database 206 includes information relating 
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to the type of Service (type of account) requested by the user 
110, such as the “lowest cost service', the “highest reliabil 
ity service', the “most reliable service', or combinations 
thereof, plan pricing and descriptions, and includes infor 
mation identifying one or more primary processes to be 
performed by the client dispatch application 200. As will be 
appreciated, Some of the information in the network Services 
database 206 and the phone database 208 may overlap. An 
example of the network services database 206 and its data 
entries is set forth in Appendix A which is hereby incorpo 
rated by reference. 
0072 The button bar database 208 includes information 
related to button bar creation and modification. All functions 
may be initiated through the human interface-a Toolbar 
(also described in the art as a button bar and basic examples 
of which may be found in many present day computer 
applications). The Toolbar of the present invention has some 
unique properties as it can be dynamically changed or 
updated via a Pinger process or a MOT script. As defined in 
this application and as will be described in more detail later, 
a Pinger process comprises an entity that acts transparently 
as a "services' coordinator to provide and/or administer the 
following: 

0073 1. Heartbeat service to help maintain network 
connectivity with a client. 

0074 2. Authentication services that securely 
authenticate client access to email, commerce, and 
other public and private network Servers and Ser 
Vices. 

0075 3. Update services that can perform client 
Software, database, and maintenance Services during 
periods of inactivity. 

0.076 The Pinger entity, as suggested above, has, as one 
of its functions, the responsibility of providing database 
updates to the client user. When a MOT script is used, it can 
be part of an E-mail message, an HTTP web document 
download and So forth, which transparently automates the 
Toolbar update. The Toolbar can be integrated with ticker 
tape which can spawn MOT scripts, URLs, or execute 
programs. Each Toolbar button may be programmed with a 
function in the button bar database 210. The Toolbar reads 
a plurality, for this example five, of attributes from the 
button bar database 210: 

0.077 1. Caption-Title or Button Name. 
0078 2. Enabled-Enables or disables the button 
function 

0079 3. Execution Type-This attribute supports 
the following types and further determines if the fifth 
attribute read by the toolbar would be “Execute File” 
(5a) or “URL" (5b) 
0080) DDE to a URL 
0081. DDE to a URL without going online 
0082 Launch a Program or Script 
0083. Launch a Program or Script and wait to 
complete before continuing 

0084 Go online and then launch a program or 
Script 
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0085 Change Preferences 
0086) Change Passwords 
0087 Display Account Information 
0088 Set Dialing Properties 
0089 Execute a MOT script 
0090 Jump to another Tab or Button on the 
Toolbar 

0091 Reload the Toolbar's Tabs and/or Buttons 
0092 4. Hint-Button functionality description 
0093 5a. Execute File-Command line of file to be 
executed 

0094) 5b. URL-URL for a browser to open 
whether remote or local 

0.095 When a user clicks on one of the Toolbar functions 
or the Ticker tape, the appropriate procedure is started. For 
example, if a button is programmed to go to the USAToday 
(button Caption) web site the Execution type would be set to 
“DDE to a URL and the “URL” would be set to something 
similar to http://www.usatoday.com/ and the “Hint” would 
be set to something similar to “Open to XXXXXXXXX 
Web site for the latest news. 

0096. As will be appreciated, a MOT script defines how 
to build a button bar using the button bar database 210 and 
its database entries. The MOT script is typically associated 
with a Web page and when the user 110 clicks on the Web 
page, the MOT script associated with the Web page is read 
back by the client dispatch application 200. The client 
dispatch application 200 uses the particular MOT script and 
the button bar database 210 information and builds the 
button bar automatically according to the MOT Script speci 
fications. An example of the button bar database 208 and its 
data entries is Set forth in Appendix A which is hereby 
incorporated by reference. 
0097. The user database 210 includes information related 
to the user 110, Such as name, address, phone numbers, 
billing information, Email ID and Email password, type of 
account, and unique PAP ID and PAP password, if appli 
cable. It will be understood that the user database 210 may 
be merged into the network services database 206. An 
example of the user database 210 and its data entries is Set 
forth in Appendix A which is hereby incorporated by refer 
CCC. 

0098. The access service 106 is connected to the Internet 
100 and is defined by a predetermined and unique address 
(i.e., IP address). The access service 106 includes one or 
more network servers/databases 220. It will be understood 
that access Service 106 includes a computer System having 
one or more processors, memory, and Support hardware (all 
not shown in this figure) for processing and storing infor 
mation and data communications. The network/databases 
220 store information relating to the user(s) 110, including 
the same information that is (or would normally be) in the 
user database 208, and also includes Session keys (transac 
tion keys) billing data, connection history data, ISP-specific 
acceSS information, and information about what procedures 
a user 110 has performed, and the like. Specific functions of 
the access service 106 have been described in the foregoing 
and will be described in more detail below. The Pinger entity 
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may be a part of the access service provider 106 or it may 
be separate. For the present discussion, it will be assumed to 
be part of the access service provider 106. 
0099] After the user 110 connects to the Internet 100 via 
a predetermined ISP 102, the client dispatch application 200 
dispatches an initial “pinger” message to the acceSS Service 
106 via the Internet 100. Included within the pinger message 
is header information that includes the current user ID, 
account owner ID, PAP ID, the current IP address assigned 
to the user 110, Group ID, the users system's current time, 
database (204, 206, 208, 210) revisions levels, client dis 
patch application 200 and other related Software revision 
levels. 

0100 All communications between the client dispatch 
application 200 and the access service 106 take place 
through a process identified as the Pinger. The Pinger 
provides Secure and unsecure periodic bidirectional com 
munication between the user 110 and the access service 106. 
The functions of the Pinger are as follows: 
0101 Read, Write or Update any entry in any of the 
databases 204, 206, 208,210 of the user 110 and any of the 
databases 220 of the access service 106 and further initiate 
a Secondary transmission when appropriate. 
0102) Execute a program or script with command line 
entries if appropriate. 

0103 Save a file or script and further initiate the execu 
tion of the file or Script when appropriate. 

0104 Continue Transaction. 
0105. With these functions, the client dispatch applica 
tion 200 can request database updates or save files for 
execution later, and the access Service 106 can initiate 
events, database updates, or Save files for execution later. 
The Pinger process also provides a “heartbeat” mechanism 
to prevent the premature disconnection of the user 110 from 
the network by an ISP 102. That is, many ISPs 102 have a 
modem inactivity timeout interval that disconnects users 
after Some short interval of time if there has been no network 
activity during that interval of time. The heartbeat function 
is programmable and, in the preferred embodiment, is Set at 
five minutes during the user's first three hours of connection 
time and increases by five minutes each half hour thereafter. 
In the heartbeat function, the client dispatch application 200 
transmits the user's ID to the access service 106. 

0106 The pinger is initiated by the client dispatch appli 
cation 200 upon connection to the network 100. The client 
dispatch application 200 transmits header information to the 
access server 106 using the IP address of the access server 
106. The header information includes the current user ID, 
account owner ID, PAP ID, the current IP address assigned 
to the user 110, Group ID, the users system's current time, 
database (204, 206, 208, 210) revisions levels, and client 
dispatch application 200 and other related software revision 
levels. With this information, the access server 106 deter 
mines whether a user 110 is making two connections while 
only paying for one and thus needs to be disconnected, or is 
a user 110 that needs a database or file update. The Continue 
Transaction function provides a mechanism to partially 
transmit data and commands over multiple Sessions (Suc 
cessive connections by the user 110 to the network 100) 
without having to restart the transaction from the beginning. 
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0107 While the pinger process (transparent to the user) 
allows the client dispatch application 200 and the access 
service 106 to interact and download database updates (or 
other information) to the user 110, there is an alternative way 
to provide the updates to the databases, etc. at the request of 
the user 110. The access service 106 may provide a Web 
page whereby when the user 110 clicks on the Web page, a 
MOT script and other data associated with the Web page is 
transmitted from the Web page site to the client dispatch 
application 106. This gives the user 110 the capability to 
request a data update (or to receive other information). 
Alternatively a MOT script and other data can be transmitted 
via an email message, an FTP (file transfer procedure) site 
or other Similar networking Storage and transport mecha 
nism to the client dispatch application. 

0108. The Script Language used by the Pinger and else 
where in this application for patent is designated by the term 
MOT (see FIG. 8). MOT is not, however, an acronym for 
anything meaningful. The Script language is an interpretive 
language which is Stored in an encrypted file from which the 
interpreter reads to initiate the MOT client dispatch appli 
cation. The MOT client dispatch application can read and 
write database (db) entries, Operating System initialization 
file entries (INI and Registry Files), and ASCII Text files. 
Further, the MOT client dispatch application can spawn 
executable programs, network connection, AWKScripts, and 
other MOT scripts. 

0109) Now referring to FIGS. 3 through 7, there is 
illustrated the process of the client dispatch application 200. 
The flow diagrams of FIGS. 3-7 are representations of 
closed-loop programming (structured programming). The 
client dispatch application 200 performs five primary pro 
cedures or functions asset forth in the CASE block. These 
include the installation, registration, regular use, manual 
update, and multi-dial procedures. Within the multi-dial 
procedure are Several Sub-functions defined as the low cost, 
reliability, location, availability, busy-Sequence, and Single 
dial/multi-login Sub-functions shown and explained Subse 
quently in connection with FIG. 7. The client dispatch 
application 200 manages the procedures based upon data 
from one or more databases of the access service 106 or 
other inputs received from the access service 106, the user's 
databases 204, 206, 208, 210, and/or the user's computer 
operating System files. It will be understood that databases 
and database information may be encrypted to prevent a user 
from tampering with entries contained therein. 

0110. Now referring to FIG. 3, there is illustrated a flow 
diagram of an installation procedure 300 of the client 
dispatch application 200. The procedure 300 starts by read 
ing information from the network services database 206. The 
network services database 206 forms part of the software 
package which is loaded into a network acceSS device, Such 
as the user 110 (computer). The network services database 
206 includes basic configuration and initialization informa 
tion necessary to configure and manage the network com 
munication equipment, network protocols and the associated 
interfaces between the communication equipment and net 
work protocols and the computer's operating System. 

0111. After the network services database 204 is read, the 
user's operating System files (which in the case of a Win 
dows operating System comprises Registry and INI files, 
Protocol files, and Physical Adapter files) are examined to 
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determine if any networking options have been installed and 
whether or not the files, if installed, are correct and config 
ured properly as part of the “No Protocol” decision block. If 
no Protocol or Adapter has been installed, the “True” path 
will be followed whereby the Installation function will 
configure the Adapter and necessary Protocol to Successfully 
connect the user 100 to a network Such as the Internet 100. 
If the Protocol or Adapter that is installed is misconfigured, 
the “False” path will be used whereby the Installation 
function will reconfigure the Adapter and necessary Protocol 
to successfully connect the user 100 to a network such as the 
Internet 100. As part of the configuration process, it may be 
noted that the correct configuration for utilization of the 
TCP/IP Protocol would include configuring and setting the 
proper Operating System Registry and INI (initialization) 
files with the necessary Protocol configuration information 
in instances where the operating System is a version of 
windows. Such information includes: IP addresses whether 
Statically or dynamically assigned, Domain Name System 
(DNS) name server addresses whether statically or dynami 
cally assigned, Gateway Addresses whether Statically or 
dynamically assigned, Other operating System Binding func 
tions, Dynamic Host Control Protocol options, Windows 
Internet Naming Service (WINS) options whether statically 
or dynamically assigned, and the assignment of Such Pro 
tocol functions to be utilized by the appropriate Adapter. The 
function of configuring or reconfiguring is executed near the 
beginning of each of the five primary procedural (300, 400, 
500, 600, 700) tasks of the client dispatch application 200 to 
ensure Successful operation of a network connection even 
for those instances where a computer user accidentally 
misconfigures their System and thereby makes networking 
inoperable. 

0112 After the successful configuration of both the 
Adapter and the Protocol, the procedure 300 proceeds to the 
“Which Adapter” decision block. The appropriate adapter is 
utilized which is either the adapter pre-programmed into the 
network services database 206 (if available) or if there is 
only one Adapter then it will be used. If the Adapter is a 
Modem, the “Modem” path will be followed to read from 
the network Services database 204 to determine if the user 
110 chooses a dial-in location under the case of “User 
Look-up' or if the modem Shall be programmed to dial a 
“Pre-Defined” dial-in phone number reference in the net 
work services database 204 and stored in the phone database 
204. If a database entry in the network services database 206 
is set to allow the user 110 to choose a dial-in location, then 
the user 110 chooses a location based on Country, State or 
Province, and City in accordance with the “User Picks 
Dial-In Location' block. After the user 110 selects the 
proper dial-in location, the installation procedure 300 reads 
from the phone database 204 to determine the dial-in phone 
number to use. If a given location has multiple dial-in phone 
numbers, a dial-in number is Selected based upon attributes 
read from the network services database 206 (and/or the 
phone database 204). Such attributes include installation 
dial-in numbers (dial-in phone numbers which are only 
available during installation or testing). Although not perti 
nent to the installation procedure 300, other attributes of 
phone numbers appearing in the phone database 204 include 
Registration Dial-in Numbers (phone numbers and locations 
which appear to a user during registration), Sequence Num 
bers (a prioritized list of phone numbers which shall be tried 
in Sequential order to produce the highest probability of 
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connection), Available ISP numbers (phone numbers of a 
given ISP's modems), Currently Valid Numbers (phone 
numbers which are currently valid for use by a given users), 
or any combination of the aforementioned. 
0113. If a value in the network services database 206 is 
set for the user 110 to use a predefined dial-in number (such 
as an 800 type toll-free number) the client dispatch appli 
cation 200 will read the appropriate predefined phone num 
ber entry from the phone database 204. After the client 
dispatch application 200 has determined the proper dial-in 
phone number, whether user Selected or pre-defined, the 
user's modem is initialized and dialing occurs, as Set forth 
in the “Dial & Connect” block. If the modem is busy, it will 
either continue to retry the Same phone number or initiate a 
multi-dial procedure 700 (as set forth in FIG. 7) depending 
on the outcome of the “Multi-dial Mode'?” decision block 
(from an entry in the network database services 206). If the 
“False (Retry)' path is followed, the same number is dialed 
until the user 110"gives up”. If a Multi-Dial mode “True” 
path is followed, based upon the entry in the network 
services database 204, the multi-dial procedure 700 is ini 
tiated and other dial-in numbers will be tried to gain acceSS 
to the network. The multi-dial procedure 700 is one of the 
five primary procedures of the client dispatch application 
200 and is explained in more detail in connection with FIG. 
7. 

0114. Once a connection is made, the “False” path from 
the “Busy'?” decision block is followed and communication 
with the acceSS Service 106 begins by Sending an installation 
PAP ID and PAP password (read from the network services 
database 206) to the access service 106 for transparent login 
authentication as shown by the “Get Information From 
Server' block. Once the login has occurred, communication 
with the access service 106 is established, and transfer of 
data begins. The data transferred during the installation 
procedure 300 may contain some basic system information 
about the user's computer System, the type of connection 
being used and the location from which the connection has 
occurred. Once this information is received at the access 
service 106, the access service 106 sends appropriate infor 
mation back to the client dispatch application 200. Such 
information may include updates to the phone database 204 
including "Location” addition or Subtractions, phone num 
ber changes, and updates to the network Services database 
206 including ISP additions and Subtractions, group, user, or 
multiple user specific configuration, DNS and IP informa 
tion, etc. Updates to the databases 204, 206, 208,210 which 
reside on the user's computer can occur transparently to the 
user 110 whenever the user 110 is connected to the Internet 
100; thereby ensuring that the user's network related infor 
mation is always current and accurate. Any updates received 
from the access Service 106 are written to the appropriate 
database (i.e. network Services database 206, phone database 
204, or others) by the client dispatch application 200. The 
client dispatch application 200 also updates the network 
services database 206 to reflect “installation complete'. 
Thus, the client dispatch application 200 is informed that the 
next execution “Case' to start is “Registration” as will be 
shown in FIG. 4. 

0115. At this point, the dial-in location attributes (Instal 
lation dial-in numbers, Registration Dial-in Numbers, 
Sequence Numbers, Available ISP numbers, Currently Valid 
Numbers) provide control mechanisms to ensure that a user 
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110 receives the appropriate level of service for which they 
are subscribed such as “the lowest cost service”, “the highest 
reliability service”, “the most available service', or combi 
nations thereof. Further, these updated and database Stored 
attributes allow for remote testing of the network commu 
nications (full connection TCP/IP test to the Internet 100), 
the user's System for basic configuration, database integrity, 
network load balancing and the reduction of fraud by 
dynamic control of phone number validity. 
0116. If the Adapter used to connect to the network is a 
Local Area Network device Such as an Ethernet card, the 
“LAN” path is followed from the “Which Adapter” decision 
block. In this situation, once communication with the acceSS 
service 106 is established, transfer of data and updates begin 
as described in the paragraphs above. 
0117 Now referring to FIG. 4, there is illustrated a flow 
diagram of the registration procedure 400 of the client 
dispatch application 200. The procedure 400, as all primary 
procedures, Starts by reading the network Services database 
204 to determine the appropriate execution “Case', and in 
this case, the registration procedure 400. The registration 
procedure 400 starts by reading the network services data 
base 206 to gather the necessary information, Such as which 
Adaptor and Protocol to use and proceeds to configure and 
initialize the appropriate networking functions to Start the 
user registration process. A “Which Adapter” decision block 
includes the two paths of “Modem” and “LAN”. After a 
determination is made as to which Adapter and Protocol to 
use, the process proceeds to the "(Re) Configure Adapter 
Protocol' block to configure and initialize the appropriate 
networking functions to Start the user registration procedure 
400 (i.e. configuration process for the user's computer). 
0118. The registration procedure 400 comprises several 
forms (pop-up forms) into which the user 110 enters specific 
information about the user 110. Such information typically 
will include Name, Address, Phone Numbers, Credit Card 
and/or Banking Information, Referral Information (if avail 
able), Personal Security information (like: mother's maiden 
name), Birthdate, and Preferred E-mail Identity and Pre 
ferred E-mail Domain Choice. The registration information 
for each user 110 is stored in the network Services database 
106 and/or a user specific database 210, as well as infor 
mation about the user's System and revision levels of the 
client dispatch application 200 and databases (204,206,208, 
210). Upon completion of the new user registration forms as 
indicated by the “Update DBs with New User Information” 
block, the client dispatch application 200 initiates commu 
nications with the access service 106 as described earlier. 
The adapter used, as determined by the lower most “Which 
Adapter” decision block, will be the adapter determined and 
used during the installation process. Once communication 
with the access service 106 begins, the client dispatch 
application Sends all the information that was added or 
updated into the network services database 206 (or user 
database 210) of the user 110 to the access service 106 as 
indicated by the “Send Information To Server' block. The 
access server 106 transmits the received information plus 
additional information, Such as one or more user assigned 
PAP IDs and PAP passwords, Email IDs and Email Pass 
words, back to the client dispatch application 200 for 
comparison and Verification of the information that was sent 
as indicated by the “Get Information From Server' block. If 
the information returned is not identical to the information 
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which was sent, the client dispatch application will resend 
the information again to the acceSS Service 106 along the 
path commencing with the “Notify User of Error-Retry” 
block. This process will continue until all transmitted infor 
mation from the client dispatch application 200 to the access 
Service 106 matches all information returned to the client 
dispatch application 200 from the access service 106 or 
when a maximum retry value is reached in accordance with 
the “Ouit?” decision block. In the preferred embodiment, the 
maximum retry value is five. If the client dispatch applica 
tion 200 reaches a maximum retry value, an error message 
is sent to the user 110 notifying the user that an Error has 
occurred and to try reconnecting or registering again. This 
error message comprises a part of the "True” path output of 
the “Quit?” decision block. 

0119) It will be understood that registration procedure 
400 may be designed to have an alternate process of prompt 
ing the user 110 to use an alternate Adapter or Protocol and 
then retry where Such an alternate process may be deemed 
appropriate. 

0120) If other users (sub-users) are permitted to access 
the network under this initial user's authority, Such as other 
family members, the registration process for these other 
users can be started during a regular use procedure 500 
described in connection with FIG. 5. Upon completion of a 
user's initial registration, the user's network access display 
device will display an Electronic Registration Number 
(ERN) which, with other personal security information, can 
be used later to refresh a system as described below. 
0121 The registration procedure 400 also allows users 
registered with the access Service 106 to temporarily use a 
computer or other network access device or permanently use 
a Secondary network access device by using a refresh 
function which bypasses the Standard registration form 
Screens by asking the user if they have already registered. If 
the user has previously registered, the refresh process of the 
registration procedure 400 will connect, communicate with 
the access service 106 and download all the user information 
Sent during the user's initial registration and the client 
dispatch application 200 will update the appropriate data 
bases (204, 206, 208, 210) on the user's network access 
devices Storage System. 

0122) Now referring to FIG. 5, there is illustrated a flow 
diagram of a regular use procedure 500 of the client dispatch 
application 200. The regular use procedure 500 is enabled 
after a user 110 has both installed client dispatch application 
200 on a particular computer System or other network acceSS 
device and registered with the access service 106. 
0123 The regular use procedure 500 functions to connect 
a user 110 to the network 100 using a login and password 
acceSS which is transparent to the user 110. This is accom 
plished by reading the network services database 206 for 
login information such as the user PAP ID and PAP pass 
word as shown in the “Read NS.db” block. After reading the 
necessary information from the network Services database 
206 and prior to the user 110 logging onto the network 100, 
the user 110 is given an opportunity to change the user's 
dial-in Location if the user 110 is using a modem as an 
Adapter, as illustrated by the “Change Location' decision 
block. If the Adapter is a modem, and the user 110 desires 
to change locations, the user 110 is presented with a 
“chooses a location' form that may be identical to one Seen 
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by the user 110 during registration. The “chooses a location” 
form allows the user 110 to select a local dial-in location 
from pull down menu Selections based on Country, State or 
Province, and City selections for a given ISP 102 for which 
the user PAP ID and PAP password are valid. After the user 
110 Selects the proper dial-in location, the phone database 
204 is read to determine what dial-in phone number to use. 
0.124. If a given location has multiple dial-in phone 
numbers, a dial-in number is Selected based upon attributes 
that are read from the phone database, user db, network 
services database 206 or any combination thereof as part of 
the “Dial & Connect' block. As discussed elsewhere, and in 
particular in connection with FIG. 3, such attributes include 
Installation dial-in numbers (dial-in phone numbers which 
are only available during Installation or testing), Registra 
tion Dial-in Numbers (phone numbers and locations which 
appear to a user during registration), Sequence Numbers (a 
prioritized list of phone numbers which shall be tried in 
Sequential order to produce the highest probability of con 
nection), Available ISP numbers (phone numbers of a given 
ISP's modems), Currently Valid Numbers (phone numbers 
which are currently valid for use by a given users), or any 
combination of the aforementioned. 

0.125. After the user 110 establishes a connection to the 
access Service 106, a “pinger function is initiated as dis 
cussed previously. The pinger function causes the client 
dispatch application 200 to transmit header information to 
the access service 106, as set forth in the “Send Information 
To Server (Pinger)" block. The header information may 
include a Unique Identification string for the user (user ID, 
PAP ID, etc.), a unique computer identification string (IP 
address, etc.), time stamp information, and revision infor 
mation for the client dispatch application 200 and databases 
204, 206, 208, 210, as described earlier. After receipt, the 
access service 106 reviews the header information to deter 
mine what, if any, updates are required to be made to the user 
client's dispatch application, databases, or network acceSS 
devices operating System. Such updates may include: new 
dial-in locations, new identification information Such as PAP 
IDS, network authentication passwords Such as PAP pass 
words, other IDs, other passwords, change of phone num 
bers, change of area codes, low cost ISP, dial-in location 
priority Sequence numbers, or any combination thereof, or 
any other information relating to gaining access to the ISP 
102. If any updates are required, these are Supplied by the 
access Service 106 and any necessary updates will take place 
transparent (automatic while the user is logged on) to the 
user 110 as part of the “True” process path emanating from 
the “Transparent Update Required?” decision block. If such 
updates require user intervention, Such as rebooting the 
user's computer, the user 110 will be notified prior to the 
update and/or prior to a reboot as part of the “Notify User to 
Restart” block. Updates which require a lot of time, may 
span multiple log-ins (to the network 100) by the user 110 
with partial updates being performed until the full comple 
tion of the update. The partial updates will take place when 
the users System is connected but idle and/or during a 
"pinger/heartbeat' function. 

0126 Now referring to FIG. 6, there is illustrated a flow 
diagram of a manual update procedure 600 of the client 
dispatch application 200. The manual update procedure 600 
provides a mechanism for a user 110 to manually recover, 
change, modify or update the client dispatch application 200 
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and the databases 204, 206, 208, 210. This capability is 
useful for ISPS managing customers with billing issues, as 
well as for Servicing customers with Special System con 
figuration issues. 

0127. The manual update procedure 600 initiates and 
makes a network connection using a special Set of log-in 
information defined herein as the “Manual Update PAP ID 
and PAP password” (the manual update PAP ID and PAP 
password, including the Installation, Multi-dial and Test 
PAP IDs and PAP passwords are incorporated into the user's 
installed client dispatch application 200 as part of the 
network Services database 206 and are not easily accessible 
to the user 110). If a connection is not immediately obtained, 
the adapter and protocol checking is completed as Set forth 
in connection with the previous Figure (and description 
thereof) and as set forth in this flow diagram, via the “False” 
path output of the “Connected?” decision block. Once the 
connection is established, either via the “LAN” path from 
the “Which Adapter” decision block or the “False” path 
from the “Busy'?” decision block, the “pinger” function is 
initiated as indicated by the “Send Pinger Information to 
Server' block. If there already is a connection, the “True” 
path is followed from the “Connected?” decision block. 

0128. Once communication is established by the client 
dispatch application 200 with the access service 106, pinger 
header information, any Special database update request, and 
the like, etc. is transmitted from the client dispatch appli 
cation 200 (generated from the network services database 
206 and/or the user database 210) to the access service 106, 
as shown by the “Send Update Request to Server”, in order 
to establish the identity of the user 110 and system that is 
requesting an update of information from the acceSS Service 
106. The access service 106 uses this update request infor 
mation to generate any updated information which is needed 
to update a specific user, group of users, a specific network 
acceSS device Such as the computer, a group of computers, 
or any combination thereof and Sends any required infor 
mation back to the user 110 to update the appropriate 
databases 204, 206, 208, 210 or Registry or INI, Adapter, 
and/or Protocol files 212, 214, 216 (operating system files). 
Upon completion of the update, the client dispatch applica 
tion 200 disconnects the user 110 from the network (breaks 
the network connection) and if appropriate, the user 110 will 
be notified that the network access devices operating System 
must be rebooted in order for the update to take effect. 

0129 Now referring to FIG. 7, there is illustrated a flow 
diagram of a multi-dial procedure 700 of the client dispatch 
application 200. The multi-dial procedure 700 provides the 
acceSS Service 106 with a mechanism to control access by a 
user 110, a group of users, a computer, a group of computers, 
a local area network (LAN) of computers, or any combina 
tion thereof, to the Internet 100, based upon any one of the 
following seven Sub-function attributes: Cost, Availability, 
Reliability, Location, Busy-Sequence, Service Selected, or 
Single Dial/Multi-Login. The multi-dial procedure 700 is 
initiated by one of the other primary procedures 300, 400, 
500, 600 (see FIGS. 3 through 6) of the client dispatch 
application and/or by a multi-dial procedure tag pro 
grammed into the network services database 206. 

0130. When the multi-dial procedure 700 is initiated in 
response to a busy Signal received during operation of one 
of the other primary procedures 300, 400, 500, 600 and the 
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multi-dial procedure tag is enabled in the network Services 
database 206, the multi-dial procedure 700 initiates a Busy 
Sequence Sub-function. The Busy-Sequence Sub-function 
initiates one of the other multi-dial procedure Sub-functions, 
re-dials the same dial-in number before initiating one of the 
other multi-dial procedure Sub-functions, or dials a new 
dial-in number identified in the next Sequential "area’ loca 
tion from a list of area locations available, all in response to 
database information based on the user's Selected plan. The 
list of “area locations available” is based on the type of 
Service plan (also found in the network Services database 
206) subscribed to by the user 110 and/or on PAP IDs and 
PAP passwords stored in the network services database 206. 
If the user 110 has chosen to subscribe to a higher cost plan, 
multiple PAP IDs and PAP passwords for multiple ISPs 102 
may be stored in the network services database 206 (certain 
locations may only have a single ISP). As a result, a list of 
available dial-in locations may contain one or more dial-in 
numbers from one or more ISPs 102. Alternatively, multiple 
ISPs 102 may have PAP ID and PAP password sharing 
agreements allowing a single user PAP ID and PAP pass 
word entry in the network services database 206 to generate 
a dial-in location list from multiple ISPs 102. In any case, 
the Busy-Sequence Sub-function Sequentially attempts to 
make a connection to an ISP 102 at each location until either 
a Successful connection is made or the user 110 aborts the 
connection attempt. 

0131 When the multi-dial procedure 700 is initiated for 
any reason other than a busy Signal, the client dispatch 
application 200 reconfigures or reinstalls the system con 
figuration adaptor and protocol information necessary for 
network connection. Thereafter, based on data in network 
Services database 206, it is determined whether or not to 
initiate a connection attempt to the Internet 100 using a 
pre-defined dial-in number or location. If a connection is 
desired using a predefined dial-in number or location, the 
multi-dial procedure 700 uses one of four types of possible 
PAP IDs and PAP passwords. These types are defined as a 
“multi-dial PAP ID and PAP password”, a “group PAP ID 
and PAP password”, a “user PAPID and PAP password”, and 
a “test PAP ID and PAP password.” 

0132) When both the “pre-defined dial-in number” entry 
and a “General Use' entry are enabled in the network 
Services database 206, a general use connection to the 
Internet 100 is established using either the “group PAP ID 
and PAP password” or the “user PAPID and PAP password.” 
When the “pre-defined dial-in number” entry is enabled and 
the “General Use' entry is disabled, then the multi-dial 
procedure 700 establishes a connection to the Internet 100 
using either the “multi-dial PAP ID and PAP password” or 
the “test PAP ID and PAP password”. In either case, the 
user's dial adaptor (modem) is configured with the ISP 
Specific acceSS information associated with the predefined 
dial-in number. After proper configuration, the client dis 
patch application 200 automatically dials and attempts con 
nection to the ISP 102. If the line is busy, it is determined 
whether an alternate dial-in number should be used. If an 
alternate number is not to be used, the dial and connect is 
retried with the previous dial-in number. If an alternate 
number is to be used, the alternate dial number is read from 
the phone database 204 and the user's dial adaptor (modem) 
is configured with the ISP-specific access information asso 
ciated with the alternate dial-in number. 
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0133. Upon successful connection, if the connection is 
not a “general use” connection, the Service Selected Sub 
function is initiated (a double dial procedure). If the con 
nection is a "general use” connection, the client dispatch 
application 200 transmits pinger header information to the 
access service 106. In response, the access service 106 
transmits information to the user 110 (client dispatch appli 
cation 200). The multi-dial procedure 700 determines from 
this received information whether a transparent update is 
needed (i.e., update information in the database(s) without 
user intervention). If so, the client dispatch application 200 
updates the database(s) and determines whether a disconnect 
is required. If not, the user 110 continues regular use until 
disconnected by some other means. If so, the user 110 is 
notified and may be given the option to choose to disconnect 
or may be forced to disconnect. 
0134) If after a connection is made and the user 110 has 
used a PAP ID and PAP password that is used by another in 
order to establish the user 110 connection, then the access 
service 106 updates the user's database(s) (possibly with a 
new and valid PAP ID and PAP password) and the client 
dispatch application 200 either disconnects the user 110 (and 
notifies the user 110 that the PAP ID is not valid) or allows 
the user 110 to stay connected (if the user 110 has received 
a new and valid PAPID). This particular process also applies 
to the regular use procedure 500 (see FIG. 5). 
0135) In the preferred embodiment, when a “pre-defined 
dial-in number” entry in the network services database 206 
is disabled, then the multi-dial procedure 700 executes one 
or more of the Seven Sub-functions in response to entries in 
the network Services database 206. The Service Selected 
Sub-function reads pinger header information from the net 
work Services database 206 and the user database 210 and 
Sends this information in a data message to the access 
service 106 (to the network server/database 220). The access 
Service 106 uses the information to generate database 
updates (including new PAPID, etc.) which may or may not 
assign, reassign, or update ISPs, dial-in locations, PAP IDS 
and PAP passwords, dial-in numbers, network routing infor 
mation, Adapters, Protocol, or any other information Stored 
in the databases 204, 206, 208,210. Such database updates 
are then transmitted to the user 110 and the client dispatch 
application 200 to update the appropriate database 204, 206, 
208,210. After the database information is updated, the user 
100 is disconnected, and the Regular Use primary procedure 
is initiated using the updated information received from the 
access service 106. 

0.136 The “Low Cost” sub-function obtains information 
from both the network services database 206 and the phone 
database 204 and determines which ISP 102 and what 
locations (dial-in phone numbers for local access) have the 
lowest priced Service for a given user's dial-in location. The 
lowest cost Sub-function next determines if the user's PAP 
ID and PAP password stored in network services database 
206 are valid (compare the current user's PAP ID and PAP 
password with the user's currently Selected dial-in location) 
for the ISP 102 that provides the low cost connection 
point-of-presence at the user's location. If the user PAP ID 
and PAP password are valid, the network connection 
Sequence will dial and connect as described in the regular 
use procedure 500. If the user PAPID and PAP password are 
invalid then this sub-function will initiate the manual update 
procedure 600 requesting from the access service 106 a valid 
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user PAPID and PAP password for the ISP's dial-in network 
at the user Selected location. Then, the network connection 
Sequence will dial as described in the regular use procedure 
500. 

0137) The “Reliability” sub-function obtains information 
from both the network services database 206 and the phone 
database 204 and determines which ISP 102 and what 
locations (dial-in phone numbers for local access) have the 
highest reliability of connecting the user to the Internet 100. 
This determination is based upon prior data (reliability data) 
transmitted to the client dispatch application 200 from the 
access Service 106 that is used to update the user databases. 
This data transmission occurs during a previous Session 
when the user 110 is connected to the Internet 100. The 
reliability data is transferred by the access service 106 to the 
users 110 who have a reliability entry enabled in their 
network services database 206. The reliability sub-function 
next determines if the user PAP ID and PAP password stored 
in the NS.db are valid (compare the current user's PAP ID 
and PAP password with the user's currently selected dial-in 
location) for the ISP that provides the highest reliability at 
the Selected location. When the user PAP ID and PAP 
password are valid, the network connection Sequence will 
dial and connect as described in the regular use procedure 
500. When the user PAP ID and PAP password are invalid, 
then this Sub-function will initiate the manual update pro 
cedure 600, as described in connection with FIG. 6, request 
ing from the access service 106 a valid user PAPID and PAP 
password for the ISP's dial-in network at the user selected 
location. Then, the network connection Sequence will dial as 
described in the regular use procedure 500 of FIG. 5. 

0138 Reliability refers to the ability to reliably connect 
on a first or Second attempt (availability) and the ability to 
Stay connected for a Substantial period of time without 
disconnection, due mainly because of line noise problems, 
faulty equipment, etc. (integrity). Availability information 
used to determine availability of various ISPs 102 (and 
dial-in numbers) may include at least three types of infor 
mation. The first type of information includes availability 
information that is received by the access service 106 from 
the ISPs 102 themselves (typically updated periodically). 
The Second type of information includes information in a 
client histogram (client specific) that is generated by the 
client dispatch application 200 of the user 110. Over an 
extended time during which the user 110 makes more and 
more connections to the Internet 100 (via an ISP 102), the 
client dispatch application 200 keeps track of the times a 
connection is made on the first try, Second try, etc. for each 
dial-in phone number (and/or ISP) used by the user 100. 
From this, a client-specific histogram is generated that 
contains information about the past history of the user's 
connections. The third type of information includes infor 
mation in a Server histogram that is generated by the acceSS 
Service 106. The access service 106 tracks and stores infor 
mation relating to all ISPs 102 and dial-in numbers regard 
ing past history connections. See also, the description Set 
forth below in the availability Sub-function description. As 
will be appreciated, the reliability Sub-function may use any 
one of the types of availability information, or combination 
thereof, for determining the dial-in number (or multiple 
numbers in priority) that will provide the user 110 with a 
high reliability connection. 
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0.139. With respect to the integrity information used to 
determine the integrity of the various ISPs 102 (and dial-in 
numbers), there are at least two types of information. The 
first type of information includes information received via 
technical Support inquiries to the acceSS Service 106 by the 
users 110. If the access service 106 receives a call (or calls) 
from users 110 regarding faulty lines and/or premature 
disconnects, this information can be tabulated and Stored for 
determining integrity. Since the acceSS Service 106 Stores 
data relative what ISP(s) 102 (and dial-in number(s)) a 
particular user 110 has been using (through information in 
the acceSS Service 106 database gained through the pinging 
or heartbeat process-described earlier), the access Service 
106 can determine which ISP(s) 102 (and/or dial-in num 
ber(s)) have relatively high and/or low integrity. In response 
to this information, the acceSS Service can update the user's 
databases with this information. The second type of infor 
mation includes information automatically gathered by the 
access service 106 that includes a history of the number of 
users, how long each has been connected, and what ISP(S) 
102 (and/or dial-in number(s)) to which each user has been 
connected (through information in the access Service 106 
database gained through the pinging or heartbeat process 
described earlier). The access service 106 can transmit the 
integrity data to the user 110 for use by the reliability 
sub-function of the client dispatch application 200. As will 
be appreciated, the reliability Sub-function may use any one 
of the types of integrity information, or combination thereof, 
for determining the dial-in number (or multiple numbers in 
priority) that will provide the user 110 with a high reliability 
connection. 

0140 From a combination of the availability information 
and the integrity information, the reliability Sub-function 
determines the dial-in number (or multiple numbers in 
priority) that will provide the user 110 with high reliability 
connection. 

0.141. The “Location” Sub-function obtains information 
from the phone database 204 and determines all the dial-in 
phone numbers available to a user 110 from a selected 
location. The location Sub-function generates a list of "Sur 
rounding area’ locations into which user 110 may dial. The 
user 110 then selects a dial-in number from this list. The 
location Sub-function next determines if the user PAPID and 
PAP password stored in the network services database 206 
are valid (compare the current user's PAP ID and PAP 
password with the user's currently Selected dial-in location) 
for the ISP 102 in which the user's computer will dial into 
the Selected location. When the user PAP ID and PAP 
password are valid, the network connection Sequence will 
dial and connect as described in the regular use procedure 
500. When the user PAP ID and PAP password are invalid, 
this Sub-function will initiate the manual update procedure 
600 requesting from the access service 106 a valid user PAP 
ID and PAP password for the ISP's dial-in network at the 
user Selected location. Then, a network connection Sequence 
will dial as described in the regular use procedure 500 of 
FIG 5. 

0142. The “Availability” sub-function generates a dial-in 
location (number) list based upon user PAP IDs and PAP 
passwords stored in the network services database 206 and 
the type of Service plan (also found in the network Services 
database 206) to which a user 110 has subscribed. If a user 
110 has chosen to Subscribe to a higher cost plan, multiple 
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PAP IDs and PAP passwords for multiple ISPs 102 may be 
Stored in the network Services database. Accordingly, the list 
of available dial-in locations may contain one or more 
(multiple) dial-in numbers from one or more (multiple) ISPs 
102. Alternatively, multiple ISPs 102 may have PAP ID and 
PAP password Sharing agreements allowing a single user 
PAP ID and PAP password entry in the network services 
database 206 to generate a dial-in location list from multiple 
ISPS 102. 

0143 AS will be appreciated, the availability Sub-func 
tion utilizes the Same type of availability information as 
described above in the reliability sub-function. 
0144. The availability Sub-function utilizes one or more 
methods or the Service Selected Sub-function to increase the 
probability that the user 110 at a given location will suc 
cessfully connect on the first try. This functionality is based 
upon historical data (Histogram data) or real time data 
supplied by an ISP to the access service 106. The historical 
data may include two types of data-Client Histogram data 
or Server Histogram data. To accomplish the availability 
function, the Server Histogram data, Client Histogram data, 
or the Service Selected Sub-function is utilized, or any 
combination thereof is utilized, as desired. 

0145 The Client Histogram data is based upon connec 
tion history of the user 110. The Client Histogram data is not 
as beneficial, as other data, until a particular user 110 has 
consistently established a network connection (to the Inter 
net 100) for a period of time sufficient to create a meaningful 
histogram. It has been determined that a period of at least 
ninety days is Sufficient if a user accesses regularly. After a 
sufficient period of time, a Client Histogram can be built to 
determine the probability of success of the user 110 con 
necting to the network the first time. This minimizes the 
necessity of having the client dispatch application 500 
perform a second dial-attempt to connect to the network 100. 
0146 The Server Histogram data is based upon the 
connection history of each particular ISP 102 and its dial-in 
numbers. This information is stored in the access service 106 
in response to the monitoring of all the users 110 (through 
the “pinging process). The Server Histogram data is trans 
mitted to the user's network services database 206 upon any 
connection to the network 100 when the availability Sub 
function is enabled within the client dispatch application 
200. 

0147 In the preferred embodiment, the Server Histogram 
data is normally used in conjunction with the Client Histo 
gram data (when appropriate) to determine the highest 
probability of success of connecting to the network 100 
without a Second dialing attempt. Accordingly, upon the user 
100 initiating a connection to the network 100, the client 
dispatch application 200 automatically Selects a dial-in 
phone number that it has determined to have a high prob 
ability of Success for connection. Thus, the Client Histogram 
data and the Server Histogram data are used to facilitate a 
Statistical approach to determine the highest probability of a 
user 110 connecting to the network on the first attempt. 

0148 However, there may be times when a user 110 
desires a very high confidence (near 100% or 100%) con 
nection, or the Histogram data is not desired to be used, Such 
as when the data for a particular area is unreliable (i.e. 
certain geographic areas may have insufficient telecommu 

Feb. 12, 2004 

nications infrastructure that may skew the data) and there 
fore possibly useless. In these cases the Service Selected 
Sub-function is initiated and a "double dial” process takes 
place (see FIG. 7 and the description of service selected 
Sub-function). In the Service Selected Sub-routing, availabil 
ity information of ISPs 102 is used by the access service 106 
to give the user 110 a dial-in number that is available. This 
availability information for the ISPs 102 is periodically 
transmitted or given to the acceSS Service 106, typically 
every five minutes. The “double dial” process is also exem 
plified in FIG. 7 and the accompanying text. 

014.9 The last Sub-function of the multi-dial procedure 
700 is the “Single-dial Multi-Login' Sub-function. Initiation 
of the Single-dial/multi-login Sub-function requires a "multi 
dial” attempt only when the user 110 receives a busy signal; 
otherwise this Sub-function is a Single-dial function with a 
multiple PAP ID and PAP password assignment/reassign 
ment function. This function (the assignment/reassignment) 
requires that all user (client) 110 authentication for all ISPs 
102 happens at the access service 106 (i.e., all authentication 
for all ISPs is centralized) or at a centrally located database 
point. Thus, this function works with multiple ISPs 102 
when each allows user authentication to take place at a 
centrally located server independent of each ISP's own user 
authentication server. For example, an ISP that has its own 
Authentication Server, and who resells the underlying ISPs 
modem access to a user 110, may Support this function by 
allowing a user 110 to dial and connect using an “Initial 
Access PAPID and PAP password”, then assigning a unique 
session PAP ID and PAP password and “re-logging” into the 
Authentication server without disconnecting the user 110. 
This eliminates the time that would otherwise be required to 
disconnect and re-dial using a newly assigned PAP ID and 
PAP password. 

0150. The client dispatch application 200 also functions 
to provide users 110 with network identity anonymity. That 
is, the architecture of the client dispatch application 200 
provides anonymity for users 110 during access to the 
network 100 as IDs and passwords (such IDs and passwords 
would include PAP IDs and PAP passwords, Email IDs and 
Email passwords, NEWS IDs and NEWS passwords, FTP 
and Web Space IDs and passwords, and custom network 
application IDs and passwords) can be dynamically reas 
Signed for a given user, a given System, a given group of 
users, a given group of Systems, or any combination thereof. 
Thus, if a user 110 has three computer systems (A Com 
puter, B Computer, and C Computer) each requires a 
unique user/System identification which is generated during 
installation and registration and Stored in the client's net 
work Service database 206 and/or the user database 204. 
This unique user/System identification allows the access 
service 106 to maintain unique and independent IDs and 
passwords for the user/system pair. Thus, when a user 110 
connects the A Computer to the network, unique IDs and 
passwords which may be distinctly different from the 
B Computer and C Computer's IDs and passwords (Stored 
in the network Services database 206 and/or the user data 
base 204) may be used to transparently log the user into Such 
things as the network, Email, FTP/Web Space, NEWS 
groups, Bulletin Boards, or any other application requiring 
login identification and password. Thus, the architecture 
Supports Single life IDS and/or passwords for all network and 
application logins. 
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0151. Now referring to FIG. 9, there is illustrated a block 
diagram of a storage medium 900 and a computer 902. The 
storage medium 900 includes client dispatch application 200 
(computer program) and may also include the databases 204, 
206, 208,210. The computer 902 also includes a means (not 
shown) for reading or downloading the client dispatch 
application 200 (computer program) into the computer 902 
to cause the computer 902 to perform one or more steps in 
accordance with the principles of the present invention. AS 
will be appreciated, the storage medium 900 may include a 
floppy or hard disk, magnetic or optical taps, or any other 
data Storage medium known presently or developed in the 
future for Storing a computer program, Such as the client 
dispatch application 200 of the present invention. 
0152. As will be realized by those skilled in the art of 
email (electronic mail) sent between parties on a network, 
email is typically held in a post office box type Storage 
facility at the recipients ISP until retrieved by the recipient. 
However the ISP typically keeps a copy of the email for a 
period of time after receipt thereof for various purposes. 
Many people have the technical capability to acceSS and read 
these Stored messages at the ISP. Even where the message 
body is encrypted, considerable information may be gleaned 
over a period of time by keeping track of who is Sending 
messages to whom, the frequency of messages to given 
parties and data gleaned from the Subject matter portion of 
the header. 

0153. The structure of the present invention combined 
with an email program, Software plug-in for a Standard email 
program or browser lends itself to a method of minimizing 
the possibility of unauthorized gleaning of information from 
email and further minimizes the possibility of Spamming 
where Spamming is defined as the Sending of large amounts 
of email to a given recipient for harassment like purposes. 
0154) One way to minimize the gleaning of information 
is to Send all mail through a third party to recipients. The 
third party acts as a trusted banker or broker. Such an 
operation is shown diagrammatically in FIG. 10 where the 
Sender Sends the email to a Broker. The broker repackages 
email as deemed appropriate by agreement with the Sender 
and/or the recipient and Sends it on its way. The Simplest 
form is to merely place the entire original message including 
header information in message body of the email and Send 
the package to the recipient with the recipient also listed as 
the Sender and placing an innocuous Subject in the visible 
header. 

0.155) A next level of security is for either the sender or 
the broker or both to encrypt the package Sent by that party 
to the next party. This could result in double encryption of 
the message body. Similar plug-in Software comprising part 
of the recipients email program, Software plug-in for a 
Standard email program or browser may be used to decipher 
the received package and the original email would then be 
recreated for reading by the recipient. The deciphering may 
be accomplished by keys transmitted by the pinger entity to 
the recipients Software. AS part of this next level of Security, 
the email sent to the broker or third party in a preferred 
embodiment of this invention has the TO and FROM por 
tions of the visible header listing the broker, has the subject 
changed to innocuous data and the entire original message 
encrypted as shown in the drawing. 
0156 FIG. 11 presents the above process in a slightly 
different format where a row labeled 1010 illustrates the 
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original message composed by the Sender. Either the Sender 
of the plug-in Software may then provide a first level of 
encryption to the data as shown in row 1012. Transparent to 
the user, the plug-in Software then repackages the original 
message by encrypting the entire message and generating a 
new header with the third party (here the third party is listed 
as NetSafe) listed as both the sender and the recipient. The 
email sent to the broker is labeled 1014. Since the broker is 
in contact with the databases in the plug-in Software via the 
pinger entity, the broker may decipher to Second layer of 
encryption to determine the destination address. The broker 
may then re-encrypt and send the email 1018 if the recipient 
is also a client of that broker and/or has similar plug-in 
Software in contact with a network pinger. Otherwise, the 
originally composed, and possibly encrypted, message is 
sent to the recipient as shown by the labeled message 1020 
O157 There may be times that the sender of email may 
not want the recipient to know the Senders true identity or 
even the network Service provider of the Sender. Alterna 
tively, the Sender may wish to use different aliases or names 
for different classes of email contacts So that the Sender may 
quickly Sort incoming mail into a set of priority StackS. 
Further the recipient of email in a System using the present 
invention may have similar requirements. FIG. 12 illustrates 
a Second order anonymity header proceSS for email trans 
mission. 

0158. In this figure a block 1040 represents a standard 
header of email composed by the sender. When the sender 
has completed the email and posts it, the Senders email 
program, Software plug-in for a standard email program or 
browser plug-in intercepts the email and checks the appro 
priate database. It is determined in block 1042 that for 
identity “me(Gother.com” the address “aliasGalias.com' 
should be used. The plug-in Software thus creates a new 
header in Substitution for the one composed by the Sender 
and encrypts the entire message including the altered header 
as shown in the lower portion of block 1046. The software 
then consults the database represented by block 1048 and 
determines that the most recent data received from the 
pinger entity Suggests that the network Service provider to be 
used for “other.com” in this instance should be "netsafe 
.com'. Accordingly, a new anonymous header is prepared in 
accordance with that shown in block 1046 before the mes 
Sage is forwarded to a third party for retransmission to the 
recipient. 

0159. As shown in FIG. 13, the third party or broker 
receives the email as represented by block 1060 where 1060 
is identical to block 1046. The Software in the server of the 
third party, as set forth in block 1062, decrypts the stored 
header information after noting the form of the visible 
header information. It is able to do So because the pinger 
entity that determines the encryption code to be used in the 
Senders encryption proceSS and provides the SenderS data 
base with the third party to be used, also informs the third 
party the encryption code to be used for deciphering. This 
code may be part of the visible message id or may be 
inserted in the server database of that specific third party. If 
the recipient has signed up for anonymity Service, the Server 
will retrieve from its database a presently assigned alias for 
the recipient. Whether or not an alias is used for the 
recipient, the third party Server will rebuild the header using 
an address for the recipient in both the TO and FROM 
portions of the visible header as shown in block 1064. 
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0160 FIG. 14 presents a block 1070 representing a 
received email as retrieved from the Server Storing email for 
alias.com. This message is identical to the previously des 
ignated block 1064. The recipients software checks the 
database and in accordance with block 1072 deciphers the 
message and creates the viewable header Set forth in block 
1074. 

0.161 FIG. 15 shows a sender composed message des 
ignated as 1080 and a partial representation of a sender 
computer Stored database 1082 along with a revised message 
1084 wherein block 1084 corresponds with previously des 
ignated block 1046 in FIG. 12. The Software checks the 
database and notes the Subscript 1 for the Server listed as 
“npn.net' in the registered email domain portion of the 
database. The same Subscript is checked under the 
SECURE/EMAILDOMAIN portion to determine whether 
or not to encrypt the message, the encryption code whether 
or not to use a third party and if So the address to be used. 
As may be observed by the arrow lines, for npn.net, a PGP 
encryption is to be used, a broker is to be used and the broker 
listed with a subscript “1” is “netsafe.com'. Thus “netsafe 
.com' is inserted in the visible header of the message shown 
as 1084. The database also specifies the public key to be 
used for the encryption and deciphering processes. The NO 
in the third to the last line of the illustrated database 1082 
provides an indication that the Sender wants the recipient to 
be advised of the Senders name as composed on his com 
puter. This is in contradistinction to that shown FIG. 12 
previously. When the server 1086 receives the message 
1084, it will consult a database similar to that illustrated as 
1082 and perform the functions set forth in FIG. 13 

0162 The generation of software for intercepting a mes 
Sage, consulting a database, altering header data in accor 
dance with the database, encrypting the entire message 
including the altered header and then creating a new header 
before Sending the entire data package is well within the 
capability of anyone skilled in the art of network computer 
programing in view of the presentation in FIGS. 10-15 and 
the accompanying explanatory material. AS will be apparent, 
the software will be different for each different operating 
System email program, Software plug-in for a Standard email 
program or browser and thus no pseudo code or detailed 
flow diagram has been presented herein. 

0163 FIG. 16 provides a simplified example of a button 
bar, power bar, or tool bar that can be generated using the 
referenced MOT Script language in combination with data 
retrieved from the databases. If a client were traveling away 
from home and accessed the network from New York, this 
information would be provided to the pinger entity. If the 
client then logged onto a web page of an airline who was 
also a client of a Service using the present inventive com 
ponents, the web page could be programed, Since data would 
be available that the clients home was for example Dallas 
TeX., to immediately bring up a list of all flights leaving New 
York and bound for other destinations that the client had 
regularly traveled to in the recent past Such as Dallas. The 
MOT generated bar or graphic in one implementation 
including a moving display. Such a display may provide 
advertising or information like ticker tape like Stock market 
data. 
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0164. In FIG. 17, an illustrative commentary is provided 
of the databases and their contents upon initial installation of 
Software of a new client wishing to access the Services of the 
present invention. 
0165. In FIG. 18 a selection menu 1102 is representative 
of a display that would be presented upon a clients System 
for Selecting a test location to initially use the Software 
installed in FIG. 17. The phone database is represented by 
1104 while the NS (network services) database is repre 
sented by 1106. When the client selects a city in Tex. Such 
as Plano, the Software will note the number “1” at the end 
of the data of database 1104. In the NS database a “1” is 
shown to refer to UUNET services. As may be observed, if 
Garland had been picked, a “2” would have been detected 
and PSINet services would be used. As shown by arrow line 
1108, the Software would determine that the test location 
number is “519, the PAPID to be used is “nsTEST and the 
PAP password is “ZZZwww123”. Other data that may be 
utilized is also contained in the database. 

0166 In FIG. 19 the clients computer is designated as 
1120, the network as 1122, the network access provider as 
1124 and the pinger entity as 1126. The test and update 
procedure is illustrated. The first action is for 1120 to 
connect through the NAP shown within network cloud 1122 
to 1124 using the PAPID and PAP passwork in the the NS 
database for the selected NAP. As set forth in FIG. 18, these 
values would be “nsTEST and “ZZZwww123. The NAP 
1124 validates or authenticates the ID and password. For 
Security reasons, the test ID and registration ID network 
connection, in a preferred embodiment of the invention, is 
limited to 90 seconds. The system 1120 initiates a full 
network protocol test to the pinger 1126 by Sending infor 
mation about the client's system (1120) and the software 
revision installed therein. As will be realized, the installed 
database includes the address of an appropriate pinger 1126. 
The pinger 1126, after receiving the information, performs 
minimal processing on the received data and Sends back any 
update information such as DNS changes, Phone number 
updates and the like. The pinger may then Send back Some 
Static information as well as any further update information 
that the system 1120 may require. The client software in 
1120 checks the static information received, validates a 
reliable connection and then processes any update informa 
tion for storage in an appropriate location(s). 
0167 FIG. 20 is presented to help in the description of 
client registration. The clients system 1150, connects to an 
NAP in the network 1152 using the registration PAPID and 
PAP password stored in the NS database for a selected NAP 
as provided in the originally installed Software. Such data 
may be found in the appendix ANS database in the appro 
priate lines RAM/ACCT/REG. The authentication portion 
of the NAP (1154) validates the PAPID and PAP password 
so that the client 1150 may communicate with a pinger entity 
such as 1158. (Although the preferred embodiment of the 
invention has the client 1150 send a registration request to 
pinger 1158 to provide further “security by obscurity', the 
registration request can be made directly to a registration 
and authentication server Such as 1156 if so desired and thus 
proceed directly to a later portion of this paragraph descrip 
tion.) When pinger 1158 receives the registration request, it 
returns addressing, ID and password information to client 
1150. This information will normally have a single life (that 
is it may only be used once) since the inventive System is 
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designed to continually change passwords and other data 
Such as addresses. With this information, the client 1150 
may now initiate a registration request to the Server 1156 as 
referenced above. The server 1156 processes the users 
Supplied information and issues a unique authentication 
token, a temporary PAPID and PAP password and/or a 
permanent PAPID and PAP password in accordance with 
System design. In an alternate embodiment, only a unique 
authentication token may be issued wherein the Software in 
client 1150 is required to obtain the PAPID and PAP pass 
word from a pinger such as 1158. This supplied user 
registration information is Stored in an appropriate database 
in 1156 for later authentication purposes. It may be noted 
that blocks 1156 and 1158 may share the same physical 
hardware but may also be remotely located and be intercon 
nected via the network. 

0168 FIG. 21 is similar to FIG. 20 in having a client 
system 1180, a network 1182, a NAP authentication entity 
1154, and a pinger entity 1186. In addition an optional PAP 
ID server 1188 is illustrated connected to the blocks 1184 
and 1186. This connection may be through the network or 
direct as illustrated in the drawing. A further plurality of 
blocks representing at least a web server 1190, an email 
server 1192 and a commerce server 1194 are shown con 
nected to the network and directly to pinger 1186. When 
operating in a general or anonymous access mode, the client 
1180 connects to a NAP within network 1182 using a PAPID 
and PAP password assigned and stored in the NS database 
for a selected NAP. The NAP validates the ID and password 
via block 1184. Once connected, client 1180 initiates a 
“Network Presence Notification” to the appropriate pinger 
Such as 1186. If the client 1180 is set in a selectable 
“Anonymous Mode” the “Network Presence Notification” 
will include a request for a new alias along with revised 
PAPID and PAP password data for use in the next network 
login attempt. 

0169. When the pinger 1186 receives the notification, the 
date and time of receipt in logged along with the clients 
authentication token and the network address assigned to the 
client 1180 by the selected NAP. The pinger 1186 returns a 
response which may, from time to time, include a new 
authentication token in addition to data requested when the 
client is in the “Anonymous Mode”. It should be noted that 
the pinger entities such as 1188 may be used to facilitate 
“Client side Authentication” when used in conjunction with 
servers such as 1190, 1192 and 1194 as examples. The client, 
or others attempting to access the System, does not have 
access to the information contained in any of the client 
databases and the client and others cannot spoof a commerce 
Server into believing that a transaction is originating Some 
where else or by Someone else. 
0170 From the above discourse, it may be appreciated 
that the various databaseS residing at the acceSS provider and 
each of the clients Systems along with a Script language Such 
as MOT and the two way communication between clients 
and an access provider permits dynamic or constantly 
changeable network acceSS and encryption parameters to 
minimize the possibility of unauthorized access to the net 
work acceSS provider or its clients communications. This is 
accomplished by: 

0171 1 Dynamic network login ID and password; 
0172] 2 Dynamically assigned network address; 
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0173 3 Dynamically assigned resource user Ids, pass 
words and so forth; 

0.174 4 Dynamic encryption algorithm use; and 
0.175 5 Dynamic encryption key generation and use. 

0176 With respect to item 1 above, since a user's net 
work login and password change periodically transparent to 
the user client and they are hidden from the user So as to be 
not accessible by the user, network fraud and abuse may be 
Significantly reduced. Further the dynamic assignment pro 
ceSS allows the login access to be different from System to 
System. Since the physical address of a Server can be 
changed on any random or periodic basis, Item 2 causes a 
Significant reduction in the risk of Service attacks, network 
lockouts and unauthorized access to data. The dynamic 
assigning and reassigning of email alias as occurs in accor 
dance with Item 3 significantly reduces the risk of unautho 
rized viewing of a given clients email messages. The chang 
ing domain aliases minimizes the risk of denial of access 
Service while the dynamically generated and authenticated 
Session IDS for network commerce reduces the risk of fraud. 

0177. In addition to the above discussion and description, 
the present invention is also described and disclosed in 
Appendices A, B and C which are hereby incorporated by 
referen 

0.178 Although the invention has been described with 
reference to a specific embodiment, these descriptions are 
not meant to be construed in a limiting Sense. Various 
modifications of the disclosed embodiments, as well as 
alternative embodiments of the invention will become 
apparent to perSons skilled in the art upon reference to the 
description of the invention. It should also be noted that 
while terms such as “network device user” may be used to 
describe a Single client, it may also be used to describe a 
network of users having a common factor Such as an 
employer. It is therefore, contemplated that the claims will 
cover any Such modifications or embodiments that fall 
within the true scope of the invention. 

What is claimed is: 
1. Apparatus for Securing the transmission of data over a 

network comprising: 
Sending means for a Sending party to Send one of more 

data packets in a Secure format to a final recipient via 
a third party; 

management means for a third party to obtain the network 
address of the final recipient from embedded informa 
tion contained within the one or more data packets Sent 
by the Sending party in a Secured format, and 

forwarding means for a third party to forward the one or 
more data packets to the final recipient at the network 
address obtained from information embedded within 
the data packets. 

2. Method of providing anonymity relative the transmis 
Sion of data over a network comprising the Steps of: 

preparing a data Stream from a Sending party, wherein the 
data Stream comprises header information, at least a 
portion of which includes the network address of the 
Sending party and the network address of one or more 
final recipients, and 
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transparently and Securely modifying the header informa 
tion by Substituting the network address of a third party 
for the addresses of the Sending and receiving parties, 

making available to the third party from the Sending party 
the address of the intended final recipient; 

Sending the modified data Stream from the Sending party 
to said third party for later forwarding to the address of 
the final recipient. 

3. A method of Securing the transmission of data over a 
network comprising the Steps of: 

Sending data packets to a third party for retransmission to 
a final recipient; 

informing the third party of the address of the final 
recipient; and 

forwarding 
4. The method claim 3 comprising in addition: 
addressing the data packets with the third party as both the 

Sender and recipient. 
5. The method of claim 3 comprising in addition: 
placing the final recipient address data in the message 
body of at least one of the data packets. 

6. The method of claim 5 comprising in addition: 
encrypting the message body of the data packets before 

Sending to Said third party; and 
deciphering of the address of the final recipient before 

forwarding of the data packets by the third party. 
7. The method of claim 6 comprising the additional steps 

of: 

placing a from party alias, which alias may be known only 
to Said third party, as the from party in the message 
body before encryption; 

placing a recipient party alias, which alias may not be 
known by Said third party, as the actual recipient party 
in the message body before encryption; 

placing the Subject matter data in the message body before 
encryption; 

Sending the data packets to Said third party with the third 
party also listed in the header as the Sending party and 
having an innocuous Subject matter in the header; 

deciphering of the message body of received data packets, 
by the third party, to decrypt the stored TO and FROM 
header information; 

rebuilding the data packet header, by Said third party, to 
list a recipient alias as both the TO and FROM parties; 
and 

Sending the data packet, including both the originally 
encrypted message body and the rebuilt data packet 
header, to the address of the final recipient. 

8. Apparatus for Securing the transmission of data over a 
network comprising: 

Sending party Security means for Sending data packets 
from a Sending party to a third party for retransmission 
to a final recipient; 

third party Security means for obtaining the network 
address of the final recipient; and 
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third party means for forwarding the data packets to the 
network address of Said final recipient. 

9. Apparatus for providing anonymity relative the trans 
mission of data over a network comprising: 

Sending party Security means for, transparently to the 
Sending party, modifying header information originat 
ing with the Sending party, in data packets intended for 
transmission to a final recipient, by listing a third party 
as both the Sending and receiving party; 

means for making available to Said third party from the 
Sending party the address of the intended final recipi 
ent, and 

means for Sending the modified data packets from the 
Sending party to Said third party for later forwarding to 
the address of Said final recipient. 

10. A method of providing anonymity of a given network 
user in the transmission and reception of data comprising the 
Steps of 

interacting over the network with a third party for both 
Sending data packets to a final recipient and receiving 
data packets transmitted from another party; 

transmitting outgoing data packets from Said given net 
work user to said third party with the third party listed 
in a header as both the TO and FROM parties; 

transmitting incoming data packets to Said given network 
user from said third party with the given network user 
being listed in a header by an alias, as both the TO and 
FROM parties; and 

changing the alias used for Said given network user in 
accordance with predetermined conditions. 

11. The method of claim 10 comprising the additional 
Steps of 

inserting the correct final recipient address information of 
at least one recipient in the message body before 
encrypting the message body of outgoing data packets, 
and 

decrypting at least Some of the final recipient address 
information from the message body upon receipt of 
incoming data packets by Said given network user. 

12. A method of Sending email over a network comprising 
the Steps of: 

composing an email message with at least one original 
recipient name in the TO portion of a readable header; 

requesting at least one recipient alias address from a 
Service provider; 

placing at least a portion of the at least one original 
recipient name in an encrypted message body of the 
email; and 

Sending the encrypted email to the recipientalias address. 
13. The method of claim 12 comprising the additional 

Steps of 

composing an email message with original Subject matter 
information in the Subject matter portion of the read 
able header, 
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placing at least a portion of the original email Subject 
matter information in the encrypted message body of 
the email; 

using at least one recipient alias address as both the TO 
and FROM portions of the readable header and insert 
ing at least one set of Substitute Subject matter infor 
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mation in the readable header of the email; and decrypt 
ing the email upon receipt by the recipient and 
Substituting the original header information into the 
readable header of the email message. 


