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^-AUTHENTICATING PEER TO PEER TRANSACTION

CROSS REFERENCE TO RELATED APPLICATIONS

[801] This application claims priority to U.S. Patent Application No. 3/755,421 , entitled

"Self-Authenticating Peer to Peer Transaction" filed January 3 , 2013, which claims priority

to United States Provisional Application No. 61/711,957, entitled "System and Method of

Peer to Peer Verification" filed October 10, 2 2, which are incorporated by reference in

their entirety herein.

BACKGROUND

[802] The present disclosure relates to transaction processing, and in particular, to peer to

peer verification of a transaction.

[803] Unless otherwise indicated herein, the approaches described in this section are not

prior art to the claims in this application and are not admitted to be prior art by inclusion in

this section.

[804] Traditionally, to send money electronically from one person to another, the sender, or

initiator, would have to go to a bank or money transmitter, and provide proof of identity

(typically a driver's license). The third party in this transaction that is, the bank or money

transmitter —provides the authentication, based on information obtained from the initiator

and, possibly, the receiver. Also, either the initiator, or receiver, or both, may require a

specialized account, which may limit the amount transferred, or the ways in which the

transferred funds can be used.

SUMMARY

[805] Embodiments of the present invention provide self-authentication for peer-to-peer

transaction processing. One embodiment includes a computer-implemented method for such

a peer-to-peer transaction. A server device receives transaction information and recipient

information from an initiator's mobile device. The recipient information identifies a

recipient. An initiator account is identified from caller identification information associated

with the initiator's mobile device. Optionally, the server device authenticates the initiator

using authentication information sent by the initiator. The server device sends a first

validation code to the initiator mobile device, along with instructions for sending the first

validation code to the recipient. The server receives the first validation code from the

recipient via a private communications channel. The server validates the first validation code

and processes the transaction.

According to a further optional embodiment, the server device receives the transaction

information and recipient information from an initiator banking provider. The server device



sends first validation code to the initiator mobile device, along with instructions for sending

the first validation code to the recipient. The server receives the first validation code from

the recipient via a private communications channel, and, after validating the validation code,

the server device instructs the initiator and recipient banking provider to process the

transaction.

[807] Another embodiment of the present invention includes a machine-readable medium

including instructions executable by the machine. These instructions cause the machine to

accepi receipi of transaction information and recipient information from an initiator's mobile

device. The machine is instructed to identify initiator account information from caller

identification information. Optionally, the machine is instructed to send a prompt for

verification information to the recipient; the machine is then instructed to receive this

verification information and use i t to verify the initiator. The machine is instructed to send a

first validation code to the initiator's mobile device, along with instructions for sending the

first validation code to the recipient. The machine is instructed to accepi receipi of the first

validation code from the recipient via a private communications channel. The machine is

instructed to validate the first validation code and, upon successful validation, processes the

transaction.

BRIEF DESCRIPTION OF THE DRAWINGS

[§08] FIG. is a block diagram of a peer-to-peer transaction system according to an

embodiment of the present invention.

[8(59] FIG. 2 is a flow chart describing a peer-to-peer transaction method according to an

embodiment of the present invention.

[810] FIG. 3 is a block diagram of a peer-to-peer transaction system according to another

embodiment of the presen t invention, in the case where communication takes place between

separate banking institutions.

[8 1] FIG. 4 is a block diagram of a peer-to-peer transaction system according to another

embodiment, which provides a different distribution of process steps between the various

banking institutions.

[812] FIG. 5 is a block diagram of peer-to-peer transaction system according to another

embodiment, in which the recipient's banking institution manages certain steps in the

process.

[813] FIG. 6 is a block diagram of a peer-to-peer transaction system according to yet

another embodiment, which provides a distribution of process steps wherein the sender and

recipient communicate only with their banking providers.

[814] FIG. 7 is a block diagram of a peer-to-peer transaction system in which an initiator

can deposit cash into an account, according to an embodiment of the present invention.



[815] FIG. 8 is a block diagram of peer-to-peer transaction system in which an initiator

can withdraw cash from an account, according to an embodiment of the present invention.

DETAILED DESCRIPTION

[816] Described herein are techniques for improvements in transaction processing. n

particular, the transaction process is automated while still maintaining security. n the

following description, for purposes of explanation, numerous examples and specific details

are set forth in order to provide a thorough understanding of the present disclosure. It will be

evident, however, to one skilled in the art that the present disclosure as defined by the claims

may include some or all of the features in these examples alone or in combination with other

features described below, and may further include modifications and equivalents of the

features and concepts described herein.

[817] In this document, various methods, processes and procedures are detailed. Although

particular steps may be described in a certain sequence, such sequence is mainly for

convenience and clarity. A particular step may be repeated more than once, may occur before

or after other steps (even if those steps are otherwise described in another sequence), and may

occur in parallel with other steps. A second step is required to follow a fsrst step only when

the first step must be completed before the second step is begun. Such a situation will be

specifically pointed out when not clear from the context. A particular step may be omitted; a

particular step is required only when its omission would materially impact another step.

[818] In this document, the terms "and", "or" and "and/or" are used. Such terms are to be

read as having the same meaning; that is, inclusively. For example, "A and B" may mean at

least the following: "both A and B", "only A", "only B", "at least both A and B" As another

example, "A or B" may mean at least the following: "on y A", "only B", "both A and B", "at

least both A and B" When an exclusive-or is intended, such will be specifically noted (e.g.,

"either A or B", "at most one of A and B").

[819] In this document, various computer-implemented methods, processes and procedures

are described. It is to be understood that the various actions (receiving, storing, sending,

communicating, displaying, etc.) are performed by a hardware device, even if the action may

be authorized, initiated or triggered by a user, or even if the hardware device is controlled by

a computer program, software, firmware, etc. Further, it is to be understood that the hardware

device is operating on data, even if the data may represent concepts or real-world objects,

thus the explicit labeling as "data" as such is omitted. For example, when the hardware device

is described as "storing a record", it is to be understood that the hardware device is storing

data that represents the record.

[820] The following description relates to a transaction verification process referred to as

"MOBIverify", the "MOBlbucks Payment Solution", or just the "transaction process". In

general, MOBIverify is a multi-step transaction verification process for unattended, or self-



authenticating, peer to peer money transmissions through the use of mobile phones. The

process is "unattended", or "self-authenticating", in the sense of not requiring the physical

presence of a third party that performs an authentication function; that is, only the

MOBIbucks account holder (also known as the initiator), recipient, and the MOBlbucks

server device are required to perform an authentication function.

[821] As mentioned above, to send money from one person to another, the initiator goes to a

bank or money transmitter, and provides proof of identity (typically a driver's license). The

MOBlbucks Payment Solution allows customers the freedom to make remote peer to peer

transactions without a card or a signature and still maintain the security of identity

verification, allow for repudiation, and execute the transaction.

[822] MOBlverify provides a multi-step verification process for unattended, or self-

authenticating peer to peer (P2P) transactions utilizing the mobile phone or other mobile

device. MOBI account holders may use their MOBI accounts to send money to other

consumers from their phones, from within a participating bank's on-line service, at

participaiing ATMs, or at selected merchant terminals. n general, a MOBI account is, or is a

feature of, a regular bank account. The MOBI account may also be similar to that described

in U.S. Patent Publication No. 2009/0024533 A! for "Payment Systems and Methods" filed

August 29, 2007, which is incorporated herein in its entirety.

[823] In the following descriptions, i t is understood tha all messages involved can be sent

via a number of means; for example, wired or wireless voice or data channels, or the like.

These means may be private or explicitly secure communication means; for example,

encrypted voice or data channels, or the like. Communication means include (i) messages to

and/or from a mobile device such as email messages, voice calls, data messages, text

messages, messages send via apps (e.g., Facebook, Linked In, Skype and the like) and (ii) the

same sort of messages sent to and/or from a stationary device such as a desk top computer or

browser running on a television.

[824] FIG. shows an example of the MOBlverify process. The process of FIG. 1 shows a

basic configuration where the initiator 120 and the recipient 30 have the same banking

provider, which implements the MOBI Central System 40 in a hosted implementation (the

MOBI Central System is also referred to as the "server device"). To use their mobile phone

to initiate a P2P transfer, the initiator 120 sends to the MOBI Central System 140 a text or

data message 101 that includes an identifier for the recipient (e.g., the recipient's mobile

phone number), the transaction amount, and optionally a MOBI P2P standard keyword. The

message 1 may be sen via a communication route which may include wireless and wired

communication channels. The P2P standard keyword may be an initiating transaction code,

indicating to the system that it is to perform the P2P process. In other embodiments, the

MOBI Central System may perform other functions that may be indicated by other keywords



or transaction codes. The initiator may use a short code as he destination for he text o daia

message to designate the MOB Central System.

[825] As an example, a hank may implement access to its mobile banking services with the

short code "67890", and may use the standard keyword "MOBI" to access the MOBlverify

functionality in the mobile banking system. The initiator 120 may then send a text or data

message to "67890" with the following information: "M OB 415 888 9999 $100". This

message instructs the MOBI Central System 140 to transfer $ 00 to the account associated

with the mobile number 415 -888-9999 of the recipient 130, as further detailed below.

[026] In an alternative embodiment, a text or data message is sent identifying a recipient's

routing and account information, including, for example, the SWIFT code for the recipient's

account, for a direct wire transfer to the recipient's bank account. In this embodiment, the

initiator 120 may send a text or data message to "67890" with the following information:

"MOBI .3 456 789 12.345 12345 00". The text or data message may also include contact

information for the recipient, for example, an e-mail address.

[827] After the transfer is initiated by either of the above described processes, the MOBI

Central System 140 identifies the initiator's account information from, for example, caller

identification information, transmitted with the initiating text message, data message, phone

call or the like. The initiator's account information may correspond to the initiator's mobile

phone number. After identification of the initiator's account information, the MOBI Central

System 140 then may optionally send a message 102, which may include a computer

generated phone call, or a text or data message, or the like, to the mobile device of the

initiator 120. When the initiator 120 answers his mobile phone or responds to the message,

the initiator 20 is prompted to provide identity verification information 03. For example,

the initiator 120 may be asked to enter a personal identification number (PIN) on the phone's

keypad. This information 3 is sent the MOBI central system 140, which then uses the

information to validate the initiator's mobile phone and authenticate the initiaior 120 to the

MOBI Central System 140. The MOBI Central System 140 may perform other validation

checks at this time, such as available balances and preprogrammed transaction limits.

[828] In an optional embodiment, when a recipient phone number is used, the MOBI

Central System 140 checks to see if the recipient has a MOBI account by comparing the

recipient's mobile phone number against the database of existing account holder identifiers

(e.g., mobile phone numbers). If there is an existing MOBI account, the MOBI Central

System 40 checks to see of pre-programmed transaction limits have been exceeded (and/or

i may check other pre-programmed parameters). If the recipient is not an existing MOBI

account holder, the MOBI Central System 40 may optionally create a MOBI account for the

recipient that includes the recipient's mobile phone number, using the initiator's verification

information 1 3 as temporary authentication for the receiver.



[829] The actual funds a e not transferred, however, until a second validation step is

completed. Once the account holder's ΡΓΝ is validated, the MOBl Central System 140 sends a

second text, data or other type of message 4 containing a transaction specific validation

code (the first validation code) to the mobile phone of the initiator 120, with instructions to

forward the first validation code to the recipient 30 The initiator 20 can then forward a

message 5 containing the first validation code to the recipient 130. This can he done using

a number of methods, for example: forwarding the message 105 itself, sending an email,

initiating a phone call, providing it verbally, or the like. The MOBl Central System 140 may

also send a text, or other type of message 06 to the mobile phone number of the recipient

30 with a second validation code, along with instructions to send a reply text message

containing both validation codes. The recipient 3 then sends a message 7 to the MOB

Central System 40 including the first verification code and the second verification code if

used f the MOBl Central System 40 created a new MOBl account for the recipient 130, the

text or data message 7 may also include a temporary PIN for accessing the new MOB

account. The first validation code may be a pseudorandom code. The second validation code

may be a pseudorandom code, or may be the transaction amount or some other identifier.

3 In an alternative embodiment, the recipient 30 may enter one or both of the

validation codes via an internet browser so that a recipient mobile device is not required. For

example, if a recipient's bank routing and account number are used, the initiator may email

the recipient a validation code for entering into a MOBl account user interface via an internet

browser. The browser may provide a secure user interface; for example, it may require the

recipient to enter authentication information (for example, a user ID and password), and it

may use a secure protocol for data transfer (for example, HTTPS). Al messages and phone

calls described may be replaced with communication via email, via such a secure user

interface or via another secure communication means.

[831] Once MOB Central System 140 receives both validation codes, it processes the

transfer from the initiator's MOB account to the recipient's MOB account. Once the transfer

is complete, the MOBl Central System 140 sends to both the initiator 20 and recipient 30 a

message alert 108a, 108b (text, data, email or the like) confirming the completion of the

transaction.

[832] If any of the requested messages are not received within a defined period from the

initial transter request (for example, between 2 and 48 hours, for example, 24 hours), or if

any of the authentication steps is not verified, then the MOBl Central System 140 sends a

message to the initiator 20 alerting him/her of the issue. In addition, the MOBl Central

System 140 may roll back any actions it has performed such that a new initial message 1 is

required for the transaction if such a time period as elapsed.



[833] Once the recipient has received the confirmation (see 108b), the recipient can

perform various actions, such as getting cash, paying a bill, or buying a product. These

activities may be accomplished via the account access features of their bank account. These

activities may include, for example, obtaining cash, making a purchase, or paying a bill.

[634] FIG. 2 shows a flow chart 500, which describes the steps taken by the server in an

embodiment of the current invention. In step 1, the server receives, from an initiator

device, transaction and recipient information, which may include, for example, a transaction

code, the transaction amount, and the recipient's mobile phone number. The server then uses

caller identification information to identify the initiator's account (step 1a). Optionally, in

step 02, the server requests verification information (for example, a PIN), from the initiator,

and in step 3, the server receives the verification information from the initiator.

[835] The initiator's verification information, if used, is checked in step 103a. If it is found

accurate, the receiver's information may optionally be checked to see if the recipient has a

MOBI account in step 103b. If the recipient does not have a MOBI account, one may be

created for him/her in step 103c, using the initiator's verification information as temporary

authorization. The server then sends a first validation code to the initiator in step 104. Also

in step 04, the server sends instructions for forwarding the first validation code to the

recipient. The sending of the first validation code and the sending of instructions may also

take place in two separate steps. In an optional step 06, a second validation code is sent to

the recipient by the server. The server receives the first validation code (and perhaps the

second validation code if it's used) back from the recipient in step 107. If a new MOBI

account was created for the recipient (in step 130b), step 07 may also include sending a

temporary PIN for accessing the new MOBI account. The first validation code (and perhaps

the second validation code) is checked for validity in step 7a, and, if valid, the transaction

is processed in step 07b. Optionally, before the transaction is processed in step 107b, the

server my initiate a delay period of, for example, 0 seconds to 10 minutes, for example, 30

seconds to 5 minutes. This delay period may allow for a number of contingencies, for

example, it may allow for third-party verification, or it may be required by regulatory-

agencies. In step 108, the server sends confirmation of the transaction to the initiator and the

recipient.

[836] Other methods of verifying the identities of the initiator or recipient may be used. For

example, in step 03 of FIG. 2, the server may receive a photo of the initiator. Alternatively,

step 03 may comprise the receipt of a photo of the initiator's passport, or another identifying

document, for example, a driver's license, or a utility bill. This photo may be taken with the

initiator's mobile phone. These photos would then be compared to stored images of the

sender or the sender's documents to verify the initiator's identity in step 103a. The

comparison may be done manually or automatically with software. Similarly, the server may



receive, in step 7, identification information from the remittance receiver, as well as the

verification code(s). This information may consist of photos of the receiver, or of the

receiver's identification documents, taken, for example, with the receiver's mobile phone

camera. Step 107a would then include comparing the receiver's photos with images stored

on the server.

[837] FIG. 3 is a diagram showing additional details for a case when the initiator and

recipient do not have the same banking provider. The features are generally similar to those

in FIG. 1

[038] One difference is that the initial message 101 goes from the initiator 0 to the

initiator's bank 2 . The initiator's bank then contacts the MOBI Central System 40

with instructions 2 to perform the other steps: send the request 2 for the PIN (optional),

send the message 04 with the first verification code, and optionally send the message 06

with the second verification code. As in the previous example, the initiator 120

communicates directly with the recipient 130 to send the message 105 with the first

verification code, and the initiator 120 communicates with the MOBI Central System 140 to

send the PIN 03, if necessary. Again, the recipient 30 sends a message 107 with the

verification code(s) to the MOBI Central System 140.

[839] Another difference is that after the MOBI Central System 140 has received the

message 7 including the validation code(s), the MOBI Central System 140 sends

instructions 202a, 202b to the initiator's bank 121 and to the recipient's bank 2 to

implement the transaction. The MOBI Central System may optionally receive confirmation

messages 203a, 203b from both banks before sending the confirmation messages 108a, 108b

to the users.

[840] Depending upon the allocation of the various functions between the banks and the

MOBI Central System, the originators and recipients of various messages may be varied from

that shown in FIG 3. For example, FIG. 4 shows that after the initiator's bank recei ves

the initial request 101, it then contacts the MOBI Central Server 140 with snstractions 201 to

send the initiator's authentication information 301 (for example, the initiator's PIN) to the

initiator's bank 12 1 The initiator's ban 12 contacts the initiator 120 with a request 102 for

the authentication information (for example, the PIN), and receives and verifies the

authentication information 03. The initiator's bank 121 then sends confirmation 302 of the

initiator's identity verification to the MOBI Central Server 40. The remainder of the

transaction process may then operate as shown in FIG. 3

[Ml] As another example, FIG. 5 shows how the recipient's bank 3 may manage the

validation process. After the MOBI Central System 40 sends a message 4 with the first

validation code to the initiator 120, the MOBI Central Sy stem 40 sends the recipient's bank

3 message 4 with the first validation code. The recipient's bank 3 optionally



generates the second validation code, and sends a message 6 containing this code to the

recipient 30. The recipient 0 then sends a message 107 with the first verification code,

and, if used, the second verification code, to the recipient's bank 1 . The recipient's bank

131 then verifies the verification code(s). The recipient's bank 131 sends a message 402 with

confirmation of the verification to the MOBl Central Server. The remainder of the transaction

process may then operate as shown in FIG. 3.

[842] In FIG. 6, an implementation of the MOBIverify system is shown where each

customer only communicates with his or her bank, rather than the MOB Central Server 140.

This is essentially a combination of the implementations shown in FIG. 4 and FIG. 5. One

difference is that the initiator's bank , rather than the MOBl Central Server 40, generates

the first verification code. The initiator's bank then sends messages 104 and 04a containing

the first verification code to the initiator 120 and the MOB Central Server 140, respectively.

The remainder of the verification procedure may then proceed as shown in FIG. 5.

[843] Other additional features of the MOBIverify system may be implemented according

to a "know your customer" protocol. One such additional feature is setting transfer limits

based on authorization level. Various authorization levels may be defined based on the type

of "know your customer" protocol performed. For example, one level of authorization may

occur when the recipient provides both validation codes (as per 07 in FIG. 1). Another level

of authorization may occur when the initiator, or the recipient, pro vides an image of an

identification document (e.g., passport, license, utility bill, etc.) along with one of the

messages sent to the MOB Central Server; the MOB Central Server then compares this

document with a stored copy of the document , or manages review process performed by

human. Another level of authorization may occur when the system sends the second

validation code to the recipient via U.S. Mail to the recipient's home address; the recipient

may confirm receipt by sending the code via SMS from their mobile phone to the MOB

Central Server. Another level of authorization may occur when the recipient is an existing

customer of the bank, but does not yet have their MOBl account set up. Another level of

authorization may occur when one of the users has already provided some enhanced "know

your customer" information to the MOB Central Server, and provides a confirmation or

identification of another user.

[844] The various authorization levels may be associated w th transaction amount or other

account-specific limits. For example, when the validation occurs (as per 07 in FIG. 1) via

text message from the recipient, the limit is $100. When the initiator provides an image of an

identification document that is validated by the system, the limit is $300. When the recipient

receives the Validation Code #2 via U.S. Mail at their home address, the limit is 000.

When the recipient is an existing customer of the bank, the limit is $ 00.



[845] Users may put cash into their accounts, or remove cash from their accounts, as

follows.

[846] To deposit cash, a process like that shown in FIG. 7 may be used. A merchant with a

cash register 120 takes the role of the initiator and the user who wants to deposit (the

"depositor" 130) cash takes the ro e of the recipient. The process proceeds as described

above, e.g. as per FIG. 1, with the merchant 0 (initiator) using the deposit amount as the

transaction amount in the initiation message 101, and the MOBI Central Server 140

optionally verifying (he merchant 20 with messages 02 and 103. A validation code

message 104 is sent to the merchant 120, who gives this message 5 to the depositor 30.

The depositor 0 may optionally receive a second validation code 106 from the MOB!

Central Server 140. To complete the validation process, the depositor 130 then sends the

validation code(s) 07 to the MOBl Central Server 140. At some point in the process, for

example, at the start of the process, or after the the MOBl Central Server 40 sends the

confirmation ( 08a and 108b) of the credit to the depositor's account, the depositor 130

(recipient) gives the cash 109 to the merchant 120 (initiator). The merchant 120 (initiator)

sends a confirmation 09a to the MOB Central Server 0, to record the cash transaction.

The MOBI Central Server may send a final verification (not shown) to both parties.

[847] A process to withdraw cash is shown in FIG. 8. A merchant with a cash register 30

takes the role of the recipient. The process proceeds as described above, e.g. as per FIG. 1,

with the initiator 0 using the cash withdrawal amount as the transaction amount i the

initiation message 0 , and the MOBI Central Server 140 optionally verifying the initiator

120 with messages 102 and 103 In this process, a validation code message 104 is sent to the

initiator .0 (withdrawal customer), who gives this message 05 to the merchant 30. The

merchant 130 may optionally receive a second validation code 6 from the MOBI Central

Server 140. The validation process is completed when the merchant 30 sends the validation

code(s) 7 to the MOBI Central Server 140. Once the MOBI Central Server sends the

confirmation (see 108a and 8b), the merchant 130 gives the cash 109 to the initiator 120.

[848] settlement process may be performed, on a periodic basis or as needed, to net out

debits or credits to the merchant resulting from cash deposits or withdrawals.

[849] As set forth above, MOBlverify provides a multi-step mobile verification system for

peer to peer money transfers utilizing cellular phones. In one specific example, MOBlverify

may operate in the following manner:

Computer code that controls the system to accept receipt of a MOBI P2P standard

keyword and recipient phone number via text message.

2. Computer code that controls the system to automatically generate a mobile phone cal

to the initiator's mobile phone requesting PIN verification.



3. Computer code that controls the system to accept receipt of the initiator's PIN, thus

authenticating the initiator's identity.

4. Computer code that controls the system to check initiator's MOB! account for

sufficient funds and pre-programmed transaction limits

5 . Computer code that controls the system to check for recipient's MOB! account using

recipient's mobile phone number.

6. If an account exists, computer code that controls the system to check for pre

programmed transaction limits.

7 . If a account does not exist, computer code that controls the system to generate a

MOBI account for the recipient and a temporary PIN. (The recipient may then use the

temporary PIN to access and set up their new MOBI account, including choosing

another PIN.)

8 . Computer code tha controls the system to generate a text message to the initiator's 2.0

mobile phone with a transaction specific verification code (the first verification code)

and instructions to forward the first verification code to the recipient

9. Computer code that controls the system to generate a text message to the recipient's

mobile phone alerting recipient of the pending transaction, providing a second

transaction specific verification code (the second verification code) and instructions to

send a reply text with both verification codes.

10. Computer code that controls the system to accept receipt of recipient's text message

containing both the first verification code and the second verification code.

1. Computer code that controls the system to generate a text message to both initiator

and recipient to confirm money transfer (and account creation if applicable).

2. Computer code that controls the system to generate an automatic text message if 24

hours elapses without a completed transaction, or if any of the authentication steps is

not verified.

. Computer code that controls the system to adjust authorization levels according to

"know your customer" information

[850] The above description illustrates various embodiments along with examples of how

aspects of the present invention may be implemented. For example, direct communication,

U.S. mail, phone calls, text messages, data messages or e-mail through wired or wireless

voice or data channels, encrypted or not encrypted, and the like may all be considered

communication means. A mobile device may be a mobile phone, two-way pager, tablet or

notebook computer, and the like. A validation code may be a PIN, or a photograph of one of

the transacting parties, or a photograph of identification documents, such as a passport,

license, or utility bill, or the like. A verification code may be a PIN, a pseudorandom code,

the transaction amount or the like.



[851] The above examples and embodiments should not be deemed to be the only

embodiments, and are presented to illustrate the flexibility and advantages of the present

disclosure as defined by the following claims. Based on the above disclosure and the

following claims, other arrangements, embodiments, implementations and equivalents wil be

evident to those skilled in the art and may be employed without departing from the spirit and

scope of the disclosure as defined by the claims.



WHAT IS CLAIMED IS:

. A computer-implemented method for a peer to peer transaction, comprising:

receiving, at a server device from an initiator mobile device, transaction information

and recipient information, wherein the recipient information identifies a recipient;

identifying, from caller identification information associated with the initiator mobile

device, an initiator account, wherein an account number of the initiator account corresponds

to a mobile telephone number of the initiator mobile device;

sending, by the server device to the initiator mobile device, a first validation code and

instructions for sending the first validation code to the recipient;

receiving, at the server device from the recipient via a private communication means,

the first validation code;

validating, by the server device, the first validation code; and

after the validating step, processing, by the server device, the transaction.

2. The method of claim 1, further comprising, before the step of sending a first

validation code:

sending, from the server device to the initiator mobile device, a prompt for

verification information;

receiving, at the server device from the initiator mobile device, the verification

information; and

confirming accuracy of the verification information.

3. The method of claim 2, wherein the step of sending the prompt for the

verification code, comprises one of sending a text message sending a data message or

generating a phone call.

4. The method of claim 2, wherein the verification information comprises a

personal identification number.

5. The method of claim 2, wherein the verification information comprises a

photograph of the initiator or a photograph of identify ing documents belonging to the

initiator.

6. The method of claim 2 further comprising, after the step of confirming the

accuracy of the verification information, creating a recipient account.

7. The method of claim 1 further comprising, before the step of validating the

first validation code:

sending by server device to the recipient via the private communication means, a

second validation code;

receiving, at the server device from the recipient via the private communication

means, the second validation code; and



before the step of processing the transaction, validating, by the server device, the

second validation code.

8. The method of claim 1 further comprising, before the step of processing the

transaction, delaying the transaction processing for a period of time

9. The method of claim 8, wherein the period of time is between 30 seconds and

5 minutes.

. The method of claim 1, wherein the first validation code comprises a

pseudorandom code.

. The method of claim 7, wherein the second validation code comprises one of a

pseudorandom code or the transaction amount

. The method of claim , wherein the transaction information includes an

initiating transaction code identifying the transaction as a peer-to-peer transfer.

13. The method of claim 1, wherein the transaction information and the recipient

information is in the form of a text message or a data message.

14. The method of claim 1, wherein the private communication means comprises a

recipient mobile phone, and wherein the recipient information comprises a recipient mobile

phone number, and wherein the recipient mobile phone number corresponds to a recipient

account number.

. The method of claim 1, wherein the recipient information comprises an

account number and a routing number.

6. The method of claim 1, wherein the transaction information includes the

transaction amount.

7. The method of claim , further comprising after the step of processing the

transaction,

sending, by the server device to the initiator device and the recipient, confirmation

that the transaction has occurred.

8. The method of claim 1, wherein only the server device initiator device, or the

recipient are required to perform a verification or validation function.

. A computer-implemented method for a peer to peer transaction, comprising:

receiving, at a server device from an initiator banking provider having an initiator

account associated with an initiator mobile device, transaction information and recipient

information, wherein the recipient information identifies a recipient and a recipient account at

a recipient banking provider;

sending, by the server device to the initiator mobile device, a first validation code and

instructions for sending the first validation code to the recipient;

receiving, at the server device from the recipient via a private communication means,

the first validation code;



validating, by the server device, the first validation code: and

after the validating step, sending, from the server device to the initiator banking

provider and the recipient banking provider, instructions to process the transaction.

20. The method of claim 19 further comprising, before the step of sending a first

validation code:

sending, from the server device to the initiator mobile device, a prompt for

verification information;

receiving, at the server device from the initiator mobile device, verification

information; and

confirming accuracy of the verification information.

21. The method of claim 19, further comprising, before the step of validating the

first validation code:

sending, by server device to the recipient via the private communication means, a

second validation code;

receiving, at the server device from the recipient via the private communication

means, the second validation code; and

before the step of sending instructions to process the transaction,

validating, by the server device, the second validation code.

22. The method of claim 19, wherein the private communication means comprises

a recipient mobile phone, and wherein the recipient information comprises a recipient mobile

phone number, and wherein the recipient mobile phone number corresponds to a recipient

account number.

23. The method of claim 9, further comprising, after the step of sending

instructions to process the transaction,

sending, by the server device to the initiator device and the recipient, confirmation

that the transaction has occurred.

24. A machine-readable medium including instructions executable by the machine

for performing a peer-to-peer transaction, the instructions causing the machine to:

accept receipt, from an initiator mobile device, transaction information and recipient

information, wherein the recipient information identifies a recipient:

identify, from caller identification information associated with the initiator mobile

device, an initiator account, wherein an account number of the initiator account corresponds

to a mobile telephone number of the initiator mobile dev ice;

send to the initiator mobile device a first validation code and instructions for sending

the first validation code to the recipient;

accept receipt, from the recipient via a private communication means, the first

validation code;



validate the first validation code; and

after the validate step, process the transaction.

25. The machine-readable medium of claim 24, further comprising instructions

causing the machine, before sending to the initiator mobile device a first validation code, to:

send to the initiator mobile device a prompt for verification information;

accept receipt from the initiator mobile device or via a secure user interface

verification information; and

confirm accuracy of the verification information

26. The machine-readable medium of claim 24 further comprising instructions

causing the machine, before validating the first validation code, to:

send to the recipient via the private communication means a second validation code;

accept receipt from the recipient via the private communication means the second

validation code; and

before processing the transaction, validate the second validation code.

27. The machine-readable medium of claim 2.4, further comprising instructions

causing the machine, after processing the transaction, to send to the initiator device and the

recipient confirmation that the transaction has occurred.

















INTERNATIONAL SEARCH REPORT International application No.

PCT/US2013/034511
A. CLASSIFICATION OF SUBJECT MATTER

G06Q 40/02(2012.01)i, G06Q 30/06(2012.01)i, H04L 9/32(2006.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
G06Q 40/02; G06Q 40/00; G06Q 10/00; G06Q 20/00; G06Q 30/06; H04L 9/32

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
eKOMPASS(KIPO internal) & Keywords: peer to peer transaction, initiator mobile device, validation code

DOCUMENTS CONSD3ERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2008-0109279 Al (DANIEL CS0KA) 08 May 2008 1-5 , 7 , 10-13 , 15 , 16
See abstract , paragraphs [0032] -[0035] , [0059] [0060] , [0065H0067] and , 18-21 , 24-26
c l aims 83-87, 92 , 93 , 101 .

6 , 8 , 9 , 14 , 17 , 22 ,23
,27

10-0885980 Bl (DYVILL CO. , LTD . e t a l . ) 03 March 2009 6 , 8 , 9 , 14 , 17 , 22 ,23
See abstract , page 9 , l ine 1 - page 12 , l ine 17 and c l aims 1, 18, 2 1 . ,27

1-5 , 7 , 10-13 , 15 , 16
, 18-21 , 24-26

US 2011-0055077 Al (SUSAN FRENCH e t a l . ) 03 March 2011 1-27
See abstract , paragraphs [0021] -[0038] , [0060H0070] , [0074] and c laims 1-9.

WO 2007-024148 Al (G-XCHANGE, INC . e t a l . ) 01 March 2007 1-27
See abstract and c l aim 1.

US 7716129 Bl (BENG TEC ALVIN TAN et a l . ) 11 May 2010 1-27
See abstract and c l aims 1-4.

I IFurther documents are listed in the continuation of Box C . See patent family annex.

* Special categories of cited documents: "T" later document published after the international filing date or priority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand

to be of particular relevance the principle or theory underlying the invention
"E" earlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be

filing date considered novel or cannot be considered to involve an inventive
"L" document which may throw doubts on priority claim(s) or which is step when the document is taken alone

cited to establish the publication date of citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is

"O" document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination
means being obvious to a person skilled in the art

"P" document published prior to the international filing date but later "&" document member of the same patent family
than the priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report

09 July 2013 (09.07.2013) 10 July 2013 (10.07.2013)
Name and mailing address of the ISA/KR Authorized officer

Korean Intellectual Property Office
- Cheongsa-ro, Seo-gu, Daejeon Metropolitan City, OH Eung Gie

« 302 7 0 1 ' Republic of Korea

Facsimile No. +82-42-472-7140 Telephone No. +82-42-481-8744 . '

Form PCT/ISA/210 (second sheet) (July 2009)



INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members PCT/US2013/034511

Patent document Publication Patent family Publication
cited in search report date member(s) date

US 2008-0109279 Al 08/05/2008 None

KR 10-0885980 Bl 03/03/2009 None

US 2011-0055077 Al 03/03/2011 AU 2010-289473 Al 29/03/2012
CA 2773139 Al 10/03/2011
WO 2011-028840 A2 10/03/2011
WO 2011-028840 A3 30/06/2011

WO 2007-024148 Al 01/03/2007 EP 2002387 Al 17/12/2008
EP 2002387 A4 03/08/2011
US 2009-0157546 Al 18/06/2009
US 8306510 B2 06/11/2012

US 7716129 Bl 11/05/2010 AU 7048600 A 04/03/2002
WO 02-17181 Al 28/02/2002

Form PCT/ISA/210 (patent family annex) (July 2009)


	abstract
	description
	claims
	drawings
	wo-search-report

