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(57) Abstract: The present disclosure relates to methods for securing an
application. A first method generates a unique cipher for securing the
application, by performing iterations of: inputting a random number
cotresponding to a pre-defined operation, inputting at least one oper-
and, and executing instructions for applying the pre-defined operation
to the at least one operand. A second method secures an application by
means of a multi-threaded cipher, which executes a ciphering function
as a plurality of threads. Two threads of the ciphering function are per-
formed in synchronicity. A third method secures an application by
means of a multi-level cipher. The application is secured by applying an
application cipher part and an OS cipher part. A fourth method secures
an application by means of a multi-level security function. The applica-
tion is secured by executing an application part security function and an
OS part security function.
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METHODS FOR SECURING AN APPLICATION AND DATA
TECHNICAL FIELD

[0001] The present disclosure relates to the field of software security.
More specifically, the present disclosure relates to methods for securing an

application and/or data generated by the application.
BACKGROUND

[0002] Data ciphering is used in a plurality of contexts where sensitive
data need to be protected from reading, alteration, copy, etc. Data ciphering
includes a first step where the sensitive data are encrypted at a first entity (e.qg.
a computing device, a server, etc.). The encrypted data are then transmitted to
a second entity (e.g. another computing device, another server, etc.). Data
ciphering includes a second step where the encrypted data are decrypted at
the second entity to recover the sensitive data. The recovered sensitive data

can then be processed at the second entity.

[0003] Data ciphering can be used to secure an application, for
instance by using a cipher to encrypt / decrypt data generated by the execution
of the application.

[0004] Data ciphering is based on the encryption / decryption of the
sensitive data by encryption keys (e.g. symmetric keys or asymmetric public /
private keys). The strength of a cipher (aka a ciphering algorithm) depends on
several parameters, including the length of the ciphering key(s), the algorithm
for generating the ciphering key(s), etc. However, it has been proven in the
past that ciphers, which could supposedly not be tampered, were in fact
vulnerable to tampering attacks. One type of attack consists in brute force
attack, where the advances in computing technologies provide enough
processing power to break a cipher that could not be broken in the past due to
a lack of adequate processing power. Another type of attack consists in retro-
engineering of ciphers. For instance, by studying published data about a
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cipher, an attacker can find vulnerability in the cipher and use it to break it.
Alternatively, by analyzing the execution by a processor of software
instructions implementing a cipher, an attacker can determine how the cipher

operates and use this knowledge to break it.

[0005] Although a lot of efforts and knowledge in the cryptographic
field have been dedicated to designing robust ciphers, there is no warranty that
any cipher is a hundred percent safe. Furthermore, most of the efforts have
been concentrated on the cryptographic aspects of ciphers. However, adding
complexity to the execution of a cipher by a processing unit of a computing
device improves its robustness, by making it more difficult for an attacker to

retro-engineer the cipher.

[0006] Therefore, there is a need for new methods for securing an
application, including new methods of using a cipher to protect an application.

SUMMARY

[0007] In accordance with a first aspect, the present disclosure
relates to a method for securing data by means of a unique cipher. The
method comprises generating the unique cipher by a processing unit, by
performing at least one iteration of: inputting a random number, the random
number corresponding to a pre-defined operation stored in memory; inputting
at least one operand; and executing instructions for applying the pre-defined
operation to the at least one operand.

[0008] In accordance with a second aspect, the present disclosure
relates to a method for securing data by means of a multi-threaded cipher. The
method comprises executing, by a processing unit, a ciphering function as a
plurality of threads. Each thread comprises instructions, that when executed by
the processing unit, apply parts of the cipher to secure the data. Two threads
of the ciphering function may be performed in synchronicity.

[0009] In accordance with a third aspect, the present disclosure
relates to a method for securing an application and/or data generated by the
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application by means of a multi-level cipher. The method comprises executing,
by a processing unit, securing instructions independently stored in the
application and in an operating system (OS) running the application. The
securing instructions stored in the application generate an application cipher
part and the securing instructions stored in the OS generate an OS cipher part.
The application and/or the data generated by the application is/are secured by
applying the application cipher part and the OS cipher part.

[0010] In accordance with a fourth aspect, the present disclosure
relates to a method for securing an application by means of a muiti-level
security function(s). The method comprises executing, by a processing unit,
securing instructions independently stored in the application and in an
operating system (OS) running the application. The securing instructions
stored in the application provide an application part security function and the
securing instructions stored in the OS provide an OS part security function.
The application is secured by executing the application part security functions
and the OS part security function(s).

BRIEF DESCRIPTION OF THE DRAWINGS
[0011] Embodiments of the disclosure will be described by way of
example only with reference to the accompanying drawings, in which:

[0012] Figure 1 illustrates computing devices for carrying out

ciphering operations;
[0013] Figure 2 illustrates a decompilation of a set of instructions;

[0014] Figure 3 illustrates an array of pre-defined arithmetic operators

for generating a unique cipher,
[0015] Figures 4 illustrates multi-threaded ciphering operations;

[0016] Figures 5 illustrates software layers of a computing device for
protecting an application by means of a multi-level cipher,

[0017] Figures 6 and 7 illustrate an execution flow of an application
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protected with securing instructions stored in the application;

[0018] Figure 8 illustrates the generation of a protected application
starting from its binary code;

[0019] Figure 9 illustrates an execution flow of an application
protected with securing instructions stored in OS services;

[0020] Figure 10 illustrates an execution flow of an application
protected with securing instructions stored in an OS kernel;

and

[0021] Figure 11 illustrates a multi-level cipher in a cloud

environment.
DETAILED DESCRIPTION

[0022] The foregoing and other features will become more apparent
upon reading of the following non-restrictive description of illustrative
embodiments thereof, given by way of example only with reference to the

accompanying drawings. Like numerals represent like features on the various

drawings.
[0023] The following terminology is used throughout the present
disclosure:
[0024] Cipher: a cipher (or ciphering algorithm) is an algorithm for

performing encryption or decryption of data. Encryption and decryption are
complementary operations: source data are first encrypted (by an encryption
cipher) and the encrypted data are later decrypted (by a complementary
decryption cipher) to recover the source data. Ciphers are distinguished by the
type of key used: symmetric key algorithms where the same key is used for
encryption and decryption, and asymmetric key algorithms where two different
keys are used for encryption and decryption. Ciphers are also distinguished by
the type of input data: block ciphers which encrypt block of data of fixed size,
and stream ciphers which encrypt continuous streams of data.
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[0025] Application: a computer program (also referred to as a
software program) comprising instructions that when executed by a processing
unit of a computing device performs a specific task on the computing device
(e.g. implement a method on the computing device). The instructions of the
computer program are referred to as the binary code of the computer program.
In the present disclosure, the term application refers to a computer program
that can be secured via different means detailed in the following.

[0026] Multi-threading: in the context of the present specification,
the expression ‘multi-threading’ refers to multiple threads executed from
different entities, such as the application and the OS. The threads located
outside the protected application are not visible (accessible) from the
application. The protected application does not know that it is protected from
outside, and there is no communication from the application to the protectors
located in the OS.

[0027] The present disclosure specifically addresses the usage of
ciphers to secure data such as applications, in particular to prevent tampering
of the binary code of an application, and the data generated by the application.
When in clear, the binary code of an application and/or of the data generated
by the application can be retro-engineered by an attacker. For instance, by
analyzing any particular set of instructions of the binary code, the attacker is
capable of determining the purpose of this particular set of instructions or data.
Then, the attacker can modify this particular set of instructions or the data
generated by the particular set of instructions, so that when executed on a
processing unit of a computing device, an unexpected action is performed to
the benefit of the attacker (e.g. retrieving sensitive data generated or received
by the application, and transmitting these sensitive data to a remote computing
device under the control of the attacker). In the following, several methods for
securing an application and/or data generated by the application are
described.
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[0028] Referring now to Figure 1, computing devices 10 and 20 for
implementing methods for securing an application and/or data generated by

the application are represented.

[0029] The computing device 10 comprises a processing unit 11,
having one or more processors (not represented in Figure 1) capable of
executing instructions of a computer program. Each processor may further
have one or several cores. The computing device 10 also comprises memory
12 for storing instructions of the computer program, data generated by the
execution of the computer program, etc. Only a single memory 12 is
represented in Figure 1, but the computing device 10 may comprise several
types of memories, including volatile memory (such as a volatile Random
Access Memory (RAM)) and non-volatile memory (such as a hard drive).
Furthermore, although the memory 12 is shown as a separate entity from the
processing unit 11, those skilled in the art will understand that the memory
could be integral with the processing unit 11. The computing device 20 is
similar to the computing device 10 and also comprises a processing unit 21
and memory 22, and again, the memory 22 could alternately be integral with
the processing unit 21.

[0030] The computing devices 10 and 20 further comprise a
communication interface (respectively 13 and 23) for exchanging data with
other entities through communication links 30 (e.g. a cellular network, a fixed
Internet network, etc.). In particular, the computing devices 10 and 20
exchange data between each other through the communication links 30.

[0031] Instructions of a security program implement the steps of a
method for securing the application and/or data generated by the application.
The instructions are comprised in a computer program product and provide for
securing the application and/or data generated by the application, when
executed by a processor of the processing units 11 or 21 of the computing
devices 10 or 20. The instructions of the computer program product are

deliverable via an electronically-readable media such as a storage media (e.g.
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a USB key, a CD-ROM, a portable hard drive, etc.) or via the communication
links 30 (through the communication interfaces 13 or 23). When the method for
securing the application and/or data generated by the application includes
applying a cipher, the computing device 20 is referred to as the encrypting
computing device and applies an encryption cipher, while the computing
device 10 is referred to as the decrypting computing device and applies a
complementary decryption cipher.

[0032] The computing devices 10 and 20 represented in Figure 1 are
for exemplary purposes only, and are not intended to limit the scope of the
present disclosure. Examples of computing devices 10 and 20 include servers,
desktops, laptops, tablets, smartphones, connected home appliances (e.g.

televisions, decoders, modems, access points, etc.), etc.

METHOD FOR BINARY CODE OBFUSCATION

[0033] Referring now concurrently to Figures 1 and 2, a method for
binary code obfuscation is described.

[0034] The method comprises decompilation of an original binary
code, followed by an insertion of additional instructions in the original binary

code to obfuscate it (and thus make it less understandable by an attacker).

[0035] The binary code of an application consists of base instructions
and control instructions. Base instructions compose basic blocks of instructions
that execute sequentially. Control instructions are instructions with the
capability to change the control flow (e.g. jumps, conditions, calls and return

instructions) of the application.

[0036] The decompilation step consists in identifying all basic blocks
and their relationships (by identifying control instructions linking the basic
blocks together). Figure 2 represents of a set of instructions 100 with four
identified basic blocks (A, B, C and D). Figure 2 also represents the
relationships 110 between the basic blocs (A, B, C and D).
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[0037] The second step consisting in inserting additional instructions
in order to obfuscate the binary code may be performed in several ways. For
instance, new instructions may be added to existing basic blocks or additional
basic blocks with new instructions may be added. Alternatively or
complementarily, existing control instructions may be modified or new control
instructions may be added to alter the relationships between the basic blocks.
However, the inserted additional instructions only add complexity to the
execution of the application, without modifying the specific task performed by
the application.

[0038] Referring to Figure 2, the set of instructions 100 comprises the
control instruction: if (condition). Assuming the value of condition is a variable
c1, the control instruction is altered by changing the value of condition to
c1.c2+ c2, where ¢2 and c2 are variables introduced to complicate the
condition evaluation. Instructions can be further added to basic block A to
affect the values 1 to c2 and 0 to c2'. Thus, the altered set of instructions 100
performs the same task as the original set of instructions 100, but in a more

complex manner due to the introduction of additional instructions.

[0039] Instructions of a security program implement the steps of the
method for binary code obfuscation. The instructions are comprised in a
computer program product and provide for binary code obfuscation, when
executed by a processing unit (e.g. 21 or 11) of a computing device (e.g. 20 or
10).

[0040] Although the concept of binary obfuscation has been
described in the context of instructions of an application, those skilled in the art
will appreciate that the concept of binary obfuscation could also be used for
inserting unnecessary bits to data generated by the application.

METHOD FOR SECURING AN APPLICATION AND/OR DATA GENERATED
BY THE APPLICATION BY MEANS OF A UNIQUE CIPHER
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[0041] Referring now concurrently to Figures 1 and 3, a method for
securing an application and/or data generated by the application by means of

a unique cipher is described.

[0042] The method automatically generates a unique cipher for
encrypting an application and/or data generated by the application that needs
to be secured. The method relies on randomly choosing operations (and
optionally operands) to generate the encryption cipher. A complementary
cipher for decrypting the application and/or data generated by the application
is also generated, and consists of complementary operations from those used
to generate the encryption cipher. Since a unique cipher is generated and
used to secure a specific application and/or data generated by the specific
application, an attacker succeeding in breaking the security of this specific
application and/or data cannot use this knowledge to break the security of
another application and/or data protected by another unique cipher.

[0043] The method comprises generating the unique cipher by a
processing unit (e.g. 11 or 21) of a computing device (e.g. 10 or 20) by
performing at least one iteration of the following steps.

[0044] The step of inputting a random number corresponding to a
pre-defined operation: a memory (e.g. 12 or 22) of the computing device (e.g.
10 or 20) stores a plurality of pre-defined operations, and the random number
uniquely identifies one among the plurality of pre-defined operations.
Alternatively, the memory (e.g. 12 or 22) may store a plurality of pre-defined
operators, and the random number uniquely identifies a combination of at least

one among the plurality of pre-defined operators, to generate the pre-defined

operation.
[0045] The step of inputting at least one operand.
[0046] The step of executing instructions for applying the pre-defined

operation to the at least one operand.

[0047] The unique cipher consists of an encryption cipher generated
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at the encrypting computing device 20: inputting the random number consists
in generating the random number by the processing unit 21 and inputting the
at least one operand consists in retrieving the operand(s) from the memory 22
where it is stored.

[0048] The unique cipher also consists of a complementary
decryption cipher generated at the decrypting computing device 10. Data
encrypted with the encryption cipher at the encrypting computing device 20 are
decrypted with the complementary decryption cipher at the decrypting
computing device 10. Inputting the random number consists in receiving the
random number generated at the computing device 20 via the communication
interface 13. The random number is transmitted from the computing device 20
to the computing device 10 via the communication interfaces 23 and 13
through the communication links 30, in a secure manner. The received random
number is stored in the memory 12 of the computing device 10, and used at
any time for generating the unique decryption cipher. The unique decryption
cipher may be generated by the application, by the OS, or by a combination
thereof. Similarly, inputting the at least one operand consists in receiving (via
the communication interface 13) operand(s) used at the computing device 20
for generating the encryption cipher. The received operand(s) is stored in the
memory 12 of the computing device 10, and used at any time for generating

the unique decryption cipher.

[0049] The plurality of pre-defined operations may be stored for
example in an array in a memory (e.g. 12 or 22). The random number is an
index of the array and identifies a particular operation among the plurality of
operations. Other methods for correlating the random number to pre-defined

operations could alternately be used.

[0050] The pre-defined operation consists in a combination of at least
one of the following arithmetic operators: addition, subtraction, multiplication,
division, bit shifting, logical negation, logical and, logical inclusive or, and

logical exclusive or, etc.

10



WO 2015/192206 PCT/CA2015/000366

[0051] The plurality of pre-defined arithmetic operators may also be
stored in an array in a memory (e.g. 12 or 22). The random number
corresponds to at least one index of the array and identifies at least one
particular arithmetic operator among the plurality of arithmetic operators, as will
be illustrated later in relation to Figure 3. Other methods for correlating the
random number to pre-defined arithmetic operators could alternately be used.

[0052] The operand consists of one of the following: a block of
instructions of an application to secure, a block of data generated by the
execution by a processing unit of instructions of an application to secure, a

block of bits of a ciphering key, etc.

[0053] The generated unique cipher is used for securing an
application by encrypting a binary code of the application. For instance, at the
encrypting computing device 20, some or each iteration of the method consists
in applying a pre-defined operation to one of, or a combination of, the following
operands: a block of instructions of the binary code of the application to

secure, and a block of bits of a ciphering key.

[0054] The generated unique cipher is used for securing an
application by decrypting an encrypted binary code of the application. For
instance, at the decrypting computing device 10, each iteration of the method
consists in applying a pre-defined operation (complementary to the encrypting
pre-defined operation) to one of, or a combination of, the following operands: a
block of encrypted instructions of the binary code of the application to secure,

and a block of bits of a ciphering key.

[0055] The generated unique cipher is also used for securing an
application by encrypting data generated by the application. For instance, at
the encrypting computing device 20, each iteration of the method consists in
applying a pre-defined operation to one of, or a combination of, the following
operands: a block of data generated by the execution by the processing unit
21 of instructions of the application to secure, and a block of bits of a ciphering
key.

11
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[0056] The generated unique cipher is also used for securing an
application by decrypting encrypted data of the application. For instance, at the
decrypting computing device 10, some or each iteration of the method consists
in applying a pre-defined operation (complementary to the encrypting pre-
defined operation) to one of, or a combination of, the following operands: a
block of encrypted data of the application, and a block of bits of a ciphering
key. The block of encrypted data of the application has been generated by the
secured application executed on the computing device 20, encrypted on the
computing device 20, and transmitted to the computing device 10.

[0057] The term ciphering key is used generically for a key used for
generating and applying an encryption cipher as well as a decryption cipher. It

may be a symmetric or an asymmetric ciphering key.

[0058] The processing unit (e.g. 11 or 21) generally performs a
plurality of iterations for generating the unique cipher. For instance, the binary
code of an application to be secured can be divided into N blocks of bits, and
the processing unit may perform N iterations to generate the unique cipher. At
each iteration, one of the N blocks of bits is inputted as an operand.
Furthermore, the result of applying the pre-defined operation to the at least one

operand for one iteration is an operand for another iteration.

[0059] Applying the pre-defined operation to the at least one operand
may consist in applying the pre-defined operation to a single operand (e.g. a
logical negation of an operand). It may also consist in applying the pre-defined
operation to more than one operand (e.g. a logical and between two operands,

the addition of three operands, etc.).

[0060] In the case where the predefined operation consists in a
combination of pre-defined operators (e.g. arithmetic operators), the pre-
defined operation is generally applied to several operands (e.g. addition of a
first operand with a second operand, followed by the subtraction of a third

operand).

12
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[0061] Figure 3 illustrates the generation of encryption and decryption
ciphers, where the pre-defined operations consist in combinations of pre-
defined arithmetic operators. The array 200 represented in Figure 3 comprises
the following pre-defined arithmetic operators: addition at index 0, subtraction
at index 1, left bit shifting at index 2, right bit shifting at index 3, multiplication at
index 4, division at index 5, logical exclusive or at index 6, logical and at index
7, and logical negation at index 8. The arithmetic operators represented in
Figure 3 are for illustration purposes only. Additional or different operators may
be used, the order of the operators may be different, the operators may be
organized in a different manner, etc. A first random number 210 is inputted,
having the value 0x12, which corresponds to index 3 and 6 of the array 200.
Thus, the corresponding operation is a combination of a right bit shifting and a
logical exclusive or. A second random number 220 is inputted, having the
value 0x89, which corresponds to index 0, 4 and 5 of the array 200. Thus, the
corresponding operation is a combination of an addition, a multiplication and a
division.

[0062] A first iteration 230 of the generation of the encryption cipher
consists in inputting the first random number 210, inputting operands Op1,
Op2, and Op3, and applying the corresponding operation to the inputted
operands. A second iteration 240 of the generation of the encryption cipher
consists in inputting the second random number 220, inputting operands Op1,
Op2, Op3 and Op4, and applying the corresponding operation to the inputted
operands. The encryption cipher is generated at the encrypting computing
device 20.

[0063] A first iteration 250 of the generation of the decryption cipher
consists in inputting the first random number 210, inputting operands Op1,
Op2, and Op3, and applying the corresponding operation to the inputted
operands. The corresponding operation consists of a combination of arithmetic
operators complementary to those used at iteration 210 for the encryption
cipher. A second iteration 260 of the generation of the decryption cipher

i3
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consists in inputting the second random number 220, inputting operands Op1,
Op2, Op3 and Op4, and applying the corresponding operation to the inputted
operands. The corresponding operation consists of a combination of arithmetic
operators complementary to those used at iteration 220 for the encryption
cipher. The decryption cipher is generated at the decrypting computing device
10.

[0064] In a particular aspect, the method also comprises inputting
another random number for selecting an operand among a plurality of
operands based on the other random number. All the inputted operands are
selected based on random numbers. Alternatively, only a subset of the
inputted operands is selected based on random numbers. For instance, a
ciphering key is decomposed into a plurality of blocks of bits used as operands
for the cipher. At a particular iteration of the method, the operation applies to
an operand, consisting of a blocks of bits of the ciphering key selected, based
on the other random number. Similarly, the binary code of an application is
decomposed into a plurality of blocks of bits used as operands for the cipher.
At a particular iteration of the method, the operation is applied to an operand
consisting of a blocks of bits of the binary code selected based on the other
random number. In this particular aspect, the selection of the blocks of bits
based on random numbers shall ensure that when all the iterations of the
method have been performed, all the blocks of bits of the binary code have

been processed by the cipher.

[0065] The other random number is used to determine which among
the plurality of blocks of bits shall be used at a particular step of the ciphering
algorithm

[0066] In another particular aspect, ciphering keys used by the cipher
are randomly generated, before being decomposed into a plurality of blocks of
bits used as operands for the cipher.

[0067] In still another particular aspect, the aforementioned method
for binary code obfuscation is applied before applying the current method for

14
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securing an application by means of a unique cipher. For instance, the binary
code of an application and/or to be secured is obfuscated according to the
aforementioned method, before generating a unique encryption cipher and

applying it to the obfuscated binary code according to the current method.

[0068] Instructions of a security program implement the steps of the
method for securing an application by means of a unique cipher. The
instructions are comprised in a computer program product and provide for
securing the application and/or data generated by the application by means of
the unique cipher, when executed by a processing unit (e.g. 21 or 11) of a
computing device (e.g. 20 or 10).

METHOD FOR SECURING AN APPLICATION AND/OR DATA GENERATED
BY THE APPLICATION BY MEANS OF A MULTI-THREADED CIPHER

[0069] Referring now concurrently to Figures 1 and 4, a method for
securing an application and/or data generated by the application by means of

a multi-threaded cipher is described.

[0070] The method divides the execution by a processing unit of
instructions for securing the application and/or data generated by the
application by applying the cipher into complementary threads. The threads
are designed so that they need to synchronize in order to provide the final
outcome of the application of the cipher. The synchronization of the threads is
performed without using Operating System (OS) thread synchronization
services. By using a plurality of threads, an analysis of the ciphering operations
becomes more difficult for an attacker, since debugging multi-threaded
applications with a large degree of synchronization is far more difficult in
comparison with applications executing as a single thread. In particular, white-
box attacks are less effective in a multi-threaded environment. A white-box
attack consists in having the ciphering operations under the control of a
debugger, allowing attackers to observe the run-time ciphering operations.

15
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Thus, it is generally a matter of time before attackers manage to understand

the ciphering algorithm and/or seize the secured content.

[0071] The method consists in executing by a processing unit (e.g. 11
or 21) of a computing device (e.g. 10 or 20) a ciphering function as a plurality
of threads. Each thread comprises instructions that when executed by the
processing unit (e.g. 11 or 21) apply parts of the cipher to secure the
application and/or data generated by the application. Two threads of the

ciphering function are performed in synchronicity.

[0072] A particular thread can be synchronized with a single or with a
plurality of other threads. A particular thread can have several different points
of synchronization with another particular thread. All the threads may be
synchronized with each other, or particular threads may not be synchronized

with other threads.

[0073] The synchronization may consist in suspending a first thread
untii a second thread terminates. Alternatively or complementarily, the
synchronization may consist in suspending a first thread until data is received
from a second thread.

[0074] Applying the cipher to secure the application and/or data
generated by the application consists in encrypting a binary code of the
application and/or of the data generated by the application. The application of
the cipher is performed on an encrypting computing device 20, which then

transfers the encrypted binary code to a decrypting computing device 10.

[0075] Applying the cipher to secure the application consists in
decrypting a binary code of the application and/or of the data generated by the
application. The application of the cipher is performed on the decrypting
computing device 10, which then executes the secured application after

decryption of its binary code.

[0076] Applying the cipher to secure the application also consist in
encrypting data generated by the execution of the application. Executing the
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application and applying the cipher is performed on an encrypting computing
device 20, which then transfers the encrypted data to a decrypting computing
device 10.

[0077] Applying the cipher to secure the application also consists in
decrypting encrypted data of the application. Applying the cipher is performed
on the decrypting computing device 10, which has received the encrypted data
from the encrypting computing device 20.

[0078] Figure 4 illustrates the execution of a ciphering function being
divided between three synchronized threads 300, 310 and 320. The first thread
300 suspends its execution to wait for the calculation of R2 by the second
thread 310, before calculating R1. The first thread 300 also suspends its
execution until the termination of the second thread 310, before calculating
R11. The second thread 310 is independent of the other threads. The third
thread 320 suspends its execution until the termination of the first thread 300,
before calculating R33. The final outcome of the ciphering function is R33,
calculated by the third thread 320.

[0079] Any number of threads may be launched for executing the
ciphering function. In particular, some of the threads may perform no operation
related to the cipher, but may be present only to make it more difficult for an
attacker to understand the relationships and synchronizations between the
threads. The plurality of threads may be launched concurrently and may
execute in parallel. Alternatively, the plurality of threads may be launched at

different moments in time.

[0080] In a particular aspect, the plurality of threads belongs to a
plurality of processes running in different memory spaces.

[0081] In another particular aspect, the cipher applied by the current
method for securing an application by means of a multi-threaded cipher
consists in the unique cipher generated by the aforementioned method for
securing an application by means of a unique cipher. Hence, the execution of
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the instructions of at least one of the plurality of threads comprises performing
at least one iteration of: inputting a random number corresponding to a pre-
defined operation, inputting at least one operand, and executing instructions

for applying the pre-defined operation to the at least one operand.

[0082] Instructions of a security program implement the steps of the
method for securing an application by means of a multi-threaded cipher. The
instructions are comprised in a computer program product and provide for
protecting the application by means of the multi-threaded cipher, when
executed by a processing unit (e.g. 21 or 11) of a computing device (e.g. 20 or
10).

METHOD FOR SECURING AN APPLICATION AND/OR DATA GENERATED
BY THE APPLICATION BY MEANS OF A MULTI-LEVEL SECURITY
FUNCTIONS

[0083] Referring now concurrently to Figures 1 and 5, a method for
securing an application and/or data generated by the application by means of

a multi-level security function is described.

[0084] The method divides the execution by a processing unit of
instructions for securing the application into securing instructions included into
the application itself (for applying an application part security functions), and
into securing instructions included into an operating system (OS) running the
application (for applying an OS part security functions). This method provides
an advantage over software security techniques using a self-protection
principle only, which means that protectors are embedded into the protected
application only. Conversely, self-protection techniques cannot provide a high
level of protection due to the fact that protectors are enabled later in the
execution flow of the application. For example, launching an application
developed in the C programing language requires four stages: loading the
binary code of the application from disk into memory, C Run-Time (CRT)
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libraries initialization (required for lower-level functions such as printf, malloc,
etc.), dependency resolution (loading necessary libraries), and starting the
execution of the binary code of the application. In the case of self-protection
techniques, the security operations are disabled during the first two stages
(which are executed by the OS), and can only be applied from the third stage
(which is executed by the application to secure).

[0085] The method consists in executing by a processing unit (e.g. 11
or 21) of a computing device (e.g. 10 or 20) securing instructions
independently stored in the application to secure and in an operating system
(OS) running the application to secure. The securing instructions stored in the
application provide an application part security function and the securing
instructions stored in the OS provide an OS part security function. The
application is secured by executing the application part security function and
the OS part security function.

[0086] The securing instructions stored in the OS may include OS
kernel instructions, OS services instructions, or a combination of OS kernel
instructions and OS services instructions. OS kernel instructions protect
operations performed by the kernel of the OS (e.g. Input / Output
management, virtual memory management, task scheduling, graphic driver
management). OS services instructions protect operations performed by the

services of the OS (e.g. network management, printer management, etc.).

[0087] Figure 5 illustrates exemplary software layers of a computing
device (e.g. 10 or 20) for securing an application 400 by means of a multi-level
security software. The software layers include OS kernel securing instructions
for securing the application 400 with an OS part security function 430, OS
services securing instructions for securing the application 400 with an OS
services part security function 420, and application securing instructions for
securing the application 400 with one or several application part security
functions 410 (although only one is shown on Figure 5 for simplicity purposes).

[0088] The different levels of securing instructions (e.g. application
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level, OS services level and OS kernel level) are configured to work in a stand-
alone mode, or in a collaborative mode. The securing instructions at the OS
level (e.g. kernel and services) are active all the time, since they are loaded by
the OS at boot time. Therefore, these securing instructions can protect the
application (e.g. 400) from the earliest stage. This enables application
protection as soon as the application is loaded into memory on the computing
device.

[0089] The application part security function 410 includes one or
more application protectors, each protector providing particular security
functionality. Similarly, the OS services part security function 420 includes one
or more service protectors, and the OS kernel part security function 430
includes one or more kernel protectors. Examples of protectors include: binary
code obfuscation, binary code integrity verification (verification that the binary
code has not been modified), binary code debug prevention (preventing a
dynamic analysis of the execution of the binary code), license verification
(verification that a license attached to the binary code is authentic), module
authentication (verification that third-party libraries loaded for executing the
binary code are authentic), binary code decryption, etc. Each type of protector
may be executed at the application level, at the service level or at the kernel

level.

[0090] Figures 6 and 7 illustrate an execution flow 500 of an
application 400 protected with securing instructions stored in the application.
The application 400 stores the following components: a stub, fake protectors
for misleading an attacker, application protectors, and the encrypted original
binary code of the application.

[0091] The application is first loaded from disk into memory and
initialized. Then, the securing instructions 510 are executed. For instance, as
illustrated in Figure 7, the stub is executed first. The stub performs preliminary
security checks, installs the fake protectors and the application protectors, and

decrypts the encrypted original binary code of the application. Then,
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dependency resolution is performed and the execution of the decrypted
original binary code of the application is started. The fake protectors and the
application protectors are executed as separate threads that run concurrently
with the original binary code of the application.

[0092] Figure 8 illustrates the generation of a protected application,
starting from the binary code of the application. A stub is selected from a stub
library and integrated to the protected application. A plurality of protectors are
selected from a security library and also integrated to the protected application.
The binary code is signed, encrypted (using a unique cypher as previously
discussed) and enhanced with debug prevention and license verification
features. Code obfuscation is applied to the protectors, and may also be
applied to the binary code. The resulting protected application can be used by
the present method for securing an application by means of a multi-level

security function, for implementing the application level security function.

[0093] Figure 9 illustrates an execution flow 600 of an application 610
protected with securing instructions 625 stored in the OS services 620. The
securing instructions 625 in the OS services 620 are running all the time and
are constantly scanning applications currently run by the OS, to identify
protected applications (e.g. 610). The protected application 610 is first loaded
from disk into memory and initialized, and then puts itself into suspend mode
615. The securing instructions 625 detect the suspended application 610 and
perform security operations specific to the OS services 620, by executing one
or more service protectors. Examples of security functionalities executed by
the service protectors include decryption, fixing relocation tables, other
dependency resolutions, etc. The execution of the binary code of the protected
application 610 is then started. The securing instructions 625 may perform
additional security operations while the secured application 610 is running.
When the secured application 610 terminates its execution, the securing
instructions 625 remain active (to secure other applications which are still run
by the OS).
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[0094] Figure 10 illustrates an execution flow 700 of an application
710 protected with securing instructions 725 stored in the OS kernel 720. The
securing instructions 725 in the OS kernel 720 are running all the time and are
constantly scanning applications currently run by the OS, to identify protected
applications (e.g. 710). The protected application 710 is first loaded from disk
into memory and then immediately put into suspend mode. The securing
instructions 725 detect the suspended application 710 and perform security
operations specific to the OS kernel 720, by executing one or more kernel
protectors. Examples of security functionalities executed by the kernel
protectors include decryption, fixing relocation tables, other dependency
resolutions, etc. The secured application 710 is then initialized, additional
dependency resolutions may be performed, and execution of the binary code
of the protected application 710 is started. The securing instructions 725 may
perform additional security operations while the secured application 710 is
running. When the secured application 710 terminates its execution, the
securing instructions 725 remain active (to secure other applications which are
still run by the OS).

[0095] Although the securing instructions 510 of the application in
Figure 6, the securing instructions 625 of the OS services in Figure 9, and the
securing instructions 725 of the OS kernel in Figure 10 have been described
independently, these securing instructions may be running concurrently to

implement the multi-level protection of the application to secure.

[0096] In a particular aspect, the current method for securing an
application by means of a multi-level security function is combined with a muilti-
threaded execution of the multi-level security function. Hence, securing the
application by executing the application part security function and / or the OS
part security function comprises: executing, by the processing unit, the
application part security function or the OS part security function as a plurality
of threads, with at least two threads being performed in synchronicity. Only the

application part security function is executed as a plurality of synchronized
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threads, only the OS part security function is executed as a plurality of
synchronized threads, or both the application part and the OS part security
functions are executed as a plurality of synchronized threads (in the latter
case, threads for the application part and the OS part are synchronized
independently of one another, or are also synchronized with one another).

[0097] Instructions of a security program implement the steps of the
method for securing an application by means of a multi-level security function.
The instructions are comprised in a computer program product and provide for
protecting the application by means of the multi-level security function, when
executed by a processing unit (e.g. 21 or 11) of a computing device (e.g. 20 or
10).

MULTI-LEVEL SECURITY FUNCTION IN A CLOUD ENVIRONMENT

[0098] Referring now to Figure 11, a cloud environment is illustrated,
where a server 710 and a client 720 communicate via their respective
communication interfaces through communication links 730 (e.g. a cellular

network, a fixed Internet network, etc.).

[0099] A processing unit 712 of the server 710 executes instruction of
the server part 714 (e.g. calculations) of a protected application and a
processing unit 722 of the client 720 executes a client part 724 (e.g. a user
interface) of the same protected application. The processing unit 712 also
executes instructions of a server OS 713 and the processing unit 722 also

executes instructions of a client OS 723.

[00100] Securing instructions stored in the client part 724 of the
protected application apply a client part security function when executed by the
processing unit 722 and securing instructions stored in the server OS 713
apply a server OS part security function when executed by the processing unit
712. Optionally, securing instructions stored in the client OS 723 also apply a
client OS part security function when executed by the processing unit 722.
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Optionally, securing instructions stored in the server part 714 of the protected
application also apply a server application part security function when
executed by the processing unit 712

[00101] Other combinations of securing instructions respectively stored
in the client part 724 of the protected application for applying a client
application part security function, in the server OS 713 for applying a server
OS part security function, in the client OS 723 for applying a client OS part
security function, and in the server part 714 of the protected application for
applying a server application part security function may also be considered by
a person skilled in the art.

METHOD FOR SECURING AN APPLICATION AND/OR DATA GENERATED
BY THE APPLICATION BY MEANS OF A MULTI-LEVEL CIPHER

[00102] Referring now concurrently to Figures 1 and 5, a method for
securing an application and/or data generated by the application by means of
a multi-level cipher is described.

[00103] The method divides the execution by a processing unit of
instructions for securing the application into securing instructions included into
the application itself (for applying an application cipher part), and into securing
instructions included into an operating system (OS) running the application (for
applying an OS cipher part).

[00104] The method consists in executing by a processing unit (e.g. 11
or 21) of a computing device (e.g. 10 or 20) securing instructions
independently stored in the application to secure and in an operating system
(OS) running the application to secure. The securing instructions stored in the
application generate an application cipher part and the securing instructions
stored in the OS generate an OS cipher part. The application is secured by
applying the application cipher part and the OS cipher part.

[00105] The securing instructions stored in the OS may include OS
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kernel instructions for generating an OS kernel cipher part, OS services
instructions for generating an OS services cipher part, or a combination of OS
kernel instructions and OS services instructions. OS kernel instructions protect
operations performed by the kernel of the OS. OS services instructions protect
operations performed by the services of the OS.

[00106] Figure 5 illustrates exemplary software layers of a computing
device (e.g. 10 or 20) for securing an application 400 by means of a multi-level
cipher. The software layers include OS kernel securing instructions for
securing the application 400 with an OS kernel cipher part 430, OS services
securing instructions for securing the application 400 with an OS services
cipher part 420, and application securing instructions for securing the
application 400 with an application cipher part 410.

[00107] The different levels of securing instructions (e.g. application
level, OS services level and OS kernel level) are configured to work in a stand-
alone mode, or in a collaborative mode. The securing instructions at the OS
level (e.g. kernel and services) are active all the time, since they are loaded by
the OS at boot time. Therefore, these securing instructions can protect the
application (e.g. 400) from the earliest stage. This enables application
protection as soon as the application is loaded into memory on the computing

device.

[00108] Figure 6 illustrates an execution flow 500 of an application
protected with securing instruction stored in the application. The application
stores the following components: the securing instructions, optionally fake
securing instructions for misleading an attacker, and the encrypted original
binary code of the application.

[00109] The application is first loaded from disk into memory and
initialized. Then the securing instructions 510 are executed. For instance, the
securing instructions 510 apply an application cipher part for decrypting the
encrypted original binary code of the application. Then, dependency resolution
is performed and the execution of the decrypted original binary code of the
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application is started.

[00110] Figure 9 illustrates an execution flow 600 of an application 610
protected with securing instructions 625 stored in the OS services 620. The
securing instructions 625 in the OS services 620 are running all the time and
are constantly scanning applications currently run by the OS, to identify
protected applications (e.g. 610). The protected application 610 is first loaded
from disk into memory and initialized, and then puts itself into suspend mode
615. The securing instructions 625 detect the suspended application 610 and
perform security operations specific to the OS services 620. For instance, the
securing instructions 625 apply an OS services cipher part for decrypting the
encrypted original binary code of the application 610. The execution of the
decrypted original binary code of the protected application 610 is then started.
When the secured application 610 terminates its execution, the securing
instructions 625 remain active (to secure other applications which are still run
by the OS).

[00111] Figure 10 illustrates an execution flow 700 of an application
710 protected with securing instructions 725 stored in the OS kernel 720. The
securing instructions 725 in the OS kernel 720 are running all the time and are
constantly scanning applications currently run by the OS, to identify protected
applications (e.g. 710). The protected application 710 is first loaded from disk
into memory and then immediately put into suspend mode. The securing
instructions 725 detect the suspended application 710 and perform security
operations specific to the OS kernel 720. For instance, the securing
instructions 725 apply an OS kernel cipher part for decrypting the encrypted
original binary code of the application 710. The secured application 710 is then
initialized, dependency resolution is performed, and execution of the decrypted
original binary code of the protected application 710 is started. When the
secured application 710 terminates its execution, the securing instructions 725
remain active (to secure other applications which are still run by the OS).

[00112] Although the securing instructions 510 of the application in
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Figure 6, the securing instructions 625 of the OS services in Figure 9, and the
securing instructions 725 of the OS kernel in Figure 10 have been described
independently, these securing instructions may be running concurrently to

implement the multi-level protection of the application to secure.

[00113] As illustrated previously, securing the application by applying
the application cipher part and the OS cipher part consists in decrypting a
binary code of the application. The application of the cipher is performed on a
decrypting computing device 10, which then executes the secured application
after decryption of its binary code.

[00114] Securing the application by applying the application cipher part
and / or the OS cipher part also consist in encrypting data generated by the
execution of the application. The data is generated at the application level and
/ or at the OS level, and are encrypted by the corresponding cipher part.
Executing the application and applying the cipher is performed on an
encrypting computing device 20, which then transfers the encrypted data to a
decrypting computing device 10.

[00115] In a particular aspect, the cipher applied by the current method
for securing an application by means of a multi-level cipher consists in the
unique cipher generated by the aforementioned method for securing an
application by means of a unique cipher. Hence, securing the application by
applying the application cipher part and / or the OS cipher part comprises
performing at least one iteration of: inputting a random number corresponding
to a pre-defined operation, inputting at least one operand, and executing

instructions for applying the pre-defined operation to the at least one operand.

[00116] In another particular aspect, the current method for securing
an application by means of a multi-level cipher is combined with the
aforementioned method for securing an application by means of a muilti-
threaded cipher. Hence, securing the application by applying the application
cipher part and / or the OS cipher part comprises: executing, by the processing
unit, the application cipher part or the OS cipher part as a plurality of threads,
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with at least two threads being performed in synchronicity. Only the application
cipher part is executed as a plurality of synchronized threads, only the OS
cipher part is executed as a plurality of synchronized threads, or both the
application cipher part and the OS cipher part is executed as a plurality of
synchronized threads (in this case, threads for each cipher part is
synchronized independently of the other cipher part, or are also synchronized
with the other cipher part).

[00117] Instructions of a security program implement the steps of the
method for securing an application by means of a multi-level cipher. The
instructions are comprised in a computer program product and provide for
protecting the application by means of the multi-level cipher, when executed by

a processing unit (e.g. 21 or 11) of a computing device (e.g. 20 or 10).

[00118] Although the present disclosure has been described
hereinabove by way of non-restrictive, illustrative embodiments thereof, these
embodiments may be modified at will within the scope of the appended claims

without departing from the spirit and nature of the present disclosure.
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WHAT IS CLAIMED IS.

1. A method for securing an application by means of a unique cipher, the
method comprising:

generating the unique cipher by a processing unit by performing

at least one iteration of:

inputting a random number, the random number

corresponding to a pre-defined operation;
inputting at least one operand; and

executing instructions for applying the pre-defined
operation to the at least one operand.

2. The method of claim 1, wherein the pre-defined operation consists in a
combination of at least one of the following arithmetic operators:
addition, subtraction, multiplication, division, bit shifting, logical

negation, logical and, logical inclusive or, and logical exclusive or.

3. The method of claim 1, wherein the operand consists in one of the
following: a block of instructions of an application to secure, a block of
data generated by the execution by a processing unit of instructions of

an application to secure, and a block of bits of a ciphering key.

4. The method of claim 1, wherein the processing unit performs a plurality
of iterations, and the result of applying the pre-defined operation to the
at least one operand for one iteration is an operand for another iteration.

5. The method of claim 1, wherein the generated unique cipher is used for
one of the following: securing an application by encrypting a binary code
of the application, or securing an application by decrypting a binary

code of the application.

6. The method of claim 1, further comprising:
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inputting another random number and selecting the operand

among a plurality of operands based on the other random number.

7. A method for securing an application by means of a multi-threaded

cipher, the method comprising:

executing, by a processing unit, a ciphering function as a plurality
of threads, each thread comprising instructions that when executed by
the processing unit apply parts of the cipher to secure the application;

wherein two threads of the ciphering function are performed in

synchronicity.

8. The method of claim 7, wherein applying parts of the cipher to secure
the application consists in one of the following: encrypting a binary code

of the application, or decrypting a binary code of the application.

9. The method of claim 7, wherein performing two threads of the ciphering
function in synchronicity consists in one of the following: suspending a
first thread until a second thread terminates, or suspending a first thread
until data is received from a second thread.

10.  The method of claim 7, wherein executing instructions by the processing
unit for applying parts of the cipher to secure the application comprises:

performing at least one iteration of:

inputting a random number, the random number

corresponding to a pre-defined operation;
inputting at least one operand; and

executing instructions for applying the pre-defined
operation to the at least one operand.

11. A method for securing an application by means of a multi-level cipher,

the method comprising:
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executing by a processing unit securing instructions
independently stored in the application and in an operating system (OS)
running the application, the securing instructions stored in the
application generating an application cipher part and the securing
instructions stored in the OS generating an OS cipher part; and
securing the application by applying the application cipher part
and the OS cipher part.
12. The method of claim 11, wherein the securing instructions stored in the
OS comprise at least one of the following: OS kernel instructions, and

OS services instructions.

13.  The method of claim 11, wherein securing the application by applying
the application cipher part or the OS cipher part consists in decrypting a
binary code of the application.

14. The method of claim 11, wherein securing the application by applying
the application cipher part or the OS cipher part comprises:

performing at least one iteration of:

inputing a random number, the random number

corresponding to a pre-defined operation;
inputting at least one operand; and

executing instructions for applying the pre-defined

operation to the at least one operand.

15.  The method of claim 11, wherein securing the application by applying
the application cipher part or the OS cipher part comprises:

executing, by the processing unit, the application cipher part or
the OS cipher part as a plurality of threads;

wherein two threads are performed in synchronicity.

16. A method for securing an application by means of a multi-level security
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function, the method comprising:

executing by a processing unit securing instructions
independently stored in the application and in an operating system (OS)
running the application, the securing instructions stored in the
application providing an application part security function and the
securing instructions stored in the OS providing an OS part security

function; and

securing the application by executing the application part security
function and the OS part security function.

17.  The method of claim 16, wherein the securing instructions stored in the
OS comprise at least one of the following: OS kernel instructions, and

OS services instructions.

18.  The method of claim 16, wherein securing the application by executing
the application part security function or the OS part security function
consists in at least one of the following: binary code obfuscation, binary
code integrity verification, binary code debug prevention, license
verification, module authentication, and binary code decryption.

19.  The method of claim 16, wherein securing the application by executing
the application part security function or the OS part security function

comprises:

executing, by the processing unit, the application part security
function or the OS part security function as a plurality of threads;

wherein two threads are performed in synchronicity.
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I Observations where certain claims were found unsearchable (Continuation of item 2 of the first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons:

L. r Claim Nos.:
because they relate to subject matter not required to be searched by this Authority, namely:
2. 7 Claim Nos.:
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meaningful international search can be carried out, specifically:
3. [ Claim Nos.:
because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a).
Box No. III Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows:
Group A: Claims 1-6

Group B: Claims 7-10

Group C: Claims 11-19

See a detailed explanation of the groups on the supplemental sheet.

1. I Asall required additional search fees were timely paid by the applicant, this international search report covers all searchable claims.

2. [ Asall searchable claims could be searched without effort justifying additional fees, this Authority did not invite payment of additional
fees.

3. [ Asonly some of the required additional search fees were timely paid by the applicant, this international search report covers only those
claims for which fees were paid, specifically claim Nos.:

4. W No required additional search fees were timely paid by the applicant. Consequently, this international search report is restricted to the
invention first mentioned in the claims; it is covered by claim Nos.:

Claims 1-6
Remark on Protest [~ The additional search fees were accompanied by the applicant=s protest and, where applicable, the payment of

a protest fee.

[ The additional search fees were accompanied by the applicant's protest but the applicable protest fee was not
paid within the time limit specified in the invitation.
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Continuation of Box No. III "Observations where unity of invention is lacking"
Claims 1-19 are directed to a plurality of alleged inventions as follows:

Group A: Claims 1-6 are directed to a method for securing an application by means of a unique cipher in which the unique cipher is generated
by inputting a random number corresponding to a pre-defined operation, inputting at least one operand and by executing instructions for
applying the pre-defined operation to the at least one operand;

Group B: Claims 7-10 are directed to a method for securing an application by means of a multi-threaded cipher in which a processing unit is
executing a ciphering function as a plurality of threads, each thread comprising instructions that apply parts of the cipher to secure the
application, wherein two threads of the ciphering function are performed in synchronicity; and

Group C: Claims 11-19 are directed to a method for securing an application by means of a multi-level cipher and a method for securing an
application by means of a multi-level security function, in which a processing unit executes securing instructions independently stored in the
application and in an operating system (OS) running the application, the securing instructions stored in the application generating an
application cipher part or providing an application part security function, and the securing instructions stored in the OS generating an OS
cipher part or providing an OS part security function.

The claims must be limited to one inventive concept as set out in Rule 13 of the PCT.
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