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_ ABSTRACT

A postage metering system (10} includes a plurality of printer madules (20)
operatively connected as part of a network and operating as client printer modules
(20) on the network. A postal security device (PSD) (40) is coupled directly to a
local one of the client printer modules (20). The PSD (40) includes unique
identification, postal value storage and a digital signature generator. The client
printer modules (20) function as a postage metering network wherein a one of the
client printer modules (20) remote to the PSD (40) requests evidence of postage
payment from the PSD (40) through the lecal client printer module (20) for
concluding postage metering transactions. The local client printer module (20)
function as a stand-alone meter when requests for evidence of postage payment
from the PSD (40) are initiated at the local client printer module (20). The local
client printer module (20) initiates local requests for evidence of postage payment
to be printed at the local client printer moduiles (20) and receives remote requests
for evidence of postage payment from the remote client printer modules (20).The
remote requests include identification of the remote client printer modules (20).
The local client printer module (20) sends each request for evidence of postage
payment fo the PSD (40) and receives from the PSD (40) the evidence of postage
payment including a digital signature corresponding to each request for evidence
of postage payment;, The local client printer module (20) sends the evidence of
postage payment to the remote client printer modules (20) in response to the
remote request, and prints the evidence of postage payment in response to the
local request,
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POSTAGE METERING SYSTEM AND METHOD FOR A STAND-
ALONE METER OPERATING AS A METER SERVER ON A NETWORK

Field of the Invention

The present invention relates generally to a postage metering system
and method for printing postage indicia using a personal computer and, more
particularly, to a postage metering system and method for printing postage
indicia in a network of personal computers,

Background of the Invention

The Information-Based !ndicia Program (“IBIP") is a distributed trusted
system proposed by the United States Postal Service ("USPS") to retrofit and
augment existing postage meters using new technology known as
information-based indicia. The program relies on digital signature technigues
to produce for each envelope an indicium whose origin cannct be repudiated
and content cannot be modified. iBIP is expected to support new methods of
applying postage in addition to the current approach, which typically relies on
a postage meter to mechanically print indicia on mailpieces, |BIP requires
printing a large, high density, two-dimensional (“2-D*) bar code on a
mailpiece. The 2-D bar code encodes information and is signed with a digital
signature.

The USPS has published draft specifications for IBIP. The
INFORMATION  BASED INDICIA PROGRAM  (IBIP)  INDICIUM
SPECIFICATION, dated June 13, 1996, and revised July 23, 1997, (“IBIP
Indicium Specification”) defines the proposed requirements for a new indicium
that will be applied to mail being processed using IBIP. The INFORMATION
BASED INDICIA PROGRAM POSTAL SECURITY DEVICE SPECIFICATION,
dated June 13, 1996, and revised July 23, 1997, (“IBIP PSD Specification”)
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defines the proposed requirements for a Postal Security Device (“PSD") that
will provide security services to support the creation of a new “information
based” postage postmark or indicium that will be applied to mail being
processed using IBIP. The INFORMATION BASED INDICIA PROGRAM
HOST SYSTEM SPECIFICATION, dated October 9, 1996, defines the
proposed requirements for a host system element of IBIP (“IBIP Host
Specification”). The specifications are collectively referred to herein as the
“IBIP Specifications”. IBIP includes interfacing user {user), postal and vendor
infrastructures which are the system elements of the program. The
INFORMATION BASED INDICIA PROGRAM KEY MANAGEMENT PLAN
SPECIFICATION, dated April 25, 1997, defines the generation, distribution,
use and replacement of the cryptographic keys used by the USPS
product/service provider and PSDs (“IBIP KMS Specification”).

The user infrastructure, which resides at the user's site, comprises a
PSD coupled to a host system (“Host”) with printer. The PSD is a secure
processor-based accounting device that dispenses and accounts for postal
value stored therein.

The IBIP Indicium Specification provides requirements for the indicium
that consists of both human-readable data and PDF417 bar code data. The
human-readable information includes an originating address, including the 5-
digit ZIP Code of the licensing post office, PSD ID/Type number, date of
mailing and amount of the applied postage. The bar code region of the
indicium elements includes postage amount, PSD D, user ID, date of mailing,
originating address, destination delivery point identification, ascending and
descending registers and a digital signature.

An integrated mailing system is subject to open system requirements if
it includes a computer interfaced to the meter and it prepares mailpiece fronts
or labels that include both the destination address and the indicium. The
integrated system is an open system even if different printers apply the
address and the indicium. [f the mailing system satisfies such criteria, the
USPS considers the "meter" to be an open system peripheral device that
performs the dual functions of printing the indicia and interfacing the PSD to
the Host. The integrated mailing system must be approved by the USPS
according to open system criteria,
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The IBIP Host Specification sets forth the requirements for a Host in an
open system. The Host produces the mailpiece front including the return
address (optional), the delivery address (required), the Facing Identification
Mark ("FIM"), and the indicium as an integral unit. The Host may print this unit
on the actual mailpiece stock or label(s) for later attachment to the mailpiece,
The Host provides the user with an opticn to omit the FIM (e.g., when the FIM
is preprinted on envelopes). The Host produces standardized addresses,
including standard POSTNET delivery point bar code, for use on the
mailpiece. The Host verifies each address at the time of mailpiece creation.
The Host then creates the indicium and transmits it to the printer.

The IBIP Specifications define a stand-alone open metering system,
referred to herein as a PC Meter or Stand-alone PC Meter. The Stand-alone
PC meter has one personal computer ("PC") which operates as the Host
("Host PC". The Host PC runs the metering application software and
associated libraries {collectively referred to herein as “Host Applications” and
“PC Meter Toolkit"} and communicates with one or more attached PSDs. The
Stand-alone PC Meter can only access PSDs coupled to the Host PC. There
is no remote PSD access for the Stand-alone PC Meter.

The Stand-aione PC Meter processes transactions for dispensing
postage, registration, and refill on the Host PC. Processing is performed
locally between the Host and the PSD coupled thereto. Connections to a
Data Center, for example for registration and refili transactions, are made
locally from the Host through a local or network modemiinternet connection.
Accounting for debits and credits to the PSD are also performed locally,
logging the transactions on the Host PC, which is the PC where the
transactions are processed on and to which the PSD is attached. Thus, the
accounting of funds and transaction processing are centralized on a single
PC. The Host PC may accommodate more than one PSD, for example
supporting ene PSD per serial port. Several applications programs running
on the Host PC, such as a word processor or an envelope designer, may
access the Host Applications.

The IBIP Specifications do not address an IBIP open metering system
on a network environment. However, the specifications do not prohibit such a
network-based system.  Generally, in a network environment a network
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Server PC controls remote printing requested by a Client PC on the network.
Of course, the Client PC controls any local printing.

One version of a network metering system, referred to herein as a
“Virtual Meter”, has many Host PCs without any PSDs coupled thereto. The
Host PCs run client applications, but all PSD functions are performed on
Server PCs located at a Data Center. The Host PCs must connect with the
Data Center to process transactions such as postage dispensing, meter
registration, or meter refills. Transactions are requested by the Host‘PC and
sent to the Data Center for remcte processing. The transactions are
processed centrally at the Data Center and the results are returned to the
Host PC. Accounting for funds and transaction processing are centralized at
the Data Center. See, for example, U.S. Patent No. 5,454,038, which is
assigned to the assignee of the present invention. The Virtual Meter does not
conform to all the current requirements of the [BIP Specifications.  In
particular, the IBIP Specifications do not permit PSD functions to be
performed at the Data Center,

Summary of the Invention

It has been found that an open metering system, which conforms to the
IBIP Specifications, can be implemented on a conventional local area, or wide
area, network to form a “Network PG Metering System”. The Network PC
Metering System includes a plurality of Client PCs operatively coupled to a
Network Server PC as part of a conventional network. The Network PC
Metering System is configured with at least one PSD coupled to at least one
of the Client PCs, whereby autharized ones of the other Client PCs on the
network can obtain postage value from a PSD that is remote from the
requesting Client PC. Any Client PC may have one or more PSDs attached
thereto. Each Client PC has access, if authorized, to both its own local
PSD(s), if any, and any other Client PC's PSD(s) (‘remote PSDs") in the
network.

Each Client PC runs its own client metering application to dispense
postage and to perform registration and refill operations. For each PSD in the
Network PC Metering System, the Client PC to which the PSD is coupled
controls processing transactions for dispensing postage and registration and
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refill of the PSD. When performing such operations, the Client PC functions
as a server for the metering transaction, and is referred to herein as a “Meter
Server PC". In a preferred embodiment of the Network PC Metering System
the accounting for debits and credits to the PSD and the logging of
transactions are performed on the Meter Server PC. Thus, the transaction
processing is performed remotely when a Client PC is accessing a remote
PSD. In alternate embodiments, the logging of transactions is performed on a
network server to which the Client PCs are connected (“Network Server PC").

In the preferred embodiment, modems or internet connections for
accessing the Data Center are located in the Meter Server PC. In alternate
embodiments, the modem may be located in the PSD or the Client PC and
the Internet connection may be in the Client PC.

It has also been found that the Network PC Metering System can be
configured such that each Client PC dynamically knows which remote PSDs
are available for use by such Client PC, and that each Meter Server PC,ie.,
each Client PC with a PSD coupled thereto, dynamically knows which Client
PCs are on-line that are authorized to use the PSD coupled to the Meter
Server PC.

There are several benefits that are realized from the present invention,
One such benefit relates to the postal regulations requiring that the postage
printed on a metered mailpiece must be obtained from a meter licensed from
the local post office at which the mailpiece is deposited for mailing, commonly
referred to as “origin of deposit’ or “domain”. With a plurality of PSDs
accessible over a computer network a user at a Client PC is not limited to a
single PSD having a single origin of deposit or domain, For example, while
most users of a network metering system located in Shelton, Connecticut may
be wiling to deposit their mailpiece:s in the Post Office in Shelton,
Connecticut, other users may intend to deposit their mailpieces at different
origins of deposit, such as Stamford, Connecticut. Furthermore, some of the
users may be at a Client PC that is physically located in Stamford,
Connecticut but is connected to a network server physically located in Shelton
Connecticut. The present invention provides each user of a Client PC on the
network with access to several PSDs having different origins of deposit.
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Another benefit of tﬁe present invention is that mailpiece generation
does not have to be interrupted because of PSD funds limitation. For
example, when a large mail run requires more postal value than is stored on
a single PSD, the user can access another PSD on the network fo complete
the mail run without having_te interrupt the mail run to refilf the PSD that is
low on funds.

One aspect of the present invention provides a postage metering
system that includes a plurality of printer modules operatively connected as
part of a network and operating as client printer modules on the network. A
postal security device (PSD) is coupled directly to a local one of the client
printer modules. The PSD includes unique identification, postal value
storage and a digital signature generator. The client printer modules
function as a postage metering network wherein a ane of the client printer
modules remote to the PSD requests evidence of postage payment from the
PSD through the local client printer module for concluding postage metering
transactions. The local client printer module fung:tion as a stand-alone meter
when requests for evidence of postage payment from the PSD are initiated
at the local client printer module.

Preferably, the local client printer module initiates local requests for
evidence of postage payment to be printed at the local client printer
modules and receives remote requests for evidence of postage payment
from the remote ciient printer modules. The remoie requests may include
identification of the remote client printer modules. The local client printer
module may send each request for evidence of postage payment to the
PSD and receive from the PSD the evidence of postage payment including
a digital signature corresponding to each request for evidence of postage
payment. The local client printer module may send the evidence of postage
payment to the remote client printer modules in response to the remote
request, and print the evidence of postage payment in response to the local
request.

Melbourne\004276302 - Printed 8 April 2003 {10:05) 6
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Another aspect of the invention provides a transaction evidencing
system comprising:

a plurality of general purpose computers operatively connected as
part of a computer network and operating as client computers on the
computer network, at least some of the client computers including
transaction evidencing software that selectively runs on the client
computers;

a transaction security device coupled directly to a first one of the client
computers called a local client computer; the transaction security device
including unique identification, transaction evidencing storage means, digital
signature means, and transaction accounting means;

means in the client computers for functioning as a transaction
evidencing network wherein one of the client computers remote to the
transaction security device requests and obtains first transaction evidencing
from the transaction security device through the local client computer for
concluding transaction evidencing transactions; and

means in the local client computer for functioning as a stand-alone
transaction evidencing device when requests for second transaction
evidencing from the transaction security device are initiated at the local
client computer.

Yet another aspect of the invention provides a method for postage
metering wherein a postage meter has dual modes of aperation as a stand-
alone meter and as a meter server on a network, the method comprising the
steps of:

providing a plurality of client modules on a network;

coupling a local postage security device to a first one of said client
moduies and a remote postal security device to a second one of said client

modules, the postal security devices each including unique identification,

Melbourne\004276302 - Printed 8 April 2003 (10:05) 6a
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postal vaiue storage means and digital signature means;

providing means in said first client module for requesting and
obtaining first postage evidencing from the local postal security device;

providing means in said second client module for requesting and
obtaining second postage evidencing from the local postal security device;
and

providing means in said first client module for receiving and
responding to said request from said second client module.

Description of the Drawings
The above and other objects and advantages of the present invention

will be apparent upon consideration of the following detailed description,
taken in conjunction with accompanying drawings, in which like reference

characters refer to like parts throughout, and in which:

Melbourne\004276302 - Printed § April 2003 (16:05) 6b
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Fig. 1 is a block diagram of a preferred embodiment of a Network PC
Metering System with PSDs couple to Client PCs in accordance with the
preferred embadiment of the present invention:

Fig. 2 (2A and 2B) are block diagrams of alternate embodiments of a
Network PC Metering System with PSDs couple to Client PCs with a
cen“tralized transaction log;

Fig. 3 is a Client PC operating in stand-alone mode;

Fig. 4 is a block diagram of the preferred embodiment of a Network PC
Metering System of Fig. 1 with a Client PC in Meter Server mode;

Fig. 5 is a flow chart of a Client PC accessing a remote PSD: and

Fig. 8 is a flow chart of a Client PC operating as a Meter Server and a
Stand-alone PC Meter;

Fig. 7 is a block diagram of a closed system metering network in

accordance with the present invention.

Detailed Description of the Present Invention

In describing the present invention, reference is made to the drawings,
wherein there is seen in Figs. 1-2, altemate embodiments of a Network PC
Metering System. Fig. 1 shows the preferred embodiment of the present
invention. A Network PC Metering System, generally designated 10, includes
a plurality (five are shown) of Client PCs 20 conventionally coupled to a
Network Seriver 30. Each PSD 4Q (two are shown) of Network PC Metering
System 10 is coupled to one of Client PCs 20. Each Client PC includes a
conventional personal computer system with display, keybeoard, and an
unsecured printer 22. (Optionally, each Client PC may access a network
printer 23 connected directly to the network.) Preferably, a plurality of PSDs
exists in Netwérk PC Metering System 10, with at least one PSD 40 being
coupled to several Client PCs 20. When a specific PSD 40 is accessed for a
metering transaction, Client PC 20, to which the PSD 40 is attached, becomes
a Meter Server PC 21 (shown within parenthesis) for the remainder of the
transaction. When the PSD 40 is being accessed by the Client PC 20 to
which the PSD is coupled the Client PC 20 is functioning as a stand-alone PC
meter. An example of a stand-alone PC metering system is described in U.S.
Patent Application Serial No. 08/575,112, filed December 19, 1995,

7
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In the preferred embodiment, the postal funds accounting and the
transaction processing occur in the Meter Server PC 21, 1t will be understoad
that this is a decentralized approach concerning funds accounting and
transaction accounting because each Client PC 20 having a PSD 40 attached
thereto maintains accounting information (departmental accounting registers
42) and transaction information (transaction logs 44) relating to transactions
occurring only at its PSD 40.

Figs. 2A and 2B show alternate embodiments of the present invention.
Network PC Metering System, generally designated 10’, includes a plurality
(five are shown) of Client PCs 20 conventionally coupled to a network server
30. Each PSD 40 ({two are shown) of Network PC Metering System 10" is
coupled to one of Client PCs 20. Each Client PC includes a conventional
personal computer system with display, keyboard, and an unsecured printer
22 (and/or optional network printer 23). As in the preferred embodiment, a
plurality of PSDs exists in Network PC Metering System 10', with at least one
PSD 40 being coupled to several Client PCs 20. When the specific PSD is
accessed for a metering transaction, the Client PC 20, to which the PSD 40 is
attached, becomes a Meter Server PC 21 for the remainder of the transaction
(Fig. 4). In this embodiment the postal funds accounting occurs in Meter
Server PC 21 when the transaction has been concluded. However, the
transaction processing occurs at Network Server 30. It will be understood that
this is a decentralized approach concerning funds accounting because each
Client PC 20 that has a PSD 40 attached thereto maintains accounting
information (accounting registers 42) relating to transactions occurring only at
its PSD. However, this embodiment provides a centralized approach
concerning transaction accounting because one of the Meter Servers 21 (Fig.
2A) or Network Server 30 (Fig. 2B) maintains transaction information
(transaction logs 44) relating to transacticns occurring at any PSD.

Referring again to Figs. 1 and 2, Network PC Metering Systems 10 and
10" are configured with one or more PSDs 40 coupled to one or more Client
PCs 20. In such configurations, the Client PC 20 becomes a Stand-alone PC
Meter when a metering transaction is processed locally on its coupled PSD
40. When cperating as a Stand-alone PC Meter, such Client PC 20 performs

the previously described metering transaction, acting as both the requesting




20

25

Client PC and the Meter Server PC. As a Stand-alone PC Meter, Client PC
20 can only access the PSD 40 coupled to it. There is no remote vault access
when a Client PC is processing a metering transaction on the local PSP,

Referring now to Fig. 3, a Client PC 20 is shown in Stand-alone PC
Meter mode, generally designated 100. Stand-alone PC Meter 100 includes
Host PC 102, PSD 104 and printer 106. Stand-alone PC Meter 100
processes the functions for PSD registration, PSD refill, and postage
dispensing as transactions for PSD 104. Processing is performed locally by
metering software component 110 (referred to herein as "PC Meter Toolkit")
running in Host PC 102. In the preferred embodiment, PC Meter Toolkit is a
Component Object Model/Distributed Component object Model (COM/DCOM)
object (typically implemented as a dynamic link library (DLL) or OLE control)
with interfaces to perform metering operations. One such interface maintains
a list of local and remote PSDs on the network. This interface maintains a
current list of all known and attached PSDs at the time it is instantiated.
There is also a refresh method that Host and Client applications may use to
update the list. A method for creating and maintaining the list of PSDs is
described in detail in previously noted related U.S. Patent Application Serial
No. [E-645], which is incorporated herein by reference. An example of a PC
metering system using a DLL with interfaces to perform metering operations is
described in previously noted U.S. Patent Application Serial No. 08/575,112,
filed December 19, 1895,

This Toolkit implementation allows Meter Servers to be local or remote
without any changes in the Client PC interface. The PC Meter Toolkit and
Meter Server could be within the same computer, computers connected via a
local area network or the internet. Network protocol negotiation is handled,
for example, by the Windows operating system. For additional information on
COM/DCOM see technical white papers for Microsoft Windows NTg Server,
including: DCOM Architecture; DCOM Technical Overview; and DCOM The
Distributed Component Object Moael, A Business Overview.

PC Meter Toolkit 110 includes the following components: a transaction

handler, a vault interface, and a transaction log handler. Connections to the

Data Center 5 can be made locally from the Stand-alone PC Meter 100 via
madem 130. Accounting for debits and credits to the PSD are also performed
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locally, logging the transactions on the hard drive of Stand-alone PC Meter
100. In this manner, the transaction processing and funds accounting are
centralized on the Client PC operating as Stand-alone PG Meter 100.

Stand-alone PC Meter 100 may accommodate more than one PSD per
PC, for example, supporting one vault per serial port. Several Host or client
applications programs 140, such as a word processor or an envelope
designer, may access the PC Meter Toolkit 110 concurrently.

The PC Meter Toolkit 110 provides standard metering functions, such
as dispensing postage, PSD refills, and PSD registration. The PC Meter
Toolkit 110 resides in all Meter Servers and remote Client PCs capable of
printing postage. The user of Stand-alone PC Meter 100 can access local or
remote PSDs using PC Meter Toolkit 110. The PC Meter Toolkit 110 provides
a list of the available PSDs from which the user selects a desired PSD for a
particular transaction.

The COM/DCOM network concept provides mechanisms for a remote
Client PC to gain access rights to the PC Meter Toolkit component in a PC
Meter Server. Optionally, every Client PC can be given access rights to the
PC Meter Server, whereby the PC Meter Server's PSD PIN (password) can
be used to authorize access to postage functions in the PC Meter Server and
its PSD..By default, all PSDs are considered remotely accessible by all Client
PCs unless configured differently by the user. Alternatively, the fist of
available PSDs can be customized based on user or system filters. For
example, only sharing vaults whose origin zip matches the return address of
the mail piece. in the preferred embodiment, the PSD is not active during
access for authorization because PIN validation is performed by the PC Meter
Server. The PC Meter Server obtains the PSD PIN from the PSD to perform
validation. In an alternate embodiment,lthe PIN validation could occur within
the PSD. This is a secure process because the PIN is stored in the PSD.

During the cr.eation of a mailpiece, the user performs the following
functions whether the PC meter is operated in stand-alone mode or network
mode. The user can select CD-ROM addressing or dialup addressing (at the
Data Center 5) to obtain correct addressee information. The user can choose
the class of mail service (rate category) for the mailpiece. The user can select

from a list of rate categories that are authorized by the Post Office. The user

10
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can view an indicium on the monitor while designing the mailpiece and print
preview the mailpiece with an indicium image. PC Meter Toolkit 110 provides
a methed to draw the indicium image and 2D bar code before printing. The
indicium may be marked as visible or invisible for display purposes. See U.S.
Patent Application Serial No. 08/922875, entitled METHOD FOR
PREVENTING FRAUDULENT PRINTING OF A POSTAGE INDICIUM
DISPLAYED ON A PERSONAL COMPUTER filed September 3, 1997 and
assigned to the assignee of the present invention, which discloses a method
for preventing fraudulent printing of a postage indicium displayed on a
personal computer. The user can change the postage amount, class of
service and date of mailing. These changes are reflected in the indicium
image,

PC Meter Toolkit 110 provides postal funds security because the user
can not print an indicium without accounting for a debit to the PSD.
Furthermore, there is no direct access to the indicium image, except through
the PC Meter Toolkit transactions. The PC Meter Toolkit uses atomic
transactions to tie the debit to PSD with the enabling of printing of the indicium
image. The atomic transaction ensures that the debit to the PSD is complete
before printing the indicium.

The transaction log stores funds transactions for PSD dispensing and
refills. For Network PC Metering System 10, each Client PC stores the daily
transaction log file for its local PSD(s). The user may select the local drive
and directory path for the log file. For Network PC Metering System 10', each
Client PC forwards fransaction information for its local PSD(s) to Network
Server 30 which stores the daily transaction log fite. Once the accounting for
a mailpiece transaction is completed, the client application requesting the
transaction speols the mail piece cotresponding to the transaction to the PC
print manager for printing the indicium.

Network PC Metering System (10 or 10') has many Client PC's with or
without PSD(s) attached. Each Client PC has access to both its own local
PSD(s} and remote PSDs in the network. Each Client PC can run its client
application to dispense postage and initiate registration and refills.

As previously stated, Network PC Metering System (10 or 107
processes transactions for dispensing postage, PSD registration, and PSD

i1
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refill on the Client PC 20 where the specific PSD 40 is located. This requires
the transaction processing to be performed remotely if the user is accessing a
remote PSD. Modems for accessing Data Center 5 are preferably located on
each Client PC 20 having a PSD 40 coupled thereto. However, a single
modem may be located on the Network Server 30 instead of several modems
on each Client PC 20 having a PSD 40 coupled thereto. In this manner, PSD
registrations, and PSD refills are processed through Network Server 30,

The software components for the Network PC Metering System (10 or
10°) include the software components for the Stand-alone PC Meter along
with two additional components, listed below.

Referring now to Fig. 4, a Client PC 20 enters Meter Server PC 21
mode when another Client PC 20 on the network initiates remote access of
PSD 41 through its PC Meter Toolkit 110. Meter Server PC 21 processes the
functions for PSD registration, PSD refil, and postage dispensing as
transactions for PSD 41. Processing is performed at Meter Server PC 24 by
the previously described PC Meter Toolkit 110 residing in Meter Server 21
and at Client PC 20 by the PC Meter Toolkit 110 residing in Client PC 20.

Using a DCOM implementation, the PC Meter Toolkits 110 residing in
the Client PC 20 and the Meter Server 21 operate in conjunction with each
other such that the remote requesting Client PC 20 and Meter Server PC 21
operate collectively as a PC meter regardless of PSD/Taolkit location. The
PC Meter Toolkit 110 residing in Meter Server 21 handles messages from and
to the requesting Client PC 20, and handles standard metering functions,
such as dispensing postage, PSD refills, and PSD registration, for PSD 41 in
the same manner as when in stand-alone mode.

Referring now to Fig. 5, at step 200, Client PC 20 sends a request
through its PC Meter Toolkit 110 to remote PSD 41 for postal value for a
mailpiece. At step 205, Meter Server 21:determines whether the Client PC 20
is authorized to make the request. If not authorized, then at 210, Meter
Server 21 responds to Client PC 20 that it is not authorized to access PSD 41.
If authorized, then at step 215, Meter Server 21 processes the request
through its PC Meter Toolkit 110 sends the request to PSD 41 with
information received from remote Client PC 20. At step 220, PSD 41

dispenses the requested postal value including a digital signature based on

12
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the request. At step 230, Meter Server 21 through its PC Meter Toolkit 110
records the transaction information in a transaction log on its hard drive. At
step 235, Meter Server 21 sends the digital signature and at least some of the
transaction information to remote Client PC 20. At step 240, Client PC 20
receives the digital signature and transaction information and, at step 245,
Ciient PC 20 generates an indicium bitmap and prints the indicium including
digital signature on mailpiece.

Referring now to Fig. 6, the steps of the preferred embodiment of the
present invention are shown. At step 300, a user at one of the Client PCs
requests a list of available PSDs on the network. At step 305, the user
selects a PSD from the list. If, at step 310, the selected PSD is a PSD local to
the user's Client PC, then, at step 330, PC Meter Toolkit 110 in the user's
Client PC requests a postal amount for a mailpiece from the local PSD,
sending information to the PSD including addressee information and the
process continues at step 335 below. |f the user selected a remote PSD, then
at step 315, PC Meter Toolkit 110 in the user's Client PC requests access to
the selected remote PSD at one of the other Client PCs. If, at step 320,
access to the remote PSD is granted, then at step 330, the PC Meter Toolkit
110 at the other Client PC requests a postal amount for a mailpiece from the
remote PSD, sending information to the remote PSD including addressee
information. If access is not granted then, at step 325, an error is reported.

At step 335, the accessed PSD (local or remote) deducts the requested
postal amount from a total postal value stored in the PSD and generates a
signature using information supplied with the request including the addressee
information. At step 340, the PSD sends transaction information including the
signature to the requesting Client PC. At step 345, the PC Meter Toolkit 110
of the requesting Client PC generates and prints indicium including the
signature.

It will be understood that the process of selecting a local or remote
PSD may be done automatically by the PC Meter Toolkit 110 of the
requesting Client PC. For example, the automatic PSD selection may be
based on matching the origin zip code of the PSD to the zip code of the return
address of the mailpiece.
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Networked QOperations

Microsoft's Windows 95" and Windows NT" operating systems provide
facilties through DCOM and other mechanisms to implement network
communications, Through the use of DCOM, objects can communicate via a
mechanism referred to as connection points, which can be used to implement
direct communication, multi-casting (more than one client receives
messages), or broadcasting (all clients receive messages). This can be done
between processes on the same computer or multiple computers on a
network or on the internet. Mailslots is another Windows mechanism that
permits the same communications facilities. The PC Meter Toolkit 110 uses
these facilities to exchange information about the location and dispositicn of
PSDs on the network.

When a Client PC logs into the network, the PC Meter Toolkit 110
running on the Client PC registers the necessary connection points; one
commcen to all PC Meter Toolkits on the network, and one specific to the
Client PC itself. The common connection point is used to send and receive
multi-casted messages from all Clients. The specific connection point is for
messages intended solely for one particular Client PC Meter Toolkit, such as
a request or response for evidence of postage payment.

Upon initialization, the Client PC's PC Meter Toolkit 110 uses the
common connection point to send a message for all other PC Meter Toolkits
to respond with available PSDs, PC Meter Toolkits running on PC Meter
Servers 21 then respond to the Client PC's specific connection point with
information about the location and identities of any attached PSDs. Referring
to figure 2A, the list of available PSDs is consolidated and presented to
applications that require postage metering functions. Referring to Figure 2B,
the list of available PSDs is consclidated along with locally attached PSDs
and the complete list presented to applications that require postage metering
functions. In this case, the PC Meter Toolkit 110 also sends messages to the
common PC Meter Teolkit connection points indicating that another PSD is
available for use by other PC Meter Toolkits.

When a remote Client PC 20 selects a PSD 40 to use, the PC Meter
Toolkit 110 uses the information collected at initialization to know where the
particular PSD is located, and how to comrunicate with it.

14
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In operation, the PC Meter Toolkit 110 also handles messages
regarding the status of PC Meter Toolkits 110 on the network. Should new
PC Meter Teolkits be started on other Client PCs 20, the local PC Meter
Toolkit responds with information regarding any attached PSDs 40. Should
messages be received indicating that a new PC Meter Client 20 has come on-
line with its own PSD(s) 40, the PC Meter Toclkit updates its list of available
PSDs. Similarly, if a Client PC 20 is shutting down, messages are sent to all
Client PCs indicating that any local PSDs will no longer be available. It is
noted that all messages between PC Meter Toolkits 110 can be encrypted for
added security.

The effect of the Client PC Startup and Shutdown multi-casts is that all
Client PCs 20 dynamically know exactly which PSDs 40 are available. Clients
also have the ability to ask explicitly for a refreshed list of available PSDs 40
since it is possible that a machine can go off-line without proper notification.
DCOM also provides mechanisms for this with continual pinging to catch
computers improperly notifying clients/servers.

Centralized vs. Distributed Processing On the Network

A PC Metering system must account for funds for all mail pieces and
refills. This requires saving transaction records in a sequential transaction log
file. Both postage dispensing and refills should be kept in the same
sequential file such that meter discrepancies, such as discrepancies due to
meter movement between Client PCs on the network, can be reconciled. The
following paragraphs summarize the impact of using centralized vs.
decentralized accounting for the transaction log on a network metering
system.

In a network metering configuration, if accounting for funds is
summarized by a user, transactions could be logged where the user is
located. This would require consolidating log files only if the user has more
than one PC at which transactions can be initiated, i.e., the user moves
between PCs). This method uses decentralized accounting, logging
transactions on the user's PC.

If accounting for funds is summarized by a meter, transactions should
be logged where the meter, i.e. the PSD, is located. This would require
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consoclidating log files only if the PSD could be attached to any PC (PSD
moves between PCs). This method uses decentralized accounting, logging
transactions on the PSD's PC,

If accounting for funds is summarized by department (i.e. departments
have several users that can access several PSDs), transactions must be
consolidated if the logging of transactions was performed where the user is
located or where the PSD is located.

An alternative to such consolidation of log files from PCs is a
centralized accounting and logging of all transactions on same PC or a
centralized server. Transactions would have to be sent 1o the Network Server
PC for every mail piece, producing heavy network traffic. If the centralized
server is down, or otherwise not available, then no postage dispensing or
refills can occur, disabling metering capabilities over the entire network. A
centralized server for Network PC Metering System is not the preferred
embodiment of the present invention.

Network PC Metering Systems 10 and 10’ are representative of
distributed processing of the metering transaction. Network PC Metering
System 10 involves local transaction processing requested by a requesting
Client PC 20, and remote accounting and logging at the Meter Server PC 21,
i.e., where the PSD 40 and transaction log file 44 are located. Network PC
Metering System 10’ involves local transaction processing by the requesting
Client PC 20, remote accounting at the Meter Server PC 21, i.e., where the
PSD 40 is located, and remote logging at the Network Server 30, i.e. where
transaction log file 44 is located. Thus, the transaction processing is split from
the accounting functionality in distributed processing. The steps of the
transaction are split between different PCs of the network.

There is an advantage to configuring network metering for distributed
processing, such as in Network PC Metéring Systems 10 and 10", If Network
Server 30 is down, metering transactions may still be performed when Client
PCs having PSDs coupled thereto operate in stand-alone mode.
Furthermore, network-metering transactions may be performed even when a
Client PC 20 with a PSD attached thereto is not logged on the network. For
example, the Client PC not logged on the network can operate in stand-alone
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mode, and the Client PCs logged on the network can access other Client PCs
having PSDs coupled thereto. )

When a Client PC is attempting to access remote PSDs on the
network, an optional prioritized list of available PSDs can be displayed to the
user for selection. The prioritized ordering of the available PSDs may use the
following heuristics:

1. PSDs sharing the same ZIP as the originating address of the

mailpiece

2 Local PSDs (same location as the Client PC)

3 Remote PSDs sharing the same origin ZIP as the local PSDs

4. PSDs having the same three digit ZIP as items 1-3

5 Remaining PSDs

The preferred embodiment of the present invention has been described
based on a Windows operating system for the Client computers. 1t will be
understood that the present invention is suitable for use with any computer
operating system. It will further be understood that although the embodiments
of the present invention are described as postage metering systems, the
present invention is applicable to any value metering system that includes
transaction evidencing, such as monetary transactions, item transactions and
informaticn transactions.

The preferred embodiment has been described for an open system
metering network. It will be understood that the present invention applies also
to a closed system metering network wherein digital postage meters are used
in place of the Client PCs described in the preferred embodiment. Such a
closed system metering network is shown in Fig. 8. A Network Metering
System, generally designated 510, includes a plurality (five are shown) of
Client modules 520 conventionally coupled to a Network Server 530, such as
a personal computer. The Client médules are digital printers that are
dedicated to printing postage indicium. Each Client module resembles a
conventional digital metering system with optional display, keyboard, and
printer 522, however, some of the Client modules do not have an accounting
module or PSD attached thereto. Preferably, a plurality of PSDs 540 (two are
shown) exists in Network Metering System 510, with at least one PSD 40
being coupled to several Client modules 20. The PSDs 540 are accounting

17




modules similar to accounting units in conventional electronic postage meters,
When a specific PSD 540 is accessed for a metering transaction, the Client
module 520, to which the PSD 40 is attached, becomes a Meter Server 521
(shown within parenthesis) for the remainder of the transaction. When the

5 PSD 540 is being accessed by the Client medule 520 to which the PSD is
coupled the Client module 520 is functioning as a conventional meter. A more
detailed description of a closed system metering network is provided in
previously noted related U.S. Patent Application Serial No. [E-648]
While the present invention has been disclosed and described with

10 reference to the embodiments thereof, it will be apparent, as noted above,

L that variations and modifications may be made therein, It is, thus, intended in
E'-,_. the following claims to cover each variation and modification that falls within
sganed the true spirit and scope of the present invention.

RAAN 15 Windows 95 and Windows NT are trademarks of Microsoft Corporation,
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The claims defining the invention are as follows:

1. A postage metering system comprising:

a plurality of printing means operatively connected as part of a
network and operating as client printing means on the network, the client
printing means including processor, memory and storage means;

a postal security device coupled directly to a first one of the client
printing means called a local client printing means, the postal security
device including unique identification, postal value storage means and
digital signature means;

means in the client printing means for functioning as a postage
metering network wherein one of the client printing means remote to the
postal security device requests first evidence of postage payment from the
postal security device through the local client printing means for concluding
postage metering transactions; and

means in the local client printing means for functioning as a stand-
alone meter when requests for second evidence of postage payment from

the postal security device are initiated at the local client printing means.

2. The postage metering system of claim 1 wherein the local client
printing means comprise:

means for initiating a local request for second evidence of postage
payment to be printed at the local client printing means;

means for receiving a first remote request for the first evidence of
postage payment from one of the remote client printing means, the first
remote request including identification of the remote client printing means;

means for sending the requests for first and second evidence of
postage payment to the postal security device;

means for receiving from the postal security device the first and

second evidence of postage payment including a digital signature

Melbourne\D04276302 - Printed 8 April 2003 (10:05) 19
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corresponding to said each of the first and second evidence of postage
payment;

means for sending the first evidence of postage payment to the
remote client printing means in response to the remote request; and

means for printing the second evidence of postage payment in

response to the local request.

3., The postage metering system of claim 2 wherein the local client
printing means further comprises:
means for storing transactional information for requests for the first

and second evidence of postage payment.

4. The postage metering system of claim 3 wherein the local client
printing means determines whether the remote client printing means is
authorized to request evidence of postage payment from the postal security
device.

5 The postage metering system of claim 3 wherein the postal security
device determines whether the client printing means is authorized to request

evidence of postage payment from the postal security device.

6. The postage metering system of claim 2 wherein the client printing

means includes general purpose computers,

7. The postage metering system of claim 2 wherein the client printing

means are meter printers.

8.  The postage metering system of claim 2 wherein the local client
printing means further comprise:

means for initiating a second remote request to one of the remote

Metbourne\004276302 - Printed 8 April 2003 (10:05) 20
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client printing means for third evidence of postage payment to be printed at
the local client printing means; and

means for receiving the third evidence of postage payment from the
remote client printing means wherein said local client printing means prints
the third evidence of postage payment in response to the second remote

request.

9. The posiage metering system of claim 8 wherein said one of the
remote client printing means is coupled to a remote postal security device
which provides said third evidence of postage payment in response to said

second remote request.

10. A transaction &videncing éystem comprising:

a plurality of general purpose computers operatively connected as
part of a computer network and operating as client computers on the
computer network, at least some of the client computers including
transaction evidencing software that selectively runs on the client
computers;

a transaction security device coupled directly to a first ane of the client
computers called a local client computer; the transaction security device
including unique identification, transaction evidencing storage means, digital
signature means, and transaction accounting means;

means in the client computers for functioning as a transaction
evidencing network wherein one of the client computers remote to the
transaction security device requests and obtains first transaction evidencing
from the transaction security device through the local client computer for
concluding transaction evidencing transactions; and

means in the local client computer for functioning as a stand-alone
tfransaction evidencing device when requests for second transaction

evidencing from the transaction security device are initiated at the local

N
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client computer.

11.  The system of claim 10 wherein the local client computer comprises:

means for initiating a local request for second transaction evidencing
to be printed at the local client computer;

means for receiving a first remote request for transaction evidencing
from one of the remote client computers, the first remote request including
identification of the remote client computer;

means for sending the requests for first and second transaction
evidencing to the transacticn security device;

means for receiving from the transaction security device the
transaction. evidencing including a digital signature corresponding to said
each of the first and second transaction evidencing;

means for sending the first transaction evidencing to the remote client
computers in response to the remote request; and

means for printing the second transaction evidencing in response to

the local request.

12. The system of claim 11 wherein the local client computer further
comprises:

means for storing transactional information for requests for the first
and second transaction evidencing processed by the transaction security

device.

13.  The system of claim 10 wherein the local client computer determines
whether the remote client computers are authorized to reqlest evidence of

postage payment from the transaction security device.

14. The system of claim 10 wherein the transaction security device
determines whether the remote client computers are authorized to request

Methourne\004276302 - Printed 8 April 2003 (10:05) 22
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transaction evidencing from the transaction security device.

15. The system of claim 10 wherein the transaction evidencing device is a

postage metering system.

16. A method for postage metering wherein a postage meter has dual
modes of operation as a stand-alone meter and as a meter server on a
network, the method comprising the steps of:

providing a plurality of client modules on a network;

coupling a local postage security device to a first one of said client
modules and a remote postal security device to a second one of said client
modules, the postal security devices each including unique identification,
postal value storage means and digital signature means;

providing means in said first client module for requesting and
obtaining first postage evidencing from the local postal security device;

providing means in said second client module for requesting and
obtaining second postage evidencing from the local postal security device;
and

providing means in said first client module for receiving and

responding to said request from said second client module.

17.  The method of claim 16 further including the steps of:

providing means in said first client module for requesting and
obtaining third postage evidencing from the remote postal security device;

providing means in said second client module for printing on a
mailpiece said second postage evidencing using second printing means
coupled to said second client module; and

providing means in said first client module for printing on a mailpiece
said first postage evidencing or said third postage evidencing using first

printing means coupled to said first client module.
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18. The method of claim 17 further including the steps of:
providing means in said first client module for selecting one of said

local postal security device and said remote postal security device for

~ obtaining postage evidencing; and

providing means in said second client module for receiving said
request for said second postage evidencing and means for sending said
request for said second postage evidencing to said remote postal security

device.

19. A postage metering system substantially as hereinbefore described
with reference to the accompanying drawings.

20. A fransaction evidencing system substantially as hersinbefore

described with reference to the accompanying drawings.

21. A method for postage metering having the steps substantially as

hereinbefore described.

DATED this 8 April 2003
FREEHILLS CARTER SMITH BEADLE
Patent Attorneys for the Applicant
PITNEY BOWES INC.
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