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Procedure Encryption)

1 Compile(); ¥ compilethe source cods 1o gensrats object or executabis file
3 entrypoint+ Find_EntryPoint(); /* store an address ofentry point

4 currentAddress = entrypoint; ¢ initialization

3 npextAddress=0;
6
2

Construct Table() /- #his procedurs iz described in Fig. 10.

9 ddress= Find vpoint), // find an address of next block in current block
10 Encrypt(IK, entrypomnt); ' encrypt first block

11

12 while(Fle pointeris not end of file)

13 ¢

14 if{SearchTable(nextAddress)) * ifnext block's flag in the indexsd tabls indicates 1
13

16 random = GenerateRandom(};  generate random mumdsr

17 Encrypt{random, nextAddress); /7 Encrypt with the random number

18 Encrypt(random, IKY;  Encrypt the random numbsr with ths iX

19 3

20 else 1/ next block's flag indicares 6

21 Encrypt(random, cumrentAddress); < Encrypt with the currant block

22 3

an
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Frocedure ConstructTable()

1 entrypoun — Find_EntryPoint(),  wors an adirss
currentPointer — entrypoint
nextPobiter — cunrentPointer—:

indes —0;

3
3
5 hile(Fl pointer is notend of file)
6 fCusrern_cpcede == jump or Current_opeode= branchi{
H

of curront addrszz
extaddress) {
zion

ddress — aumentaddiess:
Tuplefindex] Size — sizeofBlock
Tupleindex] Crt — prev_opera
Tuplefindex].flag — O
indlex, aniry pom,
StoreAtibute( Tuplelindex[j

<te, number of caliing, and no provserad key

A
(Fndaddress(Tupleimndex] comentaddress)
repeciadzaliing
GenerateProtectedKey(.
StoretoDatasectionG;
Toplefmdex] fag — 1
)

Son(Tuple)
Compute_blocksize(Tuple)
Checklierations(

index—

ggoano

loc_401006
for(i=0;i<10;i++) call  _rand
{ add esi, 1
afi] = rand(); cmp  esi, 0Ah
H jl  shortloc_401006

() (b)

ggoano

0848183E  mov
08401043  idiv
864010645  mov
08401048 cmp
0048104F  jne
004810651  mov
B 00401654  add
00401657 mov
c 86401854 cmp
0040105 jge
00461860 mov
00461663  imul
80401867 mov
004010604  jmp
0048186C  mov
E 0040166F cmp
00401672  jle

ecx,64h
eax,ecx
dword ptr [ebp-8Ch],edx
dword ptr [ebp-16h],8
08401852

edx,dword ptr [ebp-16h]
edx,1

dword ptr [ebp-18h],edy
duord ptr [ebp-16h},5
0040186¢

eax,dword ptr [ebp-4]
eax,dword ptr [ebp-10h]
dword ptr [ebp-4],eax
904610651

ecx,dword ptr [ebp-4]
ecx,dword ptr [ebp-8]
00401083

D
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7 FL R (Offset) Jav o4 X B 7259
0x0040103E 19 1 0
0x00401051 9 2 1
0x0010105A 6 2 1
0x00401060 12 ! 0
0x0040106C 8 2 1
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Precedure Decryption()

1 entiypoint —Find_EntryPoint(). //
2 currentAddr
3 nextAddress
1

rore an address of entry point
=entrypoint: i initiclization

5 nextAddress=Find_next(entyypoint). /7 fized cn adlelyess of next block in current biock
6 DecryptIK. entrypoint).  decripr first block
7 Execute{currentAddress):. « execuite the first block

¢ while(Filepointeris not end of file)

10

11 if(LookupTableTable(nextAddress)) #/ ifuext block’s flag in the indexed table indicates 1
12

13 random = ExtractRandomNumber(uextAddress. [K).

14 ¢t extract the vandom number with IK

15 Decrypt@andom. nextAddressy. + decrypt wit the random mimber
16

17 else # next block’s flag indicates 0

1 Decrypt(random, currentAddress): crpt with the current block
19

20 Execute(nextAddress): «* execuite the next block
21 ReEncypt(cutrent/

23}

1
0 |
|
|
|
31~ A T v 7 AERR 0o EELE 32
|
l
1
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1
|
|
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000000000000
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00000000000000000000000000000000000000000000
000000000000
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000000000000

(7000 0OOO0O0O00O0
000000000000000000000000000000000000

(7000 0OO0O0O000O0
00000000000000000000000000000000000000000000
000000000000

(72000 0000000000
00000000000000000000000000000000000000000000
000000000000

(72000 000000000000
00000000000000000000000000000000000000000000
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