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SYSTEMS AND METHODS FOR AUTHENTICATING DEVICES IN A SENSOR-
WEB NETWORK

Technical Field

[0001] The present disclosure generally relates to the field of computerized systems.
More particularly, tﬁe disclosure relates to computerized systems and methods for authenticating

devices in a sensor-web network, such as a wireless mesh network.

Background Information

[0002] A wireless mesh network is a communications network made up of radio nodes
organized in a mesh topology. Wireless mesh netWorks often consist of mesh clients, mesh
routers and gateways. The mesh clients may be wireless devices and the gateways may permit
access to outside networks, such as the Internet. The mesh routers, meanwhile, may forward
traffic between the mesh clients and the gateways. The coverage area of the radio nodes working
as a single network may be called a mesh cloud. Access to the mesh cloud may be dependent on
the radio nodes working in harmony with each other to create a radio network.

[0003] A mesh network may be reliable and offer redundancy. When one node can no
longer operate, the rest of the nodes may still be able to communicate with each other, directly or
through one or more intermediate nodes. Wireless mesh networks may be implemented with
various wireless technology including 802.11, 802.16, cellular technologies or combinations ot
more than one type.

[0004] A wireless mesh network may be seen as a special type of wireless ad-hoc
network. The mesh routers may be highly mobile and may have more resources as compared to

other nodes in the network, such as the mesh clients. The mesh routers, therefore, may be used to

perform more resource intensive functions. In this
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way, the wireless mesh network differs from an ad-hoc network in which the nodes are otten

constrained by resources.

[0005] In some cases, the nodes in the network are data-collection and storage devices,
such as sensors. Because the sensors may be able to share the collected data, data security may
be an issue. Accordingly, it may be necessary to implement systems and methods for protecting

the sensor-collectable data.
SUMMARY

[0006] In accordance with the invention, there is provided a method for distributing
sensor data, the method comprising: receiving, from a requesting device, a request to access tirst
sensor-collectable data associated with at least one package, wherein the requesting device 1s
authenticated to access the first sensor-collectable data, wherein the request for access to the first
sensor-collectable data comprises routing information, and wherein the routing information
indicates a sensor-data host different than the requesting device; and determining whether to
deny the request to access the first sensor-collectable data based, at least in part, on second
sensor-collectable data indicative of a location associated with a prohibition on access to the first
sensor-collectable data.

[0007] In accordance with the invention, there is also provided a non-transitory
computer-readable medium storing program instructions, which, when executed by a processor,
cause the processor to perform a method for distributing sensor data, the method comprising:

receiving, from a requesting device, a request to access first sensor-collectable data associated
with at least one package, wherein the requesting device is authenticated to access the first
sensor-collectable data, wherein the request for access to the first sensor-collectable data
comprises routing information, and wherein the routing information indicates a sensor-data host
different than the requesting device; and determining whether to deny the request to access the

first sensor-collectable data based, at least in part, on second sensor-collectable data indicative of

a location associated with a prohibition on access to the first sensor-collectable data.
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[0008] In accordance with the invention, there is also provided a device for distributing
sensor data, the device comprising: an I/O unit configured to receive, from a requesting device, a
request to access first sensor-collectable data associated with at least one package, wherein the
requesting device is authenticated to access the first sensor-collectable data, wherein the request
for access to the first sensor-collectable data comprises routing information, and wherein the
routing information indicates a sensor-data host different than the requesting device; and a
processor configured to determine whether to deny the request to access the first sensor-
collectable data based, at least in part, on second sensor-collectable data indicative of a location
associated with a prohibition on access to the first sensor-collectable data.

[0009] Additional aspects of the invention will be set forth in part in the description
which follows, and in part will be obvious from the description, or may be learned by practice of

the invention. The aspects of the invention will be realized

CA 2827228 2018-01-15



(CA 02827228 2013-08-12

WO 2012/115761 PCT/US2012/023732

and attained by means of the elements and combinations particularly pointed out in
the appended claims.

[0010] It is to be understood that both the foregoing general description and
the following detailed description are exemplary and explanatory only and are not

restrictive of the invention, as claimed.
BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The accompanying drawings, which are incorporated in and constitute
a part of this specification, illustrate one (several) embodiment(s) of the invention
and together with the description, serve to explain the principles of the invention.

[0012] Fig. 1 illustrates an exemplary system for collecting data about an
environment of a package.

[0013] Fig. 2 is a block diagram illustrating exemplary devices and hosts used
In disclosed embodiments.

[0014] Fig. 3 is a flow chart of the operations of an exemplary method for
sending sensor-collectable data from a sensor device to a requesting device

[00135] Fig. 4 illustrates a table for authenticating a requesting device.

[0016] Fig. 5 is a flow chart of the operations of an exemplary method for
sending sensor-collectable data from a sensor device to a requesting device, when
the requesting device requests multiple types of sensor-collectable data.

[0017] Fig. 6 is a flow chart of the operations of an exemplary method for
sending sensor-collectable data from a sensor device to a destination in accordance
with routing information provided by a requesting device.

[0018] Fig. 7 is a flow chart of the operations of an exemplary method for
sending sensor-collectable data from a sensor device to a requesting device, if

certain sensor-collectable data is associated with a particular value or range.
DETAILED DESCRIPTION

[0019] This disclosure generally relates to the collection and distribution of
iInformation collected from one or more sensors associated with a package in a
delivery network. The sensors may used to collect information associated with

packages. The coliected information may be provided to requesting devices.
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[0020] For purposes of this disclosure, a container or package may be a box,
envelope or any other media used to ship documentation or products from one point
to another. Goods are typically held in a container to form a package. Thus, a
package can include one or more types of goods which require specific conditions
during part or all of the transit process between the source and destination,
Including, for example, perishables or controlled substances. The particular shape
or size of a package is not particularly important to this description. The delivery
network may deliver packages of a variety of shapes and sizes.

[0021] The delivery network in one example comprises a network of
transportation vehicles such as airplanes, trains, trucks and other means for
transporting goods of any type. The delivery network may be used to collect
packages from sources (for example, senders) and to deliver the packages to
destinations (for example, recipients).

[0022] In one example, one or more sensors may be associated with a
package; in other words, the one or more sensors may be placed within a package,
attached to a package, or otherwise placed within a vicinity of the package. The
sensor may be configured to collect particular types of information associated with
the package and/or its contents. The placement of the sensor in relation to a
package or the content of the package may be based on the type of information that
the sensor is configured to collect. For example, this sensor-collectable information
may Include geographic location and/or other conditions associated with the package
or its contents at any given time, including exterior and/or interior temperature of the
package, humidity within or about the package, moisture levels within or about the
package, altitude of the package, and any other conditions that sensors can collect.

[0023] The sensors may have transceivers, such as communication radios.
In one example, the transceiver has selected components of cellular telephones that
enable effective communication between sensors associated with packages and
other devices while the packages are in transit. Other similar wireless and/or wire-
line transmission configurations may be used in connection with this disclosure.

[0024] Disclosed embodiments may include a network, such as a mesh
network, with a plurality of sensors or other devices, some or all of which are sharing
information in a collaborative ecosystem. For example, a sensor may be located
Inside an insulated package and monitoring the internal temperature of the package.

The sensor may, however, need temperature information from the outside of the
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package as well. Thus, the sensor may identify other nearby sensors to which it can
connect and with which it can communicate. In some embodiments, the sensor may
be able to connect to sensors located outside of the package, in order to acquire
external temperature information. This is only one example, as devices can share
many other types of collected information.

[0025] In other embodiments, a device that is not a sensor, such as a mesh
router, may request sensor-collectable data from sensors to aggregate and analyze
the collected data. For example, a mesh router in a delivery truck may be configured
to collect temperature information from sensors associated with individual packages
located throughout the truck to determine temperature topology of the truck,
Including for example temperature differences at the front versus the rear of the
truck.

[0026] Because these various devices and sensors may share information,
this disclosure discusses data access protocols to ensure that any requesting device
seeking the collected information is properly authenticated as having permission.
For example, disclosed embodiment may employ a server-side model of
authentication for data access. This may also facilitate point-to-point identification of
requesting devices, which may perform ping-like sweeps of nearby nodes. If a
nearby node responds, it may identify a unique identifier, such as the MAC address,
of the requesting node. The responding node may authenticate the requesting
device in part based on its unique identifier. Additionally, the responding node may
take into account other factors in authenticating the requesting node, such as other
collected sensor information.

[0027] This point-to-point system, in a mesh network for example, enables
each communicating device to increase their data density without the overhead of
additional devices needing to relay the collected information. This system may also
simplify the integration needed to enable devices from multiple manufacturers to
share information. These examples, of course, are not limiting, and one of ordinary
skill would understand that the scope of the invention includes humerous
embodiments.

[0028] Reference will now be made in detail to exemplary embodiments
llustrated in the accompanying drawings. Wherever possible, the same reference

numbers will be used throughout the drawings to refer to the same or like parts.
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[0029] Figure 1 illustrates an exemplary system 100 for collecting data about
an environment of a package. System 100 may include mesh network 102. Mesh
network 102 may include a plurality of interconnected devices, such as sensor
device 104, requesting device 106, and secondary device 108, as well as other
devices not shown. Other embodiments may use a different type of network other
than mesh network 102, such a local area network (LAN), wide area network (WAN),
wireless, and/or wired network.

[0030] System 100 also may include Authentication Host 110 and/or Sensor-
Data Host 112, which may be connected to mesh network 102 via network 114.
Network 114 is configured to facilitate communications, such as among mesh
network 102, authentication host 110, and/or sensor-data host 112. In addition.
mesh network 102, authentication host 110, and/or sensor-data host 112 may
access other systems or other entities via network 114, that are not shown in system
100. Network 114 may be a shared, public, or private network, may encompass a
wide area or local area, and may be implemented through any suitable combination
of wired and/or wireless communication networks. Furthermore, network 114 may
comprise a local area network (LAN), a wide area network (WAN), an intranet, or the
Internet. In some embodiments, mesh network 102, authentication host 110, and/or
sensor-data host 112 may be directly connected, in whole or in part, instead of
connected through network 114.

[0031] Mesh network 100 may include devices used in the delivery of
packages. The devices may be used to track or analyze conditions in an
environment of one or more packages during transit. For example, sensor device
104 may be located inside or near a package, and may collect data about
environmental conditions, such as temperature, light level, motion, pressure,
humidity, gas level, airflow, vibrations, radiation, time, audio, video, orientation,
location, or other sensor-collectable data.

[0032] Requesting device 106 is also configured to collect data about
environmental conditions about a package. Alternatively or additionally, requesting
device 106 may analyze sensor-collectable data to prepare reports or to trigger
actions or alerts based on the sensor-collectable data. In some embodiments,
requesting device 106 may request data collected by sensor device 104. And in
some embodiments, requesting device 106 may not include a sensor or collect data.
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[0033] In one example, requesting device 106 may be located inside a
partially insulated package. The contents of the package may be temperature
dependent, and may be damaged if the temperature exceeds a certain amount.
Requesting device 106, or some other device, may be able to trigger an alert if the
temperature inside the package exceeds a threshold, or if it is in danger of
exceeding the threshold. During transit, the package may be moved from truck to
truck at a warehouse, and may be located outside or in a non-refrigerated container.
Therefore, requesting device 106 may ping nearby sensors in an attempt to
determine temperature information outside of the package. In this example, sensor
device 104 may collect temperature information outside of the package, and
requesting device 106 may request that outside temperature information. If the
temperature outside of the package is very high, then requesting sensor 106 may
determine that the package is in danger of exceeding the threshold temperature, and
may trigger an alert.

[0034] Requesting device 106, or any other device, may also rely on historical
Information when analyzing conditions. For example, if the package is located
outside at a certain time, requesting device 106 may need to know whether it can
expect the temperature to increase or decrease and how long it can expect to wait
outside. Requesting device 106 may obtain this historical information from a host,
such as sensor-data host 112, either directly or through another device or host. For
example, requesting device 106 may receive this historical information through
sensor device 104.

[0035] In an environment in which sensor-collectable data is so easily shared,
It may be necessary to implement authentication techniques, so that the sensor-
collectable data cannot be shared with outside parties. Indeed, some sensor-
collectable data may be confidential or propriety. Thus, in some embodiments,
requesting device 106 may be required to authenticate itself in some way to sensor
device 104 before receiving the sensor-collectable data.

[0036] Additionally, other devices in mesh network 100 may be configured to
collect data from sensor 104. For example, secondary device 108 may utilize such
data, but may retrieve the data from requesting device 106 instead of directly from
sensor device 104. In some embodiments, requesting device 106 may serve as a

proxy for secondary device 108.



(CA 02827228 2013-08-12

WO 2012/115761 PCT/US2012/023732

[0037] When requesting device 106 requests sensor data from sensor 104,
sensor 104 may authenticate requesting device 106 to ensure that it is allowed
access to the sensor data. Sensor device 104 may perform this authentication
locally, or may request that authentication host 110 perform the authentication.
Authentication host 110 may then determine whether or not requesting device 106
should be authenticated, and may send this determination to sensor device 104.

[0038] Requesting device 106 may provide the location of sensor-data host
112 to sensor device 104. Thus, after sensor device 104 authenticates requesting
device 106, it may send the requested sensor-collectable data to sensor-data host
112 for processing, storage, and/or analysis.

[0039] System 100 is one example configuration, and the number and
distribution of the various entities shown may be different depending on specific
embodiments. In some embodiments, authentication host 110 and/or sensor-data
host 112 may be distributed over multiple entities, including other distribution
systems, sensors, computers, handheld computers, mobile phones, tablet
computers, or other computing platform. Thus, the configuration described in system
100 is an example only and is not intended to be limiting.

[0040] Fig. 2 is a block diagram 200 illustrating a non-limiting example of
devices and hosts utilized in some example system configurations. Block diagram
200 Iincludes device 202 and host 204. Device 202 may correspond to sensor
device 104, requesting device 106, and/or secondary device 108. And host 204 may
correspond to authentication host 110 and/or sensor-data host 112.

[0041] Device 202 may include detecting portion 206, which may include one
or more software and/or hardware components for collecting data about an
environment of a package. In other words, detecting portion 206 may be some kind
of sensor. For example, detecting portion 206 may collect location information about
the package. In some embodiments, location information may include the use of a
Global Positioning System (GPS). If GPS is used, detecting portion 104 may use the
course acquisition code (C/A Code) utilized in GPS technology.

[0042] The location information may also be determined through cellular
triangulation, wireless network association, the capture of fixed location scan, or the
capture of mobile location scan. The fixed location and mobile location scans may
use 1D or 2D barcodes, or Radio Frequency Identification (RFID). For example,
device 202 may scan a barcode or read an RFID tag associated with a predefined

_8-
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location. Device 202 may be able to look-up the predefined location after the scan
using a value associated with the barcode or RFID.

[0043] In international locations, multiple global navigational satellite systems
may be available. Improved service may be provided by utilizing switching
connections, similar to switching between multiple cellular networks. For example
NaviStar (US), GLONASS (Russia) and other satellite systems may be available.
Thus, detecting portion 206 may switch among different GPS providers when
determining location information. Additionally, adding timing correction or differential
GPS with satellite-based augmentation systems may improve the performance of
systems In urban canyons and may improve accuracy down to the sub-meter.

[0044] In addition to or instead of location information, detecting portion 206
may collect other data related to a package and/or its content, for example,
environmental conditions at any or a selected time. For example, detecting portion
206 may collect data about temperature, light level, motion, pressure, humidity, gas
level, airflow, vibrations, radiation, time, audio, video, or other environmental
conditions. During transit, the environment of some packages may need to be within
certain parameters, such as within a certain temperature, pressure, or humidity
range. Other information like time, audio, or video may be relevant to determining
the circumstances of delivery of the package.

[0045] For example, detecting portion 206 may include a camera configured to
record still images or video of a person accepting the package upon delivery, or
upon arrival at an intermediate destination, like a processing center. The detecting
portion 206 may also record audio using an audio recorder or determine a time using
an Internal clock. Thus, disclosed embodiments may use different types of sensors
configured to collect different types of environmental data. In some embodiments
device 202 may include numerous detecting portions 206, each of which is
configured to collect a different kind of environmental data. In some embodiments, a
single detecting portion 206 may be capable of collecting different kinds of
environmental data.

[0046] Device 202 may also include central processing unit (CPU) 208 and
memory 210 to process data, such as the collected environmental data. CPU 208
may include one or more processors configured to execute computer program
Instructions to perform various processes and methods. CPU 208 may read the
computer program instructions from memory 210 or from any computer-readable

-9 -
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medium. Memory 210 may include random access memory (RAM) and/or read only
memory (ROM) configured to access and store information and computer program
Instructions. Memory 210 may also include additional memory to store data and
Information, such as the collected environmental data, and/or one or more internal
databases to store tables, lists, or other data structures.

[0047] I/0 Unit 212 in device 202 may send the collected environmental data
to another device for processing and/or storage. /O Unit 212 may send the
collected data over some type of network, such as a mesh network 102 and/or
network 114.

[0048] Host 204 may include CPU 214, memory 216, database 218, and I/O
Unit 220. Database 218 may store large amounts of data, and may include a
magnetic, semiconductor, tape, optical, or other type of storage device.

[0049] CPU 214, memory 216, and I/O Unit 220 from host 204 may be similar
to CPU 208, memory 210, and 1/0 Unit 212 from device 202. In some embodiments,
CPU 214, memory 216, and I/O Unit 220 from host 204 may be more robust and
have more capabilities than CPU 208, memory 210, and I/0 Unit 212 from device
202. Indeed, host 204 may be a larger and more capable computer, whereas device
202 may be small and portable.

[0050] Block diagram 200 is one example configuration, and the number and
components of the various entities shown may be different depending on specific
embodiments. For example, in some embodiments, device 202 may not include
CPU 208 and/or memory 210. In other embodiments, host 204 may be distributed
over multiple entities, including other distribution systems, sensors, computers,
handheld computers, mobile phones, tablet computers, or other computing platform.
Device 202 may similarly be implemented or distributed over any computing
platform. Thus, the configuration described in block diagram 200 is an example only
and I1s not intended to be limiting.

[0051] Fig. 3 is a flow chart of the operations of an exemplary method 300 for
sending sensor-collectable data from sensor device 104 to requesting device 106.
Method 300 may be performed by various components on sensor device 104.
Method 300 may also be performed by other device, or in conjunction with other
device, even ones not shown in system 100 or block diagram 200. In some
configurations, some steps in method 300 are optional or can be rearranged.
Further, additional steps can also be added to method 300.

-10 -



(CA 02827228 2013-08-12

WO 2012/115761 PCT/US2012/023732

[0052] Sensor device 104 may collect first sensor-collectable data using
detecting portion 206 (step 302). The first sensor-collectable data may be about any
environmental condition, for example, temperature data inside a package. Next,
sensor device 104 may determine if it has received an external request to access the
first sensor-collectable data using CPU 208 (step 304). The external request may
come from requesting device 1086.

[0053] If sensor device 104 does not receive such a request, it continues
looping until it receives one. Alternatively, if sensor device does receive such a
request, then it determines if requesting device 1086 is authenticated to receive the
first sensor-collectable data (step 306). Sensor device 104 may make this
determination by examining a locally-stored list or other data structure stored in
memory 210, for example.

[0054] Alternatively or additionally, sensor 104 may send a request to
authentication host 110 to determine whether or not requesting device 106 is
authenticated to access the first sensor-collectable data. Because authentication
host 110 may have more processing power and storage, it may be advantageous to
employ it in authenticating requesting device 106. This may allow for additional
parameters to be used in authenticating requesting device 106. It may also be
easier to update the data used to authenticate requesting device 106 using
authentication host 110, or to add different types of data from third parties to do so.

[0055] If requesting device 106 is not authenticated to receive the first sensor-
collectable data, then sensor device 104 may prohibit access to the first sensor-
collectable data by requesting device 106 (step 308), after which exemplary method
300 may end. Alternatively, if requesting device is authenticated to receive the first
sensor-collectable data, then sensor device 104 may send the first sensor-
collectable data to requesting device 106 using /O Unit 212 (step 310), after which
exemplary method 300 may end.

[0056] Fig. 4 is an example of a table 400 used for authenticating requesting
device 106. Table 400 may be stored on memory 210 of sensor device 104.
Alternatively, table 400 may be stored on authentication host 110 in certain
embodiments, or elsewhere.

[0057] In one example configuration, table 400 includes column 402 and 404.
Column 402 lists known requesting devices or other identifiers associated with
requesting devices. For example, column 402 may include a list of keys that a

- 11 -
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requesting devices may use to authenticate themselves. Alternatively, column 402
may list MAC addresses of requesting devices. Column 402 may also list ranges,
types of devices, or other more generic identifiers as well. One of ordinary skill
would understand that various static or dynamic identifiers may be used to
authenticate requesting devices.

[0058] Column 404 of table 400 includes a list of different sensor-collectable
data for which a particular device is authenticated. For example, row 406 states that
device A is permitted to receive data about temperature, humidity, audio, video, and
motion. Thus, when requesting device 106 requests one or more of these types of
sensor-collectable data from sensor device 104, requesting device 106 is
authenticated to receive them. Similarly, row 408 states that device B is permitted to
recelve data about temperature and video. Row 410, however, states that device C
is not permitted to receive any type of sensor-collectable data. One of ordinary skill
would understand that table 400 is just an example of how requesting device 106
may be authenticated and is not limiting. Alternatively, requesting device 106 may
be authenticated based on an algorithm or a different data structure.

[0059] Fig. 5 is a flowchart of the operations of an exemplary method 500 for
sending sensor-collectable data from sensor device 104 to requesting device 1086,
when requesting device 106 requests multiple types of sensor-collectable data.
Method 500 may be performed by various components on sensor device 104.
Method 500 may also be performed by any other device, or in conjunction with other
device, even ones not shown in system 100 or block diagram 200. In some
configurations, some steps in method 500 are optional or can be rearranged.
Further, additional steps can also be added to method 500.

[0060] Sensor device 104 may receive a request to access multiple types of
sensor-collectable data using 1/0 Unit 212 (step 502). For example, sensor device
104 may determine that requesting device 106 has requested temperature, audio,
video, and humidity data. Sensor device 104 may then determine if requesting
device 106 is authenticated for none of the requested data using CPU 208 (step
504). In some embodiments, sensor device may consult table 400 to make this
determination.

[0061] If sensor device 104 determines that requesting device 106 is not
authenticated for any of the requested sensor-collectable data, then sensor device
104 may prohibit access to the requested sensor-collectable data using CPU 208
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(step 506). For example, sensor device 104 may prohibit requesting device 106
from accessing the requested temperature, audio, video, and humidity data.

[0062] Alternatively, if sensor device 104 determines that requesting device
106 is authenticated for at least some of the requested sensor-collectable data, then
sensor device 104 may determine whether requesting device 106 is authenticated
for all of the requested data using CPU 208 (step 508). If requesting sensor 106 is
authenticated for all of the requested data, sensor device 104 may send all
requested data to requesting device 106 (step 510), after which method 500 ends.
For example, sensor device 104 may send the requested temperature, audio, video,
and humidity data to requesting device 106.

[0063] If, alternatively, sensor device 104 determines that requesting device
106 is not authenticated for all of the requested data, this may mean that requesting
device 106 is authenticated for only a subset of the requested sensor-collectable
data. For example, requesting device 106 may be authenticated to receive
temperature and video data and not audio and humidity data. In this scenario,
sensor device 104 may determine whether or not requesting device 106 will accept
only a subset of the requested data using CPU 208 (step 516). For example, sensor
device 104 may determine whether requesting device 106 would accept a partial
fulfillment of its request: the requested temperature and video data but not the
requested audio and humidity data. Requesting device 106 may have a general
policy of accepting partial fulfillment or not, which sensor device 104 may be aware
of. Alternatively, requesting device 106 may determine on a case-by-case basis
whether it will accept a particular partial fulfillment of its request.

[0064] In some embodiments, instead of determining whether requesting
device 106 accepts partial fulfillment of the requested data, sensor device 104 may
conditionally deny the request. For example, sensor device 104 could inform
requesting device 106 that its request s denied fully, but because certain of the
requested data is not authenticated for requesting device 106. In this way,
requesting device 106 may make an additional request, perhaps for higher-priority
data that it needs. Alternatively, requesting device 106 may check back again in
case the conditions for denying it access change.

[0065] If sensor device 104 determines that requesting device 106 will accept
only a subset of its request, then sensor device 104 sends only the requested data
that is authenticated to requesting device 106 using I/0 Unit 212 (step 514). For
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example, sensor device 104 may send the requested temperature and video data,
but not the requested audio and humidity data, to requesting device. Alternatively, if
sensor device 104 determines that requesting device 106 will not accept only a
subset of its request, then sensor device 104 prohibits access to all of the requested
sensor-collectable data (step 516), after which method 500 ends.

[0066] Fig. 6 is a flow chart of the operations of an exemplary method 600 for
sending sensor-collectable data from sensor device 104 to a destination in
accordance with routing information provided by requesting device 106. Method 600
may be performed by various components on sensor device 104. Method 600 may
also be performed by any other device, or in conjunction with any other device, even
ones not shown in system 100 or block diagram 200. In some configurations, some
steps in method 600 are optional and can be rearranged. Further, additional steps
can aiso be added to method 600.

[0067] Sensor device 104 may collect first sensor-collectable data using
detecting unit 206 (step 602). Sensor device 104 may then receive a request from
requesting device 106, via [/O Unit 212, to access the first sensor-collectable data
(step 604). The request may include routing information. Routing information may
indicate a destination for the first sensor-collectable data, such as sensor-data host
112. In some embodiments, requesting device 106 may be in a location that does
not allow for the storage and/or processing of the first sensor-collectable data. For
example, requesting device 106 may be in a country that prohibits the storage of
certain types of audio and/or video information. Thus, requesting device 106 may
instruct sensor device 104 to provide the first sensor-collectable data to another
location, such as sensor-data host 112. Sensor-data host 112 may be in a location
that does not have restrictions on storing and/or processing the first sensor-
collectable data.

[0068] In some embodiments, the routing information may serve to combat
congestion in a network. For example, requesting device 106 may be aware of
congestion in certain parts of the network, and may instruct sensor device 104 to
send the first sensor-collectable data via a different route in the network. These
instruction may be in the routing information that requesting device 106 may send to
sensor device 104.

[0069] After receiving the request, sensor device 104 may determine whether
or not the requesting device 106 is authenticated to receive, request, or have access
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to the first sensor-collectable data (step 606). Alternatively or additionally, sensor
device 104 may determine if sensor-data host 112 is authenticated to receive,
request or have access to the first sensor collectable data. If requesting device 106
and/or sensor-data host 112 is not authenticated, then sensor device 104 may
prohibit access to the first sensor-collectable data (step 608), after which method
600 may end.

[0070] Alternatively, if requesting device 106 and/or sensor-data host 112 is
authenticated, then sensor device 104 may send the first sensor-collectable data in
accordance with the routing information (step 610) using I/0 Unit 212, after which
method 600 may end. For example, sensor device 104 may route the first sensor-
collectable data to sensor-data host 112. And in some embodiments, sensor device
104 may route the first sensor-collectable data to avoid network congestion.

[0071] Fig. 7 is a flow chart of the operations of an exemplary method 700 for
sending sensor-collectable data from sensor device 104 to requesting device 106, if
certain sensor-collectable data is associated with a particular value or range.
Method 700 may be performed by various components on sensor device 104.
Method 700 may also be performed by any other device, or in conjunction with any
other device, even ones not shown in system 100 or block diagram 200. In some
configurations, some steps in method 700 are optional or can be rearranged.
Further, additional steps can also be added to method 700.

[0072] Disclosed embodiments may relate to prohibiting access to first sensor-
collectable data depending on a value of second sensor-collectable data. For
example, requesting device 106 may request first sensor-collectable data, for
example, temperature data, from sensor device 104. Requesting device 106 may be
authenticated to receive the temperature data. Requesting device 106, however,
may include a detecting portion 206, which enables it to collect its own second
sensor-collectable data, such as GPS location information. Sensor device 104 may
analyze this second sensor-collectable data (e.g., location information), and may
determine that requesting device 106 may be located in a jurisdiction with rules
prohibiting storage or access to temperature information. Accordingly, even though
requesting device 106 may be authenticated to access the first sensor-collectable
data (e.g., temperature), sensor device 104 may nonetheless prohibit access
because second sensor-collectable data (e.g., requesting device 106’s location) is
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associated with a predetermined value (e.g., a jurisdiction prohibiting collection of
temperature data).

[0073] In some embodiments, the second sensor-collectable data may be also
collected at sensor device 102. For example, the second sensor collectable data
may be similar to or the same as the first sensor-collectable data collected at sensor
device 102. In some embodiments, certain parties may not wish to share the first
sensor-collectable data if it is outside of a certain range. A transport company, for
example, may not need to report temperature data unless it is in a critical range.
Thus, even though the requesting device 106 may be authenticated to access the
first sensor-collectable data (e.g., temperature data), sensor device 104 may still not
make this data accessible, because it is not in a predetermined range.

[0074] Alternatively, the second sensor-collectable data may be collected by
sensor device 102, but may be different from the first sensor-collectable data. For
example, a transportation company may not want to publish or report temperature
data unless the humidity level is within a certain range. The temperature data may
not be meaningful or critical, in this example, unless the humidity level is also in a
certain range. In these situations, even though the requesting device 106 may be
authenticated to receive the first sensor-collectable data (e.qg., temperature), sensor
device 104 may still not make this data accessible, because second sensor-
collectable data (e.g., humidity) it is not in a predetermined range. |

[0075] Referring back to Fig. 7, sensor device 104 may collect first sensor-
collectable data using detecting unit 206 (step 702). Next, sensor device 104 may
receive, from requesting device 106, a request to access the first sensor-collectable
data (step 704). If sensor unit has not received such a request, it may continue
checking until it does receive such a request. Alternatively, if sensor device 104
does receive the request, then it may determine if the requesting device is
authenticated to receive the first sensor-collectable data using CPU 208 (step 706).

[0076] If requesting device 106 is not authenticated, then sensor device 104
may prohibit access by requesting device 106 to the first sensor-collectable data
using CPU 208 (step 710), after which method 700 may end. Alternatively, if the
requesting device 106 is authenticated, then sensor device 104 may determine if
second sensor-collectable data equals or is otherwise associated with a
predetermined value or range using CPU 208 (step 708). If the second sensor-
collectable data is associated with the predetermined value/range, then sensor
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device 104 may prohibit access by requesting sensor 106 to the first sensor
collectable data using CPU 208 (step 710), after which method 700 may end.

[0077] Alternatively, if the second sensor-collectable data is not associated
with the predetermined value/range, then sensor device 104 may allow requesting
device 106 to access the first sensor-collectable data using 1/O Unit 212 (step 712),
after which method 700 may end. For example, sensor device 104 may send the
second sensor-bollectable data to requesting device 1086.

[0078] While certain features and embodiments of the invention have been
described, other embodiments of the invention will be apparent to those skilled in the
art from consideration of the specification and practice of the embodiments of the
invention disclosed herein. Furthermore, although aspects of embodiments of the
present invention have been described in part as software, computer-executable
instructions, and/or other data stored in memory and other storage mediums, one
skilled in the art will appreciate that these aspects can also be stored on or read from
other types of tangible, non-transitory computer-readable media, such as secondary
storage devices, like hard disks, floppy disks, or a CD-ROM, or other forms of RAM
or ROM. Further, the steps of the disclosed methods may be modified in various
ways, including by reordering steps and/or inserting or deleting steps, without
departing from the principles of the invention.

[0Q79] It is intended that the specification and examples be considered as
exemplary only, with a true scope and spirit of the invention being indicated by the
following claims.
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WHAT IS CLAIMED IS:

1. A method for distributing sensor data, the method comprising:

receiving, from a requesting device, a request to access first sensor-collectable data
associated with at least one package, wherein the requesting device is authenticated to access the
first sensor-collectable data, wherein the request for access to the first sensor-collectable data
comprises routing information, and wherein the routing information indicates a sensor-data host
different than the requesting device; and

determining whether to deny the request to access the first sensor-collectable data based,
at least in part, on second sensor-collectable data indicative of a location assoclated with a

prohibition on access to the first sensor-collectable data.
2. The method of claim 1, wherein the requesting device comprises a sensor.

3. The method of claim 2, wherein the second sensor-collectable data 1s collected by

the sensor of the requesting device.

4, The method of claim 1, further comprising:
denying the request for access based on the requesting device being located in a

jurisdiction prohibiting access of the first sensor-collectable data.

5. The method of claim 1, the method further comprising:
collecting the first sensor-collectable data at a sensor device, wherein the sensor device 1s
in proximity to the at least one package; and

collecting the second sensor-collectable data at the sensor device.

6. The method of claim 1, further comprising:
accessing an authentication host over a network to authenticate the requesting device for

the first sensor-collectable data.
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7. The method of claim 1, further comprising:

accessing a local pre-configured list to authenticate the requesting device for the first

sensor-collectable data.

8. The method of claim 1, wherein if the request for access is granted, the method

further comprises:

sending the first sensor-collectable data to the sensor-data host in accordance with the

routing information.

0. The method of claim 1, wherein the first sensor-collectable data describes

environmental conditions of the at least one package.

10. A non-transitory computer-readable medium storing program instructions, which,
when executed by a processor, cause the processor to perform a method for distributing sensor
data, the method comprising:

receiving, from a requesting device, a request to access first sensor-collectable data
associated with at least one package, wherein the requesting device is authenticated to access the
first sensor-collectable data, wherein the réquest for access to the first sensor-collectable data

comprises routing information, and wherein the routing information indicates a sensor-data host

different than the requesting device; and
determining whether to deny the request to access the first sensor-collectable data based,

at least in part, on second sensor-collectable data indicative of a location associated with a

prohibition on access to the first sensor-collectable data.

11.  The computer-readable medium of claim 10, wherein the requesting device

COMPIISES a SeNsor.
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12.  The computer-readable medium of claim 11, wherein the second sensor-

collectable data is collected by the sensor of the requesting device.

13.  The computer-readable medium of claim 10, the method further comprising:
denying the request for access based on the requesting device being located n a

jurisdiction prohibiting access of the first sensor-collectable data.

14.  The computer-readable medium of claim 10, the method further comprising:

collecting the first sensor-collectable data at a sensor device, wherein the sensor device in

proximity to the at least one package; and

collecting the second sensor-collectable data at the sensor device.

15.  The computer-readable medium of claim 10, the method further comprising:

accessing an authentication host over a network to authenticate the requesting device for

the first sensor-collectable data.

16.  The computer-readable medium of claim 10, the method further comprising:

accessing a local pre-configured list to authenticate the requesting device for the first

sensor-collectable data.

17.  The computer-readable medium of claim 10, wherein if the request for access 1s

granted, the method further comprises:

sending the first sensor-collectable data to the sensor-data host in accordance with the

routing information.

18.  The method of claim 10, wherein the first sensor-collectable data describes

environmental conditions of the at least one package.
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19. A device for distributing sensor data, the device comprising:
an /O unit configured to receive, from a requesting device, a request to access first
sensor-collectable data associated with at least one package, wherein the requesting device 18

authenticated to access the first sensor-collectable data, wherein the request for access to the first
sensor-collectable data comprises routing information, and wherein the routing information

indicates a sensor-data host different than the requesting device; and

a processor configured to determine whether to deny the request to access the first sensor-

collectable data based, at least in part, on second sensor-collectable data indicative of a location

associated with a prohibition on access to the first sensor-collectable data.
20.  The device of claim 19, wherein the requesting device comprises a sensor.

21.  The device of claim 20, wherein the second sensor-collectable data is collected by

the sensor of the requesting device.

22.  The device of claim 19, wherein the processor is further configured to:

deny the request for access based on the requesting device being located in a jurisdiction

prohibiting access of the first sensor-collectable data.

23.  The device of claim 19, further comprising a detecting portion configured to:
collect the first sensor-collectable data in proximity to the at least one package; and

collect the second sensor-collectable data.

24.  The device of claim 19, wherein the I/O unit is further configured to:

access an authentication host over a network to authenticate the requesting device for the

first sensor-collectable data.
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' 25.  The device of claim 19, wherein the processor is further configured to:

access a local pre-configured list to authenticate the requesting device for the first sensor-

collectable data.

26. The device of claim 19, wherein if the request for access is granted, the processor

1s further configured to:

send the first sensor-collectable data to the sensor-data host from the I/O unit in

accordance with the routing information.

27. The device of claim 19, wherein the first sensor-collectable data describes

environmental conditions of the at least one package.
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