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(57) ABSTRACT 

The invention describes an identity management system 
(IDMS) based on the concept of peer-to-peer protocols and 
the public identities ledger. The system manages digital 
identities, which are digital objects that contain attributes 
used for the identification of persons and other entities in an 
IT system and for making identity claims. The identity 
objects are encoded and cryptographically encapsulated. 
Identity management protocols include the creation of iden 
tities, the validation of their binding to real-world entities, 
and their secure and reliable storage, protection, distribution, 
verification, updates, and use. The identities are included in 
a specially constructed global, distributed, append-only pub 
lic identities ledger. They are forward- and backward-linked 
using the mechanism of digital signatures. The linking of 
objects and their chaining in the ledger is based on and 
reflect their mutual validation relationships. The identities of 
individual members are organized in the form of linked 
structures called the personal identities chains. Identities of 
groups of users that validated identities of other users in a 
group are organized in community identities chains. The 
ledger and its chains Support accurate and reliable validation 
of identities by other members of the system and by appli 
cation services providers without the assistance of third 
parties. The ledger designed in this invention may be either 
permissioned or unpermissioned. Permissioned ledgers have 
special entities, called BIX Security Policy Providers, which 
validate the binding of digital identities to real-world entities 
based on the rules of a given security policy. In unpermis 
Sioned ledgers, community members mutually validate their 
identities. The identity management system provides Secu 
rity, privacy, and anonymity for digital identities and satis 
fies the requirements for decentralized, anonymous identi 
ties management systems. 
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Figure 2: BIX identities Ledger (Initial version with the Security Policy Authority) 
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TECHNICAL FIELD OF THE INVENTION 

This invention is related to identity management systems 65 
(IDMSs) in IT environments and, more specifically, to 
identity management systems that Support user security, 

2 
privacy, and anonymity for their identity and transaction 
data. The focus of the invention is on using cryptographic 
mechanisms, peer-to-peer protocols, and global, distributed, 
append-only public identities ledgers to protect identities, to 
perform all identity management functions, and to Support 
identity claims. 

BACKGROUND OF THE INVENTION 

An identity management system is a system that manages 
digital identities, which are a collection of attributes and 
their values used to identify the entities of an IT system and 
make identity claims. Identity management includes entity 
creation (registration) and validation (binding of identity 
attributes to real-world entities), as well as storage, main 
tenance, updates, distribution, Verification, use, and protec 
tion of identities. Identity attributes and their values, the 
so-called namespace, include named objects that represent 
real-world entities, such as countries, organizations, com 
puters, applications, persons, and devices. 
The attributes comprising digital identities are used by 

humans, computers, and digital devices to identify, recog 
nize, and interact with other entities involved in the opera 
tion of an IT system. Use of identities allow a person or a 
computer to recognize entities involved in a session or 
transaction, i.e. associate digital identity with the real-world 
person, computer, or device and, based on that, to determine 
the role, profile, authorization, and scope of actions that an 
entity is authorized to perform. Because of all the services 
that an IDMS provides, the role of such a system in 
automated IT environments is extremely important. Specifi 
cally, (a) IDMS functions must be always performed cor 
rectly, (b) IDMS data management must be reliable and 
correct, and (c) IDMS resources (software and data) must be 
strongly protected against illegal or accidental modifica 
tions, deletions; and insertions. 
At the time of this invention, most IDMS implementa 

tions are in the form of large, centralized database reposi 
tories located on large network or cloud servers. Although 
Such solutions correctly perform their core functions, cen 
tralized database servers have, in principle, many serious 
problems. First, they represent single point of failure. Next, 
in addition to basic functionality, it is also important to 
maintain and guarantee the correctness, integrity, and con 
tinuous availability of data. In distributed, large-scale envi 
ronments, the components and protocols for using them— 
federation—are very complicated. For an IDMS, its 
protection, authenticated access, secure administration, and 
authorized use are important considerations. Because iden 
tification data must be protected when transferred outside of 
the security perimeter, a centralized IDMS is very expensive 
to establish, maintain, operate, and protect. Finally, all 
participants in an IT system must place a high level of trust 
in the correct operation and accuracy of the data stored in, 
and distributed by, an IDMS. 

In addition to problems due to the large size and central 
ized nature of such repositories, trust is required for IDMS 
functions that are provided by third-party solutions. To 
provide that trust, IDMS providers must guarantee the 
following features: (a) the protection and control of external 
access to IDMS repositories, (b) the internal protection of 
data stored in these repositories, (c) the elimination of 
impersonation by authorized administrators, (d) the security 
of all protocols and data, (e) the recovery of all lost, stolen, 
or destroyed data. 

In addition to identifying system entities, the data stored 
in an IDMS are often also used for other security services, 
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Such as the authentication, authorization, management of 
secret keys, and others. At the time of this invention, the 
security services always required users sensitive and secret 
data to be stored in IDMS repositories. This approach 
requires not only the strong protection of these security 
credentials, but also their correct use. All these aspects 
represent another group of important problems and weak 
nesses of centralized repositories that store and handle secret 
and sensitive user data. 

If all these complex security aspects and arrangements are 
successfully resolved, then the attributes and functions of an 
IDMS may be used with full confidence for security ser 
vices. However, in addition to security, at the time of this 
invention, two significant trends of increasing importance 
were user privacy and anonymity of their identity and 
transaction data. An IDMS that stores users’ explicit iden 
tifying attributes and their sensitive security credentials 
cannot provide privacy and anonymity of users and their 
transactions. In addition, at the time of this invention, almost 
all IT application service providers collect personal and 
transaction data and use and share this data in unauthorized 
ways, without user consent, thus further violating user 
privacy and anonymity. 

Based on all of these problems, it is obvious that it is 
important for identity management Solutions to not use large 
directories or database repositories, to not require trust, to 
protect the data stored in repositories, and to allow users to 
prevent and control the use and sharing of their personal 
data. 

At the time of this invention, there was an emerging 
concept with characteristics and features that seemed like a 
promising approach and technology to solve some, if not all, 
problems mentioned above. The concept has emerged from 
the Bitcoin peer-to-peer payment system and is called the 
distributed public ledger. In general, the ledger represents a 
public archive of the data and transactions that are per 
formed in some data processing system. The concept is 
promising because (a) the data stored in a ledger are all 
public and therefore not vulnerable to theft, (b) the data are 
integrity-protected and therefore not vulnerable to illegal or 
accidental modifications, (c) the data are time-stamped, so 
their date/time of origin could be validated, and (d) the data 
are sequenced in a functional, cryptographic time "chain'. 
so illegal insertions of false data is impossible. These core 
features of public ledgers are very attractive solutions for the 
design, implementation, and operation of large-scale iden 
tity management systems that do not contain private and 
personal data and operate without the assistance of any third 
party and without the need to trust any component of the 
overall system. 
The core idea and the main functionality of the public 

ledger introduced in the Bitcoin system is to enable a 
recipient of a peer-to-peer payment transaction to validate 
the correctness of the transaction without relying on a third 
party. For payments, validation includes the validation that 
a payer has sufficient amount of Bitcoins to make the 
transaction and proof that "double-spending was not per 
formed. For that, Bitcoin uses the approach to reconstruct 
the balance of the sender's wallet by the recipient. The 
recipient performs that by tracing all sender's transactions, 
from the first “coinbase' transaction up to the last transac 
tion received by the sender. The construction of the block 
chain, which contains cryptographically signed and mutu 
ally linked blocks of transactions, effectively prevents the 
illegal manipulation of transaction history and, in that way, 
guarantees to all participants the correctness of individual 
transactions. 
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4 
The idea of using the original Bitcoin public ledger and 

blockchain, which are used for Bitcoin payment transac 
tions, as the Supporting technology and concept for some 
other type of applications generated many interesting ideas 
and initiatives. But, although attractive and interesting, 
careful analysis of the proposed solutions shows that they 
are all deficient, contradictory, infeasible, and inadequate; in 
essence, they do not offer the full functionality of an IDMS. 
The main reason for the difficulties in using the Bitcoin 
blockchain is that as a linked list of blocks of payment 
transactions, it is not suitable for use with identities. The 
identities of individual entities are not mutually functionally 
related, so they do not need to be linked to each other or 
packaged in Bitcoin blocks. They do not functionally depend 
on each other and do not have a dependency sequence; 
therefore, they do not need to be chained in the Bitcoin 
ledger. Another serious limitation is that when Bitcoin 
addresses, which are public cryptographic keys, are used as 
the identities of user accounts, they provide only and limited 
user anonymity and not user identification, authentication, or 
authorization. The anonymity of user identities is suitable 
for peer-to-peer payment transactions using Bitcoin, but not 
for many other types of applications and transactions, even 
with other types of virtual currencies. Bitcoin concept is also 
Vulnerable to the theft of private keys, resulting in direct 
access to the users’ Bitcoin wallets. 

Furthermore, at the time of this invention, there are many 
operational issues when using the Bitcoin blockchain and its 
ledger for applications and transactions other than Bitcoin 
payments. The size of the blocks is too small, the throughput 
of the Bitcoin validation protocol is very low, the validation 
of blocks has long delays, the Bitcoin network is vulnerable 
to denial-of-service attacks, the protocol is vulnerable to 
timing attacks, and dishonest mining procedures and 
arrangements. Therefore, all the ideas that suggested using 
standard concept of the Bitcoin blockchain and public ledger 
to manage digital identities do not represent feasible and 
viable solutions. Furthermore, careful analysis of all existing 
solutions reveals that none perform IDMS protocols as pure 
peer-to-peer transactions; rather, each of them introduces 
Some type of the third-party component that makes them, in 
essence, equivalent to large IDMS repositories. 
One important problem with every IDMS, which solu 

tions based on use of the Bitcoin blockchain and its public 
ledger did not solve, was binding of digital identities to the 
real-world entities that they identify. Some solutions that use 
the Bitcoin blockchain to store and distribute the hashes of 
user identities suggest using Social websites as data sources 
for these identities. However, this method of validating 
identities, merely by the fact that they are included in a 
blockchain, is misleading because (a) the sources of these 
identities are unreliable and (b) their validation can be much 
better and more efficiently performed using original web 
sites. The authors of these ideas incorrectly claim that by 
using Bitcoin blockchain, users would regain control of their 
personal information, which contradicts the nature of the 
blockchain as a public ledger where the stored identities may 
be accessed and used by anyone. In fact, the main weakness 
of this solution is that there is no personal protection of 
public data in a blockchain, which means that users still do 
not have control of the access and use of their data by other 
users and service providers. 
One of the subtle problems of the simple approach of 

loading hashes of identities into a Bitcoin blockchain is the 
verification of the relationship of attribute values to real 
world entities. Identities established without validation, 
using first-come, first-serve principle, are completely unre 
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liable and therefore cannot be used for serious business 
applications. While Bitcoin payments are performed in a 
completely new system, one that is isolated from any other 
system and functionally independent of all other systems, 
identities and their data are not objects of that nature. 
Namely, any reliable and trusted IDMS must guarantee the 
correctness of its data and their reliable binding to real 
world entities. In classical IDMS, that validation is per 
formed by IDMS providers. Therefore, these properties can 
beachieved only by validating blockchain entries by trusted 
identity providers that are external to the blockchain IDMS. 
However, this approach is contrary to the very nature of the 
blockchain approach, as it depends on trusted third parties to 
validate identities. 

Another important conceptual problem with solutions that 
rely on the Bitcoin concept, network, protocols, and mes 
sages is the fact that the Bitcoin System is not truly peer 
to-peer system. It uses and depends on trusted third parties, 
which are network servers comprising the Bitcoin network. 
Not only must users trust these servers to perform efficiently 
and correctly their functions, what cannot be formally veri 
fied, but the network servers also control the overall system 
in terms of the difficulty of hashing, the timing of releasing 
of blocks, block sizes, and payout rewards. Another category 
of trusted third parties in the Bitcoin system is miners— 
persons who perform cryptographic operations on blocks of 
transactions to validate them. This clearly means that any 
IDMS that uses the services of the Bitcoin network is itself 
not reliable and depends on third-party components. 

Another serious problem with the Bitcoin blockchain is 
the delay in validation of blocks and transactions. On 
average, it takes about 10 minutes; furthermore, transactions 
cannot be considered validated until they appear in the 
Subsequent six/seven most recent blocks. This delay makes 
the use of Such protocols completely unacceptable for many 
applications that need instantaneous validated transactions. 
A serious conceptual problem is that there may not be a hash 
for the block that corresponds to the given target. These 
reasons—slow progress, long reaction time, and the possi 
bility that the progress of the blockchain may be blocked— 
also suggest the need for the new and innovative approach 
described in this invention. 

Yet another important problem with all solutions that rely 
on the Bitcoin blockchain is that they do not provide the 
identification for real-world entities whose identities have 
been included in the blockchain when making identity 
claims. As mentioned earlier, identities must be used to 
recognize real-world entities. Inserting hashes and public 
keys into the Bitcoin blockchain merely proves the existence 
of the specific set of attributes and their values at the time 
when the hash is inserted and their binding to the corre 
sponding public key. Thus, these attributes cannot be used to 
recognize a specific entity from the real-world, since it is 
impossible to reliably relate the attributes with the entity that 
these attributes describe and that owns the public key. 

The final deficiency of solutions proposed at the time of 
this invention was that all of them, in addition to the Bitcoin 
network, also used a number of their own new servers. So, 
even if the Bitcoin network is only considered to be a 
distribution network, the proposed solutions do not perform 
pure peer-to-peer transactions. They introduce new servers 
as trusted third parties and new complex infrastructures, 
equivalent to the classical IDMS servers that the new 
Solutions claim to improve. Some of these servers are used 
as intermediaries, some as external storage servers, and 
others for generating and handling protocol attributes. 
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In conclusion, the essence of the blockchain in the Bitcoin 

system is to make available and to guarantee the correctness 
of all transactions in the system and to provide the mecha 
nisms to validate their correctness. Interpreting these two 
features formally and applying them to an IDMS leads to the 
conclusions that (a) the identities of individual entities can 
be included in the blockchain and thus be available to the 
entire community, and (b) identities and their blocks should 
be hashed and signed based on proof-of-work by miners, so 
that their content is guaranteed. However, such a formal 
approach has no significant advantages. First, the distribu 
tion of identities is not an essential problem for any IDMS. 
Second, integrity of attribute values can be guaranteed by 
using standard cryptographic algorithms. And third, miners 
cannot solve the key problem of any IDMS: binding of 
identity attributes to real-world persons. Therefore, an inno 
Vative solution must address and eliminate these issues and 
introduce additional features that offer clear benefits. 
The system proposed in this invention performs its func 

tions as truly peer-to-peer transactions without any third 
parties and without the requirement to place the trust in any 
component of the system. As such, the proposed system is an 
IDMS based on the concept of the public identities ledger. 
The resources of the system (identities) are strongly pro 
tected, maintained, and distributed only by consent of their 
owners. The system provides full security, privacy, and 
anonymity of user identities. Such an IDMS represents the 
backbone of an infrastructure Supporting applications that 
require security, privacy, and anonymity for their users, 
transactions, and data. 

SUMMARY OF THE INVENTION 

The innovative system described in this invention is based 
on two underlying principles: (1) all operations of the IDMS 
are performed only as peer-to-peer operations between two 
members of the system, and (2) there are no third parties 
involved, and only the members of the system participate in 
its operations. In addition, by using a specially designed 
public ledger, containing identities as its elements, called the 
public identities ledger, the system provides all the features 
expected from a secure and reliable IDMS. First, although 
identities are publicly available in the ledger, privacy and 
anonymity are guaranteed by the special methods of selec 
tion and cryptographic protection of identity attributes. 
Binding identities with real-world entities is validated: 
therefore, the identities are reliable. Finally, the identities are 
distributed and used only with the consent and control of 
their owners. 
The public identities ledger for management of identities 

designed in this invention is a Subsystem of a larger system 
whose purpose is to store and distribute different types of 
transaction objects, attributes, credentials, and transactions. 
That system is based on the concept of a global, distributed, 
append-only public ledger. That system is called the Block 
chain Information eXchange (BIX) system. Therefore, the 
IDMS described in this invention is referred to as the BIX 
Identities System. 
An instance of a public identities ledger for the BIX 

Identities System is initiated by its BIX Security Policy 
Authority. This is the entity that created software for the 
system and enforces the policy by technology rules. That 
entity initiates an instance of the ledger by creating its own 
identity and inserts it in the public identities ledger, i.e., as 
the “head' identity. The attributes of that identity are shown 
in FIG. 1 and the identity is shown in FIG. 2. The attributes 
of this identity and its binding to a real-world entity cannot 
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be validated by any other entity, because at the moment of 
its initiation, there are no other members in the BIX Iden 
tities System. Therefore, to make it reliable, the identity of 
the authority that initiates the instance of the public identi 
ties ledger is distributed by being hard-coded or pre-config 
ured in the software application that the members of the 
system use to manage their identities. In that way, head 
identity is available to all participants in the system by being 
the first identity included in the public identities ledger. 

If the BIXIdentities Ledger is permissioned, then the next 
entities to create their identities and insert them into the 
ledger are BIX Security Policy Providers. This type of entity 
is usually a business entity that validates the correctness of 
identities of other users and binding of their identities to 
real-world persons. They perform that validation based on 
the application context or other business arrangements. 
These providers may also be application services providers. 
The content and validity of their identities are controlled by 
the BIX Security Policy Authority, so their identities are 
validated by that authority. After validation, they are linked 
to the identity of the BIX Security Policy Authority and 
inserted into an instance of the BIX Identities Ledger. They 
are shown in FIG. 3. When one or more BIX Security Policy 
Providers are registered, other entities may join the system 
and establish their identities. This version of the ledger is 
shown in FIG. 4. Because the ledger is without any third 
parties, personal identities are established by the persons 
themselves and the identities of IT system components are 
established by authorized system administrators. If the led 
ger is unpermissioned, BIX Security Policy Providers are 
not registered. In such ledgers, the members of the system 
create their identities without these identities being validated 
by providers. Such identities are linked only to the head 
identity in the ledger, i.e. the identity of the BIX Security 
Policy Authority. This version of the ledger is shown in FIG. 
5. 
From this short description of the initiation procedure of 

the BIX Identities Ledger, it is clear that the ledger reflects 
the procedure of validation of identities and therefore has the 
following structure: (a) the head of an instance is the identity 
of the BIX Security Policy Authority; (b) if the ledger is 
permissioned, the next entries in the ledger are the identities 
of the BIX Security Policy Providers linked to the initial 
identity of the ledger; and (c) the next entries are the 
identities of the individual members of the BIX system, 
which are linked to the identities of their corresponding BIX 
Security Policy Providers. The identities of BIX Security 
Policy Providers, linked to the identity of the BIX Security 
Policy Authority, are shown in FIG. 3. The identities of BIX 
members, linked to the identities of BIX Security Policy 
Providers, are shown in FIG. 4. Therefore, the structure of 
the ledger is not a single linear linked list, but a star-shaped 
structure, comprising multiple, parallel branches of the 
ledger. Each branch contains identity objects belonging to 
one of the members of the BIX system. All branches 
originate from the same head identity, reflecting the policy 
that is enforced when creating and validating identities in the 
specific instance of the ledger. 

Each entity follows the following phases and performs the 
following protocols when creating, managing, and using 
identities: 
The Creation of Identities: 
In this step, an entity populates the values of selected 

attributes in the BIX Identity object. Because no third parties 
are involved in this process, it is obvious that this operation 
is performed by the person himself/herself, i.e. the owner of 
the identity. For entities that represent components of an IT 
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system this step is performed by system administrators. In 
this step the identity creator does not populate the Header 
segment, only the Search Attributes, Public Attributes, and 
InitialValidator segments. Three attributes of the SearchAt 
tributes segment are self-encrypted, i.e., their values (as 
data) are encrypted by the same values used as the crypto 
graphic keys. If the values of the attributes of the SearchAt 
tributes segment are left clear, the identity would be vul 
nerable to illegal or accidental modifications, to theft and 
impersonation, and to tracing and profiling. Furthermore, 
Such identity would not provide user privacy or anonymity. 
To prevent illegal or accidental modifications, unauthorized 
sharing, tracking, and profiling, i.e. to provide privacy and 
anonymity, the Public Attributes segment of the newly cre 
ated identity must also be cryptographically protected. This 
segment is either self-enveloped (in unpermissioned led 
gers) or enveloped for the BIX Security Policy Provider (in 
permissioned ledgers). The Initial Validator segment is popu 
lated with attributes designating the identity owner, so this 
version of the BIX Identity is self-validated and self-signed. 
As a result of this step, the cryptographically encapsulated 
(signed and enveloped), self-validated, self-signed form of 
the BIX Identity object is created and submitted to the BIX 
Synchronization System. 
The Validation of Identities (Pre-Issuance): 
The values of the identity attributes, created by the 

identity owner, must be validated so that the binding of the 
attribute values to the real-world entity (person or IT system 
component) is guaranteed and can be verified by all other 
members of the system. Because there are no third parties in 
the system, validation must be performed by its members. 
This validation is based either on the application context 
(registrations by application services providers), business 
context (employment or other business arrangements), or 
communication context (previous exchange of e-mails or 
messages over the Internet). 
As a result of that validation, if the ledger is permissioned, 

the BIX Synchronization System populates the Header seg 
ment of the identity and sends it to the designated BIX 
Security Policy Provider. The Initial Validator segment in the 
identity of the new entity is populated by the Security Policy 
Provider that performed the initial validation. After valida 
tion, the identity is signed by the Provider. The assur 
anceLevel attribute of the identity is also populated. Such 
validated identity is returned to its owner who stores it 
locally in its digital device and also inserts it into the BIX 
Identities Ledger. If the BIX Identities Ledger is unpermis 
sioned, this step is not performed and the BIX Synchroni 
Zation System, after completion of the Header segment, 
returns the identity immediately back to its owner. This 
means that in this type of ledger, the newly created identity 
is not initially validated after its creation. In both versions, 
the identity is also stored locally by the software that the 
owner of the identity uses. In the case of permissioned 
ledgers, the identity is stored locally after being returned 
from the initial validator. If the ledger is unpermissioned, the 
identity is stored locally after its return by the BIX Syn 
chronization System. In both cases, the identity owner also 
stores the identity in the BIX Identities Ledger. 
The validation of identities and creation of personal 

identities chains, as branches of the public identities ledger, 
reflect user relationships with validators of their identities. 
The identities in the ledger are followed by identities that 
they validated. The system provides the possibility to create 
multiple personal identity chains linked to different BIX 
Security Policy Providers. Depending on the context, such 
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identities may contain different sets of identification attri 
butes, suitable for the application context for which the 
identity is created. 
The Exchange of Identities: 
After their creation, identities are cryptographically 

encapsulated (signed and self-enveloped) objects, held by 
their owners and also available in the BIX Identities Ledger. 
In the context of applications and transactions, identities are 
exchanged between transaction partners. This is performed 
as an action, i.e., by consent of their owners. In this process, 
identities are transformed from self-enveloped objects to 
signed and enveloped objects where the transaction partner 
is the recipient of the enveloped identity. This cryptographic 
transformation effectively prevents the unauthorized sharing 
of identities. Namely, if a transaction partner forwards the 
identity to some other member in the system, he/she would 
also need to forward his/her private cryptographic key, what 
means that all of his/her transactions and assets would be 
open to the party receiving the forwarded identity. 
The Verification of Identities (Post-Issuance): 
In the context of running applications and performing 

transactions, identities are exchanged between transaction 
partners. In this step, partners also validate each other's 
identities based on their communication context. As a result, 
a new object of the BIXIdentities System is created for each 
identity, called the BIX Identity Validator. The BIX Identity 
Validator is a cryptographically signed object for which the 
signer is the validator of the identity. The BIX Identity 
Validator is added to the branch of the BIX Identities Ledger 
that belongs to that specific user, and the new object is linked 
to the identity object that it validated. In this way, the user's 
personal identity chain is extended with the new BIX 
Identity Validator object. This means that each branch of the 
BIX Identities Ledger that represents a users’ personal 
identities chain starts with the head identity, followed by the 
identity of the BIX Security. Policy Provider (in permis 
sioned ledgers) linked to the head identity, followed by the 
user's BIX Identity linked to the identity of the Provider, 
followed by none, one, or several BIX Identity Validators 
linked to the identity of the user. When the user updates 
his/her identity, a new BIX Identity object is created and 
appended to the last BTX Identity. This makes the original 
identity and all of its identity validators obsolete, and the 
user's personal identities chain is extended at the “tail of 
that chain. 

Validation, confirmation, and verification of the binding 
of identities to real-world persons are critical for the reli 
ability and trustfulness of identities. In an IDMS with 
centralized repositories managed by trusted third parties, 
that validation is performed, and then guaranteed, by Such 
third parties. Because the BIX Identities System does not 
have third parties, the members of the system, as commu 
nity, must agree and adopt standard and recognizable pro 
cedures for that validation. These procedures determine so 
called assurance level of identities and are the part of BIX 
Security Policy. Based on those procedures, identities in the 
BIX Identities System may have five assurance levels, from 
the lowest (no assurance) to the highest (guaranteed assur 
ance). 

Assurance Level 1: At this level the binding is not 
validated by BIX Security Policy Provider. Those iden 
tities are used in unpermissioned ledgers. 

Assurance Level 2: At this level the binding is validated 
using either the e-mail address or the mobile number of 
the identity owner. The protocol is a challenge/re 
sponse, where the BIX Security Policy Provider sends 
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(using the e-mail address or mobile number) a random 
code to the identity owner and receives the same code 
in reply. 

Assurance Level 3: At this level the binding is validated 
using either e-mail addresses available from Social 
websites or mobile numbers from the registries of 
telecom services providers. 

Assurance Level 4: At this level the binding is validated 
using existing registration databases of various appli 
cation services providers. Such as banks, corporate 
registries, tax registrations, etc. 

Assurance Level 5: At this level the binding is validated 
using face-to-face procedure and validation of official 
identification documents. 

DESCRIPTION OF THE DRAWINGS 

FIG. 1 shows the complete structure of the BIX Identity 
object in the ASN.1 encoded syntax 

FIG. 2 shows the initial version of an instance of the BIX 
Identities Ledger with only one object the Identity of the 
BIX Security Policy Authority 

FIG. 3 shows the version of an instance of the permis 
sioned BIX Identities Ledger with several identities belong 
ing to the BIX Security Policy Providers and forward-linked 
by the BIX Security Policy Authority identity 

FIG. 4 shows the version of an instance of a permissioned 
BIX Identities Ledger with several identities belonging to 
the BIX system members forward-linked by the identities of 
the BIX Security Policy Providers 

FIG. 5 shows the version of an instance of an unpermis 
sioned BIX Identities Ledger with several identities belong 
ing to the BIX system members forward-linked by the 
identities of the BIX Security Policy Authority 

FIG. 6 shows the complete structure of the BIX Identity 
Validator object in the ASN.1 encoded syntax 

FIG. 7 shows an example of the Public Attributes segment 
with attributes in clear form 

FIG. 8 shows an example of the Public Attributes segment 
with attributes enveloped with the public key of the recipient 

FIG. 9 shows an example of the BIX Identities Ledger 
with BIX Validators objects 

FIG. 10 shows an example of the personal identities chain 
FIG. 11 shows an example of the community identities 

chain 
FIG. 12 shows an example of the personal identities chain 

with updated BIX Identity objects 

DETAILED DESCRIPTION OF THE 
INVENTION 

The Architecture and Components of the BIX Identities 
System 
The BIX Identities System is based on the concept of 

peer-to-peer identity management protocols and the use of a 
global, distributed, append-only public identities ledger, 
without third parties. This means that the only participants in 
the system are BIX members. They create their own iden 
tities, they validate the binding between identities and real 
world entities, and they verify each other's identities when 
performing transactions. The chaining of identities reflects 
their validation relationships. That is, an identity is forward 
linked from (a) (in permissioned ledgers) the identities of the 
BIX Security Policy Providers that initially validated the 
identity, (b) from identity validators created by other BIX 
members who have validated the identity, and (c) from 
owner's own identity after its update. 
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BIX Identities System protocols are performed as peer 
to-peer transactions between members of the BIX system. 
The purpose of these protocols is to create, validate, 
exchange, and verify BIX identities. Individual protocols are 
peer-to-peer identity protocols, which include generating 5 
identities; (in permissioned ledgers) sending them to BIX 
Security Policy Providers for validation of the binding 
between identities and real-world entities; distributing them 
to transaction partners; and validating the correctness of 
attributes and binding by those partners. Each person 
executes these protocols using the BIX Identities Agent, 
which is a PC, server, Smart card, Smart chip, or Smartphone 
application. 

If the communication between BIX system entities (in 
fact between their BIX Identities Agents) is indirect, then the 15 
BIX Synchronization System must be used in addition to 
BIX Identities Agents. One of its functions is to support 
secure (end-to-end encrypted) instant messages used to 
distribute identities objects and in that way update distrib 
uted instances of the global identities ledger, maintaining 
consensus for all participants of the global Synchronized 
state of the ledger. BIX Identities Agents must be precon 
figured with the URLs of several of the BIX Synchroniza 
tion System servers so they can communicate with the 
components of the BIX Synchronization System to send and 
receive identity protocol messages. If the communication 
between the BIX Identities Agents is direct (peer-to-peer), 
then the transaction parties must first establish their com 
munication channel. This may be achieved using different 
communication protocols, such as 3G/4G and similar radio 
protocols, the GPRS mobile Internet protocol, the HTTP/ 
HTTPS mobile Web protocol, Bluetooth, NFC, or any other 
proximity communication protocol. 
The BIX Identities System uses a public ledger to store 

and distribute identities. The ledger is star-shaped list of 
linked objects. An instance of the ledger always starts with 
the head object—the identity of the business entity that 
manages the ledger, i.e., that creates, controls, and enforces 
the security policy for identity management. If the ledger is 
permissioned, the identities of multiple BIX Security Policy 
Providers are the next entries in their individual branches of 
the ledger, forward-linked by the BIX Security Policy 
Authority identities. If the ledger is not permissioned, there 
are no Provider identities in the ledger. In that version the 
next type of object in the ledger is the identities of individual 
BIX system members. If the ledger is permissioned, these 
identities are forward-linked by the identities of the BIX 
Security Policy Providers. They branch out from the iden 
tities of the Providers and create personal identities chains. 
When an user's identity is verified by some other member of 50 
the BIX system, the BIX Identity Validator object is 
appended to the identity of the member that is validated, 
forward-linked by the newly created BIX Identity Validator. 
One identity may have multiple BIX Identity Validators, 
thus creating a star shape of the personal identities chain. 
When an identity is updated, it is linked by the previous 
instance of the same identity, thus extending the personal 
identities chain. 
The BIX Identities Ledger is controlled and maintained 

by the BIX Ledger Agents, which are software modules that 
maintain the BIX Identities Ledger. They have a graphical 
interface for administrators, business logic, a communica 
tion module, database server interfaces, and cryptographic 
engines. They interact with the BIX Identities Agents used 
by users and assist them when using the BIX Identities 
Ledger. BIX Ledger Agents are distributed and thus repre 
sent nodes in the global distributed identities ledger. Each 
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Agent maintains a full copy of the ledger, synchronized with 
other Agents by the messages sent to/received from the BIX 
Synchronization System. 

If the members of the BIX system do not use technologies 
that can process and store identities on their local worksta 
tions, mobile phones, or other IT devices, they can use the 
assistance of BIX Ledger Agents. In Such cases, the Agents 
(a) store users’ identities and also (b) assist users to distrib 
ute them to their transaction partners, upon instructions from 
identity owners. 
BIX Identities System Objects 
The BIX Identities System uses two cryptographically 

encapsulated and signed objects: the BIX Identity, which 
contains public identification attributes and the BIX Identity 
Validator, which contains the attributes created as a result of 
the identity validation process performed by other members 
of the BIX system. 
A BIX Identity object is shown in FIG. 1. It has five 

segments: Header 101, SearchAttributes 102, PublicAttrib 
utes 103. Initial Validator 104, and Initial ValidatorSignature 
105. The attributes in the Header segment 101 are: identi 
ficationNumber, which contains the personal identification 
number of the owner of the identity; version of the identity 
(currently equals one (1)); creation DateTime is the date/time 
when the identity was created by its owner, and assur 
anceLevel, which has values 1-5, as explained in the Sum 
mary of the Invention section. 
The Search Attributes segment 102 has three attributes, 

each of which is self-encrypted. This means that each is 
encrypted using its own value as the encryption key. The 
purpose of these encrypted attributes is to provide user 
privacy and anonymity, but still enable to search for or 
quickly verify the identity of the specific user, knowing 
his/her first name/last name, e-mail address or mobile num 
ber. The values of these attributes are known to friends and 
authorized members of the BIX community. So, knowing 
clear values of these three attributes enables quick search 
and their retrieval by authorized transaction parties. But, 
casual observers, man-in-the-middle or ISP providers cannot 
learn about identities of users by fetching them from the 
ledger or by capturing them during exchange before per 
forming a transaction. 
The Public Attributes segment 103 is a collection of public 

identifying attributes, but only those that can be shared with 
authorized and verified transaction partners. The examples 
of Such attributes are first name, last name, country, state, 
city, address, date of birth, etc. The creator/owner of the 
identity may choose his/her own set of attributes. 
The InitialValidator segment 104 contains the attributes 

that designate the entity that validated the initial value of the 
identity. In permissioned ledgers, these validators are BIX 
Security Policy Providers, which are usually organizational, 
commercial, or public entities with which the user has some 
form of relationship. Examples of such relationships may be 
being employed by a company, having an account in a bank, 
or registering to pay tax. The validatorIDNumber is the 
identificationNumber of the verifying entity; signatureAl 
gorithm is the identifier of the asymmetric cryptographic 
algorithm that was used to sign the identity; validatorPub 
licKey is the public key that corresponds to the private key 
used to sign the identity; and the signature is contained in the 
InitialValidatorSignature, which is the last attribute of the 
identity object. If the ledger is unpermissioned, the Initial 
Validator segment represents the owner of the identity, so (a) 
the validatorDNumber attribute is equal to the identifica 
tionNumber attribute from the Header segment and (b) the 
identity is self-signed. 
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FIG. 6 shows the BIX Identity Validator object that is 
created as a result of the validation procedure by one of the 
members of the BIX system. The object contains two 
segments: Header 601 designates the owner of the identity 
that is validated and the values of its attributes are the same 
as in the Header segment 601 of the original identity. The 
attributes in the Blockchain Validator segment 602 designate 
the member of the BIX system that has validated the 
identity. The attribute validatorIDNumber has the value of 
the identificationNumber attribute from the identity of the 
validator. 

After validation, the BIX member signs the complete BIX 
Identity Validator object and populates the value of the 
Blockchain ValidatorSignature attribute 603. 
BIX Identities Management Protocols 
The Enrollment Protocol: 
The purpose of this protocol is to enroll a new person or 

an IT entity in the BIX system and to create its identity. In 
this protocol, persons and security administrators use their 
local copy of the BIX Identities Agent if they have the 
capability to execute the software locally. If not, they use the 
remote version located in the BIX Ledger Agent. Upon 
activation of the BIX Identities Agent, the application dis 
plays the panel to specify local authentication (login) per 
sonal identification number (PIN)/password and then the 
registration panel. The login PIN/password is not stored in 
the system and is used is the seed in a special authentication 
protocol, which is described in another invention. 

After filling in the registration form, the Public Attributes 
segment containing all specified public attributes is created. 
An example of such segment is shown in FIG. 7. The PIN 
701 shown in FIG. 7 is not created/populated, as it must be 
unique in the BIX system. In this protocol, the Header 
segment 101 is not populated. Three attributes of the 
Search Attributes 102 segment are self-encrypted. If the 
ledger is permissioned, the attributes of the Public Attributes 
103 segment are enveloped using the public key of the 
Security Policy Provider, which validates the identity, and 
the InitialValidator 104 segment is populated with values 
designating the selected Provider. If an unpermissioned 
ledger is used, then the attributes of the PublicAttributes 103 
segment are self-enveloped using the public key of the 
identity owner and the attributes of the Initial Validator 104 
segment are populated with values designating the owner of 
the identity. Enveloping or self-enveloping of PublicAttrib 
utes segment is shown in FIG. 8. After that, the identity 
owner sends the identity to the BIX Synchronization System 
to complete the protocol. 

The Initial Validation Protocol: 
The purposes of this protocol are to (a) validate the 

binding of the public attributes with the real-world person to 
whom the attributes belong and (b) determine an identifi 
cation number for the new BIX member. In the case of a 
person, that number is called Personal Identification Number 
(PIN) and it must be unique in the BIX system. Step (a) is 
performed only in permissioned ledgers. The BIX Synchro 
nization System, other than maintaining the global synchro 
nized state of the ledger by the distribution of messages, is 
also in charge of the synchronization of global parameters in 
the entire BIX system, determining numbers for the mem 
bers of the BIX system and the global time. For communi 
cation and synchronization purposes, it keeps the identifi 
cation numbers of all members in the BIX system in its 
registry and based on that registry, assigns a new and unique 
PIN to the new identity. In the same step, the system 
populates the version and creationDateTime attributes. 
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If the BIX Identities System uses an unpermissioned 

ledger, the BIX Synchronization System also populates the 
value of the assuranceLevel parameter by setting it to one 
(I). Such an identity object, with its Header completed by the 
BIX Synchronization System, is returned as an instant 
message to the owner of the identity. The owner completes 
the identity by self-signing it, storing it locally in its BIX 
Identities Agent local database, and sending it to the BIX 
Ledger Agent for insertion into the BIX Identities Ledger. If 
the ledger is permissioned, the identity must be validated by 
the Security Policy Provider with which the new user is 
associated, indicated in validatorDNumber in the Initial 
Validator segment. In that case, the identity is forwarded by 
the BIX Synchronization System to the Security Policy 
Provider. 

After receiving the identity, the Security Policy Provider 
first opens the envelope of the PublicAttributes and uses one 
of the procedures to determine the identity's assurance level, 
described in the Summary of the Invention section. As a 
result, the assuranceLevel attribute is populated and to 
complete the InitialValidator segment. The Public Attributes 
segment with attribute values in clear form is signed and the 
signature is stored in the clearAttributesSignature attribute. 
After that, the Public Attributes segment is enveloped for the 
identity owner. This completed (validated) identity is 
returned to its owner via the BIX Synchronization System. 
As before, the owner stores the completed identity in the 
local database and also sends it to the BIX Ledger Agent for 
insertion into the BIX Identities Ledger. 
The Exchange Protocol: 
The purpose of this protocol is to exchange the identities 

of two partners who intend to perform a transaction. The 
primary purpose is to recognize legitimate partners but also 
to obtain the credentials needed to follow-up on security 
protocols before the transaction is performed. The identities 
are exchanged in the application context using the BIX 
Synchronization System. 

It is clear that identities, in the form described in the 
sections Enrollment Protocol or Initial Validation Protocol, 
cannot be recognized and used by the transaction partner, 
because they are enveloped for the identity owner, as 
described in the Enrollment Protocol or Initial Identity 
Validation Protocol sections. Therefore, before sending, they 
are first transformed by the identity owner into the standard 
cryptographically encapsulated object signed AndEnvel 
opedData. The contentInfo attribute of that object contains 
two objects: (1) the full, original BIX Identity and (2) the 
Public Attributes segment enveloped for the partner. The 
signer of that object is the owner of the identity and the 
recipient is the transaction partner. The object is sent to the 
transaction partner via the BIX Synchronization System. 
The Community Validation Protocol: 
The purpose of this protocol is to validate the identity by 

the transaction partner. Validation is performed by those 
partners that can recognize, and therefore validate, the 
attributes in the Public Attributes segment and confirm their 
binding to a real-world entity. The validation procedure may 
be performed when performing a transaction, when a partner 
agrees to complete a transaction, or as a separate protocol. 
In permissioned ledgers this procedure is not critical, as 
identities are always initially validated by BIX Security 
Policy Providers. But, in unpermissioned ledgers, this vali 
dation is very important, as it is the only procedure that can 
validate identities. Therefore, it is clear that in unpermis 
Sioned ledgers, this validation procedure represents truly 
community-based validation. 
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After receiving the signed AndEnvelopedData object, the 
partner first verifies sender's signature and then opens the 
outer envelope, i.e., the envelope of the entire object. Then, 
he/she verifies the signature of the BIX Identity object using 
validatorPublicKey from the InitialValidator segment. Cor 
rect verification means that the identity is correct and, in 
particular, that the attribute clear AttributesSignature can be 
used. The partner then opens the inner envelope containing 
the Public Attributes object that was included in the signe 
dAndEnvelopedData object, creates hash of the clear value 
of the PublicAttributes segment, and compares it with the 
hash obtained from the clear AttributesSignature. Correct 
verification confirms to the partner that the clear values of 
the Public Attributes object are correct. 
As a result, the BIX Identity Validator object is created, 

shown in FIG. 6. The attribute identificationNumber desig 
nates the identity that was validated, so it is copied from that 
identity. This procedure is mutual, so that each transaction 
party receives the validation object for its identity. Since 
identificationNumber attribute in the Header 601 segment of 
the BIX Identity Validator object points to the owner of the 
identity being validated, this means that BIX Identity Vali 
dator object is linked to the identity that it validates. That 
means that the BIX Identity object is backward-linked by the 
Validator object. This is shown in FIG. 9 where two BIX 
members, Member 2 902 and Member 3 903 validated 
another member, Member 1901. 

Because the segment blockchain Validator 602 contains 
the validatorIDNumber that points to the BIX Identity of the 
validator, this means that the BIX Identities System, in 
addition to physical personal identities chains, also provides 
logical identities chains by linking BIX members that have 
mutually validated each other. Validators in FIG. 9 are 
shown as personal identities chains in FIG. 10. The Valida 
tors of both members, Member 21002 and Member 31003, 
are pointing to the identity of the Member 1 1001 that they 
validated. Personal identities chain of the Member 1 con 
tains validators of the Members 2 1001 and 3 1002 and 
indirectly identities of the Members 2 and 3. 

Extending this approach from a single member to a group 
leads to the concept of a community identities ledger, shown 
in FIG. 11. In case of multiple members such logical 
identities ledgers constitute trusted communities in the 
larger, global, BIX community. FIG. 11 shows that the 
Member 2 1101 has validated the identity of Member 2 so 
it is in its personal identities chain 1102. Member 3 has 
validated the identity of Member 1 (validator not shown), so 
Member 3 is in the Member 1 personal identity chain 1103. 
But, since Member 2 has validated Member 3 1102 and 
Member 3 has validated Member 1 1103, validation of 
Member 1 by Member 2 1104 is indirect. 
The Request/Response Protocol: 
The purpose of this protocol is to request the identities of 

potential transaction partners in advance or when partners 
are not online. This protocol is supported by the BIX 
Identities Ledger. The components that manage the ledger 
are BIX Ledger Agents, as previously described. In this case, 
in addition to storing BIX Identities for users who do not 
have local processing and storage capabilities, BIX Ledger 
Agents also store the identities of BIX members in the BIX 
Identities Ledger. In that way, transaction partners may issue 
requests for identities by specifying the first name/last name, 
e-mail address, or mobile number of the requested identity. 
These request parameters are then self-encrypted and used to 
search the ledger. At the same time, although the entries in 
the ledger are public, user privacy and anonymity is not 
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violated because none of the identifying attributes in the 
identities is stored in clear form. 

Because the distribution of identities is by user consent, 
the owner of the identity is notified about the request. If 
he/she is willing to approve it and send the identity to the 
requesting partner, the owner creates the signed AndEnvel 
opedData form for the identity object, as described in the 
Identity Exchange Protocol section, and submits it to the 
BIX Synchronization System for delivery to the requesting 
partner. If the owner of the identity has a local BIX Identities 
Agent, this procedure is performed at the local station. 
Otherwise, it is performed by the BIX Ledger Agent. 
The Update Protocol: 
The purpose of this protocol is to update the attributes of 

the BIX Identity. Attribute values that need to be updated are 
specified by the owner of the identity. The attributes iden 
tificationNumber, version, and assuranceLevel from the 
Header segment are not updated; rather, they are inherited 
from the current identity. Individual attributes in the 
search Attributes segment may be updated, while attributes 
in the Public Attributes segment may be extended and/or 
updated. To minimize validation overload on BIX Security 
Policy Providers, the new identity is issued by its owner. 
This means that after creation and validation of the initial 
instance of the identity, all other instances of updated 
identities are self-issued, so the validator of the updated 
instance of the identity is its owner himself/herself. There 
fore, the attributes of the InitialValidator segment are popu 
lated as follows: validatorDNumber is set to the identifi 
cationNumber of the identity; signatureAlgorithm is set to 
the objectIdentifier of the public key algorithm used by the 
identity owner: validatorPublicKey is the public key of the 
owner of the identity, extracted from his/her BIX certificate; 
and Initial ValidatorSignature is the self-signed signature, 
i.e., is created using the private key of the identity owner. 
The new attribute values of the Public Attributes are self 
enveloped by the owner of the identity. 
When the user updates his/her identity, a new BIX Iden 

tity object is created and appended to the last BIX Identity. 
This is shown in FIG. 12 with two updates 1202 and 1203. 
This makes the original identity 1201 and all of its identity 
validators obsolete, and the user's personal identities chain 
is extended at the “tail” of that chain. 

In this protocol, if any of the public attributes included in 
the Distinguished Name segment of the identity owner's BIX 
certificate are modified, then the identity owner must also 
request the re-issue of the BIX certificate with the new 
Distinguished Name. 

I claim: 
1. A system for managing identities of entities in a 

computer network, comprising: 
a plurality of computing devices in the computer network, 

each computing device being associated with at least 
one entity; and 

an electronic append-only public identities ledger main 
tained simultaneously at more than one of the plurality 
of computing devices, the electronic append-only pub 
lic identities ledger comprising a plurality of crypto 
graphically-encapsulated identity objects that each 
uniquely identify a respective entity within the com 
puter network, wherein each of the plurality of cryp 
tographically-encapsulated identity objects further 
comprises: 
one or more identification attributes that uniquely iden 

tify a first entity associated with the respective 
cryptographically-encapsulated identity object, the 
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one or more identification attributes being self-en 
veloped via a public cryptographic key of the first 
entity; and 

one or more validation attributes created by a second 
entity associated with a separate cryptographically 
encapsulated identity object, wherein the one or 
more validation attributes are used to validate that 
the one or more identification attributes accurately 
identify the first entity, 

wherein, upon respective validation, each of the plurality 
of cryptographically-encapsulated identity objects are 
structured in a linked list and maintained simultane 
ously at at least a first computing device associated 
with the first entity and a second computing device 
associated with the second entity. 

2. The system of claim 1, wherein the plurality of cryp 
tographically-encapsulated identity objects are crypto 
graphically encapsulated by hashing. 

3. The system of claim 1, wherein the plurality of cryp 
tographically-encapsulated identity objects are crypto 
graphically encapsulated by symmetric key encryption. 

4. The system of claim 1, wherein the structuring in a 
linked list occurs after the plurality of cryptographically 
encapsulated identity objects self-validate the structuring 
and classify the identification attributes as pre-issuance 
validators. 

5. The system of claim 1, wherein a subset of the plurality 
of cryptographically encapsulated identity objects perform 
post-issuance validation of the structuring using a peer-to 
peer validation protocol. 

6. The system of claim 1, wherein the linked list com 
prises a block chain. 

7. The system of claim 1, wherein the linked list com 
prises a star-shaped linked list. 

8. The system of claim 7, wherein the star-shaped linked 
list comprises one or more parallel branches. 

9. The system of claim 1, wherein the entities in the 
computer network comprise a human user, an organization, 
Software application and/or a uniquely-identifiable comput 
ing device. 

10. The system of claim 1, wherein each of the plurality 
of cryptographically-encapsulated identity objects further 
comprises a header, search attributes, public attributes, an 
initial validator, and a validator signature. 

11. The system of claim 10, wherein the header comprises 
an identification number identifying the respective entity, a 
version number indicating a current version of the respective 
object, a time stamp indicating a time of creation of the 
respective object, and an assurance level indicating an 
appropriate level of validation of the respective entity. 

12. The system of claim 10, wherein the search attributes 
comprise encrypted versions of a name, email address, and 
mobile phone number associated with the respective entity. 

13. The system of claim 10, wherein the public attributes 
comprise a name, country, state, city, address and date of 
birth associated with the respective entity. 

14. The system of claim 10, wherein the initial validator 
comprises data associated with identification attributes of 
the second entity responsible for validation of the first entity. 

15. The system of claim 10, wherein each of the search 
attributes, public attributes, and the initial validator are 
populated by the respective entity. 

16. The system of claim 1, wherein the plurality of 
cryptographically-encapsulated identity objects are 
exchangeable between more than one of the plurality of 
computing devices in the computer network. 
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17. The system of claim 16, wherein the plurality of 

cryptographically-encapsulated identity objects are 
exchangeable by means of a peer-to-peer cryptographic 
protocol. 

18. The system of claim 16, wherein in order to be 
exchanged, the one or more identification attributes of the 
plurality of cryptographically-encapsulated objects are 
transformed from self-enveloped to signed-and-enveloped 
objects. 

19. The system of claim 1, wherein respective validation 
of the identification attributes occurs according to registra 
tions of service providers, business arrangements, and/or 
exchange of communications over the computer network. 

20. The system of claim 1, wherein respective validation 
of the identification attributes is assigned an assurance level. 
wherein the assurance level indicates an appropriate level of 
validation. 

21. The system of claim 1, wherein the electronic append 
only public identities ledger comprises an authority entity, 
wherein the authority entity initiates an instance of the first 
entity. 

22. The system of claim 1, wherein the second entity 
comprises a policy provider entity, wherein the policy pro 
vider entity defines how the plurality of cryptographically 
encapsulated identity objects of the electronic append-only 
public identities ledger are protected, distributed, validated, 
or managed. 

23. A method for managing identities of entities associ 
ated with an electronic append-only public identities ledger 
maintained at a plurality of electronic computing devices in 
a computer network, comprising: 

receiving at one or more of the electronic computing 
devices in the computer network a cryptographically 
encapsulated identity object that uniquely identifies a 
particular entity within the computer network, wherein 
the cryptographically-encapsulated identity objects fur 
ther comprises: 
one or more identification attributes that uniquely iden 

tify the respective entity associated with the crypto 
graphically-encapsulated identity object, the one or 
more identification attributes being self-enveloped 
via a public cryptographic key of the respective 
entity; and 

one or more validation attributes created by a second 
entity associated with a separate cryptographically 
encapsulated identity object; 

upon receipt of the cryptographically-encapsulated iden 
tity object at the one or more electronic computing 
devices in the computer network, validating the one or 
more identification attributes associated with the 
respective entity by means of the one or more valida 
tion attributes created by the second entity and associ 
ated with a separate cryptographically-encapsulated 
identity object; and, 

upon validation of the one or more identification attributes 
associated with the respective entity, structuring the 
plurality of cryptographically-encapsulated identity 
objects in a linked list that is maintained simultane 
ously at at least a first computing device associated 
with the respective entity and a second computing 
device associated with the second entity. 

24. A system for managing identities of entities in a 
computer network, comprising: 

a plurality of computing devices in the computer network, 
each computing device being associated with at least 
one entity; and 
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an electronic append-only public identities ledger main 
tained simultaneously at more than one of the plurality 
of computing devices, the electronic append-only pub 
lic identities ledger comprising a plurality of crypto 
graphically-encapsulated identity objects that each 
uniquely identify a respective entity within the com 
puter network, wherein each of the plurality of cryp 
tographically-encapsulated identity objects further 
comprises: 
one or more identification attributes that uniquely iden 

tify a first entity associated with the respective 
cryptographically-encapsulated identity object, each 
of the one or more identification attributes being 
self-enveloped via a public cryptographic key of the 
first entity, each of the one or more identification 
attributes further comprising: 
a header comprising a personal identification number 

of the first entity, a version number associated with 
a current version of the first object, a date and time 
the first object was created, and an assurance level 
associated with an appropriate level of validation 
of the first entity: 

one or more search attributes comprising self-en 
crypted versions of a name, email address, and 
mobile phone number associated with the first 
entity; 
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one or more public attributes comprising the name, 

country, State, city, address, and date of birth 
associated with the first entity; 

an initial validator comprising information associ 
ated with one or more identification attributes of a 
second entity, the second entity being at least 
partially responsible for validating the first entity: 
and 

an initial validator signature comprising an elec 
tronic signature of the second entity after respec 
tive validation, 

one or more validation attributes created by the second 
entity, wherein the one or more validation attributes 
are used to validate that the one or more identifica 
tion attributes accurately identify the first entity, each 
of the one or more validation attributes further 
comprising: 
a header, a blockchain validator, and a blockchain 

validator signature, each comprising information 
associated with identification attributes of the sec 
ond entity, 

wherein, upon respective validation, each of the plurality 
of cryptographically-encapsulated identity objects are 
structured in a star-shaped linked list and maintained 
simultaneously at at least a first computing device 
associated with the first entity and a second computing 
device associated with the second entity. 
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