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(57) Abstract

The system (300) for restricting telephone access to a predetermined set of telephone numbers having a PSTN access terminal
(201), connection circuit (210), CID signal decoder (220), caller—id (CID) number comparator (230), off-hook detector (240), and secured
modem/subscriber equipment (250). Connection circuit (210) includes an input terminal (212), an output terminal (218), connect enable
input, and connect disable input. CID signal decoder (220) has input connected to the PSTN and output connected to the input of the
CID number comparator (230), the output of the CID comparator connected to the connect enable input of the connection circuit. The
connection circuit (210) coupled to the secured modem/subscriber equipment input (252) and the off-hook detector input through node

where the off-hook detector output is received by the connect disable input. The system only allows a call to be completed if the calling
number matched with the number stored in memory.
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METHOD, APPARATUS, AND SYSTEM FOR FILTERING
INCOMING TELEPHONE CALLS |

RELATED APPLICATIONS
The present application claims the benefit of U.S. Provisional

Application Number 60/099,650 filed on September 9, 1998 and entitled
“CALLER ID INVERTER BLOCKER?®.

FIELD OF THE INVENTION
This invention relates to blocking incoming telephone calls and

specifically to an apparatus and method for allowing only a predetermined set

of telephone numbers to complete a telephone call thereby blocking access to

numbers not within the predetermined set.

BACKGROUND OF THE INVENTION
Caller identification is a popular service provided by telephone

communications service providers. In accordance with caller identification
service, a subscriber or called party is provided the telephone number (by in-
band signaling means) of a calling party. In conjunction with subscribing to
this service the calling party’'s number is displayed either on separate device,
a caller identification device or box, or a telephone at the called party's
location. Caller identification devices have evolved from their initial primitive
state to be more sophisticated devices that provide memory for storing
telephone numbers. The numbers that are stored in memory are usually a set
of numbers to whom the called party wishes to deny call completion. These
stored numbers therefore form a set of calling numbers that are rejected as

part of the caller identification service. The stored numbers then provide a call

rejection service in conjunction with the caller identification service. Of course
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call rejection via this service or method works perfectly provided the
subscriber populates the memory with the numbers except for only those from
which a call is desired (a daunting task despite the fact that memory is
relatively cheap). On the other hand, the called party, if present when the
phone rings, may simply look at a telephone number dispiay on the caller
identification box and determine whether to answer the call. Accordingly, the
called party may choose not to answer a call based on the calling party's
number.

Of course, the calling party can block the transmittal of its number by
dialing a pre—specified code which gives an indication of “No Number
Delivered” at the called party’s location. In such situations, the called party
may choose to have the call automatically terminated, usually after one ring,
as part of the caller identification service. On the other hand, and as
described in Hashimoto’s US Patent No. 5,341,411, (hereinafter Hashimoto)

the calied party can manually bypass or override the automatic rejection of

calls from the calling party whose number is not sent or is stored in the caller

identification device or box. By Hashimoto's method, even where the calling

party's number is blocked the called party may still be able to manually screen the

call by playing an answering machine message and allowing the calling party
to leave their number. Hashimoto provides this additional improvement on
caller identification service by way of a more sophisticated caller identification
device that initiates an answering machine based on underlying ringing
voltages that occur before the service provider can terminate the call.

In US Patent No. 5,781,613, Knuth, et. al., (hereinafter Knuth) improve

on Hashimoto by seizing a blocked calling party’s number after one ring and
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relaying an appropriate message to the calling party. Again, as in Hashimoto,

- Knuth requires human intelligence to decide whether the caller should be

responded to (note here that in the context of this invention a message to the
effect that “Blocked calls are not accepted” is not considered a response).
Most notably, neither Knuth nor Hashimoto restricts access to the called party
based on a set of authorized users or phone numbers. That is, the called
party is always successful in completing the call.

In contrast, limiting phone line access to a predetermined set of
numbers is a rather desirable feature for the public telephone companies,
public utilities, universities, businesses, and, to a certain extent, consumers.
With respect to telephone companies, the loss of man power over the years
has resuited in a substantial increase in the remote monitoring of many office
functions such as the power systems, alarm control systems, em?ironmental
control systems, etc. Remote monitoring also provides the cost advantage of

reducing craft personnel having to service offices and remote sites. More

than likely remote monitoring is done through the Public Switched Telephone
Network (PSTN) over a phone line terminating on a modem. Many other
public utilities, e.g., power companies, also monitor different aspects of their
respective networks over the PSTN. In general, utilities, telephone service
providers, universities and businesses all have cbmputer systems which are
accessible by dial-in phone lines over the PSTN. The use of public telephone
lines to remotely monitor telephone equipments, environmental control
systems, or computer systems has certain associated security risks. Most
prominent is the risk that hackers will somehow access this mission critical

equipment and cause damage to the equipment or its operation thereby

v a i e XY AarraA A PO A ey & e P & - BTy b~y . i s e By ¢ A A € NG it e L et B S il VI LI ¢ IV, 1 7 2 T 1w o B S ey 1€ Loy ) 1 Syl e el LA




10

15

20

CA 02309642 2002-11-20

cd -

resulting in economic or human harm. For the telephone service provider,
unauthorized access to the PSTN's power, alarm, and control monitoring
systems could lead to significant loss of revenue. With respect to consumers,
the ability to eliminate unwanted telemarketing calls is rather enticing. More
importantly, as homes become smarter, consumers will be able to purchase
smart systems that are accessible via a modem over the PSTN. As such,
consumers will be subject to ever increasing exposure to invasion of their
privacy and homes, albeit electronic invasion. Physical security provides the
foremost insurance against intrusion or theft.

Popular methods of restricting access to computer systems include
providing a database of authorized telephone numbers on the very computer
system that includes the protected information. In one prior art method thé
computer resource to which access is requested queries the calling party for a
PIN. In another method the computer resource accepts the call, hangs up,
and dials back the calling party provided the number matches one stored in a
database. In yet another prior art method, the computer resource checks the
number against a list residing in the computer's memory. All these systems
sufter from the drawback that the telephone call is established prior to
determining whether the calling party is an authorized party.

In US Patent No. 5,901,284, Hamdy-Swink (hersinafter Hamdy-Swink)
describes a method for restricting access to a called party before establishing

the telephone call. The Hamdy-Swink method and system are, however, rather

sophisticated and costly. To begin, Hamdy-Swink requires use of the
Advanced Intelligent Network (AIN) to implement the security methods

described therein. The AIN requires the use of costly switching systems and
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rather complicated software to operate. In addition, Hamdy-Swink
authenticates the user based on the exchange of a security token.
Essentially, Hamdy-Swink uses the PSTN to provide security by
authenticating the user prior to establishing the end-to-end telephone
connection. Accordingly, this méthod is not intended for the user who does
not want a costly network based or private solution.

Accordingly, a device or system that filters telephone calls based on
the telephone number would be desirable for the public telephone companies,
utilities, and consumers. Filtering the phone call and allowing access to only
those authorized are intended as a security enhancement over the firewall or
other more sophisticated forms of computer security. Such a system should

be simple and fairly inexpensive, both to purchase and to maintain.

Furthermore, it would aiso be desirable if such a system is not network

based or a 'unique private solution.

Our invention is an l that prevents incoming
calis from all but a small set of originating calier phone numbers from reaching
a called party’s telephone, modem, or computer. Our system is available to
any user of the PSTN that needs to restrict incoming caller access to a
specific telephone or modem circuit, provided such user is willing to subscribe
to the caller identification service. With the system in place, only pre-
authorized calling phone numbers can complete a call to the protected line.
At the heart of our invention is a device or apparatus that can be implemented
with relatively few inexpensive components. When the device is coupled to a

commercially available caller identification device in accordance with one
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aspect of our invention, only a predetermined set of telephone numbers are
accessible to either a destination modem or a telephone set.

It is therefore an object of our invention to secure the called party’s
subtending equipment, most likely a computer system, against hackers by not

establishing the telephone call unless the calling party’'s number is among a list of
authorized numbers.

It is also an object of the present invention to secure a called party’s
subtending equipment for relatively minimal cost and without the need for complex
computer systems.

In accordance with one aspect of the present invention there is provided
simplified apparatus at a called subscriber location for restricting telephone access to
a called subscriber number from a telephone network to only authorized calling
parties, said apparatus not including any programmed processor and comprising: a
caller-1D device connected across a line at the called subscriber Iocation, said caller-
ID device including a caller-1D decoder, a caller-ID comparator, and an interface
circuit; and a connection circuit at the caller subscriber location and in the line
between the teiephone network and a called subscriber, said connection circuit
including a switch element for maintaining the line on-hook on reception of a call from
the telephone network to the called subscriber, means for limiting current flowing
there through across the line to less than an off-hook threshold for the telephone
network when a ring signal is applied to the line from the telephone network, and
means responsive to said caller-1D device for applying a signal to said switch
element to allow connection of a call from an authorized party to the called
subscriber.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an illustrative conceptual embodiment of our invention for filtering
phone calls;

FIG. 2 is a block diagram illustrating the functional components of a system
for filtering phone calls in accordance with an aspect of our invention; and

FIG. 3 is a circuit diagram of an embodiment of the block diagram of FIG. 2 in
accordance with our invention.

DETAILED DESCRIPTION

Turning now to FIG. 1, there is depicted a high level illustrative embodiment
of our invention when incorporated in the Public Switched Telephone Network
(PSTN). Our inventive system consists of a Blocking Device 101 that inter-connects
a Destination Modem (or phone) 103 and a Caller ID Box 104.

Again with reference to FIG. 1, a user at originating phone 105 calls
the number for a destination modem/phone 103 via the PSTN 106. The line
supporting the destination modem/phone is equipped with caller identification
box 104 and supports the caller identification feature provided by a telephone
service provider via the PSTN 106. Caller identification box 104 can store
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incoming phone numbers and has a call reject feature. Specifically, caller

- identification box 104 is a commercially available device that rejects numbers

that are stored in memory resident in the caller identification box 104: the
operation of such devices is well known in the art. When a call is rejected, the
caller identification box 104 normally takes the line off-hook and plays a voice
message indicating to the originating caller 104 that the call cannot be
completed.

Blocking device 101 is used to isolate the destination modem/phone
103 from the PSTN 106. In accordance with our invention blocking device
101 delays completion of a call from the originating phone 105 to destination
modem/phone 103 so that caller identification box 104 initially can compare
the originating number to numbers stored on caller identification box 104. |f
the originating number matches a number stored in memory, then caller
identification box 104 provides an off hook signal. Normally, the off hook
signal would be followed by a recording from the caller identification box 104
indicating that the call was being rejected. However, in accordance with our
invention, when blocking device 101 detects the off hook signal from the caller
identification box 104, the destination modem/phone 103 is no longer isolated
from the line and the call is allowed to be completed. The destination modem
103 (in answer mode) detects ringing and answers. In the case of a
destination phone 103, a user would be able to answer the phone. Thus, it is
critical to the design of blocking device 105 that whatever circuitry is used

draws less than 6 milliamperes thereby allowing the destination modem/phone

103 to remain on hook while supporting blocking device 101.
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Essentially, the blocking device 101 inverts the functions of the caller
identification box 104 by allowing only the numbers stored on the caller
identification box 104 access to the destination modem. Although more
detailed discussions below will make it clear, those skilled in the art may at
this point note that such a device in accordance with the embodiment can be
manufactured quite inexpensively. In fact, blocking device 101 is an
arrangement of commercially available resistors, transistors, LEDs, a switch
and a bridge rectifier. As such, our invention distinguishes itself over the
prior art by providing filtering or screening without the need of human
intelligence or relatively expensive software and processor.

The additional physicai components required of a user wishing to use

our invention are just blocking device 101 and caller identification box 104

arranged as shown in FIG. 1. This is a rather uncompiex and cheap
arrangement, especially with respect prior art methods. Indeed, for less than
$20.00 towards the purchase of the blocking device 101 and the caller
identification box 104, a user may use our invention as a first line measure of
physical security. The combination as shown in FIG. 1, however, provides a
low level of security (although the level of security is higher than that currently
provided). Accordingly, our invention may be enhanced by employing a
controller having a processor and additional memory.

Tuming now to FIG. 2 there is depicted a detailed functional block
diagram of our invention in accordance with the concept embodied in FIG. 1.
Specifically, FIG. 2 shows a block diagram of a modem access circuit that
uses caller-id (CID) signaling for access validation. FIG. 2 includes PSTN

access terminal 201, connection circuit 210, CID signal decoder 220, caller-id
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(CID) number comparator 230, off-hook detector 240, and secured modem
250.

Teminal 201 represents a standard point of electrical connection to the
PSTN. Connection circuit 210 includes input terminal 212, output terminal
218, connect enable input 214 and connect disable input 216. The secure
modem 250 includes input 252 that is coupled via node 260 to connection
circuit output 218. CID signal decoder 220 has input 222 and output 224.
Both connection circuit input 212 and CID decoder input 222 are connected to
PSTN access terminal 201. In one embodiment, output 224 couid be a 10-bit
binary word. CID number comparator 230 has input 232 and output 234.
Input 232 is received from output 224, and output 234 is accepted by enable
input 214. Off-hook detector 240 has input 242 and output 244. Output 244 is
received by disable input 216. Input 242 is connected to output 218 and
detects an off hook condition at output 218.

Connection circuit 210 normally assumes a “not-connected” state
isolating input 212, connected to the PSTN, from output 218 connected to
modem input 252. Connection circuit 210 assumes a “connected” state
providing an electrical connection between input 212 and output 218 after a
signal is applied to enable input 214 for a predetermined duration. The
“connected” state is held by 210, if modem input 252 assumes an off-hook
state during the predetermined duration, and may persist even after the signal
at input 214 is removed. [n one embodiment, input 242 of off-hook detector
240 senses the activity at node 260 and detects a return of the modem to the
high-impedanée off-hook condition, producing in response an output signal

244. In another embodiment, input 242 of off-hook detector 240 senses the
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activity at node 260 and detects a change in data exchange between the

- modem and PSTN, producing in response an output signal 244. Connection

circuit 210 is forced into the “not-connected” state by application of the signal
from 244 to disable input 216. Elements 210 and 240 are shown in FIG. 2 as

separate entities for purposes of operational description. In accordance with
an embodiment of the invention, a single device can implement the functions
of both 210 and 240 by sensing the DC current at output 218.

CID signal decoder 220 recovers the caller-id number according to
prior art. Decoder 220 detects the FSK modulated CID signal present at
terminal 201 between the first and second ring pulses at the start of an
incoming call. The CID number is produced at output 224. CID number
comparator 230 compares the number applied to input 232 from the CID
signal decoder 220 with a list of one or more numbers contained in memory.
This list of numbers, for example, could be calling party telephone numbers
authorized to access the secure modem. An active level is asserted at output
234 when the number at input 232 matches one of the entries contained in
memory.

In the quiescent state, modem 250 is isolated from the PSTN by
connection circuit 210. An incoming call is received by CID signal decoder
220 which recovers the CID number. If the incoming call CID number
matches a number stored in memory of comparator 230, a signal is generated
at output 234 which enables connection of the call to modem 250 via
connection circuit 210. An incoming call with an unauthorized CID number is

not connected to modem 250. The end of a call session is detected by off-
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hook sensor 240 which causes connection circuit 210 to disconnect modem
250 from the PSTN.

In accordance with the description above, it will be noted that in the
case where the calling party chooses to block displaying his or her telephone
number, the call is automatically not aliowed through to the modem, telephone
or other terminating device.

Tuming now to FIG. 3 there is shown a schematic diagram for an
implementation or embodiment of the modem access circuit in FIG. 2 which
uses caller-id (CID) signaling for access validation or filtering. FIG. 3 includes
a two-wire electrical connection to the PSTN via terminals 201a (tip) and 201b
(ring), connection circuit 210, caller-id device 330 and secured modem 250.
Note that secured modem 250 is meant to illustrate only this particular
embodiment of our invention, several other types of user terminating
equipment may be likewise connected at the called party’s location: as those

skilled in the art will recognize the user terminating equipment will be more

than likely be connected via a modem such as modem 250. In this
embodiment connection circuit 210 includes an optocoupled TRIAC 340,
which serves as a switch and separately performs the function of off-hook

detector 240; however, other embodiments may be possible wherein the off-

- hook detector 240 is not included in connection circuit 210. Connection circuit

210-also includes a TRIAC trigger circuit consisting of capacitors 312, 315,

resistors 313, 318, 320, bridge rectifier 314, zener diode 316, transistors 31 7,
319, 321, LED 322 and LED 342.

Caller-id device 330 is known in the prior art and is depicted to include

caller-id (CID) signal decoder 220, caller-id (CID) number comparator 230,




10

15

20

CA 02309642 2000-05-09

WO 00/14942 .13 - PCT/US99/20809

and line interface circuit 332. Line interface circuit 332 has line input 334 and
line output 336, as well as internal connection to the CID signal decoder 220
and connection from CID number comparator 230. A CID signal applied
between input 334 and output 336 is transferred to CID decoder 220 by
interface circuit 332. CID decoder 220 extracts the CID number from the CID
signal and provides the extracted number to CID number comparator 230.
CID comparator 230 compares the incoming CID number against a list of one
or more numbers contained in memory and causes interface circuit 332 to
pass a DC current between input 334 and 336 for a short time in the event of
a match. CID decoder 220 and number comparator 230 therefore act as a
telephone number filter for all incoming telephone calls.

TRIAC 340 has signal terminals 346 and 348 and is activated by optical
signal 341 from LED 342. Signal terminal 346 is connected to PSTN node
201a (tip) via input 212 while signal terminal 348 is connected to input 252 of
secured modem 250 via output 218.

TRIAC trigger circuit 210 has an input filter comprising capacitor 312
connected to PSTN terminal 201b and Caller-id unit terminal 336, resistor 313
which is connected between terminal 336 and one input of bridge rectifier 314,
and capacitor 315. Capacitor 315 is connected across the DC output of
bridge rectifier 314. 1323 is the DC current flowing through resistor 313.
Capacitor 312 shunts the 1200-2200 Hz CID signal to interface circuit 332.
Capacitor 315 in conjunction with resistor 313 comprise a low-pass filter. The
current flowing through interface 332 should not exceed the ‘‘off-hook”

threshold for the PSTN, otherwise the ring signal would be suspended before
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modem 250 could respond to the incoming call. Resistor 313 must therefore
Iimit'the maximum current drawn by interface 332 to an acceptable level.

Current 1323 flows from interface 332 and charges capacitor 315.
Transistors 317, 319 and 321, in conjunction with zener diode 316, LED 322
and LED 342, and resistors 318 and 320 comprise a regenerative threshold
circuit that is connected across capacitor 315 and which triggers TRIAC 340
when the value of current 1323 exceeds a preset threshold vaiue. For sub-
threshold values of current 1323, transistor 319 is inactive and most of current
1323 flows through zener 316, transistor 317 and resistor 318, with little or no
current flowing through LED 342. LED 322 and LED 342 are characterized by
a forward voltage drop that is stable against temperature variations.
Transistors 319 and 321 are connected to form a regenerative latch which
discharges capacitor 315 and current 1323 into LED 322 and LED 342 when
the voltage drop across resistor 318 transiently exceeds the total voltage drop
across LED 322 and LED 342, which is about 1.5V. Once transistors 319 and
321 are activated, all of current 1323 continues to flow through LED 342 until
the current is interrupted by interface 332. The flow of current 1323 through
LED 342 produces optical signal 341 which triggers TRIAC 340. LED 322
provides a visual indication of the trigger circuit's status.

TRIAC 340 is normally in a high impedance state that isolates input
212 from output 218. Optical signal 341 places TRIAC 340 in a low
Impedance “‘on” state, allowing subsequent ringing signal and holding current
to pass from terminal 201(a) to the secured modem 250. Input 252 draws a
DC current from output 218 when modem 250 assumes the low-resistance

"‘off-hook™ state. TRIAC 340 will remain in a low-impedance ‘‘on” state as
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long as the DC current flowing through terminals 346 and 348 exceeds the
TRIAC's holding current. Input 252 will draw a DC current for the duration of
the call session. Modem 250 assumes a high-resistance ‘‘on-hook” state
after the call session is terminated and no DC current is subsequently drawn
by node 252. In the absence a DC curmrent drawn by input 252 or an input
signal 341, the TRIAC reverts to a high impedance ‘'OFF” state. TRIAC 340
implicitly performs the function of off-hook detection circuit 240 in this
particular embodiment.

In accordance with an embodiment of the invention, the circuit in FIG. 3
achieves the desired objectives of the invention using a minimum number of
lpw cost corhponehts and operates solely on current from the PSTN without
the need for an addition power source. The circuit in FIG. 3 can be 'modified
to inélude an increased or variable time delay before a threshold response
occurs. This can increase rejection of ringing current leakage through

Interface 332. In accordance with yet another embodiment, an auxiliary power

source can be used to sustain the flow of current through LED 342 for a

longer period of time than the duration that current 1323 fiows from interface

circuit 332.

Our invention, as discussed abova. IS an inexpensive means for

providing a first level of physical security where access to sensitive equipment

or information is made accessible via the PSTN. By our invention, only
authorized calling parties can complete a call. Our invention achieves this

result independent of any human intelligence or sophisticated software as had

prior art methods. In addition, subscribers to caller identification services
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need only expend a small additional sum, less than $20.00, to achieve the
security offered by our invention.

The above description has been presented only to illustrate and
describe the invention. It is not intended to be exhaustive or to limit the
invention to any precise form disclosed. Many modifications and variations
are possible in light of the above teaching. The applications described were
chosen and described in order to best explain the principles of the invention
and its practical application to enable others skilled in the art to best utilize the
invention on various applications and with various modifications as are suited

to the particular use contemplated.
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CLAIMS

1. Simplified apparatus at a called subscriber location for restricting telephone
access to a called subscriber number from a telephone network to only authorized
calling parties, said apparatus not including any programmed processor and
comprising:.

a caller-ID device connected across a line at the called subscriber location,
said caller-ID device including a caller-ID decoder, a caller-iD comparator, and an
Interface circuit; and

a connection circuit at the caller subscriber location and in the line between
the telephone network and a called subscriber, said connection circuit including a
switch element for maintaining the line on-hook on reception of a call from the
telephone network to the called subscriber, means for limiting current flowing there
through across the line to less than an off-hook threshold for the telephone network
when a ring signal is applied to the line from the telephone network, and means
responsive to said caller-ID device for applying a signal to said switch element to
allow connection of a call from an authorized party to the calied subscriber.

2. The simplified apparatus of claim 1 wherein said means for limiting said
current flowing to less than the off-hook threshold comprising a resistor connected to
apply current from the line through the caller-ID device to an input of the connection
circuit.

3. The simplified apparatus of claim 2 wherein said means responsive to said
caller-ID device for applying a signal to said switch element comprises a rectifier
circuit to which said resistor is connected, a capacitor connected across outputs of
said rectifier circuit, and a regenerative threshold circuit connected across said
capacitor.

4, The simplified apparatus of claim 3 wherein said switch element is an optical
switch and said regenerative threshold circuit includes a light emitting diode.
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