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(57) Abstract

An apparatus (10) for protecting access to at least one area of a disk includes an identification unit (48), a manager (40), a
protection area definition unit (42), a command recognition unit (44), an interrupt vector protection unit (50), an address recogni-
tion unit (52), a protected FAT (32) and a disk access protection unit (54). These components function together to define a pro-
tected FAT (32) implemented on an EEPROM (Electrically Erasable Read-Only Memory). The protected FAT (32) stores the in-
terrupt vectors of executable files, operating system files, and other files commonly attacked by viruses. Before a command is
executed, its associated interrupt vectors are compared with the interrupt vectors stored in the protected FAT (32). If the interrupt
vectors are the same, the command is executed. Otherwise, there could be an alteration of the executable file, and the command is

not executed.
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COMPUTER PROTECTION DEVICE

FIELD OF THE INVENTION

The present invention relates generally to hardware and

software for protecting data stored on a computer.

BACKGROUND OF THE INVENTION

Computer viruses are computer programs which, without
the knowledge of a user, enter a computer and execute. These
programs often wreak havoc with the proper operation of the
computer and can also alter stored data.

A computer virus program enters a computer as an un-
known add-on to an executable program. When the user executes
the desired executable program, the virus_program is also execut-
ed, without the knowledge of the user. During execution of the
desired executable program, the virus program typically ensures
that it will be executed again, whether or not the user again
executes the desired executable program. It does this, . for
example, by copying itself into a new executable file and/or
becoming a Terminate and Stay Resident (TSR) program, a proéram

which is always available.
Another method in which the virus ensures it will be

executed again is by redefining the interrupt vector of the
computer. The interrupt vector is a coded 1list of addresses to
be referenced whenever an interrupt code is received. Some
typical interrupt codes relate to the pressing of a key on the
keyboard and the movement of a mouse. The addresses in the inter-
rupt vector are the first addresses in memory where operations to
be executed upon receipt of the appropriate code are stored.

A virus might alter or "redefine" the addresses of the
interrupt vector such that the new addresses stored point to
addresses in memory where the virus has stored its own operations
to be executed when an interrupt code is received. Typically, the
virus operations include the operation the user expects to see as

well as other, undesired operations. Thus, for example, if the
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a keypress interrupt, the typed key will be dis-

user causes
and, in addition, the operations of

played, as normally occurs,
the virus will be performed.
Anti-virus programs are well known in the art. They
are developed by analyzing the
program or family of virus progr

is produced once the operating mode of
for each known virus program OT

operation of a particular virus
ams, much as an anti-viral drug

a human virus or group of

viruses is understood. Thus,
there is an anti-virus program.

group of programs,
programs just identify that a virus

Some anti-virus

exists on a user's machine. Others remove the virus upon discov~

ering it.

One method of identifying a virus is to check for any

1 behavior, such as unexplained changes in the
or in the interrupt vector.
of

strange operationa
size of files, in the format of data,
Another method is by identifying that there is a known string

bytes known to be a virus.
Most anti-virus programs do not work against
One anti-virus

new and

unknown virus programs Oor groups of programs.

program which appears to protect against unknown virus
is the Anti-Virus Program manufactured by Iris Software . and
of Givatayim, Israel. The Anti-Virus Program appears

programs

Computers

not to allow virus programs to install themselves on a hard disk

of a computer and it does this by continuously checking the

memory of the computer during operation.
In addition to protection against wundesired virus
computer users often need to protect their files from

progranms,
by other users of the computer. For example,

undesired access

some files, such as system-wide files, should never be altered,

except by certain authorized personnel. These files need protec-

tion against reading, writing or copying.
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SUMMARY OF THE INVENTION

It is an object of the present invention to provide a
system and method for discovering the execution of a computer
virus program and for protection data stored in a computer from
attack or damage. The present invention operates without any
knowledge of the characteristics of any virus programs.

It is a further object of the present invention not to
expose protected data to an unauthorized user.

There is therefore provided, in accordance with an
embodiment of the present invention, apparatus for protecting
access to at least one selected area of a disk. The apparatus
includes apparatus for defining the selected area of the disk,
apparatus for determining that a disk access command has issued
for at least a portion of the selected area and apparatus for
disabling the disk access command.

There is further provided, in accordance with an embod-
iment of the present invention, apparatus for protecting data
stored on a disk of a computer. The apparatus includes apparatus
for determining when the computer issues one of a predetermined
set of commands and apparatus, responsive to the issued command,
for selectively interfering with the normal operation of the

computer. )
There is still further provided, in accordance with an

embodiment of the present invention, apparatus for protecting the
operation of a computer having active memory. The apparatus
includes apparatus for defining that at least one executable file
is clean, apparatus for determining when the computer is command-
ed to load a first executable file into the active memory, appa-
ratus for storing aﬁ interrupt vector from a previously loaded
executable file if the first executable file is not clean and for
enabling the first executable file to load and to execute and
apparatus for restoring the stored interrupt vector once the
first executable file finishes executing.

Additionally, in accordance with an embodiment of the

present invention, the disk access command is a selected one of a
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read or format command. The predetermined set of commands

write,
includes write, read, format and load commands.

Furthermore, in accordance with an embodiment of the
present invention, the apparatus includes apparatus for identify-

ing a user and a classification level of the user. The apparatus

includes apparatus for classifying access levels for data

also
stored in the at least one selected area.
in accordance with an embodiment of the

s for disabling includes apparatus

Still further,

present invention, the apparatu
the disk access command if the

dicates that the user has a

for authorizing performance of

apparatus for identifying a user in

classification level equivalent to or larger than the access

level for data to be accessed.

Moreover, in accordance with an embodiment of the

present invention, the apparatus includes apparatus for defining

accompanying files to be opened when the first executable file is

loaded and app
er executable file is commanded to be loaded.
in accordance with an embodiment of the

aratus for closing the accompanying files if anoth-

" Additionally,
the disk forms part of a computer and : the

present invention,
inter-

for disabling or the apparatus for selectively

apparatus
o the computer. Alterna-

fering include a stop and hold command t

the apparatus for disabling or the apparatus for
pt to the com-

tively, selec-
tively interfering include a non-maskable interru

puter. A further alternative for the apparatus for disabling or

paratus for selectively interfering is 'an analog switch.

the ap
in accordance with an embod-

There is further provided,

iment of the present invention, apparatus for protecting at least

one selected area of
the computer including a disk controller and a bus.

cted in parallel to the bus

a disk of a computer from undesired access

operations,

The apparatus includes apparatus conne
ommand to a portion of

disa-

for determining that an undesired access C
the selected area of the disk has issued and apparatus for

bling the undesired access command.

There is still further provided, in accordance with an

embodiment of the present invention, a computer network including



WO 93/13477 PCT/US92/11374

a multiplicity of computer workstations each usable by one wuser
at one time and each having a workstation storage medium, a file
server for storing files accessible by each of the computer
workstations, the file server having a server storage mediunm,
workstation protection apparatus for protecting access to at
least one selected area of the workstation storage medium and
server protection apparatus for protecting access to at least one
selected area of the server storage medium. The server protection
apparatus communicates with each of the workstation protection

apparatus to provide information regarding the selected area of

the server storage medium.
Additionally, in accordance with the network embodiment

of the present invention, the server protection apparatus and the
workstation protection apparatus include apparatus for defining
the at least one selected areas of the storage media, apparatus
for determining that a disk access command has issued for at

least a portion of the selected areas and apparatus for disabling

the disk access command.
Furthermore, in accordance with the network embodiment

of the present invention, the server protection apparatus and: the
workstation protection apparatus include apparatus for determin-
ing when the computer issues one of a predetermined set of con-
mands and apparatus, responsive to the issued command, for selec-
tively interfering with the normal operation of the computer.
Finally, in accordance with the network embodiment of
the present invention, the workstations and the file server have
active memories. The server protection apparatus and the worksta-
tion protection apparatus include apparatus for defining that at
leaét one executable file is clean, apparatus for determining
when the computer is’commanded to load a first executable file
into the active memory of one of the workstations, apparatus for
storing an interrupt vector from a previously loaded executable
file if the first executable file is not clean and for enabling
the first executable file to load and to execute and apparatus

for restoring the stored interrupt vector once the first executa-

ble file finishes executing.



WO 93/13477 PCT/US92/11374

BRIEF DESCRIPTION OF THE DRAWINGS

ention will be understood and appreciated

The present inv
conjunction

from the following detailed description, taken in

with the drawings in which:
Fig. 1 1is =& general block diagram illustration of

interaction of apparatus for data protection constructed and

operative in accordance with the present invention with a comput-

er;

Fig. 2 is a block diagram illustration of the elements

of the apparatus for protection of Fig. 1;

Fig. 3 is a more detailed block diagram illustration of

the interaction shown in Fig. 1;
Fig. U4 is a flow chart illustration of the overall

operations of the apparatus of the presen
Fig. 5 is a flow chart illustrati
useful in the operations of Fig. L,

t invention;

on of the operation of

identifying a load command,
Fig. 6 is a flow chart illustration of the operation of
identifying the file name, useful in the operations of Fig. U;

7 is a flow chart illustration of the operation

Fig.
of saving an interrupt vector, useful in the operations of Fig.
b

Fig. 8 is a flow chart illustration of the operation of
restoring an interrupt vector, useful in the operations of Fig.
b

Fig. 9 is a flow chart illustration® of changing parame-
ters of operation of the apparatus of Fig. 1, wuseful in the

operations of Fig. b,
10 is a flow chart illustration of the operations

useful in the opera-

Fig.
of disabling the operation of the computer,

tions of Fig. U;
Fig. 11 is a flow chart illustration of installation

operations, useful in the operations of Fig. 4; and

Fig. 12 is a block diagram illustration of a plurality

of the apparatus of Fig. 2 connected together in a network.
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DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

Reference is now made to Fig. 1 which illustrates, in
block diagram format, the operation of a protection device 10 of
the present invention when operating to protect a computer 12
against the operation of a virus. The computer 12 is typically a
personal computer and comprises a Central Processing Unit (CPU)
14 having a low frequency clock 15, such as an 80286 CPU manufac-
tured by Intel of the U.S.A. with a 6 MHz clock, a Random Access
Memory (RAM) 16, a disk 18 and a disk controller 20, such as the
82064 controller also manufactured by Intel. The disk 18 can be

a hard disk or a floppy disk.
Typically, the elements of the personal computer come

in a housing which is large enough to hold other elements, such
as a modem.

Computer 12 typically operateg under an operating
system, such as the Disk Operating Systemn (DOS) 22 of Microsoft
Inc. of the USA. DOS stores information regarding each file on
the disk 18 in a File Allocation Table (FAT) 24. The FAT 24
typicaliy includes a list, per file, of the portions of the disk
18, known as sectors, which are allocated to each file.

The protection device 10 is typically 1located within
the housing of the computer 12 and typically communicates with
the computer 12 via a bus 26 of computer 12. Bus 26 can be any
suitable bus, such as the Industrial Standard Architecture (ISA)
AT bus.

Protection device 10 is operative to protect the com-
puter 12 from unauthorized memory access, such as accessing the
disk 18, and from the effects of redefinition of the interrupt
vector. ‘

To protect unauthorized memory access, the user de-
fines, through protection device 10, a protected area 30 on disk
18. The protection device 10 stores within itself a 1listing of
the 1locations, or sectors, of the disk 18 which are within pro-

tected area 30. This listing is known as the protected area FAT

32.
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user will store within the protected

Typically, the
such as those relating

area 30 those files most important to him,

to his operating system, his most commonly used executable files

e desires not to be damaged. Furthermore, the

and any data which h
protected area 30 only those files which

user will place in the
he knows are clean, or have no viruses attached to them.
If the protection device 10 detects a disk access com-

mand, either a write, read or format disk command, which address-

es a section of the protecte

only enable the disk access if
the protection device 10 monitors the

executable

d area 30, protection device 10 will

an authorized user authorizes it.

Furthermore,

commands of the CPU 14 for a load command in which an

file, such as a progran Or & virus, is loaded into RAM 16.

If the loaded file is not known to be clean from vi-
is a possibility that the viruses, if any, will

the interrupt vector of
a file known to be

ble file. When the

ruses, there
redefine the interrupt vector. Therefore,
the previously loaded file, assuming it was
clean, is saved before loading the new executa
file finishes executing, the protection device

present executable
In this manner, °the

10 retrieves the saved interrupt vector.

changed interrupt vector will be active only as long as . the

present executable file is executing.
data files which are typically opened when

can be indicated as such.

If desired,

a given executable file is executing,
are then opened upon loading of

executable files

These "accompanying data files"
the executable file and are closed when the
Specifically, if an executable file dis com-
of a

ceases operating.
to be loaded while the accompanying data files

ed executable file are still open, the protection
allowing the

manded

previously load
unit 10 closes the accompanying data files before

newly commanded executable file to load.

Reference is now made to Fig. 2 which illustrates, in

block diagram format, the elements of the protection device 10.

y comprises a manager Lo for manag-
a protected area

Protection device 10 typicall

ing the operations of protection device 10,

definition unit L2 for defining protected area 30 and for identi-

FS
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fying the files which are to be placed in protected area 30, and
a command recognition unit 44 for recognizing when one of a
predetermined set of commands is produced by the computer 12.

The manager 40 provides installation operations, and
classification and identification of system users.

If desired, users can be classified by the level of
access to the protected files in the protected area 30 permitted
them. For instance, it may be desired to define two access
levels, one of "system operator" and one of a "regular operator".
The system operator is allowed to access system files, such as
files pertaining to the operating system, and application files.
The regular operator is allowed to access only application files.

For this purpose, users are provided with user names
and external means for identification 46, such as passwords,
special codes or magnetic cards, such as credit cards.

The means for identification 46 are provided to an
identification unit 48, such as a keyboard of computer 12 for
receiving passwords and such as a magnetic card reader, such as
those produced by Neuron Corporation of Tokyo, Japan, for receiv-
ing magnetic cards. The identification unit 48 compares : the
identification received to that expected for the specific user
and notifies the manager 40 whether or not there is a match.
Without a match, the user cannot access the files in the protect-
ed area 30. With a match, the user can access the files permitted
for his access level.

If the identification unit 48 indi¢ates that the wuser
is authorized, then protected area definition unit 42 enables the
selected files to be defined as protected. The definition opera-
tion is performed as follows:

The protectéd area definition unit 42 requires that CPU
14 provide it with a copy of FAT 24. Unit 42 then searches FAT 24
for the sector or sectors on disk 18 in which the selected files
are stored. These addresses are then stored in protected FAT 32
which, in turn, is stored in an Electronically Erasable Program-

mable Read Only Memory (EEPROM) 68, shown in Fig. 3 and described

in more detail hereinbelow.
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The protected area definition unit 42 enables the user

to define which files are to be protected and to provide classi-

fication levels for them.
files will have a level of "system operator only"
11 have a level of "everyone allowed".

For the example hereinabove, the system
and the appli-

cation files wi
Unit 42 also enables the user to indicate which

or free of viruses.

exe-

cutable files are known to be clean,

Thus, the protected FAT 32 also contains classification

level information and cleanliness status information for each

file protected.

Since viruses typically attack executable files and

the user will typically select protection

operating system files,
as his operating

for the entirety of his executable files as well

partition table and boot sector. Protection can

system files,
altered

also be placed on data which the user does not want to be

or read.

The command recognition unit 44 monitors bus 26 for

commands, comparing every received command with the predetermined

The predetermined set typically comprises any
formatting

set of commands.
write or loading commands. These also include

read,
e entire disk 18.

commands which effectively rewrite th

If a received command is one of the set,
unit 44 determines if it is a load command. If so,
tion unit
to

the command

recognition
t ULl provides control to an interrupt vector protec

indicating that a disk access operation is about

uni

50. If not,
take place, unit 4 provides control to an -address recognition
unit 52.

Address recognition unit 52 compares the address asso-

ciated with the command to the sector addresses stored in the

protected FAT 32 and checks the classification level for the

addressed sector. If there is a match, indicating that the com-

puter 12 is attempting to access protected area 30, unit 52

stop command to a disk access protection unit 54 to
the access attempt. Unit 52 then requests that the wuser
then

issues a
disable

provide authorization for the access of area 30. The user

has to provide its identification means 46 to identification unit

10

e’
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48.

If the user is authorized to access the file, then the
disk access is enabled and control is returned to command recog-
nition unit 44.

If the user cannot provide authorization or if a virus
tried accessing the protected area 30, no action is taken. The
user is thus notified as soon as a virus program attempts to
write to the disk or an unauthorized user tries to. access the
area 30. If the user wishes to reenable disk access, he typically
has to restart, or "reboot" the computer 12.

The command recognition wunit 44 identifies a load
command by identifying that a command to write to a predetermined
address in RAM 16 has been issued. The predetermined address 1is
the address into which the first address of the executable file
to be loaded is stored.

The interrupt vector protection gnit 50 first disables
access to any accompanying data files of the previously loaded
executable file, herein called the "first" executable file. Unit
50 then identifies the executable file about to be loaded, hence-~
forth called the "second" executable file, by comparing :the
addresses of the second executable file with those stored in  the
protected FAT 32.

If the second executable file is clean according to the
protected FAT 32, access to its accompanying files is enabled, by

placing the accompanying files into the protected FAT 32, and

control is returned to the command recognition unit U4l

If the second executable file is not clean, indicating
that it contains either a virus or a program which the wuser is
not protecting, then unit 50 stops the operation of CPU 14, reads
the current interrubt vector which belongs to the previous exe-
cutable file and stores the interrupt vector in EEPROM 68 (Fig.
3). The CPU 14 is then released and control of the protection
unit 10 is returned to the command recognition unit 44 and the
second executable file is allowed to execute.

When a new executable file, herein called the "third"

executable file, is loaded after a second executable file which

11
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not clean, the interrupt vector protection unit 50 replaces

vector of the second executable file, which may
with the

was

the dinterrupt

have been defined to address undesirable operations,

interrupt vector of the first executable file.

The replacement operation includes the steps of stop-

ping CPU 14, writing the stored interrupt vector into the inter-

and releasing CPU 14.
checks

unit 50

rupt vector storage addresses in RAM 16,
After replacing the interrupt vector, unit 50

that the third executable file is clean. If not, then

saves the interrupt vector, which is now that of the first exe-

cutable file. Unit 50 then proceeds as described hereinabove.

Reference is now made to Fig. 3 which illustrates, in

block diagram format, the hardware elements of the present inven-

tion.
Protection device 10 typically comprises a microproces=—

sor 60 with a high frequency clock 62, such as the 80386DX micro-

manufactured by Intel of the USA with a 33 MHz clock,

processor
or 60 typically

working in conjunction with a RAM 64. Microprocess

is associated with at least one input/output port 66 which is

connected to bus 26.
Microprocessor 60 is further associated with Electroni-

cally Erasable Programmable Read Only Memory (EEPROM) 68 for

storing the predetermined set of commands, protected FAT 32,

interrupt vectors, passwords and user names.
in conjunction with RAM 64, typical-

the protected afrea definition unit

Microprocessor 60,
ly implements the manager 4o,
42, the command recognition unit Ly,
tion unit 50 and the address recognition unit 52.

The disk access protection unit 54 can be embodied in a

Unit 54 can be embodied as a hold and a stop
to the CPU

the interrupt vector protec-

number of ways.
command. The hold command is transmitted, via bus 26,

14 which causes the CPU 14 to stop 1its operation. At the same

time, the stop command is sent, also via bus 26, to disk con-

20 to stop its operation. This embodiment is operative

s the 82064 mentioned hereina-

troller
for those disk controllers, such a

bove, which can respond to a stop command.

12
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Alternatively, unit 54 can be embodied as an analog
switch, such as the SN74ALS1244 manufactured by Texas Instruments
of U.S.A., or as a mechanical relay. The switch or relay is
connected to the power cable (not shown) of disk 18 and, when
activated, disconnects the power to disk 18.

For a bus 26 which has a non-maskable interrupt, such
as a microchannel bus or an Enhanced ISA (EISA) bus, unit 54 can
be embodied as a non-maskable interrupt which is sent directly to
CPU 14. The interrupt causes the CPU 14 to execute a routine
stored therein which cancels the access command and/or reboots
the systen.

Optionally, microprocessor 60 can provide a notice to
CPU 14 that will indicate, upon rebooting, that the cause of the
stopping of the computer 12 was a virus or unauthorized access,
and not something else.

It will be appreciated that unit 54 can include a
combination of the above-described disabling methods and mecha-
nisms.

It will be appreciated that the combined operations of
command recognition unit 44, address recognition unit 52 and disk
access protection unit 54 are fast enough to finish performing in
one clock cycle of computer 12.

It will further be appreciated that the protection
device 10 of the present invention ensures that a virus which
tries to access protected area 30 generally will have no effect.
The protection device 10 discovers the virus as soon as it at-
tempts to access the data in the protected area 30, thereby
indicating to the user which file or program is affected by the
virus. Additionally, any changes to the interrupt vector created
by the virus are efféctive only during the operating time of the
virus.

The present invention is advantageous in that the
device 10 is a hardware device that operates in parallel to com-
puter 12 and is not operated by computer 12, thus making it
difficult for a virus to overcome the operation of the device.

Furthermore, the device 10 operates generally without any knowl-

13
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edge of the characteristics of virus programs.

It will also be appreciated that the protection device

10 does not add a significant amount of time to the operation of
computer 12 since the microprocessor 60 operates in parallel to
described

bus 26. The method of jdentifying unauthorized access,

hereinabove, can be applied to any suitable computer.
is now made to Figs. 4 - 11 which together

of the protection device 10. The opera-
stored

Reference
illustrate the operations
4 - 11 are typically performed in software

tions of Figs.
The figures are be-

in the EEPROM 68 of protection device 10.

lieved to be self-explanatory and therefore,
ribed in great detail.

in the interest of

conciseness, they will not be desc
the figures describe the following:

protec-

In general terms,
Fig. 4 describes the overall operations of the

tion device 10;

Fig. 5 describes the operation of identifying a 1load

command;

Fig. 6 describes the operation of identifying the name

of a loaded executable file;

Fig. 7 describes the operation of saving an interrupt

vector;
7 Fig. 8 describes the operation of restoring an inter-
rupt vector;
Fig. 9 describes an update program for changing parame-
typical

the

ters of operation of the protection device 10, where

eters are the files which are in the protected area 30,

param
the classification levels of the protect-

access levels of users,

ed files, and the clean status of each file;

Fig. 10 describes the operations of disabling the

operation of the computer; and
Fig. 11 describes installation operations.
It will be noted that the update program illustrated in

Fig. 9 is typically performed by software stored in the protected

area 30 and loaded into RAM 16. The interface between the wuser

and the software is through computer 12.

Furthermore, the program of Fig. 9 enables and disables

14
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access to accompanying files. Enabling is performed by modifying
the protected FAT 32 to include the accompanying files. Disabling
is performed by modifying the protected FAT 32 to no longer
include the accompanying files.

The installation program whose operations are illus-
trated in Fig. 11 serves to identify the type of CPU 14, the
peripheral apparatus attached to computer 12 and the version of
the operating system under which everything operates. Further-
more, the program calls the software uses the update program of
Fig. 9 in order to define the parameters of operation.

It is desired to execute the installation program, from
an external disk, after a low level format and after installing
the operating system.

Reference is now made to Fig. 12 which illustrates a
plurality of computers connected together via a network 100.
Typically, in network operations, there are a multiplicity of
workstations 102 which save their files onto a file server 104.

In accordance with the present invention, protection
devices are installed in each of workstations 102 and the file
server 104. 1In Fig. 12, the protection devices on workstations
102 are labeled 106 and the protection device on the file server
is labeled 108.

The protection devices 106 and 108 operate generally as
described hereinabove with the following exceptions:

The protection device 108 maintains a network-wide
protected FAT 32 describing the status of the files stored on
the file server 104. Whenever one of the workstations 102 is
started or "booted", its protection device 106 checks the date on
the protected FAT 32 of protection device 108. If the date is
later than the date on the protected FAT 32 of the protection
device 106 of the workstation 102, the protection device 106
receives from protection device 108 a copy of its protected FAT
32.

Furthermore, whenever a user of one of the workstations
102 desires to change its protected FAT 32, and thus, the net-
work-wide FAT 32, the new, updated version of FAT 32 is broadcast

15



WO 93/13477 PCT/US92/11374

to the remaining workstations 102.

It will Dbe appreciated that the protection devices
106 and 108 additionally comprise time clocks (not shown)
independently of the time clocks of the
ection devices 106 monitor the time clocks

which operate

workstations. The prot
102 to ensure that the workstation time

e time and to update the workstation

of the workstations

matches the protection devic

time if it does not match the protection device time. Similarly,

the protection device 108 monitors the time of the file server

104.
It will be appreciated by persons skilled in the art

that the present invention is not limited to what has been par-

shown and described hereinabove. Rather, the scope of
e claims that follow:

ticularly
the present invention is defined only by th

16



WO 93/13477 PCT/US92/11374

CLAIMS

1. Apparatus for protecting access to at least one select-
ed area of a disk, the apparatus comprising:

means for defining said at least one selected area of
said disk;

means for determining that a disk access command has

issued for at least a portion of said at least one selected aresa;

and
means for disabling said disk access command.

2. Apparatus for protecting data stored on a disk of a

computer, the apparatus comprising:
means for determining when said computer issues one of

a predetermined set of commands; and
means, responsive to said issued command, for selec-

tively interfering with the normal operation of said computer.

3. Apparatus for protecting the operation of a computer
having active memory, the apparatus comprising:

means for defining that at least one executable file is
clean;

means for determining when said computer is commanded

to load a first executable file into said active memory;

means for storing an interrupt vector from a previously
loaded executable file if said first executable file is not clean

and for enabling said first executable file to load and to exe-

cute; and
means for restoring said stored interrupt vector once

said first executable file finishes executing.

b, Apparatus according to claim 1 and wherein said disk

access command is a selected one of a write, read or format

command.

5. Apparatus according to claim 2 and wherein said prede-

17



WO 93/13477 PCT/US92/11374

read, format and load

termined set of commands includes write,

commands.

6. Apparatus according to claim 1 and including means for

identifying a user and a classification level of said user.

m 1 and including means for

7. Apparatus according to clai
least one

classifying access levels for data stored in said at

selected area.

to ~ claim 6 - and

8. Apparatus according
for authorizing

for disabling include means

wherein said means
d if said means for identi-

performance of said disk access comman

a user indicate that sajid user has a classification level

fying

equivalent to orT larger than said access level for data to Dbe
accessed. .

9. Apparatus according to claim 2 and

classification level

including means for identifying a user and a

of said user.

including means for

10. Apparatus according to claim 3
d first executa-

def