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(57) ABSTRACT 
A distributed architecture and method for maintaining the 
integrity of data streams within a multi-pipelined processing 
environment. The architecture comprising a communications 
network for carrying a plurality of data streams and a master 
processor adapted to process one or more messages in at least 
one of the data streams, the message processing including the 
creation of one or more data packets within the stream, each 
packet encapsulating at least a transaction Summary of the 
data that has been processed. The architecture further com 
prising at least one slave processor per master processor 
adapted to emulate the transactional state of the master pro 
cessor by regenerating the data stream as a result of process 
ing the one or more data packets, whereupon in response to an 
error event on the master processor, the slave processor acts to 
avoid interrupting the data stream by generating one or more 
Successive data packet(s). Hence, the architecture and method 
serve as a high availability, robust fault tolerant system, miti 
gating against the loss of data within data streams. 
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1. 

APPARATUS AND METHOD FOR 
PROCESSING DATASTREAMS 

The present invention relates to an apparatus and method 
for processing data streams, and particularly relates to a dis 
tributed architecture and method for maintaining the integrity 
of data streams within multi-pipelined processing environ 
mentS. 

There are many different architectures and systems known 
in the prior art for controlling the flow of data within a multi 
pipelined processing environment. Such control systems pro 
cess data streams according to prescribed methodologies and 
paradigms in order to preserve the integrity of the processed 
data in the event that the system should develop an error or 
malfunction in some way. Therefore, it is known to provide 
fault tolerant architectures, for example in the form of dual 
processors, to ensure that data can be recovered in the event of 
a O. 

In many applications, data is processed and stored via 
database operations, and a common technique of preserving 
data during Such operations is via “transaction processing. 
Transaction processing treats each operation on a particular 
piece of data as an action, or set of actions, which must be 
completed as a whole before the operation is regarded as 
having been carried out. Therefore, any changes to the data 
are only acknowledged by the system if the transaction has 
completely finished what it was instructed to do. Should an 
error occur within the system during an operation, the data 
can be “rolled back’ or restored to the last known valid state 
prior to any incomplete transactions. 

Such error recovery techniques are very well suited for 
preserving processed data, and consequently transaction pro 
cessing is used widely within business applications and data 
base systems generally. However, in some applications the 
loss of data from within a data stream (i.e. when the data is in 
transit) can be critical, as depending on the nature of the lost 
data, and form of control system, the Subsequent response of 
the system or Subsequent application logic may differ from 
what was intended or expected. 

Therefore, for Such applications it is important to preserve 
the flow of data within the data stream, a requirement which 
is generally incompatible with conventional techniques for 
recovering processed data. This is usually because either the 
existing paradigm or recovery logic is designed to restore data 
to its last known valid state, and consequently the paradigm/ 
logic is typically only concerned with the “end states' of the 
data and not with the status of any data that is in transit. 

In applications such as air traffic control and radar moni 
toring, data streams generally comprise a continuous series of 
messages derived from an associated receiving equipment. 
Each message typically represents some form of “triggering 
event' that is intended to invoke some response or action 
within the control system, which in itselfmay invoke a further 
response/action etc., to thereby generate a particular course of 
action for responding to the information conveyed in the data 
stream. Hence, any loss of such messages is undesirable and 
may be potentially hazardous, particularly where the objects 
being monitored are moving at high speeds. 

Therefore, there is a need within the art for a control system 
and method that can maintain the integrity of data streams in 
applications were the loss of information from within the data 
streams is best avoided and/or is not permissible. 

According to a first aspect of the present invention there is 
provided a distributed architecture configured to maintain the 
integrity of data streams within a multi-pipelined processing 
environment, the architecture comprising: 
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2 
a communications network for carrying a plurality of data 

Streams; 
a master processor adapted to process one or more mes 

Sages in at least one of the data streams, the message 
processing including the creation of one or more data 
packets within the stream, each packet encapsulating at 
least a transaction Summary of the data that has been 
processed; and 

at least one slave processor adapted to emulate the trans 
actional state of the master processorby regenerating the 
data stream as a result of processing the one or more data 
packets, whereupon in response to an error event on the 
master processor, the slave processor acts to avoid inter 
rupting the data stream by generating one or more Suc 
cessive data packet(s). 

According to a second aspect of the present invention there 
is provided a method of maintaining the integrity of data 
streams within a multi-pipelined processing environment, 
implemented across a distributed architecture, the method 
comprising the steps of 

carrying a plurality of data streams on a communications 
network; 

processing, on a master processor, one or more messages in 
at least one of the data streams, the processing including 
the creation of one or more data packets within the 
stream, each packet encapsulating at least a transaction 
Summary of the data that has been processed; and 

emulating, on at least one slave processor, the transactional 
state of the master processor by regenerating the data 
stream as a result of processing the one or more data 
packets, whereupon in response to an error event on the 
master processor, the slave processor acts to avoid inter 
rupting the data stream by generating one or more Suc 
cessive data packet(s). 

The present invention seeks to address some or all of the 
above problems in the prior art by providing a robust distrib 
uted architecture that is operated to preserve the flow of data 
within one or more data streams. In this way, the architecture 
achieves a “high availability” in terms of operational reliabil 
ity, which makes the present invention ideally suited for use in 
both civilian and military real-time monitoring applications, 
Such as air traffic control, air-space defence and naval opera 
tions etc. 
The architecture of the present invention is distributed in 

the sense that the master processor and the slave processor 
may be remotely located from each other, and from any other 
processors within the architecture. By “remotely located we 
mean that each processor may be physically separated and 
therefore need not be located in close proximity to the other or 
others. An advantage of implementing the invention by way 
of a distributed architecture, is that it increases the overall 
architecture's fault tolerance and resilience to potential mal 
function and/or damage. Hence, should a portion of the archi 
tecture be rendered inoperative due to instantaneous equip 
ment failure, sabotage or possible battle damage (e.g. as 
arising in military applications etc.), the remaining processor 
(s) can assume control and maintain the flow of data within 
the system, without any undue impact on the operational 
reliability or capability of the system as a whole. 

It is to be understood that any number of processors may be 
included within the architecture depending on the particular 
application. Hence, the architecture of the present invention is 
inherently scalable. Moreover, there may be more than one 
master processor and more than one slave processor, and 
there may be more than one slave processor associated with 
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any particular master processor, but it is most preferred that 
there is only one respective slave processor associated with 
each master processor. 
The processors themselves may be conventional servers, 

workstations or personal computers, or alternatively, may be 
bespoke computing devices arranged and operated according 
to the architecture and method of the present invention. More 
over, it is to be appreciated that the processors may be advan 
tageously derived from any “commercial-off-the-shelf 
(COTS) hardware. Furthermore, in some arrangements, each 
processor may correspond to a virtual machine, that can be 
executed on a single core or multiple core processor. Hence, 
the architecture of the present invention may be implemented 
with potentially significant cost-savings over existing fault 
tolerant systems. 

Each of the processors are coupled to a communications 
network. The network may be a hardwire or wireless comms 
network. The network is preferably configured to have suffi 
cient bandwidth to carry a plurality of data streams, each 
stream originating from one or more data sources, such as 
sensors or receiving equipment etc. In preferred arrange 
ments, the network is configured to Support and convey multi 
cast data traffic, so as to enable multiple processors within the 
network to receive data packets via multi-cast data streams. 
By “data stream' we mean a flow of data, typically com 

prising one or more messages, which are streamed continu 
ously, intermittently or according to Some other prescribed 
transmission sequence. The flow of data may be subject to 
some form of modulation and/or may be partly or fully 
encrypted according to a desired encryption standard. 

References herein to a “message' are intended to include 
any data element that conveys an instruction to an application 
logic to perform/invoke some intended function. Hence, a 
message may be viewed as a “triggering event to trigger 
Some action or response within one or more of the processors. 
The processors within the architecture are preferably 

arranged according to an inter-meshed topology, throughout 
which a large number of messages may be in transit at any 
particular moment of operation. Each processor may handle a 
plurality of different processing threads and can process any 
number of messages from within the data streams. 

However, it should be appreciated that any network topol 
ogy or connectivity arrangement may be used according to 
the present invention, without sacrificing any of the benefits 
or advantages of the architecture or method. Moreover, it is to 
be understood that the presentarchitecture is most preferably 
implemented as a “soft real-time' system, whereby some 
degree of latency between keeping all of the distributed pro 
cessors within the network up-to-date with changing situa 
tions is tolerated, without any undue effect on the overall 
system performance. 
At least one of the processors within the network is selected 

to be a master processor, with one or more second processors 
preferably being selected to be a slave processor correspon 
dent to that respective master. The master processor is 
adapted to process one or more messages in at least one of the 
data streams within the network. The messages may be sent 
directly (i.e. be addressed to) the master processor, or more 
preferably, they are multi-cast or broadcast throughout the 
network and are received by the one or more processors that 
are listening for them. 
Upon receiving a message, the master processor preferably 

applies an application logic to the message, which processes 
the instruction(s) within the message to invoke a response, 
Such as changing the state of, or updating, a prescribed data as 
part of a pipelined processing sequence. As part of the pro 
cessing, the application logic creates a data structure in the 
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4 
form of a data packet, referred to herein as a “transaction 
unit', which preferably encapsulates a complete description 
of what changes/updates were made to the prescribed data as 
a result of the incoming message (e.g. triggering event). In 
other words, the transaction unit maintains a Summary or 
record of what it did to the data. 

In addition to the record, the transaction unit also contains 
information relating to the incoming message, which trig 
gered the response to change or update the prescribed data. In 
this way, the transaction unit contains a complete record of 
what transactional changes have been made and what trigger 
ing event brought about these changes. The transaction unit is 
also configured to include a new outgoing message for trig 
gering a further event during the next step of the pipelined 
processing sequence. The instruction(s) within the outgoing 
message will, of course, depend on what changes have just 
been made and what is the intended/expected response at the 
next step and beyond etc. Therefore, if further processing is 
required the transaction unit is preferably consumed by the 
next stage of the application logic within the master proces 
SO. 

A copy of the transaction unit is now also made available 
on the network as part of the data stream by preferably broad 
casting the data packet, so that any interested processors can 
receive the data packet—of which one is at least the corre 
spondent slave processor. A buffer within the slave processor 
is preferably configured to receive and store the transaction 
units that are made available by the master processor. 
The application logic within the master processor thereaf 

ter continues to process each generated transaction unit as it 
proceeds through the pipelined processing sequence, record 
ing changes/updates to the data in each successive transaction 
unit. Each transaction unit preferably being made available 
on the network to the slave processor and any other interested 
processors. 
The correspondent slave processor is adapted to emulate 

the transactional State of the master processor by logically 
tracking, i.e. effectively “shadowing, the pipelined process 
ing sequence of the master processor. However, in preferred 
embodiments, the emulation does not require any high degree 
of synchronicity with the master processor and consequently 
the slave may lag behind the master without any undue 
effects. Hence, a further advantage of the present invention is 
that relatively complex timing and/or coupling circuits are not 
required between the master and slave processors, unlike 
those found in dual processor fault-tolerant systems. 

It is to be appreciated that the potential “lag between the 
slave and the master processors may amount to several sec 
onds or more, but is most preferably within a sub-second 
range, as obviously longer delays may hinder the perfor 
mance and/or reliability of the architecture. In practice, the 
lag is dependent on the loading of the slave processor and 
upon the latency of the network itself. Hence, the lag will be 
greater when the slave is busy processing data and/or when 
there are large amounts of data traffic flowing through the 
network. 
While the master processor is operating normally, that is 

when no "error event has occurred on the master and/or has 
been detected by another processor, the slave processor enters 
into what is called a “logically inactive' state. By “logically 
inactive' we mean that the slave processor logically tracks the 
master processor by applying the same application logic to 
any received transaction units as that of the master, but the 
application logic is not regarded as being “activated at that 
time. The result of this is that none of the transaction units 
generated by the slave processor, as a consequence of the 
emulation, are made available on the network while the mas 
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ter processor is operating normally. In this way, there can 
never be two identical transaction units on the network at the 
same time. 

Moreover, it is very important to prevent the slave proces 
sor from applying its application logic while the master is 
operating normally, as the resulting logic is non-determinis 
tic, and as a result the master and slave processors could bring 
about different changes of state in the data—even though the 
logic is the same and the inputs are nominally similar. Hence, 
if the slave processor were to simultaneously process equiva 
lent threads of application logic to that of the master, it may 
still arrive at a different set of data/messages to the master, 
particularly where the application logic comprises time 
dependent parts. This is why the slave processor is prevented 
from multi-casting transaction units until Such time that the 
master processor fails. 
By "error event we mean an error, fault or malfunction in 

the software and/or hardware of the masterprocessor, brought 
about by a coding anomaly, component failure, loss of power, 
physical damage ordestruction of the processor, or otherwise, 
which causes or results in an interruption or permanent ces 
sation of the processing pipeline by the master processor. In 
other words, any event which halts the master processor from 
processing messages within the data stream. 
The slave processor therefore tracks the transactional state 

of the master processor by regenerating the data stream as a 
result of processing the transaction units made available by 
the master processor. Since each transaction unit contains a 
record of what changes it made to a prescribed data, the slave 
processor is able to follow the changes/updates and apply 
these to its own equivalent data to thereby logically track the 
pipelined processing sequence of the master processor. To 
ensure that the slave processor accurately tracks the master 
processor, the slave regenerates the data stream by restoring 
the one or more messages in the same order in which they 
were originally created and/or processed by the master pro 
cessor. This is preferably achieved by the slave processor 
asynchronously processing the one or more transaction units. 
The application of transaction processing to regenerating a 

data stream is therefore particularly advantageous, as the 
original flow of data can be recreated or restored by the slave 
processor, irrespective of the end States or status of the pro 
cessed data. In this way, the transaction units provide an 
advantageous mechanism by which the contents of a data 
stream may be regenerated without the need to re-set and/or 
re-send the data stream, which in real-time monitoring appli 
cations would not be desirable or indeed practical. 

Not only does the regeneration of the data stream restore 
the original flow of data, it also preserves the dynamic state of 
the messages within the stream, which ensures that the result 
achieved by applying the application logic to the message is 
what was intended or expected when the original message 
Was Sent. 

Should the master processor undergo an error event at 
Some future point in time, and consequently cease processing, 
the slave processor acts to avoid any interruption in the data 
processing pipeline by continuing the data stream at the point 
were the master processor ceased operating. By processing 
the available transaction units placed on the network by the 
master processor, the slave processor emulates the transac 
tional state of the master processor, which means that in the 
event of an error event occurring, it can rapidly assume con 
trol over the failing master processor. 

In preferred embodiments, a monitoring protocol compris 
ing the use of periodic “heartbeats” or “I’m alive” messages is 
implemented throughout the architecture, and Such messages 
are passed between both the master and slave processors to 
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6 
confirm the presence and/or operation of each processor to 
the other. However, it is to be appreciated that any suitable 
form of monitoring protocol or processor detection technique 
(i.e. to check that a processor is "alive') may be used in 
conjunction with the present invention. 
As discussed previously, the slave processor preferably 

resides in a logically inactive state during normal operation of 
the master processor. However, should the slave processor 
become aware that one or more of the heartbeat messages are 
absent or delayed beyond a predetermined interval of time, 
the slave processor preferably “releases its application logic 
(i.e. marks the logic as being valid and activated) and begins 
to process any queued messages and consume remaining 
transaction units within the pipelined processing sequence. In 
So doing, it preferably asserts control over the failing master 
processor by appointing itself as the new master, and ensures 
that the flow of data within the data stream is not interrupted 
by generating one or more successive transaction units. 

Since the application logic is now activated, the slave pro 
cessor is permitted to make the Successive transaction units 
available on the network for any other interested processors, 
thereby maintaining the integrity and continuity of the data 
stream despite the failure of the original master processor. 
The slave processor is preferably configured to transmit a 

“kill' message to the master processor upon detecting an 
absent heartbeat, arising from an error event occurring on the 
master processor. Alternatively, and or additionally, the mas 
ter processor itself may automatically shut down in response 
to detecting an error or malfunction in its operating procedure 
or processing pipeline, and may also shut down if it detects 
that a slave processor has become active (i.e. indicative of a 
failure associated with the master processor). In this way, the 
master processor can be removed from the processing pipe 
line as rapidly as possible, allowing the slave to take over 
from the point were the original master ceased operating. 
The change of control between the master and slave pro 

cessors preferably occurs substantially at “RAM speed’. 
typically within several tens of milliseconds or faster follow 
ing detection of the error event. Therefore, from an operators 
point of view, the reconfiguration appears to be imperceptible 
and no interruption in the flow of data occurs. In other words, 
there appears to be a “virtually continuous’ operation of the 
system. It has been found that the architecture and method of 
the present invention can deliver a “high availability” (i.e. 
system availability and resilience) of substantially 99.999%, 
which is sufficiently reliable and robust enough to allow its 
use in real-time monitoring and sensing applications within, 
for example, military and aviation environments. However, it 
is to be appreciated that the advantages of this invention are 
not dependent solely on the speed of the data recovery, but 
also in that it is the “completeness” of the recovery that is 
especially noteworthy, as the data stream can be restored in its 
entirety without any interruption or loss in the flow of data. 

In accordance with each of the preferred embodiments of 
the present invention, the message and transaction unit pro 
cessing is implemented within the middleware of the distrib 
uted architecture. Therefore, all of the “intelligence' required 
to handle the messages and transaction units is preferably 
embedded within one or more APIs (Application Program 
ming Interfaces), which are designed to apply the technique 
of transaction processing to data that is in transit as part of a 
data stream. An advantage of embedding the intelligence 
within the middleware is to essentially hide the complexity of 
the hardware exploitation, which may also avoid or mitigate 
against middleware incompatibilities resulting from applica 
tions developed according to different development models. 
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To control the message handling, a known application 
design model called “Communication Sequential Process 
ing or “CSP” is preferably implemented as part of the 
present invention. CSP controls the flow of data by way of a 
communications based kernel which sends messages asyn 
chronously throughout the communications network. The 
CSP control method is preferably implemented within the 
middleware APIs by way of an Object based methodology. 
However, it is to be appreciated that other development meth 
odologies may alternatively be used to implement aspects of 
the present invention, without sacrificing any of the benefits 
or advantages of the architecture or method as disclosed 
herein. 

Although the above embodiments have been described 
with reference to an architecture and method for maintaining 
the integrity of data streams in multi-pipelined processing 
environments, whereby it is essential to avoid the loss of data 
from within a stream, it should be appreciated that one or 
more of the principles of the invention may be used in other 
applications and data processing environments, where there 
is a need to regenerate a flow of data as a result of an error, 
system testing or calibration, or as part of general house 
keeping routines etc. 

Embodiments of the invention will now be described in 
detail by way of example and with reference to the accompa 
nying drawings in which: 

FIG. 1 is a schematic view of a distributed architecture 
according to a preferred embodiment of the present invention, 
showing a master processor and a slave processor connected 
to a communications network. 

FIG. 2 is a schematic view of the distributed architecture of 
the preceding figure showing the master processor receiving 
a message as part of a data stream. 

FIG.3 is a schematic view of the distributed architecture of 
the preceding figure, showing the message being processed as 
part of a pipelined processing sequence. 

FIG. 4 is a schematic view of the distributed architecture of 
the preceding figure, showing the creation of a transaction 
unit as part of the pipelined processing sequence. 

FIG.5 is a schematic view of the distributed architecture of 
the preceding figure, showing the availability of the transac 
tion unit on the communications network. 

FIG. 6 is a schematic view of the distributed architecture of 
the preceding figure, showing the creation of a further trans 
action unit as part of the pipelined processing sequence. 

FIGS. 7 & 8 are schematic views of the distributed archi 
tecture of the preceding figure, showing the slave processor 
receiving the transaction units over the network. 

FIG.9 is a schematic view of the distributed architecture of 
the preceding figures, showing an error event occurring on the 
master processor. 

FIGS. 10 to 13 are schematic views of the distributed 
architecture of the preceding figure, showing the slave pro 
cessor logically tracking the pipelined processing sequence 
of the master processor. 

FIGS. 14 & 15 are schematic views of the distributed 
architecture of the preceding figures, showing the detection of 
the failing master processor and change of control between 
the master and slave processors. 

FIG. 16 is a schematic view of the distributed architecture 
of the preceding figures, showing the new master (previous 
slave) processor maintaining the flow of data by generating a 
Successive transaction unit. 

Referring to FIG. 1, there is shown a distributed architec 
ture 1 according to an embodiment of the present invention, 
the architecture comprising a communications network 2, to 
which are connected a master processor 3 and a slave proces 
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8 
Sor 4. The communications network 2 is a hardwire network, 
arranged according to a inter-meshed topology (not shown) 
and has sufficient bandwidth to carry a plurality of data 
streams, which originate from one or more real-time sensors, 
for example, radar or Sonar detectors etc. 

Both the master and slave processors 3, 4 are commercial 
off-the-shelf workstations or PCs, which have been config 
ured to process data streams within the pipelined processing 
environment of the distributed architecture 1. The master 
processor 3 is remotely located to that of the slave processor 
4. So that they are physically or geographically separated. For 
example, the masterprocessor 3 may be situated at the bow of 
a ship, while the slave processor 4 is located at the stern of the 
ship etc. Therefore, should one of the processors be damaged 
and/or rendered inoperative due to a localised event, the other 
processor should remain unharmed. 
The slave processor 4 is selected to be correspondent to the 

master processor 3, and both are configured to include the 
same application logic for processing one or more data 
streams. A pipelined processing sequence 5 is shown sche 
matically within the master processor 3, comprising a plural 
ity (here three) functions 6, 7, 8 which are to be successively 
applied by the application logic to the flow of data within the 
data stream. Each function acts on the data to invoke a change 
and/or update to the data. Ofcourse, it is to be understood that 
any number of functions may be included within the pipeline 
depending on how the data is to be processed. 
A corresponding pipelined processing sequence 5 is also 

implemented within the slave processor 4, as shown in FIG. 1 
(as ghost lining), which during normal operation is regarded 
as being “logically inactive’, as explained in further detail 
below. 

Although not shown in FIG. 1, the distributed architecture 
1 may also include a plurality of other processors, each con 
nected to the network 2 to receive and process respective data 
streams. A portion of the processors may be designated as 
master processors, with another portion being identified as 
slave processors, each slave being assigned to a respective 
master processor. Hence, it is to be understood that the 
example shown in FIG. 1 is readily scalable to suit the desired 
processing application and/or environment. 

Referring now to FIGS. 1 and 2, there is shown a message 
9, which has been sent via the network 2, as part of a data 
stream. The message 9 essentially corresponds to a "trigger 
ing event that when acted upon by one or more of the func 
tions 6, 7, 8 in the processing pipeline 5, generates some 
particular response or action within the master processor 3. In 
FIGS. 1 to 8, the processing pipeline is denoted generally by 
label 5’, but it should be appreciated that the pipeline corre 
sponds to the processing flow between functions 6, 7 and 8, as 
indicated by the arrows illustrated there between. The mes 
sage handling in this example is controlled by a CSP data 
control method, implemented within the middleware APIs of 
the architecture, as a communications based kernel. The mes 
sage 9 may be directly addressed to the master processor 3, or 
as in this example, has been multi-cast on the network 2 So 
that any interested processors can receive it. 
As shown in FIG. 3, the message 9 enters the pipeline 5, 

within the master processor 3, and function 6 is then applied 
to the triggering message. The message 9 is processed by the 
application logic and proceeds to change and/or update an 
associated data, shown schematically as 10 in FIG. 4, in 
response to the message. As part of the message processing, 
the application logic creates a data structure in the form of a 
data packet 11, called a “transaction unit', which encapsu 
lates a complete description of what changes/updates have 
been made to the data 10 as a result of the message 9. In this 
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way, the transaction unit 11 maintains a Summary or record of 
what response or action the message 9 invoked when pro 
cessed by function 6 in the pipeline 5. 

In addition to the Summary or record, the transaction unit 
11 also contains information relating to the triggering event 
and a new outgoing message 11a for triggering another event 
at the next step in the pipeline 5. The instructions within 
message 11a will depend on what changes/updates have just 
been made and what the intended/expected response should 
be along the processing pipeline 5. 

At the time the transaction unit 11 is created, a copy of the 
transaction unit is also made available on the network 2 by the 
master processor 3, as shown in FIG. 4. The master processor 
3 multi-casts the transaction unit 11 via the network 2 (as 
indicated by the bi-directional arrow in FIG. 4), so that any 
interested processors (particularly the slave processor 4) can 
receive it as part of the data stream. 
The pipeline 5 continues to process the data stream by 

consuming the transaction unit 11, and processing message 
11a by applying it to function 7, as shown in FIG. 5. Once 
again, the message 11a acts as a triggering event and causes 
the application logic to change and/or update an associated 
data 12, as indicated in FIG. 6. As before, another transaction 
unit 12 is created, which encapsulates a complete description 
of the changes/updates to the data 12 in response to message 
11a, while a copy of the transaction unit 12 is multi-cast via 
the network 2. 

The new transaction unit 12 is consumed by the application 
logic as it progresses through the pipeline 5. Such that func 
tion 8 is then applied to message 12a, as shown in FIGS. 7 & 
8. All the while, the multi-cast copies of the transaction units 
11, 12 are propagating through the network 2 and are being 
received by the slave processor 4. 

However, at the time the transaction unit 12 is consumed by 
the application logic of pipeline 5, and function 8 is applied to 
message 12a, the master processor 3 experiences an error 
event, in this example a fatal power loss, which renders the 
processor inoperative, as shown in FIG. 9. As a result, all 
processing halts on the master processor 3 and no further 
transaction units are multi-cast to the network 2. 

The slave processor 4 has no knowledge of the error event 
at the time the event occurs, and therefore proceeds to con 
tinue with its instructions to emulate the transactional state of 
the master processor 3. The slave processor 4 achieves this 
emulation by logically tracking, i.e. effectively “shadowing. 
the pipelined processing sequence carried out within the mas 
terprocessor 3 (as shown in FIGS.3 to 8). Therefore, the slave 
processor 4 proceeds to process any transaction units received 
via the network 2 from the master processor 3, including any 
that have been stored in its conventional FIFO (First In, First 
Out) type buffer. As shown in FIG.9, the transaction units 11, 
12 have arrived at the slave processor 4 and have been queued 
in the processor's buffer (not shown). 

During normal operation of the master processor 3, the 
application logic within the slave processor 4 is deemed to be 
“logically inactive'. In other words, although the pipeline 5' is 
fully functional, the application logic is not formally “acti 
vated and consequently the slave processor 4 is blocked from 
sending any copies of its transaction units via the network 2. 
However, despite the status of the application logic, slave 
processor 4 is able to track the transactional state of the master 
processor 3, by processing the one or more transaction units 
11, 12. 
The slave processor 4 tracks the transactional state of the 

master processor 3 by regenerating the data stream as a result 
of consuming the transaction units 11, 12. Since each trans 
action unit contains a record of what changes it made to the 
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10 
data 10, 12, the slave processor 4 is able to follow the changes/ 
updates and apply these to its own equivalent data. Therefore, 
as shown in FIGS. 10 and 11, transaction unit 11 is applied to 
function 6', which results in data 10' being changed/updated 
in accordance with the changes/updates to data 10. However, 
there is now no need to process the released message 11a, as 
transaction unit 12 can instead be simply consumed by func 
tion 7" to change/update data 12", as shown in FIGS. 12 and 13. 
with any released messages, such as message 11a, being 
queued within the slave processor 4. 

Hence, it is clear that the slave processor 4 is able to 
regenerate the original data stream by restoring the messages 
in the same order in which they were originally created and/or 
processed by the master processor 3. Moreover, as each trans 
action unit contains a complete description as to how the data 
was changed/update, asynchronously processing the transac 
tion units in the order in which they are received, allows the 
slave processor 4 to align itself with the transactional State of 
the master processor 3. 

In FIG. 13, the message released from consuming transac 
tion unit 12, i.e. message 12a, is queued by the application 
logic in anticipation of a further transaction unit from the 
master processor 3. However, as shown in FIG. 14, the slave 
processor 4 eventually becomes aware that the master pro 
cessor 3 has experienced an error event, due to an absent 
“heartbeat' message expected from the master processor 3 
(indicated Schematically as crossed lines on the input to the 
slave). Whereupon, the slave processor 4 acts to assume con 
trol over the failed master processor 3 and, importantly, to 
avoid any interruption in the flow of data within the data 
Stream. 

At the point where the slave processor 4 becomes aware 
that the master processor 3 has failed, the slave processor 4 
automatically activates its application logic and begins to 
process any queued messages in the pipeline 5'. Therefore, as 
shown in FIG. 15, the pipeline 5' (now indicated by solid 
lines) processes the previously queued message 12a and the 
application logic removes the block on sending transaction 
units via the network 2. At this point, the slave processor 4 
becomes the new master processor. 
The new masterprocessor 4 also sends a kill message to the 

original master processor 3 to ensure that it shuts down com 
pletely, even if it appears that the original master processor 3 
has already ceased operating. In this way, the original master 
processor 3 can be removed from the processing pipeline as 
rapidly as possible, while allowing the new master processor 
4 to assert control over it. 
A comparison of FIGS. 8 and 15 reveals that the new 

master processor 4 is now in the same transactional state as 
the original master processor 3 was just before the error event. 
Therefore, as a result of restoring the original messages 
within both the data stream and processing pipeline, the new 
master processor 4 has aligned its data with that of the original 
master processor 3. 

Referring to FIGS. 15 & 16, the application logic now 
applies function 8' to the message 12a, which enables data 13 
to be changed and/or updated, the details of which are encap 
sulated within a new transaction unit 14 that is made available 
to the network 2 by the new master processor 4. In this way, 
there is no interruption in the flow of data within the archi 
tecture 1, as the new master processor 4 continues from the 
exact point where the failed master processor ceased operat 
ing. As a result, the architecture is able to maintain the integ 
rity of the data stream, without any loss of data. 
The change of control between the master and former slave 

processors 3, 4 occurs substantially at “RAM speed upon 
detection of the missed heartbeat. Therefore, from an opera 
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tor's point of view, the reconfiguration is imperceptible and 
there is consequently negligible or no change in the availabil 
ity of the system. 
The above embodiments are described by way of example 

only. Many variations are possible without departing from the 
invention. 
The invention claimed is: 
1. A distributed architecture configured to maintain the 

integrity of data streams within a multi-pipelined processing 
environment, the architecture comprising: 

a communications network for carrying a plurality of data 
streams; 

a master processor adapted to process one or more mes 
Sages in at least one of the data streams, the message 
processing including the creation of one or more data 
packets within the at least one data stream, each packet 
encapsulating a transaction unit for the message pro 
cessing, the transaction unit including the message that 
triggered the message processing, a description of 
changes or updates to data made as a result of the mes 
Sage processing and a message configured to trigger 
Subsequent processing; and 

at least one slave processor adapted to emulate the trans 
actional state of the master processorby regenerating the 
at least one data stream as a result of processing the one 
or more data packets by storing the description of 
changes or updates to the data made as a result of the 
message processing and storing the message configured 
to trigger Subsequent processing in a processing queue, 
whereupon in response to an error event on the master 
processor, the slave processor acts to avoid interrupting 
the at least one data stream by generating one or more 
Successive data packet(s) using only data previously 
received from the master processor. 

2. The distributed architecture as in claim 1, wherein the 
slave processor is configured to regenerate the at least one 
data stream by restoring the one or more messages. 

3. The distributed architecture as in claim 2, wherein the 
slave processor is configured to restore the one or more mes 
Sages in the same order in which they were originally created 
and/or processed. 

4. The distributed architecture as in claim 1, wherein the 
regeneration of the at least one data stream preserves the 
dynamic state of the one or more messages. 

5. The distributed architecture as in claim 1, wherein the 
slave processor is configured to asynchronously process the 
one or more data packets. 

6. The distributed architecture as in claim 1, wherein the 
slave processor is further configured to make any successive 
data packets available on the communications network as part 
of the at least one data stream. 

7. The distributed architecture as in claim 1, wherein the 
master processor is configured to automatically shut-down in 
response to the error event. 

8. The distributed architecture as in claim 1, wherein the 
slave processor is configured to assume control over the mas 
ter processor in response to detecting the error event. 

9. The distributed architecture as in claim 8, wherein the 
slave processor is arranged to assume control over the master 
processor within substantially several tens of milliseconds of 
the error event being detected. 

10. The distributed architecture as in claim 1, wherein the 
slave processor is configured to be logically inactive until the 
error event is detected. 

11. The distributed architecture as in claim 1, wherein the 
message and/or packet handling is implemented within the 
middleware of the multi-pipelined processing environment. 
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12 
12. The distributed architecture as in claim 1, wherein the 

communications network has an inter-meshed topology. 
13. The distributed architecture as in claim 1, wherein the 

at least one data stream includes information from one or 
more data sources. 

14. The distributed architecture as in claim 1, wherein the 
architecture further comprises a plurality of processors, with 
a portion acting as master processors and another portion 
acting as slave processors, with at least one slave processor 
associated with each master processor. 

15. The distributed architecture as in claim 1, wherein the 
slave processor is configured to delete a stored message con 
figured to trigger subsequent processing from the processing 
queue after a subsequent transaction unit is received from the 
master processor. 

16. A method of maintaining the integrity of data streams 
within a multi-pipelined processing environment, imple 
mented across a distributed architecture, the method compris 
ing the steps of: 

carrying a plurality of data streams on a communications 
network; 

processing, on a masterprocessor, one or more messages in 
at least one of the data streams, the processing including 
the creation of one or more data packets within the at 
least one of the data streams, each packet encapsulating 
a transaction unit for the message processing, the trans 
action unit including the message that triggered the mes 
Sage processing, a description of changes or updates to 
data made as a result of the message processing and a 
message configured to trigger Subsequent processing: 
and 

emulating, on at least one slave processor, the transactional 
state of the master processor by regenerating the at least 
one of the data streams as a result of processing the one 
or more data packets storing the description of changes 
or updates to the data made as a result of the message 
processing and storing the message configured to trigger 
Subsequent processing in a processing queue, where 
upon in response to an error event on the master proces 
Sor, the slave processor acts to avoid interrupting the at 
least one of the data streams by generating one or more 
Successive data packet(s) using only data previously 
received from the master processor. 

17. The method as in claim 16, wherein regenerating the at 
least one of the data streams comprises the step of restoring 
the one or more messages. 

18. The methodas in claim 17, wherein the step of restoring 
restores the one or more messages in the same order in which 
they were originally created and/or processed. 

19. The method as in claim 16, wherein regenerating the at 
least one of the data streams preserves the dynamic state of 
the one or more messages. 

20. The method as in claim 16, wherein the one or more 
data packets are processed asynchronously. 

21. The method as in claim 16, further comprising the step 
of making any successive data packets available on the com 
munications network as part of the at least one of the data 
Streams. 

22. The method as in claim 16, further comprising the step 
of transferring control from the master processor to the slave 
processor in response to detecting the error event. 

23. The method as in claim 16, further comprising the step 
of receiving information from one or more data sources as one 
or more data streams. 


