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CHAINING INFORMATION CARD 
SELECTORS 

RELATED APPLICATION DATA 

0001. This patent application is a continuation of co-pend 
ing U.S. patent application Ser. No. 13/302.938, titled 
“CHAINING INFORMATION CARD SELECTORS, filed 
Nov. 22, 2011, which is a continuation of U.S. patent appli 
cation Ser. No. 1 1/843,608, filed Aug. 22, 2007, now U.S. Pat. 
No. 8,087,060, issued Dec. 27, 2011, which claims the benefit 
of U.S. Provisional Patent Application Ser. No. 60/895.312, 
filed Mar. 16, 2007, of U.S. Provisional Patent Application 
Ser. No. 60/895,316, filed Mar. 16, 2007, and U.S. Provi 
sional Patent Application Ser. No. 60/895.325, filed Mar. 16, 
2007, all of which are incorporated by reference herein for all 
purposes. This patent application is related to co-pending 
U.S. patent application Ser. No. 1 1/843,572, filed Aug. 22. 
2007, now U.S. Pat. No. 8,073,783, issued Dec. 6, 2011, to 
co-pending U.S. patent application Ser. No. 1 1/843,638, filed 
Aug. 22, 2007, and to co-pending U.S. patent application Ser. 
No. 1 1/843,640, filed Aug. 22, 2007, now U.S. Pat. No. 8,074, 
257, issued Dec. 6, 2011, all of which are incorporated by 
reference herein for all purposes. 

FIELD OF THE INVENTION 

0002 This invention pertains to performing on-line trans 
actions, and more particularly to Supporting multiple card 
selectors used in performing on-line transactions. 

BACKGROUND OF THE INVENTION 

0003. When a user interacts with sites on the Internet 
(hereafter referred to as “service providers' or “relying par 
ties”), the service provider often expects to know something 
about the user that is requesting the services of the provider. 
The typical approach for a service provider is to require the 
user to log into or authenticate to the service provider's com 
puter system. But this approach, while satisfactory for the 
service provider, is less than ideal to the user. First, the user 
must remember a username and password for each service 
provider who expects such information. Given that different 
computer systems impose different requirements, and the 
possibility that another user might have chosen the same 
username, the user might be unable to use the same username/ 
password combination on each Such computer system. (There 
is also the related problem that if the user uses the same 
username?password combination on multiple computer sys 
tems, someone who hacks one such computer system would 
be able to access other Such computer systems.) Second, the 
user has no control over how the service provider uses the 
information it stores. If the service provider uses the stored 
information in a way the user does not want, the user has 
relatively little ability to prevent such abuse, or recourse after 
the fact. 
0004 To address this problem, new systems have been 
developed that allow the user a measure of control over the 
information stored about the user. Windows CardSpaceTM 
(sometimes called CardSpace) is a Microsoft implementation 
of an identity meta-system that offers a solution to this prob 
lem. (Microsoft, Windows, and CardSpace are either regis 
tered trademarks or trademarks of Microsoft Corporation in 
the United States and/or other countries.) A user can store 
identity information with an identity provider the user trusts. 
When a service provider wants some information about the 
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user, the user can control the release of information stored 
with the identity provider to the service provider. The user can 
then use the offered services that required the identity infor 
mation. 

0005 Systems such as Microsoft Windows CardSpace do 
not establish a single way to manage the information cards. 
This “lack” of a “standard” is actually a good thing, in that 
parties that develop card selectors are not limited to a single 
defined mechanism for storing and using information cards. If 
a developer decides that a particular piece of data is important 
to store with an information card, there is no “standard” that 
prohibits the developer from adding that data to the informa 
tion card. But it creates a problem in that information cards 
created by different systems might not be compatible with 
card managers of other developers. 
0006 Information card management tools typically offer 
the ability to export and import information cards. By export 
ing and importing cards, users can, if they choose, consolidate 
their information cards in a single card store that uses a 
common structure. But such import and export functions can 
result in the loss of data in the information card. For example, 
if it turns out that one information card management system 
stores a particular piece of data that is used only by the card 
selector developed by that same developer, exporting and 
importing the information card into a new card management 
system can result in the loss of that piece of data and the 
corresponding functionality. 
0007. A need remains for a way to provide users with the 
ability to manage their information cards without losing func 
tionality that addresses these and other problems associated 
with the prior art. 

SUMMARY OF THE INVENTION 

0008. In an embodiment of the invention, a machine stores 
information cards in a plurality of card stores, each of which 
is associated with a card selector. When the machine is used to 
perform an on-line transaction, a generic card selector is 
invoked. The generic card selector uses a selector policy 
engine to select an appropriate card selector to be used in the 
transaction. The selector policy engine can indicate that the 
user should be prompted to select a card selector. An infor 
mation card can then be identified and used in performing the 
on-line transaction. 
0009. The foregoing and other features, objects, and 
advantages of the invention will become more readily appar 
ent from the following detailed description, which proceeds 
with reference to the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 FIG. 1 shows a sequence of communications 
between a client, a relying party, and an identity provider. 
0011 FIG. 2 shows a system designed to provide the abil 
ity to manage information cards, according to an embodiment 
of the invention. 

0012 FIG.3 shows details about interactions between the 
generic card selector and other card selectors and information 
cards in the system of FIG. 2. 
0013 FIG. 4 shows examples of types of data that can be 
used by the selector policy engine of FIG.3 in selecting a card 
selector. 

0014 FIG. 5 shows an example screenshot presented to a 
user in selecting a card selector in the system of FIG. 2. 



US 2013/0014208A1 

0015 FIG. 6 shows a flowchart of a procedure for using 
multiple card selectors to manage information cards in the 
system of FIG. 2. 
0016 FIG. 7 shows a flowchart of different procedures for 
selecting a card selector in the system of FIG. 2. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

0017. Before explaining the invention, it is important to 
understand the context of the invention. 
0018 FIG. 1 shows a sequence of communications 
between a client, a relying party, and an identity provider. For 
simplicity, each party (the client, the relying party, and the 
identity provider) may be referred to by their machines. 
Actions attributed to each party are taken by that party's 
machine, except where the context indicates the actions are 
taken by the actual party. 
0019. In FIG. 1, computer system 105, the client, is shown 
as including computer 110, monitor 115, keyboard 120, and 
mouse 125. A person skilled in the art will recognize that 
other components can be included with computer system 105: 
for example, other input/output devices, such as a printer. In 
addition, FIG. 1 does not show some of the conventional 
internal components of computer system 105; for example, a 
central processing unit, memory, storage, etc. Although not 
shown in FIG. 1, a person skilled in the art will recognize that 
computer system 105 can interact with other computer sys 
tems, such as relying party 130 and identity provider 135, 
either directly or over a network (not shown) of any type. 
Finally, although FIG. 1 shows computer system 105 as a 
conventional desktop computer, a person skilled in the art will 
recognize that computer system 105 can be any type of 
machine or computing device capable of providing the Ser 
vices attributed hereinto computer system 105, including, for 
example, a laptop computer, a personal digital assistant 
(PDA), or a cellular telephone. 
0020 Relying party 130 is a machine managed by a party 
that relies in some way on the identity of the user of computer 
system 105. The operator of relying party 130 can be any type 
of relying party. For example, the operator of relying party 
130 can be a merchant running a business on a website. Or, the 
operator of relying party 130 can be an entity that offers 
assistance on some matter to registered parties. Relying party 
130 is so named because it relies on establishing some iden 
tifying information about the user. 
0021) Identity provider 135, on the other hand, is managed 
by a party responsible for providing identity information (or 
other such information) about the user for consumption by the 
relying party. Depending on the type of information identity 
provider 135 stores for a user, a single user might store iden 
tifying information with a number of different identity pro 
viders 135, any of which might be able to satisfy the request 
of the relying party. For example, identity provider 135 might 
be a governmental agency, responsible for storing informa 
tion generated by the government, such as a driver's license 
number or a social security number. Or, identity provider 135 
might be a third party that is in the business of managing 
identity information on behalf of users. 
0022. The conventional methodology of releasing identity 
information can be found in a number of sources. One Such 
source is Microsoft Corporation, which has published a docu 
ment entitled Introducing Windows CardSpace and is hereby 
incorporated by reference. To Summarize the operation of 
Windows CardSpace, when a user wants to access Some data 
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from relying party 130, computer system 105 requests the 
security policy of relying party 130, as shown in communi 
cation 140, which is returned in communication 145 as secu 
rity policy 150. Security policy 150 is a summary of the 
information relying party 130 needs, how the information 
should be formatted, and so on. 
0023. Once computer system 105 has security policy 150, 
computer system 105 can identify which information cards 
will satisfy security policy 150. Different security policies 
might result in different information cards being usable. For 
example, if relying party 130 simply needs a username and 
password combination, the information cards that will satisfy 
this security policy will be different from the information 
cards that satisfy a security policy requesting the user's full 
name, mailing address, and Social security number. The user 
can then select an information card that satisfies security 
policy 150. 
0024. Once the user has selected an acceptable informa 
tion card, computer system 105 uses the selected information 
card to transmit a request for a security token from identity 
provider 135, as shown in communication 155. This request 
can identify the data to be included in the security token, the 
credential that identifies the user, and other data the identity 
provider needs to generate the security token. Identity pro 
vider 135 returns security token 160, as shown in communi 
cation 165. Security token 160 includes a number of claims, 
or pieces of information, that include the data the user wants 
to release to the relying party. Security token 160 is usually 
encrypted in some manner, and perhaps signed and/or time 
stamped by identity provider 135, so that relying party 130 
can be certain that the security token originated with identity 
provider 135 (as opposed to being spoofed by someone intent 
on defrauding relying party 130). Computer system 105 then 
forwards security token 160 to relying party 130, as shown in 
communication 170. 

0025. In addition, the selected information card can be a 
self-issued information card: that is, an information card 
issued not by an identity provider, but by computer system 
105 itself. In that case, identity provider 135 effectively 
becomes part of computer system 105. 
0026. In this model, a person skilled in the art will recog 
nize that because all information flows through computer 
system 105, the user has a measure of control over the release 
of the user's identity information. Relying party 130 only 
receives the information the user wants relying party 130 to 
have, and does not store that information on behalf of the user 
(although it would be possible for relying party 130 to store 
the information in security token 160: there is no effective 
way to prevent Such an act). 
0027. The above description does not touch on the possi 
bility that there might be more than one card selector. Put 
another way, the above description, which is how the system 
is generally envisioned as operating, does not address the 
consideration that there might be multiple different plat 
forms, each of which could use one or more different card 
providers. This is the problem that embodiments of this 
invention address. 
0028 Now that the problem finding a way to permit 
different card stores that communicate with different card 
providers—is understood, a solution to the problem can be 
described. FIG. 2 shows a system to perform a transaction 
without storing information card information on computer 
system 105, according to an embodiment of the invention. In 
FIG. 2, computer system 105 includes generic card selector 
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205, receiver 210, and transmitter 215. Generic card selector 
205 is responsible for enabling a user to select information 
card 220 that satisfies the security policy, but might not be 
able to interface with every card store on computer system 
105. Receiver 210 is responsible for receiving data transmit 
ted to computer system 105, and transmitter 215 is respon 
sible for transmitting information from computer system 105. 
These components are the same as those found in computer 
system 105 as shown in FIG. 1. 
0029 FIG.3 shows details about interactions between the 
generic card selector and other card selectors and information 
cards in the system of FIG. 2. In FIG. 3, generic card selector 
205 uses selector policy engine 305 to select a card selector 
that can be used to interface with one or more card stores. For 
example, in FIG. 3, card selector 310 is shown as interfacing 
with card store 315, which can include information card 215; 
card selector 320 is shown as interfacing with card store 325: 
and card selector 330 is shown as interfacing with card store 
335. While FIG.3 shows three card selectors, each interfacing 
with one card store, a person skilled in the art will recognize 
that there can be any number of card selectors, each of which 
can interface with any number of card stores. Further, it can 
occur that multiple card selectors can interface with a single 
card store. 

0030 Selector policy engine 305 uses policies to select the 
appropriate card store. Any desired policies can be used. FIG. 
4 shows examples of policies that can be used to select a card 
selector. In FIG. 4, among the various data that can be used to 
select the card selector are: security policy 160 received from 
the relying party; user name (or login ID) 405; other user data 
410, which can be any other data about the user: for example, 
the department in which the user works; and user preference 
415 (for example, the user might indicate that when providing 
information to a particular relying party to use a particular 
card selector). In addition, the policy used to select a card 
selector can be time-based policy 420 or location-based 
policy 425, in which case the time when and/or location 
where the policy is used can be a factor in selecting the card 
selector. For example, during work hours, selector policy 
engine 305 might select one card selector, but outside of 
working hours, selector policy engine 305 might select a 
different card selector. Or when selector policy engine 305 
can select different card selectors based on whether the com 
puter on which the user is performing the transaction is at 
work or at home. Finally, selector policy engine 305 can use 
adaptive policy 430. Adaptive policy 430 is a policy that 
changes over time: the rules governing its operation are not 
constant. For example, an adaptive policy might learn to 
identify patterns in the user's choice of card selectors and 
adjust itself accordingly to try and anticipate the user's pat 
tern. A person skilled in the art will also recognize that any 
other policy can be used to select the card selector. 
0031 When selector policy engine 305 receives a policy, 
the selection of the card selector can be performed automati 
cally. Selector policy engine 305 can also indicate that the 
user should be prompted to select a card selector. In that case, 
the user is given the option of selecting the card selector to use 
for the transaction. A person skilled in the art will also rec 
ognize that even if selector policy engine 305 automatically 
selects a card selector based on one or more policies, the user 
can manually override that choice, and choose a different card 
selector. 

0032 FIG. 5 shows an example screenshot presented to a 
user in selecting a card selector in the system of FIG. 2. In 
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FIG. 5, screen 505 is shown with pop-up window 510 giving 
the user the opportunity to select a card selector. The user 
might see pop-up window 510 because the selector policy 
engine indicated that the user was Supposed to manually 
select the card selector. Or it might be that the selector policy 
engine had automatically selected a card selector, but the user 
overrode that selection, and so was presented with pop-up 
window 510. 
0033 Regardless of the sequence that led to screenshot of 
FIG. 5, pop-up window 510 offers the user at least two card 
selectors 515 and 520 (there might be more card selector 
options found by scrolling down pop-up window 510). For 
each card selector, pop-up window can provide information 
about the card selector, Such as the cards managed by that card 
selector. For example, in card selector 515, information card 
215 is available, whereas in card selector 520, information 
card 525 is available. Once the user has selected the desired 
card selector, the user can then select an information card 
using that card selector, and complete the transaction. 
0034 FIG. 6 shows a flowchart of a procedure for using 
multiple card selectors to manage information cards in the 
system of FIG. 2. At block 605, the machine receives a card 
selector as a plug-in to the generic card selector. This can 
occur for multiple different card selectors: as shown by 
dashed arrow 610, block 605 can be performed any number of 
times as appropriate. A person skilled in the will also recog 
nize that block 605 can be performed at any time, usually 
when a card store is made available on the machine. At block 
615, the machine receives a security policy from the relying 
party. At block 620, the generic card selector uses the selector 
policy engine to select a card selector, as described below 
with reference to FIG. 7. At block 625, an information card is 
identified using the card selector. Finally, at block 630, the 
machine uses the identified information card to satisfy the 
security policy. As described above, this typically involves 
requesting a security token from an identity provider, and 
transmitting the security token to the relying party. 
0035 Although FIG. 6 describes adding card selectors to 
the machine, FIG. 6 does not describe removing card selec 
tors. Typically, card selectors will remain on the machine as 
long as the associated card stores are on the machine. But a 
person skilled in the art will recognize that card selectors can 
also be removed from the machine, if they do not interface 
with any card stores on the machine. 
0036 FIG. 7 shows a flowchart of different procedures for 
selecting a card selector in the system of FIG. 2. At block 705, 
the selector policy engine can automatically select a card 
selector using one or more policies, as described above with 
reference to FIGS. 3-4. Alternatively, at block 710, the 
machine can present to the user a list of all available card 
selectors, and at block 715 the machine can receive from the 
user the preferred card selector. 
0037. The following discussion is intended to provide a 
brief, general description of a suitable machine in which 
certain aspects of the invention may be implemented. Typi 
cally, the machine includes a system bus to which is attached 
processors, memory, e.g., random access memory (RAM), 
read-only memory (ROM), or other state preserving medium, 
storage devices, a video interface, and input/output interface 
ports. The machine may be controlled, at least in part, by input 
from conventional input devices, such as keyboards, mice, 
etc., as well as by directives received from another machine, 
interaction with a virtual reality (VR) environment, biometric 
feedback, or other input signal. As used herein, the term 
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“machine' is intended to broadly encompass a single 
machine, or a system of communicatively coupled machines 
or devices operating together. Exemplary machines include 
computing devices such as personal computers, workstations, 
servers, portable computers, handheld devices, telephones, 
tablets, etc., as well as transportation devices. Such as private 
or public transportation, e.g., automobiles, trains, cabs, etc. 
0038. The machine may include embedded controllers, 
Such as programmable or non-programmable logic devices or 
arrays, Application Specific Integrated Circuits, embedded 
computers, Smart cards, and the like. The machine may utilize 
one or more connections to one or more remote machines, 
Such as through a network interface, modem, or other com 
municative coupling. Machines may be interconnected by 
way of a physical and/or logical network, Such as an intranet, 
the Internet, local area networks, wide area networks, etc. 
One skilled in the art will appreciate that network communi 
cation may utilize various wired and/or wireless short range 
or long range carriers and protocols, including radio fre 
quency (RF), satellite, microwave, Institute of Electrical and 
Electronics Engineers (IEEE) 545.11, Bluetooth, optical, 
infrared, cable, laser, etc. 
0039. The invention may be described by reference to or in 
conjunction with associated data including functions, proce 
dures, data structures, application programs, instructions, etc. 
which, when accessed by a machine, result in the machine 
performing tasks or defining abstract data types or low-level 
hardware contexts. Associated data may be stored in, for 
example, the Volatile and/or non-volatile memory, e.g., RAM, 
ROM, etc., or in other storage devices and their associated 
storage media, including hard-drives, floppy-disks, optical 
storage, tapes, flash memory, memory Sticks, digital video 
disks, biological storage, etc. Associated data may be deliv 
ered over transmission environments, including the physical 
and/or logical network, in the form of packets, serial data, 
parallel data, propagated signals, etc., and may be used in a 
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compressed or encrypted format. Associated data may be 
used in a distributed environment, and stored locally and/or 
remotely for machine access. 
0040 Having described and illustrated the principles of 
the invention with reference to illustrated embodiments, it 
will be recognized that the illustrated embodiments may be 
modified in arrangement and detail without departing from 
Such principles, and may be combined in any desired manner. 
And although the foregoing discussion has focused on par 
ticular embodiments, other configurations are contemplated. 
In particular, even though expressions such as “according to 
an embodiment of the invention' or the like are used herein, 
these phrases are meant to generally reference embodiment 
possibilities, and are not intended to limit the invention to 
particular embodiment configurations. As used herein, these 
terms may reference the same or different embodiments that 
are combinable into other embodiments. 
0041 Consequently, in view of the wide variety of permu 
tations to the embodiments described herein, this detailed 
description and accompanying material is intended to be 
illustrative only, and should not be taken as limiting the scope 
of the invention. What is claimed as the invention, therefore, 
is all Such modifications as may come within the scope and 
spirit of the following claims and equivalents thereto. 

1. An apparatus, comprising: 
a computer; 
a card store; 
a plurality of card selectors; 
a generic card selector to receive a security policy; 
a selector policy engine to identify one of the plurality of 

card selectors; and 
means for using one of the information cards in said card 

store with said identified card selector to respond to the 
security policy. 


