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(57) ABSTRACT 

An encryption device for a telephone having a handset and 
a base unit is disclosed. The device includes a handset 
interface, a first converter, an encryption processor, a Second 
converter, and a host interface. The handset interface 
receives analog output signals from the handset. The first 
converter converts the analog output Signals into digital 
output signals. The encryption processor includes a com 
preSSor, a key manager, an encryptor, and a modulator. The 
key manager generates key material for encrypting the 
digital output Signals. The compressor compresses the digi 
tal output Signals, the encryptor encrypts the digital output 
Signals based on the key material, and the modulator modu 
lates the encrypted digital output Signals. The Second con 
verter converts the encrypted digital output signals into 
encrypted analog output Signals. The host interface receives 
the encrypted analog output signals from the encryption 
processor, and forwards the encrypted analog output signals 
to the base unit. 
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ENCRYPTION AND AUTHENTICATION 
METHODS AND APPARATUS FOR SECURING 

TELEPHONE COMMUNICATIONS 

RELATED APPLICATIONS 

0001. This application claims priority from U.S. Provi 
sional patent application Ser. No. 60/106,016, filed Oct. 28, 
1998, the contents of which are hereby incorporated by 
reference. This application claims priority from U.S. Provi 
sional patent application Ser. No. 60/122,682, filed Mar. 3, 
1999, the contents of which are hereby incorporated by 
reference. The Subject matter disclosed herein is related to 
the subject matter disclosed in application Ser. No. filed on 
even date herewith, entitled "Apparatus and methods for 
cryptographic Synchronization in packet based communica 
tions.” 

FIELD OF THE INVENTION 

0002 The present invention relates generally to encryp 
tion devices. In particular, the invention relates to methods 
and apparatus for Securing telephone communications by 
encrypting audio signals between the handset and base unit 
of a host telephone. 

BACKGROUND OF THE INVENTION 

0003. Historically, non-governmental voice communica 
tions over telephone networks have rarely been Secured with 
an encryption product. This is largely due to the high 
expense typically associated with Such a product, and the 
administrative burden of managing encryption keys among 
the devices. Yet the value of the information conveyed over 
telephone networks is increasing Steadily. Telephone Secu 
rity products would see widespread use if their costs were 
reduced to the point where the corporate, financial, legal, 
medical, and industrial communities could afford them, and 
if the administrative tasks associated with the Set-up and 
control of these products was minimized. 
0004 Existing telephone security products typically con 
nect between the telephone and the telephone network. This 
typically permitted their application only on public-Switched 
telephone networks (PSTNs), however, since they fre 
quently interfere with proprietary Services offered over 
private branch exchange (PBX) based telephone networks. 
In addition, these products usually cannot be applied to 
networks where proprietary digital PBXs or Integrated Ser 
vices Digital Network (ISDN) protocols are employed since 
these interfaces are not standardized. 

0005 Thus, there is a need in the art for a small, inex 
pensive encryption device that can be connected between the 
handset and base unit of any of a variety of ordinary 
telephones to provide Secure, fall-duplex telephone conver 
sations that are immune from eavesdropping with no deg 
radation in Speech quality. 

SUMMARY OF THE INVENTION 

0006 According to the present invention, an encryption 
device for a telephone having a handset and a base unit 
comprises a handset interface, a first converter, an encryp 
tion processor, a Second converter, and a host interface. The 
handset interface receives analog output Signals from the 
handset, and the first converter converts the analog output 
Signals into digital output signals. 
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0007. The encryption processor comprises a compressor, 
a key manager, an encryptor, and a modulator. The key 
manager generates key material for encrypting the digital 
output signals. The compressor compresses the digital out 
put Signals, the encryptor encrypts the digital output signals 
based on the key material, and the modulator modulates the 
encrypted digital output signals. 

0008. The second converter converts the encrypted digi 
tal output Signals into encrypted analog output signals, and 
the host interface receives the encrypted analog output 
Signals from the encryption processor, and forwards the 
encrypted analog output signals to the base unit. 

0009. The encryption device can also include a human 
machine interface coupled to the encryption processor Via 
which a user of the encryption device can communicate with 
the encryption processor. 

0010. According to one aspect of the invention, the 
encryption device can include a gain adjustment circuit 
coupled to the base unit interface that adjusts a signal level 
of the encrypted analog output signals. A user of the device 
can use the human-machine interface to enter a code that 
corresponds to the telephone to which the device is coupled. 
The gain adjustment circuit can then adjust the Signal level 
of the encrypted analog output Signals based on the received 
code. 

0011. According to another aspect of the invention, the 
encryption device can include a bypass control circuit that is 
coupled to the handset interface and to the base unit inter 
face, via which the analog output Signals can bypass the 
encryption processor. A user of the device can use the 
human-machine interface to cause the analog output signals 
to Selectively bypass the encryption processor. 

0012. According to still another aspect of the invention, 
the encryption device can include a bias detect circuit 
coupled to the base unit interface, and a microphone bias 
circuit coupled to the bias detect circuit and to the handset 
interface. The bias detect circuit detects a bias Voltage 
polarity provided by the base unit interface, and directs the 
microphone bias circuit to provide the bias Voltage polarity 
to the handset. 

0013. According to another aspect of the invention, the 
encryption processor encrypts the output signals by gener 
ating a cryptographic Session key, defining a State Vector, 
encrypting the State vector to produce a keystream. The State 
vector is encrypted using the cryptographic Session key and 
a cryptographic block transformation. Then, the keystream 
is combined with the output Signals to produce encrypted 
output signals. The encryption processor can define the State 
vector, at least in part, by incrementing a value of the 
variable field. 

0014. According to still another aspect of the invention, 
the encryption device can include a processor having a 
memory for Storing a Set of Security parameters. The pro 
ceSSor transmits to a far-end telephone a message containing 
a representation of the Set of Security parameters. The 
processor then receives from the far-end telephone a mes 
Sage containing a Selected Security parameter Selected from 
the Set of Security parameters. The encryption device then 
establishes a Secure Session with the far-end telephone based 
on the Selected Security parameter. 
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0.015. A decryption device according to the invention 
comprises a host interface, a first converter, a decryption 
processor, a Second converter, and a handset interface. The 
host interface receives analog input Signals from the base 
unit, and the first converter converts the analog input signals 
into digital input signals. The decryption processor com 
prises a demodulator that demodulates the digital input 
Signals, a key manager that generates key material for 
decrypting the digital input Signals, a decryptor that decrypts 
the digital input Signals based on the key material, and a 
decompressor that decompresses the decrypted digital input 
Signals. The Second converter converts the decrypted digital 
input signals into decrypted analog input Signals, and the 
handset interface receives the decrypted analog input signals 
from the decryption processor, and forwards the decrypted 
analog input Signals to the handset. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0016. The foregoing Summary, as well as the following 
detailed description of the preferred embodiments, is better 
understood when read in conjunction with the appended 
drawings. For the purpose of illustrating the invention, the 
drawings show certain preferred embodiments. It is under 
stood, however, that the invention is not limited to the 
Specific methods and apparatus disclosed. 
0017 FIG. 1 shows a preferred embodiment of an 
encryption System according to the present invention. 
0.018 FIG. 2 is an application diagram for an encryption 
System according to the present invention. 
0.019 FIG. 3 is a functional block diagram of an encryp 
tion System according to the present invention. 
0020 FIG. 4 is a block diagram of a preferred embodi 
ment of an encryption System according to the present 
invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

0021. As shown in FIG. 1, a Secure Communications 
System (SCS) 100 according to the present invention is a 
Small device that can be connected between a handset 10 and 
base unit 12 of a host telephone 20. Host telephone 20 can 
be a digital or analog telephone, and can be connected to a 
public or private network. For example, a Standard analog 
telephone (like those used in residential applications) would 
be connected to an analog telephone network. Proprietary 
digital phones, like the AT&T “DEFINITY” series tele 
phones, typically connect to a private digital PBX. ISDN 
telephones typically provide a digital interface to a public 
network over ISDN service. 

0022 Regardless of the type of host telephone or net 
work, SCS 100 receives analog output signals (i.e., audio, 
Such as voice) from a microphone in handset 10, and then 
digitizes, compresses, and encrypts the output signals. The 
output signals are then converted back to analog tones. The 
analog tones are forwarded over the telephone network to 
which host telephone 20 is connected to a second host 
telephone comprising a second SCS (not shown in FIG. 1). 
0023. When received at the second SCS, the analog tones 
are demodulated and decrypted into compressed audio. The 
compressed audio is then expanded and converted back to an 
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analog signal, which is driven out to the handset's earpiece. 
The identical process is also performed in the reverse 
direction within each SCS. The result is a full-duplex 
telephone conversation that is immune from eavesdropping 
with no degradation in Speech quality. 
0024 Preferably, SCS 100 can be connected between the 
handset 10 and base unit 12 of a typical desktop telephone. 
Since SCS 100 does not connect to the telephone network 
directly, it can be used on any type of telephone network, 
whether it is digital or analog, or whether it is private or 
public. Additionally the full set of features provided by a 
PBX system (such as call forwarding, message waiting 
indications, etc.) remain available to the telephone to which 
SCS 100 is coupled. Thus, SCS 100 provides privacy and 
authentication for voice communications over digital and 
analog public and private telephone networks at an afford 
able price. 
0025 FIG. 2 is an application diagram for an encryption 
system (or SCS) 100 according to the present invention. 
Referring to FIG. 2, a first user 30A uses a first telephone 
comprising a handset 10A, an SCS 100A, and a base unit 
12A. Whenever user 30A speaks, for example, into handset 
10A, SCS 100A receives an analog output signal from a 
microphone in handset 10A. As described above, SCS100A 
digitizes the analog output Signal, and compresses the result 
ing digital data into a bitstream. Preferably, the compression 
process is tailored to proceSS Speech in a near toll-quality 
manner. The bitstream is then encrypted, and cryptographic 
Synchronization fields are appended to the resulting cipher 
text (ciphertext is the bitstream resulting from the encryption 
of plaintext). The ciphertext is then converted back to an 
analog signal (e.g., analog tones) using an integral modula 
tor. 

0026 SCS 100A delivers the analog tones to base unit 
12A. Base unit 12A then forwards the analog tones over a 
telephone network 32 to a second base unit 12B of a remote 
host telephone operated by a second user 30B. Base unit 12B 
delivers the analog tones to a second (i.e., far-end) SCS 
100B. When received at far-end SCS 100B, the analog tones 
are demodulated into ciphertext, and decrypted into com 
pressed audio. The compressed audio is then expanded and 
converted back to an analog Signal, which is driven out to an 
earpiece of handset 30B. 
0027 FIG. 3 is a functional block diagram of a voice 
encryption System 100 according to the present invention. 
The functions performed by SCS 100 include a handset 
interface 102 So that analog signal levels can be adjusted 
appropriately, and to provide a proper polarity DC bias 
Voltage to the handset microphone. This DC bias Voltage is 
necessary for microphones to operate, in that this Voltage is 
amplitude modulated by the audio signals presented to the 
microphone. In general, telephone handset interfaces are not 
Standardized. A Specific model of telephone might use either 
positive or negative microphone DC bias Voltage. 

0028. To accommodate potential connection across a 
variety of telephones, SCS 100 automatically detects the DC 
bias Voltage polarity provided by the host telephone and 
correspondingly adjusts the DC bias Voltage polarity pro 
vided to handset 10. Preferably, this is accomplished through 
the use of an opto-coupler device, with its input diode 
connected acroSS the two microphone leads from the host 
telephone. When the leads are positively biased, the opto 
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coupler's input diode conducts current, and its output tran 
Sistors are activated. These output transistors control the 
State of a pair of Solid-State Switches, which in turn provide 
either a negative or positive DC bias voltage to handset 10. 
An opto-coupler is employed to provide DC voltage isola 
tion between the host telephone and the SCS circuitry. 
0029. Following handset interface function 102, a first 
converter function 166 is employed to translate the analog 
Signals used by handset 10 into a digital representation for 
processing. A vocoder function 161 translates the digitized 
audio into a compressed format where the bit rate is reduced 
to an appropriate rate for transmission by a modem. This rate 
is determined by the capabilities of the modulator when 
considering the quality of the telephone connection between 
SCS parties. When the anticipated telephone connection 
quality is high, the modulator is capable of higher bit-rate 
communications. When the telephone connection quality is 
low, the modulator can only provide low bit-rate commu 
nications. 

0.030. An encryption function 162 performs synchroniza 
tion and encryption/decryption of the compressed Voice 
traffic. The encryption process begins with a State vector. 
This state vector has a fixed length (e.g., 64 bits), and 
contains fixed and variable fields of information. The vari 
able fields are incremented in a counter mode Such that each 
State vector value differs from all previous values for a given 
end-to-end connection. The State vector is then encrypted 
using a cryptographic block transformation (e.g., CAST 
128, DES, Triple DES, etc.) and a cryptographic session key 
to produce an identically sized block containing a pseudo 
random keystream. This pseudo-random keyStream block is 
then modulo-2 added to blocks of the digitized voice. The 
result of this modulo-2 addition is called the ciphertext. The 
encryption process is described in greater detail in copend 
ing patent application Ser. No., entitled "Methods and Appa 
ratus for Cryptographic Synchronization in Packet Based 
Communications,” which is hereby incorporated by refer 
CCC. 

0031. A key management function 164 performs the 
processing necessary to derive a random, one-time Session 
key for the encryption process, authenticates a potential user 
via a PIN, and verifies the authenticity of a far-end SCS 
during a Secure call by using a cryptographic signature 
Verification. 

0032. A modem function 163 translates the encrypted 
digital audio traffic into analog, audio-frequency tones Suit 
able for transmission over telephone lines. 
0033) A second converter function 168 translates the 
digital Samples produced by the modem into analog signals, 
after which they are delivered to host telephone base unit 12 
through a host interface function 110. Host interface func 
tion 110 provides analog signal level adjustments and Senses 
the polarity of the DC bias voltage Supplied by the host 
telephone using the aforementioned opto-coupler circuit. 
0034. A nonsecure bypass function 114 provides a path 
for the analog audio information to circumvent the Security 
functions when the user requests non-Secure operation. HMI 
function 112 enables the user to control the operation of SCS 
100, and to receive status information therefrom. 
0035) SCS 100 provides audio encryption services over 
public and private telephone networks, regardless of 
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whether they are analog or digital networks. This audio 
encryption System operates over nearly all domestic tele 
phone connections, and provides toll-quality audio trans 
mission with real-time, end-to-end performance. Real-time 
performance is important Since delays in processing a user's 
Speech, for example, can lead to a perception by the user of 
a degradation of quality when the Security is invoked. 
0036 SCS 100 provides an encryption system that 
ensures privacy by employing a high-quality encryption 
algorithm that employs traffic keys that are known only to 
the internal encryption functions. Preferably, the crypto 
graphic algorithm that SCS 100 employs is the Triple DES 
64-bit codebook. Triple-DES is a three-pass, 16-round, 
Substitution-permutation network cryptosystem (a Fiestel 
Cipher) that has a block size of 64 bits, and uses up to a 
168-bit key. Triple-DES uses standard arithmetical and 
logical operators along with an expansion permutation, an 
S-box substitution, and a P-box permutation per round. 
Other potential algorithms that SCS 100 can use include the 
Data Encryption Standard (DES), CAST-128, RC-5, and 
BLOWFISH 

0037. The Triple-DES algorithm ensures that no third 
party is capable of eavesdropping on the conversation with 
out doing an exhaustive search for the traffic key. The traffic 
key for the Triple-DES algorithm is developed by employing 
the Diffie-Hellman public-key algorithm to generate a ran 
dom, unique, one-time, Session encryption key between two 
communicating SCSS. This one-time Session key is never 
exposed outside the SCS, and changes each time a Secure 
call is made. 

0038. Additionally, SCS 100 employs an authentication 
function that displays to the user a unique key fingerprint for 
the Session that prohibits a man-in-the-middle attack by a 
potential eavesdropper. A man-in-the-middle attack is an 
attack where an adversary inserts himself between the two 
calling parties, and performs an independent key exchange 
with each party. Each party would assume that they are only 
connected to the intended recipient, but the man in the 
middle would be able to decrypt all of the traffic. SCS 100 
thwarts this attack by hashing the result of the Diffie 
Hellman public key exchange using the well-known Secure 
Hash Algorithm (SHA-1, per FIPS-180-1), and displaying a 
portion of the result to the user. To validate that there is no 
man in the middle, the users confirm that their SCS units are 
displaying the Same key fingerprint. If there were a man in 
the middle, the two values would not match. 

0039 All unencrypted security parameters are stored and 
used within a Single integrated circuit. This prevents an 
attacker who is monitoring Signals between components 
within the SCS implementation from determining the secret 
session key used by the SCS for traffic encryption. 
0040. To enhance security, SCS 100 preferably employs 
PIN-based access control functions to ensure that only 
authorized operators use the SCS to Secure their telephone 
conversations. Potential users who do not know the PIN 
cannot enable the SCS’s security services. 
0041. In contradistinction to known prior art devices, an 
SCS according to the present invention provides a voice 
encryption System that performs all digital audio coding, 
encryption, modem, key management, and control functions 
in a single digital signal processor (DSP) 106. In a preferred 
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embodiment, DSP 106 is a TMS320C549 device manufac 
tured by Texas Instruments. This single-DSP approach 
allows the SCS to be physically smaller and more affordable 
than previous encryption products, and enhances Security by 
limiting the presence of all critical Security parameters to 
within a single integrated circuit. 

0.042 FIG. 4 is a block diagram of a preferred embodi 
ment of a voice encryption System according to the present 
invention. Preferably, a keypad/display 124 is provided to 
allow the user to control SCS 100, to view the status of SCS 
100, and to view the key fingerprint during a secure call. The 
preferred keypad (as shown in FIG. 1) can include: an 
ON/OFF key to control power; MENU, NEXT, and ENTER 
keys to manipulate and Select menu options, numeric keys 0 
through 9 for PIN entry; and a SECURE/NONSECURE key 
to activate and deactivate the Security features. The preferred 
display is an alphanumeric display, providing two lines of 16 
characters each. During the establishment of a Secure call, 
the Status of the call progression is displayed, and once the 
Session is established, the mode of operation and the key 
fingerprint are displayed to the user. 

0.043 Referring to FIG. 4, a bias detect circuit 136 using 
the aforementioned opto-coupler determines the polarity of 
the DC bias voltage provided by host telephone base unit 12. 
Bias detect circuit 136 automatically directs a microphone 
bias circuit 138 to provide the correct polarity bias voltage 
to the handset microphone. Preferably, microphone bias 
circuit 138 includes a pair of Single-pole, double-throw, 
Solid-State Switches, where the Switch common leads are 
connected to the microphone leads, and the Switched leads 
alternately connected to a positive Voltage bias resistor and 
a grounded bias resistor. 
0044) Input gain adjustment circuits 140, 144 imple 
mented using operational amplifiers cascaded by a program 
mable attenuator, either amplify or attenuate the various 
analog signals. Such that their amplitude is Sufficient to load 
A/D converters 104,108 near their maximum input values. 
0.045 Output gain adjustment circuits 142, 146 are pref 
erably included within D/A converter circuits 104, 108. 
Output gain adjustment circuit 142 is adjusted to provide a 
comfortable Volume in the handset's earpiece. Output gain 
adjustment circuit 146 provides a modem Signal level to host 
telephone base unit 12 that is within FCC Part 68 limits (i.e., 
not greater than-9 dBm provided to the telephone network). 
0046 Preferably, a user can use the HMI to tailor SCS 
100 for the particular telephone to which SCS 100 is 
coupled. For example, the user can cause SCS 100 to adjust 
the gains by entering, via keypad/display 124, a code that 
identifies to SCS 100 the type of telephone to which SCS 
100 is coupled. In a preferred embodiment, a user is pro 
vided with a list of telephone types, each of which is 
asSociated with a four digit code. The user can then enter the 
four digit code associated with the telephone to which SCS 
100 is coupled. 

0047 SCS 100 then parses the four digit code as follows. 
The first two digits represent the transmit gain, the third digit 
represents the receiver gain, and the fourth digit represents 
the microphone gain. SCS 100 then adjusts the gains based 
on the information in the user-entered code. It should be 
understood that this is but one method of adjusting the gain 
within an SCS. For example, SCS 100 could maintain an 
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internal table of codes wherein each code corresponds to a 
particular telephone type. The code table can also include 
the gain adjustments that would be necessary for the tele 
phone associated with the code. In this case, when the user 
enters a code via the keypad, the SCS looks up the code in 
the table, and automatically adjusts the gains accordingly. 

0048 Bypass control circuits 130, 132,134 provide paths 
to bypass the security function of SCS 100, by connecting 
the analog signals directly between handset 10 and base unit 
12. Preferably, bypass control circuits 130, 132,134 use two 
other pairs of Single-pole, double-throw, Solid-State Switches 
to select between connecting handset 10 directly to the base 
unit 12, or using the Signals provided from D/A converters 
104,108. Preferably, a user can select secure or non-secure 
via the SECURE/NONSECURE key on keypad/display 124. 
0049 Converters 104,108 convert signals between ana 
log and digital representations. Digital Signal representations 
are provided to digital signal processor (DSP) 106, where 
they are compressed (e.g., from 128k bps to 8k bps in a 
preferred embodiment), encrypted, and modulated/demodu 
lated. DSP 106 also performs cryptographic key manage 
ment functions, control functions, and manages the human 
machine interface. 

0050 A universal asynchronous receiver-transmitter 
(UART) 126 is used to permit serial communications 
between SCS 100 and an external data device. These serial 
communications exchange initial cryptographic keying 
material, and provide a path to update the operational 
firmware of the SCS. 

0051 Clock Source 128 provides a square-wave refer 
ence clock to DSP 106 and UART 126 to control their 
operation. DSP 106 is supported by a random access 
memory (RAM) 120 to store temporary data, software, and 
parameters. DSP 106 is also supported by a programmable 
read only memory (PROM) 122, which stores software and 
non-volatile parameters. To thwart attempts at accessing 
secret information within SCS 100, when unencrypted Secu 
rity parameters (e.g., the random portion of the Diffie 
Hellman exchange and the one-time Session key) exist 
within the SCS, they are never stored outside of the DSPs 
internal memory. Whenever a Secure Session is terminated 
(either under user direction or via timeout), DSP 106 erases 
all unencrypted data and Security parameters. 

0.052 SCS 100 can also include the ability to automati 
cally negotiate operational Security parameters with a far 
end SCS during the establishment of a Secure Session. 
Negotiation signaling between a local and a far-end SCS 
allows the SCSS to choose, for each Secure Session, the 
encryption algorithm to be used (e.g., DES, CAST, 3-DES, 
IDEA, SKIPJACK, etc.), and the coding algorithm to be 
used (e.g., G.723, G.729, CELP, LPC, etc.). The negotiation 
Signaling also allows the SCSS to chose the public key 
modulus size (e.g., 512 bits, 1024 bits, 2048 bits, 4096 bits), 
the Source of the modulus (e.g., the SKIP protocol, custom 
developed, etc.), and the length of the traffic key (e.g., 56 
bits, 64 bit, 80 bits, 112 bits, 128 bits, 168 bits, etc). 
0053 Preferably, the negotiation process occurs auto 
matically, and does not require user intervention. For 
example, negotiation can be accomplished by the initiating 
SCS (i.e. the SCS that started the secure session) transmit 
ting to the far-end SCS a set of security mode words that 
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represent the Security parameters that the initiating SCS can 
Support. Each Security mode word has bit fields encoded 
within it that correspond to each of the Security parameters 
described above. Values within each bit field correspond to 
Specific Selections for each parameter. The responding SCS 
Selects from this Set the highest integrity Security mode 
(based on traffic key length and public key modulus length) 
that it can also Support, and replies with this Selection to the 
initiating SCS. Both SCSs then use the selected mode for the 
Secure Session. Preferably, if no compatible Security mode 
exists between the two SCSS, a Security Session is not 
established. 

0.054 The application of this capability becomes appar 
ent when various versions of SCSs are produced. For 
example, a first SCS might include the capability to work 
with traffic keys only up to 64 bits in length. A second SCS 
might include the ability to communicate with both 64-bit 
traffic keys and 128-bit traffic keys. This allows the first SCS 
to communicate with a far-end SCS using a 128-bit key, as 
well as a far-end SCS using a 64-bit key. The second SCS, 
however, can only communicate with a far-end SCS using a 
64-bit key. Thus, if the first SCS were to attempt to establish 
a Secure Session with the Second SCS using the negotiation 
process described above, the SCSS would agree to use a 
64-bit key for that Secure Session. 
0.055 Those skilled in the art will appreciate that numer 
ous changes and modifications may be made to the preferred 
embodiments of the invention and that Such changes and 
modifications may be made without departing from the Spirit 
of the invention. It is therefore intended that the appended 
claims cover all Such equivalent variations as fall within the 
true Spirit and Scope of the invention. 

We claim: 
1. An encryption device for a telephone having a handset 

and a base unit, comprising: 
a handset interface that receives analog output signals 
from the handset; 

a first converter that converts the analog output signals 
into digital output Signals, 

an encryption processor comprising a compressor that 
compresses the digital output Signals, a key manager 
that generates first key material for encrypting the 
digital output Signals, an encryptor that encrypts the 
digital output signals based on the first key material, 
and a modulator that modulates the encrypted digital 
output signals, 

a Second converter that converts the encrypted digital 
output Signals into encrypted analog output signals, and 

a host interface that receives the encrypted analog output 
Signals from the encryption processor, and forwards the 
encrypted analog output signals to the base unit. 

2. The encryption device of claim 1, further comprising: 
a human-machine interface coupled to the encryption 

processor Via which a user of the encryption device can 
communicate with the encryption processor. 

3. The encryption device of claim 1, further comprising: 
again adjustment circuit coupled to the base unit interface 

that adjusts a Signal level of the encrypted analog 
output signals. 
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4. The encryption device of claim 2, further comprising: 
again adjustment circuit coupled to the base unit interface 

that adjusts a Signal level of the encrypted analog 
Output signals, 

wherein the encryption processor receives from the 
human-machine interface a code that corresponds to the 
telephone, and wherein the gain adjustment circuit 
adjusts the Signal level of the encrypted analog output 
Signals based on the received code. 

5. The encryption device of claim 1, further comprising: 
a bypass control circuit that is coupled to the handset 

interface and to the base unit interface, via which the 
analog output Signals can bypass the encryption pro 
CCSSO. 

6. The encryption device of claim 5, further comprising a 
human-machine interface via which a user of the device can 
cause the analog output signals to Selectively bypass the 
encryption processor. 

7. The encryption device of claim 1, further comprising: 
a bias detect circuit coupled to the base unit interface; and 
a microphone bias circuit coupled to the bias detect circuit 

and to the handset interface, 
wherein the bias detect circuit detects a bias Voltage 

polarity provided by the base unit interface, and directs 
the microphone bias circuit to provide the bias Voltage 
polarity to the handset. 

8. The encryption device of claim 1, wherein 
the host interface receives analog input Signals from the 

base unit; 
the Second converter converts the analog input signals 

into digital input signals, 
the key manager generates Second key material for 

decrypting the digital input Signals, 
the encryption processor comprises a demodulator that 

demodulates the digital input signals, a decryptor that 
decrypts the digital input Signals based on the Second 
key material, and a decompressor that decompresses 
the decrypted digital input signals, 

the first converter converts the decrypted digital input 
Signals into decrypted analog input Signals, and 

the handset interface receives the decrypted analog input 
Signals from the decryption processor, and forwards the 
decrypted analog input signals to the handset. 

9. The encryption device of claim 8, further comprising: 
a Second gain adjustment circuit coupled to the handset 

interface that adjusts a Signal level of the decrypted 
analog input signals. 

10. A decryption device for a telephone having a handset 
and a base unit, comprising: 

a host interface that receives analog input signals from the 
base unit; 

a first converter that converts the analog input signals into 
digital input signals, 

a decryption processor comprising a demodulator that 
demodulates the digital input Signals, a key manager 
that generates key material for decrypting the digital 
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input Signals, a decryptor that decrypts the digital input 
Signals based on the key material, and a decompressor 
that decompresses the decrypted digital input signals, 

a Second converter that converts the decrypted digital 
input Signals into decrypted analog input Signals, and 

a handset interface that receives the decrypted analog 
input signals from the decryption processor, and for 
wards the decrypted analog input signals to the handset. 

11. The decryption device of claim 10, further compris 
Ing: 

a human-machine interface coupled to the decryption 
processor Via which a user of the decryption device can 
communicate with the decryption processor. 

12. The decryption device of claim 10, further compris 
Ing: 

again adjustment circuit coupled to the base unit interface 
that adjusts a signal level of the analog input signals. 

13. The decryption device of claim 11, further compris 
ing: 

again adjustment circuit coupled to the base unit interface 
that adjusts a signal level of the analog input signals, 

wherein the decryption processor receives from the 
human-machine interface a code that corresponds to the 
telephone, and wherein the gain adjustment circuit 
adjusts the Signal level of the analog input Signals based 
on the received code. 

14. The decryption device of claim 10, further compris 
Ing: 

a bypass control circuit that is coupled to the handset 
interface and to the base unit interface, via which the 
analog input Signals can bypass the decryption proces 
SO. 

15. The decryption device of claim 14, further comprising 
a human-machine interface via which a user of the device 
can cause the analog input Signals to Selectively bypass the 
decryption processor. 

16. The decryption device of claim 10, further compris 
Ing: 

a bias detect circuit coupled to the base unit interface; and 
a microphone bias circuit coupled to the bias detect circuit 

and to the handset interface, 
wherein the bias detect circuit detects a bias Voltage 

polarity provided by the base unit interface, and directs 
the microphone bias circuit to provide the bias Voltage 
polarity to the handset. 

17. An encryption device for a telephone having a handset 
and a base unit, comprising: 

a handset interface that receives output signals from the 
handset, 

an encryption processor coupled to the handset interface 
that receives the output signals from the handset inter 
face and encrypts the output signals by generating a 
cryptographic Session key, 
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defining a State vector having a vector length, 

encrypting the State vector to produce a keyStream using 
the cryptographic Session key and a cryptographic 
block transformation corresponding to the vector 
length, and 

combining the keystream with the output Signals to pro 
duce encrypted output signals, and 

a host interface coupled to the encryption processor that 
receives the encrypted output Signals from the encryp 
tion processor, and forwards the encrypted output Sig 
nals to the base unit. 

18. The encryption device of claim 17, wherein the state 
vector includes a variable field, and wherein the encryption 
processor defines the State vector, at least in part, by incre 
menting a value of the variable field. 

19. An encryption device for a telephone having a handset 
and a base unit, comprising: 

a handset interface coupled to the handset, 

a processor coupled to the handset interface having a 
memory for Storing a set of Security parameters, and 

a host interface coupled to the processor and to the base 
unit, 

wherein the processor transmits to a far-end telephone via 
the host interface a message containing a representation 
of the set of Security parameters, receives from the 
far-end telephone via the host interface a message 
containing a Selected Security parameter Selected from 
the Set of Security parameters, and establishes a Secure 
Session with the far-end telephone based on the Selected 
Security parameter. 

20. An encryption device for a telephone having a handset 
and a base unit, comprising: 

a handset interface coupled to the handset, 
a processor coupled to the handset interface having a 
memory for Storing a first Set of Security parameters, 
and 

a host interface coupled to the processor and to the base 
unit, 

wherein the processor receives from a far-end telephone 
via the host interface a message containing a represen 
tation of a Second Set of Security parameters, deter 
mines whether a Security parameter from the first Set is 
compatible with a Security parameter from the Second 
Set, and, if a Security parameter from the first Set is 
compatible with a Security parameter from the Second 
Set, transmits to the far-end telephone via the host 
interface a message containing a representation of the 
compatible Security parameter. 


