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MANAGING AN ELECTRONIC SEAL OF 
CERTIFICATION 

0001) This application is a Divisional of Ser. No. 10/714, 
758, filed Nov. 17, 2003, which is a Continuation-in-part of 
Ser. No. 09/634,149, filed Aug. 8, 2000, now issued as U.S. 
Pat. No. 6,658,394 on Dec. 2, 2003, and claims priority to 
U.S. Provisional Patent Application Ser. No. 60/470,345, 
filed May 14, 2003, the entire contents of which are incor 
porated herein by reference. 

TECHNICAL FIELD 

0002 This invention relates to computer networks and, 
more particularly, to techniques for management of elec 
tronic Seals of certification in electronic commerce. 

BACKGROUND 

0003. One of the difficulties a user faces when engaging 
in electronic commerce, for example, from an online mar 
ketplace or a web site, is that the user typically has limited 
contact with online entities. Consequently, the user of elec 
tronic commerce often has difficulty knowing or understand 
ing the trustworthiness of an online entity with which the 
user may wish to do business. This situation is far different 
from a standard “bricks and mortar' establishment with 
which a potential customer can have far more contact and in 
whom the potential customer can more readily judge the 
establishment's reputation and character. 
0004. In an attempt to address this problem, some orga 
nizations have established "Seals of certification' programs. 
Under Such programs, an online entity may qualify for and 
receive a Seal of certification. The online entity may then 
display the Seal of certification in conjunction with the 
online entity's electronic commerce. 
0005. However, such seals are often misused since they 
often are not unique to the online entity and are Static, i.e., 
not changing over time. The integrity of Such Seals can be 
Violated Simply by an unscrupulous online entity copying a 
bitmap of the Seal of certification and using the bitmap in 
conjunction with the electronic commerce of a different 
online entity. 
0006 Thus, a user's confidence in a seal of certification 
can be rightly misplaced. There is needed a Seal of certifi 
cation program which has the integrity to maintain the trust 
from users of electronic commerce. 

SUMMARY OF THE INVENTION 

0007. In general, the techniques herein describe verifica 
tion, approval and compliance Systems, which provide new 
approaches to managing the risk-associative factors of Vali 
dating Sellers to Sell in online marketplaces, or to Sell online 
through their websites, or to Sell online in general, or to 
advertise by being included an online advertiser's merchant 
network, through an electronic Seal program. The Systems 
may be particularly valuable in managing a large Seal 
member base and/or large Volume of new applications, by 
providing a combination of automated and manual processes 
to effectively interpret the associated large amounts of 
Specific member data, and effectively provide a high integ 
rity System. 
0008. The systems described herein provide initial veri 
fication, ongoing compliance monitoring, and consider mul 
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tiple variables to assess the credibility and risk of an entity. 
For example, the Systems can verify an entity's: a) indi 
vidual identity attributes, Such as a Social Security number 
and personal address; b) business attributes, such as State or 
other licensing, employment at a relevant business, third 
party validation of business (e.g., Dun and Bradstreet), bank 
Statements, individual ownership rights (or Similar) to a 
property (or similar if Selling relates to an entity's credibility 
in renting a given property); c) historic or current partici 
pation behavior in an online dispute resolution System; d) 
feedback or reputation ratings in an online marketplace; e) 
historic transaction behavior in an online marketplace or 
other sales categories, f) current Sales behavior in an online 
marketplace or other sales categories, g) administrative 
comments based on interaction with the member; h) reported 
behavior from customers of the entity; and i) pre-commit 
ment to busineSS Standards Such as to participation in online 
dispute resolution processes, to Self-disclose refund or other 
policy information, and other variables. Specific verification 
checks can be added for Specific category verification or Seal 
programs in an online marketplace. For example, Verifying 
the credibility of an entity to Sell travel or lodging Services 
(e.g., property ownership verification, travel agency 
employment verification), Verifying the credibility of an 
entity to Sell cars online in a given or multiple States may be 
verified (e.g., dealership verification), Verifying the credibil 
ity of an entity to Sell alcohol or prescription drugs in a given 
or multiple states may be verified (e.g., alcohol sales license 
or pharmaceutical prescription licensing repSectively). 
Ongoing compliance might require that these credentials or 
checks are performed or re-verified on a regular basis, e.g., 
daily. 
0009. The compliance systems described herein apply an 
algorithm to analyze the multiple data components for each 
entity to assess whether the entity is a trustworthy seller. The 
compliance algorithm can determine, according to its rules, 
that an entity is in "good Standing,” and hence approved and 
“within compliance” as a new member or current member of 
a Seal of certification program. The compliance System can 
also determine that an entity might be “out of compliance, 
and require escalation in an automated or manual process. 
Such escalation can lead to Several actions that can include, 
among other things: de-escalation, cancellation, temporary 
Suspension, monitored probation (meaning a relaxation of 
rules), request for additional information (e.g., increased 
verification), request for actions by the entity. The compli 
ance System provides an administrative interface where 
administers can view entities, prioritized in various ways to 
help manage a large member base. The compliance interface 
provides a tool to request and manage the administrative 
actions of entities. 

0010. The verification and compliance systems can be 
programmed to require increased levels of Verification based 
on these multiple factors of an online entity, including: entity 
attributes (e.g., history in marketplace, country of residence, 
categories of Sales, marketplace feedback) entity transaction 
level (e.g., dollar volume, number or current transactions), 
entity online dispute resolution activity (e.g., the number of 
disputes involving entity, type of dispute, response behav 
ior). As an example, a Seller entity might be approved to sell 
in an online marketplace with minimal verification (e.g., 
address verification) as long as the Seller limits their Selling 
activity to a low level of transactions or dollar value as Set 
in the compliance Systems. When the compliance System 
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recognizes the Seller has increased its Selling activity above 
a certain level or that the Seller has acquired certain risk 
characteristics or changes to their Selling activity (e.g., 
Selling higher priced items), the System might prompt 
administrators to request further Verification information 
from the Seller or the System might automatically make Such 
a request of the entity, as defined appropriate by the System, 
(e.g., business licensing, proof of ownership of products 
being Sold, higher id verification Such as Social Security 
number). Increased verification or re-verification can also be 
triggered by other activity, Such as online dispute resolution 
(e.g., number of cases, responsiveness to cases, category of 
disputes), the System might request further verification 
details. Such checkS Serve as a multivariable means to help 
confirm the integrity of the Seller and increase the likelihood 
of an entity meeting their commitments and reducing risks 
of fraudulent or Sub-standard sales behavior. 

0.011 The compliance systems can support various man 
ners of Visibly displaying an entity's compliance and good 
Standing to users in e-commerce and online marketplaces. 
For example, the compliance Systems may be used to 
Support the electronic Seal of certification processes for 
dynamically presenting an electronic Seal (or similar 
dynamic graphic and/or text) that can convey to customers 
an entity's membership, authenticity (e.g., displaying cur 
rent date and Seller identification), commitments to stan 
dards, and associated buyer protections and features. A 
customized electronic Seal (or similar dynamic graphic 
and/or text) can be dynamically displayed on a seller's 
website or individual listings in an online marketplace, e.g., 
auction listings, after the System confirms real-time the 
current Status of the Seal member in a centralized database. 
A specific customized Seal is only displayed based upon 
criteria in the Seal issuer's centralized membership compli 
ance database, which is continuously updated by the Vali 
dation and ongoing compliance Systems. 

0012 Because the Internet and other electronic networks 
provide efficient channels to easily access and collect Such 
information, the compliance Systems take advantage of this 
information accessibility to provide Sophisticated Systems to 
analyze Such historic and current data to maintain a con 
tinuous perspective on the compliance and risk of a given 
entity. The compliance Systems may perform verification on 
a regular basis (e.g., daily), or in real-time So as to ensure 
that Verification is continuously current and based on the 
latest data. The algorithm to interpret the many factorS is 
architected to allow for adaptation as new correlations or 
new factors are understood as a means to manage compli 
ance of the entity. Such integration can link the verification 
and compliance Systems to data or Sales activity within an 
online marketplace, payment mechanism, fraud or buyer 
protection assurance System, or other System. 
0013 The automated compliance systems reduce cost in 
relation to the performance of upfront and ongoing manual 
audits, which are economically prohibitive. The relatively 
Small Sellers, who make up a large component of partici 
pants of e-commerce and online marketplaces, generally 
would not be able justify the cost of these more onerous, 
traditional auditing procedures. Further, Such traditional 
procedures do not respond quickly enough to the dynamic 
nature of Selling and online fraud where a Seller might 
appear credible on upfront verification, but could quickly 
change their behavior to defraud buyers. Hence the auto 
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mated Systems combined with real time graphic display of 
Verification and trust, Such as an electronically delivered 
Seal, provide valuable new information for Sellers to distin 
guish themselves in an online Setting and for buyers to make 
better, lower risk purchasing decisions. 
0014. The seal verification and display systems described 
herein include Seal display functionality allowing dynamic 
display of details Specific to an individual Seal member 
entity (e.g., a Seller's marketplace identification, business 
name) or a specific program, Such as a Sub-marketplace 
within an online marketplace (e.g., eBay Motors Verified 
Seller, Travel Verified Seller) or specific programs displayed 
through a search engine or when rendered in a website (e.g., 
Verified Licensed Alcohol Business, Verified Licensed Pre 
Scription Drugs Business). Details displayed by Seal verifi 
cation and display Systems may vary based on where the 
Specific entity is Selling. The functionality ranges from 
controlling what specific graphic or information is dynami 
cally displayed in or in addition to the Seal (e.g., current date, 
Seller's marketplace identification, business name), as well 
as other information delivered in association with the Seal 
System's functionality. The System hence allows a Single 
entity to have different graphic representations (and associ 
ated content, commitments and protections) appear, based 
upon where the transaction occurs or where the Seal is 
shown, e.g., the System could display a different Seal pro 
gram graphic for the same entity for Several Sub-market 
places in an online marketplace or a different graphic on the 
entity's website than the entity's marketplace listings. The 
Seal might also display a Seller's marketplace identification 
in one context, and their regular business name in another 
context. The variable display functionality also can enable 
customized information to be displayed when the Seal (or 
Similar dynamic graphic and/or text) is clicked, based on 
where the Seal is clicked for a given member. For example, 
the System could display buyer protection details, business 
license details, and marketplace Specific verifications when 
clicked on in an online marketplace, and only policy clari 
fication if clicked on from an entity's website. 
0015 The real-time verification systems can also be used 
to restrict access of Sellers to Search engine results, adver 
tiser networks, marketplaces or Sub-marketplaces based on 
the ability or agreement of the Sellers to meet Specific 
Standards and approval criteria for the Search engine, adver 
tiser networks, marketplaces or Sub-marketplaces. There 
fore, for example, on an occasional, frequent or real-time 
basis, all listings or new listings within a Sub-marketplace, 
e.g., eBay Travel, are analyzed, and SellerS Selling items 
within these Sub-marketplaces are verified as being currently 
approved to Sell within these Sub-marketplaces. If they are 
not found in the centralized and continually updated mem 
bership compliance database, the Sellers may be asked to 
take down their listings, or their listings may be taken down 
for them. This level of verification may be done with or 
without the use of a Seal (or Similar dynamic graphic and/or 
text) and may be based on the centralized updated member 
ship compliance database. Similarly for example, on an 
occasional, frequent or real-time basis, an advertiser net 
work or a Search engine can verify that all or Some of their 
merchants/advertisers who sell within a certain category 
(e.g., wine or prescription drugs) have all been verified by 
SquareTrade for the specific category-based program (e.g., 
Verified Licensed Alcohol Business or Verified Prescription 
Drugs Program). If they are not found in the centralized and 
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continually updated membership compliance database, the 
Sellers may be asked to Stop advertising via the advertiser 
network or their listings may be pulled down off the search 
engine results. This level may be done with or without the 
use of a Seal (or similar dynamic graphic and/or text) and 
may be based on the centralized updated membership com 
pliance database. 
0016. The seal verification and display systems can also 
dynamically display Specific busineSS license information 
and details on the busineSS license information-and the 
format and level of information can be different based on the 
program. For example the Travel Verified Seal-when 
clicked upon-can display at a high level that a Seller is 
Verified, but not necessarily display the license details. The 
Motors Verified Seal-when clicked upon-can display the 
Motors license information including the State of licensing 
and the license number. The Licensed Alcohol Business 
Program Seal-when clicked upon-can display the Alco 
hol license information including the licensing body (state or 
federal), the license if, the type of license, the date of license 
Verification etc. 

0.017. The seal verification and display systems can also 
dynamically display Specific buyer protections offered for 
transactions with the entity. This means that entities can 
register to dynamically display buyer protections along with 
their Seal (or similar related graphic and/or text). For 
example the buyer protections could offer an entity's cus 
tomers “S1000 buyer protection.” The buyer protections can 
be offered by a third party that could be the seal provider, the 
entity, an online marketplace, an online payment provider, 
an insurance company, another party, or any combination of 
these. The buyer protection could be clearly and dynami 
cally displayed on an entity's listing in an online market 
place to quickly build trust with a potential customer. The 
buyer protection gives further assurance to the buyer of the 
member's credibility, that a transaction will likely be suc 
cessful, and that the buyer has assurances of monetary 
Safeguards if not. The functionality utilizes the risk Screen 
ing performed through compliance to help assess the risk 
worthy nature of the seller in order to allow the protection 
to be credibly offered to the entity’s customers. Seal veri 
fication and display Systems can also allow an entity to 
choose from various levels of buyer protection to offer their 
customers, that could be priced differently to an entity. The 
entity can also be given the choice as to whether the buyer 
protection is displayed on the Seal (or equivalent dynamic 
graphic and/or text) when displayed on their online market 
place listings or other areas their Seal is displayed. Seal 
Verification and display Systems can provide further details 
by displaying a customized Seal display page to elaborate on 
the buyer protection relevant to where the Seal is seen. 
0.018. The systems described herein can also control on 
an item-by-item level where protections or other member 
ship Status is displayed, which can be particularly relevant in 
an online marketplace where items can be listed Separately, 
as opposed to browsing items within a “store” or website of 
a single merchant. Such functionality allows a buyer pro 
tection provider to control its risks in multiples ways. First 
it can control risk by seller level, where the verification and 
compliance Systems provided a multiple variable analysis of 
a Seller's credibility and based upon compliance can display 
a buyer protection or other assurances, Such as a "guarantee” 
or display of trust building language like “trusted Seller.” 
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Secondly the System can only display protections on certain 
items based on risk a buyer protection provider is willing to 
tolerate. This can be achieve in conjunction with claims 
rules associated with a buyer protection offering, where a 
buyer protection might have time limits to file a claim or 
other restrictions. With Such rules, a System can ascertain 
how much total "risk” is open for historic transactions. 
Further a System can choose to only display monetary buyer 
protection up to a total level on both historic and current 
items listed. If for example a seller has 100 items with equal 
value totaling S10,000 for sale, and a system limit is set at 
S5000, the system can discretely only display buyer protec 
tion on the first 50 items and not on the other 50 items. As 
historic items age beyond the time requirements of the 
claims rules, the Seller is eligible for a proportionate amount 
of buyer protection on new listings the entity lists to Sell. 
Administered another way, a Seller might be able to Selec 
tively choose which items display the buyer protection So as 
to more optimally manage the total limited display of 
protection at any given time. The variable nature might 
allow the seller to choose how they wish to distribute their 
“risk exposure’, meaning the Seller might only want to 
display added protection on higher value listings, e.g., items 
for sale over S500. Or in another way, an entity might offer 
one consumer S1000 in added buyer protection when bid 
ding on a S1500 computer and only $200 of buyer protection 
when bidding on a S300 mp3 player. As such the total 
exposure can be minimized for current items for Sale as 
opposed to a flat S1000 protection on all current listings. 
Administered another way, the System might be pro 
grammed to post the protection only on certain listings (e.g. 
over a certain value, only in certain categories of an online 
marketplace). All Such means of administering dynamic 
display of buyer protections achieve the goal of offering 
added protection and added trust to buyers of approved 
members, while at the same time limiting the total exposure 
of the provider of the buyer protection in the event that the 
entity defrauds buyers. Further, based on risk Scoring of 
entities, the system can allow different levels of total buyer 
protection or total risk exposure for different entities. For 
example an early member might be entitled to Show no 
monetary protection and an experienced entity might be able 
to display a total amount of buyer protection many times 
greater than the average verified entity. 
0019. The systems can further authenticate the added 
buyer protection by clarifying the Specific item number or 
transaction details in conjunction with the offer on the given 
listing. For example where the added buyer protection is 
displayed it might indicate the exact item description and 
item ID# from an online marketplace System, which can be 
achieved by data integration with an online marketplace. 
Further the buyer protection functionality can provide fur 
ther details by a bidder or buyer clicking on the buyer 
protection text (or equivalent graphic functionality) to dis 
play the details of the program. Seal Verification and display 
Systems can also allow the entity to offer their own monetary 
and/or other types of protection to their users. 
0020. The seal verification and display systems can dis 
play a Specified Service level, for example a “seller guaran 
tee' or a “money back guarantee.” Non-monetary buyer 
protections Such as a “seller guarantee' can also be dynami 
cally displayed on a Seal (or equivalent graphic display) or 
only on Specific listings, to alert buyers to specific Service 
level protections buyers are entitled to for a specific Seller or 
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program. Seal verification and display Systems utilize the 
risk Screening performed through compliance Verification to 
help assess the risk-worthy nature of the seller. Further the 
display functionality can provide further details by a user 
clicking on the Seal (or equivalent graphic functionality) to 
display a customized Seal display page, or member profile 
page, relevant to where the Seal is seen that can elaborate on 
the protection. 
0021 Seal verification and display systems can dynami 
cally display customized program branding and associated 
Seller information to be shown for Special Seal programs. For 
example this could include a “Motors Verified Seller Squ 
areTrade Seal on eBay, or “Licensed Alcohol Business” 
through Overture paid Search engine results advertising 
model, in which, along with co-branding, the Seal can 
dynamically display other key information Such as a Seal 
member's verified busineSS license on the Seal, and possibly 
a Specific third party backed monetary buyer protections 
Specific to the Seller or program, along with the current date 
or other authenticating details. Such functionality helps to 
prevent theft or copying of graphics. The combination of 
date/time, Seller identification and branding create a com 
plex image to copy in a credible fashion as the counterfeited 
image will Soon display a date that is old and out of date or 
will display a userID that does not correspond to the seller 
Selling the item, compared to the authenticated dynamically 
Served image which is continually Served and updated. 
0022 Display functionality can require specific member 
Verification processes and pre-commitments of members, 
which can be defined by the Seal issuer or the program 
Sponsor, e.g., an online marketplace. Pre-commitments can 
include Service commitments, and commitments to Such 
post-purchase actions as participating in online dispute 
resolution or more Specific dispute resolution Such as bind 
ing arbitration. The Seal display System can control whether 
the protections or pre-commitments are displayed, as well as 
what level of buyer protection is displayed, on a category 
and an item by item basis, based on parameters including: a) 
Seal member choice, b) compliance/risk functionality of Seal 
System that determines what program and/or how much 
monetary protection a member is eligible for, c) program 
Specific offering of a Seal System or a Specific category, e.g., 
travel category specific Seal on eBay, e) price or expected 
price of item, f) total risk exposure of member (as described 
above for dynamic buyer protection display functionality) 
The System also is able to vary where protections are shown, 
e.g., within an online marketplace but not on a Seal member 
entity's website. 
0023. Other display functionality includes functionality 
for entities to easily display their Selling policies on their 
websites, online marketplace listings or other online pres 
ence, through their electronic Seal (or equivalent graphic 
display) or other means to further help entities better build 
trust with their bidders/buyers. The functionality provides 
better customer Support and can avoid disputes in online 
Selling, particularly in online marketplaces, Such as eBay. 
The functionality enables easy creation and display of 
policies. The functionality can include a policy creation 
wizard-like tool for entities to easily, and at varying degrees 
of detail, customize their policies, drawing from Standard 
ized choices based on best practices in online marketplaces 
where used, e.g., eBay. The functionality then allows Sellers 
to display the policies in multiple forms to integrate into 
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their Selling practices in online marketplaces or other online 
presence in a structured and easily repeatable method, 
including: 1) automatically posting the policies on indi 
vidual item listings, e.g., on an auction listing, 2) allow 
bidders to view policies by clicking on the Seller's Seal (or 
equivalent graphic display), 3) delivering their policies in 
post-purchase communications between entity and buyer, So 
that buyer is reminded of what to expect and provided with 
clear instructions should there be issues, e.g., reminding 
buyer of protections, providing contact information, provid 
ing a link to an online dispute resolution System. An entity's 
polices are centrally Stored and can be easily modified for 
repeated or varied use. The functionality allows entities to 
present policies in a condensed and accessible manner, while 
giving buyers the ability to learn more details by clicking on 
individual polices. The listing of the Selling policies reduces 
the risk of buyers transacting with a particular online mer 
chant by allowing buyers to see the entity's policies in 
advance of purchase or easily find policies should an issue 
occur later. 

0024. The dynamic display functionality of protections, 
guarantees, policies, program co-branding and other features 
helps to further increase trust with buyers in an online Setting 
where Sellers are often unbranded, helping to reduce Sig 
nificant ambiguities and perceived risks of purchasing items 
“site unseen” from unknown sellers. The dynamic display of 
buyer protections, and other information gives buyers 
authenticated assurances of purchasing rights. The dynamic 
display functionality also allows the seal programs compli 
ance capability to customize what is displayed based on 
asSociated risk of a member. The functionality also allows 
Specific programs to display category wide verification and 
protections, e.g., that Seal member's business license(s) have 
been verified, to further attract the confidence of buyers, and 
ensure Safety in the category. 
0025. Another display enhancement allows entities to 
proactively identify and address winning bidders who might 
be of a problematic nature. The System flags winning 
bidders, who, if otherwise not brought to the attention of the 
entities, might not pay for the item bid upon, or might 
provide Spurious reputation damaging feedback regarding 
the entity through an online marketplace feedback/reputa 
tion System. The System provides entities a tool to Select 
various parameters, tied to potentially risky bidders, under 
which the entity will be automatically alerted of recent 
closed Sales. Parameters can be a default Setting or can also 
be set by the entity and can include among other things: 
price of item, transaction experience in marketplace of 
bidder, age of transaction, location of bidder, and other 
marketplace Specific factorS Such as whether the bidder 
recently changed their marketplace ID, made their feedback 
private, or whether the bidder's identification been verified 
by the marketplace. Based upon Such parameters, the System 
compares transaction data from an online marketplace to 
update a database that fits the parameters as Specific to an 
entity's choices or the default Setting. The System can 
provide multiple means of communicating the bidder man 
agement report to enrolled entities, which can include: an 
email sent daily (or other defined frequency) or through and 
online accessible interface. 

0026 Presentation of the bidder management report 
allows the entity to easily identify which recent winning 
bidders might require more attention or post transaction 
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Support. The report can allow entities to See a list of "at risk” 
transactions, the associated bidder, and indication of at risk 
parameters identified. The functionality can also provide an 
easy means to email the bidder. The functionality can also 
provide easy access to an online dispute resolution System 
should it be required to Settle a dispute. The processes 
provide Such functionality to entities in online marketplaces 
to Streamline and improve management of their online 
reputations and online fulfillment of their Sales in an online 
marketplace Setting. 
0027. In one embodiment, the present invention provides 
a method of determining continued compliance of an online 
entity doing business in electronic commerce, which has 
been previously approved for a Seal of certification. 
Attributes of the online entity are monitored. Compliance of 
the online entity with requirements for the Seal of certifica 
tion is determined using a rule Set based at least in part on 
the attributes of the online entity in electronic commerce. 
Appropriate action is taken based upon the determination. 
0028. In another embodiment, the invention provides a 
method of determining certification of an online entity doing 
business in electronic commerce with requirements for a 
level of certification. This certification may be displayed to 
buyers using a specific Seal of certification, or otherwise just 
Stated to buyers in case all Sellers within a certain market 
place or Sub-marketplace meet these criteria. A request for 
approval of the Seal of certification is received. Compliance 
of the online entity with requirements for the seal of certi 
fication is first determined using a first rule Set based at least 
in part on the requirement for the Seal of certification. The 
request is approved or denied based on Such determination. 
If approved, attributes of the online entity are monitored. 
Compliance of the online entity using a Second rule Set based 
at least in part on the attributes of the online entity in 
electronic commerce is determined. Appropriate action 
based upon Such Second determination is taken. 
0029. In another embodiment, the invention provides a 
System for determining continued compliance of an online 
entity doing business in electronic commerce, which has 
been previously approved for a Seal of certification. The 
System has a periodically updated datastore of attributes of 
the online entity in electronic commerce. A rules filter is 
operatively coupled to the datastore and configured to deter 
mine compliance based at least in part on the attributes of the 
online entity in electronic commerce. 
0.030. In another embodiment, the invention provides a 
method of ensuring an online entity meets requirements for 
a Seal of certification based on business activities of the 
online entity in electronic commerce. A media object rep 
resentative of a dynamic Seal of certification in connection 
with busineSS activities of the online entity in electronic 
commerce is Supplied. Attributes of the online entity in 
connection with electronic commerce is monitored. Com 
pliance of the attributes of the online entity with require 
ments for the Seal of certification is determined based on a 
rule Set. The media object is updated based on Such deter 
mination. 

0031. In another embodiment, the invention provides a 
System for ensuring an online entity meets requirements for 
a Seal of certification based on business activities of the 
online entity in electronic commerce. An aggregated data 
base is configured to Store data reflecting a monitored Status 
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of attributes of the online entity in connection with elec 
tronic commerce. A Server is configured to Store a media 
object representative of the Seal of certification and adapted 
to be communicated to a device for presentment to a user. 
The media object is updated based upon the monitored 
Status. 

0032. In another embodiment, the invention provides a 
method of communicating a commitment of an online entity 
in an online marketplace to a Selling practice to a potential 
buyer in the online marketplace. The commitment by the 
online entity in the online marketplace to the Selling practice 
is accepted. A media object unique to the online entity which 
is representative of the commitment is delivered to a device 
for presentment to a user. 
0033. In another embodiment, the invention provides a 
method of communicating a commitment by an online entity 
in electronic commerce having a Seal of certification to a 
Selling practice to a user of electronic commerce. A media 
object representative of the Seal of certification is delivered 
to a device for presentment to the user. The user is allowed 
to request information regarding the commitment using the 
media object. Information representative of the commitment 
of the user is delivered. 

0034. In another embodiment, the invention provides a 
method of communicating a commitment by an online entity 
in electronic commerce to a Selling practice to a potential 
buyer in electronic commerce. The commitment by the 
online entity in the electronic commerce to the Selling 
practice is accepted. A media object representative of the 
commitment is delivered to a device for presentment to the 
potential buyer. Compliance of the online entity to the 
commitment is monitored. The media object is updated 
based upon Such monitoring. 
0035) In another embodiment, the invention provides a 
System for communicating a commitment by an online entity 
in electronic commerce to a Selling practice to potential 
buyer in electronic commerce. A datastore is configured to 
Store data reflecting the commitment of the online entity. A 
Server is configured to Store a media object representative of 
the commitment and adapted to be communicated to a 
device for presentment to the potential buyer. 
0036). In another embodiment, the invention provides a 
System for communicating a commitment by each of a 
plurality of online entities in electronic commerce to a 
Selling practice to a potential buyer in electronic commerce. 
A datastore is configured to Store data defining a set of online 
entities each having a unique identity. A datastore is con 
figured to Store data reflecting the commitment to the Selling 
practice of each of the online entities. A Server is configured 
to Store a set of media objects retrievable based upon the 
unique identity. Each of the media objects represents a Seal 
of certification corresponding to one of the Set of online 
entities. The media object has indicia representative of the 
commitment of a corresponding one of the Set of online 
entities. 

0037. In another embodiment, the invention provides a 
method of capturing and communicating Selling practice 
information of an online entity in electronic commerce. The 
Selling practice information is input into an online form by 
the online entity. The Selling practice information is com 
municated in connection with a Supply of a media object to 
a device for presentment to a user. 
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0.038. In another embodiment, the invention provides a 
method of communicating a commitment by an online entity 
in electronic commerce to online dispute resolution to a 
potential buyer in electronic commerce. The commitment by 
the online entity in electronic commerce to online dispute 
resolution is accepted. In the object unique to the online 
entity which is representative of the commitment is deliv 
ered to a device for presentment to the potential buyer. 
0039. In another embodiment, the invention provides a 
System for communicating a commitment by an online entity 
in electronic commerce to online dispute resolution to a 
potential buyer in electronic commerce. A datastore is con 
figured to Store data reflecting the commitment of the online 
entity. A Server is configured to Store a media object repre 
Sentative of the commitment and adapted to be communi 
cated to a device for presentment to the potential buyer. 
0040. In another embodiment, the invention provides a 
System for communicating a commitment by each of a 
plurality of online entities in electronic commerce to online 
dispute resolution to a potential buyer and electronic com 
merce. A datastore is configured to Store data defining a Set 
of online entities each having a unique identity and certifi 
cation Status. A datastore is configured to Store data reflect 
ing the commitment to online dispute resolution of each of 
the online entities. A Server is configured to Store a set of 
media objects retrievable based upon the unique identity. 
Each of the media objects represents a Seal of certification 
for a corresponding one of the Set of online entities. The 
media object has indicia representative of the commitment 
of the corresponding one of the Set of online entities. 
0041. In another embodiment, the invention provides a 
method of administering a plurality of entities in electronic 
commerce having requirements for a Seal of certification. 
Attributes of the plurality of online entities are monitored. 
Compliance with the requirements for the Seal of certifica 
tion is determined using a predetermined rule Set and the 
attributes. Each of the plurality of online entities is provided 
with a Score representative of a degree of compliance. Each 
of the plurality of online entities who do not meet the 
requirements are prioritized based upon the Score and a 
length of time the corresponding one of the pluralities of 
online entities have not met the requirements. 
0042. In another embodiment, the invention provides a 
method of administering a plurality of online entities elec 
tronic commerce having requirements for a Seal of certifi 
cation. Attributes of the plurality of online entities are 
monitored. One of the pluralities of entities is identified 
whose attributes indicate a failure to comply with the 
requirements using a predetermined rule Set. An electronic 
communication to the one of the plurality of entities is 
automatically generated. 

0043. In another embodiment, the invention provides a 
method of indicating an online entity meets requirements for 
a Seal of certification in one of a plurality of Sectors of an 
online marketplace. Compliance of the online entity with 
requirements of the Seal certification in one of the plurality 
of Sectors of the online marketplace is determined. A 
dynamic media object representative of the Seal of certifi 
cation is maintained in connection with one of the plurality 
of Sectors of the online marketplace. The media object is 
communicated to a device for presentment to a user of the 
one of the plurality of Sectors of the online marketplace. 
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0044) In another embodiment, the invention provides a 
System for indicating that one of a plurality of online entities 
meets requirements for a Seal of certification in one of a 
plurality of Sectors of an online marketplace. A datastore is 
configured to Store data reflecting a status of the plurality of 
online entities with requirements of the Seal of certification. 
A Server is configured to Store a plurality of media objects. 
Each of the pluralities of media objects is representative of 
the Seal of certification for a corresponding one of the 
pluralities of online entities and a particular one of the 
pluralities of Sectors of the online marketplace. The Server is 
adapted to communicate a Selected one of the plurality of 
media objects corresponding to the one of the plurality of 
online entities in the one of a plurality of Sectors of the 
online marketplace. 
0045. In another embodiment, the invention provides a 
method of determining certification of an online entity doing 
business in electronic commerce for a Seal of certification. A 
request for approval of the Seal of certification is received. 
An online dispute resolution System is checked for a behav 
ior of the online entity in connection with the online dispute 
resolution System. Compliance of the online entity is deter 
mined based at least in part on the behavior of the online 
entity in connection with the online dispute resolution 
System. The request is approved or denied based upon Such 
determination. 

0046. In another embodiment, the invention provides a 
System for determining compliance of an online entity doing 
business in electronic commerce with requirements for a 
Seal of certification. The System has a periodically updated 
datastore of attributes of the online entity in electronic 
commerce. A rules filter is operatively coupled to the datas 
tore and configured to determine compliance based at least 
in part on a behavior of the online entity in connection with 
a dispute resolution System. 
0047. In another embodiment, the invention provides a 
method of determining continued compliance of an online 
entity doing busineSS in an online marketplace, in which 
attributes of the online entity are monitored. Compliance of 
the online entity is determined using a rule Set based at least 
in part on the attributes of the online entity in the electronic 
commerce, and whether the online entity can participate in 
the online marketplace is controlled based on the compli 
ance determination. 

0048. In another embodiment, the invention provides a 
method for notifying a Seller in an online marketplace of 
buyer activity in the online marketplace. According to the 
method transaction monitoring parameters are received from 
the Seller. Transactions within the online marketplace that 
involve the Seller are monitored to identify transactions 
based on the parameters, and the Seller is alerted to identified 
transactions. 

0049. In another embodiment, the invention provides a 
System for notifying a Seller in an online marketplace of 
buyer activity in the online marketplace. The System 
includes a database to Store transaction monitoring param 
eters received from the seller, and a server. The server 
monitors transactions within the online marketplace that 
involve the seller to identify transactions based on the 
parameters, and alerts the Seller to identified transactions. 
0050. In another embodiment, the invention provides a 
method for providing transaction protection to buyers in an 
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online marketplace for transactions involving a Seller in the 
online marketplace, wherein the Seller is in compliance with 
requirements for certification in the online marketplace. 
According to the method a request is received from the Seller 
for third party transaction protection, and whether third 
party transaction protection is available for transactions 
involving the Seller in the online marketplace is indicated to 
the buyers. 
0051. The details of one or more embodiments of the 
invention are Set forth in the accompanying drawings and 
the description below. Other features, objects, and advan 
tages of the invention will be apparent from the description 
and drawings, and from the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.052 FIG. 1 is a high-level block diagram of an example 
System configured according to the invention. 
0.053 FIG. 2 is a block diagram of an electronic com 
merce Seal of certification compliance System. 
0.054 FIG. 2a is a block diagram of an electronic com 
merce Seal of certification Verification and approval System. 
0055 FIG. 3 is a flow chart of a specialized seal display 
proceSS in accordance with the present invention. 
0056 FIG. 4 is a flow chart of a buyer protection 
Verification and display proceSS in accordance with the 
present invention. 
0057 FIG. 5 is a flow chart of a policy display process 
in accordance with the present invention. 
0.058 FIGS. 6 through 55 are screen shots or procedural 
flow diagrams of an implementation of the invention on an 
online marketplace. 

DETAILED DESCRIPTION 

0059 FIG. 1 is a high-level block diagram of a system 2 
in which online merchants, or online entities, 4 provide 
goods and Services to user 6. Merchants 4 represent busineSS 
entities that transact goods or Services over a network 12, 
which represents a network of computing resources, Such as 
the Internet. For example, a merchant 4 can be buyer or 
Seller of goods, Such as books, movies, Software, computers, 
Semiconductor components and the like. A merchant 4 can 
also be an entity that provides Services over network 12, 
Such as an online Storage provider and Application Service 
Provider (ASP) or even an online marketplace or other 
intermediary. Although described in the context of a busi 
neSS entity, merchants 4 can also be any entity having an 
online presence. 
0060 User 6 uses computing device 10 to remotely 
interact with merchants 4 over network 12. Computing 
device 10 represents any communication device Suitable for 
interfacing with network 12 and interacting with merchants 
4, Such as a personal computer running a web browser Such 
as Internet ExplorerTM from Microsoft Corporation of Red 
mond, Wash. Alternatively, computing device 4 can be, for 
example, a personal digital assistant (PDA), Such as a 
PalmTM organizer from Palm Inc. of Santa Clara, Calif., or 
network-enabled cellular telephone. 
0061 Seal issuer 8 verifies the credentials, policies or 
business practices of each merchant 4 and issues a corre 

Aug. 25, 2005 

sponding Seal of certification to each merchant 4 upon 
verification. In order to become a "seal holder', each mer 
chant 4 must comply with requirements Set by Seal issuer 8. 
Seal issuer 8 might, for example, verify that merchant 4 is 
a legitimate busineSS merchant that complies with, or agrees 
to conform to, certain Standards. For example, Seal issuer 8 
may be an online dispute resolution Service that is designed 
to help buyers and Sellers involved in online transactions 
resolve disputes, Such as disputes that may arise in an online 
auction. In this instance, Seal issuer 8 issues an electronic 
Seal to merchants 4 that agree to participate in the web-based 
problem Solving Service, and to comply with other online 
Selling Standards. AS another example, Seal issuer 8 can be 
an organization that Verifies that merchants 4 comply with 
privacy or Security requirements. Alternatively, as another 
example example, Seal issuer 8 may perform a nominal 
amount of certification before issuing the Seal, Such as 
Verifying contact information of merchants 4. 
0062. Upon verifying a merchant 4, seal issuer 8 issues to 
merchant 4 an electronic Seal that is a recognizable Symbol 
asSociated with certain qualities Such as trustworthiness, 
reliability and Superior customer Service. Merchants 4 can 
post corresponding Hypertext Markup Language (HTML) 
code, or Similar coding, on their web sites, online market 
place listings, or in electronic-mail messages. Alternatively, 
merchants 4 can request Seal issuer to automatically insert 
Such coding. The coding is posted or otherwise inserted Such 
that, when a user views the online page, a Seal or similar 
image will be dynamically served by Seal issuer 8 if the 
merchant 4 is currently within compliance. Other processes 
can also be used to display the Seal in conjunction with the 
above-described process, Such as a process where a real-time 
check is made to determine whether the merchant 4 is under 
compliance before the Seal or Similar graphic is displayed. 
Display of the Seal (or similar graphic) and related features 
helps to increase the confidence of potential customers. 
Unlike conventional techniques, Seal issuer 8 does not issue 
a Static image to merchants 4 that can be viewed at anytime 
once inserted in an online listing or website. AS described in 
detail below, Seal issuer 8 generates and maintains a data 
base of Seal members, tied to a compliance database and 
ongoing compliance process, Such that a unique image can 
be displayed for each entity 4. The appearance of the image 
may be based on where the image is viewed, and whether the 
merchant 4 is currently performing within compliance of the 
Seal requirements. AS Such, Seal issuer 8 can instantly issue, 
update, change or revoke a Seal when a merchant 4 fails to 
comply with requirements for the Seal of certification. In 
addition, Seal issuer 8 can track the use of all issued 
electronic Seals in order to detect any misuse or theft of the 
Seal. 

0063 FIG. 2 is a block diagram illustrating an exemplary 
embodiment of an electronic commerce Seal of certification 
Verification and approval System 13 that may be applied by 
Seal issuer 8 in electronic commerce and online market 
places, Such as the environment illustrated in the block 
diagram of FIG. 1. Moreover, FIG. 2 illustrates exemplary 
rule-based compliance processes implemented by System 
13. 

0064. The compliance processes performed by the sys 
tem illustrated in the FIG. 2, as described below, can occur 
on a regular frequency, e.g., daily. An aggregated database, 
or datastore, 20 is configured to Store current data related to 
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compliance components for a plurality of online entities. 
Aggregated database 20 can be updated with data, Such as 
electronic marketplace data 22 and dispute resolution history 
data 24. A rules filter 26 is coupled to aggregated database 
20 and receives other information relating to an entity's 
attributes and activities in electronic commerce, e.g., an 
online marketplace. Components of attributes and activities 
are updated regularly with a master centralized member 
compliance Status datastore 38 and can include: identifica 
tion information 28, behavioral checks 30, selling profiles 
32, and compliance actions from automated Systems or 
administrators, Such as Suspension or probation requests 34. 
A determination made by rules filter 26 based on Such 
information may result in an online entity passing all (block 
36) of the rules filter 26 requirements for a seal of certifi 
cation. This information is then Stored in master centralized 
member compliance Status datastore 38. Alternatively, the 
determination made by rules filter 26 may result in one or 
more failures causing escalation module 40 to escalate the 
determination to either an automated verification 42 or a 
manual administrative action 44 as determined by prioriti 
Zation module 46 utilizing a prioritization algorithm. 
0065. Automated verification module 42 may request or 
otherwise retrieve further information, Such as online mar 
ketplace user identification if it has changed, and further 
identity verification details that might include address, per 
Sonal information, and business information of the online 
entity. Automated verification module 42 may request or 
otherwise retrieve further information utilizing automated 
techniques, which may include electronic messaging and 
accessing external online databases. This new information 
updates master centralized member compliance Status datas 
tore 38 and keeps the member in prioritized review mode 
until the following period in which rules filter 26 runs to 
check if member is determined to pass all 36, or enter the 
escalation proceSS 40 again. 

0.066 Manual administrative action 44 may result in 
immediate de-escalation 48, immediate Suspension or rejec 
tion 50, or monitored probation 34. In this environment, 
monitored probation 34 may include a temporary relaxation 
of the requirements for approval of the Seal of certification 
and the member may be more closely monitored in con 
junction with this relaxing. Alternatively, manual adminis 
trative action 44 may conduct additional investigation or 
interrogation 52 of the online entity directly with the online 
entity. Direct investigation or interrogation 52 can include 
requesting further information Such as online marketplace 
user identification if it has changed, and further identity 
Verification details that might include address, personal 
information, and business information of the online entity. In 
Some embodiments, the information may be checked 
through a third-party verification service 54. The results of 
the investigation 52 can cause an administrator to make an 
administrative action 44, which may include de-escalation 
48, immediate suspension or rejection 50, or monitored 
probation 34. Further, the information gathered in the inves 
tigation 52 may be used to update master centralized mem 
ber compliance Status datastore 38, and keeps the member in 
prioritized review mode until the following period in which 
rules filter 26 determines whether the member is determined 
to pass all 36, or enters the escalation proceSS 40 again. 
0067 Master centralized member compliance status 
datastore 38 is operatively coupled to seal display server 58 
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which operates to approve and Serve an updated media 
object to computing device 10 (FIG. 1) for presentment to 
user 6 (FIG. 1) as a seal of certification based upon 
compliance and other entity attributes. 
0068 The processes and modules illustrated within rule 
based compliance System 13 may be implemented on one or 
more web servers, database Servers and application Servers, 
or combinations thereof. The Web Servers may, for example, 
provide an interface by which user 6 communicate with 
rule-based compliance System 13 via network 12. In one 
configuration, the Web Servers execute web server Software, 
Such as Internet Information Server'TM from Microsoft Cor 
poration, of Redmond, Wash. As such, the web servers 
provide an environment for Software modules for interacting 
with user 6. Similarly, the application Servers may provide 
an operating environment for Software modules for perform 
ing the described functionality and processes. The Software 
modules may comprise Active Server Pages, web pages 
written in hypertext markup language (HTML) or dynamic 
HTML, Active X modules, Lotus scripts, JavaScripts, Java 
Applets, Distributed Component Object Modules (DCOM) 
and the like. The Software modules may be stored on 
computer-readable media, Such as magnetic or optical discs, 
as executable instructions (i.e., program code) for execution 
by a programmable processor. Data stores 20, 22, 24, and 38 
may be implemented in one or more of a variety of forms 
including data Storage files, one or more database manage 
ment systems (DBMS) executing on one or more database 
servers, or combinations thereof. The database management 
systems may be a relational (RDBMS), hierarchical 
(HDBMS), multidimensional (MDBMS), object oriented 
(ODBMS or OODBMS) or object relational (ORDBMS) 
database management System. The data could, for example, 
be stored within a single relational database Such as SQL 
Server from Microsoft Corporation. 
0069 FIG. 2A is a flow diagram illustrating exemplary 
authentication and Verification processes of the electronic 
commerce Seal of certification verification and approval 
system 13 of FIG. 2. In the illustrated process, user 6 may 
access a Seal of certification application 200 through various 
points of entry to the verification and approval System, Such 
as links from an online marketplace. Certification applica 
tion 200 requests information, which may include online 
marketplace identification information and contact informa 
tion. The contact information may include an email address 
of an applying user. 
0070. Upon completion of application 200, system 13 
Sends a confirmation email to the applying user, and verifies 
whether the user has confirmed that they have received the 
email 202. The user may confirm receipt of the email, by, for 
example, clicking on a link in the email that brings the entity 
to a confirmation process. If user is a US domestic applicant, 
entity is requested to input identity verification information 
204. The identity verification information can be checked 
real time with a third-party database 206. If the identify 
Verification information provided is incorrect or otherwise 
fails, the applying user can be re-requested to input verifying 
information. If the identity of the applying user is Success 
fully verified, the applying user is passed to the compliance 
processes discussed with reference to the compliance System 
illustrated in FIG. 2. 

0071. If the applying user fails to provide sufficient 
verification information for third-party verification tool 206, 
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or if the applying user is international or otherwise from a 
region not covered in the third-party database, the applying 
user is sent a physical letter via postal service 220. The 
physical letter includes a confirmation code. Upon receipt of 
the letter, the applying user is prompted to enter the confir 
mation code 222 in an online Secure interface. If the con 
firmation code is Successful, the applying user is passed to 
the compliance processes discussed with reference to the 
compliance system illustrated in FIG. 2. If there is no 
response to the physical mail 224, the entity's application is 
rejected 230, and master centralized member compliance 
status database 38 is updated. 
0072) If the applying user Successful passes compliance 
checks, the user is approved 240 and the master centralized 
member compliance status database 38 is updated. If the 
applicant does not pass compliance checks, the entity is 
rejected 230 and the master centralized member compliance 
status database 38 is updated. 

0.073 FIG. 3 illustrates an application of a specialized 
Seal display proceSS in accordance with the present inven 
tion. The proceSS shown may be carried out by electronic 
commerce Seal of certification verification and approval 
System 13, and can operate in conjunction with an online 
marketplace. It should be recognized and understood, how 
ever, that the proceSS is also applicable and other forms of 
electronic commerce, Such as electronic commerce through 
a web site. 

0.074 The exemplary process starts with an online mar 
ketplace linking a user to a registration process (block 110). 
Registration process 110 can link an entity to a specialized 
application process (block 112) for an online entity to sell in 
a specialized category, or Specialized Sector, of the online 
marketplace, e.g., if required or if the entity is not already 
registered to Sell there. An example of a Specialized Sector 
of an online marketplace may be, for example, a specialized 
automotive, travel, or real estate marketplace. A link is 
provided or information may be passed (block 114) to a seal 
application process for the Specialized marketplace Sector or 
a generic Seal application if appropriate. Compliance veri 
fication to the requirements for a Seal of certification in the 
Specialized marketplace Sector, or Sector of the online mar 
ketplace, is completed (block 116) in accordance with the 
system illustrated in FIGS. 2 and 2a. If the particular sector 
of the online marketplace is consistent with a marketplace 
having independent licensure, the application and Verifica 
tion proceSS in block 116 may also require verification 
(block 118) of the independent license. An example would 
be verification of an automotive dealer license, Verified 
employment at Verified travel agency, or verified ownership 
of a timeshare or property being leased. Alternatively, an 
online entity may enter the application and Verification 
process (block 116) directly (block 120) without a link from 
a specialized Sector of the online marketplace. 

0075 Once the application and verification process is 
completed, the Seal member profile and compliance database 
38 of electronic commerce seal of certification verification 
and approval System 13 is updated. A periodic, for example, 
daily, update to and from the Seal member profile and 
compliance database 38 is accomplished with a step (block 
122) in which a specialize process automatically inserts 
special HTML onto all new listings of an entity or the online 
entity encodes the HTML themselves. The code provides a 
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special code to reference seal display server 58. When online 
entity creates a new listing, e.g., a new item for Sale, in the 
online marketplace (block 124), the new listing is linked to 
Seal posting Step in block 122. 
0076. In addition, the sub-marketplace may also verify 
prior to permitting the new listing in the Sub-marketplace 
that the entity is authorized to Sell in that Sub-marketplace by 
checking with Compliance database 38. The sub-market 
place may decide to use the compliance database 38 to 
permit new listings (block 124), without requiring a Seal to 
be posted (block 122). In addition or instead of checking 
new listings, a marketplace may decide to periodically 
verify all active listings (block 124) within that sub-market 
place, against the compliance database 38, to Verify that all 
listings do belong to that marketplace. This allows a Sub 
marketplace to utilize the power of the compliance database 
38 and all prior approval and compliance algorithms without 
necessarily mandating or requiring that Seal posting (block 
122) takes place. 
0077. When a web page or online marketplace listing is 
viewed with code inserted, the seal server 58 will deliver the 
appropriate image. Seal Server 58 determines an image to 
deliver by referencing master centralized member compli 
ance Status database 38 and an appropriate rule Set 136. In 
this manner, Seal Server 58 may perform a real-time check of 
compliance before delivering a Seal for display. An appro 
priate Seal image can be Selected based on compliance of the 
entity and requirements of the entity for a specific Seal type 
(e.g., a motors verified Seal). If the entity is determined to be 
in compliance and the entity has also enrolled in a policy 
display functionality process, the policies can also be posted 
on the listing 134 during the process of generating a new 
listing in an online marketplace. 
0078 FIG. 4 illustrates a buyer protection verification 
and display proceSS carried out by electronic commerce Seal 
of certification verification and approval system 13. From 
the seal member services area (block 150) the plan features 
(block 152) are explained and buyer protection plan options 
(block 154) other protection registration options (block 
156), e.g., a seller guarantee, or other member Services 
options including bidder management functionality (block 
157), are provided. The buyer guarantee may comprises a 
guarantee provided by a third party. The online entity may 
Select a guarantee level, and differing levels of the guarantee 
level have different prices to the online entity. 
0079 The online entity then chooses among a plurality of 
the Seal display options (block 158), Such as graphic options 
for the Seal display, or whether the level of Seller guarantee 
is displayed or not, as examples. Ongoing compliance 
Verification processes, as illustrated in FIG. 2, are accom 
plished (block 160) prior to approval of buyer protections 
and inclusion in display functionality 58. Once completed, a 
master centralized member compliance Status database 38 is 
updated. 

0080) If the entity enrolls in bidder management func 
tionality 157, they may have the option to set specific 
parameters under which to be alerted of a recent winning 
bidders in an online marketplace 162. An online marketplace 
database 164 is periodically checked against the parameters, 
and a bidder management report is generated 166. The 
bidder management report may be made available to the 
entity to view online. Further a member can chose to have 
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the report automatically sent to them via email 168. The 
parameters may include any of one of a price, an experience 
level in the marketplace for a buyer, a transaction age, a 
buyer location, a length of time participating in marketplace 
for a buyer, an age an account in the online marketplace for 
a buyer, or other parameter associated with the buyer. 

0081. The remainder of the process illustrated in FIG. 4 
is similar to the corresponding portion of the process illus 
trated with respect to FIG. 3. 
0082 FIG. 5 illustrates a process for displaying online 
entity Selling practices. From the Seal member Services area 
(block 150), an online entity links to policy definition tools 
(block 170). There the online entity defines (block 172) the 
online marketplace or Sector of an online marketplace for 
which a Selling practice, or Selling practices, of the online 
entity is to be displayed. The online entity further determines 
how the policies will be displayed (block 173) with options 
that can include display in an online marketplace listing, or 
in an automated email to a winning bidder on an online 
marketplace. The online entity customizes (block 174) its 
Selling practices or policies, or uses an online wizard (mak 
ing a series of online Selections) to choose Selling practices 
or policies. The policies or practices are defined by category 
(block 176) Such as payments, delivery, refunds and returns, 
contact information, fees or other information. The online 
entity is allowed to view samples (block 180) specific to the 
online marketplace or a particular Sector of an online mar 
ketplace. When completed, the Seal member profile database 
38 is updated and the online entity is allowed to preview 
(block 178) the functionality of the selling practices or 
policies Selected. Policies can be viewed through multiple 
display functionality 134 as defined in 173. The online entity 
may also choose to have the policies automatically displayed 
on new listings in an online marketplace 186, or automati 
cally e-mail (block 188) such policies to a bidder, winning 
bidder or buyer. The entity can also define what is displayed 
when a user clicks on the seal (block 184). 
0.083 FIG. 6 is a collection of partial screenshots that 
illustrating Sample listings in an online marketplace. The 
illustrated Screenshots demonstrate how electronic com 
merce Seal of certification verification and approval System 
13 integrates the display of unique media objects for online 
entities (e.g., merchants 4) sponsoring the listings, and of 
dynamic text and other data indicating that the online entity 
is a verified seller. The illustrated Screenshots also demon 
Strate dynamic buyer protections, Such as a buyer protection 
level and unique online entity identification. 
0084 FIG. 7 and FIG. 8 are screenshots of a dynamic 
display in which an online entity may choose to customize 
the content and placement of a media object representing a 
Seal of certification issued by electronic commerce Seal of 
certification verification and approval System 13 for use in 
conjunction with an online marketplace. 

0085 FIG. 9 is a screenshot of an option screen pre 
Sented by electronic commerce Seal of certification verifi 
cation and approval System 13 to an online entity in which 
the online entity may select a particular level of buyer 
protection and bidder management functionality. 

0.086 FIG. 10 are excerpts of screenshots illustrating the 
dynamic display of media objects representing Seals of 
certification displaying, for example, a Seller guarantee and 
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a Seal for particular sectors of an online marketplace (in this 
case motors or automotive and travel) including the display 
of independent licensure. In other words, electronic com 
merce Seal of certification verification and approval System 
13 dynamically generates media objects for display within 
particular Sectors of an online marketplace. Electronic com 
merce Seal of certification verification and approval System 
13 may apply different compliance and verification pro 
ceSSes for the different Sectors. 

0087 FIG. 11 is a screenshot of a display of a media 
object representing a Seal of certification for a particular 
Sector of the marketplace, in this case motorS or automotive. 
0088 FIG. 12 is a screenshot of a display of a media 
object representing a Seal of certification for a particular 
Sector of the marketplace, in this case travel. 
0089 FIGS. 13 and 14 illustrate user interfaces pre 
Sented by System 13 for a specific Sub-marketplace to State 
how all buyers that all listings within that specific Sub 
marketplace are meeting a Set of approval and compliance 
criteria, including passing Specific licensing checks, com 
mitment to dispute resolution, buyer protection, and Selling 
policies and Standards. This may be further displayed to 
users using a Specific Seal, but the Sub-marketplace is 
marketing to all users that regardless, all Sellers and items 
for Sale meet certain criteria. 

0090 FIG. 15 is a screenshot of a customizable seal of 
the certification display page viewable by a click through 
from a media object representing a Seal of certification. 
0091 FIG. 16 is a screenshot of a customized dynamic 
display and a media object representing a Seal certification 
for a particular Sector of a marketplace, in this case motors 
or automotive, including Specific licensure details. 
0092 FIG. 17 includes excerpts of screenshots that illus 
trate a dynamic certification display page. The page is 
Viewable by a click through from a media object represent 
ing a Seal of certification, and can vary based on where Seal 
is used. The illustrated excerpts illustrate a comparison of a 
Single Seal member's Seal display page when clicked from a 
website or clicked from an online marketplace. 
0093 FIG. 18 is a screenshot of links available through 
a media object representing a Seal of certification to enable 
Viewers of the media object to have access to contact the 
merchant or online entity. FIG. 18 further illustrates a direct 
link to an online dispute resolution Service or System. 
0094 FIGS. 19-22 are screenshots illustrating policy or 
Selling practice definition for an online entity, including a 
Selling policy or practice creation tool using a wizard. FIG. 
23 is a Screenshot illustrating display of Selling policies or 
Selling practices of an online entity in the automotive Sector 
of an online marketplace. FIG. 24 is a Screenshot illustrating 
a click through to enable display of Selling policy or Selling 
practice details. 

0.095 FIGS. 25-27 are screenshots illustrating bidder 
management functionality to Set parameters and view 
reports via online access or a direct email. 
0096 FIGS. 28-30 are screenshots illustrating links to 
acceSS applications for a Seal certification in an online 
marketplace including a link from an online payment Ser 
Vice. 
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0097 FIGS. 31-34 illustrate screenshots of a generic 
application for a seal of certification. FIGS. 35-39 illustrate 
Screenshots of an application for a Seal certification in a 
particular sector of an online marketplace. FIGS. 35-37 and 
38-39 illustrate seal certification in travel and motors sectors 
of an online marketplace, respectively. 

0.098 FIGS. 40-43 illustrate screenshots of identification 
of Verification processes involved in compliance verification 
to meet requirements for a seal of certification. FIG. 40 
illustrates real-time verification. FIG. 41 illustrates elec 
tronic message verification. FIG. 42 illustrates physical 
letter verification. FIG. 43 illustrates a Successful verifica 
tion. 

0099 FIG. 44 is an overview of integrated systems 
Supporting compliance verification in an online marketplace 
including Seal member compliance database 38, a dynamic 
media object representing a Seal certification 210, Verifica 
tion in compliance processes 212 (as illustrated in FIGS. 2 
and 2a), an online dispute resolution database 90 and 
information access to historical Sales data 314, active list 
ings 316 and reputation system 318. 
0100 FIG. 45 illustrates a screenshot of compliance 
administrative search functionality. FIG. 46 is a screenshot 
illustrating escalation prioritization. FIG. 47 is a screenshot 
illustrating and administrative view of an online entity's 
electronic commerce risk. FIG. 48 is a screenshot illustrat 
ing an administrative Overview of the Status of various 
verifications conducted with respect to an online entity and 
which allows a compliance administrator to modify or Set 
electronic commerce risk for an individual online entity. The 
screenshot in FIG. 48 also illustrates a compliance score 
calculated with respect to an individual online entity. FIG. 
49 is a Screenshot illustrating a compliance check Summary 
for an online entity displaying an overall escalation Score 
and compliance Scores for each of a plurality of Subcatego 
ries. FIG. 50 is a screenshot illustrating and administrative 
View of a compliance check Screen allowing a probation 
Setting. In one context, Setting probation allows an online 
entity temporary relaxation of requirements for a Seal of 
certification. FIG. 51 is a screenshot illustrating an admin 
istrator's view allowing adjustment of approval parameters 
with respect to Specific Sectors of an online marketplace. 
FIG. 52 is a screenshot illustrating an escalation screen 
waiting for a manual action. FIG. 53 and FIG. 54 are 
Screenshots illustrating an electronic message requesting 
additional information from an online entity. FIG. 55 is a 
Screenshot illustrating a request to an online entity to pro 
vide more information as a result of an escalation in com 
pliance administration. 
0101 Various modifications and alterations of this inven 
tion will be apparent to those skilled in the art without 
departing from the Scope and Spirit of this invention. It 
should be understood that this invention is not limited to the 
illustrative embodiments set forth above. 

What is claimed is: 
1. A computer-implemented method of determining con 

tinued compliance of an online entity doing business in 
electronic commerce, the method comprising: 

executing Software instruction to monitor an attribute of 
the online entity; 
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executing a compliance Software process on a certification 
System to determine ongoing compliance of the online 
entity based at least in part on the monitored attribute; 
and 

executing Software instructions to automatically take an 
action with the certification System with respect to 
dynamically displayed electronic media based upon the 
determination. 

2. The method of claim 1, wherein executing instructions 
to automatically take an action comprises automatically 
controlling whether the media object is displayed based on 
the determined compliance of the online entity. 

3. The method of claim 1, wherein the electronic media 
comprises a Seal of certification. 

4. The method of claim 1, wherein the online entity is a 
Seller and the electronic media represents buyer protection 
offered by a third party for transactions with the seller. 

5. The method of claim 4, wherein the third party com 
prises one of 

a Seal provider, 
a payment provider, 
an online marketplace, or 
an insurance company. 
6. The method of claim 1, wherein the electronic media 

represents buyer protection. 
7. The method of claim 1, wherein the online entity is a 

Seller and the electronic media represents a seller guarantee. 
8. The method of claim 1, wherein the electronic media 

represents a money back guarantee. 
9. The method of claim 1, wherein the electronic media 

represents verification of the online entity to Sell within a 
particular Sector of the online marketplace having a plurality 
of Sectors. 

10. The method of claim 9, wherein the particular sector 
is one of a travel Sector, an automotive Sector, a jewelry 
Sector, a real estate Sector or an industrial Sector. 

11. The method of claim 1, wherein executing a compli 
ance process comprises applying a rule Set to compute a 
Score representative of a degree of compliance by the online 
entity based on the monitored attribute. 

12. The method of claim 11, further comprising dynami 
cally updating the rule Set. 

13. The method of claim 12, wherein the rule set is 
periodically updated. 

14. The method of claim 11, wherein the rule set is based 
at least in part on another party's risk of dealing with the 
online entity in the electronic commerce. 

15. The method of claim 11, wherein the taking appro 
priate action comprises dynamically controlling display of 
the electronic media is based at least in part on the computed 
SCOC. 

16. The method of claim 11, wherein automatically taking 
the appropriate action comprises the certification System 
automatically escalating to an action Selected from a group 
consisting of a manual proceSS and an automated process 
depending upon the Score. 

17. The method of claim 11 further comprising overriding 
at least a part of the rule Set based on the Score. 

18. The method of claim 11, wherein applying a rule set 
comprises applying a rule Set that computes the Score based 
at least in part on a behavior of the online entity in 
connection with an online dispute resolution System. 
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19. The method of claim 1, wherein automatically taking 
the action comprises automatically revoking approval for the 
online entity with the certification System. 

20. The method of claim 1, wherein monitoring comprises 
receiving feedback regarding the online entity from another 
party in the electronic commerce for use as the attribute of 
the online entity. 

21. The method of claim 1, wherein the electronic com 
merce comprises an electronic marketplace, a Search engine 
or a website. 

22. The method of claim 1, further comprising determin 
ing compliance of the online entity based at least in part on 
feedback from the electronic commerce in response to 
activities of the online entity in the electronic commerce. 

23. The method of claim 1, wherein the attributes include 
at least one of a history of behavior of the online entity with 
respect to the electronic commerce, a country of residence, 
one or more categories of Sales, feedback from a market 
place, or feedback from online Sales activity. 

24. The method of claim 1, wherein automatically taking 
the appropriate action comprises automatically requiring an 
increased level of verification for the attributes. 

25. The method of claim 1, 
wherein monitoring comprises detecting an increase in 

Sales activity in the electronic commerce by the online 
entity, and 

wherein automatically taking the appropriate action com 
prises automatically requiring an increased level of 
Verification for the online entity in response to the 
detected increase in Sales activity in the electronic 
COCCC. 

26. The method of claim 1, 
wherein monitoring comprises detecting an increase in a 
number of online disputes associated with the online 
entity, and 

wherein automatically taking the appropriate action com 
prises automatically requiring an increased level of 
Verification for the online entity in response to the 
detected increase in online disputes. 

27. The method of claim 1, further comprising: 
receiving a request for approval of online entity; 
first determining compliance of the online entity using a 

first rule Set based at least in part of based on compli 
ance of the online entity with requirements for a Seal of 
certification; 

approving or denying the request based upon the first 
determination; 

if approved, monitoring attributes of the online entity; 
Second determining compliance of the online entity using 

a Second rule Set based at least in part on the attributes 
of the online entity in the electronic commerce; and 

automatically taking the appropriate action based upon 
the Second determination. 

28. The method of claim 1, further comprising dynami 
cally displaying the electronic media as a media object 
representative of a Seal of certification. 

29. The method of claim 28, further comprising dynami 
cally updating the media object with the certification System 
based upon the determination. 
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30. The method of claim 28, further comprising display 
ing the media object on a website associated with the online 
entity. 

31. The method of claim 28, further comprising display 
ing the media object in association with an individual listing 
in an online marketplace. 

32. The method of claim 1, further comprising controlling 
the display of the electronic media on an item-by-item level 
for a set of items offered in the electronic commerce by the 
online entity. 

33. The method of claim 32, wherein displaying further 
comprises displaying the electronic media to include iden 
tifiers for the items. 

34. The method of claim 1, further comprising: 

receiving a Selection from the online entity that specifies 
one or more items from a plurality of items offered in 
the electronic commerce by the online entity; and 

displaying the electronic media in association with those 
Selected items in response to the Selection. 

35. The method of claim 1, further comprising: 
continuously updating by the ongoing compliance process 

a current Status of the online entity in a database of the 
certification System; 

confirming in real-time a current status of the online entity 
in the database in response to a certification request; 
and 

displaying the electronic media in a customized manner 
based upon criteria in the database. 

36. The method of claim 35, wherein displaying the 
electronic media comprises dynamically displaying a Seal of 
certification having information specific to the online entity. 

37. The method of claim 36, wherein the information 
comprises at least one of a marketplace identification or a 
business name for the online entity. 

38. The method of claim 35, wherein displaying the 
electronic media comprises dynamically displaying infor 
mation Specific to a specific program within an online 
marketplace. 

39. The method of claim 38, wherein the information 
Specifies a particular Sub-marketplace of the marketplace. 

40. The method of claim 35, wherein displaying the 
electronic media comprises dynamically displaying infor 
mation specific to programs displayed through a Search 
engine. 

41. The method of claim 35, wherein displaying the 
electronic media comprises dynamically updating a current 
date, a marketplace identification, a business name, business 
license details, marketplace-specific verifications, or buyer 
protection details of the electronic media. 

42. The method of claim 1, wherein the electronic media 
comprises text or graphics. 

43. A computer-implemented System for determining con 
tinued compliance of an online entity doing business in 
electronic commerce, the System comprising a Server that 
executes instructions for: 
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executing Software instruction to monitor an attribute of executing Software instructions to automatically take an 
the online entity; action with the certification System with respect to 

dynamically displayed electronic media based upon the executing a compliance proceSS on a certification System determination. to determine ongoing compliance of the online entity 
based at least in part on the monitored attribute, and k . . . . 


