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(57) Abstract: Systems and methods which provide identification of a user in combination with mutual authentication between a
user and identification host are shown. Embodiments further provide mutual authentication between the identification host and a re-
source for which access is controlled, thereby providing three-party authentication (e.g., user, identification host, resource). Al-
though utilizing biometric data for user identitfication, embodiments store such biometric information within devices which remain in
the control of users. Protocols implemented according to embodiments facilitate a decentralized approach to user identitication and
authentication to allow a user to interact with any of a number of identification hosts for user identification and authorization. Audit -
ing and tracing of user identification and authentication and/or resource access is provided according to embodiments.
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PROXIMITY BASED BIOMETRIC IDENTIFICATION SYSTEMS AND
METHODS

TECHNICAL FIELD

[0001] The invention relates generally to identification of individuals and, more
particularly, to proximity based biometric identification techniques for identification of

individuals.
BACKGROUND OF THE INVENTION

[0002] There are many situations where reliable identification of an individual is
desired. For example, in the medical field procedures are often implemented for requiring
authorization by a physician and/or attending nurse for dispensing medication, such as to
safeguard the dispensation of controlled substances, to ensure dispensation of proper medications
and quantities, etc. Accordingly, a procedure may be established by the medical facility
requiring that the physician and the nurse sign orders for dispensing medications. Unfortunately,
such signatures are often difficult to read, are relatively easily forged, and require the use of
paper or hard copies of the documents being authorized. The foregoing technique requiring
signatures of the physician and nurse, therefore, do not provide reliable identification of the
authorizing individuals or reliable transaction auditing. Moreover, such techniques requiring the
use of paper or hard copies of the documents are not environmentally friendly and are

incompatible with a more modern, paperless office.

[0003] Another example of situations where reliable identification of an individual
is desired is when granting access to various resources for which controlled access is desired.
Continuing with the foregoing medical field example, controlled access may be desired with
respect to patient records, clinical resource scheduling, etc. Accordingly, procedures may be
established by the medical facility whereby each user creates a user name and password for
electronically accessing particular applications, such as a patient records database application, a
clinical resource scheduling application, etc. Unfortunately, the use of such user names and
passwords is often not user friendly. For example, a user is often required to implement multiple
layers of user names and passwords, such as one set of user name and password to access a

network system and separate sets of user names and passwords to access individual applications
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available through the network system. Creating, remembering, and managing such user name
and password sets, particularly where different applications impose different requirements
regarding such user names and passwords, becomes a challenging task for the user. Moreover,
the use of such user name and password does nothing to actually provide identification of the
user because any individual who acquires the user name and password set may obtain access to

the corresponding resource.

[0004] One previous technique for providing user identification and/or controlled
access to a resource has been to issue radio frequency identification (RFID) cards to users.
Accordingly, a user may hold an RFID card near an RFID reader for user identification and/or
gaining access to a controlled access resource. Such techniques, however, provide no
identification of the user because any individual possessing the RFID card will be identified as
the user to which the card was issued. Moreover, the response by the RFID card to a reader
inquiry is unchanging, and thus the RFID identification technique is susceptible to replay attacks.
For example, an eavesdropper may monitor the communication between the RFID card and
RFID reader and thus obtain information from a user’s RFID card. This obtained information
may subsequently be provided to a RFID reader to “spoof” the identification of the legitimate
user. The foregoing replay attack is made even more vulnerable due to there being no
authentication of the RFID reader, thereby allowing an imposter RFID reader to readily obtain
the RFID card information. Various RFID based identification and/or controlled access
techniques further present a weakness in that there is no mutual authentication between the RFID
reader and the resource to which access is granted. Thus, even where the RFID identification
technique itself operates properly, the technique may be circumvented through interaction with a

resource directly.

[0005] Another previous technique for providing user identification and/or
controlled access to a resource has been to use challenge-response based access control.
According to such a technique, a smartcard or other device having processing capability
(collectively referred to herein as a smart user device) is used with an identification host (e.g.,
smartcard reader) to implement a challenge and corresponding response for identification and/or
access control. For example, a smart user device and identification host may share a secret key
for use in a challenge-response, whereby the identification host provides a challenge message

encrypted using the key (e.g., a random number) to a smart user device in communication



WO 2012/095026 PCT/CN2012/070349

therewith. In response, the smart user device may use the key to obtain the challenge message,
compute a response using the challenge message, and return a response message encrypted using
the key. As with the RFID technique discussed above, such a challenge-response technique
provides no identification of the user because any individual possessing the smart user device
will be identified as the user to which the device was issued. Moreover, the challenge-response
is susceptible to a “man-in-the-middle” attack, wherein an unauthorized device is disposed in the
communication path between the smart user device and the identification host, passing the
challenge and response messages between the smart user device and identification host but
intercepting and controlling session data provided thereafter (e.g., taking over interaction with
the identification host after the challenge-response). The vulnerability of the challenge-response
technique is further exacerbated by there being no authentication of the identification host,
thereby allowing an imposter host to issue challenges to a smart user device in an effort to
determine the proper challenge-response combination for use in later spoofing the smart user
device to a legitimate identification host. Various challenge-response based identification and/or
controlled access techniques further present a weakness in that there is no mutual authentication
between the identification host and the resource to which access is granted. Thus, even where
the challenge-response identification technique itself operates properly, the technique may be

circumvented through interaction with a resource directly.

[0006] Yet another previous technique for providing user identification and/or
controlled access to a resource has been to provide a technique implementing a smartcard reader
with fingerprint verification. For example, a terminal may be provided which includes both a
smartcard reader and a fingerprint reader which are operated cooperatively to provide user
identification and/or resource access control. The smartcard portion of the technique implements
a traditional challenge-response technique, as described above, and thus suffers from weaknesses
with respect to man-in-the-middle attacks and no identification host authentication. The
fingerprint portion of the technique typically implements centralized storage (e.g., identification
host or server based storage) of user fingerprint data (e.g., fingerprint exemplars), thereby
presenting privacy issues with respect to user biometric data. Moreover, the combined smartcard
reader with fingerprint verification techniques present a weakness in that there is no mutual
authentication between the terminal and the resource to which access is granted. Thus, even
where the smartcard reader with fingerprint verification identification technique itself operates

properly, the technique may be circumvented through interaction with a resource directly.
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[0007] Various authenticated key exchange protocols have been implemented
which provide mutual authentication between two systems. For example, International
Standards Organization (ISO) (e.g., ISO/IEC 9798), sign and MAC (SIGMA), just fast keying
(JFK), Diffie-Hellman (D-H), secret key exquisite mutual encryption (SKEME) (public key
encryption D-H protocol), and high-performance Menezes, Qu, and Vanstone (HMQYV) (high-
performance secure D-H protocol), authenticated key exchange protocols have been
implemented to provide mutual authentication. These authenticated key exchange protocols,
however, do not provide for identification of a user, but rather authenticate the devices
implementing the key exchange protocols. Systems implementing such mutual authentication
protocols are shown in United States patent numbers 5,225,664 to Iijima, 5,721,781 to Deo, et al.,
5,544,245 to Tsubakiyama, and 6,757,825 to MacKenzie, et al. None of these systems set forth a
solution providing a combination of user authentication, server authentication, user identification,
and mutual authentication between an identification host and a resource for which access is
controlled. For example, lijima provides only for mutual authentication, Deo et al. provides
public key based authentication of smartcard transactions with no specific mutual authentication
protocol and no biometric user information, Tsubakinyama only provides mutual authentication
between two entities using symmetric key encryption, and MacKenzi et al. provides a public key

based mutual network authentication protocol for two parties.
BRIEF SUMMARY OF THE INVENTION

[0008] The present invention is directed to systems and methods which provide
identification of a user in combination with mutual authentication between a user and
identification host. Accordingly, embodiments implement a two-factor authentication technique
for user identification and authentication, wherein the factors used include something the user is
(e.g., biometric data) and something the user possesses (e.g., smart user device). Information
regarding something the user is (e.g., biometric data, such as fingerprint, iris print, retina print,
voice print, DNA, etc.) is stored in systems remaining in the possession of the user (e.g., the
something the user possess, such as a smart user device). Embodiments of the invention thus not
only avoid particular issues with respect to the storage of such highly personal information (e.g.,
privacy issues), but facilitate a decentralized approach to user identification and authentication.

In operation according to such decentralized embodiments of the invention, a user may interact
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with any of a number of identification hosts (e.g., identification hosts which have not been

provisioned a priori for use by the particular user) for user identification and authorization herein.

[0009] In addition to providing user identification and authorization, embodiments
further provide mutual authentication between the identification host and a resource for which
access is controlled, thereby providing three-party authentication (e.g., user, identification host,
resource). Accordingly, an identification host of embodiments of the invention may be assured
of the particular resource for which controlled access is provided, to which user credentials are

provided, etc.

[0010] Auditing and tracing of user identification and authentication and/or
resource access may be reliably provided according to embodiments of the invention. For
example, a transcript of the process of user identification and authentication and/or resource

authentication may be logged to facilitate auditing and tracking.

[0011] In an exemplary embodiment, a contactless smart user device (e.g.,
smartcard, processor-based dongle, etc.) is utilized in providing biometric identification of a user
and authentication with respect to the user. An identification host having an appropriate smart
device reader and biometric sensor of embodiments operates to provide mutual authentication
with respect to the smart user device and, using biometric sensor data and exemplary biometric
data provided by the authenticated smart user device, identify and authenticate the user. Where
the user is seeking access to a resource (e.g., a particular application), the identification host of
embodiments mutually authenticates the resource. Thereafter, the identification host may
facilitate user access to the resource, such as by passing user access credentials thereto (e.g., user
name and password stored by the identification host, the smart user device, etc.). Accordingly,
embodiments of the invention may be utilized to provide controlled access with respect to one or
more resources in a user friendly manner (e.g., without necessitating a user memorizing one or
more sets of user credentials) while providing reliable user identification and authentication and

facilitating auditing and tracing functionality.

[0012] User identification and authentication provided according to embodiments
of the invention may be utilized in situations other than for providing controlled access to one or
more resource directly to the user thereof. For example, embodiments may be utilized to provide

endorsement (e.g., signing, executing, approving, etc.) of documents, wherein the user’s identity
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is assured. In operation according to an embodiment, a physician carrying the aforementioned
contactless smart user device and wishing to endorse a document (e.g., report, order, a negotiable
instrument, etc.) may interface with an appropriate identification host to provide biometric
information (e.g., fingerprint), whereby the identification host interacts with the smart user
device to identify and authenticate the physician using the biometric information. The
identification host may further operate according to the foregoing protocol to mutually
authenticate an application system providing a document endorsement function. Thereafter, the
document may be provided with an appropriate endorsement (e.g., electronic signature having
authenticating features therein) of the physician, thereby providing reliable user identification
and authentication and facilitating auditing and tracing functionality. Accordingly, although
implementing controlled access with respect to an endorsement application, operation of the user
identification and authentication is provided for the reliable and trustworthy endorsement of the

document rather than for providing access with respect to a resource to a user.

[0013] It should be appreciated that the foregoing scenarios for the use of user
identification and authentication are merely exemplary and that the concepts herein have
applicability beyond such examples. For example, other scenarios in which user identification
and authentication provided according to embodiments of the invention may be utilized include
user activity timestamping (e.g., worker time clock applications) and communication of data

between devices (e.g., communication of user data from a user device to another device).

[0014] The foregoing has outlined rather broadly the features and technical
advantages of the present invention in order that the detailed description of the invention that
follows may be better understood. Additional features and advantages of the invention will be
described hereinafter which form the subject of the claims of the invention. It should be
appreciated by those skilled in the art that the conception and specific embodiment disclosed
may be readily utilized as a basis for modifying or designing other structures for carrying out the
same purposes of the present invention. It should also be realized by those skilled in the art that
such equivalent constructions do not depart from the spirit and scope of the invention as set forth
in the appended claims. The novel features which are believed to be characteristic of the
invention, both as to its organization and method of operation, together with further objects and
advantages will be better understood from the following description when considered in

connection with the accompanying figures. It is to be expressly understood, however, that each
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of the figures is provided for the purpose of illustration and description only and is not intended

as a definition of the limits of the present invention.
BRIEF DESCRIPTION OF THE DRAWING

[0015] For a more complete understanding of the present invention, reference is
now made to the following descriptions taken in conjunction with the accompanying drawing, in

which:

[0016] FIGURE 1 shows a high level block diagram of an identification and

authentication system adapted according to embodiments of the invention;

[0017] FIGURE 2 shows a block diagram of embodiments of a smart user device

as may be used in the identification and authentication system of FIGURE 1;

[0018] FIGURE 3 shows a block diagram of embodiments of an identification host

as may be used in the identification and authentication system of FIGURE 1;

[0019] FIGURE 4 shows a block diagram of embodiments of an application system

as may be used in the identification and authentication system of FIGURE 1;

[0020] FIGURE 5 shows a block diagram of embodiments of an authority as may
be used in the identification and authentication system of FIGURE 1;

[0021] FIGURE 6 shows a protocol communication flow between a smart user

device and identification host of FIGURE 1 according to embodiments; and

[0022] FIGURE 7 shows a protocol communication flow between an identification

host and application system of FIGURE 1 according to embodiments.
DETAILED DESCRIPTION OF THE INVENTION

[0023] FIGURE 1 shows a high level block diagram of a identification and
authentication system adapted according to embodiments of the invention. Specifically, system
100 of the illustrated embodiment includes identification host 120 operable in cooperation with
smart user device 110 to use biometric information 101 in identifying and authenticating a user

(not shown). In operation smart user device 110, such as may be issued to the user by authority
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140, is carried by the user when engaging identification host 120, whereby identification host
120 authenticates smart user device 110, collects biometric information 101 from the user, and
uses biometric information 101 in cooperation with authenticated smart user device 110 to

identify and authenticate the user.

[0024] The foregoing identification and authentication of the user may be utilized
by identification host 120 in providing controlled access with respect to the user to one or more
resources, such as applications of application system 130. Accordingly, identification host 120
of embodiments operates in cooperation with application system 130 to provide mutual
authentication. Granting of user access to applications of application system 130, such as by
providing user credentials thereto, may thus be confidently undertaken according to

embodiments of the invention.

[0025] Directing attention to FIGURE 2, detail with respect to an embodiment of
smart user device 110 is shown. Specifically, FIGURE 2 shows a high level block diagram of an
embodiment of smart user device 110. It should be appreciated that smart user device 110 of the
illustrated embodiment may comprise a number of form factors, such as a wireless dongle
configuration, a smartcard type configuration, a universal serial buss (USB) dongle, a touch

memory configuration, a processor-based module configuration, etc.

[0026] The illustrated embodiment of smart user device 110 comprises a plurality
of components, shown here as including interface 210, processor 220, memory 230, and power
source 240. Embodiments of smart user device 110 may include different and/or alternative

components useful for providing operation as described herein.

[0027] Interface 210 of embodiments provides a communication interface suitable
for communications between smart user device 110 and identification host 120 as described
herein. Interface 210 may comprise a wireless interface (e.g., a proximity based wireless
interface such as a proximity resonant energy wireless interface, a short range wireless interface
such as a BLUETOOTH or ZIGBEE wireless interface, a medium range wireless interface such
as a wireless local area network (WLAN) wireless interface, a relatively long range wireless
interface such as a cellular, Global System for Mobile Communications (GSM), or International
Mobile Telecommunications-2000 (3G) wireless interface, etc.). Interface 210 may additionally

or alternatively comprise a wired interface (e.g., a USB interface, an Ethernet interface, a
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FIREWIRE interface, etc.). Interface 210 may comprise interfaces in addition to or in the
alternative to those examples given, whether wired, wireless, or utilizing other media, such as an
optical interface infrared (IR) interface, a fiber optic interface, etc. The communications
provided by interface 210 of embodiments, irrespective of the particular technology used or
medium through which the communications are accomplished, are preferably bidirectional, of
sufficient bandwidth, and sufficiently robust to accommodate communication of identification

and authentication information for embodiments as described herein.

[0028] Interface 210 of embodiments may provide interface functionality in
addition to or in the alternative to the aforementioned communication interface suitable for
communications between smart user device 110 and identification host 120. For example,
interface 210 may provide a user interface, such as to provide information (e.g., light, audio,
information display, etc.) regarding the status of smart user device 110, the status of user
identification and authorization, the status of a communication link, etc. A user interface may
include the ability for a user to provide input to and/or control of smart user device 110, such as
by providing a user controllable switch to allow the user to disable smart user device 110 and
thereby prevent its unintended or undesired communication with an external system (e.g.,

identification host).

[0029] Processor 220 may comprise a general purpose processor (€.g., a central
processing unit operable under control of an instruction set to define operation according to
embodiments described herein) or a special purpose processor (e.g., an application specific
integrated circuit (ASIC) operable to provide operation according to embodiments described
herein). Irrespective of the particular processor configuration used, embodiments of processor
220 provide operation to implement communications protocols described herein, to control

access to at least portions of memory 230, and to provide cryptographic operations.

[0030] Memory 230 may comprise various forms of memory providing data
storage suitable for use in user identification and authentication as described herein. For
example, memory 230 may comprise random access memory (RAM), read only memory (ROM),
flash memory, magnetic memory, optical memory, etc. Irrespective of the particular memory
configuration used, memory 230 of embodiments provides controlled, tamper resistant storage
(through cooperative operation of processor 220 of embodiments) of data used in user

identification and authentication as described herein. For example, the illustrated embodiment of
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memory 230 comprises user device identity data 231 (ID,) providing substantially unique
(substantially unique as used herein being unique within the typical operation of system 100)
identification of smart user device 110, user identity data 232 (IDy) providing substantially
unique identification of the user to which smart user device 110 is assigned, user key data 233
(Ky) providing one or more cryptographic key for use in identification/authentication protocols,
and biometric information data 234 (bio-info-stry). Any or all such data may be encrypted, such
as by processor 220 using key data 233, for storage by memory 230 (as indicated herein by the
use of “{ }” brackets).

[0031] It should be appreciated that additional or alternative data useful for
providing user identification and/or authentication may be stored by memory 230 of
embodiments. For example, embodiments of smart user device 110 may store a plurality of
biometric information data in memory 230. Such biometric information data may comprise
biometric data streams for a biometric attribute (e.g., fingerprint) sampled using different sensors
(e.g., full fingerprint scanner, strip fingerprint reader, optical fingerprint scanner, ultrasonic
fingerprint scanner, etc.) to facilitate user identification and authentication using any of a number
of identification host configurations using different biometric sensor configurations for sensing
the biometric attribute. Additionally or alternatively, such biometric information data may
comprise biometric data streams for different biometric attributes (e.g., fingerprint, iris print,
retina print, voice print, etc.) to facilitate user identification and authentication using any of a
number of identification host configurations using different biometric sensors and/or for

identification of a user through a plurality of biometric attributes.

[0032] Another example of additional data that may be stored by memory 230 is
user credentials. For example, user credentials such as user name and password sets useful with
respect to an application for which controlled access is provided may be stored by memory 230
for passing to application system 130 upon completion of user identification and authentication
processing by and between smart user device 110, identification host 120, and application system
130.

[0033] Power source 240 may comprise any of a number of configurations suitable
for providing appropriate power to the components of smart user device 110. For example,
power source 240 may comprise a battery for autonomously powering interface 210, processor

220, and memory 230 for user identification and authentication operation. Such a battery may
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provide power reserves sufficient to operate the components of smart user device 110
autonomously for a desired period of time (e.g., minutes, days, weeks, years, etc.) and may be
replaceable and/or rechargeable. Power source 240 may comprise circuitry (e.g., coil, rectifier,
temporary power store, etc.) for inductive or parasitic power acquisition from a host to power
interface 210, processor 220, and memory 230 for user identification and authentication
operation. Additionally or alternatively, power source 240 may comprise circuitry (e.g., power
interface components, voltage and/or current regulators, etc.) for direct power acquisition from a
host to power interface 210, processor 220, and memory 230 for user identification and
authentication operation. Such a battery, inductive power acquisition circuit, and/or direct power
acquisition circuit may be used in combinations of one or more such other circuits in order to

facilitate robust and long lived operation of smart user device 110 of embodiments.

[0034] Interface 210, processor 220, and memory 230 are preferably operable to
provide the foregoing functions at speeds suitable for facilitating user identification and
authentication processing as described herein. Moreover, interface 210, processor 220, and
memory 230 are preferably adapted to perform such functionality within the power supply
capabilities of power source 240 such that a desired level of smart user device longevity and/or

autonomy is ensured.

[0035] Directing attention to FIGURE 3, detail with respect to an embodiment of
identification host 120 is shown. Specifically, FIGURE 3 shows a high level block diagram of
an embodiment of identification host 120. It should be appreciated that identification host 120 of
the illustrated embodiment may comprise a number of form factors, such as an interface
integrated into a user terminal or system hosting one or more applications for which controlled
access 1s provided, a stand alone module in communication with one or more systems for which

controlled access is provided, an appliqué for a user terminal or other system, etc.

[0036] The illustrated embodiment of identification host 120 comprises a plurality
of components, shown here as including interface 310, processor 320, memory 330, power
source 340, and biometric scanner 350. Embodiments of identification host 120 may include
different and/or alternative components useful for providing operation as described herein. For
example, identification host 120 of embodiments may comprise an internal clock (e.g., a clock

maintaining time in seconds) for the purpose of log keeping.
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[0037] Interface 310 of embodiments provides a communication interface suitable
for communications between identification host 120 and both smart user device 110 and
application system 130 as described herein. Accordingly, interface 310 of the illustrated
embodiment comprises user device interface 311 adapted for providing communication with
smart user device 110 and resource interface 312 adapted for providing communication with
application system 130. User device interface 311 and/or resource interface 312 of interface 310
may comprise a wireless interface (e.g., a proximity based wireless interface such as a proximity
resonant energy wireless interface, a short range wireless interface such as a BLUETOOTH or
ZIGBEE wireless interface, a medium range wireless interface such as a WLAN wireless
interface, a relatively long range wireless interface such as a cellular, GSM, or 3G wireless
interface, etc.). User device interface 311 and/or resource interface 312 of interface 310 may
additionally or alternatively comprise a wired interface (e.g., a USB interface, an Ethernet
interface, an Internet interface, a FIREWIRE interface, etc.). In accordance with an exemplary
embodiment, user device interface 311 may comprise a wireless interface for facilitating the use
of a contactless configuration of smart user device 110 and resource interface 312 may comprise
a wired interface for facilitating the use of a network server configuration of application system

130.

[0038] User device interface 311 and/or resource interface 312 of interface 310
may comprise interfaces in addition to or in the alternative to those examples given above,
whether wired, wireless, or utilizing other media, such as an optical interface infrared (IR)
interface, a fiber optic interface, etc. The communications provided by interface 310 of
embodiments, irrespective of the particular technology used or medium through which the
communications are accomplished, are preferably bidirectional, of sufficient bandwidth, and
sufficiently robust to accommodate communication of identification and authentication

information for embodiments as described herein.

[0039] Interface 310 of embodiments may provide interface functionality in
addition to or in the alternative to the aforementioned communication interface suitable for
communications between identification host 120 and smart user device 110 and application
system 130. For example, interface 310 may provide a user interface, such as to provide
information (e.g., light, audio, information display, etc.) regarding the status of identification

host 120, the status of user identification and authorization, the status of a communication link,
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etc. A user interface may include the ability for a user to provide input to and/or control of
identification host 120, such as by providing a user control to allow the user to initiate user

identification and/or authentication operation.

[0040] Processor 320 may comprise a general purpose processor (€.g., a central
processing unit operable under control of an instruction set to define operation according to
embodiments described herein) or a special purpose processor (e.g., an ASIC operable to provide
operation according to embodiments described herein). Irrespective of the particular processor
configuration used, embodiments of processor 320 provide operation to implement
communications protocols described herein, to control access to at least portions of memory 330,

and to provide cryptographic operations.

[0041] Memory 330 may comprise various forms of memory providing data
storage suitable for use in user identification and authentication as described herein. For
example, memory 330 may comprise RAM, ROM, flash memory, magnetic memory, optical
memory, etc. Irrespective of the particular memory configuration used, memory 330 of
embodiments provides controlled, tamper resistant storage (through cooperative operation of
processor 320 of embodiments) of data used in user identification and authentication as
described herein. For example, the illustrated embodiment of memory 330 comprises master
secret key data 331 (MSK) providing a master key from which other data is generated (e.g., user
key data (Ky), user identity data (IDy), etc.), host identity data 332 (IDg) providing substantially
unique identification of identification host 120, application identification data 333 (ID¢)
providing substantially unique identification of application system 130 with respect to which
controlled access is to be provided. Any or all such data may be encrypted, such as by processor

320 using master secret key data 331, for storage by memory 330.

[0042] It should be appreciated that additional or alternative data useful for
providing user identification and/or authentication may be stored by memory 330 of
embodiments. For example, embodiments of identification host 120 may store a plurality of data
sets (e.g., host identity data, and/or application identity data, wherein the master secret key data
may be used for multiple applications or different master secret key data may be provided for
different applications) associated with different applications to which controlled access is to be

provided.
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[0043] In operation according to embodiments of the invention, the use of
application identification data 333 links identification host system to application system 130 for
user identification and authentication processing. However, as will be better appreciated from
the discussion regarding operation of embodiments herein, configurations of identification host
130 herein are not a priori linked to particular users/smart user devices. Therefore, identification
host 130 may be utilized in providing user identification and authentication with respect to any

user possessing an appropriate smart user device.

[0044] Power source 340 may comprise any of a number of configurations suitable
for providing appropriate power to the components of identification host 120 and, in some
embodiments, smart user device 110. For example, power source 340 may comprise circuitry
(e.g., line power interface) for direct power acquisition from building mains for powering
interface 310, processor 320, memory 330, and biometric sensor 350 for user identification and
authentication operation. Similarly, power source 340 may comprise circuitry (e.g., power
interface components, voltage and/or current regulators, etc.) for direct power acquisition from a
system to which identification host 130 is attached (e.g., a system to which identification host
130 is an appliqué). Additionally or alternatively, power source 340 may comprise a battery for
autonomously powering interface 310, processor 320, memory 330, and biometric sensor 350 for
user identification and authentication operation. Power source 340 may comprise circuitry for
providing power to other devices, such as smart user device 110, either directly (e.g., using
power interface components, voltage and/or current regulators, etc.) or indirectly (e.g., using a
coil for inductive power transmission). Such a battery, inductive power acquisition circuit,
and/or direct power acquisition circuit may be used in combinations of one or more such other

circuits in order to facilitate robust operation of identification host 120 of embodiments.

[0045] Biometric scanner 350 comprises one or more biometric scanner circuits
operable to collect data regarding biometric samples provided by a user during user identification
and authentication operation. For example, biometric scanner 350 may comprise one or more
fingerprint scanner (e.g., full fingerprint optical scanner, strip fingerprint optical scanner,
ultrasonic fingerprint scanner, etc.). Additionally or alternatively, biometric scanner 350 may

comprise one or more iris scanner, retina scanner, voice scanner, DNA scanner, and/or the like.

[0046] Interface 310, processor 320, memory 330, and biometric scanner 350 are

preferably operable to provide the foregoing functions at speeds suitable for facilitating user
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identification and authentication processing as described herein. Moreover, interface 310,
processor 320, memory 330, and biometric scanner 350 are preferably adapted to operate
cooperatively with respect to smart user device 110 and application system 130 to provide user

identification and/or authentication operation as described herein.

[0047] Directing attention to FIGURE 4, detail with respect to an embodiment of
application system 130 is shown. Specifically, FIGURE 4 shows a high level block diagram of
an embodiment of application system 130. It should be appreciated that application system 130
of the illustrated embodiment may comprise a number of form factors, such as one or more
network based application servers, a stand alone application processing system, an application

processing system integrated with identification host 120, etc.

[0048] The illustrated embodiment of application system 130 comprises a plurality
of components, shown here as including interface 410, processor 420, memory 430, and
biometric scanner 450. Embodiments of application system 130 may include different and/or
alternative components useful for providing operation as described herein. For example,
although not shown in the illustrated embodiment for simplification, application system 130 of

embodiments comprises a power source, such as a battery, line power circuit, etc.

[0049] Interface 410 of embodiments provides a communication interface suitable
for communications between application system 130 and identification host 120 as described
herein. Interface 410 may comprise a wireless interface (e.g., a proximity based wireless
interface such as a proximity resonant energy wireless interface, a short range wireless interface
such as a BLUETOOTH or ZIGBEE wireless interface, a medium range wireless interface such
as a WLAN wireless interface, a relatively long range wireless interface such as a cellular, GSM,
or 3G wireless interface, etc.). Interface 410 may additionally or alternatively comprise a wired
interface (e.g., a USB interface, an Ethernet interface, an Internet interface, a FIREWIRE
interface, etc.). Interface 410 may comprise interfaces in addition to or in the alternative to those
examples given above, whether wired, wireless, or utilizing other media, such as an optical
interface infrared (IR) interface, a fiber optic interface, etc. The communications provided by
interface 410 of embodiments, irrespective of the particular technology used or medium through
which the communications are accomplished, are preferably bidirectional, of sufficient
bandwidth, and sufficiently robust to accommodate communication of identification and

authentication information for embodiments as described herein.
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[0050] Interface 410 of embodiments may provide interface functionality in
addition to or in the alternative to the aforementioned communication interface suitable for
communications between application system 130 and identification host 120. For example,
interface 410 may provide a user interface, such as to provide user interaction with application
450 subsequent to user identification and authentication operation by and between smart user

device 110, identification host 120, and application system 130.

[0051] Processor 420 may comprise a general purpose processor (€.g., a central
processing unit operable under control of an instruction set to define operation according to
embodiments described herein) or a special purpose processor (e.g., an ASIC operable to provide
operation according to embodiments described herein). For example, processor 420 may
comprise an application server processor operable to provide processing of one or more
applications of application system 130 in addition to operation for user identification and/or
authentication herein. Alternatively, processor 420 may comprise a processor separate from a
processor providing operational processing of one or more applications of application system
130. TIrrespective of the particular processor configuration used, embodiments of processor 420
provide operation to implement communications protocols described herein, to control access to

at least portions of memory 430, and to provide cryptographic operations.

[0052] Memory 430 may comprise various forms of memory providing data
storage suitable for use in user identification and authentication as described herein. For
example, memory 430 may comprise RAM, ROM, flash memory, magnetic memory, optical
memory, etc. Irrespective of the particular memory configuration used, memory 430 of
embodiments provides controlled, tamper resistant storage (through cooperative operation of
processor 420 of embodiments) of data used in user identification and authentication as
described herein. For example, the illustrated embodiment of memory 430 comprises application
identity data 431 (ID¢) corresponding to application identity data 333 of FIGURE 3, and
application key data 432 (K¢) providing one or more cryptographic key for use in
identification/authentication protocols. Any or all such data may be encrypted, such as by

processor 420 using application key data 432, for storage by memory 430.

[0053] It should be appreciated that additional or alternative data useful for
providing user identification and/or authentication may be stored by memory 430 of

embodiments. For example, embodiments of application system 130 may store a plurality of
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data sets (e.g., application key data and/or application identity data) associated with different

user identification and authentication protocols.

[0054] Application 450 comprises one or more application access control is
provided by user identification and/or authentication processing of embodiments. It should be
appreciated that application 450 may comprise an application to which a user desires to be
provided access (e.g., an application with which the user may interact, subsequent to user
identification and authentication herein, to perform one or more functions). Additionally or
alternatively, application 450 may comprise an application to which access control is provided
by operation of user identification and authentication herein, but which the user does not
specifically desire access (e.g., an endorsement application, wherein the user only wishes to
endorse a document and does not specifically desire to interact with the application facilitating

the document endorsement).

[0055] Interface 410, processor 420, memory 430, and application 450 are
preferably operable to provide the foregoing functions at speeds suitable for facilitating user
identification and authentication processing as described herein. Moreover, interface 410,
processor 420, and memory 430 are preferably adapted to operate cooperatively with respect to
smart user device 110 and/or identification host 120 to provide user identification and/or
authentication operation as described herein. It should be appreciated that embodiments of
application 450 may or may not be adapted to operate cooperatively with respect to smart user
device 110 and/or identification host 120. For example, interface 410 processor 420 and
memory 430 may be provided as an appliqué or other front end to application 450, whereby
application 450 operates in an unmodified manner to accept user credentials (e.g., conventional
user name and password) from smart user device 110 through identification host 120 subsequent
to user identification and authorization herein. Alternatively, application 450 may be specifically
adapted operate cooperatively with smart user device 110 and/or identification host 120 to

provide appropriate access thereto subsequent to user identification and authentication.

[0056] Directing attention to FIGURE 5, detail with respect to an embodiment of
authority 140 is shown. Specifically, FIGURE 5 shows a high level block diagram of an
embodiment of authority 140. It should be appreciated that authority 140 of the illustrated

embodiment may comprise a number of form factors, such as one or more network based
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authority servers, distributed among one or more of identification host 120, application system

130, and/or authority 140, etc.

[0057] The illustrated embodiment of authority 140 comprises a plurality of
functions, shown here as including processor 520, memory 530, device initialization and
issuance 560, and device update 570. Embodiments of authority 140 may include different

and/or alternative functions useful for providing operation as described herein.

[0058] Processor 520 may comprise a general purpose processor (€.g., a central
processing unit operable under control of an instruction set to define operation according to
embodiments described herein) or a special purpose processor (e.g., an ASIC operable to provide
operation according to embodiments described herein). For example, processor 520 may
comprise a processor operable to provide processing of one or more aspect of user identification
and authentication herein. Additionally or alternatively, processor 520 may comprise a processor
dedicated to processing by authority 140. Irrespective of the particular processor configuration
used, embodiments of processor 520 provide operation as described herein. Specifically,
processor 520 of embodiments operates to generate key data, identification data, and/or the like

used in user identification and authentication protocols herein.

[0059] Memory 530 may comprise various forms of memory providing data
storage suitable for use in device initialization, issuance, and update as described herein. For
example, memory 530 may comprise RAM, ROM, flash memory, magnetic memory, optical
memory, etc. Irrespective of the particular memory configuration used, memory 530 of
embodiments provides controlled, tamper resistant storage (through cooperative operation of
processor 520 of embodiments) of data used in device initialization, issuance, and update as
described herein. For example, the illustrated embodiment of memory 530 comprises master
initialization key data 531 (MIK) used in initializing smart user devices 110a-110d to operate as
smart user device 110 and/or identification hosts 120a-120d to operate as identification host 120,
field update key data 532 (FUK) used in updating issued ones of smart user device 110 and/or
identification host 120, and master secret key data 533 (MSK) corresponding to master secret
key data 331 of FIGURE 3. Any or all such data may be encrypted, such as by processor 520
using application key data 532, for storage by memory 530.
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[0060] It should be appreciated that additional or alternative data useful for
providing device initialization, issuance, and update may be stored by memory 530 of
embodiments. For example, embodiments of authority 140 may store user device identity data
231, user identity data 232, user key data 233, host identity data 332, application identity data
333, 431, and/or application key data 432 in memory 530 for use in initialization, issuance, and

update of smart user device 110, identification host 120, and/or application system 130.

[0061] Device initialization and issuance 560 of embodiments operates to initialize
ones of smart user devices 110a-110d and assign an appropriately initialized smart user device
(e.g., smart user device 110) to a user. Similarly, device initialization and issuance 560 of
embodiments operates to initialize ones of identification hosts 120a-120d and to link an
appropriately initialized identification host (e.g., identification host 120) with one or more
application (e.g., application 450) for which controlled access is to be provided. Embodiments
of device initialization and issuance 560 further operate to initialize or otherwise prepare one or
more application system (e.g., application system 130) for application access control herein. As
will be better understood by the discussion below, device initialization and issuance 560 of
embodiments (e.g., operating under control of processor 520) utilizes master initialization key
531 and/or field update key 532 to initialize smart user device 110 with particular information
such as user device identity data 231, user identity data 232, and user key 233, to initialize
identification host 120 with particular information such as master key data 331, host identity data
333, and application identity data 333, and/or to initialize application system 130 with particular
information such as application identity data 431 and application key data 432.

[0062] Device update 570 of embodiments operates to update issued ones of smart
user device 110, identification host 120, and/or application system 130. As will be better
understood by the discussion below, device update 570 of embodiments (e.g., operating under
control of processor 520) utilizes field update key 532 to update user key data 233 of smart user
device 110, to update master key data 331 of identification host 120, and/or to update application
key data 432 of application system 130.

[0063] In operation according to embodiments, master initialization key data 531
and field update key data 532 are different. Accordingly, authority 140 may essentially be
provided by separate entities having different levels of authority. For example, an initialization

entity possessing master initialization key data 531 has the authority to establish and change both
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identification data (e.g., user identification data, host identity data, and application identity data)
and key data (e.g., master key data, user key data, and application key data) consistent with
initialization of such devices. However, an issuing/update entity possessing field update key
data 532 has the authority to establish and change identification data (e.g., user identification
data, host identity data, and application identity data) consistent with issuance, updating, and/or

maintaining such devices.

[0064] To aid in understanding user identification and authentication operation
according to embodiments, details with respect to particular implementations are provided below.
It should be appreciated that the concepts of the present invention are not limited to the particular

values, algorithms, steps, etc. set forth in these exemplary implementations.

[0065] In the exemplary implementations described below, let U be a user for
which user identification and authorization according to the concepts herein is provided, 4 be a
smart user device (e.g., smart user device 110) associated with user U. Let B be an identification
host (e.g., identification host 120) operable with smart user device 4 to provide user
identification and authorization processing. Let C be an application system (e.g., application
system 130) operable with identification host B to provide user identification and authorization
processing. Let 7 be an authority (e.g., authority 140) operable to provide key data,
identification data, and/or associations used in user identification and authorization. Also, let H:
{0,1}*x {0,1}* - {0,1}" be a pseudorandom function, >: {0,1}*x {0,1}** — {0,1}* be another
and distinct pseudorandom function, {M} g represent the symmetric key encryption of a message
M e {0,1} "under key K € {0,1}, and Tag < MAC(K, M) be a message authentication code on
message M € {0,1} under key K € {0,1}*. The foregoing user U, smart user device 4,
identification host B, application system C, and authority 7 may cooperate, using the foregoing
algorithms, in accordance with the following protocols to provide operation according to

embodiments of the invention.

[0066] For user identification and authentication system initialization, authority 7
of embodiments preferably has the master keys, master initialization key MIK €z {0,1 }k) (e.g.,
MIK 531) and field update key FUK g {0,1}* (e.g., FUK 532), providing access to the tamper

resistant memories of smart user device A, identification host B, and application system C.
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Authority T also preferably has the master secret key (e.g., MSK 331, 533) used in user

identification and authentication processing.

[0067] In providing user registration and smart user device issuance, authority 7 of
embodiments obtains user identity information (e.g., full name, nickname, government issued
identification, and/or the like) and biometric information (e.g., one or more biometric samples,
perhaps using different biometric sensor configurations, such as fingerprints, iris prints, retina
prints, voice prints, DNA, and/or the like) from user U. Authority 7 computes user identity /Dy
e {0,1 }k from the identity information, wherein k£ € N is a security parameter (e.g. k= 128
representing 128-bit symmetric key level security). Authority 7" of embodiments also computes
user secret key Ky = H(MSK, IDy). Additionally, authority 7" of embodiments computes
biometric information data bio-info-stry € {0,1}" (e.g., bio-info-stry 234), wherein the biometric
information data is an »-bit (e.g., the value » may be a few hundred bits) string representing the
biometric information (e.g. fingerprint reference image) of user U. User device identity ID, €
{0,1}* for smart user device 4, such as using a serial number of the smart user device (e.g.,

smartcard electronic serial number).

[0068] Authority 7 preferably writes the data ID 4, IDy, Ky, and {bio-info-stru} xu
into smart user device 4 (e.g., into memory 230). User key Ky is preferably stored in tamper-
resistant portion of the memory area of A, whereas user identity /Dy, user device identity /D,
and encrypted biometric information {bio-info-stry}xy may be stored in a portion of memory that
1s not tamper-resistant according to embodiments. User key Ky is utilized in algorithms to
provide identification and/or authentication and thus is protected from tampering by storage in a
tamper-resistant memory area of the smart user device according to embodiments. In operation
according to embodiments, master initialization key MIK is utilized for accessing the

aforementioned tamper-resistant memory.

[0069] Smart user device 4 is issued to user U (e.g., by authority 140) for user in
user identification and authentication processing according to embodiments. The information
stored in smart user device 4 of embodiments as possessed by user U thus includes /Dy, IDy, Ky,

and {bio-info-stry} k.

[0070] In providing identification host and application system initialization,

authority 7 obtains application identity information (e.g., MAC address, serial number, network
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interface card address, and/or the like) from application system C. Authority 7 computes
application identity /D from the identity information. Authority 7 of embodiments also
computes application key K¢ = Hi(MSK, ID¢). Application system C is preferably issued (e.g.,
by authority 140) application identity /D¢ and application key K¢ in a secure manner. For
example, authority 7" may transmit application key K¢ and application identity /D¢ to application
C using a secure communication channel. Alternatively, application key K¢ and application
identity /D¢ may be provided to application system C directly, such as through use of a flash
memory module or other memory directly connectable to application system C. Application key
K¢ is utilized in algorithms to provide identification and/or authentication and thus is protected
from tampering by storage in a tamper-resistant memory area of the application system
according to embodiments. In operation according to embodiments, master initialization key

MIK is utilized for accessing the aforementioned tamper-resistant memory.

[0071] Authority T also computes host identity /Dy from host identity information
(e.g., MAC address, serial number, network interface card address, and/or the like).
Identification host B is preferably associated (e.g., by authority 140) with one or more
application system, such as application system C. Accordingly, identification host B of
embodiments is initialized (e.g., by authority 140) to store(e.g., within tamper resistant memory
330) not only host identity /Dp but also application identity /D¢. In operation according to
embodiments, two phases are implemented for the deployment of identification hosts such as
identification host B. In a first such phase, authority 7 writes master secret key MSK (e.g., MSK
331) and host identity /D3 (e.g., IDg 332) into memory (e.g., memory 330) of identification host
B. Because master secret key MSK of embodiments is utilized in algorithms to provide
identification and/or authentication, this key is preferably protected from tampering by storage in
a tamper-resistant memory area of the identification host. In operation according to
embodiments, master initialization key MIK is utilized for accessing the aforementioned tamper-
resistant memory. In a second of the foregoing two phases, after application identity /D¢ is
known, authority 7 writes application identity /D¢ into memory of identification host B. In
accordance with embodiments, association between an identification host and application system
is field upgradable, and thus the foregoing step of writing application identity /D¢ into memory
of identification host B can only be accomplished using field update key FUK of embodiments.
Accordingly, application identity /D¢, identifying the application system associated with
information host B, can be changed as long as the field update key FUK is known.
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[0072] In an exemplary implementation, the first of the foregoing phases is
typically carried out once for each identification host while the second of the foregoing phases
may be carried out for as many times as desired. For example, the second phase may be carried
out when the identification host is relocated from one application system to another. It should be
appreciated, however, that upon completion of phases 1 and 2 identification host B of
embodiments has master secret key MSK, host identity /Dp, and application identity /D¢ stored

therein.

[0073] In providing user identification and authentication according to an
exemplary implementation, when user U, who holds smart user device 4, identifies
himself/herself to application system C via identification host B, the four parties (user U, smart
user device 4, identification host B, and application system C) carry out a user identification and
authentication protocol as set forth below. As set forth in the exemplary implementation below,
a first stage of the user identification and authentication protocol is carried out between the user
U/smart user device 4 and identification host B and a second stage of the user identification and

authentication protocol is carried out between identification host B and application system C.

[0074] According to an exemplary user identification and authentication protocol
carried out between user U, smart user device 4, and identification host B as illustrated in
FIGURE 6, user U provides a biometric sample to identification host B (e.g., user U puts his/her
thumb or one of the fingers over a fingerprint scanner of identification host B). It should be
appreciated that providing a biometric sample may be deferred until later in the protocol
according to embodiments. User U also places or otherwise causes smart user device 4 to be
disposed in proximity of identification host B to facilitate desired interaction (e.g., to cause a

radio signal emitted by identification host B to power up smart user device 4).

[0075] In operation, smart user device A sends an information string (e.g., </D,
IDy, r; >, where rieg {0,1 }k) to identification host B for use in user identification and
authentication. Identification host B uses the information provided by smart user device 4 along
with other information available to identification host B for mutual authentication processing.
For example, identification host B of embodiments may compute information (e.g., Ky =
H\(MSK, IDy) and K1 || K2 = H(Ky, ID4 || IDg || ID¢ || 71 || 72)) for use in mutually authenticating
smart user device 4 using the foregoing information. Identification host B may then send an

information string (e.g., <Timei, IDg, ID¢, 1>, Tagl = MAC(K1, Time, || ID4|| IDy || IDg|| IDc || ¥;
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|| 72)>, where e {0,1}*) to smart user device 4 for mutual authentication processing. Smart
user device 4 may thus use the information provided by identification host B along with other
information available to smart user device 4 to authenticate identification host B. For example,
smart user device 4 of embodiments may independently compute information (e.g., K1 and K2)
to verify information provided by identification host B (e.g., Tagl) as correct information from a
legitimate identification host. If the information is determined to be correct by smart user device
A, smart user device 4 may send a further information string (e.g., <{bio-info-stry}x2, Tag2 =
MAC(K1, Time, || ID4|| IDy || IDg|| IDc || r1 || 72| {bio-info-stry} x2)>) to identification host B to
complete the mutual authentication processing and for use in user identification. Identification
host B may perform computations to verify that the information provided by smart user device 4
(e.g., Tag2) as correct information from a legitimate smart user device. If the information is

determined to be correct, identification host B proceeds with identification of user U.

[0076] Identification host B of embodiments uses the biometric sample data
provided by user U (e.g., the foregoing fingerprint information) for identification of user U. For
example, identification host B may decrypt biometric data provided by smart user device 4 (e.g.,
{bio-info-stry} k2) and perform a biometric matching algorithm using this information and the
biometric sample information. If the algorithm indicates a match of the biometric information,
identification host B of embodiments determines that user U and smart user device 4 are
authentic (e.g., sets a flag ACK := 1) and permits further processing according to the user
identification and authentication protocol. For example, identification host B may update a
transaction log file (e.g., by adding a transaction information string, such as <Time,, /D4, IDy,
IDg, ID¢, 1y, 12, Tagl, Tag2, ACK>, to a log file), discards all temporary values (e.g., {bio-info-

strutx2), and proceeds to the next phase of the user identification and authentication protocol.

[0077] If, however, the biometric matching algorithm indicates a mismatch of the
biometric information, identification host B of embodiments determines that user U/ and smart
user device A4 are not authentic (e.g., sets a flag ACK := 0) and identification host B halts and
rejects the user. It should be appreciated that embodiments may permit a plurality of attempts
(e.g., obtain and analyze multiple biometric samples) before concluding that user U and smart

user device A are not authentic.

[0078] According to an exemplary user identification and authentication protocol

carried out between identification host B and application system C as illustrated in FIGURE 7,
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identification host B sends an information string (e.g., <Time», /Dy, IDp, r3, Tag2>, where r3€g
{0,1}%) to application system C for use in mutual authentication processing. Application system
C of embodiments determines if the first two components in the received message are /Dy and
IDg. Application system C may be provided with information regarding /Dy and/or IDp in
advance to facilitate the foregoing determination, such as by entering particular accepted values
for IDy; and/or IDpg into application system C before carrying out the protocol. Such operation
may be useful, for example, for user U to verify the value of /Dy shown on application system C
before proceeding with the identification protocol. However, if this verification is not desired,
application system C may operate to omit determinations with respect to either or both of the
foregoing information (e.g., application system C may only determine if the second component

in the received message is /Djp).

[0079] Assuming the connection request from identification host B is accepted by
application system C, application system C of embodiments may compute information (e.g., K3 ||
K4= Hy)(K¢, IDy || IDg || 13 || 1)) for use in mutually authenticating identification host B using the
foregoing information. Application system C may then send an information string (e.g., <r4,
Tag3 = MAC(K3, Time; || IDy || ID¢|| IDg|| r3| || Tag2)> , where roeg {0,1}%) to identification
host B for mutual authentication processing. Identification host B may thus use the information
provided by application system C along with other information available to identification host B
to authenticate application system C. For example, identification host B of embodiments may
independently compute information (e.g., K¢ = Hi(MSK, ID¢) and K3 and K4) to verify
information provided by application system C (e.g., Tag3) as correct information from a
legitimate application system. If the information is determined to be correct by identification
host B, identification host B may send a further information string (e.g., <Tag4 = MAC(K3,
Time; || IDy|| IDg|| IDc¢|| r4]| 3 || Tag2 || Tag3)>) to application system C to complete the mutual
authentication processing and for use in user identification. Application system C may perform
computations to verify that the information provided by identification host B (e.g., Tag4) as
correct information from a legitimate identification host. If the identification host is determined
to be legitimate, application system C of embodiments proceeds with the application, thereby
providing controlled access to the application. Additionally, application system C may update a
transaction log file (e.g., by adding a transaction information string, such as <Time,, /Dy, IDp,

IDe¢, 13, 14, Tag3, Tagd>, to a log file) for keeping a protocol transcript log.



WO 2012/095026 PCT/CN2012/070349
26

[0080] It should be appreciated that information shared between and/or computed
by the various parties (e.g., smart user device 4, identification host B, and application system C)
may be utilized in providing secure communication channels in the user identification and
authentication processing and/or communications thereafter. For example, session key K4 may
be used by application system C for establishing a secure channel between identification host B
and application system C, such as for exchanging user credentials, for relaying operational

interaction, etc.

[0081] From the foregoing description of a user identification and authentication
protocol implemented in accordance with the concepts of the present invention it can be
appreciated that mutual authentication is provided between smart user device 4 and identification
host B as well as between identification host B and application system C. Moreover,
identification of user U is provided, using a two-factor authentication technique for user
identification and authentication, wherein the factors used include something the user is (e.g.,
biometric data) and something the user possesses (e.g., smart user device), without biometric
data for the user being stored centrally or otherwise in systems outside the possession of the user.
Embodiments implementing the foregoing protocol facilitate a decentralized approach to user
identification and authentication wherein a user may interact with any of a number of
identification hosts (e.g., identification hosts which have not been provisioned a priori for use by

the particular user) for user identification and authorization herein.

[0082] The above described protocol further facilitates auditing and tracing of user
identification and authentication and/or resource access. For example, transcripts of the process
of user identification and authentication and/or resource authentication may be logged by an
identification host and/or application system to facilitate auditing and tracking. Such an
identification host may, for example, establishes a secure channel with a system server (e.g., a
server of authority 7) to periodically (e.g., once a day or once every 50 entries are recorded,
whichever comes first) upload the content of its log file to a repository in a regular basis. An

application system may similarly upload its log file, such as for matching and auditing.

[0083] It should be appreciated that the foregoing protocol may be implemented
with respect to a plurality of use scenarios wherein user identification and authentication are
desired to provide controlled access with respect to one or more application. For example, a

smart user device may be utilized in providing biometric identification of a user and
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authentication with respect to the user for providing user access to a particular application. An
identification host having an appropriate smart device reader and biometric sensor of
embodiments may operate in accordance with the foregoing protocol to provide mutual
authentication with respect to the smart user device and, using biometric sensor data and
exemplary biometric data provided by the authenticated smart user device, identify and
authenticate the user. The identification host may further operate according to the foregoing
protocol to mutually authenticate the application system. Thereafter, the identification host may
facilitate user access to the resources of the application system, such as by passing user access
credentials thereto (e.g., user name and password stored by the identification host, the smart user

device, etc.).

[0084] As another example of a use scenario implementing the foregoing protocol,
user identification and authentication provided according to embodiments of the invention may
be utilized to provide endorsement (e.g., signing, executing, approving, etc.) of documents,
wherein the user’s identity is assured. For example, a user carrying a smart user device and
wishing to endorse a document (e.g., report, order, negotiable instrument, etc.) may interface
with an appropriate identification host to provide biometric information (e.g., fingerprint),
whereby the identification host interacts with the smart user device in accordance with the
foregoing protocol to identify and authenticate the user using the biometric information. The
identification host may further operate according to the foregoing protocol to mutually
authenticate an application system providing a document endorsement function. Thereafter, the
document may be provided with an appropriate endorsement (e.g., electronic signature having
authenticating features therein) of the user, thereby providing reliable user identification and

authentication and facilitating auditing and tracing functionality.

[0085] It should be appreciated that information provided in accordance with the
foregoing protocol may be utilized as a form of electronic signature for a user in the above
endorsement scenario. For example, Tag4 may be used as a signature of the user that is secure,
uniquely identifies the user, and is verifiable. In operation according to embodiments, using the
log entry of identification host B (e.g., <Time,, ID4, IDy, IDg, ID¢, vy, 12, Tagl, Tag2, ACK,
Time,, 13, r4, Tag3, Tag4>), the logged transcript of application system C can be verified. Thus,
information such as Tag4 serves as a non-reputable evidence that user U was involved

endorsement process.
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[0086] As yet another example of a use scenario implementing the foregoing
protocol, user identification and authentication provided according to embodiments of the
invention may be utilized to provide acknowledgement (e.g., timestamping of the user’s activity,
confirmation of the user’s identity, etc.) for various purposes. For example, a user carrying a
smart user device and wishing to timestamp an employee timesheet or wishing to be confirmed
as authorized to dispense medication may interface with an appropriate identification host to
provide biometric information (e.g., fingerprint), whereby the identification host interacts with
the smart user device in accordance with the foregoing protocol to identify and authenticate the
user using the biometric information. The identification host may further operate according to
the foregoing protocol to mutually authenticate an application system providing an
acknowledgment function. Thereafter, the employee timesheet associated with the user or the
medication dispensing records indicated by the user may be provided with an appropriate stamp

or other acknowledgement to thereby provide a reliable acknowledgement.

[0087] Although the present invention and its advantages have been described in
detail, it should be understood that various changes, substitutions and alterations can be made
herein without departing from the spirit and scope of the invention as defined by the appended
claims. Moreover, the scope of the present application is not intended to be limited to the
particular embodiments of the process, machine, manufacture, composition of matter, means,
methods and steps described in the specification. As one of ordinary skill in the art will readily
appreciate from the disclosure of the present invention, processes, machines, manufacture,
compositions of matter, means, methods, or steps, presently existing or later to be developed that
perform substantially the same function or achieve substantially the same result as the
corresponding embodiments described herein may be utilized according to the present invention.
Accordingly, the appended claims are intended to include within their scope such processes,

machines, manufacture, compositions of matter, means, methods, or steps.
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CLAIMS
What is claimed is:

I. A method comprising:
providing controlled access to an application of an application system in association with
a user having a smart user device assigned thereto, wherein the controlled access is provided by
the application system through an identification host, the providing controlled access to the
application comprising:
disposing the smart user device in proximity to the identification host;
performing mutual authentication of the smart user device and identification host;
performing mutual authentication of the identification host and the application
system;
collecting a biometric sample from the user by the identification host; and
processing information to determine if the application system is to be controlled
to provide the electronic endorsement to the document, wherein the processing information

includes processing the biometric sample and information provided by the smart user device.

2. The method of claim 1, wherein the controlled access comprises:

controlling operation of the application to provide electronic endorsement of a document.

3. The method of claim 2, wherein the document is selected from the group

consisting of a report, an order, and a negotiable instrument.

4. The method of claim 1, wherein the controlled access comprises:

controlling the application to provide interaction with the user.

5. The method of claim 4, further comprising;:
obtaining user credentials from the smart user device; and
providing the user credentials to the application to implement the interaction with the

user.

6. The method of claim 1, wherein the controlled access comprises:

controlling operation of the application to provide an electronic acknowledgement.
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7. The method of claim 6, wherein the electronic acknowledgement comprises and
electronic acknowledgement selected from the group consisting of:
a timestamp; and

an indication of user identity confirmation.

8. The method of claim 1, wherein the processing information comprises:

verifying the biometric sample against biometric data provided by the smart user device.

9. The method of claim 1, wherein the smart user device is selected from the group
consisting of a smartcard, a wireless dongle, a wired dongle, a touch memory, and a processor-

based module.

10. The method of claim 1, wherein the biometric sample is selected from the group
consisting of a fingerprint sample, an iris sample, a retina sample, a voice sample, and a DNA

sample.

1. The method of claim 1, further comprising;:
creating a transaction log including information for auditing the controlled access of the

application.

12. A method comprising:
providing electronic endorsement of a document by a user having a smart user device
associated therewith, wherein the electronic endorsement is provided by an application system
for which access is controlled through an identification host, the providing electronic
endorsement of the document comprising:
disposing the smart user device in proximity to the identification host;
collecting a biometric sample from the user by the identification host; and
processing information to determine if the application system is to be controlled
to provide the electronic endorsement to the document, wherein the processing information

includes processing the biometric sample and information provided by the smart user device.

13.  The method of claim 12, wherein the processing information comprises:

verifying the biometric sample against biometric data provided by the smart user device.
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14. The method of claim 12, wherein the processing information comprises:

performing authentication processing to mutually authenticate the smart user device and
the identification host and to mutually authenticate the identification host and the application
system;

performing, if the mutual authentication processing of the smart user device and the
identification host is successful, identification processing of the user using biometric data stored
by the smart user device and the biometric sample collected by the identification host; and

controlling, if the user identification processing is successful, access with respect to the
application system to provide the electronic endorsement in accordance with the user

identification.

15.  The method of claim 12, wherein the document is selected from the group

consisting of a report, an order, and a negotiable instrument.

16.  The method of claim 12, wherein the smart user device is selected from the group
consisting of a smartcard, a wireless dongle, a wired dongle, a touch memory, and a processor-

based module.

17. The method of claim 12, wherein the biometric sample is selected from the group
consisting of a fingerprint sample, an iris sample, a retina sample, a voice sample, and a DNA

sample.

18. The method of claim 12, further comprising:
appending, if the application system is determined to be controlled to provide the

electronic endorsement to the document, an electronic endorsement to the document.

19. The method of claim 18, further comprising:
generating the electronic endorsement using information provided by the smart user

device.

20. The method of claim 18, further comprising:

creating a transaction log including information for verifying the electronic endorsement.

21. The method of claim 20, wherein the transaction log includes a copy of the

electronic endorsement.
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22. A method comprising:

performing authentication processing to mutually authenticate a smart user device and an
identification host and to mutually authenticate the identification host and an application system;

performing, if the mutual authentication processing of the smart user device and the
identification host is successful, identification processing of a user associated with the smart user
device using biometric data stored by the smart user device and biometric data collected by the
identification host; and

controlling, if the user identification processing is successful, access with respect to the

application system in accordance with the user identification.

23.  The method of claim 22, wherein the controlled access comprises:
controlling operation of an application of the application system to provide electronic

endorsement of a document.

24,  The method of claim 23, wherein the document is selected from the group

consisting of a report, an order, and a negotiable instrument.

25.  The method of claim 22, wherein the controlled access comprises:

controlling an application of the application system to provide interaction with the user.

26. The method of claim 25, further comprising:
obtaining user credentials from the smart user device; and

providing the user credentials to the application to implement the interaction with the

user.

27.  The method of claim 22, wherein the controlled access comprises:

controlling operation of an application of the application system to provide an electronic
acknowledgement.

28.  The method of claim 27, wherein the electronic acknowledgement comprises and
electronic acknowledgement selected from the group consisting of:
a timestamp; and

an indication of user identity confirmation.
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29. A system comprising;:

a smart user device storing user device identity information, user identity information,
and biometric data, the user identity information and the biometric data being of a user
associated with the smart user device, the smart user device operable under control of a protocol
defining operation to mutually authenticate the smart user device and an identification host with
which the smart user device communicates and to identify the user to the identification host to
thereby provide controlled access to an application to the user when disposing the smart user

device in proximity to the identification host.

30.  The system of claim 29, wherein the smart user device is selected from the group
consisting of a smartcard, a wireless dongle, a wired dongle, a touch memory, and a processor-

based module.

31.  The system of claim 29, wherein the smart user device is adapted for wireless

communication with the identification host when disposed in proximity to the identification host.

32.  The system of claim 29, wherein the smart user device is adapted for wired

connection to the identification host when disposed in proximity to the identification host.

33.  The system of claim 29, wherein the biometric data is selected from the group

consisting of fingerprint data, iris print data, retina print data, voice print data, and DNA data.

34.  The system of claim 29, wherein the biometric data comprises a biometric data

from a plurality of samples.

35.  The system of claim 34, wherein the plurality of samples comprise samples taken
using a plurality of different configurations of biometric scanners, each such biometric scanner

providing sampling of a same biometric attribute.

36.  The system of claim 34, wherein the plurality of samples comprise samples taken
using a plurality of different configurations of biometric scanners, each such biometric scanner

providing sampling of a different biometric attribute.
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37.  The system of claim 29, further comprising:

an identification host storing host identity information and application system
information, the application system information identifying the application to which the user is
provided controlled access when disposing the smart user device in proximity to the
identification host, the identification host operable under control of the protocol defining
operation to mutually authenticate the smart user device and the identification host and to

provide the controlled access to the application to the user identified by the smart user device.

38.  The system of claim 37, further comprising:

an application system storing the application system identity information, the application
system operable under control of the protocol defining operation to mutually authenticate the
identification host and the application system and to provide the controlled access to the

application to the user identified by the smart user device.

39.  The system of claim 38, wherein the controlled access comprises:

controlling operation of the application to provide electronic endorsement of a document.

40.  The system of claim 38, wherein the controlled access comprises:

controlling the application to provide interaction with the user.

41.  The system of claim 38, wherein the controlled access comprises:

controlling operation of the application to provide an electronic acknowledgement.
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