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NON-PROVISIONAL U.S. PATENT APPLICATION

Atty. Docket No: 1490-0004

ENSURING DATA INTEGRITY ON A DISPERSED STORAGE GRID

Inventors: Greg Dhuse, Vance Thornton, Jason Resch, llya Volvovski, Dusty

Hendrickson, John Quigley

Field of the Invention

[001] The present invention relates generally to systems, apparatus, and

methods for distributed data storage, and more particularly to systems,

apparatus, and methods for distributed data storage using an information

dispersal algorithm so that no one location will store an entire copy of stored

data, and more particularly still to systems, apparatus, and methods for

ensuring data integrity on a dispersed data storage network.

Description of the Prior Art

[002] Storing data in digital form is a well-known problem associated with

all computer systems, and numerous solutions to this problem are known in

the art. The simplest solution involves merely storing digital data in a single

location, such as a punch film, hard drive, or FLASH memory device.

However, storage of data in a single location is inherently unreliable. The

device storing the data can malfunction or be destroyed through natural

disasters, such as a flood, or through a malicious act, such as arson. In

addition, digital data is generally stored in a usable file, such as a document

that can be opened with the appropriate word processing software, or a



financial ledger that can be opened with the appropriate spreadsheet

software. Storing an entire usable file in a single location is also inherently

insecure as a malicious hacker only need compromise that one location to

obtain access to the usable file.

[003] To address reliability concerns, digital data is often "backed-up," i.e.,

an additional copy of the digital data is made and maintained in a separate

physical location. For example, a backup tape of all network drives may be

made by a small office and maintained at the home of a trusted employee.

When a backup of digital data exists, the destruction of either the original

device holding the digital data or the backup will not compromise the digital

data. However, the existence of the backup exacerbates the security

problem, as a malicious hacker can choose between two locations from

which to obtain the digital data. Further, the site where the backup is stored

may be far less secure than the original location of the digital data, such as

in the case when an employee stores the tape in her home.

[004] Another method used to address reliability and performance concerns

is the use of a Redundant Array of Independent Drives ("RAID"). RAID

refers to a collection of data storage schemes that divide and replicate data

among multiple storage units. Different configurations of RAID provide

increased performance, improved reliability, or both increased performance

and improved reliability. In certain configurations of RAID, when digital data

is stored, it is split into multiple units, referred to as "stripes," each of which

is stored on a separate drive. Data striping is performed in an

algorithmically certain way so that the data can be reconstructed. While



certain RAID configurations can improve reliability, RAID does nothing to

address security concerns associated with digital data storage.

[005] One method that prior art solutions have addressed security

concerns is through the use of encryption. Encrypted data is mathematically

coded so that only users with access to a certain key can decrypt and use

the data. Common forms of encryption include DES, AES, RSA, and others.

While modern encryption methods are difficult to break, numerous instances

of successful attacks are known, some of which have resulted in valuable

data being compromised.

[006] Digitally stored data is subject to degradation over time, although

such degradation tends to be extremely minor and the time periods involved

tend to be much longer than for analog data storage. Nonetheless, if a

single bit within a file comprised of millions of bits changes from a zero to a

one or vice verse, the integrity of the file has been compromised, and its

usability becomes suspect. Further, errors occur more frequently when

digital data is transmitted due to noise in the transmission medium. Various

prior art techniques have been devised to detect when a digital data

segment has been compromised. One early form of error detection is

known as parity, wherein a single bit is appended to each transmitted byte or

word of data. The parity bit is set so that the total number of one bits in the

transmitted byte or word is either even or odd. The receiving processor then

checks the received byte or word for the appropriate parity, and, if it is

incorrect, asks that the byte or word be resent.



[007] Another form of error detection is the use of a checksum. There are

many different types of checksums including classic checksums,

cryptographic hash functions, digital signatures, cyclic redundancy checks,

and the use of human readable "check digits" by the postal service and

libraries. All of these techniques involve performing a mathematical

calculation over an entire data segment to arrive at a checksum, which is

appended to the data segment. For stored data, the checksum for the data

segment can be recalculated periodically, and checked against the

previously calculated checksum appended to the data segment. For

transmitted data, the checksum is calculated by the transmitter and

appended to the data segment. The receiver then recalculates the

checksum for the received data segment, and if it does not match the

checksum appended to the data segment, requests that it be retransmitted.

[008] In 1979, two researchers independently developed a method for

splitting data among multiple recipients called "secret sharing." One of the

characteristics of secret sharing is that a piece of data may be split among n

recipients, but cannot be known unless at least t recipients share their data,

where n > t . For example, a trivial form of secret sharing can be

implemented by assigning a single random byte to every recipient but one,

who would receive the actual data byte after it had been bitwise exclusive

orred with the random bytes. In other words, for a group of four recipients,

three of the recipients would be given random bytes, and the fourth would

be given a byte calculated by the following formula:

s =s ra rb ®rc ,



where s is the original source data, ra, rb, and rc are random bytes given to

three of the four recipients, and s' is the encoded byte given to the fourth

recipient. The original byte s can be recovered by bitwise exclusive-orring

all four bytes together.

[009] The problem of reconstructing data stored on a digital medium that is

subject to damage has also been addressed in the prior art. In particular,

Reed-Solomon and Cauchy Reed-Solomon coding are two well-known

methods of dividing encoded information into multiple slices so that the

original information can be reassembled even if all of the slices are not

available. Reed-Solomon coding, Cauchy Reed-Solomon coding, and other

data coding techniques are described in "Erasure Codes for Storage

Applications," by Dr. James S. Plank, which is hereby incorporated by

reference.

[0010] Schemes for implementing dispersed data storage networks

("DDSN"), which are also known as dispersed data storage grids, are also

known in the art. In particular, United States Patent Number 5,485,474,

issued to Michael O. Rabin, describes a system for splitting a segment of

digital information into π data slices, which are stored in separate devices.

When the data segment must be retrieved, only m of the original data slices

are required to reconstruct the data segment, where n>m.

[0011] While DDSN's can theoretically be implemented to provide any

desired level of reliability, practical considerations tend to make this

impossible in prior art solutions. For example, DDSNs rely on storage media

to store data slices. This storage media, like all storage media, will degrade



over time. Furthermore, DDSN's rely on numerous transmissions to

physically disparate slice servers, and data slices may become corrupted

during transmissions. While TCP utilizes a CRC in every transmitted packet,

the reliability provided by this CRC is not sufficient for critical data storage.

Objects of the Invention

[0012] Accordingly, it is an object of this invention to provide a system,

apparatus, and method for ensuring data integrity on a dispersed data

storage network.

[0013] Another object of this invention is to provide a self-healing dispersed

data storage grid.

Summary of the Invention

[0014] The disclosed invention achieves its objectives by providing an

improved method for insuring the integrity of data stored on a dispersed data

storage network. A checksum is calculated for a data segment to be written

to a DDSN. The checksum is appended to the data segment, which is

sliced into a plurality of data slices. A second set of checksums is

calculated for and appended to the different data slices, which are then

transmitted to different slice servers. For each receiving slice server, a

checksum is calculated for the received data slice, and compared to the

checksum appended to the received data slice. If the checksums vary, the

receiving slice server marks the data slice as corrupted, and requests that

the corrupted data slice be resent.

[0015] In another aspect of the disclosed invention, a distributed computer

system implements a dispersed data storage network. In this system, a



rebuilder application periodically recalculates checksums for data slices

stored on a plurality of slice servers. Where the calculated checksum does

not match the checksum appended to a stored data slice, the data slice is

marked as corrupted. The rebuilder application then identifies the stored

data segment associated with the corrupted data slice, and issues read

requests to other slice servers holding data slices corresponding to the

identified data segment. The data segment is rebuilt and re-sliced, and any

slice servers containing corrupted data are sent new data slices to replace

the corrupted data slices.

Brief Description of the Drawings

Although the characteristic features of this invention will be particularly

pointed out in the claims, the invention itself, and the manner in which it may

be made and used, may be better understood by referring to the following

description taken in connection with the accompanying drawings forming a

part hereof, wherein like reference numerals refer to like parts throughout

the several views and in which:

Figure 1 is a network diagram of a dispersed data storage network

constructed in accordance with an embodiment of the disclosed invention;

Figure 2 illustrates the use of checksums on a data segment as well as on

an arbitrary number of data slices created from the data segment;

Figure 3A is a flowchart illustrating the process by which a corrupted data

segment can be rebuilt by a dispersed data storage network constructed

in accordance with an embodiment of the disclosed invention;



Figures 4A-4C collectively illustrates a read operation from a dispersed

data storage network constructed in accordance with an embodiment of

the disclosed invention;

Figures 5A-5B collectively illustrates a write operation from a dispersed

data storage network constructed in accordance with an embodiment of

the disclosed invention;

Figures 6A-6B collectively illustrates an alternative process by which

corrupted data slices may be recreated.

Detailed Description of the Illustrated Embodiment

[0016] Turning to the Figures, and to Figure 1 in particular, a distributed

computer system implementing a dispersed data storage grid 100 is shown.

An arbitrary number of slice servers 150-162 store data slices sent to them

by networked source computers 102,104,106. As illustrated, some number

of grid access computers 120,122 allows access to the slice servers 150-

162 by the source computers 102,104,106.

[0017] As explained herein, the disclosed invention works to ensure integrity

of data stored in a DDSN not only by using checksums on each stored data

segment as well as the constituent data slices, but also by reconstructing

corrupted data slices as well. In accordance with the disclosed invention,

grid access computers 120,122 will calculate a checksum for each data

segment to be stored, and append the checksum to the data segment prior

to slicing. The data segment is then sliced in accordance with an

information dispersal algorithm, and checksums are calculated and



appended to each of the data slices. The data slices are then forwarded to

slice servers 150-162, where the data slices are stored.

[0018] In addition, grid access computers 120,122 also recreate data slices

that have become corrupted, or were destroyed. If during operation of the

DDSN 100, it is detected that a particular data slice has been corrupted or

destroyed, a different data slice will be requested from a different slice

server 150-162. Assuming that sufficient non-corrupted data slices exist to

successfully reconstruct the original data segment, the reconstructed data

segment will be re-sliced, and the corrupted data slice will be replaced with a

non-corrupted version. Further, a rebuilder application operating within the

DDSN periodically walks through all data slices stored on the DDSN. When

a corrupted data slice is found, the rebuilder application identifies the data

segment corresponding to the corrupted data slice, rebuilds the identified

data segment, and rewrites the corrupted slice.

[0019] Figure 2 depicts the use of a checksum 220 on a data segment 230,

as well as on the data slices 250-257 that the data segment 230 was divided

into. Assuming that a data segment 230 is being written to a DDSN, a

checksum 220 will be calculated for and appended to the data segment 230,

thereby forming a "certified data segment." The certified data segment 230

will then be sliced as one piece of data resulting in data slices 250-257, i.e.,

when the data slices 250-257 are recombined, both the data segment 230

and data segment checksum 220 will be recovered. A checksum 240-247 is

then calculated for, and appended to each data slice 250-257, forming



"certified data slices" 260-267. The certified data slices 260-267 will then be

sent to different slice servers.

[0020] Figure 3 depicts one possible process by which corrupted slices may

be recreated. During a read operation of the DDSN, a client requests a slice

from a slice server in step 302. In step 303, the slice server transmits the

requested slice to the client, which calculates a checksum for the requested

data slice. In step 304, the calculated checksum is compared to the

checksum appended to the stored data slice, and if the two checksums

match, the read proceeds as normal in step 306. However, if the two

checksums do not match, the slice server will transmit a message to a

rebuilder application operating on the DDSN indicating that the requested

data slice is corrupted in step 308, and return "Failure" to the querying

server. The corrupted slice may be rewritten asynchronously as discussed

in the text addressing Figure 6 . In step 310, the querying server determines

if an alternative slice can be read from a different slice server. If an

alternative slice does not exist, the querying server will report an error in

step 312. In step 314, the querying computer reads the alternative slice.

[0021] Figures 4A-4C show the process by which a DDSN, constructed in

accordance with the disclosed invention and used in conjunction with the

with the process depicted in Figures 3A-3B, could fulfill a read request. In

step 402, a read request is received. Contained within the read request will

be information sufficient to determine which slice servers contain applicable

data, as well as the minimum number of data slices that must be retrieved

before the requested data can be reconstructed. Further information on one



method that can be used to associate data requests with particular slice

servers is contained in United States Patent Application

11/973,621 , titled "VIRTUALIZED DATA STORAGE VAULTS ON A

DISPERSED DATA STORAGE NETWORK," filed on October 9 , 2007 and

assigned to Cleversafe, Inc. In step 404, the variable m is initialized to the

minimum number of slices required to construct the requested data

segment. As described herein, for each successfully received and validated

slice, is decremented.

in step 406, a list of slice servers each holding a required data slice

that has yet to be received is assembled, and in step 408, the list is ordered

by any applicable criteria. Further information on criteria by which the list

may be ordered is contained in United States Patent Application

11/973,622 , titled "SMART ACCESS TO A DISPERSED DATA

STORAGE NETWORK," filed on October 9, 2007 and assigned to

Cleversafe, Inc. In step 410, read requests are issued to the first k slice

servers on the assembled list, where /c is at least equal to m, the minimum

number of data slices needed to reconstruct the requested data segment,

but could be as large as n, the number of data slices that have data relevant

to the requested data segment. In step 4 12; r data slices are received, and

in step 414 the number of received data slices r is subtracted from the

variable m. In step 416, m is compared to zero, and if m is greater than or

equal to zero, execution returns to step 406 and proceeds as normal from

there. However, if m is equal to zero, a collection of data transformations

may optionally be applied to the received slices in step 418. The applied



data transformations can include decryption, decompression, and integrity

checking. In accordance with the disclosed invention, each data slice

includes a cyclical redundancy check ("CRC"), or other form of checksum

appended to the data contained in the slice. This checksum will be

compared against a checksum calculated by the receiving slice server

against the received data to ensure that the data was not corrupted during

the transmission process.

[0023] In step 420, it is determined if the applied data transformations were

successful for all of the received data slices. If the applied data

transformations were not successful for some of the received slices, m is

incremented by this number in step 422, and execution is resumed at step

406. The data transformations could fail, for example, if an integrity check

revealed that a received data slice was corrupted. However, if the applied

data transformations were successful for all received data slices, the

received slices are assembled into the requested block of data in step 424.

The same or different data transformations may optionally be applied to the

assembled data block in step 426, which completes the read process. In

accordance with the disclosed invention, a checksum for the data segment

will be calculated and compared to a checksum appended to the assembled

data segment.

[0024] In Figures 5A-5B the process by which a DDSN, constructed in

accordance with the disclosed invention, could write data to a network of

slice servers is illustrated. In step 502 a data segment write request is

received. Included in this write request is information sufficient to determine



which slice servers the data segment should be written to, as well as

information required by the information dispersal algorithm to divide the data

segment, i.e., the number of slices to be written, referred to as n , as well as

the minimum number of slices that are required to recover the data, referred

to as m. Further information on one method that can be used to associate

data writes with particular slice servers is contained in United States Patent

Application 11/973, 621, titled "Vl RTUALIZED DATA

STORAGE VAULTS ON A DISPERSED DATA STORAGE NETWORK,"

filed on October 9 , 2007 and assigned to Cleversafe, Inc.

[0025] A number of data transformations may optionally be applied to each

block in step 506, and an information dispersal algorithm is applied in step

508. In particular, the Cauchy Reed-Solomon dispersal algorithm could be

applied to the data segment, resulting in a predetermined number of data

slices. In step 510, a number of data transformations are optionally applied

to each data slice.

[0026] In the disclosed system, writes are performed transactionally,

meaning that a minimum number of data slices t must be successfully

written before a write is deemed complete. Normally, the number of data

slices that must be successfully written will be set to n , i.e., the number of

slices that the data segment was originally divided into. However, this

number can be configured by the user to a lesser number, down to the

minimum number of slices required to reconstruct the data. This would

allow the user to continue using the DDSN during a minor network outage

where one or more slice servers were unavailable. Slices that could not be



immediately transmitted and stored could be queued and transmitted when

the network outage cleared. In step 512, a write transaction is initiated to

the data storage grid. As discussed herein, all slice servers are

simultaneously contacted, and in step 514, a confirmation that at least t

receiving slice servers are prepared to begin the write transaction, i.e., to

store each slice, must be received, or the transaction is rolled back in step

516.

[0027] In step 520 data slices are transmitted to the slice servers that

indicated their ability to receive and store slices. The number of slice

servers that successfully received and stored their assigned data slices is

checked in step 522, and if less than t slices are successfully stored, the

transaction is rolled back in step 516. In step 524, a commit transaction is

begun on all servers with successful writes. If the commit transaction fails,

an error is logged in step 528. Otherwise, the write transaction was

successful.

[0028] Figures 6A-6B are a flow chart illustrating an alternative process by

which corrupted data slices may be recreated. In step 602, a scan of data

slices is initiated by a rebuilder application operating somewhere on the

DDSN. If no corrupted data slice is found, the corrupted slice recreation

process is exited in step 605. However, if a corrupted slice is detected

because of a failed integrity check, execution proceeds to step 606, where a

grid access computer determines what data segment corresponds to the

corrupted data slice, and reads that data segment from the DDSN. The grid

access computer then reconstructs the data segment in step 608. In step



610, the data segment is re-sliced, and the grid access computer rewrites a

non-corrupted version of the corrupted data slice to the appropriate slice

server in step 612.

The foregoing description of the invention has been presented for

purposes of illustration and description, and is not intended to be exhaustive

or to limit the invention to the precise form disclosed. The description was

selected to best explain the principles of the invention and practical

application of these principles to enable others skilled in the art to best

utilize the invention in various embodiments and various modifications as

are suited to the particular use contemplated. It is intended that the scope

of the invention not be limited by the specification, but be defined by the

claims set forth below.



Claims

What is claimed is:

[C1] 1. A method of ensuring data integrity on a dispersed data storage

network comprising the steps of:

i) calculating a first checksum for a data segment to be written to

said dispersed data storage network;

ii) appending said first checksum to said data segment, thereby

forming a certified data segment;

iii) slicing said certified data segment, thereby forming a plurality of

data slices;

iv) calculating a plurality of second checksums for said plurality of

data slices;

v) appending said plurality of second checksums to said plurality of

data slices, so that the appropriate second checksum is

appended to the appropriate data slice, thereby forming a

plurality of certified data slices;

vi) transmitting said certified data slices to a plurality of slice

servers, so that each certified data slice is stored on a separate

slice server; and

vii) storing said certified data slices on said slice servers, so that

each certified data slice is stored on a separate slice server.

[C2] 2 . The method of claim 1, further comprising the steps of:

i) on each slice server, periodically calculating a third checksum for

a stored data slice;

ii) comparing said third checksum to said second checksum

appended to said data slice; and

iii) marking said data slice as corrupted if said third checksum does

not match said second checksum.

[C3] 3 . The method of claimi , further comprising the steps of:

i) initiating a read request for a data segment stored on said

dispersed data storage network;



ii) assembling a list of slice servers holding a data slice

corresponding to said data segment;

iii) issuing data slice read requests to at least some of the slice

servers on said list;

iv) on reception of said data slice read requests, calculating a third

checksum on said slice servers;

v) comparing said third checksum to said second checksum

appended to said data slice; and

vi) marking said data slice as corrupted if said third checksum does

not match said second checksum.

[C4] 4 . A distributed computer system implementing a dispersed data

storage network comprising:

i) a slice server including a network port coupled to a network and

storing a plurality of data slices and including an integrity

checking application for calculating a first checksum for each of

said plurality of data slices and comparing said first checksum to

a plurality of second checksums appended to said data slices, so

that a first checksum calculated for a data slice is compared to a

second checksum appended to a data slice; and

ii) a rebuilder application running on a computer including a

network port coupled to a network, said rebuilder application

receiving a corrupted data slice indication identifying a corrupted

data slice from said slice server when said slice server

determines that said first checksum does not match said second

checksum, wherein

said rebuilder application will (a) read sufficient data slices from

other slice servers to reconstruct a data segment corresponding to

said corrupted data slice, (b) reconstruct said data segment, (c) slice

said data segment according to an information dispersal algorithm,

and (d) re-write a data slice corresponding to said corrupted data

slice to said slice server.
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