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MULTI-PROCESS COMMUNICATION REGARDING GAMING INFORMATION 

Cross Reference to Related Applications 

[1] This application claims priority to U.S. Patent Application No. 13/080,098 filed on 

5 April 5, 2011, which is a continuation-in-part of U.S. Patent Application No. 13/070,893 filed 

on March 24, 2011, which is hereby incorporated herein by reference. This application 

claims priority to U.S. Provisional Application No. 61/373,435 filed on August 13, 2010; 

U.S. Provisional Application No. 61/405,439 filed on October 21, 2010; U.S. Provisional 

Application No. 61/413,098 filed on November 12, 2010; and U.S. Provisional Application 

10 No. 61/413,089 filed on November 12, 2010, which are all hereby incorporated herein by 

reference.  

Field 

[2] Some embodiments may generally relate to gaming and/or mobile devices.  

15 

Background 

[3] Mobile devices, such as cellular telephones, PDAs, notebook computers, and/or 

various other devices may be used by individuals.  

[4] Gaming, such as casino gaming, sports wagering, video gaming, and/or various other 

20 forms of gaming may be performed.  

Summary 

[5] The following should be understood as example embodiments, and not as claims.  

[6] A. An apparatus comprising: a machine readable medium having stored thereon a set 

25 of instructions that are configured to cause a processor to: determine that a device is 

authorized to use a gaming service; determine that a user of the device is authorized to use 

the gaming service; determine that the device is associated with a first location in which 

gaming activity is allowed; allow gaming activity based on the determination that the device 

is authorized, the determination that the user is authorized, and the determination that the 

30 device is associated with the first location; determine a period of time at which a 

determination that the device is associated with a second location should be made based on a 

distance of the first location from a boundary of an area; determine that the period of time has 

passed; and in response to determining that the period of time has passed, determine whether 

the device is associated with a second location in which gaming activity is allowed.  

1
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[7] A. 1. The apparatus of claim A, in which the instructions are configured to cause the 

processor to continue to allow the gaming activity in response determining that the device is 

associated with the second location. A.2. The apparatus of claim A, in which the instructions 

are configured to cause the processor to prevent the gaming activity in response to 

5 determining the device is associated with a third location in which gaming activity is not 

allowed. A.3. The apparatus of claim A, in determining that the device is authorized include 

determining that a mobile telephone number of the device has been signed up for the gaming 

service. A.4. The apparatus of claim A, in which determining that the user is authorized 

includes authenticating a login and password. A.5. The apparatus of claim A, in which 

10 determining that the device is associated with the first location in which gaming activity is 

allowed includes querying a geofencing service. A.6. The apparatus of claim A, further 

comprising the processor. A.7. The apparatus of claim A, in which determining the period of 

time includes determining a period of time that is larger when the distance is larger and 

smaller when the distance is smaller. A.8. The apparatus of claim A, in which determining 

15 the period of time includes determining a period of time that is proportionate to the distance.  

[8] A.9.The apparatus of claim A, in which determining the period of time includes 

determining the period of time based on a speed and the distance. A.9. 1. The apparatus of 

claim A, in which determining the period of time includes determining a period of time that is 

proportional to the speed and the distance. A.9.2. The apparatus of claim A, in which the 

20 instructions are configured to cause the processor to determine a location prior to the first 

location and determining the speed based on the first location and the prior location. A.10.  

The apparatus of claim A, in which the period of time includes a period of time that is greater 

when the boundary includes a boundary of a state than when the boundary includes a 

boundary within a state. A. 11. The apparatus of claim A, in which the boundary includes a 

25 boundary of a geofence.  

[9] B. An apparatus comprising: a mobile device configured to transmit gaming requests 

to a gaming service, communicate through a communication service, and provide a user 

interface to a customer; and the gaming service, in which the gaming service is configured to: 

determine that the mobile device is authorized to use the gaming service; determine that the 

30 customer is authorized to use the gaming service; determine that the device is associated with 

a first location in which gaming activity is allowed; allow gaming activity based on the 

determination that the device is authorized, the determination that the user is authorized, and 

the determination that the device is associated with the first location; determine a period of 

time at which a determination that the device is associated with a second location should be 
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made based on a distance of the first location from a boundary of an area; determine that the 

period of time has passed; and in response to determining that the period of time has passed, 

determine whether the device is associated with a second location in which gaming activity is 

allowed. B.1. The apparatus of claim B, in which the gaming service includes one or more 

5 servers. B.2. The apparatus of claim B, in which the mobile device includes a cellular 

telephone and the communication service includes a cellular phone service.  

Brief Description of the Drawin2s 

[10] Figure 1 shows a block diagram of a hand-reading system of some embodiments.  

10 [11] Figure 2 shows apparatus for playing a game in some embodiments.  

[12] Figure 3 shows an example process that may be used in some embodiments for 

validation and/or use of a mobile device.  

[13] Figure 4 an example set of application that may be executed by a mobile device to 

facilitate access to a mobile gaming service.  

15 [14] Figure 5 shows an example of a series of geofences shown on a map of Nevada. The 

circles/discs in the map represent sample geofences.  

[15] Figure 6 shows some example processes that may be performed in some embodiments 

with respect to a geofence.  

[16] Figure 7 some example processes that may be performed in some embodiments with 

20 respect to a geofence.  

[17] Figure 8 shows an example architecture that may be used in some embodiments for 

location determination.  

Detailed Description 

25 [18] The following sections I - X provide a guide to interpreting the present application.  

I. Terms 

[19] The term "product" means any machine, manufacture and / or composition of matter, 

unless expressly specified otherwise.  

30 [20] The term "process" means any process, algorithm, method or the like, unless 

expressly specified otherwise.  

[21] Each process (whether called a method, algorithm or otherwise) inherently includes 

one or more steps, and therefore all references to a "step" or "steps" of a process have an 

inherent antecedent basis in the mere recitation of the term 'process' or a like term.  

3
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Accordingly, any reference in a claim to a 'step' or 'steps' of a process has sufficient 

antecedent basis.  

[22] The term "invention" and the like mean "the one or more inventions disclosed in this 

application", unless expressly specified otherwise.  

5 [23] The terms "an embodiment", "embodiment", "embodiments", "the embodiment", "the 

embodiments", "one or more embodiments", "some embodiments", "certain embodiments", 

"one embodiment", "another embodiment" and the like mean "one or more (but not all) 

embodiments of the disclosed invention(s)", unless expressly specified otherwise.  

[24] The term "variation" of an invention means an embodiment of the invention, unless 

10 expressly specified otherwise.  

[25] A reference to "another embodiment" in describing an embodiment does not imply 

that the referenced embodiment is mutually exclusive with another embodiment (e.g., an 

embodiment described before the referenced embodiment), unless expressly specified 

otherwise.  

15 [26] The terms "including", "comprising" and variations thereof mean "including but not 

necessarily limited to", unless expressly specified otherwise. Thus, for example, the sentence 

"the portfolio includes a red widget and a blue widget" means the portfolio includes the red 

widget and the blue widget, but may include something else.  

[27] The term "consisting of' and variations thereof means "including and limited to", 

20 unless expressly specified otherwise. Thus, for example, the sentence "the portfolio consists 

of a red widget and a blue widget" means the portfolio includes the red widget and the blue 

widget, but does not include anything else.  

[28] The term "compose" and variations thereof means "to make up the constituent parts 

of, component of or member of', unless expressly specified otherwise. Thus, for example, 

25 the sentence "the red widget and the blue widget compose a portfolio" means the portfolio 

includes the red widget and the blue widget.  

[29] The term "exclusively compose" and variations thereof means "to make up 

exclusively the constituent parts of, to be the only components of or to be the only members 

of', unless expressly specified otherwise. Thus, for example, the sentence "the red widget 

30 and the blue widget exclusively compose a portfolio" means the portfolio consists of the red 

widget and the blue widget, and nothing else.  

[30] The terms "a", "an" and "the" mean "one or more", unless expressly specified 

otherwise.  

[31] The term "plurality" means "two or more", unless expressly specified otherwise.  

4
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[32] The term "herein" means "in the present application, including anything which may 

be incorporated by reference", unless expressly specified otherwise.  

[33] The phrase "at least one of', when such phrase modifies a plurality of things (such as 

an enumerated list of things) means any combination of one or more of those things, unless 

5 expressly specified otherwise. For example, the phrase "at least one of a widget, a car and a 

wheel" means either (i) a widget, (ii) a car, (iii) a wheel, (iv) a widget and a car, (v) a widget 

and a wheel, (vi) a car and a wheel, or (vii) a widget, a car and a wheel. The phrase "at least 

one of', when such phrase modifies a plurality of things does not mean "one of each of' the 

plurality of things.  

10 [34] Numerical terms such as "one", "two", etc. when used as cardinal numbers to indicate 

quantity of something (e.g., one widget, two widgets), mean the quantity indicated by that 

numerical term, but do not mean at least the quantity indicated by that numerical term. For 

example, the phrase "one widget" does not mean "at least one widget", and therefore the 

phrase "one widget" does not cover, e.g., two widgets.  

15 [35] The phrase "based on" does not mean "based only on", unless expressly specified 

otherwise. In other words, the phrase "based on" describes both "based only on" and "based 

at least on". The phrase "based at least on" is equivalent to the phrase "based at least in part 

on".  

[36] The term "represent" and like terms are not exclusive, unless expressly specified 

20 otherwise. For example, the term "represents" does not mean "represents only", unless 

expressly specified otherwise. In other words, the phrase "the data represents a credit card 

number" describes both "the data represents only a credit card number" and "the data 

represents a credit card number and the data also represents something else".  

[37] The term "whereby" is used herein only to precede a clause or other set of words that 

25 express only the intended result, objective or consequence of something that is previously and 

explicitly recited. Thus, when the term "whereby" is used in a claim, the clause or other 

words that the term "whereby" modifies do not establish specific further limitations of the 

claim or otherwise restricts the meaning or scope of the claim.  

[38] The term "e.g." and like terms mean "for example", and thus does not limit the term 

30 or phrase it explains. For example, in the sentence "the computer sends data (e.g., 

instructions, a data structure) over the Internet", the term "e.g." explains that "instructions" 

are an example of "data" that the computer may send over the Internet, and also explains that 

"a data structure" is an example of "data" that the computer may send over the Internet.  

5
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However, both "instructions" and "a data structure" are merely examples of "data", and other 

things besides "instructions" and "a data structure" can be "data".  

[39] The term "respective" and like terms mean "taken individually". Thus if two or more 

things have "respective" characteristics, then each such thing has its own characteristic, and 

5 these characteristics can be different from each other but need not be. For example, the 

phrase "each of two machines has a respective function" means that the first such machine 

has a function and the second such machine has a function as well. The function of the first 

machine may or may not be the same as the function of the second machine.  

[40] The term "i.e." and like terms mean "that is", and thus limits the term or phrase it 

10 explains. For example, in the sentence "the computer sends data (i.e., instructions) over the 

Internet", the term "i.e." explains that "instructions" are the "data" that the computer sends 

over the Internet.  

[41] Any given numerical range shall include whole and fractions of numbers within the 

range. For example, the range "1 to 10" shall be interpreted to specifically include whole 

15 numbers between 1 and 10 (e.g., 1, 2, 3, 4, ... 9) and non-whole numbers (e.g., , 1.1, 1.2, 

1.9).  

[42] Where two or more terms or phrases are synonymous (e.g., because of an explicit 

statement that the terms or phrases are synonymous), instances of one such term / phrase does 

not mean instances of another such term / phrase must have a different meaning. For 

20 example, where a statement renders the meaning of "including" to be synonymous with 

"including but not limited to", the mere usage of the phrase "including but not limited to" 

does not mean that the term "including" means something other than "including but not 

limited to".  

25 II. Determining 

[43] The term "determining" and grammatical variants thereof (e.g., to determine a price, 

determining a value, determine an object which meets a certain criterion) is used in an 

extremely broad sense. The term "determining" encompasses a wide variety of actions and 

therefore "determining" can include calculating, computing, processing, deriving, 

30 investigating, looking up (e.g., looking up in a table, a database or another data structure), 

ascertaining and the like. Also, "determining" can include receiving (e.g., receiving 

information), accessing (e.g., accessing data in a memory) and the like. Also, "determining" 

can include resolving, selecting, choosing, establishing, and the like.  

6
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[44] The term "determining" does not imply certainty or absolute precision, and therefore 

"determining" can include estimating, extrapolating, predicting, guessing and the like.  

[45] The term "determining" does not imply that mathematical processing must be 

performed, and does not imply that numerical methods must be used, and does not imply that 

5 an algorithm or process is used.  

[46] The term "determining" does not imply that any particular device must be used. For 

example, a computer need not necessarily perform the determining.  

III. Forms of Sentences 

10 [47] Where a limitation of a first claim would cover one of a feature as well as more than 

one of a feature (e.g., a limitation such as "at least one widget" covers one widget as well as 

more than one widget), and where in a second claim that depends on the first claim, the 

second claim uses a definite article "the" to refer to the limitation (e.g., "the widget"), this 

does not imply that the first claim covers only one of the feature, and this does not imply that 

15 the second claim covers only one of the feature (e.g., "the widget" can cover both one widget 

and more than one widget).  

[48] When an ordinal number (such as "first", "second", "third" and so on) is used as an 

adjective before a term, that ordinal number is used (unless expressly specified otherwise) 

merely to indicate a particular feature, such as to distinguish that particular feature from 

20 another feature that is described by the same term or by a similar term. For example, a "first 

widget" may be so named merely to distinguish it from, e.g., a "second widget". Thus, the 

mere usage of the ordinal numbers "first" and "second" before the term "widget" does not 

indicate any other relationship between the two widgets, and likewise does not indicate any 

other characteristics of either or both widgets. For example, the mere usage of the ordinal 

25 numbers "first" and "second" before the term "widget" (1) does not indicate that either 

widget comes before or after any other in order or location; (2) does not indicate that either 

widget occurs or acts before or after any other in time; and (3) does not indicate that either 

widget ranks above or below any other, as in importance or quality. In addition, the mere 

usage of ordinal numbers does not define a numerical limit to the features identified with the 

30 ordinal numbers. For example, the mere usage of the ordinal numbers "first" and "second" 

before the term "widget" does not indicate that there must be no more than two widgets.  

[49] When a single device, article or other product is described herein, more than one 

device / article (whether or not they cooperate) may alternatively be used in place of the 

single device / article that is described. Accordingly, the functionality that is described as 

7
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being possessed by a device may alternatively be possessed by more than one device / article 

(whether or not they cooperate).  

[50] Similarly, where more than one device, article or other product is described herein 

(whether or not they cooperate), a single device / article may alternatively be used in place of 

5 the more than one device or article that is described. For example, a plurality of computer

based devices may be substituted with a single computer-based device. Accordingly, the 

various functionality that is described as being possessed by more than one device or article 

may alternatively be possessed by a single device / article.  

[51] The functionality and / or the features of a single device that is described may be 

10 alternatively embodied by one or more other devices which are described but are not 

explicitly described as having such functionality / features. Thus, other embodiments need 

not include the described device itself, but rather can include the one or more other devices 

which would, in those other embodiments, have such functionality / features.  

15 IV. Disclosed Examples and Terminology Are Not Limiting 

[52] Neither the Title (set forth at the beginning of the first page of the present application) 

nor the Abstract (set forth at the end of the present application) is to be taken as limiting in 

any way as the scope of the disclosed invention(s), is to be used in interpreting the meaning 

of any claim or is to be used in limiting the scope of any claim.. An Abstract has been 

20 included in this application merely because an Abstract is required under 37 C.F.R. § 1.72(b).  

[53] The title of the present application and headings of sections provided in the present 

application are for convenience only, and are not to be taken as limiting the disclosure in any 

way.  

[54] Numerous embodiments are described in the present application, and are presented for 

25 illustrative purposes only. The described embodiments are not, and are not intended to be, 

limiting in any sense. The presently disclosed invention(s) are widely applicable to numerous 

embodiments, as is readily apparent from the disclosure. One of ordinary skill in the art will 

recognize that the disclosed invention(s) may be practiced with various modifications and 

alterations, such as structural, logical, software, and electrical modifications. Although 

30 particular features of the disclosed invention(s) may be described with reference to one or 

more particular embodiments and / or drawings, it should be understood that such features are 

not limited to usage in the one or more particular embodiments or drawings with reference to 

which they are described, unless expressly specified otherwise.  

8
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[55] Though an embodiment may be disclosed as including several features, other 

embodiments of the invention may include fewer than all such features. Thus, for example, a 

claim may be directed to less than the entire set of features in a disclosed embodiment, and 

such claim would not include features beyond those features that the claim expressly recites.  

5 [56] No embodiment of method steps or product elements described in the present 

application constitutes the invention claimed herein, or is essential to the invention claimed 

herein, or is coextensive with the invention claimed herein, except where it is either expressly 

stated to be so in this specification or expressly recited in a claim.  

[57] The preambles of the claims that follow recite purposes, benefits and possible uses of 

10 the claimed invention only and do not limit the claimed invention.  

[58] The present disclosure is not a literal description of all embodiments of the 

invention(s). Also, the present disclosure is not a listing of features of the invention(s) which 

must be present in all embodiments.  

[59] All disclosed embodiment are not necessarily covered by the claims (even including 

15 all pending, amended, issued and canceled claims). In addition, an embodiment may be (but 

need not necessarily be) covered by several claims. Accordingly, where a claim (regardless 

of whether pending, amended, issued or canceled) is directed to a particular embodiment, 

such is not evidence that the scope of other claims do not also cover that embodiment.  

[60] Devices that are described as in communication with each other need not be in 

20 continuous communication with each other, unless expressly specified otherwise. On the 

contrary, such devices need only transmit to each other as necessary or desirable, and may 

actually refrain from exchanging data most of the time. For example, a machine in 

communication with another machine via the Internet may not transmit data to the other 

machine for long period of time (e.g. weeks at a time). In addition, devices that are in 

25 communication with each other may communicate directly or indirectly through one or more 

intermediaries.  

[61] A description of an embodiment with several components or features does not imply 

that all or even any of such components / features are required. On the contrary, a variety of 

optional components are described to illustrate the wide variety of possible embodiments of 

30 the present invention(s). Unless otherwise specified explicitly, no component / feature is 

essential or required.  

[62] Although process steps, algorithms or the like may be described or claimed in a 

particular sequential order, such processes may be configured to work in different orders. In 

other words, any sequence or order of steps that may be explicitly described or claimed does 

9
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not necessarily indicate a requirement that the steps be performed in that order. The steps of 

processes described herein may be performed in any order possible. Further, some steps may 

be performed simultaneously despite being described or implied as occurring non

simultaneously (e.g., because one step is described after the other step). Moreover, the 

5 illustration of a process by its depiction in a drawing does not imply that the illustrated 

process is exclusive of other variations and modifications thereto, does not imply that the 

illustrated process or any of its steps are necessary to the invention(s), and does not imply 

that the illustrated process is preferred.  

[63] Although a process may be described as including a plurality of steps, that does not 

10 imply that all or any of the steps are preferred, essential or required. Various other 

embodiments within the scope of the described invention(s) include other processes that omit 

some or all of the described steps. Unless otherwise specified explicitly, no step is essential 

or required.  

[64] Although a process may be described singly or without reference to other products or 

15 methods, in an embodiment the process may interact with other products or methods. For 

example, such interaction may include linking one business model to another business model.  

Such interaction may be provided to enhance the flexibility or desirability of the process.  

[65] Although a product may be described as including a plurality of components, aspects, 

qualities, characteristics and / or features, that does not indicate that any or all of the plurality 

20 are preferred, essential or required. Various other embodiments within the scope of the 

described invention(s) include other products that omit some or all of the described plurality.  

[66] An enumerated list of items (which may or may not be numbered) does not imply that 

any or all of the items are mutually exclusive, unless expressly specified otherwise.  

Likewise, an enumerated list of items (which may or may not be numbered) does not imply 

25 that any or all of the items are comprehensive of any category, unless expressly specified 

otherwise. For example, the enumerated list "a computer, a laptop, a PDA" does not imply 

that any or all of the three items of that list are mutually exclusive and does not imply that 

any or all of the three items of that list are comprehensive of any category.  

[67] An enumerated list of items (which may or may not be numbered) does not imply that 

30 any or all of the items are equivalent to each other or readily substituted for each other.  

[68] All embodiments are illustrative, and do not imply that the invention or any 

embodiments were made or performed, as the case may be.  

V. Computing 
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[69] It will be readily apparent to one of ordinary skill in the art that the various processes 

described herein may be implemented by, e.g., appropriately programmed general purpose 

computers, special purpose computers and computing devices. Typically a processor (e.g., 

one or more microprocessors, one or more microcontrollers, one or more digital signal 

5 processors) will receive instructions (e.g., from a memory or like device), and execute those 

instructions, thereby performing one or more processes defined by those instructions.  

Instructions may be embodied in, e.g., one or more computer programs, one or more scripts.  

[70] A "processor" means one or more microprocessors, central processing units (CPUs), 

computing devices, microcontrollers, digital signal processors, or like devices or any 

10 combination thereof, regardless of the architecture (e.g., chip-level multiprocessing / multi

core, RISC, CISC, Microprocessor without Interlocked Pipeline Stages, pipelining 

configuration, simultaneous multithreading).  

[71] Thus a description of a process is likewise a description of an apparatus for 

performing the process. The apparatus that performs the process can include, e.g., a 

15 processor and those input devices and output devices that are appropriate to perform the 

process.  

[72] Further, programs that implement such methods (as well as other types of data) may 

be stored and transmitted using a variety of media (e.g., computer readable media) in a 

number of manners. In some embodiments, hard-wired circuitry or custom hardware may be 

20 used in place of, or in combination with, some or all of the software instructions that can 

implement the processes of various embodiments. Thus, various combinations of hardware 

and software may be used instead of software only.  

[73] The term "computer-readable medium" refers to any medium, a plurality of the same, 

or a combination of different media, that participate in providing data (e.g., instructions, data 

25 structures) which may be read by a computer, a processor or a like device. Such a medium 

may take many forms, including but not limited to, non-volatile media, volatile media, and 

transmission media. Non-volatile media include, for example, optical or magnetic disks and 

other persistent memory. Volatile media include dynamic random access memory (DRAM), 

which typically constitutes the main memory. Transmission media include coaxial cables, 

30 copper wire and fiber optics, including the wires that comprise a system bus coupled to the 

processor. Transmission media may include or convey acoustic waves, light waves and 

electromagnetic emissions, such as those generated during radio frequency (RF) and infrared 

(IR) data communications. Common forms of computer-readable media include, for 

example, a floppy disk, a flexible disk, hard disk, magnetic tape, any other magnetic medium, 

11
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a CD-ROM, DVD, any other optical medium, punch cards, paper tape, any other physical 

medium with patterns of holes, a RAM, a PROM, an EPROM, a FLASH-EEPROM, any 

other memory chip or cartridge, a carrier wave as described hereinafter, or any other medium 

from which a computer can read.  

5 [74] Various forms of computer readable media may be involved in carrying data (e.g.  

sequences of instructions) to a processor. For example, data may be (i) delivered from RAM 

to a processor; (ii) carried over a wireless transmission medium; (iii) formatted and / or 

transmitted according to numerous formats, standards or protocols, such as Ethernet (or IEEE 

802.3), SAP, ATP, Bluetooth D, and TCP/IP, TDMA, CDMA, and 3G; and / or (iv) encrypted 

10 to ensure privacy or prevent fraud in any of a variety of ways well known in the art.  

[75] Thus a description of a process is likewise a description of a computer-readable 

medium storing a program for performing the process. The computer-readable medium can 

store (in any appropriate format) those program elements which are appropriate to perform 

the method.  

15 [76] Just as the description of various steps in a process does not indicate that all the 

described steps are required, embodiments of an apparatus include a computer / computing 

device operable to perform some (but not necessarily all) of the described process.  

[77] Likewise, just as the description of various steps in a process does not indicate that all 

the described steps are required, embodiments of a computer-readable medium storing a 

20 program or data structure include a computer-readable medium storing a program that, when 

executed, can cause a processor to perform some (but not necessarily all) of the described 

process.  

[78] Where databases are described, it will be understood by one of ordinary skill in the art 

that (i) alternative database structures to those described may be readily employed, and (ii) 

25 other memory structures besides databases may be readily employed. Any illustrations or 

descriptions of any sample databases presented herein are illustrative arrangements for stored 

representations of information. Any number of other arrangements may be employed besides 

those suggested by, e.g., tables illustrated in drawings or elsewhere. Similarly, any illustrated 

entries of the databases represent exemplary information only; one of ordinary skill in the art 

30 will understand that the number and content of the entries can be different from those 

described herein. Further, despite any depiction of the databases as tables, other formats 

(including relational databases, object-based models and / or distributed databases) could be 

used to store and manipulate the data types described herein. Likewise, object methods or 

behaviors of a database can be used to implement various processes, such as the described 
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herein. In addition, the databases may, in a known manner, be stored locally or remotely 

from a device which accesses data in such a database.  

[79] Various embodiments can be configured to work in a network environment including 

a computer that is in communication (e.g., via a communications network) with one or more 

5 devices. The computer may communicate with the devices directly or indirectly, via any 

wired or wireless medium (e.g. the Internet, LAN, WAN or Ethernet, Token Ring, a 

telephone line, a cable line, a radio channel, an optical communications line, commercial on

line service providers, bulletin board systems, a satellite communications link, a combination 

of any of the above). Each of the devices may themselves comprise computers or other 

10 computing devices, such as those based on the Intel@ Pentium@ or CentrinoTM processor, 

that are adapted to communicate with the computer. Any number and type of devices may be 

in communication with the computer.  

[80] In an embodiment, a server computer or centralized authority may not be necessary or 

desirable. For example, the present invention may, in an embodiment, be practiced on one or 

15 more devices without a central authority. In such an embodiment, any functions described 

herein as performed by the server computer or data described as stored on the server 

computer may instead be performed by or stored on one or more such devices.  

[81] Where a process is described, in an embodiment the process may operate without any 

user intervention. In another embodiment, the process includes some human intervention 

20 (e.g., a step is performed by or with the assistance of a human).  

VI. Continuing Applications 

[82] The present disclosure provides, to one of ordinary skill in the art, an enabling 

description of several embodiments and / or inventions. Some of these embodiments and / or 

25 inventions may not be claimed in the present application, but may nevertheless be claimed in 

one or more continuing applications that claim the benefit of priority of the present 

application.  

[83] Applicants intend to file additional applications to pursue patents for subject matter 

that has been disclosed and enabled but not claimed in the present application.  

30 

VII. 35 U.S.C. § 112, paragraph 6 

[84] In a claim, a limitation of the claim which includes the phrase "means for" or the 

phrase "step for" means that 35 U.S.C. § 112, paragraph 6, applies to that limitation.  

13
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[85] In a claim, a limitation of the claim which does not include the phrase "means for" or 

the phrase "step for" means that 35 U.S.C. § 112, paragraph 6 does not apply to that 

limitation, regardless of whether that limitation recites a function without recitation of 

structure, material or acts for performing that function. For example, in a claim, the mere use 

5 of the phrase "step of' or the phrase "steps of' in referring to one or more steps of the claim 

or of another claim does not mean that 35 U.S.C. § 112, paragraph 6, applies to that step(s).  

[86] With respect to a means or a step for performing a specified function in accordance 

with 35 U.S.C. § 112, paragraph 6, the corresponding structure, material or acts described in 

the specification, and equivalents thereof, may perform additional functions as well as the 

10 specified function.  

[87] Computers, processors, computing devices and like products are structures that can 

perform a wide variety of functions. Such products can be operable to perform a specified 

function by executing one or more programs, such as a program stored in a memory device of 

that product or in a memory device which that product accesses. Unless expressly specified 

15 otherwise, such a program need not be based on any particular algorithm, such as any 

particular algorithm that might be disclosed in the present application. It is well known to 

one of ordinary skill in the art that a specified function may be implemented via different 

algorithms, and any of a number of different algorithms would be a mere design choice for 

carrying out the specified function.  

20 [88] Therefore, with respect to a means or a step for performing a specified function in 

accordance with 35 U.S.C. § 112, paragraph 6, structure corresponding to a specified function 

includes any product programmed to perform the specified function. Such structure includes 

programmed products which perform the function, regardless of whether such product is 

programmed with (i) a disclosed algorithm for performing the function, (ii) an algorithm that 

25 is similar to a disclosed algorithm, or (iii) a different algorithm for performing the function.  

[89] Where there is recited a means for performing a function that is a method, one 

structure for performing this method includes a computing device (e.g., a general purpose 

computer) that is programmed and / or configured with appropriate hardware to perform that 

function.  

30 [90] Also included is a computing device (e.g., a general purpose computer) that is 

programmed and / or configured with appropriate hardware to perform that function via other 

algorithms as would be understood by one of ordinary skill in the art.  

VIII. Disclaimer 
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[91] Numerous references to a particular embodiment do not indicate a disclaimer or 

disavowal of additional, different embodiments, and similarly references to the description of 

embodiments which all include a particular feature do not indicate a disclaimer or disavowal 

of embodiments which do not include that particular feature. A clear disclaimer or disavowal 

5 in the present application shall be prefaced by the phrase "does not include" or by the phrase 

"cannot perform".  

IX. Incorporation By Reference 

[92] Any patent, patent application or other document referred to herein is incorporated by 

10 reference into this patent application as part of the present disclosure, but only for purposes of 

written description and enablement in accordance with 35 U.S.C. § 112, paragraph 1, and 

should in no way be used to limit, define, or otherwise construe any term of the present 

application, unless without such incorporation by reference, no ordinary meaning would have 

been ascertainable by a person of ordinary skill in the art. Such person of ordinary skill in the 

15 art need not have been in any way limited by any embodiments provided in the reference 

[93] Any incorporation by reference does not, in and of itself, imply any endorsement of, 

ratification of or acquiescence in any statements, opinions, arguments or characterizations 

contained in any incorporated patent, patent application or other document, unless explicitly 

specified otherwise in this patent application.  

20 X. Prosecution History 

[94] In interpreting the present application (which includes the claims), one of ordinary 

skill in the art shall refer to the prosecution history of the present application, but not to the 

prosecution history of any other patent or patent application, regardless of whether there are 

other patent applications that are considered related to the present application, and regardless 

25 of whether there are other patent applications that share a claim of priority with the present 

application.  

XI. Cards 

[95] Playing cards have been in existence for many years. Although there are many types 

30 of playing cards that are played in many different types of games, the most common type of 

playing cards consists of 52 cards, divided out into four different suits (namely Spades, 

Hearts, Diamonds and Clubs) which are printed or indicated on one side or on the face of 

each card. In the standard deck, each of the four suits of cards consists of 13 cards, numbered 

either two through ten, or lettered A (Ace), K (King), Q (Queen), or J (Jack), which is also 
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printed or indicated on the face of each card. Each card will thus contain on its face a suit 

indication along with a number or letter indication. The King, Queen, and Jack usually also 

include some sort of design on the face of the card, and may be referred to as picture cards.  

Other types of playing cards are described herein, but it should be recognized that various 

5 topics may apply to any, some, and/or all type of playing cards.  

[96] In some cases, the 52 card standard playing deck also contains a number of extra 

cards, sometimes referred to as jokers, that may have some use or meaning depending on the 

particular game being played with the deck. For example, if a card game includes the jokers, 

then if a player receives a joker in his "hand" he may use it as any card in the deck. If the 

10 player has the ten, jack, queen and king of Spades, along with a joker, the player would use 

the joker as an Ace of Spades. The player will then have a Royal Flush (ten through Ace of 

Spades).  

[97] Many different games can be played using a standard deck of playing cards. The 

game being played with the standard deck of cards may include other items, such as game 

15 boards, chips, etc., or the game being played may only need the playing card deck itself. In 

most of the games played using a standard deck of cards, a value is assigned to each card.  

The value may differ for different games.  

[98] Usually, the card value begins with the number two card as the lowest value and 

increases as the numbers increase through ten, followed in order of increasing value with the 

20 Jack, Queen, King and Ace. In some games the Ace may have a lower value than the two, 

and in games where a particular card is determined to be wild, or have any value, that card 

may have the greatest value of all. For example, in card games where deuces, or twos, are 

wild, the player holding a playing card containing a two can use that two as any other card, 

such that a nine and a two would be the equivalent of two nines.  

25 [99] Further, the four different suits indicated on the cards may have a particular value 

depending on the game. Under game rules where one suit, i.e., Spades, has more value than 

another suit, i.e., Hearts, the seven of Spades may have more value than the seven of Hearts.  

[100] It is easy to visualize that using the different card quantity and suit values, many 

different games can be played. In certain games, it is the combination of cards that one player 

30 obtains that determines whether or not that player has defeated the other player or players.  

Usually, the more difficult the combination is to obtain, the more value the combination has, 

and the player who obtains the more difficult combination (also taking into account the value 

of the cards) wins the game.  
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[101] For instance in the game of Poker, each player may ultimately receive five cards. The 

player who obtains three cards having similar numbers on their face, i.e., the four of Hearts, 

four of Diamonds and four of Clubs, will defeat the player having only two cards with the 

same numerical value, i.e., the King of Spades and the King of Hearts. However, the player 

5 with five cards that all contain Clubs, commonly known as a flush, will defeat the player with 

the same three of a kind described above.  

[102] In many instances, a standard deck of playing cards is used to create gaming 

machines. In these gaming machines players insert coins and play certain card games, such as 

poker, using an imitation of standard playing cards on a video screen, in an attempt to win 

10 back more money than they originally inserted into the machine.  

[103] Another form of gambling using playing cards utilizes tables, otherwise known as 

table games. A table uses a table and a dealer, with the players sitting or standing around the 

table. The players place their bets on the table and the dealer deals the cards to each player.  

The number of cards dealt, or whether the cards are dealt face up or face down, will depend 

15 on the particular table game being played.  

[104] Further, an imitation or depiction of a standard playing card is used in many handheld 

electronic games, such as poker and blackjack, and in many computer games and Internet 

games. Using a handheld electronic game or a computer terminal that may or may not be 

connected to the Internet, a player receives the imitation playing cards and plays a card game 

20 either against the computer or against other players. Further, many of these games can be 

played on the computer in combination with gambling.  

[105] Also, there are many game shows that are broadcasted on television that use a deck of 

playing cards in the game play, in which the cards are usually enlarged or shown on a video 

screen or monitor for easy viewing. In these television game shows, the participants play the 

25 card game for prizes or money, usually against each other, with an individual acting as a host 

overseeing the action.  

[106] Also, there are lottery tickets that players purchase and play by "scratching off" an 

opaque layer to see if they have won money and prizes. The opaque layer prevents the player 

from knowing the results of the lottery ticket prior to purchasing and scratching off the layer.  

30 In some of these lottery tickets, playing cards are used under the opaque layer and the player 

may need to match a number of similar cards in order to win the prizes or money.  

XII. Rules of Card Games 

Rules of Poker 
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[107] In a basic poker game, which is played with a standard 52-card deck, each player is 

dealt five cards. All five cards in each player's hand are evaluated as a single hand with the 

presence of various combinations of the cards such as pairs, three-of-a-kind, straight, etc.  

Determining which combinations prevail over other combinations is done by reference to a 

5 table containing a ranking of the combinations. Rankings in most tables are based on the odds 

of each combination occurring in the player's hand. Regardless of the number of cards in a 

player's hand, the values assigned to the cards, and the odds, the method of evaluating all five 

cards in a player's hand remain the same.  

[108] Poker is a popular skill-based card game in which players with fully or partially 

10 concealed cards make wagers into a central pot. The pot is awarded to the player or players 

with the best combination of cards or to the player who makes an uncalled bet. Poker can also 

refer to video poker, a single-player game seen in casinos much like a slot machine, or to 

other games that use poker hand rankings.  

[109] Poker is played in a multitude of variations, but most follow the same basic pattern of 

15 play.  

[110] The right to deal each hand typically rotates among the players and is marked by a 

token called a 'dealer' button or buck. In a casino, a house dealer handles the cards for each 

hand, but a button (typically a white plastic disk) is rotated clockwise among the players to 

indicate a nominal dealer to determine the order of betting.  

20 [111] For each hand, one or more players are required to make forced bets to create an 

initial stake for which the players will contest. The dealer shuffles the cards, he cuts, and the 

appropriate number of cards are dealt to the players one at a time. Cards may be dealt either 

face-up or face-down, depending on the variant of poker being played. After the initial deal, 

the first of what may be several betting rounds begins. Between rounds, the players' hands 

25 develop in some way, often by being dealt additional cards or replacing cards previously 

dealt. At the end of each round, all bets are gathered into the central pot.  

[112] At any time during a betting round, if a player makes a bet, opponents are required to 

fold, call or raise. If one player bets and no opponents choose to match the bet, the hand ends 

immediately, the bettor is awarded the pot, no cards are required to be shown, and the next 

30 hand begins. The ability to win a pot without showing a hand makes bluffing possible.  

Bluffing is a primary feature of poker, one that distinguishes it from other vying games and 

from other games that make use of poker hand rankings.  

[113] At the end of the last betting round, if more than one player remains, there is a 

showdown, in which the players reveal their previously hidden cards and evaluate their 
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hands. The player with the best hand according to the poker variant being played wins the 

pot.  

[114] The most popular poker variants are as follows: 

[115] Draw poker 

5 [116] Players each receive five -as in five-card draw -or more cards, all of which are 

hidden. They can then replace one or more of these cards a certain number of times.  

[117] Stud poker 

[118] Players receive cards one at a time, some being displayed to other players at the table.  

The key difference between stud and 'draw' poker is that players are not allowed to discard or 

10 replace any cards.  

[119] Community card poker 

[120] Players combine individually dealt cards with a number of "community cards" dealt 

face up and shared by all players. Two or four individual cards may be dealt in the most 

popular variations, Texas hold 'em and Omaha hold 'em, respectively.  

15 

Poker Hand Rankings 

[121] Straight flush 

[122] A straight flush is a poker hand such as Q4 J4 104 94 84, which contains five cards in 

sequence, all of the same suit. Two such hands are compared by their high card in the same 

20 way as are straights. The low ace rule also applies: 5+ 4+ 3+ 2+ A+ is a 5-high straight flush 

(also known as a "steel wheel"). An ace-high straight flush such as A1 K1 Q1 J1 101 is 

known as a royal flush, and is the highest ranking standard poker hand (excluding five of a 

kind).  

[123] Examples: 

25 7V 6V 5V 4V 3V beats 54 44 34 24 A4 

J4 104 94 84 74 ties J+ 10+ 9+ 8+ 7+ 

[124] Four of a kind 

[125] Four of a kind, or quads, is a poker hand such as 91 94 9+ 9V JV, which contains four 

30 cards of one rank, and an unmatched card. It ranks above a full house and below a straight 

flush. Higher ranking quads defeat lower ranking ones. Between two equal sets of four of a 

kind (possible in wild card and community card games), the kicker determines the winner.  

[126] Examples: 
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104 10+ 10 10# 5+ ("four tens" or "quad tens") defeats 6+ 6V 6# 64 K# ("four sixes" or 

"quad sixes") 

104 10+ l1 10# Q4 ("four tens, queen kicker") defeats 104 10+ 10V 10# 5+ ("four tens 

with a five") 

5 

[127] Full house 

[128] A full house, also known as a boat or a full boat, is a poker hand such as 34 3# 3+ 164 

6V, which contains three matching cards of one rank, plus two matching cards of another 

rank. It ranks below a four of a kind and above a flush. Between two full houses, the one with 

10 the higher ranking set of three wins. If two have the same set of three (possible in wild card 

and community card games), the hand with the higher pair wins. Full houses are described by 

the three of a kind (e.g. Q-Q-Q) and pair (e.g. 9-9), as in "Queens over nines" (also used to 

describe a two pair), "Queens full of nines" or simply "Queens full".  

[129] Examples: 

15 10# 10V 10+ 44 4+ ("tens full") defeats 9V 94 94 AV A4 ("nines full") 

K# K4 KV 3+ 3# ("kings full") defeats 3+ 3V 3+ K# K+ ("threes full") 

QV Q+ Q4 8Y 84 ("queens full of eights") defeats QV Q+ Q4 5# 5Y ("queens full of 

fives") 

20 [130] Flush 

[131] A flush is a poker hand such as Q4 104 74 64 44, which contains five cards of the 

same suit, not in rank sequence. It ranks above a straight and below a full house. Two flushes 

are compared as if they were high card hands. In other words, the highest ranking card of 

each is compared to determine the winner; if both have the same high card, then the second

25 highest ranking card is compared, etc. The suits have no value: two flushes with the same five 

ranks of cards are tied. Flushes are described by the highest card, as in "queen-high flush".  

[132] Examples: 

AV QV 10 5Y 3Y ("ace-high flush") defeats K# Q# J# 94 6# ("king-high flush") 

A+ K+ 7+ 6+ 2+ ("flush, ace-king high") defeats AV QV 10 5Y 3Y ("flush, ace

30 queen high") 

QV 10 9Y 5Y 2Y ("heart flush") ties Q# 10+ 94 5+ 2+ ("spade flush") 

[133] Straight 
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[134] A straight is a poker hand such as Q1 J4 104 9V 8V, which contains five cards of 

sequential rank, of varying suits. It ranks above three of a kind and below a flush. Two 

straights are ranked by comparing the high card of each. Two straights with the same high 

card are of equal value, and split any winnings (straights are the most commonly tied hands 

5 in poker, especially in community card games). Straights are described by the highest card, as 

in "queen-high straight" or "straight to the queen".  

[135] A hand such as A1 K1 Q+ J# 104 is an ace-high straight, and ranks above a king

high straight such as KV Q# JV 10V 9+. But the ace may also be played as a 1-spot in a hand 

such as 5# 4+ 3+ 24 AJ, called a wheel or five-high straight, which ranks below the six-high 

10 straight 64 54 41 3V 2W. The ace may not "wrap around", or play both high and low in the 

same hand: 34 2+ A4 K# Q1 is not a straight, but just ace-high no pair.  

[136] Examples: 

84 74 6V 5V 44 ("eight-high straight") defeats 6+ 54 4+ 3V 21 ("six-high straight") 

84 74 6V 5V 44 ties 8V 7+ 64 54 4 

15 

[137] Three of a kind 

[138] Three of a kind, also called trips, set or a prile, is a poker hand such as 2+ 24 2V K# 

64, which contains three cards of the same rank, plus two unmatched cards. It ranks above 

two pair and below a straight. Higher ranking three of a kind defeat lower ranking three of a 

20 kinds. If two hands have the same rank three of a kind (possible in games with wild cards or 

community cards), the kickers are compared to break the tie.  

[139] Examples: 

84 8V 8+ 54 34 ("three eights") defeats 54 5V 5+ Q+ 101 ("three fives") 

84 8V 8+ A1 2+ ("three eights, ace kicker") defeats 84 8V 8+ 54 31 ("three eights, 

25 five kicker") 

[140] Two pair 

[141] A poker hand such as JV J1 41 44 94, which contains two cards of the same rank, 

plus two cards of another rank (that match each other but not the first pair), plus one 

30 unmatched card, is called two pair. It ranks above one pair and below three of a kind.  

Between two hands containing two pair, the higher ranking pair of each is first compared, and 

the higher pair wins. If both have the same top pair, then the second pair of each is compared.  

Finally, if both hands have the same two pairs, the kicker determines the winner. Two pair 
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are described by the higher pair (e.g., KV K1) and the lower pair (e.g., 94 9+), as in "Kings 

over nines", "Kings and nines" or simply "Kings up".  

[142] Examples: 

KV K+ 24 2+ JV ("kings up") defeats J+ J# 104 101 94 ("jacks up") 

5 94 9+ 7+ 74 6V ("nines and sevens") defeats 9V 94 5V 5+ K1 ("nines and fives") 

44 41 34 3V K+ ("fours and threes, king kicker") defeats 4V 4+ 3+ 3 104 ("fours and 

threes with a ten") 

[143] One pair 

10 [144] One pair is a poker hand such as 4V 44 K# 10+ 54, which contains two cards of the 

same rank, plus three unmatched cards. It ranks above any high card hand, but below all other 

poker hands. Higher ranking pairs defeat lower ranking pairs. If two hands have the same 

rank of pair, the non-paired cards in each hand (the kickers) are compared to determine the 

winner.  

15 [145] Examples: 

101 104 64 4V 2V ("pair of tens") defeats 9V 94 AV Q+ 10+ ("pair of nines") 

10V 10+ J+ 3V 24 ("tens with jack kicker") defeats 101 104 64 4V 2V ("tens with six 

kicker") 

2+ 2V 84 54 41 ("deuces, eight-five-four") defeats 21 24 81 5V 3V ("deuces, eight

20 five-three") 

[146] High card 

[147] A high-card or no-pair hand is a poker hand such as KV J. 81 7+ 34, in which no two 

cards have the same rank, the five cards are not in sequence, and the five cards are not all the 

25 same suit. It can also be referred to as "nothing" or "garbage," and many other derogatory 

terms. It ranks below all other poker hands. Two such hands are ranked by comparing the 

highest ranking card; if those are equal, then the next highest ranking card; if those are equal, 

then the third highest ranking card, etc. No-pair hands are described by the one or two highest 

cards in the hand, such as "king high" or "ace-queen high", or by as many cards as are 

30 necessary to break a tie.  

[148] Examples: 

A+ 10+ 94 54 41 ("ace high") defeats K1 Q+ J1 8V 7V ("king high") 

A1 Q1 7+ 5V 24 ("ace-queen") defeats A+ 10+ 94 54 41 ("ace-ten") 
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74 64 54 4+ 2Y ("seven-six-five-four") defeats 74 6+ 5+ 3Y 24 ("seven-six-five

three") 

[149] Decks using a bug 

5 [150] The use of joker as a bug creates a slight variation of game play. When a joker is 

introduced in standard poker games it functions as a fifth ace, or can be used as a flush or 

straight card (though it can be used as a wild card too). Normally casino draw poker variants 

use a joker, and thus the best possible hand is five of a kind, as in AV A+ A1 A# Joker.  

10 Rules of Caribbean Stud 

[151] Caribbean Stud TM poker may be played as follows. A player and a dealer are each 

dealt five cards. If the dealer has a poker hand having a value less than Ace-King 

combination or better, the player automatically wins. If the dealer has a poker hand having a 

value of an Ace-King combination or better, then the higher of the player's or the dealer's 

15 hand wins. If the player wins, he may receive an additional bonus payment depending on the 

poker rank of his hand. In the commercial play of the game, a side bet is usually required to 

allow a chance at a progressive jackpot. In Caribbean StudTM poker, it is the dealer's hand that 

may qualify. As the dealer's hand is partially concealed during play (usually only one card, at 

most) is displayed to the player before player wagering is complete), the player may always 

20 be aware that even ranked player hands can lose to a dealer's hand and no bonus will be paid 

out unless the side bet has been made, and then usually only to hands having a rank of a flush 

or higher.  

Rules of Blackjack 

25 [152] Some versions of Blackjack are now described. Blackjack hands are scored according 

to the point total of the cards in the hand. The hand with the highest total wins as long as it is 

21 or less. If the total is greater than 21, it is a called a "bust." Numbered cards 2 through 10 

have a point value equal to their face value, and face cards (i.e., Jack, Queen and King) are 

worth 10 points. An Ace is worth 11 points unless it would bust a hand, in which case it is 

30 worth 1 point. Players play against the dealer and win by having a higher point total no 

greater than 21. If the player busts, the player loses, even if the dealer also busts. If the player 

and dealer have hands with the same point value, this is called a "push," and neither party 

wins the hand.  
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[153] After the initial bets are placed, the dealer deals the cards, either from one or more, 

but typically two, hand-held decks of cards, or from a "shoe" containing multiple decks of 

cards, generally at least four decks of cards, and typically many more. A game in which the 

deck or decks of cards are hand-held is known as a "pitch" game. "Pitch" games are generally 

5 not played in casinos. When playing with more than one deck, the decks are shuffled together 

in order to make it more difficult to remember which cards have been dealt and which have 

not. The dealer deals two cards to each player and to himself. Typically, one of the dealer's 

two cards is dealt face-up so that all players can see it, and the other is face down. The face

down card is called the "hole card." In a European variation, the "hole card" is dealt after all 

10 the players' cards are dealt and their hands have been played. The players' cards are dealt face 

up from a shoe and face down if it is a "pitch" game.  

[154] A two-card hand with a point value of 21 (i.e., an Ace and a face card or a 10) is 

called a "Blackjack" or a "natural" and wins automatically. A player with a "natural" is 

conventionally paid 3:2 on his bet, although in 2003 some Las Vegas casinos began paying 

15 6:5, typically in games with only a single deck.  

[155] Once the first two cards have been dealt to each player and the dealer, the dealer wins 

automatically if the dealer has a "natural" and the player does not. If the player has a 

"natural" and the dealer does not, the player automatically wins. If the dealer and player both 

have a "natural," neither party wins the hand.  

20 [156] If neither side has a "natural," each player completely plays out their hand; when all 

players have finished, the dealer plays his hand.  

[157] The playing of the hand typically involves a combination of four possible actions 

"hitting," "standing," "doubling down," or "splitting" his hand. Often another action called 

"surrendering" is added. To "hit" is to take another card. To "stand" is to take no more cards.  

25 To "double down" is to double the wager, take precisely one more card and then "stand." 

When a player has identical value cards, such as a pair of 8s, the player can "split" by placing 

an additional wager and playing each card as the first card in two new hands. To "surrender" 

is to forfeit half the player's bet and give up his hand. "Surrender" is not an option in most 

casino games of Blackjack. A player's turn ends if he "stands," "busts" or "doubles down." If 

30 the player "busts," he loses even if the dealer subsequently busts. This is the house advantage.  

[158] After all players have played their hands, the dealer then reveals the dealer's hole card 

and plays his hand. According to house rules (the prevalent casino rules), the dealer may hit 

until he has a point total of at least 17, regardless of what the players have. In most casinos, 

the dealer may also hit on a "soft" 17 (e.g., an Ace and 6). In a casino, the Blackjack table felt 
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is marked to indicate if the dealer hits or stands on a soft 17. If the dealer busts, all remaining 

players win. Bets are normally paid out at odds of 1:1.  

[159] Four of the common rule variations are one card split Aces, early surrender, late 

surrender and double-down restrictions. In the first variation, one card is dealt on each Ace 

5 and the player's turn is over. In the second, the player has the option to surrender before the 

dealer checks for Blackjack. In the third, the player has the option to surrender after the 

dealer checks for Blackjack. In the fourth, doubling-down is only permitted for certain card 

combinations.  

10 Insurance 

[160] Insurance is a commonly-offered betting option in which the player can hedge his bet 

by wagering that the dealer will win the hand. If the dealer's "up card" is an Ace, the player is 

offered the option of buying Insurance before the dealer checks his "hole card." If the player 

wishes to take Insurance, the player can bet an amount up to half that of his original bet. The 

15 Insurance bet is placed separately on a special portion of the table, which is usually marked 

with the words "Insurance Pays 2:1." The player buying Insurance is betting that the dealer's 

"hole card" is one with a value of 10 (i.e., a 10, Jack, Queen or King). Because the dealer's up 

card is an Ace, the player who buys Insurance is betting that the dealer has a "natural." 

[161] If the player originally bets $10 and the dealer shows an Ace, the player can buy 

20 Insurance by betting up to $5. Suppose the player makes a $5 Insurance bet and the player's 

hand with the two cards dealt to him totals 19. If the dealer's hole card is revealed to be a 10 

after the Insurance betting period is over (the dealer checks for a "natural" before the players 

play their hands), the player loses his original $10 bet, but he wins the $5 Insurance bet at 

odds of 2:1, winning $10 and therefore breaking even. In the same situation, if the dealer's 

25 hole card is not one with a value of ten, the player immediately loses his $5 Insurance bet.  

But if the player chooses to stand on 19, and if the dealer's hand has a total value less than 19, 

at the end of the dealer's turn, the player wins his original $10 bet, making a net profit of $5.  

In the same situation, if the dealer's hole card is not one with a value of ten, again the player 

will immediately lose their $5 Insurance bet, and if the dealer's hand has a total value greater 

30 than the player's at the end of both of their turns, for example the player stood on 19 and the 

dealer ended his turn with 20, the player loses both his original $10 bet and his $5 Insurance 

bet.  

Basic Strategy 
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[162] Blackjack players can increase their expected winnings by several means, one of 

which is "basic strategy." "Basic strategy" is simply something that exists as a matter of 

general practice; it has no official sanction. The "basic strategy" determines when to hit and 

when to stand, as well as when doubling down or splitting in the best course. Basic strategy is 

5 based on the player's point total and the dealer's visible card. Under some conditions (e.g., 

playing with a single deck according to downtown Las Vegas rules) the house advantage over 

a player using basic strategy can be as low as 0.16%. Casinos offering options like surrender 

and double-after-split may be giving the player using basic strategy a statistical advantage 

and instead rely on players making mistakes to provide a house advantage.  

10 [163] A number of optional rules can benefit a skilled player, for example: if doubling down 

is permitted on any two-card hand other than a natural; if "doubling down" is permitted after 

splitting; if early surrender (forfeiting half the bet against a face or Ace up card before the 

dealer checks for Blackjack) is permitted; if late surrender is permitted; if re-splitting Aces is 

permitted (splitting when the player has more than two cards in their hand, and has just been 

15 dealt a second ace in their hand); if drawing more than one card against a split Ace is 

permitted; if five or more cards with a total no more than 21 is an automatic win (referred to 

as "Charlies").  

[164] Other optional rules can be detrimental to a skilled player. For example: if a "natural" 

pays less than 3:2 (e.g., Las Vegas Strip single-deck Blackjack paying out at 6:5 for a 

20 "natural"); if a hand can only be split once (is re-splitting possible for other than aces); if 

doubling down is restricted to certain totals (e.g., 9 11 or 10 11); if Aces may not be re-split; 

if the rules are those of "no-peek" (or European) Blackjack, according to which the player 

loses hands that have been split or "doubled down" to a dealer who has a "natural'(because 

the dealer does not check for this automatically winning hand until the players had played 

25 their hands); if the player loses ties with the dealer, instead of pushing where neither the 

player or the dealer wins and the player retains their original bet.  

Card Counting 

[165] Unlike some other casino games, in which one play has no influence on any 

30 subsequent play, a hand of Blackjack removes those cards from the deck. As cards are 

removed from the deck, the probability of each of the remaining cards being dealt is altered 

(and dealing the same cards becomes impossible). If the remaining cards have an elevated 

proportion of 10-value cards and Aces, the player is more likely to be dealt a natural, which is 

to the player's advantage (because the dealer wins even money when the dealer has a natural, 
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while the player wins at odds of 3:2 when the player has a natural). If the remaining cards 

have an elevated proportion of low-value cards, such as 4s, 5s and 6s, the player is more 

likely to bust, which is to the dealer's advantage (because if the player busts, the dealer wins 

even if the dealer later busts).  

5 [166] The house advantage in Blackjack is relatively small at the outset. By keeping track of 

which cards have been dealt, a player can take advantage of the changing proportions of the 

remaining cards by betting higher amounts when there is an elevated proportion of 10-value 

cards and Aces and by better lower amounts when there is an elevated proportion of low

value cards. Over time, the deck will be unfavorable to the player more often than it is 

10 favorable, but by adjusting the amounts that he bets, the player can overcome that inherent 

disadvantage. The player can also use this information to refine basic strategy. For instance, 

basic strategy calls for hitting on a 16 when the dealer's up card is a 10, but if the player 

knows that the deck has a disproportionately small number of low-value cards remaining, the 

odds may be altered in favor of standing on the 16.  

15 [167] There are a number of card-counting schemes, all dependent for their efficacy on the 

player's ability to remember either a simplified or detailed tally of the cards that have been 

played. The more detailed the tally, the more accurate it is, but the harder it is to remember.  

Although card counting is not illegal, casinos will eject or ban successful card counters if 

they are detected.  

20 [168] Shuffle tracking is a more obscure, and difficult, method of attempting to shift the 

odds in favor of the player. The player attempts to track groups of cards during the play of a 

multi-deck shoe, follow them through the shuffle, and then looks for the same group to 

reappear from the new shoe, playing and betting accordingly.  

25 XIII. Tracking the Action at a Table 

[169] US patent 6579181 generally describes, "a system for automatically monitoring 

playing and wagering of a game. In one illustrated embodiment, the system includes a card 

deck reader that automatically reads a respective symbol from each card in a deck of cards 

before a first one of the cards is removed from the deck. The symbol identifies a value of the 

30 card in terms of rank and suit, and can take the form of a machine-readable symbol, such as a 

bar code, area or matrix code or stacked code. In another aspect, the system does not decode 

the read symbol until the respective card is dealt, to ensure security.  

[170] "In another aspect, the system can include a chip tray reader that automatically images 

the contents of a chip tray. The system periodically determines the number and value of chips 
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in the chip tray from the image, and compares the change in contents of the chip tray to the 

outcome of game play to verify that the proper amounts have been paid out and collected.  

[171] "In a further aspect, the system can include a table monitor that automatically images 

the activity or events occurring at a gaming table. The system periodically compares images 

5 of the gaming table to identify wagering, as well as the appearance, removal and position of 

cards and/or other objects on the gaming table. The table monitoring system can be 

unobtrusively located in the chip tray." 

[172] US patent 6579181 generally describes "a drop box that automatically verifies an 

amount and authenticity of a deposit and reconciles the deposit with a change in the contents 

10 of the chip tray. The drop box can image different portions of the deposited item, selecting 

appropriate lighting and resolutions to examine security features in the deposited item.  

[173] "In another aspect, the system can employ some, or all of the components to monitor 

the gaming habits of players and the performance of employees. The system can detect 

suspect playing and wagering patterns that may be prohibited. The system can also identify 

15 the win/loss percentage of the players and the dealer, as well as a number of other statistically 

relevant measures. Such measures can provide a casino or other gaming establishment with 

enhanced automated security, and automated real-time accounting. The measures can 

additionally provide a basis for automatically allocating complimentary benefits to the 

players." 

20 [174] Various embodiments include an apparatus, method and system which utilizes a card 

dispensing shoe with scanner and its associated software which enable the card dealer when 

dealing the game from a card dispensing shoe with scanner preferably placed on a game table 

where the twenty-one game to be evaluated by the software is being played, to use one or 

more keyboard(s) and/or LCD displays coupled to the shoe to identify for the computer 

25 program the number of the active players' seats, or active players, including the dealer's 

position relative thereto and their active play at the game table during each game round dealt 

from the shoe. These keyboards and LCD displays are also used to enter other data relevant 

to each seat's, or player's, betting and/or decision strategies for each hand played. The data is 

analyzed by a computer software program designed to evaluate the strategy decisions and 

30 betting skills of casino twenty-one, or blackjack players playing the game of blackjack during 

real time. The evaluation software is coupled to a central processing unit (CPU) or host 

computer that is also coupled to the shoe's keyboard(s) and LCD displays. The dealer using 

one or more keyboard(s) attached to or carried by the shoe, or a keyboard(s) located near the 

dealer is able to see and record the exact amount bet by each player for each hand played for 
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the game to be evaluated. The optical scanner coupled to the CPU reads the value of each 

card dealt to each player's hand(s) and the dealer's hand as each card is dealt to a specific 

hand, seat or position and converts the game card value of each card dealt from the shoe to 

the players and the dealer of the game to a card count system value for one or more card 

5 count systems programmed into the evaluation software. The CPU also records each players 

decision(s) to hit a hand, and the dealer's decision to hit or take another card when required 

by the rules of the game, as the hit card is removed from the shoe. The dealer uses one or 

more of the keyboards and LCD displays carried by the shoe to record each player's 

decision(s) to Insure, Surrender, Stand, Double Down, or Split a hand. When the dealer has 

10 an Ace or a Ten as an up-card, he/she may use one or more of the keyboards to prompt the 

computer system's software, since the dealer's second card, or hole-card, which is dealt face 

down, has been scanned and the game card value thereof has been imported into the computer 

systems software, to instantly inform the dealer, by means of one or more of the shoe's 

LCDs, if his/her game cards, or hand total, constitutes a two-card "21" or "Blackjack".  

15 [175] In various embodiments, a card playing system for playing a card game which 

includes a card delivery shoe apparatus for use in dealing playing cards to at least one player 

for the playing of the card game comprises, in combination, housing means having a chute 

for supporting at least one deck of playing cards for permitting movement of the playing 

cards one at a time through the chute, the housing means having an outlet opening that 

20 permits the playing cards of the deck to be moved one-by-one out of the housing means 

during the play of a card game, card scanning means located within the housing means for 

scanning indicia located on each of the playing cards as each of the playing cards are moved 

out from the chute of the housing means, means for receiving the output of the card scanning 

means for identifying each of the playing cards received by each player from the shoe, for 

25 evaluating information relative to each players received playing cards and their values with 

information as to playing tactics used by each player relative to the values of the received 

playing cards, and for combining all of this information for identifying each player's playing 

strategy, and a playing table coupled to the card delivery shoe apparatus and having at least 

one keypad means located thereon for permitting at least one player to select various card 

30 playing options to wager upon.  

[176] In various embodiments, a card playing system for playing a card game which 

includes a card delivery shoe apparatus for use in dealing playing cards to at least one player 

for the playing of the card game comprises, in combination, housing means having a chute 

for supporting at least one deck of playing cards for permitting movement of the playing 
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cards one at a time through the chute, the housing means having an outlet opening that 

permits the playing cards of the deck to be moved one-by-one out of the housing means 

during the play of a card game, card scanning means located within the housing means for 

scanning indicia located on each of the playing cards as each of the playing cards are moved 

5 out from the chute of the housing means, means for receiving the output of the card scanning 

means for identifying such of the playing cards received by each player from the shoe 

apparatus, for evaluating information relative to each player's received playing cards and their 

values with information as to betting tactics used by each player relative to playing cards 

previously dealt out from the shoe apparatus providing card count information, and for 

10 combining all of this information for identifying each player's card count strategy, and a 

playing table coupled to the card delivery shoe apparatus and having at least one keypad 

means located thereon for permitting the at least one player to select at least one of various 

card playing options to wager upon.  

[177] In various embodiments, a card playing system for playing a card game which 

15 includes a card delivery shoe apparatus for use in dealing playing cards to at least one player 

for the playing of a card game comprises, in combination, housing means having a chute for 

supporting at least one deck of playing cards for permitting movement of the playing cards 

one at a time through the chute, the housing means having an outlet opening that permits the 

playing cards of the deck to be moved one-by-one out of the housing means during the play 

20 of a card game, card scanning means located within the housing means for scanning indicia 

located on each of the playing cards as each of the playing cards are moved out from the 

chute of the housing means, means for receiving the output of the card scanning means for 

identifying each of the playing cards received by each player from the shoe apparatus, for 

evaluating information relative to each player's received playing cards and their values with 

25 information as to playing tactics used by each player relative to the values of the received 

playing cards, for combining use of all of this information for identifying each player's 

playing strategy, and for also identifying each player's card count strategy based on each 

player's betting tactics used by each player relative to playing cards previously dealt out from 

the shoe apparatus providing card count information, and a playing table coupled to the card 

30 delivery shoe apparatus and having at least one keypad means located thereon for permitting 

the at least one player to select at least one of various card playing options to wager upon.  

[178] In various embodiments, a secure game table system, adapted for multiple sites under 

a central control, allows for the monitoring of hands in a progressive live card game. A live 

card game has at least one deck, with each deck having a predetermined number of cards.  
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Each game table in the system has a plurality of player positions with or without players at 

each position and a dealer at a dealer position.  

[179] In one embodiment, for providing additional security, a common identity code is 

located on each of the cards in each deck. Each deck has a different common identity code. A 

5 shuffler is used to shuffle the decks together and the shuffler has a circuit for counting of the 

cards from a previous hand that are inserted into the shuffler for reshuffling. The shuffler 

circuit counts each card inserted and reads the common identity code located on each card.  

The shuffler circuit issues a signal corresponding to the count and the common identity code 

read. The game control (e.g., the computer) located at each table receives this signal from the 

10 shuffler circuit and verifies that no cards have been withdrawn from the hand by a player (or 

the dealer) or that no new cards have been substituted. If the count is not proper or if a game 

card lacks an identity code or an identity code is mismatched, an alarm signal is generated 

indicating that a new deck of cards needs to be used and that the possibility of a breach in the 

security of the game has occurred.  

15 [180] In yet another embodiment of security, a unique code, such as a bar code, is placed on 

each card and as each card is dealt by the dealer from a shoe, a detector reads the code and 

issues a signal to the game control containing at least the value and the suit of each card dealt 

in the hand. The detector may also read a common identity deck code and issue that as a 

signal to the game control. The shoe may have an optical scanner for generating an image of 

20 each card as it is dealt from the shoe by the dealer in a hand. The game control stores this 

information in a memory so that a history of each card dealt from the shoe in a hand is 

recorded.  

[181] In yet another embodiment of security, an integrated shuffler/shoe obtains an optical 

image of each card dealt from the shoe for a hand and for each card inserted into the shuffler 

25 after a hand. These images are delivered to the game control where the images are counted 

and compared. When an irregular count or comparison occurs, an alarm is raised. The 

shuffler and shoe are integrated to provide security between the two units.  

[182] In another embodiment of security for a live card game, a game bet sensor is located 

near each of the plurality of player positions for sensing the presence of a game bet. The 

30 game bet sensor issues a signal counting the tokens placed. It is entirely possible that game 

bet sensors at some player positions do not have bets, and therefore, the game control that is 

receptive of these signals identifies which player positions have players placing game bets.  

This information is stored in memory and becomes part of the history of the game.  
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[183] In another embodiment of security, a progressive bet sensor is located at each of the 

plurality of player positions and senses the presence of a progressive bet. The progressive bet 

sensor issues a signal that is received by the game control, which records in memory the 

progressive bets being placed at the respective player position sensed. If a progressive bet is 

5 sensed and a game bet is not, the game control issues an alarm signal indicating improper 

betting. At this point, the game control knows the identity of each player location having 

placed a game bet and, of those player positions having game bets placed, which player 

positions also have a progressive bet. This is stored in memory as part of the history of the 

hand.  

10 [184] In yet another embodiment of security, a card sensor is located near each player 

position and the dealer position. The card sensor issues a signal for each card received at the 

card sensor. The game control receives this issued signal and correlates those player positions 

having placed a game bet with the received cards. In the event a player position without a 

game bet receives a card or a player position with a game bet receives a card out of sequence, 

15 the game control issues an alarm. This information is added to the history of the game in 

memory, and the history contains the value and suit of each card delivered to each player 

position having a game bet.  

[185] A progressive jackpot display may be located at each game table and may display one 

or more jackpot awards for one or more winning combinations of cards. In one embodiment 

20 of the present invention, the game control at each table has stored in memory the winning 

combinations necessary to win the progressive jackpots. Since the game control accurately 

stores the suit and value of each card received at a particular player position, the game control 

can automatically detect a winning combination and issue an award signal for that player 

position. The dealer can then verify that that player at that position indeed has the correct 

25 combination of cards. The game control continuously updates the central control 

interconnected to all other game tables so that the central control can then inform all game 

tables of this win including, if desirable, the name of the winner and the amount won.  

[186] The central control communicates continuously with each game control and its 

associated progressive jackpot display may receive over a communication link all or part of 

30 the information stored in each game control.  

[187] Various embodiments include a card shoe with a device for automatic recognition and 

tracking of the value of each gaming card drawn out of the card shoe in a covered way (face 

down).  
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[188] Various embodiments include a gaming table with a device for automatic recognition 

of played or not played boxes (hands), whereby it has to realize multiple bets on each hand 

and the use of insurance lines. Further more, the gaming table may include a device to 

recognize automatically the number of cards placed in front of each player and the dealer.  

5 [189] Various embodiments include the recognition, tracking, and storage of gaming chips.  

[190] In various embodiment, an electronic data processing (EDP) program may process the 

value of all bets on each box and associated insurance line, control the sequence of delivery 

of the cards, control the distribution of the gaming cards to each player and the dealer, may 

calculate and compare the total score of each hand and the dealer's, and may evaluate the 

10 players' wins.  

[191] Gaming data may then be processed by means of the EDP program and shown 

simultaneously to the actual game at a special monitor or display. Same data may be recalled 

later on to monitor the total results whenever requested.  

[192] Various embodiments include a gaming table and a gaming table cloth arranged on 

15 the gaming table, the gaming table cloth provided with betting boxes and areas designated for 

placement of the gaming chips and other areas designated for placement of the playing cards, 

a card shoe for storage of one or more decks of playing cards, this card shoe including means 

for drawing individual ones of the playing cards face down so that a card value imprint on the 

drawn card is not visible to a player of the game of chance, a card recognition means for 

20 recognizing this card value imprint on the drawn card from the card shoe, this card 

recognition means being located in the card shoe, an occupation detector unit including 

means for registering a count of gaming chips placed on the designated areas and another 

count of playing cards placed on the other designated areas on the table cloth, this occupation 

detector unit being located under the table cloth and consisting of multiple single detectors 

25 allocated to each betting box, each area for chips and each other area for playing cards 

respectively, a gaming bet detector for automatic recognition or manual input of gaming bets, 

and a computer including means for evaluating the play of the game of chance according to 

the rules of the game of chance, means for storing results of the play of the game of chance 

and means for displaying a course of the play of the game of chance and the results from 

30 electronic signals input from the gaming bet detector, the occupation detector unit and the 

card recognition means.  

[193] According to various embodiments, the card recognition means comprises an optical 

window arranged along a movement path of the card image imprint on the playing card 

drawn from the card shoe; a pulsed light source for illuminating a portion of the drawn 
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playing card located opposite the optical window; a CCD image converter for the portion of 

the drawn playing card located opposite the optical window; an optical device for deflecting 

and transmitting a reflected image of the card value imprint from the drawn playing card to 

the CCD image converter from that portion of the drawn playing card when the drawn card is 

5 exactly in a correct drawn position opposite the optical window; and sensor means for 

detecting movement of the drawn card and for providing a correct timing for operation of the 

pulsed light source for transmission of the reflected image to the CCD image converter. The 

optical device for deflecting and transmitting the reflected image can comprise a mirror 

arranged to deflect the reflected image to the CCD image converter. Alternatively, the optical 

10 device for deflecting and transmitting the reflected image comprises a reflecting optical prism 

having two plane surfaces arranged at right angles to each other, one of which covers the 

optical window and another of which faces the CCD image converter and comprises a mirror, 

and the pulsed light source is arranged behind the latter plane surface so as to illuminate the 

drawn card when the drawn card is positioned over the optical window. Advantageously the 

15 sensor means for detecting movement of the drawn card and for providing a correct timing 

comprises a single sensor, preferably either a pressure sensor or a photoelectric threshold 

device, for sensing a front edge of the drawn card to determine whether or not the drawn card 

is being drawn and to activate the CCD image converter and the pulsed light source when a 

back edge of the drawn card passes the sensor means. Alternatively, the sensor means can 

20 include two electro-optical sensors, one of which is located beyond a movement path of the 

card image imprint on the drawn playing card and another of which is located in a movement 

path of the card image imprint on a drawn playing card. The latter electro-optical sensor can 

includes means for activating the pulsed light source by sensing a color trigger when the card 

value imprint passes over the optical window. In preferred embodiments of the card shoe the 

25 pulsed light source comprises a Xenon lamp.  

[194] In various embodiments of the gaming apparatus the single detectors of the 

occupation detector unit each comprise a light sensitive sensor for detection of chips or 

playing cards arranged on the table cloth over the respective single detector. Each single 

detector can be an infrared sensitive photodiode, preferably a silicon photodiode.  

30 Advantageously the single detectors can be arranged in the occupation detector unit so that 

the chips or playing cards placed over them on the table cloth are arrange over at least two 

single detectors.  

[195] The gaming apparatus may includes automatic means for discriminating colored 

markings or regions on the chips and for producing a bet output signal in accordance with the 
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colored markings or regions and the number of chips having identical colored markings or 

regions.  

[196] The gaming bet detector may include automatic means for discriminating between 

chips of different value in the game of chance and means for producing a bet output signal in 

5 accordance with the different values of the chips when the chips are bet by a player. In 

various embodiments the gaming bet detector includes a radio frequency transmitting and 

receiving station and the chips are each provided with a transponder responding to the 

transmitting and receiving station so that the transponder transmits the values of the bet chips 

back to the transmitting and receiving station.  

10 [197] The connection between the individual units of the gaming apparatus and the 

computer can be either a wireless connection or a cable connection.  

XIV. Following the Bets 

[198] Various embodiments include a smart card delivery shoe that reads the suit and rank 

15 of each card before it is delivered to the various positions where cards are to be dealt in the 

play of the casino table card game. The cards are then dealt according to the rules of the game 

to the required card positions. Different games have diverse card distribution positions, 

different card numbers, and different delivery sequences that the hand identifying system of 

some embodiments of the invention may encompass. For example, in the most complex of 

20 card distribution games of blackjack, cards are usually dealt one at a time in sequence around 

a table, one card at a time to each player position and then to the dealer position. The one 

card at a time delivery sequence is again repeated so that each player position and the dealer 

position have an initial hand of exactly two cards. Complexity in hand development is 

introduced because players have essentially unlimited control over additional cards until 

25 point value in a hand exceeds a count of twenty-one. Players may stand with a count of 2 

(two aces) or take a hit with a count of 21 if they are so inclined, so the knowledge of the 

count of a hand is no assurance of what a player will do. The dealer, on the other hand, is 

required to follow strict house rules on the play of the game according to the value of the 

dealer's hand. Small variances such as allowing or disallowing a hit on a "soft" seventeen 

30 count (e.g., an Ace and a 6) may exist, but the rules are otherwise very precise so that the 

house or dealer cannot exercise any strategy.  

[199] Other cards games may provide equal numbers of cards in batches. Variants of stud 

poker played against a dealer, for example, would usually provide hands of five cards, five at 

a time to each player position and if competing against a dealer, to the dealer position. This 
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card hand distribution is quite simple to track as each sequence of five cards removed from 

the dealer shoe is a hand.  

[200] Other games may require cards to be dealt to players and other cards dealt to a flop or 

common card area. The system may also be programmable to cover this alternative if it is so 

5 desired.  

[201] Baccarat is closer to blackjack in card sequence of dealing, but has more rigid rules as 

to when hits may be taken by the player and the dealer, and each position may take a 

maximum of one card as a hit. The hand identification system of some embodiments of the 

invention may be able to address the needs of identifying hands in each of these types of 

10 games and especially may be able to identify hands in the a complex situation, the play of 

blackjack.  

[202] In various embodiments, where cameras are used to read cards, the light sensitive 

system may be any image capture system, digital or analog, that is capable of identifying the 

suit and rank of a card.  

15 [203] In various embodiments, a first step in the operation is to provide a set of cards to the 

smart delivery shoe, the cards being those cards that are going to be used in the play of a 

casino table card game. The set of cards (usually one or more decks) is provided in an already 

randomized set, being taken out of a shuffler or having been shuffled by hand. A smart 

delivery shoe is described in U.S. patent application Ser. No. 10/622,321, titled SMART 

20 DELIVERY SHOE, which application is incorporated herein in its entirety by reference.  

Some delivery systems or shoes with reading capability include, but are not limited to those 

disclosed in U.S. Pat. Nos. 4,750,743; 5,779,546; 5,605,334; 6,361,044; 6,217,447; 

5,941,769; 6,229,536; 6,460,848; 5,722,893; 6,039,650; and 6,126,166. In various 

embodiments, the cards are read in the smart card delivery shoe, such as one card at a time in 

25 sequence. Reading cards by edge markings and special codes (as in U.S. Pat. No. 6,460,848) 

may require special encoding and marking of the cards. The entire sequence of cards in the 

set of cards may thus be determined and stored in memory. Memory may be at least in part in 

the smart delivery shoe, but communication with a central processor is possible. The 

sequence would then also or solely be stored in the central computer.  

30 [204] In various embodiments, the cards are then dealt out of the smart delivery shoe, the 

delivery shoe registering how many cards are removed one-at-a-time. This may be 

accomplished by the above identified U.S. patent application Ser. No. 10/622321 where cards 

are fed to the dealer removal area one at a time, so only one card can be removed by the 

dealer. As each card is removed, a signal is created indicating that a specific card (of rank and 
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suit) has been dealt. The computer and system knows only that a first card has been dealt, and 

it is presumed to go to the first player. The remaining cards are dealt out to players and 

dealer. In the play of certain games (e.g., stud variants) where specific numbers of cards are 

known to be dealt to each position, the shoe may be programmed with the number of players 

5 at any time, so hands can be correlated even before they have been dealt. If the shoe is 

playing a stud variant where each player and the dealer gets three cards (Three Card PokerTM 

game), the system may know in advance of the deal what each player and the dealer will have 

as a hand. It is also possible that there be a signal available when the dealer has received 

either his first card (e.g., when cards are dealt in sequence, one-at-a-time) or has received his 

10 entire hand. The signal may be used to automatically determine the number of player 

positions active on the table at any given time. For example, if in a hand of blackjack the 

dealer receives the sixth card, the system may immediately know that there are five players at 

the table. The signal can be given manually (pressing a button at the dealer position or on the 

smart card delivery shoe) or can be provided automatically (a card presence sensor at the 

15 dealer's position, where a card can be placed over the sensor to provide a signal). Where an 

automatic signal is provided by a sensor, some physical protection of the sensor may be 

provided, such as a shield that would prevent accidental contact with the sensor or blockage 

of the sensor. An L-shaped cover may be used so a card could be slid under the arm of the L 

parallel to the table surface and cover the sensor under that branch of the L. The signal can 

20 also be given after all cards for the hand have been delivered, again indicating the number of 

players, For example, when the dealer's two cards are slid under the L-shaped cover to block 

or contact the sensor, the system may know the total number of cards dealt on the hand (e.g., 

10 cards), know that the dealer has 2 cards, determine that players therefore have 8 cards, and 

know that each player has 2 cards each, thereby absolutely determining that there are four 

25 active player positions at the table (10-2=8 and then 8/2=4 players). This automatic 

determination may serve as an alternative to having dealers input the number of players each 

hand at a table or having to manually change the indicated number of players at a table each 

time the number changes.  

[205] Once all active positions have been dealt to, the system may now know what cards are 

30 initially present in each player's hand, the dealer's hand, and any flop or common hand. The 

system operation may now be simple when no more cards are provided to play the casino 

table game. All hands may then be known and all outcomes may be predicted. The 

complication of additional cards will be addressed with respect to the game of blackjack.  
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[206] After dealing the initial set of two cards per hand, the system may not immediately 

know where each remaining card will be dealt. The system may know what cards are dealt, 

however. It is with this knowledge and a subsequent identification of discarded hands that the 

hands and cards from the smart delivery shoe can be reconciled or verified. Each hand is 

5 already identified by the presence of two specifically known cards. Hands are then played 

according to the rules of the game, and hands are discarded when play of a hand is exhausted.  

A hand is exhausted when 1) there is a blackjack, the hand is paid, and the cards are cleared; 

2) a hand breaks with a count over twenty-one and the cards are cleared; and/or a round of the 

game is played to a conclusion, the dealer's hand completed, all wagers are settled, and the 

10 cards are cleared. As is typically done in a casino to enable reconciling of hands manually, 

cards are picked up in a precise order from the table. The cards are usually cleared from the 

dealer's right to the dealer's left, and the cards at each position comprise the cards in the order 

that they were delivered, first card on the bottom, second card over the first card, third card 

over the second card, etc. maintaining the order or a close approximation of the order (e.g., 

15 the first two cards may be reversed) is important as the first two cards form an anchor, focus, 

basis, fence, end point or set edge for each hand. For example, if the third player position was 

known to have received the 10 of hearts (10H) and the 9 of spades (9S) for the first two card, 

and the fourth player was known to receive the 8 of diamonds (8D) and the 3 of clubs (3C) 

for the first two cards, the edges or anchors of the two hands are 9S/10H and 8D/3C. When 

20 the hands are swept at the conclusion of the game, the cards are sent to a smart discard rack 

(e.g., see U.S. patent application Ser. No. 10/622,388, which application is incorporated 

herein by reference in its entirety) and the hand with the 9S/10H was not already exhausted 

(e.g., broken or busted) and the swept cards consist of 9S, 1OH, 8S, 8D and 3C (as read by the 

smart discard rack), the software of the processor may automatically know that the final 

25 hands in the third and fourth positions were a count of 19 (9S and 1OH) for the third hand and 

19 (8D and 3C originally plus the 8S hit) for the fourth hand. The analysis by the software 

specifically identifies the fourth hand as a count of 19 with the specific cards read by the 

smart discard shoe. The information from reading that now exhausted hand is compared with 

the original information collected from the smart delivery shoe. The smart delivery shoe 

30 information when combined with the smart discard rack information shall confirm the hands 

in each position, even though cards were not uniformly distributed (e.g., player one takes two 

hits for a total of four cards, player two takes three hits for a total of five cards, player three 

takes no hit for a total of two cards, player four takes one hit for a total of three cards, and the 

dealer takes two hits for a total of four cards).  
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[207] The dealer's cards may be equally susceptible to analysis in a number of different 

formats. After the last card has been dealt to the last player, a signal may be easily and 

imperceptibly generated that the dealer's hand will now become active with possible hits. For 

example, with the sensor described above for sensing the presence of the first dealer card or 

5 the completion of the dealer's hand, the cards would be removed from beneath the L-shaped 

protective bridge. This type of movement is ordinarily done in blackjack where the dealer has 

at most a single card exposed and one card buried face down. In this case, the removal of the 

cards from over the sensor underneath the L-cover to display the hole card is a natural 

movement and then exposes the sensor. This can provide a signal to the central processor that 

10 the dealer's hand will be receiving all additional cards in that round of the game. The system 

at this point knows the two initial cards in the dealer's hand, knows the values of the next 

sequence of cards, and knows the rules by which a dealer may play. The system knows what 

cards the dealer will receive and what the final total of the dealer's hand will be because the 

dealer has no freedom of decision or movement in the play of the dealer's hand. When the 

15 dealer's hand is placed into the smart discard rack, the discard rack already knows the 

specifics of the dealer's hand even without having to use the first two cards as an anchor or 

basis for the dealer's hand. The cards may be treated in this manner in some embodiments.  

[208] When the hands are swept from the table, dealer's hand then players' hands from right 

to left (from the dealer's position or vice-versa if that is the manner of house play), the smart 

20 discard rack reads the shoes, identifies the anchors for each hand, knows that no hands swept 

at the conclusion can exceed a count of twenty-one, and the computer identifies the 

individual hands and reconciles them with the original data from the smart delivery shoe. The 

system thereby can identify each hand played and provide system assurance that the hand was 

played fairly and accurately.  

25 [209] If a lack of reconciling by the system occurs, a number of events can occur. A signal 

can be given directly to the dealer position, to the pit area, or to a security zone and the cards 

examined to determine the nature and cause of the error and inspect individual cards if 

necessary. When the hand and card data is being used for various statistical purposes, such as 

evaluating dealer efficiency, dealer win/loss events, player efficiency, player win/loss events, 

30 statistical habits of players, unusual play tactics or meaningful play tactics (e.g., indicative of 

card counting), and the like, the system may file the particular hand in a 'dump' file so that 

hand is not used in the statistical analysis, this is to assure that maximum benefits of the 

analysis are not tilted by erroneous or anomalous data.  
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[210] Various embodiments may include date stamping of each card dealt (actual time and 

date defining sequence, with concept of specific identification of sequence identifier possibly 

being unique). The date stamping may also be replaced by specific sequence stamping or 

marking, such as a specific hand number, at a specific table, at a specific casino, with a 

5 specific number of players, etc. The records could indicate variations of indicators in the 

stored memory of the central computer of Lucky 777 Casino, Aug. 19, 1995, 8:12:17 a.m., 

Table 3, position 3, hand 7S/4D/9S, or simply identify something similar by alphanumeric 

code as L7C-819-95-3-3-073-7S/4D/9S (073 being the 73 d hand dealt). This date stamping 

of hands or even cards in memory can be used as an analytical search tool for security and to 

10 enhance hand identification.  

[211] FIG. 1 shows a block diagram of the minimum components for the hand-reading 

system on a table 4 of some embodiments, a smart card-reading delivery shoe 8 with output 

14 and a smart card-reading discard rack 12 with output 18. Player positions 6 are shown, as 

is a dealer's hand position sensor 10 without output port 16.  

15 [212] The use of the discard rack acting to reconcile hands returned to the discard rack out

of-order (e.g., blackjack or bust) automatically may be advantageous, in some embodiments.  

The software as described above can be programmed to recognize hands removed out-of

dealing order on the basis of knowledge of the anchor cards (the first two cards) known to 

have been dealt to a specific hand. For example, the software will identify that when a 

20 blackjack was dealt to position three, that hand will be removed, the feed of the third hand 

into the smart card discard tray confirms this, and position three will essentially be ignored in 

future hand resolution. More importantly, when the anchor cards were, for example, 9S/5C in 

the second player position and an exhausted hand of 8D/9S/5C is placed into the smart 

discard rack, that hand will be identified as the hand from the second player position. If two 

25 identical hands happen to be dealt in the same round of play, the software will merely be 

alerted (it knows all of the hands) to specifically check the final order of cards placed into the 

smart discard rack to more carefully position the location of that exhausted hand. This is 

merely recognition software implementation once the concept is understood.  

[213] That the step of removal of cards from the dealer's sensor or other initiated signal 

30 identifies that all further cards are going to the dealer may be useful in defining the edges of 

play between rounds and in identifying the dealer's hand and the end of a round of play.  

When the dealer's cards are deposited and read in the smart discard rack, the central computer 

knows that another round of play is to occur and a mark or note may be established that the 

following sequence will be a new round and the analytical cycle may begin all over again.  
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[214] The discard rack indicates that a complete hand has been delivered by absence of 

additional cards in the Discard Rack in-feed tray. When cards are swept from an early 

exhausted hand (blackjack or a break), they are swept one at a time and inserted into the 

smart discard rack one at a time. When the smart discard rack in-feed tray is empty, the 

5 system understands that a complete hand has been identified, and the system can reconcile 

that specific hand with the information from the smart delivery shoe. The system can be 

hooked-up to feed strategy analysis software programs such as the SMI licensed proprietary 

BloodhoundTM analysis program.  

[215] Various embodiments include a casino or cardroom game modified to include a 

10 progressive jackpot component. During the play of a Twenty-One game, for example, in 

addition to this normal wager, a player will have the option of making an additional wager 

that becomes part of, and makes the player eligible to win, the progressive jackpot. If the 

player's Twenty-One hand comprises a particular, predetermined arrangement of cards, the 

player will win all, or part of, the amount showing on the progressive jackpot. This 

15 progressive jackpot feature is also adaptable to any other casino or cardroom game such as 

Draw Poker, Stud Poker, Lo-Ball Poker or Caribbean StudTM Poker. Various embodiments 

include a gaming table, such as those used for Twenty-One or poker, modified with the 

addition of a coin acceptor that is electronically connected to a progressive jackpot meter.  

When player drops a coin into the coin acceptor, a light is activated at the player's location 

20 indicating that he is participating in the progressive jackpot component of the game during 

that hand. At the same time, a signal from the coin acceptor is sent to the progressive meter to 

increment the amount shown on the progressive meter. At the conclusion of the play of each 

hand, the coin acceptor is reset for the next hand. When a player wins all or part of the 

progressive jackpot, the amount showing on the progressive jackpot meter is reduced by the 

25 amount won by the player. Any number of gaming tables can be connected to a single 

progressive jackpot meter.  

XV. Card Shufflers 

[216] Various embodiments include an automatic card shuffler, including a card mixer for 

30 receiving cards to be shuffled in first and second trays. Sensors detect the presence of cards in 

these trays to automatically initiate a shuffling operation, in which the cards are conveyed 

from the trays to a card mixer, which randomly interleaves the cards delivered to the mixing 

mechanism and deposits the interleaved cards in a vertically aligned card compartment.  
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[217] A carriage supporting an ejector is reciprocated back and forth in a vertical direction 

by a reversible linear drive while the cards are being mixed, to constantly move the card 

ejector along the card receiving compartment. The reversible linear drive is preferably 

activated upon activation of the mixing means and operates simultaneously with, but 

5 independently of, the mixing means. When the shuffling operation is terminated, the linear 

drive is deactivated thereby randomly positioning the card ejector at a vertical location along 

the card receiving compartment.  

[218] A sensor arranged within the card receiving compartment determines if the stack of 

cards has reached at least a predetermined vertical height. After the card ejector has stopped 

10 and, if the sensor in the compartment determines that the stack of cards has reached at least 

the aforesaid predetermined height, a mechanism including a motor drive, is activated to 

move the wedge-shaped card ejector into the card receiving compartment for ejecting a group 

of the cards in the stack, the group selected being determined by the vertical position attained 

by the wedge-shaped card ejector.  

15 [219] In various embodiments, the card ejector pushes the group of cards engaged by the 

ejector outwardly through the forward open end of the compartment, said group of cards 

being displaced from the remaining cards of the stack, but not being completely or fully 

ejected from the stack.  

[220] The card ejector, upon reaching the end of its ejection stroke, detected by a 

20 microswitch, is withdrawn from the card compartment and returned to its initial position in 

readiness for a subsequent shuffling and card selecting operation.  

[221] In various embodiments, a technique for randomly selecting the group of cards to be 

ejected from the card compartment utilizes solid state electronic circuit means, which may 

comprise either a group of discrete solid state circuits or a microprocessor, either of which 

25 techniques preferably employ a high frequency generator for stepping a N-stage counter 

during the shuffling operation. When the shuffling operation is completed, the stepping of the 

counter is terminated. The output of the counter is converted to a DC signal, which is 

compared against another DC signal representative of the vertical location of the card ejector 

along the card compartment.  

30 [222] In various embodiments, a random selection is made by incrementing the N-stage 

counter with a high frequency generator. The high frequency generator is disconnected from 

the N-stage counter upon termination of the shuffling operation. The N-stage counter is then 

incremented by a very low frequency generator until it reaches its capacity count and resets.  

The reciprocating movement of the card ejector is terminated after completion of a time 
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interval of random length and extending from the time the high frequency generator is 

disconnected from the N-stage counter to the time that the counter is advanced to its capacity 

count and reset by the low frequency generator, triggering the energization of the 

reciprocating drive, at which time the card ejector carriage coasts to a stop.  

5 [223] In various embodiments, the card ejector partially ejects a group of cards from the 

stack in the compartment. The partially displaced group of cards is then manually removed 

from the compartment. In another preferred embodiment, the ejector fully ejects the group of 

cards from the compartment, the ejected cards being dropped into a chute, which delivers the 

cards directly to a dealing shoe. The pressure plate of the dealing shoe is initially withdrawn 

10 to a position enabling the cards passing through the delivery shoe to enter directly into the 

dealing shoe, and is thereafter returned to its original position at which it urges the cards 

towards the output end of the dealing shoe.  

[224] Various embodiments include a method and apparatus for automatically shuffling and 

cutting playing cards and delivering shuffled and cut playing cards to the dispensing shoe 

15 without any human intervention whatsoever once the playing cards are delivered to the 

shuffling apparatus. In addition, the shuffling operation may be performed as soon as the play 

of each game is completed, if desired, and simultaneously with the start of a new game, thus 

totally eliminating the need to shuffle all of the playing cards (which may include six or eight 

decks, for example) at one time. Preferably, the cards played are collected in a "dead box" 

20 and are drawn from the dead box when an adequate number of cards have been accumulated 

for shuffling and cutting using the method of the present invention.  

[225] Various embodiments include a computer controlled shuffling and cutting system 

provided with a housing having at least one transparent wall making the shuffling and card 

delivery mechanism easily visible to all players and floor management in casino applications.  

25 The housing is provided with a reciprocally slidable playing card pusher which, in the first 

position, is located outside of said housing. A motor-operated transparent door selectively 

seals and uncovers an opening in the transparent wall to permit the slidably mounted card 

pusher to be moved from its aforementioned first position to a second position inside the 

housing whereupon the slidably mounted card pusher is then withdrawn to the first position, 

30 whereupon the playing cards have been deposited upon a motorized platform which moves 

vertically and selectively in the upward and downward directions.  

[226] The motor driven transparent door is lifted to the uncovered position responsive to the 

proper location of the motor driven platform, detected by suitable sensor means, as well as 

depression of a foot or hand-operated button accessible to the dealer.  
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[227] The motor driven platform (or "elevator") lifts the stack of playing cards deposited 

therein upwardly toward a shuffling mechanism responsive to removal of the slidably 

mounted card pusher and closure of the transparent door whereupon the playing cards are 

driven by the shuffling mechanism in opposing directions and away from the stack to first 

5 and second card holding magazines positioned on opposing sides of the elevator, said 

shuffling mechanism comprising motor driven rollers rotatable upon a reciprocating 

mounting device, the reciprocating speed and roller rotating speed being adjustable.  

Alternatively, however, the reciprocating and rotating speeds may be fixed; if desired, 

employing motors having fixed output speeds, in place of the stepper motors employed in one 

10 preferred embodiment.  

[228] Upon completion of a shuffling operation, the platform is lowered and the stacks of 

cards in each of the aforementioned receiving compartments are sequentially pushed back 

onto the moving elevator by suitable motor-driven pushing mechanisms. The order of 

operation of the pushing mechanisms is made random by use of a random numbers generator 

15 employed in the operating computer for controlling the system. These operations can be 

repeated, if desired. Typically, new cards undergo these operations from two to four times.  

[229] Guide assemblies guide the movement of cards onto the platform, prevent shuffled 

cards from being prematurely returned to the elevator platform and align the cards as they fall 

into the card receiving regions as well as when they are pushed back onto the elevator 

20 platform by the motor-driven pushing mechanism.  

[230] Upon completion of the plurality of shuffling and cutting operations, the platform is 

again lowered, causing the shuffled and cut cards to be moved downwardly toward a movable 

guide plate having an inclined guide surface.  

[231] As the motor driven elevator moves downwardly between the guide plates, the stack 

25 of cards engages the inclined guide surface of a substantially U-shaped secondary block 

member causing the stack to be shifted from a horizontal orientation to a diagonal orientation.  

Substantially simultaneously therewith, a "drawbridge-like" assembly comprised of a pair of 

swingable arms pivotally mounted at their lower ends, are swung downwardly about their 

pivot pin from a vertical orientation to a diagonal orientation and serve as a diagonally 

30 aligned guide path. The diagonally aligned stack of cards slides downwardly along the 

inclined guide surfaces and onto the draw bridge-like arms and are moved downwardly 

therealong by the U-shaped secondary block member, under control of a stepper motor, to 

move cards toward and ultimately into the dealing shoe.  
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[232] A primary block, with a paddle, then moves between the cut-away portion of the U

shaped secondary block, thus applying forward pressure to the stack of cards. The secondary 

block then retracts to the home position. The paddle is substantially rectangular-shaped and is 

aligned in a diagonal orientation. Upon initial set-up of the system the paddle is positioned 

5 above the path of movement of cards into the dealing shoe. The secondary block moves the 

cut and shuffled cards into the dealing shoe and the paddle is lowered to the path of 

movement of cards toward the dealing shoe and is moved against the rearwardmost card in 

the stack of cards delivered to the dealing shoe. When shuffling and cutting operations are 

performed subsequent to the initial set-up, the paddle rests against the rearwardmost card 

10 previously delivered to the dealing shoe. The shuffled and cut cards sliding along the guide 

surfaces of the diagonally aligned arms of the draw bridge-like mechanism come to rest upon 

the opposite surface of the paddle which serves to isolate the playing cards previously 

delivered to the dispensing shoe, as well as providing a slight pushing force urging the cards 

toward the outlet slot of the dispensing shoe thereby enabling the shuffling and delivering 

15 operations to be performed simultaneously with the dispensing of playing cards from the 

dispensing shoe.  

[233] After all of the newly shuffled playing cards have been delivered to the rear end of the 

dispensing shoe, by means of the U-shaped secondary block the paddle which is sandwiched 

between two groups of playing cards, is lifted to a position above and displaced from the 

20 playing cards. A movable paddle mounting assembly is then moved rearwardly by a motor to 

place the paddle to the rear of the rearmost playing card just delivered to the dispensing shoe; 

and the paddle is lowered to its home position, whereupon the motor controlling movement 

of the paddle assembly is then deenergized enabling the rollingly-mounted assembly 

supporting the paddle to move diagonally downwardly as playing cards are dispensed from 

25 the dispensing shoe to provide a force which is sufficient to urge the playing cards forwardly 

toward the playing card dispensing slot of the dealing shoe. The force acting upon the paddle 

assembly is the combination of gravity and a force exerted upon the paddle assembly by a 

constant tension spring assembly. Jogging (i.e., "dither") means cause the paddle to be jogged 

or reciprocated in opposing forward and rearward directions at periodic intervals to assure 

30 appropriate alignment, stacking and sliding movement of the stack of playing cards toward 

the card dispensing slot of the dealing shoe.  

[234] Upon completion of a game, the cards used in the completed game are typically 

collected by the dealer and placed in a dead box on the table. The collected cards are later 

placed within the reciprocally movable card pusher. The dealer has the option of inserting the 
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cards within the reciprocally slidable card pusher into the shuffling mechanism or, 

alternatively, and preferably, may postpone a shuffling operation until a greater number of 

cards have been collected upon the reciprocally slidable card pusher. The shuffling and 

delivery operations may be performed as often or as infrequently as the dealer or casino 

5 management may choose. The shuffling and playing card delivery operations are fully 

automatic and are performed without human intervention as soon as cards are inserted within 

the machine on the elevator platform. The cards are always within the unobstructed view of 

the players to enable the players, as well as the dealer, to observe and thereby be assured that 

the shuffling, cutting and card delivery operations are being performed properly and without 

10 jamming and that the equipment is working properly as well. The shuffling and card delivery 

operations do not conflict or interfere with the dispensing of cards from the dispensing shoe, 

thereby permitting these operations to be performed substantially simultaneously, thus 

significantly reducing the amount of time devoted to shuffling and thereby greatly increasing 

the playing time, as well as providing a highly efficient random shuffling and cutting 

15 mechanism.  

[235] The system may be controlled by a microcomputer programmed to control the 

operations of the card shuffling and cutting system. The computer controls stepper motors 

through motor drive circuits, intelligent controllers and an opto-isolator linking the intelligent 

controllers to the computer. The computer also monitors a plurality of sensors to assure 

20 proper operation of each of the mechanisms of the system.  

XVI. Casino Countermeasures 

[236] Some methods of thwarting card counters include using a large number of decks.  

Shoes containing 6 or 8 decks are common. The more cards there are, the less variation there 

25 is in the proportions of the remaining cards and the harder it is to count them. The player's 

advantage can also be reduced by shuffling the cards more frequently, but this reduces the 

amount of time that can be devoting to actual play and therefore reduces the casino profits.  

Some casinos now use shuffling machines, some of which shuffle one set of cards while 

another is in play, while others continuously shuffle the cards. The distractions of the gaming 

30 floor environment and complimentary alcoholic beverages also act to thwart card counters.  

Some methods of thwarting card counters include using varied payoff structures, such 

Blackjack payoff of 6:5, which is more disadvantageous to the player than the standard 3:2 

Blackjack payoff.  
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XVII. Video Wagering Games 

[237] Video wagering games are set up to mimic a table game using adaptations of table 

games rules and cards.  

[238] In one version of video poker the player is allowed to inspect five cards randomly 

5 chosen by the computer. These cards are displayed on the video screen and the player 

chooses which cards, if any, that he or she wishes to hold. If the player wishes to hold all of 

the cards, i.e., stand, he or she presses a STAND button. If the player wishes to hold only 

some of the cards, he or she chooses the cards to be held by pressing HOLD keys located 

directly under each card displayed on the video screen. Pushing a DEAL button after 

10 choosing the HOLD cards automatically and simultaneously replaces the unchosen cards with 

additional cards which are randomly selected from the remainder of the deck. After the 

STAND button is pushed, or the cards are replaced, the final holding is evaluated by the 

game machine's computer and the player is awarded either play credits or a coin payout as 

determined from a payoff table. This payoff table is stored in the machine's computer 

15 memory and is also displayed on the machine's screen. Hands with higher poker values are 

awarded more credits or coins. Very rare poker hands are awarded payoffs of 800-to-I or 

higher.  

XVIII. Apparatus for Playing Over a Communications System 

20 [239] FIG. 2 shows apparatus for playing the game. There is a plurality of player units 40-1 

to 40-n which are coupled via a communication system 41, such as the Internet, with a game 

playing system comprising an administration unit 42, a player register 43, and a game unit 45.  

Each unit 40 is typically a personal computer with a display unit and control means (a 

keyboard and a mouse).  

25 [240] When a player logs on to the game playing system, their unit 40 identifies itself to the 

administration unit. The system holds the details of the players in the register 43, which 

contains separate player register units 44-1 to 44-n for all the potential players, i.e., for all the 

members of the system.  

[241] Once the player has been identified, the player is assigned to a game unit 45. The 

30 game unit contains a set of player data units 46-1 to 46-6, a dealer unit 47, a control unit 48, 

and a random dealing unit 49.  

[242] Up to seven players can be assigned to the game unit 45. There can be several such 

units, as indicated, so that several games can be played at the same time if there are more than 

seven members of the system logged on at the same time. The assignment of a player unit 40 
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to a player data unit 46 may be arbitrary or random, depending on which player data units 46 

and game units 45 are free. Each player data unit 46 is loaded from the corresponding player 

register unit 44 and also contains essentially the same details as the corresponding player unit 

40, and is in communication with the player unit 40 to keep the contents of the player unit 

5 and player data unit updated with each other. In addition, the appropriate parts of the contents 

of the other player data units 46 and the dealer unit 47 are passed to the player unit 40 for 

display.  

[243] The logic unit 48 of the game unit 45 steps the game unit through the various stages 

of the play, initiating the dealer actions and awaiting the appropriate responses from the 

10 player units 40. The random dealing unit 49 deals cards essentially randomly to the dealer 

unit 47 and the player data units 46. At the end of the hand, the logic unit passes the results of 

the hand, i.e., the wins and/or losses, to the player data units 46 to inform the players of their 

results. The administrative unit 42 also takes those results and updates the player register 

units 44 accordingly.  

15 [244] The player units 40 are arranged to show a display. To identify the player, the player's 

position is highlighted. As play proceeds, so the player selects the various boxes, enters bets 

in them, and so on, and the results of those actions are displayed. As the cards are dealt, a 

series of overlapping card symbols is shown in the Bonus box. At the option of the player, the 

cards can be shown in a line below the box, and similarly for the card dealt to the dealer. At 

20 the end of the hand, a message is displayed informing the player of the results of their bets, 

i.e., the amounts won or lost.  

XIX. Alternative Technolo2ies 

[245] It will be understood that the technologies described herein for making, using, or 

25 practicing various embodiments are but a subset of the possible technologies that may be 

used for the same or similar purposes. The particular technologies described herein are not to 

be construed as limiting. Rather, various embodiments contemplate alternate technologies 

for making, using, or practicing various embodiments.  

30 XX. References 

[246] The following patents and patent applications are hereby incorporated by reference 

herein for all purposes: US patent 6,579,181, US patent 6,299,536, US patent 6,093,103, US 

patent 5,941,769, US patent 7,114,718, US patent application serial number 10/622,321, US 
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patent 4,515,367, US patent 5,000,453, US patent 7,137,630, US patent 7,137,629, U.S.  

patent application serial number 11/063,311.  

XXI. Example Embodiments 

5 [247] Some embodiments may facilitate gaming on one of more mobile devices. Some 

embodiments may allow such gaming when a mobile device and/or customer is in a 

jurisdiction and/or area in which gaming (e.g., gambling) is legal. Some embodiments may 

allow such gaming when a mobile device and/or customer is properly authorized and/or 

controlled. In some embodiments, various procedures and/or apparatus may be used to ensure 

10 security, authenticity, and/or locations of a customer and/or device. Gaming may be 

facilitated, in some embodiments, over a cellular network, a wireless communication 

network, and/or any desired communication network. In some embodiments, when in 

location where such gaming is allowed, when a device is properly authorized and/or 

controlled, a customer may operate a mobile device to place one or more wagers from a 

15 wagering or other account over the communication network.  

[248] In some embodiments, gaming may include, for example, sports betting, casino 

betting, proposition betting, and/or other betting. In some embodiments, gaming may include 

gaming from a wagering account, a credit card, using cash, on credit, and so on. In some 

embodiments, jurisdictions and/or areas in which gaming may be allowed may include, for 

20 example, casino floors, the state of Nevada, outside of hotel rooms, outside of residences, the 

city of Atlantic City, and so on. It should be recognized that while some embodiments are 

described in terms of sports wagering, cellular networks, and/or particular areas, that these 

embodiments are given as examples only and that other embodiments may include any 

desired types of wagering, any desired types of communication networks, and/or any desired 

25 area(s).  

[249] Some embodiments may include technology configured to facilitate a customer 

placing a bet over a communication network using a mobile device if the customer is in a 

location where placing the bet is legal and/or otherwise allowed (e.g., the state of Nevada).  

Some embodiments may include technology configured to prevent a customer from placing a 

30 bet over a communication network using a mobile device if the customer is not in a location 

where placing the bet is legal and/or otherwise allowed (e.g., may be prevented from 

wagering, may be prevented from logging into an account, may be logged out of an account 

when outside of a legal gaming area, and so on). In some embodiments, gaming related 

services may be provided and/or prevented outside of legal gaming areas as desired and/or as 
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allowed in respective areas. Such gaming related services may include providing betting 

lines, score updates, account information, and so on. In some embodiments, a location of a 

mobile device may be used as a proxy for a location of a customer. References to a location 

may be understood as a location of a mobile device (e.g., a determined location, an 

5 approximate location).  

[250] Some embodiments may include one or more technologies that may be used to 

determine a location of a customer and/or mobile device. One example technology may 

include a geofencing technology. For example, a gaming operator may determine that the 

customer is playing in Nevada by using geofence capability (e.g., Sprint geofencing services).  

10 In some embodiments, to implement a geofencing technology, a gaming operator may work 

with Sprint, another geofencing provider, and/or a third party provider to ensure that desired 

locations are geofenced (e.g., the city of Las Vegas, Reno, Tahoe and/or other gaming 

locations within the state of Nevada and/or elsewhere). Customers may be allowed to engage 

in mobile gaming if they (e.g., a device they are using) are physically inside the approved 

15 boundaries. Customers may be prevented from engaging in mobile gaming if they are not 

physically inside the approved boundaries. The service may be offered to Sprint customers 

and/or customers of any desired cellular and/or other network service provider.  

Authentication Examples 

20 [251] Some embodiments may include an authentication method. Such an authentication 

method may be designed to provide a desired level of confidence that a mobile device is not 

being accessed remotely, a mobile device has not been hacked, and/or a mobile device is at a 

location where gaming is allowed. Such a method may be used to provide a level of 

confidence that a user is actually present at a mobile device, that the user is actually using the 

25 mobile device, and/or that the user is located at the location.  

[252] Although many different methods may be used, one example method may include two 

example processes, for example: an initial sign up and/or device authorization (e.g., establish 

a link between a device and a player, and/or establish a wagering account), and an application 

security handshake and/or continuous validation (e.g., occasionally verify that software is 

30 unaltered and/or that a person associated with an account is still using a device). Such 

processes may be independent, dependent, a same process, different processes, arranged in 

any manner and/or performed by any desired apparatus and/or people.  
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Sign Up And/Or Authorization Examples 

[253] Some embodiments may include an initial sign up and/or device authorization 

process. Such a process may include establishing a link between a device and a player (e.g., 

an entry in a database that identifies that a particular player is associated with particular 

5 device). Such a process may include establishing a wagering account for a player (e.g., 

establishing an account into which a player may place money and/or from which a player 

may place wagers). Such a process may allow a customer to sign up for a gaming service.  

After such a process is performed, a player and/or a device may be authorized to place 

wagers (e.g., over a communication network, with a particular gaming operator that performs 

10 at least a part of the process, and so on).  

[254] Some embodiments may include a customer signing up for a mobile gaming service 

with a gaming operator. Such a signup process may be performed, at least in part, at a casino 

(e.g., by a casino employee, at a kiosk, in person, etc.), through a website (e.g., accessed by 

the mobile device, accessed by another device), in person (e.g., at a kiosk, at a casino), 

15 remotely (e.g., through a website, at a kiosk in a store).  

[255] In some embodiments, signing up for a mobile gaming service may include opening a 

wagering account, and/or associating an account with an ability to wager. For example, a new 

account may be established that a user may place money into and from which a user may 

access money to place wagers. In some embodiments, such an account may include a bank 

20 account, a credit account, and/or any account hat may be created or have already existed that 

may be associated with a gaming service.  

[256] In some embodiments, signing up for a mobile gaming service may include 

identifying a user and/or a mobile device that may access a gaming service. For example, a 

user may be authorized to access the gaming service using the device. A user may establish 

25 name, age, and/or other information. A device may be established as meeting criteria, being 

reliable, and/or having other traits.  

[257] In some embodiments, a sign up process may include determining customer 

information. Such customer information may be entered into a computing device by a 

customer, by an agent of a gaming service, and so on. Such information may include a name, 

30 an age, a social security number, a driver's license number, a bank account number, an 

amount of money, and/or any information that may be desired and/or need to establish an 

account and/or allow wagering in a desired area. Such a computing device may include a 

device authenticator service providing device, which may be referred to herein as a DAS.  
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[258] In some embodiments, at least a part of a sign up process may be required to be 

completed in person at a location of a gaming operator and/or agent of a gaming operator. For 

example, in some embodiments, an entire sign up process may be required to be performed in 

person. As another example, a sign up of a person to verify eligibility to wager (e.g., verify 

5 age) may be required to be performed in person. In some embodiments, an application to use 

a mobile gaming service may be required to be made in person and a customer may be 

required to provide a valid proof of identification, proof of residence, social security number, 

and/or any other desired proof of information to sign up for a service. In some embodiments, 

a customer may be denied an application to sign up for a mobile gaming service if they are 

10 under 21 years of age, do not meet a residency requirement, do not provide proper proof of 

identification, do not meet a sobriety requirement, and/or do not meet any other desired 

requirement.  

[259] In some embodiments, a sign up process may include establishing an ability for a user 

to access an account in the future. For example, a user name and password may be 

15 established. In some embodiments, a user name and mac address or phone number of a 

particular device may be used. In some embodiments, mac address or phone number of a 

device and password may be used. In some embodiments, a database may be established that 

includes entries for a user information, a device information, and/or any combination of user 

and/or device information that may be used to determine future access to a gaming service.  

20 [260] Some embodiments may include a minimum initial balance and/or deposit into a 

wagering account to sign up for a gaming service. In some embodiments, for example, a 

customer may be required to provide a minimum of $100.00 in cash to be placed in a new 

account established with the gaming operator in order to sing up for a mobile gaming service.  

It should be recognized that $100.00 is given as a non-limiting example and that other 

25 embodiments may include any minimum as desired (e.g., 1 cent, 10 dollars, 1 million 

dollars). It should be recognized that cash is given as a non-limiting example and that other 

embodiments may allow transactions to and/or from an account in a form of cash, personal 

checks, cashier's checks, wire transfers, money orders, debit cards, credit cards, electronic 

transfers of money at a casino cage, and/or any desired method. In some embodiments 

30 transfers to and/or from an account including initial and/or subsequent transfers may be made 

at a same location as a sign up process, through an agent of a gaming operator, on a website, 

and so on as desired.  

[261] Some embodiments may restrict a sign up process to being performed by a customer.  

For example, in some embodiments, no agents of a customer may be allowed to sign a 
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customer up for a gaming service. In some embodiments, a sign up may be restricted to 

normal business hours of a sports book and/or other place of business of a gaming operator.  

In some embodiments, an agent of a customer may sign the customer up and/or a sign up may 

be performed at any time.  

5 [262] Some embodiments may include verifying a mobile device for use with a gaming 

service. Such verification may include, for example, determining an authenticity of software, 

determining an operating system version, determining a communication network, and/or any 

other actions as desired. Such verification may be performed in person by an agent of a 

gaming operator, remotely by software (e.g., software on the mobile device, software on a 

10 kiosk such as a kiosk to which a mobile device may be attached through a USB port and/or 

other wired and/or wireless communication method).  

[263] In some embodiments, a customer may physically provide a mobile device to an agent 

of a gaming operator for verification. In some embodiments, software on the gaming device 

may be executed to perform verification. In some embodiments, a third party and/or second 

15 machine may perform verification.  

[264] An entity performing verification may determine that a device is running an approved 

operating system. One example of an operating system that may be approved may include 

Android OS 2.2. Such a determination may be made by reading a memory location, 

comparing files, comparing an operating system with a listing of approved operating systems, 

20 and so on.  

[265] An entity performing verification may determine that a device is running on an 

approved communication network. One example communication network that may be 

approved may include a Sprint network. Such a determination may be performed by reading a 

memory location, contacting Sprint to compare a device identifier, comparing a 

25 communication network with a listing of approved communication networks, and so on.  

[266] An entity performing the verification may determine that an operating system running 

on the device is approved operating system for the communication network that the device is 

running on. For example, such a determination may include a determination that the device 

has not been rooted. Such a determination may include comparing a running operating system 

30 with a listing of approved operating systems for the communication network and device.  

[267] An entity performing verification may determine that a device is running and/or 

storing any desired programs and/or is not running and/or storing any undesired programs.  

For example, the entity may determine that the device is running an approved antivirus 

program. As another example, the entity may determine that the device is not running any 
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undesired malware, and/or remote access technologies. Various examples of determining 

whether a device is remotely controlled are given elsewhere herein. Such a determination 

may include a search of a memory, a comparison of running and/or stored programs with a 

listing of approved and/or unapproved programs, and so on.  

5 [268] Some embodiments may include installing and/or enabling one or more services on a 

mobile device. Such installation and/or enabling may be performed in response to a 

verification of a device and/or a signing up of a user for a service. Such installing and/or 

enabling may be performed by an agent of a gaming operator, by a kiosk, by a gaming 

operator computing device, by a customer, by software running on the mobile device, and so 

10 on.  

[269] In some embodiments, an Android wrapper application and/or an AIR mobile gaming 

client may be installed on a mobile device. It should be recognized that such example 

programs are given as non-limiting examples only and that other embodiments may include 

any desired programs and/or no programs at all. For example, in some embodiments, rather 

15 than an Android wrapper application, a Win32 wrapper application may be installed, an 

Apple application may be installed, and so on. In some embodiments, a customer may be 

provided with information on how to reinstall any desired software if a problem arises.  

[270] Some embodiments may include verifying proper authentication and/or sign up. Such 

verification may be performed by any entity desired (e.g., a customer, a program, an agent of 

20 a gaming operator, a kiosk). Such verification may include comparing checksums and/or 

MD5 and/or SHA-2 hashes of files, program names, and so on. Such verification may include 

a verification by signing into an account and/or gaming service using the mobile device 

and/or performing any desired actions with the mobile device.  

[271] In some embodiments, after such a process (e.g., in response to successfully 

25 completing one or more actions of such a process), a customer may be and/or a device may 

be approved for gaming. A customer, for example, may be able to access a wagering account 

and/or place wagers through a gaming service using an approved device (e.g., the device 

and/or any approved device).  

[272] In some embodiments, a customer may be associated with a device for use with a 

30 gaming service. For example, if a customer signs up with a device and the device is verified, 

the verified device, and the customer may be linked so that the customer may use the device 

with the gaming service. For example, a database entry identifying such a link may be made 

(e.g., a user name of the customer and/or mac address/phone number of the device may be 

identified as linked). In some embodiments, the customer may be prevented from using other 
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devices with the service (e.g., unless the customer signs those devices up and becomes 

associated therewith as well). In some embodiments other customers may be prevented from 

using the device with the gaming service (e.g., unless the other customers become associated 

with the device).  

5 [273] In some embodiments, a player may be able to access an account and/or wager 

through a wagering service using any device that has been activated. For example, a user may 

sign on to a wagering service using an established username and/or password using any 

device that has been verified for use with a gamine service by the user and/or any other user.  

In some embodiments, separate databases of approved devices and approved users may be 

10 kept and any combination may be allowed to use a wagering service.  

[274] It should be recognized that such a process is given as a non-limiting example only 

and that other embodiments may include different, same, more, fewer, none, and so on such 

processes. Such processes may include same, different, alternative, fewer, more, differently 

ordered, and so on actions.  

15 

Security Handshake And/Or Continuous Validation Examples 

[275] In some embodiments, an application security handshake may include a multisystem 

secure authentication protocol that may facilitate compliance with one or more regulatory 

requirements. For example, one or more actions and/or devices may provide reasonable 

20 assurances that a mobile device accessing a gaming service is at an approved gaming location 

at a time of a wager by utilizing a location service to retrieve the device's location (e.g., on a 

regular basis), validating a location of a device in response to one or more requests to a 

gaming service (e.g., every request). As another example, one or more actions and/or devices 

may provide reasonable assurances that a mobile device is being used in person and not being 

25 remotely controlled by, for example, validating on a polled interval that some (e.g., all except 

one) external interfaces to the device are disabled before allowing access to a gaming service.  

As another example, one or more actions and/or devices may provide reasonable assurances 

that a gaming application executed by a mobile device includes an authentic application by 

using a multistage hashing protocol to send application and OS signatures to the device 

30 authenticator service before allowing betting. As another example, one or more actions and/or 

devices may provide reasonable assurances that approved client versions are authorized to be 

used to place wagers by storing approved application hashing values on an internal database 

which is not accessible outside a firewall. As another example, one or more actions and/or 

devices may provide reasonable assurances that follow best practices regarding failed login 
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attempts, session timeouts, etc. by defining session timeouts for each system connection the 

device is. As yet another example, communications may be secure by using SSL HTTPS 

protocol for communications that go over the Internet, and/or using application signature 

validation between processes on a device.  

5 [276] Some embodiments may include one or more actions that may be designed to provide 

some level of confidence regarding location, security, authenticity and/or any desired 

characteristics at a beginning of a gaming session, throughout a gaming session, and/or at 

points during a gaming session. In some embodiments, such actions may include a security 

handshake and/or a continuous validation process. A continuous validation process may 

10 include a process that periodically validates something, that occasionally validates something, 

that continuously validates something, that validates something at least one time after a 

handshake, that validates something upon an action, and so on.  

Initial Validity With Service Provider Examples 

15 [277] Some embodiments may include an initial security process. Such an initial security 

process may be referred to as a handshake herein. In some embodiments, a handshake may 

include a multisystem secure authentication protocol. Such a process may provide reasonable 

assurances that the mobile device is in a location where gaming is permitted at and/or near 

the time of gaming. Such a process may provide reasonable assurances that the mobile device 

20 is being used in person and not being remotely controlled at and/or near a time of gaming.  

Such a process may provide reasonable assurances that software running on a mobile device 

includes an authentic application of a gaming operator. Such a process may provide 

reasonable assurances that that only approved client versions are authorized to be used to 

make wagers through a gaming service. Such a process may provide reasonable assurances 

25 that some and/or all external interfaces (e.g., Bluetooth, non-gaming operator provided Wifi, 

USB/DOCK) on the devices may be disabled to prevent remote connections. Such a process 

may use multilayer authentication. Such a process may include use of a soft tag and/or other 

location determination to locate the device. Such a process may be performed at a start of an 

application on a device, periodically by a device, upon installing of an application, in 

30 response to a bet being requested and/or placed, occasionally, continually, when a connection 

to a gaming operator is established, before a bet is placed, and/or whenever desired. For 

example, in some embodiments, an application may be programmed to perform at least a part 

of such a process when the application is started (e.g., selected to be executed on a mobile 

device). Examples of such processes given herein are non-limiting examples. Other 
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embodiments may include no such process, a process with more, fewer, different, same, 

and/or differently ordered actions. One or more actions of such a process may be performed 

by a wrapper application, a main application, and/or any other component.  

[278] Some embodiments may include determining whether a device is approved for use 

5 with a gaming service. In some embodiments, determining that a device has been approved 

for use with a gaming service may include comparing information about the device with a 

listing of devices that have been approved (e.g., a database of approved phone numbers, mac 

addresses, etc.). In some embodiments, information identifying the device may be transmitted 

to a gaming service so that the gaming service may make such a comparison and/or 

10 determine in any desired way whether the device is approved. A gaming service may receive 

such identifying information and in response to such receipt, determine if the device is 

approved (e.g., if the device was previously registered, if the device information is in a 

database that identifies approved devices, etc.). In some embodiments, in response to a start 

of a gaming application, the gaming application may transmit a request to a gaming operator 

15 to verify that the device was previously approved for using the gaming service. In some 

embodiments, a wrapper application (e.g., an android wrapper application, a win32 wrapper 

application, a wrapper application that a main application communicates with, and so on) 

may transmit the request to a component of a gaming service (e.g., a device authenticator 

service). In some embodiments, the request may include a phone number, mac address and/or 

20 any other desired identifying information. In some embodiments, the component of the 

gaming service may receive the request, and in response to receiving the request verify that 

the device has been previously approved for gaming. In some embodiments, the component 

may transmit an indication of such verification to the mobile device. In some embodiments, a 

request from the mobile device may not be transmitted, but rather a communication from the 

25 mobile device may be interpreted as a request (e.g., an initial communication of a gaming 

session).  

[279] Some embodiments may include determining whether a device is/was located at a 

location where gaming is allowed. In some embodiments, determining that a device is/was 

located at a location where gaming is allowed may include comparing information about 

30 where a device is/was located to a list of approved gaming locations. Some embodiments 

may include transmitting a request from a mobile device to a gaming service to verify that a 

location is approved. Such a request may include the request transmitted to verify that the 

device is approved for gaming. In some embodiments, a separate request may not be 

transmitted, but rather, a request for authentication may be interpreted as a request for 
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location and/or a location may be verified without any request at all. In response to receiving 

such a request and/or determining that a location should be verified, a component of a gaming 

service may facilitate a determination of whether the location is approved. For example, a 

DAS may send a request to a mobile location service to track a device location. Examples of 

5 such device tracking and/or location determination are described elsewhere. Some 

embodiments may include determining that a device is/was an approved location. Such a 

determination may be sent back to the mobile device in some embodiments. Such a 

determination of a location may be made in response to receiving the determination that the 

device is authenticated.  

10 [280] Some embodiments may include determining that a user is approved to use a gaming 

service. In some embodiments, determining that a user is approved to use a gaming service 

may include requesting user information from the user and/or requesting verification of such 

user information. For example, a user may be prompted for a user name and password. Such 

user name and password may be authenticated by a gaming service. Such a determination 

15 may include determining that the user is approved to use a particular mobile device and/or the 

gaming service at large. Such a determination may be made in response to a user entering 

identification information, a determination that a device is approved, a determination that a 

device is in an approved location, and/or in response to any desired event.  

[281] Some embodiments may include determining that application software executed by a 

20 mobile device is approved for use with a gaming service. In some embodiments, determining 

that application software is approved for use with a gaming service may include verifying the 

application software verifying a version of the software, and/or verifying that the software is 

unmodified from an approved version.  

[282] One example method of determining that application software is approved may 

25 include a comparison of hashes and/or other characteristics of application software. For 

example, in some embodiments a wrapper application and/or other software component may 

determine an application signature hash (e.g., a hash of one or more application files and/or 

other files). In some embodiments, such a wrapper application and/or other software 

component may generate a random number. In some embodiments, such a wrapper 

30 application and/or other software component may determine a timestamp (e.g., the current 

time, a relatively recent time). In some embodiments, such a wrapper application may 

determine a hash, which may be referred to as the App Hash herein, of the timestamp, the 

random number, and the application signature hash. Some embodiments may include 

transmitting (e.g., by the wrapper and/or other software component) the timestamp, random 
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number, and the App Hash to the gaming service (e.g., to a device authenticator service) from 

the mobile device. In some embodiments, a component of the gaming service (e.g., a device 

authenticator service) may validate that the timestamp is in a predetermined threshold of time 

(e.g., 5 minutes, 30 seconds, 1 hour) from another time (e.g., a current time, a time when 

5 information about the App Hash is received, a recent server time, and so on). In some 

embodiments, the gaming service component may validate the App Hash. Such validation 

may include creating a comparison hash of the received timestamp, the received random 

number, and an approved application signature hash. Multiple comparison hashes may be 

created for multiple approved applications. Such a validation may include comparing the App 

10 Hash with the comparison hash or hashes. If a comparison hash and the App Hash are equal, 

then the App Hash may be determined to be valid. If they are not equal, then the App Hash 

may be determined to be invalid. In some embodiments, a determination that the App Hash 

is valid may be a determination that the application software is approved for use with the 

gaming service. A determination that the App Hash is invalid may include a determination 

15 that the application software is not approved for use with the gaming service.  

[283] It should be recognized that such an example of hash comparison is given as a non

limiting example only. Other embodiments may include any desired method or no method of 

such validation. For example, checksums may be used, random numbers may not be used, 

time stamps may not be used, additional information may be used, and so on.  

20 [284] In some embodiments, in response to determining that the application software is 

approved for use with the gaming service, an indication of such approval may be transmitted 

to and/or received by the mobile device. In some embodiments, a gaming service component 

(e.g., device authenticator service) may determine a client key (e.g., a unique client key, a 

random number). Such a client key may be used for one or more future transactions. Such a 

25 client key may uniquely identify the mobile device and/or that the mobile device has passed 

one or more authentication steps. Such a client key may be transmitted to the mobile device 

in response to a determination that the application software is approved for use with the 

gaming service. Such a key may be stored in a database (e.g., a database that associated it 

with the mobile device).  

30 [285] Some embodiments may include determining that an operating system is approved for 

use with a gaming service. In some embodiments, determining that an operating system is 

approved for use with a gaming service may include verifying a version of an operating 

system, verifying that an operating system is unmodified, and/or any desired actions.  
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[286] One example method of determining that the operating system is approved may 

include a comparison of hashes. For example, in some embodiments a wrapper application 

and/or other software component may determine a hash of one or more operating system files 

and/or components and the client key. The wrapper application and/or software component 

5 may transmit the hash, the previously determined timestamp, the previously determined 

random number, the client key, and device identifying information (e.g., a phone number, 

mac address) to a component of the gaming service (e.g., a device authenticator service). In 

some embodiments, a component of the gaming service (e.g., a device authenticator service) 

may validate that the timestamp is in a predetermined threshold of time (e.g., 5 minutes, 30 

10 seconds, 1 hour) from another time (e.g., a current time, a time when information about the 

App Hash is received, a recent server time, and so on). In some embodiments, a component 

of the gaming service (e.g., a device authenticator service) may validate that the client key is 

the most recent one sent to the mobile device identified by the identifying information (e.g., 

by comparing the client key with a client key stored in a database keyed by the identifying 

15 information). In some embodiments, a component of the gaming service (e.g., a device 

authenticator service) may validate that the received hash. Such validation may include 

creating a comparison hash of the client key and approved operating system files and/or 

components. Multiple comparison hashes may be created for multiple approved operating 

systems. Such a validation may include comparing the received hash with the comparison 

20 hash or hashes. If a comparison hash and the received hash are equal, then the comparison 

hash may be determined to be valid. If they are not equal, then the comparison hash may be 

determined to be invalid. In some embodiments, a determination that the received hash is 

valid may be a determination that the operating system is approved for use with the gaming 

service. A determination that the received has his invalid may be a determination that the 

25 operating system is not approved for use with the gaming service.  

[287] It should be recognized that such an example of hash comparison is given as a non

limiting example only. Other embodiments may include any desired method or no method of 

such validation. For example, checksums may be used, random numbers may not be used, 

time stamps may not be used, device information may not be used, client keys may not be 

30 used, device information may be obtained from another source, additional information may 

be used, and so on.  

[288] One further example of a determination that an operating system is approved for use 

with a gaming service may include another method of comparing one or more hashes. For 

example, in some embodiments, an application (e.g., a wrapper application) may generate a 
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hash of one or more portions of one or more operating system files. Such a portion may 

include less than an entirety of a section. In some embodiments, generating such a hash may 

include generating a hash of the one or more portions along with a length of the one or more 

operating system files. For example, a hash of a beginning and end of a section (e.g., a file) of 

5 an operating system that manages control of communication interfaces along with a length of 

the section may be created. The beginning and end may include a first 128 bytes and last 128 

bytes and/or any other desired size of a portion. In some embodiments, such a hash may be 

transmitted to a gaming service for comparison with one or more approved hashes. It should 

be recognized that any portion or portions of a section may be used in various embodiments, 

10 in addition to and/or as an alternative to a beginning and/or end.  

[289] In some embodiments, such hashing of portions and lengths rather than an entire file 

may provide reasonable assurances of an unaltered file. Such assurance may be provided 

because it may be unlikely that a file may be altered and yet result in a same hash result when 

a beginning, end and length are hashed. Such a method may allow for faster verification than 

15 a method that includes a hash of an entire section. It should be recognized that while hashing 

is given as an example, that other embodiments may include any desired transformation 

and/or no transformation at all (e.g., a comparison of actual files).  

[290] In some embodiments, a gaming service maybe updated to include newly approved 

comparison hashes as a gaming service determines that new operating systems and/or 

20 modified operating systems should be approved for use with the gaming service.  

[291] Some embodiments may include transmitting information from a component of a 

gaming service to a mobile device in response to a completion of such a process, to complete 

such a process, as part of such a process, in response to verifying the operating system, in 

response to another action of such a process, and so on. Some embodiments may include 

25 storing information identifying that such a process has succeeded. For example, some 

embodiments may include determining a device session identifier. Such an identifier may 

include a unique identifier that may be used to identify a gaming session between the gaming 

service and the mobile device. Such a device session identifier may be associated with the 

mobile device (e.g., stored in a database). Such a device session identifier may be time 

30 stamped (e.g., with the previously determined time stamp, with a time relative to the 

determination of the device session identifier, and so on). Such a device session identifier 

may include a random number. Such a device session identifier may be transmitted to a 

mobile device and/or stored in a location to identify a success of such a process. Such a 

device session identifier may be received by a wrapper application and/or other software 
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component. Such a device session identifier may be stored by the mobile device (e.g., in an 

encrypted form, in local storage, in memory, in a location reserved for the mobile gaming 

application and/or a component thereof, in a location reserved for the wrapper application 

and/or other software component, in allocation only accessible by a desired application, and 

5 so on). Such a device session identifier may be transmitted with future requests from the 

device to identify that a process has completed successfully. When a future request is 

received by a component of a gaming service, a comparison of a received device session 

identifier may be made to ensure that a valid device session identifier is received with the 

request. Accordingly, such a check may ensure that only devices that have completed such a 

10 process can access a gaming service.  

[292] In some embodiments, if a part of this process fails, the phone may be considered 

unauthorized by the server and requests (e.g., gaming related communications) may be 

refused. It should be recognized that such an example process is given as a non-limiting 

example only. Other embodiments may include differently ordered actions, different 

15 components, no actions, more actions, fewer actions, and so on. Any action may be taken in 

response to any other action being successful (e.g., a determination of application software 

being valid may cause a determination as to whether or not operating system software is valid 

to occur).  

20 Device And/Or User Security 

[293] In some embodiments, at least a part of such an initial validity and/or handshake may 

be performed by a wrapper application. If such an initial process is completed successfully, a 

main application may be executed (e.g., by the wrapper application). Such a main application 

may perform a device and/or user security process. In other embodiments, a wrapper 

25 application may perform any desired other actions (e.g., a below process), a single 

application may be used, any arrangement of programs may be used, and so on.  

[294] Some embodiments may include a process for providing a level of assurance as to a 

device and/or user security. In some embodiments, such a process may be performed at a start 

of a gaming application, throughout an execution of a gaming application, in response to a 

30 logging into a gaming service, in response to a completion of an initial handshake and/or 

other initial process, parallel to an initial handshake and/or initial process, before an initial 

handshake and/or initial process, as part of an initial handshake and/or initial process, and/or 

as otherwise desired. Such a device security process may include determining that a device is 

locally used and/or preventing a device from being remotely accessed.  
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[295] Some embodiments may include establishing a connection between a main gaming 

application and a wrapper application. Such a connection may include a socket. Such a 

connection may include a shared memory space. Some embodiments may include a wrapper 

application opening a socket. Such a socket may only be accessible by software executed on 

5 the mobile device. In some embodiments, a main application may connect to the socket 

and/or memory space. The socket and/or memory space may be used for communication 

between the applications.  

[296] Some embodiments may include verifying that a connection between applications 

and/or shared identifiers are valid. For example, in an Android environment, a lock file may 

10 be written to a data store of a first application (e.g., a wrapper application). An Android 

operating system may prevent a second application (e.g., a main application) running on the 

mobile device from accessing the first application unless the application have been signed by 

a same application signature. A second application may attempt to delete the lock file form 

the first application's data store. In some embodiments, if the applications properly share the 

15 same signature, the deletion may occur. The first application may verify that the deletion has 

occurred. If the deletion has occurred, the first application may be confident that the second 

application shares a valid signature with the first application. As another example, some 

embodiments may verify that the only two applications running under a particular user 

identifier are the two applications and/or other gaming applications that are approved. In 

20 some embodiments a verification that the two and/or more applications are running under a 

same user identifier. The first application may share a device session identifier with the 

second application in response to one or more such determinations.  

[297] Some embodiments may include determining that a user is authorized to use a gaming 

service. For example, some embodiments may include soliciting user information. Such a 

25 solicitation may be performed by a gaming application (e.g., a wrapper application, a main 

application, etc.) running on a mobile device. For example, a user may be solicited for a 

username and password. A user name and password may be received by a gaming application 

in response to a user entering such information into a mobile device. Some embodiments may 

include transmitting such information from a gaming application to a component of a gaming 

30 service. For example, in some embodiments, such information may be transmitted to a 

gateway device. In some embodiments, an account information (e.g., account number, 

username, password, pin, etc.) may be transmitted to such a gateway and/or other device. In 

some embodiments, such a transmission may include a transmission of a device session 

identifier and/or any other information that may be used to identify a device, a session, a 
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previously authentication of information, and/or track any desired information. Various 

actions may be performed by a gaming application (e.g., a wrapper application, a main 

application, etc.) running on a mobile device.  

[298] In some embodiments, a gateway and/or other component of a gaming service (e.g., 

5 middleware, servers, etc.) may enable a communication session (e.g., HTTP session, HTIP 

session) for a mobile device. The gateway and/or other component may associate a device 

identifier with a communication session. For example, such a communication session may 

only be usable when it is accessed using the device identifier unless a different or other 

identifier is associated with the session. In some embodiments, a communication session may 

10 be defined by one or more variables (e.g., a port number, an id number). Such variables may 

be shared with a mobile device and future communications may include such variables.  

[299] Some embodiments may include determining that a mobile device is/was at a location 

that is approved for gaming. Such a determination may be made in response to receiving 

account information from a mobile device by a gaming service. In some embodiments, a 

15 device session identifier may be transmitted from a gateway and/or other component to a 

different component for verification (e.g., to a device authenticator service). Such a device 

authenticator service may verify the device session identifier and determine if the device 

session identifier is associated with an approved location. If the device session identifier is 

associated with an approved location, the device authenticator service may transit an 

20 indication of approval to the gateway. In some embodiments, a single device may perform 

such approval actions. It should be recognized that such a process of determining whether a 

device is/was at an approved location is given as an example only. For example, in some 

embodiments a device itself may determine whether it is in an approved location, a gateway 

and/or other component may determine whether the device is in an approved location, any 

25 device may determine whether the device is in an approved location, a current location may 

be determined, an old location may be used, and so on. Various examples of determining 

locations and/or storing location information are given herein. None of such examples are 

limiting.  

[300] In some embodiments, a gaming service may validate user information. Such a 

30 validation may occur in response to receiving the user information, in response to 

determining that the device is/was in an approved location, in response to another event, and 

so on. For example, in some embodiments, a gateway and/or other component may transmit 

user account information to another component of a gaming service (e.g., device 

authenticator service, mobile gaming service, etc.). Such another component may validate the 

64



WO 2012/021806 PCT/US2011/047588 

account information (e.g., determine that username and password are accurate, compare 

information to information in a database, etc.).  

[301] In some embodiments, if the information is validated, such a component may transmit 

an indication of such validation to a gateway and/or other component. Such an indication 

5 may include a wagering session identifier. A wagering session identifier may be determined 

in response to a determination that the information is valid. Such a wagering session 

identifier may include a unique identifier. Such a wagering session identifier may include a 

random number. A gateway and/or other component may receive such an identifier. Such a 

gateway and/or other component may associate such an identifier with a communication 

10 session for the mobile device (e.g., further communication may require such a identifier 

unless it is changed). In some embodiments, a mobile device (e.g., a main application and/or 

wrapper application) may be notified of such an identifier and/or a success of an 

authentication of a user. Such a mobile device application may store such an identifier for 

use in future communication. Future requests from a mobile device may include such an 

15 identifier.  

[302] In some embodiments, such validation may occur only if the device is/was at an 

approved location. If the device does not pass a location check, the device may be prevented 

from gaming and such a login may not be performed. In other embodiments, such a login 

may continue regardless of the location of the device. In some embodiments some features of 

20 a gaming service may be disabled if the location check does not pass.  

[303] It should be recognized that while some embodiments have been described as having 

separate processes (e.g., an initial handshake and/or a user/device security process) and/or 

separate applications (e.g., a wrapper application and a main application) that various 

embodiments may include a single process and/or a single applications, multiple processes, 

25 and/or applications, differently ordered and/or interacting applications and/or processes, and 

so on.  

[304] In some embodiments, after such an initial handshake process and/or a device and/or 

user security process, one or more variables may be defined. For example in the example 

methods, a wagering session identifier and/or communication session may be defined by the 

30 user and/or device security process, and/or a device session identifier may be defined by an 

initial handshake process. Such variables may be checked, updated, changed, tracked, and so 

on. Such variables may be required for further communication from the mobile device to be 

allowed to access gaming services. For example, if communication is received by the gaming 

service without such variables being valid, the communication may be ignored and/or not 
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allowed to form a wager. Such variables are given as non-limiting examples only. Other 

embodiments may include different variables, additional variables, no variables, different 

applications, and so on as desired.  

[305] It should be recognized that various security processes and/or applications are given 

5 as non-limiting examples only. Other embodiments may include any and/or no processes in 

any order, with any actions, and so on. Such processes may include additional, fewer, 

different, same, differently ordered, and so on actions.  

On Going Validity Examples 

10 [306] Some embodiments may include one or more actions related to maintaining security, 

maintaining location information, and/or creating some level of assurances that some 

requirements are met. For example, some embodiments may include continuous, periodic, 

occasional, randomly, on demand, in response to action, and/or other actions. Such actions 

may include location checks, device checks, user checks, and so on.  

15 

Variable Maintenance Examples 

[307] In some embodiments, such actions may include maintaining one or more variables, 

expiring one or more variables, redefining one or more variables, and so on. Some 

embodiments may include actions related to variables defined in other security processes, 

20 such as those discussed above. For example, a device session identifier, a gaming session 

identifier, and a communication session may be used in some embodiments. Such variables 

may have limited valid lifetimes, may be redefined periodically, may expire after some time, 

may be required to occasionally redefined, and so on. For example, in some embodiments, a 

device session identifier may be valid for about 30 seconds, about 3 minutes, about 5 

25 minutes, about 10 minutes, about 1 hour, and/or any desired time. As another example, a 

gaming session identifier may be valid for about 30 seconds, about 3 minutes, about 5 

minutes, about 10 minutes, about 1 hour, and/or any desired time. As yet another example, a 

communication session may be valid for about 30 seconds, about 3 minutes, about 5 minutes, 

about 10 minutes, about 1 hour, and/or any desired time. New variables may be defined in a 

30 similar fashion to their original definitions (e.g., by a device authenticator service, by a 

mobile gaming service, by a gateway, by a server, by another component, using hash values, 

using checksums, using random numbers, using timestamps, and so on).  

[308] Various examples of defining such variables are given elsewhere, but it should be 

recognized that such examples are non-limiting and that similar, different, same, alternative, 
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and so on methods may be used to redefine and/or define any same and/or different variables 

as desired. It should be recognized that variables, and time frame for validity are given as 

non-limiting examples only and that other methods may include no, other, same, different, 

and so on variables; no, different, same, and so on methods of maintaining security and/or 

5 other characteristics, my use different time frames, my use random time frames, may 

randomly require redefinition, may require definition upon and event (e.g., a wager request), 

and so on.  

Characteristic Examples 

10 [309] In some embodiments, one or more actions may be related to validating one or more 

characteristics of a device and/or user of a device. Some embodiments may include actions 

related to such characteristics (e.g., location, user identity, lack of external control of device, 

etc.). For example, in some embodiments, a disabling of external access to a mobile device 

may be validated, a location of a device at an approved gaming location may be validated, a 

15 user identify information may be validated, one or more variables being valid may be 

determined, and so on. In some embodiments, such validation may occur periodically, 

randomly, on demand, in response to an action, as desired, and so on.  

[310] For example, some embodiments may include validating that some and/or all external 

communication (e.g., except communication used to access a gaming service such as a 

20 mobile phone network) are disabled. Some embodiments may include a gaming application 

executed by a mobile device querying an operating system of a mobile device. For example, a 

main application may transmit a query to a wrapper application. The wrapper application may 

query the operating system. In some embodiments, in response to such a query, the operating 

system may determine if any invalid interfaces are enabled and return such information to the 

25 wrapper application and/or main application. In response to such information the validation 

may fail (e.g., if unapproved interfaces are enables) and/or succeed (e.g., if no unapproved 

interfaces are enabled). Some examples of interfaces that may not be approved may include 

Bluetooth, Wi-Fi, docking port, and/or other interfaces. Such a validating may occur 

continuously, periodically (e.g., every 5 seconds, every 15 seconds, every minute, every 5 

30 minutes, every hour, etc.), randomly, on demand, and so on.  

[311] As another example, some embodiments may include validating that a mobile device 

is/was at a location that is associated with allowed gaming. Some embodiments may include 

a component of a gaming system making such a check independent of actions on the mobile 

device. Some embodiments may include the mobile device checking such a status (e.g., by 
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querying a gaming system and/or other location system). In some embodiments, a component 

of a gaming system (e.g., a device authenticator service) may run checks on the location of 

the mobile device. Such a component may update a database with the check results, may 

enable or disable communication with a mobile device, features of a gaming service in 

5 response to such results, may notify a mobile device (e.g., to disable a feature of the device 

and/or display in indicator) and/or user in response to such results. Such a check may be 

performed continuously, periodically (e.g., every 30 seconds, every 5 minutes, every 10 

minutes, every 15 minutes, every hour, etc.), on demand, in response to an event, and so on.  

In some embodiments, such location checks may be made more frequent when a mobile 

10 device is near an edge of an approved area than when the device is far from an edge of an 

approved area. For example, in some embodiments, a check may be performed every 5 

minutes if a device in a previous check was near a border of a state, every 10 minutes if a 

device was near an edge of an approved area but far from an edge of a state, and every 15 

minutes if a device was not near a border of a state or a border of an approved area. Various 

15 examples of location determination are given elsewhere herein. It should be recognized that 

examples of location checking are given as non-limiting examples only and that other 

embodiments may include no, different, same, and so on methods.  

[312] As yet another example, some embodiments may include determining whether user 

information is valid and/or whether a session or another variable is valid. For example, some 

20 embodiments may include transmitting a request from a mobile device to a component of a 

gaming service (e.g., a gateway). Such a request may include user information for validation, 

and or a request to verify that some variable is valid. For example, a request may request that 

the gateway verify that a device authorization session is valid. Such request may be processed 

(e.g., by a device authenticator service) and a response may be transmitted to the mobile 

25 device. Such a check may be performed continuously, periodically (e.g., every 30 seconds, 

every 5 minutes, every 10 minutes, every 15 minutes, every hour, etc.), on demand, in 

response to an event, and so on.  

[313] Various examples of characteristics and methods validation should be recognized as 

non-limiting. Other embodiments may include no, similar, different, same, alternative, and so 

30 on methods and/or characteristics.  

Event Examples 

[314] In some embodiments, one or more actions may be related to validating one or more 

characteristics of a device, user, and/or variable in response to an event. For example, in 
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some embodiments, when a communication is received from a mobile device, a gaming 

service may perform such one or more actions. In some embodiments, such communication 

may include a request to place a wager, a request to view available wagers, a request to view 

an account, and so on. For example, in some embodiments, in response to a request being 

5 made to and/or through a gateway and/or other component of a gaming service (e.g., after 

initial login) one or more actions may be taken.  

[315] Some embodiments may include transmitting a request from a mobile device to a 

gaming service. For example, a wrapper application and/or main application may transmit a 

request to a gateway, and/or other component of a gaming service. Such a request may 

10 identify any desired variables (e.g., a communication session, a device session identifier, a 

gaming session identifier, a client key, and so on). Such a request may include a request to 

take a gaming related action, such a request may include a polling of a gaming service to 

determine current information (e.g., current games, current scores, account history, current 

account values, etc.). Some embodiments may include periodic, random, constant, etc.  

15 polling. In some embodiments, such polling may not initiate such validation actions.  

[316] Some embodiments may include receiving such a request by a component of a 

gaming service. For example, such a request may be received by a gateway and/or other 

component of a gaming service. In some embodiments a determination may be made that 

such a request triggers one or more validation actions (e.g., all request may trigger such 

20 actions, every X request may trigger such actions, randomly some requests may triggers such 

actions, certain types of requests may triggers such actions, a determination may be made the 

request is not a polling request, a determination may be made that the request is a request to 

place a wager, a request every Y minutes may trigger such actions, etc.).  

[317] A gateway or other device may perform any desired actions in response to receiving 

25 such a request and/or determining that such actions should be performed. For example, in 

some embodiments, a gateway or other component may determine that a communication 

session identified by a request is properly associated with the device from which it is received 

(e.g., by querying a database).  

[318] As another example, in some embodiments (e.g., if the communication session check 

30 passes) a gateway and/or other component may validate a device session and/or location 

information. For example, in some embodiments, a gateway and/or other component may 

transmit a request for validation of a device session and/or location to a device authenticator 

service. A database of information may be queried to determine if one or more variables are 

valid (e.g., if a device session identifier associated with the device is valid, have not 
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expired).A database of information may be queried to determine if a mobile device was last 

determined to be at a location where gaming is allowed. In some embodiments, a new 

location of the device may be determined. If such checks pass, a timestamp of a last valid 

check may be updated. Such information may be returned to a gateway and/or other 

5 component. It should be recognized that such examples of validation are given as examples 

only and that other methods may include different components, characteristics, and/or 

actions.  

[319] As yet another example, in some embodiments, if a validation is made of one or more 

characteristics from a device authenticator, a gateway and/or other component may validate 

10 any desired characteristic and/or variable with any components. For example, a gaming 

session identifier may be validated with a component of a gaming service. Such a component 

(e.g., server, account based wagering service) may query a database to determine if a gaming 

session identifier is valid (e.g., correct, not expired). A timestamp of a last check may be 

updated, and a gateway and/or other component may be notified of a success or failure to 

15 validate the information.  

[320] In some embodiments, in response to a validation action taken in response to a 

received request, a request may be processed and/or information may be updated. For 

example, one or more timestamps of last actions may be updated, one or more wagers may be 

placed, one or more account transactions may be performed, requested information may be 

20 obtained, actions in a game may be taken (e.g., a hit in a blackjack game), and so on. Some 

embodiment may include returning a result to a mobile device (e.g., transmitting). Some 

embodiments may include presenting such a result to a user.  

[321] Various examples of characteristics and methods validation should be recognized as 

non-limiting. Other embodiments may include no, similar, different, same, alternative, and so 

25 on methods and/or characteristics.  

[322] In some embodiments, if one or more validation actions of any described method or 

other methods fails (e.g., if a variable is determined to be incorrect or expired, if a device is 

determined to be allowing external control, if a password is incorrect, if a location is not 

proper, etc.), one or more actions may be prevented and/or taken. For example, in some 

30 embodiments, a communication with a device may be prevented, wagering actions may be 

prevented, access to a gaming service may be halted, a user may be notified of an error, and 

so on.  

[323] Figure 3 illustrates an example process that may be used in some embodiments for 

validation and/or use of a mobile device. Such a process may include actions performed by a 
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mobile device, actions performed by a gaming application (e.g., a main application, a 

wrapper application, and so on), actions performed by a component of a gaming service 

and/or agent of a gaming service (e.g., a device authenticator service, a communication 

provider, a location service, and so on) and/or actions performed as desired by any entity. For 

5 example, some embodiments may include requesting an initiation of a location tracking of a 

mobile device, tracking a mobile device, providing location information about a mobile 

device, determining if a customer has tampered with a client and/or operating system, 

determining whether one or more communication interfaces are enabled and/or active, and so 

on. It should be recognized that such actions are given as non-limiting examples and that 

10 other embodiments may include performing any actions in any order as desired.  

[324] Figure 4 illustrates an example set of application that may be executed by a mobile 

device to facilitate access to a mobile gaming service. Such applications may include a 

wrapper application and a main application. A wrapper application may initiate execution of 

a main application and perform one or more security checks. A main application may 

15 perform wagering actions in connection with a gaming service. It should be recognized that 

this example process and applications are given as non-limiting examples only. Other 

embodiments may include different, same, additional, alternative, differently orders, and so 

on acts performed by same and/or different entities and/or devices as desired.  

20 Location Examples 

[325] Some embodiment may include one or more location determination features and/or 

features that may be affected by a location of a mobile device. Such features may include 

determining an actual location, determining a relative location, determining whether a 

location is a valid location, disabling a feature based on a location, enabling a feature based 

25 on a location, adjusting a feature based on a location, and so on.  

Geofencing Examples 

[326] One example location feature may include a geofencing service. Geofencing 

capability may be used to help ensure that a customer is/was at an approved area (e.g., when a 

30 location check is performed, when a wager request is received by a gateway, etc.). One 

example of a geofencing technology provider includes Sprint. In some embodiments, such 

geofencing technology may be used to determine whether a customer is/was at the city of Las 

Vegas, Reno, Tahoe and/or other gaming locations in the state of Nevada that are geofenced.  

In some embodiments, customers may place sports and/or casino wagers if they (e.g., the 
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device they are using) are/were physically in the boundaries of an approved geofence. In 

some embodiments customers may not place sports wagers if they are/were not in the 

boundaries.  

[327] A geofence may include a virtual perimeter of a real-world geographic area. Some 

5 example of parameters that may define a geofence around a major city like Las Vegas, Reno, 

etc. may include: latitude 89.2 deg., longitude 33.4 deg., radius 20 miles; and latitude 50.5 

deg., longitude 76.9 deg., radius 22 miles.  

[328] It should be recognized that any number of geofences in any location with any 

parameters may be used as desired. Geofences may be added and/or removed at any time 

10 desired to increase, decrease, and/or change an area in which wagering is allow and/or not 

allow. For example, another set of example geofences may include: longitude 360 05' 

58.37"N, latitude 115' 12' 04.90'W, radius 20 miles; longitude 390 38' 58.68"N, latitude 

119' 34' 40.66"W, radius 20 miles; and longitude 390 05' 08.69"N, latitude 119' 34' 

10.61'W, radius 20 miles.  

15 [329] Figure 5 illustrates an example of a series of geofences shown on a map of Nevada.  

The circles/discs in the map represent sample geofences. A gaming service may provide 

reasonable assurances that the customer is wagering in an approved area by using the 

capabilities that these geofences provide. In some embodiments, customers may be able to 

place sports wagers if and only if they are physically inside a geofence, if an only if a last 

20 updated location (e.g., by a device authenticator service) shows that the device was last at an 

approved location, and so on. In some embodiments, customers cannot place sports wagers if 

they are physically outside a geofence and/or were last determined to physically be outside of 

a geofence. It should be recognized that while examples are given in terms of circles that any 

desired geofence shape may be used (e.g., a geofence around a casino).  

25 [330] Some embodiments may include determining whether a device is in or out of one or 

more geofences. Such determination may include, for example, a determination by a 

geofencing provider (e.g., based on gps coordinates of the device and the geofence(s), based 

on triangulation through communication devices (e.g., cell towers), and so on). In some 

embodiments, such a determination may include a determination by a component of a gaming 

30 service (e.g., by querying a location service provider, by calculating a location, by receiving 

an indication, and so on). Geofencing may include Telematics hardware and/or software.  

[331] In some embodiments, when a device (e.g., a mobile device using a gaming service, a 

location aware device, a device of a location-based service, etc.) enters or exits a geofence, 

the device and/or a component of a gaming service (e.g., a device authenticator service) may 
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receive a generated notification (e.g., a provider of location services may transmit a notice to 

a device indicating such a change in location). This notification might contain information 

about the location of the device (e.g., a current gps coordinates, a name of a geofence, a city, 

an indication that the device is in or out of a geofence, etc.). Such a notification may be 

5 transmitted to a mobile device over a communication network, to a component of a gaming 

service over a communication network, to an email account, as a text message (e.g., SMS), 

and so on.  

[332] Some embodiments may include taking any desired action in response to a crossing 

and/or near crossing of a geofence border. For example, in response to a leaving and/or near 

10 leaving of a geofenced area, a vehicle may be stopped, a third party may be notified, a 

gaming service may be notified, a game may be stopped, a mobile device may be affected 

(e.g., shut down, an application may be halted, and so on), and so on. Such actions may be 

facilitated by a gaming service provider in response to determining such a change to a 

location and/or a location service provider.  

15 [333] As yet another example of a working of a location service, some embodiments may 

include a location service that may be queried as desired to determine a location. For 

example, a communication service provider (e.g., Sprint) may track a current location of a 

mobile device using a communication service (e.g., through gps coordinates, through cell 

towers or other communication access points being accessed, etc.). Such tracking may be 

20 performed continually and/or in response to a request.  

[334] In some embodiments, a gaming service may transmit a query to verify a location as 

desired. For example, a gaming service may transmit a query to a location service whenever a 

variable has expired, periodically, in response to a query, etc. In some embodiments, such a 

query may ask the location service if a mobile device is in a boundary of one or more 

25 geofences. In some embodiments, such a query may ask the location service for allocation of 

a mobile device and a gaming service may determine if the mobile device is in the one or 

more geofences by comparing the location to the geofences.  

[335] In some embodiments, a gaming service may desire to minimize determinations 

and/or queries regarding locations. For example, such determinations may require processing 

30 time that is desired for other processes, and/or a location service may charge a fee for 

responding to such queries. Some embodiments may include a variable frequency and/or 

need for such queries and/or determinations. Some embodiments may include determining 

when to make a determination of a location based on a distance from boundary (e.g., a 
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boundary of a geofence, a boundary of an allowed gaming area) of a prior location 

determination.  

[336] For example, in some embodiments, a time between determinations (e.g., periodic 

determinations, random determinations, occasional determinations, and so on) of a location 

5 (e.g., a frequency of a query) may be greater if a device is farther from a boundary of a 

geofence than if the device is closer to a boundary of the geofence. For example, a location 

variable may remain valid for longer if it is based on the location that is farther from the 

boundary. In some embodiments, a response to a query may indicate when a next query 

should be made based on such a distance. In some embodiments, a response to a query may 

10 indicate a distance from a boundary (e.g., an actual distance, a category of distance, and so 

on). A gaming service may determine when to make a next query based on such received 

information. Such querying may include for example, querying every 5 seconds for close to a 

boundary, every 15 second for far from a boundary, a sliding scale, and so on. In some 

embodiments, a query may be made for every transaction when close to a boundary, every 

15 other transaction when far from the boundary, and so on. A determination may be made that a 

request from a mobile device does not require a location determination based on a distance 

from a boundary.  

[337] Some embodiments may include concentric geofences that may be used to determine 

when a query of a location is to be made. For example, an inner geofence may correspond to 

20 a location far from an allowed boundary and may correspond to a longer time frame. An 

outer geofence may correspond to an actual and/or closer boundary of an approved area and 

may include a more frequent determination. Some embodiments may include determining 

whether a determination of a location of a mobile device should be made based on the mobile 

device being outside of at least one geofence and inside of at least one other geofence.  

25 [338] It should be recognized that such examples of a determination rate being related to a 

distance form an edge of an approved area are given as non-limiting and that other 

embodiments may include any methods and/or apparatus that may in any way relate 

determinations to distance may be used as desired.  

[339] Some embodiments may include determining such a determination rate based on a 

30 speed of a mobile device. For example, in some embodiments, a speed of a mobile device 

may be determined based on a current and prior location (e.g., the distance traveled between 

determinations divided by the time between determinations). In some embodiments, a faster 

traveling device may be associated with a faster rate and a slower speed may be associated 

with a slower rate.  
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[340] In some embodiments, a speed and distance may be used to determine such a 

determination rate. For example, determination rate may be determined such that at a 

determined speed, a device is unable to travel a distance to a boundary in a determined time, 

is unable to travel half a distance to the boundary, is unable to travel any threshold percentage 

5 of a distance to a boundary, and so on.  

[341] In some embodiments, a direction may be used to determine such a determination 

rate. For example, a direction may be determined based on prior two locations (e.g., traveling 

in the direction of the second location from the first location). In some embodiments, a 

distance to the boundary that may be used in determining a time period may be based on a 

10 distance to the boundary in the direction of travel, a shortest distance to the boundary in a 

range around the direction of travel (e.g., 20 degrees in either direction from the direction of 

travel, 90 degrees in either direction form the direction of travel, and so on).  

[342] In some embodiments, a maximum time period may not be exceed (e.g., 1 minute, 5 

seconds, 1 hour, 10 minutes, etc.).  

15 [343] It should be recognized that any actions, processes, information, and so on may be 

used to determine a determination period as desired in any combination with any desired 

restrains.  

[344] Various other service may be offered by a location providing service. For example, 

Geofencing may be used with child location services to notify parents when a child leaves a 

20 designated area. A location-based service may include an information and/or entertainment 

service, such as a mobile gaming service that may be accessible with mobile devices through 

a mobile network. Such a service may make use of the geographical position of a mobile 

device. LBS services can be used in a variety of contexts, such as health, work, personal life, 

etc. LBS services may include services to identify a location of a person or object, such as 

25 discovering the nearest banking cash machine or the whereabouts of a friend or employee.  

LBS services may include parcel tracking and vehicle tracking services. LBS can include 

mobile commerce when taking the form of coupons or advertising directed at customers 

based on their current location. They may include personalized weather services and even 

location-based games.  

30 [345] In some embodiments, technology may allow the creation of standalone and/or 

overlapping geofences. Technology may allow creation of a geofence/circle of any given 

radius and/or shape. In some embodiments, this technology may prevent anyone outside of a 

fence from placing wagers. Geofencing may allow users of a system to draw zones around 

places of work, customer's sites and/or secure areas.  
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[346] As an example, some embodiments may use a sandbox service for geofencing 

provided by Sprint. Such a service is given as a non-limiting example only. This service may 

include one or more geographical locations where each single position can be plotted with a 

geographic coordinate. A user may be able to build a perimeter around this location-a fence, 

5 based on those coordinates. Users of such a system may have the ability to build fences, add 

devices related to those fences and be notified when a device is entering or leaving (or both).  

In some embodiments, to alleviate privacy concerns, only devices having explicitly granted 

access to an application may be able to interact with a geofence.  

[347] In some embodiments, one or more services may be available as part of a geofencing 

10 API to facilitate generating, eliminating, maintaining, querying, connecting, and so on 

regarding geofences. One or more of the following examples of services may be available 

and/or used to provide wagering services: 

List- This service is used to return geofences associated with a user.  

list.{format} 

15 http://sprintdevelopersandbox.com/developerSandbox/resources/v1/ge 

ofence/list. { format }? { params} 

Authentication 

This method requires a generated MD5 signature.  

Arguments 

20 key - Your API Key.  

timestamp - The current time of the request: [YYYY]-[MM]

[DD]T[HH]:[MM]:[SS][ZZZ] 

[HH] refers to a zero-padded hour between 00 and 23 (where 00 is 

used to notate midnight at the start of a calendar day).  

25 sig - The MD5 Digest value of the parameters of the geofence service 

and your secret.  

Http Method 

Get 

Response 

30 fenced - ID of the fence associated with the user.  

status - Whether or not the fence is currently active (monitoring) or 

inactive (not monitoring).  

startEndTime - The times between which the fence monitors (if 

active), i.e. 915-1430, times are military.  
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days - Days the fence monitors (if active), note: H=Thurs, A=Sat.  

lastMonitor - Date\Time of the last check on this fence.  

Latitude - Center latitude on which the fence is based.  

longitude - Center longitude on which the fence is based.  

5 dimensions - Dimensions of the fence (currently "radius" is vi of 

geofence).  

Example Request 

Get 

http://sprintdevelopersandbox.com/developerSandbox/resource 

10 s/v1/geofence/list?key=123abckeyxtamp=2010-03

05T10: 12:00CST&sig=123abcdef456 

Example Response 

110(Inactive, 900-1700, MTWHF, NEVER, 38.9178, -94.6598, 50), 

427(Active, 930-1115, SA, NEVER, 38.9178, -94.6598, 500) 

15 

Add- This service is used to add a fence.  

add.{format} 

http://sprintdevelopersandbox.com/developerSandbox/resources/v1/ge 

ofence/add. { format }? { params} 

20 Authentication 

This method requires a generated MD5 signature.  

Arguments 

Key- Your API Key, click here to view.  

Name- The name of the fence.  

25 strtTime- Earliest time to start monitoring the fence, format [HH] [MM] 

note: [HH] refers to a zero-padded hour between 00 and 23 (where 00 

is used to notate midnight at the start of a calendar day).  

endTime- Latest time to monitor the fence, format [HH] [MM] 

note: [HH] refers to a zero-padded hour between 00 and 23 (where 00 

30 is used to notate midnight at the start of a calendar day).  

Lat- Center latitude on which to base the fence.  

Long- Center longitude on which to base the fence.  

Dim- Dimensions of the fence (for vi of geofence, this is the radius).  

Interval- The interval at which the fence should be checked; 
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note: only increments of 5 min may be allowed; i.e. 5, 15, 25, etc.  

days- Days on which the fence should be monitored, as a String with a 

single representing each day 

note: H=Thurs, A=Sat; i.e. SMTWHFA.  

5 notifyEvent- Whether the fence should notify on "in", "out" or "both" 

(excluding this param will default to "both").  

Timestamp- The current time of the request: [YYYY]-[MM]

[DD]T[HH]:[MM]:[SS][ZZZ] 

note: [HH] refers to a zero-padded hour between 00 and 23 (where 00 

10 is used to notate midnight at the start of a calendar day).  

Sig- The MD5 Digest value of the parameters of the geofence service 

and your secret.  

Http Method 

Get 

15 Response: 

message Success message if recipient was added or an error message.  

Example Request: 

Get 

http://sprintdevelopersandbox.com/developerSandbox/resources/v1/ge 

20 ofence/add?key=123abckey&name=My%20Fence&strtTime=900&en 

dTime=1700&lat=38.917806&long=94.659787&dim=50&interval=15 

&days=MTWHFxtamp=2010-03

05T1O: 12:00CST&sig=123abcdef456 

Example Response 

25 FENCEADDED 

Activate- This service is used to activate an existing fence.  

activate.{format} 

http://sprintdevelopersandbox.com/developerSandbox/resources/v1/ge 

30 ofence/activate. { format }? { params} 

Authentication 

This method requires a generated MD5 signature.  

Arguments 

Key- Your API Key, click here to view.  
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fenceld- The ID of the fence to activate.  

Timestamp- The current time of the request: [YYYY]-[MM]

[DD]T[HH]:[MM]:[SS][ZZZ] 

[HH] refers to a zero-padded hour between 00 and 23 (where 00 is 

5 used to notate midnight at the start of a calendar day).  

Sig- The MD5 Digest value of the parameters of the geofence service 

and your secret.  

Http Method 

Get 

10 Response 

message: Success message if fence was activated or an error message.  

Example Request 

Get 

http://sprintdevelopersandbox.com/developerSandbox/resource 

15 s/v 1/geofence/activate?key= 123 abckey&fenceId= 1 10xtamp=2 

010-03-05T1O: 12:00CST&sig=123abcdef456 

Example Response 

FENCEACTIVATED 

20 Deactivate - This service is used to deactivate an existing fence.  

deactivate.{format} 

http://sprintdevelopersandbox.com/developerSandbox/resources/v1/ge 

ofence/deactivate. { format }? { params} 

Authentication 

25 This method requires a generated MD5 signature.  

Arguments 

Key- Your API Key, click here to view.  

fenceld- The ID of the fence to activate.  

Timestamp- The current time of the request: [YYYY]-[MM]

30 [DD]T[HH]:[MM]:[SS][ZZZ] 

[HH] refers to a zero-padded hour between 00 and 23 (where 00 is 

used to notate midnight at the start of a calendar day).  

Sig- The MD5 Digest value of the parameters of the geofence service 

and your secret.  
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Http Method 

Get 

Response 

message Success message if fence was deactivated or an error 

5 message.  

Example Request 

Get: 

http://sprintdevelopersandbox.com/developerSandbox/resource 

s/v1/geofence/deactivate?key=123abckey&fenceld=1 Oxtamp 

10 =2010-03-05T1O: 12:OOCST&sig=123abcdef456 

Example Response 

FENCEDEACTIVATED 

Some services may be used to maintain devices being tracked in relation to a specific 

15 geofence. For example, the following services may be used and/or offered for such purposes 

in some embodiments: 

List - This service is used to return all devices associated with a geofence.  

listDevices.{format} 

20 http://sprintdevelopersandbox.com/developerSandbox/resources/v1/ge 

ofence/listDevices. { format }? { params} 

Authentication 

This method requires a generated MD5 signature.  

Arguments 

25 Key- Your API Key, click here to view.  

fenceld- The ID of the fence whose recipients you want listed.  

Timestamp- The current time of the request: [YYYY]-[MM]

[DD]T[HH]:[MM]: [SS] [ZZZ] 

[HH] refers to a zero-padded hour between 00 and 23 (where 00 is 

30 used to notate midnight at the start of a calendar day).  

Sig- The MD5 Digest value of the parameters of the geofence service 

and your secret.  

Http Method 

Get 

80



WO 2012/021806 PCT/US2011/047588 

Response 

deviceld ID of the device associated with the fence.  

mdn MDN of the fence device.  

Example Request 

5 Get 

http://sprintdevelopersandbox.com/developerSandbox/resource 

s/v1/geofence/listDevices?key=123abckey&fenceId= 11Oxtamp 

=2010-03-05T10: 12:00CST&sig=123abcdef456 

Example Response 

10 1(8165551111), 14(9135552121) 

Add - This service is used to add a device to a fence.  

addDevice.{format} 

http://sprintdevelopersandbox.com/developerSandbox/resources/v1/ge 

15 ofence/addDevice. { format }? { params} 

Authentication 

This method requires a generated MD5 signature.  

Arguments 

Key- Your API Key, click here to view.  

20 fenceld- The ID of the fence to add the device to.  

Mdn- MDN of the device.  

Timestamp- The current time of the request: [YYYY]-[MM]

[DD]T[HH]:[MM]:[SS][ZZZ] 

[HH] refers to a zero-padded hour between 00 and 23 (where 00 is 

25 used to notate midnight at the start of a calendar day).  

Sig- The MD5 Digest value of the parameters of the geofence service 

and your secret.  

Http Method 

Get 

30 Response 

message Success message if device was added or an error message.  

Example Request 

Get 
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http://sprintdevelopersandbox.com/developerSandbox/resource 

s/v1/geofence/addDevice?key=123abckey&fenceId= 110&mdn 

=9135552121xtamp=2010-03

05T10: 12:00CST&sig=123abcdef456 

5 Example Response 

DEVICEADDED 

Delete - This service is used to delete an existing fence device.  

deleteDevice.{format} 

10 http://sprintdevelopersandbox.com/developerSandbox/resources/v1/ge 

ofence/deleteDevice. { format }? { params} 

Authentication 

This method requires a generated MD5 signature.  

Arguments 

15 Key- Your API Key, click here to view.  

deviceld- The ID of the device to delete.  

Timestamp- The current time of the request: [YYYY]-[MM]

[DD]T[HH]:[MM]:[SS][ZZZ] [HH] refers to a zero-padded hour 

between 00 and 23 (where 00 is used to notate midnight at the start of a 

20 calendar day).  

Sig- The MD5 Digest value of the parameters of the geofence service 

and your secret.  

Http Method 

Get 

25 Response 

message Success message if device was deleted or an error message.  

Example Request 

Get 

http://sprintdevelopersandbox.com/developerSandbox/resource 

30 s/v1/geofence/deleteDevice?key=123abckey&deviceId=217xta 

mp=2010-03-05T10: 12:00CST&sig=123abcdef456 

Example Response 

DEVICEDELETED 

82



WO 2012/021806 PCT/US2011/047588 

Some services may be used with respect to managing, and/or receiving notifications for one 

or more geofences. For example, the following services may be used and/or offered for such 

purposes in some embodiments: 

5 List - This service is used to return all recipients associated with a geofence.  

listRecipients.{format} 

http://sprintdevelopersandbox.com/developerSandbox/resources/v1/ge 

ofence/listRecipients. { format }? { params} 

10 Authentication 

This method requires a generated MD5 signature.  

Arguments 

Key- Your API Key, click here to view.  

fenceld- The ID of the fence whose recipients you want listed.  

15 Timestamp- The current time of the request: [YYYY]-[MM]

[DD]T[HH]:[MM]:[SS][ZZZ] [HH] refers to a zero-padded hour 

between 00 and 23 (where 00 is used to notate midnight at the start of a 

calendar day).  

Sig- The MD5 Digest value of the parameters of the geofence service 

20 and your secret.  

Http Method 

Get 

Response 

recipientld: ID of the recipient associated with the fence.  

25 mdnURL: MDN or URL of the notification recipient.  

Example Request 

Get 

http://sprintdevelopersandbox.com/developerSandbox/resource 

s/v1/geofence/listRecipients?key=123abckey&fenceId= 11Oxta 

30 mp=2010-03-05T10: 12:00CST&sig=123abcdef456 

Example Response 

112(8165551111), 146(9135552121), 

327(http://www.notifymyapp.com) 
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Add - This service is used to add a recipient (may be either an MDN or URL) 

to a fence.  

addRecipient.{format} 

http://sprintdevelopersandbox.com/developerSandbox/resources/v1/ge 

5 ofence/addRecipient. { format }? { params} 

Authentication 

This method requires a generated MD5 signature.  

Arguments 

Key- Your API Key, click here to view.  

10 fenceld- The ID of the fence to add the recipient to.  

mdnURL- MDN or URL for the notification recipient.  

Timestamp- The current time of the request: [YYYY]-[MM]

[DD]T[HH]:[MM]:[SS][ZZZ] [HH] refers to a zero-padded hour 

between 00 and 23 (where 00 is used to notate midnight at the start of a 

15 calendar day).  

Sig- The MD5 Digest value of the parameters of the geofence service 

and your secret.  

Http Method 

Get 

20 Response 

message Success message if recipient was added or an error message.  

Example Request 

Get 

http://sprintdevelopersandbox.com/developerSandbox/resource 

25 s/v1/geofence/addRecipient?key=123abckey&fenced=1 10&m 

dnURL-9135552121 xtamp=2010-03

05T1O: 12:00CST&sig=123abcdef456 

Example Response 

RECIPIENTADDED 

30 

Delete - This service is used to delete an existing fence notification recipient.  

deleteRecipient.{format} 

http://sprintdevelopersandbox.com/developerSandbox/resources/v1/ge 

ofence/deleteRecipient. { format }? { params} 
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Authentication 

This method requires a generated MD5 signature.  

Arguments 

Key- Your API Key, click here to view.  

5 recipientld- The ID of the recipient to delete.  

Timestamp- The current time of the request: [YYYY]-[MM]

[DD]T[HH]:[MM]:[SS][ZZZ] note: [HH] refers to a zero-padded 

hour between 00 and 23 (where 00 is used to notate midnight at the 

start of a calendar day).  

10 Sig- The MD5 Digest value of the parameters of the geofence service 

and your secret.  

Http Method 

Get 

Response 

15 message Success message if recipient was deleted or an error message.  

Example Request 

Get 

http://sprintdevelopersandbox.com/developerSandbox/resources/v1/ge 

ofence/deleteRecipient?key=123abckey&recipientId=217xtamp=2010

20 03-05T1O: 12:00CST&sig=123abcdef456 

Example Response 

RECIPIENTDELETED 

Perimeter Check - This service is used to determine if a device is inside a 

25 defined area, or "fence." 

checkPerimeter.{format} 

http://sprintdevelopersandbox.com/developerSandbox/resources/v1/ge 

ofence/checkPerimeter. { format }? { params} 

Authentication 

30 This method requires a generated MD5 signature.  

Arguments 

Mdn- The MDN of the device to be located.  

Key- Your API Key, click here to view.  

Lat- The latitude of the center of the geofence.  
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Long- The longitude of the center of the geofence.  

Rad- The size of the fence in meters.  

Timestamp- The current time of the request: [YYYY]-[MM]

[DD]T[HH]:[MM]:[SS][ZZZ] Note: [HH] refers to a zero-padded hour 

5 between 00 and 23 (where 00 is used to notate midnight at the start of a 

calendar day).  

Sig- The MD5 Digest value of the parameters of the geofence service 

and your secret.  

Http Method 

10 Get 

Response 

Mdn- The mdn of the device that was located.  

latReq- The requested latitude for the center of the fence.  

lonReq- The requested longitude for the center of the fence.  

15 radReq- The requested radius of the fence, in meters.  

latRes- The actual latitude of the requested device.  

lonRes- The actual longitude of the requested device.  

Accuracy- The accuracy of the location fix for the device.  

Status- The status of the request, meaning that if device is inside or 

20 outside of the fence.  

Comment- Additional information pertaining to the fence, this is only 

displayed if there is an issue with one of your parameters, e.g. your 

radius is smaller than your accuracy.  

Example Request 

25 Get 

http://sprintdevelopersandbox.com/developerSandbox/resource 

s/v1/geofence/checkPerimeter?key=123abckey&mdn=9135555 

151&lat=38.917806&long=-94.659787&rad=5xtamp=2010

0305T10: 12:00CST&sig=123abcdef456 

30 Example Response 

9135555151,38.917806,-94.659787,5.0,38.914948, 

94.65723,0.0,OUTSIDE 
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Some embodiments may include one or more errors occurring with respect to a geofence.  

Some example errors that may occur include: 

INVALIDLATLONG Latitude\Longitude is invalid.  

5 INVALIDCOORDINATES Coordinates are invalid.  

INVALIDACTION Action (i.e. checkPerimeter, add, addRecipient, etc) is 

invalid.  

INVALIDKEY Key is invalid.  

INVALIDFENCE Fence referenced is invalid.  

10 INVALIDFENCEID Fence ID is invalid.  

INVALIDRECIPIENT Recipient referenced isn't valid.  

INVALIDTIME Time entered for fence isn't valid.  

INVALIDLATITUDE Latitude is not valid.  

INVALIDLONGITUDE Longitude is not valid 

15 INVALIDRADIUS Radius isn't valid.  

EXPIREDKEY The API key has expired.  

INVALIDMDN Not a valid 10 digit number.  

LOCATIONERROR A service exception occurred on the server side.  

EXHAUSTEDDIPS You have exceeded your transaction limit.  

20 GENERALFAILURE An unidentified error may have occurred.  

Some embodiments may include one or more services, functions, processes, APIs and so on 

performed, used, and/or offered by a device, and/or system that may interface and/or 

otherwise use a geofencing technology. Some example functions may include: 

25 

Perimeter Check API - This service is used to determine if a device is inside a 

defined area, or "fence." 

checkPerimeter.{format} 

http://sprintdevelopersandbox.com/developerSandbox/resources/v1/geofence/c 

30 heckPerimeter. { format }? { params} 

Authentication 

This method requires a generated MD5 signature.  

Arguments 

Mdn- The MDN of the device to be located.  
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Key- Your API Key, click here to view.  

Lat- The latitude of the center of the geofence.  

Long- The longitude of the center of the geofence.  

Rad- The size of the fence in meters.  

5 Timestamp- The current time of the request: [YYYY]-[MM]

[DD]T[HH]:[MM]:[SS][ZZZ] Note: [HH] refers to a zero-padded hour 

between 00 and 23 (where 00 is used to notate midnight at the start of a 

calendar day).  

Sig- The MD5 Digest value of the parameters of the geofence service and your 

10 secret.  

Http Method 

Get 

Response 

Mdn- The mdn of the device that was located.  

15 latReq- The requested latitude for the center of the fence.  

lonReq- The requested longitude for the center of the fence.  

radReq- The requested radius of the fence, in meters.  

latRes- The actual latitude of the requested device.  

lonRes- The actual longitude of the requested device.  

20 Accuracy- The accuracy of the location fix for the device.  

Status- The status of the request, meaning that if device is inside or outside of 

the fence.  

Comment- Additional information pertaining to the fence, this is only 

displayed if there is an issue with one of your parameters, e.g. your radius is 

25 smaller than your accuracy.  

Example Request 

Get 

http://sprintdevelopersandbox.com/developerSandbox/resources/v1/ge 

ofence/checkPerimeter?key=123abckey&mdn=9135555151&lat=38.9 

30 17806&long=- 94.659787&rad=5xtamp=2010-03

05T1O: 12:00CST&sig=123abcdef456 

Example Response 

9135555151,38.917806,-94.659787,5.0,38.914948, 

94.65723,0.0,OUTSIDE 
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[348] Figure 6 illustrates some example processes that may be performed in some 

embodiments with respect to a geofence. It should be recognized that this is given as an 

example only and that other embodiments may include other processes, other actions in any 

5 order performed by any device as desired. It should be recognized that various examples of 

services and/or functions are given as non-limiting examples only. Some such example 

processes may include creating a geofence, adding a device to be tracked by the geofence, 

subtracting a device, eliminating a geofence, changing a geofence, querying regarding a 

device and/or geofence, listing active and/or inactive geofences, activating a geofence, 

10 deactivating a geofence, and so on. Other embodiments may include other such features with 

different parameters, authentication requirements, arguments, responses, names, and so on 

[349] Figure 7 illustrates an example architecture that may be used in some embodiments 

for location determination. As illustrated, one or more mobile device may communicate with 

a gateway. Such a gateway may communicate with a location determination service. In some 

15 embodiments, the gateway may determine whether a location determination is desire d (e.g., 

in response to a wager, periodically, in response to a variable becoming invalid, etc.). The 

gateway may query the location service in response to determining that the location 

determination should take place. The location service may determine a location (e.g., a gps 

coordinate, a physical location, whether a device is in or out of a geofence, a distance to an 

20 edge of a boundary, etc.). The location service may transmit such location information to a 

gateway. The gateway may enable and/or disable a service as desired, store information about 

the location, and/or perform any desired actions in response to receiving the location 

information. It should be recognized that such an architecture and process are given as non

limiting examples only and that other embodiments may include any desired components of a 

25 gaming service, location service, communication service, and so on as desired in any 

combination performing any functions.  

[350] It should be recognized that examples of determining whether a device is in or out of 

a geofence are given as non-limiting examples only. Some embodiments may include any 

number of services to provide such features. For example, a third party may provide location 

30 services, a communication service provider may provide location services, a gaming service 

may provide location services, any aspect of a location determination may be performed in 

part or in whole by any entity desired.  

Soft Tag Examples 
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[351] In some embodiments, in addition to and/or as an alternative to geofencing, a softtag 

system may be used. Such a system may be used to determine whether a device is in an 

approved and/or an unapproved location for gaming. In some embodiments, such a system 

may be provided by Ekahau to determine approved and/or unapproved (e.g., red/green) 

5 zones.  

[352] In some embodiments, such a softtag may include a gaming positioning client 

software. Such software may be used, e.g., by a server, workstation, network, mobile device 

and/or processor, to facilitate determining information about a location or position of a 

mobile device. In some embodiments, such software may be used to identify a location of a 

10 user of a mobile and/or handheld device (e.g., a moveable processor, such as a handheld 

computer, mobile phone or smartphone, laptop, other portable electronic device, etc.). For 

example, software running on a mobile device may cause the device to transmit or otherwise 

provide information (e.g., to a server or other processor, a unique identifier, a set of signal 

strengths, etc.) that can be used to determine the position of the client mobile device.  

15 [353] In some embodiments, a gaming application (e.g., a main application, a wrapper 

application, a softtag application, etc.) may perform one or more actions to facilitate such 

features. For example, such an application may be assigned a unique identifier (e.g., as part of 

a sign up process). As another example, such an application may be provided with a list of 

allowed access points and/or a reference to where such a list may be obtained (e.g., from a 

20 gaming service). In some embodiments, such a gaming application may determine one or 

more signal strengths form one or more wireless access points and/or one or more access 

point identifiers that may be accessed from a current location. ). In some embodiments, an 

application may determine a network to which the mobile device is accessing a gaming 

service (e.g., a wifi network at a casino, a wifi network at a Starbucks in Las Vegas, and so 

25 on).  

[354] In some embodiments, one or more identifiers and/or signal strengths may be 

transmitted to a gaming service and/or other location (e.g., with a request to gamble). In some 

embodiments, an identifier of such a network may be used to determine that the network is 

approved For example, the network identifier may be compared with a listing of allowed 

30 networks (e.g., by a gaming service, by a mobile device, by the application). If the network is 

in the list, then the network may be in an approved location and gaming may be allowed. In 

some embodiments, a request to a gaming service may include an identification of the 

network so that such a determination may be made by the gaming service. . In some 

embodiments, a set of signal strengths and/or access point identifiers may be used to 
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determine if a location is approved. For example, a set of signal strengths and/or access 

points may be compared to a set of approved signal strengths and/or access points. Some 

example embodiments of such comparisons are described in U.S. patent application number 

12/197,809, which is hereby incorporated herein by reference.  

5 [355] Some embodiments may include determining that a network is in an allowed location 

and/or identifying allowed signal strengths and/or access points. For example, some 

embodiments may include an agent identifying that a network, access points, and/or signal 

strengths are in a allowed location to a gaming service (e.g., an agent may observe a 

boundary of a network and determine that the network is within a boundary of an allowed 

10 location, the agent may send a message to a gaming service identifying that communication 

network and that it is in an allowed location, the agent may determine that signal strengths 

and/or access points at various locations are valid and/or invalid based on the location 

compared to legal requirements). In response to receiving such information, a gaming service 

may associate the communication network, signal strengths, and/or access points with being 

15 in an allowed location.  

[356] Such an application may run on any supported operating system or systems. Such 

operating systems may include any operating systems for computers, servers, handheld 

devices, and/or other devices. Such supported operating systems may include Windows 

operating systems such as Mobile 5 PocketPC, Windows Mobile 6 Classic, Windows Mobile 

20 6 Professional, and other operating systems, Mac operating systems, Linux, and other 

systems.  

[357] In some embodiments, the software may be capable of accomplishing various 

functions and have various features, including (but not limited to) one or more (or all) of the 

following, e.g., in some embodiments: support client maintenance, e.g., from a Positioning 

25 Engine (e.g., a position engine provided by the company Ekahau); adjust scan settings, e.g., 

for multiple devices, e.g., at the same time (or at multiple different times); display battery 

level status (e.g., from Ekahau Engine); does not require Ekahau Client Connector; Supports 

Ekahau RTLS 4.x Location and Maintenance Protocols (ELP, EMP); includes a new user 

interface in the PPC Client: PPC Client settings are maintained using Ekahau Positioning 

30 Engine; Laptop Client may not have a UI: settings are set in the installer or settings are 

maintained using Ekahau Positioning Engine; and/or may or may not affect association / 

authentication.  

[358] Various examples of determining a time period for rechecking a location are given 

elsewhere with respect to a geofencing embodiment. Such feature may apply to a softtagging 
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or other embodiment. For example, particular networks, access point and/or signal strength 

sets may be associated with different time periods between location checks based on a 

distance form an edge of a boundary of an approved area, a state, a reliability, and so on.  

Similarly, speed of movement may be used to determine such time periods in some 

5 embodiments.  

[359] It should be recognized that various examples of softtagging are given as non-limiting 

examples only and that other methods and/or apparatus may be used as desired. Any desire 

location services may be used in combination and/or exclusively. For examiner, some 

embodiments may include determining that a device is both using an approved network and 

10 in a geofence.  

Location Affinity Examples 

[360] Some embodiments may include associating a particular location with one or more 

advertising elements, available games, user interfaces, skins, user accounts, and so on. For 

15 example, in some embodiments, a user that is in the M Resort may be allowed to play games 

(e.g., sports wagers, and/or casino games) that may be allowed by the M Resort. For example, 

the user may be limited to only games that are offered by the M, approved by the M, have an 

M skin, and/or are otherwise limited and/or customized based on being located within the M 

Resort. In some embodiments, a user may be limited to using an account at the M Resort 

20 when located in the M Resort. In some embodiments, a user may be limited to selecting an 

M Resort account from a list of accounts from which to place wagers, an M Resort App, an 

M Resort menu item from a menu of gaming items, and/or other elements related to the M 

Resort when in the M Resort. In some embodiments such restriction may apply to a particular 

type of gaming such as casino gaming but may not to another type of gaming, such as sports 

25 gaming.  

[361] For example, in some embodiments, if a user is in a geofence that is around the M 

Resort, the user may be determined to be in the M Resort. For example, one of the geofences 

described above may be around the M Resort and a query result from a location service may 

indicate whether the user is in or out of that particular geofence to be used by a gaming 

30 service to determine whether the user is in or out of the M Resort. In some embodiments, if a 

user is accessing a M Resort communication network for gaming (e.g., an M Resort wifi 

network), the user may be determined to be in the M Resort. In response to being determined 

to be in the M Resort, features may be enabled and/or disabled as desired (e.g., a user may be 

prevented from logging into a non-M Resort account.  
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[362] In some embodiments, determining a location may be performed using geofencing 

such that a first geofence around a casino and a second geofence around a city may be used.  

For example, such a concentric geofencing may allow for a user in a casino to be limited to 

things approved by the casino, but a user outside of the casino to be allowed to use things 

5 approved outside the casino, which may include more, fewer, same, and/or different things 

than those approved in the casino. For example, more than one type of gaming may be 

allowed outside the casino, such as sports wagers from multiple books not just the M Resort 

and/or casino games using money from accounts not located at the M Resort.  

[363] In some embodiments, as an alternative and/or addition to determining location based 

10 on geofencing a determination of allocation may be based on available communication 

networks. For example, one or more determinations may be made by a software application 

of a device as to whether one or more wireless networks or other communication networks 

from a set of pre-approved networks are available. Each such preapproved communication 

may be associated with a particular location. If a wireless network of the set of wireless 

15 networks is available, then the device may be required to establish a connection to that 

network in order to play a game. Access to gaming through any other network such as a 

cellular network that may also be available may be prohibited when one or more of the pre

approved networks are available. Accordingly, in some embodiments when inside of a casino 

such as the M Resort that may offer a wireless connection to an M Resort network that is 

20 associated with being in the M Resort, a device may determine that the pre-approved M 

Resort network is available. The device may stop access to a cellular network for gaming 

purposes in response to determining that the pre-approved network is available. The device 

may connect to the M Resort network in response to determining that the M Resort network 

is available. Limitations, abilities, restrictions and so on associated with being in the M 

25 Resort may be associated with gaming using the M Resort network, and therefore, the device.  

Such limitations may be imposed upon the device by the device, by a server to which the 

device connects, by a gateway through which the device connects, and/or in any other way.  

For example, in some embodiments, based on an SSID on the network, a gateway server may 

limit available accounts that may be signed into, based on the account signed into, a central 

30 server may limit available gaming options, based on the SSID of the network, a device may 

apply a skin and/or restrictions, based on an SSID a central server may apply limitations, and 

so on.  

[364] Such information about networks and/or locations may be used to distribute winnings, 

direct advertising, prevent users form becoming angry or feel cheated by a casino in which 
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they are located even though they are playing games that may be offered through another 

casino, and so on.  

[365] In some embodiments, to accomplish such network limited functionality, a device 

may be configured to check for an availability of one or more pre-approved communication 

5 networks, such as a Wi-Fi connection (e.g., by a gaming application, a wrapper application, 

etc.). Such checking may take place periodically, continually, randomly, on demand, and so 

on. When any one of those pre-approved communication networks is available, the device 

may connect to that instead of any other network s. If multiples are available then a strongest 

signal or otherwise preferred network may be used.  

10 [366] In some embodiments, to continue ensuring that no remote control is used through a 

Wi-Fi 33 connection so that a player is physically present, when gaming through a cellular 

network, the Wi-Fi 33 may be disabled for actual data receipt and/or connection unless 

and/or until such a pre-approved network is detect, a Wi-Fi 33 connection may be turned 

on for mini boosts only to check if the network is available (in some embodiments, during 

15 which time the other gaming may be suspended), a Wi-Fi 33 device may be on but unable 

to connect to any network accept the preapproved networks, a Wi-Fi 33 device may be 

controlled by a proprietary software that limits access to any networks other than the 

preapproved networks, and so on.  

[367] When a pre-approved network is detected a cellular network may be no longer 

20 available for gambling through a gaming application (e.g., the application may be notified of 

the availability and disconnect from or otherwise limit access to a gaming server through the 

cellular network, a gaming server may be notified and limit access to games, and so on). The 

user may be prompted to login through the Wi-Fi 33 network and/or may automatically be 

logged in through such a network instead. Similarly when the Wi-Fi 33 network is no 

25 longer available, if the cellular network is available, the user may be prompted to login there 

and/or may be automatically logged in there instead.  

[368] A start up process that may be performed before gaming is allowed on a mobile 

device in such an embodiment may require that Wi-Fi 33 be enabled throughout the use of 

the device, may require that a Wi-Fi 33 diagnostic be passed, may require that an 

30 approved application has control over a Wi-Fi 33 device, and so on. If no approved Wi

Fi 33 network is available, the cellular network may be used to gamble such as described 

elsewhere herein, for example.  

[369] It should be recognized that various examples of location service and/or location 

affinity are given as non-limiting examples only.  

94



WO 2012/021806 PCT/US2011/047588 

Limiting Remote Control of Mobile Device Examples 

[370] In some embodiments, an ability to remotely access a cell phone may be controlled.  

Such an ability may be restricted, prevented, and/or not available, for example. In some 

5 embodiments, one or more methods and/or devices may be used to prevent remote 

connections to a mobile device while a customer is performing wagering related activities 

using the mobile device and/or if the mobile device is authorized to perform wagering 

activities.  

[371] Some example mobile devices may include any number of communication interfaces 

10 (e.g., 4) that may be controlled to prevent remove access of the mobile device. It should be 

recognized that some embodiment may include more, fewer, different such interfaces and that 

the example interfaces are given as non-limiting examples only. Such example interfaces may 

include 1. Wi-Fi, 2. Dock/USB, 3. Blue tooth, 4. Cellular Network (may not support 

incoming connections).  

15 [372] In some embodiments, incoming remote connections to a mobile device may be 

disabled, may not be possible and/or my otherwise may be prevented over a cellular network 

connection. In some embodiments, one or more communication interfaces may be disabled at 

a time relative to when a player performs wagering related activities (e.g. places a wager). In 

some embodiments, such disabling may include preventing a customer from remotely 

20 controlling a phone so that the customer may be at the location of the phone when the 

wagering activity takes place. In some embodiments, if while in the sports betting 

application, the customer enables a disabled communication interface, and/or a remote 

connection is made through such an interface, in response to determining that such an 

enabling occurs and/or such a connection being made, a customer's sports betting session 

25 may be terminated and/or disabled (e.g., with a warning message, without a warning 

message, a sports wagering application may be terminated, a communication session may be 

terminated, a gaming service may be notified, and so on).  

[373] In some embodiments, a mobile gaming application may make check to determine 

whether a communication interface is enabled and/or whether a communication session 

30 through such an interface is active. For example, an application may occasionally, in response 

to an action, periodically, and so on check if a communication interface is enabled and/or if a 

communication session is active. Such a checking may be made by calling one or more APIs.  

For example, an Android OS API may be used. Some examples of such APIS may include: 

Class: UiModeManager 
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public int getCurrentModeType 0 

Since: API Level 8 

Return the current running mode type. May be 

Configuration.UI_MODETYPENORMAL, 

5 Configuration.UI_MODETYPEDESK, and/or 

Configuration.UIMODETYPECAR 

May check if device is docked or connected to USB 

Class: WifiManager 

10 public boolean isWifiEnabled ( 

Since: API Level 1 

Return whether Wi-Fi is enabled or disabled.  

Returns true if Wi-Fi is enabled 

See Also 

15 getWifiState() 

May check if WIFI is enabled 

Class: BlueToothAdapter 

public boolean isEnabled ( 

20 Since: API Level 5 

Return true if Bluetooth is currently enabled and ready for use.  

Equivalent to: getBluetoothStateo == STATEON 

Requires BLUETOOTH 

Returns true if the local adapter is turned on 

25 

[374] In some embodiments, a wagering application on a client device may include one or 

more programs. A first application may include, for example, an AIR 2.5 application built on 

Android 2.2 platform using Flash AS3. A second application may include, for example an 

Android wrapper application that launches and monitors the current device status. In some 

30 embodiments, a customer facing application may include a launcher that may launch the AIR 

2.5 application after checking the status of remote connection access points such as Wi-Fi, 

Bluetooth and dock. The application may be launched if all external connection methods are 

disabled. Once successfully launched, if the customer enables one or more of these access 
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points, the application may terminate. If the compliance validator service terminates and 

cannot provide status to the application, the application may terminate.  

[375] Some embodiments may prevent a user from making and/or accepting phone calls.  

For example, an application may be closed if a phone call is made and/or received during a 

5 gaming session and/or while a gaming application is being executed. In some embodiments, a 

user may be prevented from changing a focus, running multiple applications, running other 

applications, and so on while a gaming application is executed. It should be recognized that 

any desired set of actions may be made to prevent remote access as desired.  

[376] It should be recognized that various examples of application are non-limiting and that 

10 other embodiments may include a single application, any number of applications, no 

applications, any language, any technology, any devices, any operating systems, and so on.  

Example Components 

[377] Some embodiments may include one or more actors, programs, devices, servers, 

15 components, entities, architectures, and so on. Some examples may include: 

[378] A customer and/or mobile device user, a customer service agent associated with a 

gaming operator that may be located at a gaming related property, a customer service help 

desk that may be accessible via a toll-free number for assistance to mobile customers (e.g., 

help desk information may be displayed to customer whenever any validation fails), an 

20 Android Wrapper Application (e.g., an application written in the Android OS language and/or 

other language used to authenticate device and monitor phone status), an AIR Mobile gaming 

Client (e.g., a NGCB approved Adobe Flash application installed on the phone that may be 

the current user interface to allow customers to sign-in, play mobile gaming, and view 

account history), a Device Authenticator Service (e.g., an SSL secured service that provides 

25 the mechanism for the Android Wrapper application to authorize the phone, a provider of an 

internal (i.e. only accessible inside the firewall) interface to validate requests made to systems 

from approved devices), a gateway (e.g., an SSL secured NGCB approved middleware 

communication service that proxies requests to DAS and the account based mobile gaming 

system), a Win32 Wrapper Application (e.g., an Application written in the Win32 language 

30 used to authenticate device and monitor PC status. It should be recognized that Win32 

language and PCs are given as non-limiting examples only and that that any technology may 

be used as desired. In some embodiments, a mobile device may include a data adapter, a 

mobile phone, a smart phone, a laptop, a pda, and so on.  
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[379] Figure 8 illustrate example architectures that may be used in some embodiments.  

Some embodiments may include a mobile device as indicated. Such a device may 

communicate with a gaming service (e.g., a gateway). Such a device may be used by a 

customer to enter wagers, select games to play, choose decisions in a game, log into an 

5 account, and so on. Some embodiment may include such a gateway and/or any desired 

components of a gaming service and/or third party services that may be in communication 

with a mobile device. Such a component may perform any desired actions (e.g., 

authentication, location, and so on). Some embodiments may include a location service. Such 

a location service may provide any desired actions related to determining if a mobile device 

10 is in an approved location. Such a location service may communicate with a mobile device 

and/or gaming service. Such a location service may include a communication provider for the 

mobile device, a gaming service itself, a third party, and so on. Some embodiments may 

include a gaming component. Such a gaming component may be used to place bets, 

determine wager results, track accounts, and so on. Such a wager component may be part of a 

15 gaming service provider. Such a gaming component may receive wagers, determine wager 

results, receive actions to take in a game, facilitate play of a game, transmit indications of a 

result of an action, facilitate adjustments to an account in response to such results, and so on.  

[380] The figures illustrate that some actions may be performed by some devices. It should 

be recognized that any desired actions may be performed by any devices in other 

20 embodiments. It should be recognized that any desired computing devices in any combination 

may be used in other embodiments.  

[381] Some embodiments may use MD5 hashing and/or any desired encoding scheme to 

encode information, such as system parameters. Information about MD5 hashing may be 

found at http://en.wikipedia.org/wiki/MD5. MD5 may include a message digest algorithm for 

25 encoding data. MD5 may help to ensure that 1) Once encoded, the data cannot be retrieved 

via forms of decoding (i.e. the original data is lost) 2) MD5 Hashing two different pieces of 

data (even if they're quite similar) produces different results and/or 3) MD5 Hashing 

identical data will produce the same result.  

[382] Some embodiments may use an SSL HTTPS protocol to facilitate secure 

30 communication between entities. In some embodiments, communication between client 

devices and DAS, gateway, and/or a component of a gaming service may be performed using 

via the SSL HTTPS protocol. This may ensure data integrity and/or security. Information 

about the HTTPS protocol may be found at http://en.wikipedia.org/wiki/Https.  
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[383] Some embodiments, such as those that may use an Android OS, may use private key 

signing to secure applications. For example, the OS may ensure: 1) two applications signed 

with different private keys cannot write to the data store of the other and/or 2) two 

applications signed with the same private key can write to the data store of the other.  

5 Information about such security may be found at 

http://developer.android.com/guide/topics/security/security.html.  

[384] Some embodiments, such as those that us Win32, may use process ids to secure 

applications. For example, a Win32 wrapper application may ensure: 1) two applications are 

running under the same user id and/or 2) Two applications are the only two processes running 

10 under the same user id.  

[385] Such examples are given as non-limiting only. It should be recognized that various 

embodiments may include any desired actors, programs, devices, servers, components, 

entities, architectures, and so on in any desired combination.  

15 Examples of Gaming Rules 

[386] Some embodiments may operate in compliance with one or more rules. It should be 

recognized that any rules and/or no rules may be used as desired. Any number of 

mechanisms, punishments, validations, and so on may be used to ensure that any one or more 

of the rules are followed. Some examples rules may include: 

20 [387] 1. Wagers are accepted within the approved geofences within the state of Nevada per 

Regulation 22.140 and Regulation 266.160. Nevada law prohibits wagers originating from 

outside the State of Nevada so such wagers may not be permitted. Accountholders may 

understand that it is illegal to place a wager originating outside the State of Nevada.  

[388] 2. Applications for wagering may be made in person at a race and/or sports book.  

25 Applicants may complete the approved account based wagering application and provide 

acceptable valid proof of identification, and/or social security number, per Regulation 22 and 

26c.  

[389] 3. Account applicants may be twenty-one (21) years or older.  

[390] 4. Account transactions may be made by the account holder. Accounts may be limited 

30 to the use of the individual named on the application. Account deposits and withdrawals may 

be made in person. Agents or other representatives may not be permitted.  

[391] 5. A minimum $100.00 deposit may be made to open an account. Deposits to the 

accounts may be made in cash. Wire transfers may be made to a patron's account in 

accordance with Nevada Gaming regulations.  
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[392] 6. Account deposits and withdrawals may be signed and authorized by the guest at the 

race and sports book during normal business hours. No agents or representatives may be 

allowed.  

[393] 7. Account withdrawals and subsequent deposits may be made at the location where 

5 the funds were initially placed on deposit.  

[394] 8. Account patrons may be required to provide their account number and acceptable 

valid identification when conducting account transactions in person.  

[395] 9. Wagers may not be accepted if they exceed the account balance.  

[396] 10. Wagers may be subject to established wagering limits.  

10 [397] 11. Rules, upon regulatory review, may be subject to change at any time.  

[398] 12. Minimum deposit may include $100, and minimum wager may include $5.  

[399] 13. Any desired house rules and/or regulations may apply to wagering accounts.  

[400] 14. Patrons may be provided, within a reasonable amount of time, a statement of their 

account showing wagering account deposits, wagering account withdrawals, credits to a 

15 wagering account, and/or debits to the wagering account made during the time period 

reported by the account statement. The request for such information may be done in writing 

and be signed by the patron whose signature on the request will be verified. Within the 

request, the patron may furnish details on the dispensing of the requested information. All 

postal mailing may be done via regular mail to the address requested by the patron. If the 

20 request by the patron is to personally receive the information, the information may be given 

to the patron, who may provide valid identification when receiving the information. The 

information may not be personally released to anyone but the patron who holds the account 

unless required by law or court order.  

[401] 15. Patrons may dispute any transaction according to Nevada Gaming Commission 

25 Regulation 7A.  

[402] 16. Casinos may make a print, electronic or other approved record of each sports 

transaction and may not accept any such wager or transaction if the recording system is 

inoperable. Recorded wagering transactions may be maintained for 60 days, per Regulation 

22 and 26c. The record of the patron's confirmation of all wagering information may be 

30 deemed to be the transaction of record, regardless of what was recorded by the computerized 

bookmaking or pari-mutuel system. The records may be made available to the Nevada 

Gaming Control Board upon request.  
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[403] 17. Guests may acknowledge that a wager placed using the system is binding on both 

parties only when the BET IS APPROVED on the system or the message "BET HAS BEEN 

ACCEPTED" is displayed.  

5 Other Embodiments 

[404] It will be understood that the technologies described herein for making, using, or 

practicing various embodiments are but a subset of the possible technologies that may be 

used for the same or similar purposes. The particular technologies described herein are not to 

be construed as limiting. Rather, various embodiments contemplate alternate technologies 

10 for making, using, or practicing various embodiments.  

[405] Modifications, additions, or omissions may be made to the method without departing 

from the scope of the invention. The method may include more, fewer, or other steps.  

Additionally, steps may be performed in any suitable order without departing from the scope 

of the invention.  

15 [406] While this disclosure has been described in terms of certain embodiments and 

generally associated methods, alterations and permutations of the embodiments and methods 

will be apparent to those skilled in the art. Accordingly, the above description of example 

embodiments does not constrain this disclosure. Other changes, substitutions, and alterations 

are also possible without departing from the spirit and scope of this disclosure, as defined by 

20 the claims herein.  
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WHAT IS CLAIMED IS: 

1. An apparatus comprising: 

a machine readable medium having stored thereon a set of instructions that are 

configured to cause a processor to: 

determine that a device is authorized to use a gaming service based on one or 

more characteristics of the device other than location; 

determine that a user of the device is authorized to use the gaming service; 

determine that the device is associated with a first location in which gaming 

activity is allowed; 

allow gaming activity based on the determination that the device is authorized, 

the determination that the user is authorized, and the determination that the device is 

associated with the first location; 

determine a period of time relative to the determination of the first location 

after which a location redetermination of the device should be made, in which the 

period of time is determined based on a distance of the first location from a boundary 

of an area; 

determine that the period of time has passed; and 

in response to determining that the period of time has passed, determine 

whether the device is associated with a second location in which gaming activity is 

allowed.  

2. The apparatus of claim 1, in which the instructions are configured to cause the processor to 

continue to allow the gaming activity in response determining that the device is associated 

with the second location.  

3. The apparatus of claim 1, in which the instructions are configured to cause the processor to 

prevent the gaming activity in response to determining the device is associated with a third 

location in which gaming activity is not allowed.  

4. The apparatus of claim 1, in determining that the device is authorized include determining 

that a mobile telephone number of the device has been signed up to have access to the 

gaming service.  
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5. The apparatus of claim 1, in which determining that the user is authorized includes 

authenticating a login and password.  

6. The apparatus of claim 1, in which determining that the device is associated with the first 

location in which gaming activity is allowed includes querying a geofencing service.  

7. The apparatus of claim 1, further comprising the processor.  

8. The apparatus of claim 1, in which determining the period of time includes determining a 

period of time that is larger when the distance is larger and smaller when the distance is 

smaller.  

9. The apparatus of claim 1, in which determining the period of time includes determining a 

period of time that is proportionate to the distance.  

10. The apparatus of claim 1, in which determining the period of time includes determining 

the period of time based on a speed and the distance.  

11. The apparatus of claim 10, in which determining the period of time includes determining 

a period of time that is proportional to the speed and the distance.  

12. The apparatus of claim 10, in which the instructions are configured to cause the processor 

to determine a location prior to the first location and determine the speed based on the first 

location and the prior location.  

13. The apparatus of claim 10, in which the determining the period of time includes 

determining the period of time based on the speed, the distance, and a direction.  

14. The apparatus of claim 13, in which the instructions are configured to cause the processor 

to determine a location prior to the first location and determine the direction based on the first 

location and the prior location.  

15. The apparatus of claim 13, in which the direction includes a direction relative to a 

direction of travel of the device.  

16. The apparatus of claim 1, in which the period of time includes a period of time that is 

greater when the boundary includes a boundary of a state than when the boundary includes a 

boundary within a state.  

17. The apparatus of claim 1, in which the boundary includes a boundary of a geofence.  
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18. The apparatus of claim 1, in which determining that the device is authorized includes 

determining that one or more communication ports of the device are disabled.  

19. The apparatus of claim 1, in which determining that the device is authorized includes 

determining comparing a hashed value based on at least one file stored on the device to an 

approved hashed value based on the at least one application.  

20. The apparatus of claim 1, in which determining that the device is authorized includes 

determining that one or more communication ports of the device are disabled, comparing a 

hashed value based on at least one file stored on the device to an approved hashed value 

based on the at least one application, and determining that a mobile telephone number of the 

device has been signed up for the gaming service.  

21. An apparatus comprising: 

a mobile device configured to transmit gaming requests to a gaming service, 

communicate through a communication service, and provide a user interface to a customer; 

and the gaming service, in which the gaming service is configured to: 

determine that the mobile device is authorized to use the gaming service based 

on one or more characteristics of the device other than location; 

determine that the customer is authorized to use the gaming service; 

determine that the device is associated with a first location in which gaming 

activity is allowed; allow gaming activity based on the determination that the device 

is authorized, the determination that the user is authorized, and the determination that 

the device is associated with the first location; 

determine a period of time relative to the determination of the first location 

after which a location redetermination of the device should be made, in which the 

period of time is determined based on a distance of the first location from a boundary 

of an area; 

determine that the period of time has passed; and 

in response to determining that the period of time has passed, determine 

whether the device is associated with a second location in which gaming activity is 

allowed.  
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22. The apparatus of claim 21, in which the gaming service includes one or more servers.  

23. The apparatus of claim 21, in which the mobile device includes a cellular telephone and 

the communication service includes a cellular phone service.  
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