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A system and method for de-
ploying one or more software pack-
ages (18) over a communications in-
terface (1). A push trigger (10) is
sent to a server computer (2). In re-
sponse to the trigger (10), the server
computer (2) generates a notification
package (12, 13, 14). The notifi-
cation package (12, 13, 14) is sent
over the communications interface
(1) to at least one client computer
(2). Each client computer (2) con-
tains at least one notification trans-
port (15, 16, 17) which recognizes
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port (15), UNC transport (16), and

opportunistic transport (17) are de-
scribed.
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DESCRIPTION

PUSH DEPLOYMENT OF SOFTWARE PACKAGES
USING NOTIFICATION TRANSPORTS

RELATED APPLICATION

A related patent application is U.S. patent application
Serial No. 08/664,388 filed June 14, 1996 by Richard Scott
Sadowsky entitled "Use of Polymorphic Package Files to Update
Software Components", which patent application is hereby
incorporated by reference in its entirety into the present

patent application.

TECHNICAL FIELD

This invention pertains to the field of using push
technology to deploy software packages from at least one server

computer to at least one client computer.

BACKGROUND ART

A software product known as BackWeb is a product that
manages software updates using push installation. However,
unlike the present invention, BackWeb uses an HTTP connection,
which requires access to the World Wide Web component of the
Internet. The present invention is not so limited. For
example, the present invention can work on top of conventional
e-mail systems in environments where access to the World Wide
Web is not available. E-mail is currently used by over 70
million users worldwide; and provides for a fast, convenient,
automatic, and inexpensive way to deploy software updates.
Furthermore, the present invention employs true push technology
unlike BackWeb, which pulls on a given "channel", i.e., BackWeb
looks at a given URL (Universal Rescurce Locator). 1In the e-
mail embodiment of the present invention, messages are gqueued
and processed efficiently by the e-mail post office, and the

user need not maintain constant access to the Internet. Another
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advantage of the present invention over BackWeb is that the
BackWeb client software is over 4 megabytes in size, whereas the
present invention's agent software is under one megabyte.
Finally, the present invention, unlike BackWeb, does not subject

the user to viewing vendors' advertisements.

DISCLOSURE OF INVENTION

The present invention is a system and method for deploying
a software package (18) over a communications interface (1).
The method comprises the steps of sending a trigger (10) to a
server computer (2). In response to the trigger (10), the
server computer (2) generates a notification package (12, 13,
14). The notification package (12, 13, 14) is sent over the
communications interface (1) to at least one client computer
(4) . The notification package (12, 13, 14) is recognized by a
notification transport (15, 16, 17) located within each client
computer (4). The notification transport (15, 16, 17) then
instructs the server computer (2) to automatically push the
software package to the client computer (4) over the

communications interface (1).

BRIEF DESCRIPTION OF THE DRAWINGS

These and other more detailed and specific objects and
features of the present invention are more fully disclosed in
the following specification, reference being had to the

accompanying drawings, in which:

Figure 1 is a block diagram of a computer system

architecture that may advantageously use the present invention.

Figure 2 is a block diagram of components on server

computer 2 side of communications interface 1 of the present

invention.
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Figure 3 is a flow chart illustrating method steps that are
performed within server computer 2 in a preferred embodiment of

the present invention.

Figure 4 is a block diagram illustrating method steps that
are performed within client computer 4 in a preferred embodiment

of the present invention.

Figure 5 is a block diagram illustrating a more general

embodiment of the present invention.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Figure 1 illustrates an operating environment in which the
present invention may advantageously be employed. One or more
server computers 2 are coupled to a communications interface 1
via links 3. Communications interface 1 may be any
communications interface, such a direct modem connection, the
Internet, an intranet, an extranet, or any combination thereof

(mixturenet).

Within each server computer 2 is a server software module 6
that has been designed to perform method steps of the present
invention. Also coupled to communications interface 1 via links
5 are one or more client computers 4. Within each client
computer 4 is an agent software module 8 that has been designed

to perform method steps of the present invention.

Links 3 and 5 can be electrically conductive wires, fiber
optic cables, wireless links, or any combination thereof.

Furthermore, links 3 and 5 can be local or remote links.

Computers 2 and 4 can be any type of computer, and are
typically digital computers. In any given system, computers 2
may be similar or identical to each other or may be different.
Similarly, computers 4 may be similar or identical to each other
or to server computers 2, or may differ therefrom. Server
modules 6 and/or agent modules 8 may be implemented in firmware,
hardware, and/or software, but for purposes of simplicity will

normally be referred to herein as software modules.

Figures 2, 3, and 4 illustrate a preferred embodiment of
the present invention in which the notification transport is an

e-mail (electronic mail) transport 15.

Figure 5 illustrates a more general embodiment of the
present invention in which a UNC (Universal Naming Convention)

transport 16 and an opportunistic transport 17 are also shown.
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Figure 2 illustrates components that are typically present
on the server computer 2 side of communications interface 1.
Push trigger 10 is a message that is activated upon a certain
event, or combination of events, e.g., the end of the month, the
presence of new anti-virus information posted within host
computer 11, etc. Trigger 10 can comprise software that has
been preprogrammed to trigger upon said event or events.
Alternatively, trigger 10 can be generated by a human operator

activating some device, such as a computer keyboard.

Trigger 10 may include a set of addresses corresponding to
client computers 4 that are intended to receive the

corresponding one or more software packages 18.

Trigger 10 is sent over link 7 to server computer 2. Link
7 may be a remote or local link, and may be wired, wireless, or
comprise fiber optic cables. Host computer 11 may be part of
server computer 2, may be identical with server computer 2, may
encompass server computer 2, or may be a standalone computer.
Host computer 11 contains one or more software packages 18 that

will be deployed to one or more client cocmputers 4.

Each software package 18 may contain a computer program, a
software patch, new data, or any combination of these items. A
given software package 18 may comprise polymorphic software.
When host computer 11 is separate from server computer 2, host
computer 11 and server computer 2 communicate with each other
via link 9, which may be a remote or local link, and may be
wired, wireless, or comprise fiber optic cables. 1In the
embodiment illustrated in Figures 2, 3, and 4, server computer 2
contains an e-mail system 19 (which may be an existing system)
typically including storage, protocols, address tables, and
communications links. For example, e-mail system 19 may be a

MAPI (Messaging Application Programming Interface) e-mail system
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used in conjunction with a Windows 95 or a Windows NT operating

system.

Figure 3 illustrates method steps performed by server
software 6. At step 60, software 6 is activated and waits for
trigger 10. 1In an alternative embodiment, software 6 could be
dormant and could be activated by trigger 10. At step 61,
software 6 receives trigger 10 over link 7. At step 62,
software 6 inquires as to whether trigger 10 is a push trigger.
Step 62 could be implemented, for example, by having a pre-
established field within trigger 10 of predetermined size, where
a predetermined sequence of bits indicates a valid push trigger.
If trigger 10 is not a valid push trigger, then processing is
terminated at step 63. If, on the other hand, trigger 10 is a

valid push trigger, step 64 is executed.

At step 64, optional but highly desirable authentication
and validity substeps are performed. For example, the
authentication substep can establish that a legitimate person
and not a spoofer originated push trigger 10. This can be
accomplished by having previously encrypted all or a portion of
push trigger 10 and having the authentication substep decrypt
the previously encrypted information. Alternatively, the
authentication could be performed by cryptographic
authentication, e.g., by a method of digital signatures. The
digital signature ties the contents of a specific software
package 18 with the contents of a specific push trigger 10. The
digital signature is added to trigger 10. After arrival of
trigger 10, software 6 (at step 64) reads the digital signature
from trigger 10 and recomputes the digital signature based upon
the contents of trigger 10 and the contents of software package
18. If the computed digital signature matches the digital
signature stored in trigger 10, then trigger 10 is authentic.

If not, trigger 10 is a forgery.
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The digital signature can be computed using standard
encryption algorithms of arbitrary strength. A message digest
can first be created using a one-way hash function such as MD5
or MD52. The message digest 1is then signed by applying a
encryption routine, for example, a block cipher such as Blowfish

described in Schneier, Applied Cryptography (John Wiley & Sons,

Inc. 2d Ed. 1996), pp. 336-339. An advantage of using Blowfish
is that it has a variable keylength. Under current U.S. law,
the keylength can be arbitrarily strong for use within the
United States but must be limited to certain lengths for export
outside of the United States. Thus, the variable keylength
feature allows software 6 to be modified to provide very strong
encryption where allowed by law and yet provide a weaker but

exportable form of encryption to restricted countries.

The key used to sign the message digest is calculated by
performing operations on software package 18. This binds
trigger 10 to the specific software package 18. This ensures
that the sending of trigger 10 will not cause access to any
other server computer 2, preventing malicious programs from
spamming the system. FEach trigger 10 must be sent or provoked

with knowledge of the software package 18 that is intended.

The optional validation substep within step 64 could, for
example, check the address fields within trigger 10 to ensure

that these fields are of the correct length and format.

If the authenticity and wvalidity substeps are not
satisfactorily passed, processing i1s terminated at step 65. 1If
the authenticity and validity substeps are passed, control

passes to optional step 66.

The ocutput of software 6 is one or more notification
packages 12, which, in this particular embodiment, are e-mail

notification packages 12. Each notification package 12 contains
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an address of an intended recipient 4, a notification message,

and optionally the software package 18 itself.

Optional step 66 is a load balancing step. Step 66 can be
useful when there are many software packages 18 to be deployed
and/or many intended recipients 4. Load balancing can comprise
batching like notification packages 12 together, introducing
time delays into some of the notification packages 12 to avoid

overload of the communications interface 1, etc.

Figure 4 illustrates method steps performed by agent
software 8. In step 80, software 8 is activated and waits for
receipt of the notification package 12. Alternatively, software
8 could be activated by package 12. However, in the preferred
embodiment, software 8 is first activated, which is why it is

referred to as agent software rather than client software.

In step 81, software 8 receives the e-mail notification

package 12 over link 5.

Step 82 is then entered, wherein a determination is made as
to whether the e-mail notification package 12 contains a push
notification. This can be done, for example, by examining a
pre-established field for a pre-established sequence of bits.
If a push notification is not present, processing is terminated
at step 83. TIf a push notification is present, control passes

to step 84.

At optional but highly useful step 84, the authenticity of
the e-mail notification package 12 is tested. This can be done
similarly, identically, or analogously to the authenticity
substep described above in conjunction with step 64. If the
package 12 is found to be non-authentic, processing is
terminated at step 85. If package 12 is found to be authentic,

control is passed to step 86.
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At step 86, software 8 determines whether one or more
attachments are part of e-mail notification package 12. If the

answer is yes, control is passed to step 90.

At step 90, software 8 determines whether the attachments,
which in the preferred embodiment correspond to software
packages 18, have been compressed, e.g., to conserve bandwidth
or to speed processing time when traversing communications
interface 1. 1If a software package 18 has been compressed, it

is decompressed at step 90. Control is then passed to step 91.

At step 91, software 8 deploys software package 18 within

client computer 4.

If step 86 determines that an attachment is not part of e-
mail notification package 12, control is passed to step 87, in
which software 8 determines whether communications interface 1
comprises the Internet. If so, control is passed to Internet
utility 88. Utility 88 may be, for example, as described in the
aforesaid U.S. patent application serial no. 08/664,388. The
system and method described in said patent application resemble
those embodied in a software feature known as LiveUpdate, which
is part of the commercially successful software known as Norton
AntiVirus. Utility 88 automatically sends a message to server
computer 2 requesting that software package(s) 18 as identified
in notification package 12 be sent to client computer 4. Server
computer 2 having been programmed to comply with this request,
then automatically pushes the software package(s) 18 to client

computer 4.

If communications interface 1 does not comprise the
Internet, push/pull utility 89 is invoked. Utility 89 performs
an automatic and fast transfer and installation of software
package(s) 18 via a network UNC (Universal Naming Convention).
No FTP (File Transfer Protocol) or other Internet connection is

required. In an embodiment of the present invention that has
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been built, utility 89 is only 60K bytes in size. It works in
conjunction with packages 204 and 214 of the aforesaid U.S.
patent application 08/664,388. Since UNC rather than FTP is
used to install the package 204, 214 directly, the process is

very efficient for users with fast network connections.

When utility 88 or utility 89 has completed its assigned

tasks, control is passed to decompression step 90 as before.

Figure 5 illustrates a more general embodiment of the
present invention in which other notification transports 16, 17
can be used in conjunction with or in addition to e-mail
notification transport 15. Figure 5 illustrates an embodiment
in which e-mail notification transport 15, UNC notification
transport 16, and opportunistic transport 17 are all present
within the same agent software 8. Alternatively, any particular
agent software 8 that is in the system can contain just one or
two of the varying types of notification transports 15, 16, 17.
Similarly, an e-mail notification package 12, UNC notification
package 13, and opportunistic notification package 14 could all
be present within the same server computer 2 or within two or

more different server computers 2.

UNC notification package 13 and opportunistic notification
package 14 are analogous to e-mail notification package 12.
Similarly, UNC notification transport 16 and opportunistic
notification transport 17 are analogous to e-mail notification

transport 15.

In the case where a Windows operating system is used, each
type of transport 15, 16, 17 typically comprises a DLL (Dynamic
Link Library). DLL's 15, 16, and 17 become active when the

associated agent software 8 becomes active.

E-mail notification has previously been described in

conjunction with Figures 2, 3, and 4.

10
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In the case of UNC notification, once UNC notification
package 13 1is generated by server computer 2, UNC DLL 16
examines package 13 and determines whether ‘it contains
notification of a new version of a software package 18 beyond
what has already been installed within the associated client
computer 4. This may be done, for example, by DLL 16 examining
date and time fields associated with software currently residing
within client computer 4, and comparing these date and time
fields with corresponding fields within notification package 13.
If DLL 16 determines that package 13 contains notification of a
new software package 18, the contents of UNC notification
package 13 are transmitted to DLL 16. DLL 16 then typically
invokes push/pull utility 89 to command server computer 2 to
automatically push the software package 18 to client computer 4,

as described above in conjunction with e-mail notification.

Opportunistic notification works by means of opportunistic
transport 17 constantly watching (patrolling) a pre-designated
segment of communications interface 1. When a new connection is
made to this pre-designated segment of communications interface
1 via a 1link 3, DLL 17 checks to see whether a new software
package 18 is being offered. This can be done, for example, by
DLL 17 examining date and time fields associated with software
currently residing within client computer 4, and comparing these
date and time fields with corresponding fields within
opportunistic notification package 14. When a new software
package 18 is detected, DLL 17 typically invokes push/pull
utility 89 to command server computer 2 to automatically push
the software package 18 to client computer 4, as described above

in conjunction with e-mail notification.

The above description is included to illustrate the
operation of the preferred embodiments and is not meant to limit
the scope of the invention. The scope of the invention is to be

limited only by the following claims. From the above

11
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discussion, many variations will be apparent to one skilled in
the art that would yet be encompassed by the spirit and scope of

the present invention.

What is claimed is:

12
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CLAIMS

1. A method for deploying a software package over a

communications interface, said method comprising the steps of:
sending a trigger to a server computer:

in response to the trigger, generating within the

server computer a notification package;

sending the notification package over the

communications interface to at least one client computer;

recognizing the notification package by means of a

notification transport located within each client computer; and

allowing the notification transport to instruct the
server computer to automatically push the software package to

the client computer over the communications interface.

2. The method of claim 1 wherein the server computer

determines that the trigger is a push trigger.

3. The method of claim 2 wherein the server computer

authenticates and validates the push trigger.

4. The method of claim 1 wherein the server computer

respectively sends a plurality of notification packages to a

plurality of client computers, and the server computer performs

load balancing of the notification packages.

5. The method of claim 1 wherein at least one

notification transport is an e-mail transport.

6. The method of claim 1 wherein at least one
notification transport is a universal naming convention

transport.

13
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7. The method of claim 1 wherein at least one

notification transport is an opportunistic transport.

8. The method of claim 1 wherein the allowing step
comprises the substep of the client computer determining whether

the notification package contains the software package.

9. The method of claim 8 wherein, when the client

computer determines that the notification package contains the

software package, the client computer deploys the software

package within the client computer.

10. The method of claim 8 wherein, when the client
computer determines that the notification package does not
contain the software package, the client computer determines

whether the communications interface comprises the Internet.

11. The method of claim 10 wherein, when the client
computer determines that the communications interface comprises
the Internet, the client computer asks the server computer for

the software package by means of invoking an Internet module.

12. The method of claim 10 wherein, when the client
computer determines that the communications interface does not
comprise the Internet, the client computer asks the server
computer for the software package by means of invoking a

push/pull module.

13. A system for deploying software packages over a

communications interface, said system comprising:

at least one server computer, each server computer
linked to the communications interface and to a software package

to be deployed;

at least one client computer, each client computer

linked to the communications interface;

14
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a push trigger coupled to each server computer and

adapted to initiate a deployment of the scftware package; and

a notification transport located within each client
computer, saild notification transport adapted to communicate
with a notification package generated by a server computer in

response to a push trigger.

14. The system of claim 13 wherein at least one

notification transport is an e-mail transport.

15. The system of claim 13 wherein at least one
notification transport is a universal naming convention

transport.

16. The system of claim 13 wherein at least one

notification transport is an opportunistic transport.

17. A computer-readable medium containing a computer
program that performs a method for deploying a software package
over a communications interface, said method comprising the

steps of:
sending a trigger to a server computer:

in response to the trigger, generating within the

server computer a notification package;

sending the notification package over the

communications interface to at least one client computer;

recognizing the notification package by means of a

notification transport located within each client computer; and

allowing the notification transport to instruct the
server computer to automatically push the software package to

the client computer over the communications interface.

15
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