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SHARED VIRTUAL DEVICE PORTS

BACKGROUND

1. Technical Field

[0001] The present disclosure relates to virtual devices in computer networks.

2. Description of the Related Art

[0002] A spanning tree is a data structure used to map the paths to the devices in a network.
The spanning tree is typically used as a way to avoid loops in the network that could lead to
crashes or infinite delays during routing of traffic. Multiple Spanning Tree Protocol (MSTP),
as defined in IEEE 802.1q, is a standard wherein multiple spanning trees are utilized in a
computer network. MSTP allows Virtual Local Area Networks (VLANSs) to be mapped to a
different spanning tree instances within the same network, such that traffic corresponding to
a first VLAN may be routed according to a first spanning tree, while traffic corresponding to

a second VLAN may be routed according to a second spanning tree.

[0003] Devices running the MSTP have one or more ports. In addition to mapping each

VLAN to a spanning tree, each VLAN can also be matched to one or more of the ports.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIG. 1 depicts an example network that includes layer 2 Ethernet bridges conforming
to IEEE Std.™ 802.1D-2004 (IEEE 802.1D) or IEEE Std. 802.1Q-2003 (IEEE 802.1Q).

[0005] FIG. 2 illustrates an example of a port table in accordance with an embodiment of the

present invention.

[0006] FIG. 3 illustrates an example method for configuring multiple virtual devices to share
a single physical port of a network device in accordance with an embodiment of the present

invention.

[0007] FIG. 4 illustrates an example method for handling a packet in a network device in

accordance with an embodiment of the present invention.

[0008] FIG. 5 illustrates an example apparatus for configuring multiple virtual devices to
share a single physical port of a network device in accordance with an embodiment of the

present invention.

[0009] FIG. 6 illustrates an example apparatus for handling a packet in a network device in

accordance with an embodiment of the present invention.

[0010] FIG. 7 illustrates a simplified architecture of a switch.
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DESCRIPTION OF EXAMPLE EMBODIMENTS
Overview

[0011] In one embodiment, a solution is provided wherein multiple virtual devices may be
configured on the same physical port of a network device. For example, a first virtual device
and a second virtual device may be configured to use the same physical port. A single
internal spanning tree instance may be configured for both the first virtual device and the

second virtual device.

Examples

[0012] In this application, numerous specific details are set forth in order to provide a
thorough understanding of the present invention. It will be obvious, however, to one skilled
in the art, that the present invention may be practiced without some or all of these specific
details. In other instances, well known process steps have not been described in detail in

order to not obscure the present invention.

[0013] FIG. 1 depicts simple network 100 that includes layer 2 Ethernet bridges conforming
to IEEE Std.™ 802.1D-2004 (IEEE 802.1D) or IEEE Std. 802.1Q-2003 (IEEE 802.1Q) 105.
In this example, there are 9 bridges A-I and three stations, 140-142, connected via 12 local
area networks (LANS) 125, 130, and 150 (10 instances). The letters A-I are Bridge IDs.
Lower letters (e.g., A) are “better” than higher letters (e.g., D), according to the convention
of IEEE 802.1D or IEEE 802.1Q, which are hereby incorporated by reference for all
purposes. Port path costs 110 are indicated for each LAN. This diagram assumes that all
bridge ports attached to the same LAN have the same value configured for their port path
cost, though this is not required either by IEEE 802.1D or by the present invention.

[0014] Bridges create a spanning tree over network 100 by exchanging protocol packets
called Bridge Protocol Data Units (BPDUs). Using these packets, the protocol state
machines implemented in each bridge select certain ports to be part of the active topology of
the network and certain others to be blocked. The spanning tree is “spanning” in the sense
that all LANs are connected. It is a “tree” in that there is exactly one path between any given

pair of bridges or stations.
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[0015] According to Spanning Tree Protocol (STP), one of the bridges of network 100 (in
this example, bridge A) will be elected as the “Root Bridge”. The tree is constructed by each
bridge selecting the port that is closest to the Root Bridge as its “Root Port,” where “closest”
is defined as the path to the root bridge with the least numerical sum of root path costs for the
bridge ports traversed. (Only ingress from a LAN to a bridge counts in this summation, not
egress from a bridge to a LAN.) Where two or more paths have the same sum of port path
costs, tiebreaker values are used. The tiebreaker values are Bridge IDs and Port IDs, as
defined in IEEE 802.1D and IEEE 802.1Q. Bridge E selects from among three equal cost
paths, thus breaking three potential spanning tree loops, by using the bridge IDs of the
adjacent bridges to select port 117 as its root port, and to mark as “alternate ports” and block
ports 115 and 120. (Although these terms can have different meanings when used by those
of skill in the art, the terms “packet” and “frame” will sometimes be used interchangeably

herein).

[0016] Although STP provides for the orderly flow of packets, it does not allow for all LANs
in a network to be used in an optimal fashion. There is never a path from any bridge or
station in the network to the root that has a lower sum of path costs than the path along that
root bridge’s spanning tree, but paths between other pairs of bridges or stations may not be
optimal. For example, if ports 115 and 120 are blocked, the path from station 142 to station
141 is 142-E-F-I-A-B-D-G-141, for a total cost of 11 (station 141 does not count the cost of
the last hop), instead of the much shorter path 142-E-G-141, cost 3.

[0017] Multiple Spanning Tree Protocol (MSTP) offers an improvement over STP in that
multiple spanning trees are created. Network 100 could be configured to have up to 64
spanning trees. For example, each bridge A through I could be configured to be the Regional
Root Bridge of a separate multiple spanning tree instance (MSTI). IEEE 802.1Q bases the
determination of the MSTI to which a given frame is assigned, and over which that frame is
forwarded, solely upon the frame’s Virtual Local Area Network Identifier (VLAN ID or
VID), which in turn, is based upon only a) which port the frame entered the network, and/or
b) what higher-layer protocol the frame carries. VIDs can often be assigned to ports and/or
protocols that result in the selection of suitable MSTIs. However, this is not always possible,
since any given station connected to the network may converse with a number of other
stations, and in turn, they with others. For example, in network 100, each station 140, 141,

and 142 may converse with each other.
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[0018] In one example of the present invention, it is recognized that it may be desirable to
share ports between two or more virtual devices using MSTP or a similar port-centric
protocol. Each virtual device may be viewed as, for example, a different layer 2 switches
with a set of ports assigned to it. A shared port may carry traffic belonging to network
classifications (e.g., VLANs belonging to different virtual devices that are mapped on that
port). Network identifiers (e.g., VLAN identifiers) may be used to define these
classifications. The shared port presents a problem, however, when port-centric protocols
such as MSTP, are utilized. This is due to the fact that there is only one MSTP internal
spanning tree controlling and running the multiple spanning trees on the shared port, but
since the port is shared between multiple virtual devices and each virtual device has its own
internal spanning tree, there is the potential for conflict or ambiguity when deciding which

tree to utilize.

[0019] A typical device running MSTP will have up to 65 different spanning tree instances.
The first, called the Internal Spanning Tree (IST) instance, runs on all ports of the physical
switch. Then there are up to 64 different Multiple Spanning Tree (MST) instances. The IST
instance’s job is to receive and send Bridge Protocol Data Units (BPDUs) from and to the
MST instances. The BPDU is the data structure that may contain spanning tree information.
Each of the 64 different MST instances may be mapped to a different VLAN. Traffic

corresponding with that VLAN would then use the corresponding spanning tree.

[0020] When multiple virtual devices are defined on a single physical switch, each of the
multiple devices has its own IST instance and its own MST instances. As described briefly
above, problems may be encountered when one attempts to assign multiple virtual devices to

a single port, as it is then not clear which IST instance (and possibly MST instance) to utilize.

[0021] One solution would be to simply restrict the virtual devices so that ports are never
shared between virtual devices. For obvious reasons, however, this is not an ideal solution,
as there is a strong need to share ports between multiple virtual devices so that port

bandwidth is efficiently utilized.

[0022] In an embodiment of the present invention, virtual devices that share a port may be
grouped together as a virtual device group. Then all the IST instances for each virtual device
in the virtual device group may be merged into a single IST instance for the entire virtual

device group. The virtual devices may maintain their current MST instances. The single IST
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then may send out BPDUs to all the MST instances in the virtual device group. It should be
noted that implementations are possible wherein instead of merging two IST instances, a
single joint IST instance is either created from scratch or created using two or more existing

IST instances as templates.

[0023] It should be noted that MSTs are typically identified by the order in which they are
assigned to a VLAN within a virtual device. For example, a particular device may have
MSTs identified as MST;-MSTs4, and mapped to VLAN;-VLANs4.. This can create a
problem, however, when a single port is shared between multiple virtual devices, as a first
virtual device may have, for example, an MST; instance and a second virtual device may also
have an MST) instance, despite the fact that the multiple spanning trees themselves are
different (mapped to different VLANS). In such circumstances, a mapping table that maps
the virtual device and original MST instance to a new MST mapped identification (MSTID)
may be utilized. This allows, for example, the first MST) instance to be assigned MSTID of
MST,, while the second MST) instance may be assigned an MSTID of MST,, removing the

conflict.

[0024] A shared port can also carry traffic corresponding to multiple network classifications
(e.g., VLANSs). Ordinarily, a VLAN-to-MST instance mapping would indicate which MST
instance to use for a particular VLAN. With a shared port, however, it is possible that the
same VLAN may be identified on multiple virtual devices sharing the same port, and those
same VLANs may identify different corresponding MST instances. It is therefore necessary
to select one single MST instance to correspond to a VLAN that is defined by two or more
virtual devices. This may include prompting the user for a selection or randomly selecting
one, for example. The MST instance corresponding to each VLAN may also be stored in the
mapping table.

* [0025] FIG. 2 illustrates an example of a port table in accordance with an embodiment of the
present invention. In this example, one column 200 of the table represents the virtual device
identification, another column 202 of the table represents a VLAN identifier, another column
204 of the table represents the MST instance identifier, and another column 206 of the table

represents a MST mapped identification.

[0026] Regions are typically identified by a signature comprising the name and revision

identification of the region and also the instance-VLAN mapping for the port. Thus, a shared
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port will modify this region signature since a new instance-VLAN mapping (as identified by

the mapping table).

[0027] FIG. 3 illustrates an example method for configuring multiple virtual devices to share
a single physical port of a network device in accordance with an embodiment of the present
invention. The network device may be a switch. At 300, a single port of a network device
may be configured to support a first virtual device and a second virtual device. At 302, a
single internal spanning tree instance may be formed for both the first virtual device and the
second virtual device. In one embodiment, this may involve merging an internal spanning
tree corresponding to the first virtual device with an internal spanning tree corresponding to
the second virtual device. In another embodiment, this may involve creating a single internal
spanning tree instance for both the first and the second virtual devices from scratch (i.e.,
without reference to an internal spanning tree instance defined for the first virtual device or
the second virtual device). At 304, a port table may be created. The port table may indicate,
for the port, which network identifications (e.g., VLAN identifications) are assigned to which
virtual device. Each network topology or customer may be assigned to only one virtual
device. This table may be ascertained from a VL AN to instance mapping for the first virtual
device and a VLAN to instance mapping for the second virtual device. For VLANSs that
could potentially map to two (or more) virtual devices, a choice may then be made by a user
or administrator as to which virtual device to assign to the VLAN. Alternatively, some other
method may be used to select which virtual device to assign to the VLAN (such as
randomly). It should be noted that the port table itself is optional, as the same information
may be stored in the mapping table. At 306, a mapping table may be created from the port
table. The mapping table may include an identification of each virtual device, the VLANs
assigned to the virtual device, corresponding multiple spanning tree instances for the
VLANS, and mapped multiple spanning tree instances for the VLANs. The mapped multiple
spanning tree instances may represent spanning tree instance identifications that are unique
within the mapping table. The creating may include identifying a first multiple spanning tree
instance for the first virtual device having a first label identical to a second label of a second
multiple spanning tree instance for the second device. The creating may. then also include
adding, to the mapping table, multiple spanning tree mapping identifications that are unique
within the mapping table for each of the first and second multiple spanning tree instances.
The creating may also include combining network identifications defined for the first virtual

device with network identifications defined for the second virtual device. For network
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identifications defined for both the first virtual device and the second virtual device, one
multiple spanning tree instance may be selected to correspond to the network identification.

This may include prompting the user for a selection.

[0028] FIG. 4 illustrates an example method for handling a packet in a network device in
accordance with an embodiment of the present invention. At 400, the packet may be
received on a port. At 402, the packet may be classified into a VLAN. This may be
accomplished by, for example, examining a tag in the packet itself. At 404, a first virtual
device corresponding to the VLAN may be ascertained, wherein the first virtual device
shares the port with a second virtual device. This may be accomplished by, for example,
checking a mapping or port table using the VLAN identified in 402 and retrieving the
corresponding virtual device from that table. At 406, a mapping table may be checked to
determine a multiple spanning tree instance to use for routing the packet. The mapping table
may contain unique identifications for each of a plurality of multiple spanning tree instances
corresponding to the port. The spanning tree instance chosen may be the one corresponding

to the VLAN and virtual device corresponding to the packet identified earlier.

[0029] FIG. 5 illustrates an example apparatus for configuring multiple virtual devices to
share a single physical port of a network device in accordance with an embodiment of the
present invention. The network device may be a switch. A multiple virtual device single
port configuror 500 may configure a single port of a network device to support a first virtual
device and a second virtual device. A single internal spanning tree instance former 502
coupled to the multiple virtual device single port configuror 500 may form a single internal
spanning tree instance for both the first virtual device and the second virtual device. In one
embodiment, this may involve merging an internal spanning tree corresponding to the first
virtual device with an internal spanning tree corresponding to the second virtual device. In
another embodiment, this may involve creating a single internal spanning tree instance for
both the first and the second virtual devices from scratch (i.e., without reference to an
internal spanning tree instance defined for the first virtual device or the second virtual
device). A port table creator 504 coupled to the single internal spanning tree instance former
502 may create a port table. The port table may indicate, for the port, which network
identifications (e.g., VLAN identifications) are assigned to which virtual device. Each
network topology or customer may be assigned to only one virtual device. This table may be

ascertained from a VLAN to instance mapping for the first virtual device and a VLAN to
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instance mapping for the second virtual device. For VLANS that could potentially map to
two (or more) virtual devices, a choice may then be made by a user or administrator as to
which virtual device to assign to the VLAN. Alternatively, some other method may be used
to select which virtual device to assign to the VLAN (such as randomly). It should be noted
that the port table itself is optional, as the same information may be stored in the mapping
table. A mapping table creator 506 coupled to the port table creator 504 may create a
mapping table from the port table. The mapping table may include an identification of each
virtual device, the VLANSs assigned to the virtual device, corresponding multiple spanning
tree instances for the VLANSs, and mapped multiple spanning tree instances for the VLANS.
The mapped multiple spanning tree instances may represent spanning tree instance
identifications that are unique within the mapping table. The creating may include
identifying a first multiple spanning tree instance for the first virtual device having a first
label identical to a second label of a second multiple spanning tree instance for the second
device. The creating may then also include adding, to the mapping table, multiple spanning
tree mapping identifications that are unique within the mapping table for each of the first and
second multiple spanning tree instances. The creating may also include combining network
identifications defined for the first virtual device with network identifications defined for the
second virtual device. For network identifications defined for both the first virtual device
and the second virtual device, one multiple spanning tree instance may be selected to
correspond to the network identification. This may include prompting the user for a

selection.

[0030] FIG. 6 illustrates an example apparatus for handling a packet in a network device in
accordance with an embodiment of the present invention. A packet receiver 600 may receive
the packet on a port. A packet VLAN classifier 602 coupled to the packet receiver 600 may
classify the packet into a VLAN. This may be accomplished by, for example, examining a
tag in the packet itself. A VLAN virtual device ascertainer 604 coupled to the packet VLAN
classifier 602 may ascertain a first virtual device corresponding to the VLAN, wherein the
first virtual device shares the port with a second virtual device. This may be accomplished
by, for example, checking a mapping or port table using the VLAN identified earlier and
retrieving the corresponding virtual device from that table. A mapping table multiple
spanning tree instance determiner 606 coupled to the VLAN virtual device ascertainer 604
may check a mapping table to determine a multiple spanning tree instance to use to route the

packet. The mapping table may contain unique identifications for each of a plurality of

-9.
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multiple spanning tree instances corresponding to the port. The spanning tree chosen may be
the one corresponding to the VLAN and virtual device corresponding to the packet identified

earlier.

[0031] FIG. 7 illustrates a simplified architecture of a switch 700. Switch 700 includes N
line cards, each of which characterized by an ingress side (or input) 705 and an egress side
(or output) 725. Line card ingress sides 765 are connected via switching fabric 750, which
includes a crossbar in this example, to line card egress sides 725. In this embodiment, one or

more line cards performs one or more of the processes described above.

[0032] It should be noted that even though throughout this document reference is made to a
first virtual device and a second virtual device, the claimed invention may include

embodiments where more than two virtual devices share the same physical port.

[0033] It should also be noted that, while MSTP is discussed, the claimed invention may
include embodiments wherein other protocols are utilized. Additionally, the term “spanning
tree” should be read broadly to include any data structure used to map the layout of network
devices. “Internal spanning tree” should be read broadly to include any spanning tree used to

update other spanning trees. “Multiple spanning tree” should be ready broadly to include any

spanning tree used for the routing of packets.

[0034] Additionally, whenever tables are mentioned in this document, the term should be

interpreted broadly to encompass any data structure in any format.

[0035] Although illustrative embodiments and applications of this invention are shown and
described herein, many variations and modifications are possible which remain within the
concept, scope, and spirit of the invention, and these variations would become clear to those
of ordinary skill in the art after perusal of this application. Accordingly, the embodiments
described are to be considered as illustrative and not restrictive, and the invention is not to be
limited to the details given herein, but may be modified within the scope and equivalents of

the appended claims.

-10-
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WE CLAIM:

1. A method comprising:

configuring a single port of a network device to support a first virtual device and a
second virtual device; and

forming a single internal spanning tree instance for both the first virtual device and

the second virtual device.

2. The method of claim 1, further comprising:
creating a mapping table, wherein the mapping table contains information about at
least one network identification and at least one corresponding multiple spanning tree

mapping identification.

3. The method of claim 2, wherein the network identifications are Virtual Local Area
Network (VLAN) identifications.

4. The method of claim 2, wherein the creating includes:

identifying a first multiple spanning tree instance for the first virtual device having a
first label identical to a second label of a second multiple spanning tree instance for the
second device; and

adding, to the mapping table, multiple spanning tree mapping identifications that are
unique within the mapping table for each of the first and second multiple spanning tree

instances.

5. The method of claim 2, wherein the creating includes combining network
identifications defined for the first virtual device with network identifications defined for the

second virtual device.
6. The method of claim 5, wherein the creating further includes, for a network
identification defined for both the first virtual device and the second virtual device, selecting

only one multiple spanning tree instance to correspond to the network identification.

7. The method of claim 6, wherein the selecting includes prompting a user for a

selection.

-11 -
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8. The method of claim 1, wherein the network device is a switch.

9. The method of claim 1, wherein the configuring a single internal spanning tree
instance includes merging an internal spanning tree instance defined for the first virtual

device with an internal spanning tree instance defined for the second virtual device.

10.  The method of claim 1, wherein the forming a single spanning tree instance includes
creating a single spanning tree for both the first and second virtual devices without
referencing an internal spanning tree instance defined for the first virtual device or the second

virtual device.

11.  The method of claim 1, further comprising creating a port table, wherein the port
table indicates, for the physical port, which network identifications are assigned to which

virtual device.

12. A method comprising:

receiving a packet on a port;

identifying a VLAN for the packet;

ascertaining a first virtual device corresponding to the VLAN, wherein the first
virtual device shares the port with a second virtual device; and

determining a multiple spanning tree instance to use for routing the packet by
checking a data structure containing unique identifications for each of a plurality of multiple

spanning tree instances corresponding to the port.

13.  The method of claim 12, wherein the classifying includes examining a VLAN tag in
the packet.

14.  The method of claim 12, wherein the ascertaining includes checking a port table
corresponding to the, the port table including one or more VLAN identifications and

corresponding virtual devices.

15.  The method of claim 12, wherein the ascertaining includes checking a mapping table.

-12 -
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16.  The method of claim 15, wherein the mapping table includes contains information
about one or more network identifications and corresponding multiple spanning tree mapping

identifications.

17. A switch comprising:
one or more line cards, wherein at least one of the one or more line cards is
configured to:
configure a single port of a network device to support a first virtual device and
a second virtual device; and
form a single internal spanning tree instance for both the first virtual device

and the second virtual device.

18. A switch comprising:
one or more line cards, wherein at least one of the one or more line cards is
configured to:
receive a packet on a port;
identify a VLAN for the packet;
ascertain a first virtual device corresponding to the VLAN, wherein the first
virtual device shares the port with a second virtual device; and
determine a multiple spanning tree instance to use for routing the packet by
checking a data structure containing unique identifications for each of a plurality of

multiple spanning tree instances corresponding to the port.

19.  An apparatus comprising:

means for configuring a single port of a network device to support a first virtual
device and a second virtual device; and

means for forming a single spanning tree instance for both the first virtual device and

the second virtual device.

20.  An apparatus comprising:
means for receiving a packet on a port;
means for identifying a VLAN for the packet;
means for ascertaining a first virtual device corresponding to the VLAN, wherein the

first virtual device shares the port with a second virtual device; and

-13-
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means for determining a multiple spanning tree instance to use for routing the packet
by checking a data structure containing unique identifications for each of a plurality of

multiple spanning tree instances corresponding to the port.

-14 -
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