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(54) SYSTEM AND METHOD FOR GENERATING A TIME‑SENSITIVE NETWORK SCHEDULE

(57) Systems (160), methods (400), and other em-
bodiments described herein relate to generating a time-
sensitive network schedule for a time-sensitive network,
TSN (100). In one embodiment, a method (400) includes
receiving (410) a measured value of at least one envir-
onmental condition from at least one sensor (170). The
method (400) includesdetermining (420) an impact of the
measured value of the at least one environmental con-

dition on at least one component of the TSN (100). The
method (400) includes programming (430) a switching
node (140) based on at least the determined impact. The
TSN (100) includes a first endnode (130A), a secondend
node (130B), and the switching node (140). The switch-
ing node (140) is communicatively linked between the
first end node (130A) and the second end node (130B).
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Description

TECHNICAL FIELD

[0001] The subject matter described herein relates, in general, to systems andmethods for generating a time-sensitive
network schedule.

BACKGROUND

[0002] Various types of control systems communicate with and transfer data between different sensors, devices, user
interfaces, etc. so as to enable control operations of powered systems. The operations of these powered systems rely on
theaccurateand timelydelivery of data framesbetween thedevices.Failure todeliver data ina timelymannermay result in
failure of the powered system, and negatively affect the function, performance, and stability of the powered system and
other dependent systems.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] The accompanying drawings, which are incorporated in and constitute a part of the specification, illustrate
various systems, methods, and other embodiments of the disclosure. It will be appreciated that the illustrated element
boundaries (e.g., boxes, groups of boxes, or other shapes) in the figures represent one embodiment of the boundaries. In
some embodiments, one element may be designed as multiple elements or multiple elements may be designed as one
element. In some embodiments, an element shown as an internal component of another elementmay be implemented as
an external component and vice versa. Furthermore, elements may not be drawn to scale.

FIG. 1 illustrates a block diagram of a time-sensitive network (TSN) incorporating a TSN Environmental Condition to
Gate Control (EC-GC) Mapper.
FIGS. 2A‑2B illustrate a block diagram of a switching node in communication with a TSN gate control list and the TSN
EC-GC Mapper.
FIG. 3 is a more detailed block diagram of the TSN EC-GC Mapper.
FIG. 4 is a flowchart illustrating one embodiment of a method associated with TSN scheduling.
FIG. 5 is an example of a TSN scheduling scenario.

DETAILED DESCRIPTION

[0004] Systems, methods, and other embodiments associated with systems and methods for generating a time-
sensitive network schedule are disclosed. Some systems can use a time-sensitive network (TSN) to communicate data
using standard methods for time synchronization and traffic management, allowing deterministic communication over
standard Ethernet networks between end-devices. Some systems including industrial and aerospace applications may
use a TSN to communicate data so as to meet the timing requirements. The TSN may include a Centralized Network
Configuration (CNC) and a Centralized User Configuration (CUC). The CNC is a centralized component that configures
network resources on behalf of TSN applications (users). The CUC is a centralized entity that discovers end stations,
retrieves end station capabilities and user requirements, and configures TSN features in end stations. The TSN includes
end devices (also known as end nodes) connected over an Ethernet communication bus. The CUC represents the
components of theTSN including the end nodes, the switching nodes that connect the end nodes, and the communication
bus. The CUC makes requests to the CNC for deterministic communication (TSN flows) based on characteristics of the
components of the TSN. The CNC defines the schedule by which the data are transmitted based on the characteristics
which include the data capability and the data transmission rate of the components.
[0005] However, the characteristics of the components of the TSN may vary under various environmental conditions
such that the schedules are no longer optimum for the changing characteristics of the TSN.One of the currentmethods to
address these changes includes the CUC and the CNC relying on an external entity to identify a change in the
characteristics of the TSN such as a change in data capability, e.g., data size, and/or a change in data transmission
rate by, as an example, monitoring the TSN. In response to a change in the characteristics of the TSN, the CNC in
conjunction with the CUC may dynamically update all the schedules for the entire network. This process is error-prone,
slow, and may result in a relatively high overhead. As such, these methods are not directly responsive to environmental
conditions and require the CNC to generate a new schedule to accommodate any changes, leading to lost data and
interruption of the network. Additionally, the computational complexity of computing a TSN schedule in the current
methods is NP-complete (nondeterministic polynomial complete), meaning the time to compute the TSN schedule
increases in an intractable manner with the size of the TSN.
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[0006] Accordingly, systems, methods, and other embodiments associated with generating a time-sensitive network
schedule that is responsive to environmental conditions are disclosed. In one embodiment, the disclosed approach
connects sensors detecting the environmental conditions with gate control mechanisms that control the data flow within
the TSN. As such, the disclosed approach causes the gate control and the data flow to adjust in proportion to the sensor
data. Thedisclosedapproach includesaTSNEnvironmentalCondition toGateControl (EC-GC)Mapper connected to the
gate control mechanism and the sensor(s). As an example, the TSNEC-GCMappermay include an algorithmbased on a
relationship between the sensor data and the schedule, ormore specifically, the gate control mechanism.More generally,
the TSN EC-GC Mapper may utilize any suitable method to determine or predict the relationship between the environ-
mental conditions and the schedule (and/or gate controlmechanism). As an example, an environmental conditionmay be
related to temperature. TheTSNEC-GCMappermay includeanalgorithm that reduces thedata transmission rate bya set
value for eachdegree the temperaturedrops. In suchanexample, theTSNEC-GCMappermaygenerateagatecontrol list
with the reduced data transmission rate and the gate control mechanism may control the data flow based on the gate
control list. As another example, the gate control list may be an extensible (or extended) gate control list that incorporates
the functionality of the TSN EC-GC Mapper. In such an example, the gate control list may include algorithms and/or
functionsbasedon the relationship between theenvironment conditionand the schedule. TheTSNEC-GCMapper allows
a direct connection between the sensor(s) and the gate control mechanism controlling the data flow within the TSN. The
TSN EC-GC Mapper also determines and/or predicts a change in capability of the TSN based on the environmental
condition and may generate the gate control list based on the impact of the predicted change in capability.
[0007] The embodiments disclosed herein present various advantages over conventional technologies that generate
time-sensitive network schedules. First, the embodiments adapt the schedule to various environmental conditions in a
seamless and efficient manner by adjusting the TSN gate control based on the sensor data. Second, the embodiments
eliminate the dependency on theCNCand theCUC. Third, the embodiments can update a gate control list for one ormore
switching nodes as is necessary, thus eliminating dynamic TSN re-scheduling whichmay involve the whole TSN and can
be costly, time-consuming, high risk, and have a high overhead. As such, the TSN EC-GCMapper may program a single
switching node independent of the other switching nodes. More generally, the TSN EC-GC Mapper may program two or
more switchingnodes independent of the remaining components in theTSN.Fourth, theembodimentsmitigate theeffects
of the environmental condition on the TSN. As an example, a TSNwith a TSNEC-GCMapper connected to a temperature
sensor may control data flow through the gate control mechanism to mitigate thermal effects. Fifth, the embodiments are
capable of being responsive and maintaining an optimum data flow in extreme and/or harsh environments. Sixth, the
embodiments adapt the schedule to various environmental conditions in a seamless and efficientmanner by adjusting the
TSN gate control based on determining or predicting the impact of the sensor data on the characteristics and/or capability
of the components of theTSNprior to the characteristics and/or capability of the components of theTSNbeing impactedor
changing. Seventh, the embodiments may include an active network that utilizes reflective programming such these
embodiments are more responsive to changes in the TSN.
[0008] Detailed embodiments are disclosed herein; however, it is to be understood that the disclosed embodiments are
intended only as examples. Therefore, specific structural and functional details disclosed herein are not to be interpreted
as limiting, but merely as a basis for the claims and as a representative basis for teaching one skilled in the art to variously
employ the aspects herein in virtually any appropriately detailed structure. Further, the terms and phrases used herein are
not intended to be limiting but rather to provide an understandable description of possible implementations. Various
embodiments are shown in the figures, but the embodiments are not limited to the illustrated structure or application.
[0009] It will be appreciated that for simplicity and clarity of illustration, where appropriate, reference numerals have
been repeated among the different figures to indicate corresponding or analogous elements. In addition, numerous
specificdetails are set forth inorder toprovidea thoroughunderstandingof theembodimentsdescribedherein.However, it
will beunderstoodby thoseof ordinary skill in theart that theembodimentsdescribedherein canbepracticedwithout these
specific details.
[0010] FIG.1 illustratesablockdiagramofa time-sensitivenetwork (TSN)100 incorporatingaTSNEC-GCMapper160.
The TSN 100 may include various elements, which may be communicatively linked in any suitable form. As an example,
theelementsmaybeconnected,asshown inFIG.1.Someof thepossibleelementsof theTSN100areshown inFIG.1and
will nowbe described. It will be understood that it is not necessary for the TSN100 to have all the elements shown in FIG. 1
or described herein. The TSN 100 may have any combination of the various elements shown in FIG. 1. Further, the TSN
100may have additional elements to those shown in FIG. 1. In some arrangements, the TSN 100may not include one or
more of the elements shown in FIG. 1.
[0011] The TSN 100 includes a plurality of nodes 130A, 130B (collectively known as 130), 140. The plurality of nodes
130, 140may include one ormore end nodes 130A, 130B and one ormore switching nodes 140.Whilemultiple switching
nodes140are shown in theexampleof FIG. 1, in certain embodiments, only oneswitchingnode140maybepresent. Each
end node 130 may be a source of data and/or a destination of data. The end node 130 that is a source of data, sends out
data andmay be referred to as a talker 130A. As an example, a talker 130Amay be a sensor 170. Such a talker 130Amay
provide sensor data to theTSNEC-GCMapper 160. Theendnode130 that is a destination of data, receives data andmay
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be referred to as a listener 130B. Additionally and/or alternatively, the end node 130 may be capable of sending and
receiving data. Such an end node 130 may be capable of being both a talker and a listener. The TSN 100 may include a
plurality of end nodes130 that are talkers 130A, listeners 130B, or both. Theendnodes130are communicatively linkedby
one or more switching nodes 140. The switching node 140 receives data from other switching nodes 140 and/or the end
nodes 130 capable of sending data such as talkers 130A. The switching node 140 outputs the received data in an order
basedonaTSNgate control list. Theswitchingnode140outputs the receiveddata to other switchingnodes140and/or the
end nodes 130 capable of receiving data such as listeners 130B.
[0012] As an example and as shown in FIG. 1, the TSN 100 may include the end nodes 130A capable of sending data
communicatively linked to the end nodes 130B capable of receiving data through a series of switching nodes 140. In
another embodiment, theTSN100may include a first end node130A, a secondend node130B, and a switching node140
communicatively linked between the first end node 130A and the second end node 130B. In such an embodiment, the first
end node 130A may be capable of sending data, the second end node 130B may be capable of receiving data, and the
switching node 140 may receive data from the first end node 130A and send the data to the second end node 130B.
[0013] The TSN 100may include one or more Centralized User Configurators (CUC) 110 and one or more Centralized
Network Configurators (CNC) 120. The CUC 110 determines characteristics of the components of the TSN 100 that may
affect data transmission including data message sizes and data transmission rates. The components of the TSN 100
include theendnodes130, theswitchingnodes140,and the links150between thenodes130,140.The links150maybea
communication busbetween theendnodes130, between the switchingnodes140, or between theendnodes130and the
switching nodes 140. TheCUC 110may determine the characteristics of the components such as transmission capability
and/or the transmission requirements of the components. The CUC 110may determine the characteristics by requesting
and retrieving the characteristics from the components.
[0014] The CNC 120 determines a status for each of the components. As such, the CNC 120 monitors all the
components in the TSN 100 and is capable of detecting changes in the TSN such as the addition or the removal of
components. The CNC 120may identify which components such as the end nodes are responsive to the method of TSN
scheduling and/or TSN EC-GC Mapper 160 disclosed in this description. As an example, the CNC 120 may retrieve
information about which components support this method of TSN scheduling using a Link Layer Discovery Protocol
(LLDP). In such an example, the CNC 120may further discover, using LLDP, which components such as switching nodes
140 includegates that areextensibleaswell asupper and lower limits of thedynamiccontrol associatedwith theextensible
gates.Anextensible gatemaybedynamically controlledandupdatedbyaTSNEC-GCMapper160.TheCUC110and the
CNC 120 can generate an initial schedule for data transmission and generate the initial TSN gate control list(s) for the
switching nodes 140. The CUC 110 and the CNC 120 generate the initial schedule(s) based on the characteristics and/or
thestatusof thecomponentsof theTSN100.TheCUC110and theCNC120maygenerate the initial schedule(s) basedon
whether there are components of the TSN that support the method of TSN scheduling and/or TSN EC-GC Mapper 160
disclosed in this description.
[0015] The TSN 100 includes one or more TSN EC-GC Mappers 160. The TSN EC-GC Mapper 160 generates a
schedule for data transmission for the switching nodes 140. The TSN EC-GC Mapper 160 receives one or more
environmental conditions from one or more sensors 170. The TSN EC-GC Mapper 160 then predicts the schedule(s)
based on at least one of the environmental conditions. In one embodiment, the TSNEC-GCMapper 160may receive the
initial schedule(s) generated by theCUC110 and theCNC120 andmay then generate an updated schedule that is based
on the environmental conditions. In another embodiment, the TSN EC-GC Mapper 160 may generate the initial
schedule(s) and the subsequent schedule(s) without input from the CUC 110 and the CNC 120. As such, in one
embodiment, the TSN EC-GC Mapper 160 may work in conjunction with the CUC 110 and the CNC 120, and in another
embodiment the TSN EC-GC Mapper 160 may work independent from the CUC 110 and the CNC 120.
[0016] The sensors 170 may be monitoring the environment surrounding the components of the TSN 100. As an
example, the environmental conditionsmay include temperature, air pressure, vibration, electromagnetic field (such as a
radiofrequency electromagnetic field), time, and/or humidity. In such an example, the sensors 170 may include one or
more thermometers for measuring temperature, one or more barometers for measuring air pressure, one or more
accelerometers for measuring vibration, one or more electric field (E-field) and/or magnetic field (H-field) sensors for
measuring electromagnetic fields, one or more oscillators or clocks for measuring time, and/or one or more hygrometers
for measuring humidity. As such, the sensors 170maymeasure the temperature, air pressure, vibration, electromagnetic
field, time and/or humidity proximate to the components.
[0017] Alternatively and/or additionally, the sensors 170 may monitor the characteristics of a system that is relying on
data transmission using the TSN 100. As an example, the characteristics may include a plasma sheath formation on the
system, a location of the system, a vibration of the system, an electromagnetic field around the system, passage of time
relative to the system, and/or a function of the system. In such an example, the sensors 170 may include any suitable
probe(s) such as a ball-pen probe or a Langmuir probe for measuring the plasma sheath formation on the system, global
positioningsystem(s) for determining the locationof thesystem,oneormoreaccelerometers formeasuring thevibrationof
the system, one or more E-field and/or H-field sensors for measuring electromagnetic fields, one or more oscillators or
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clocks formeasuring time, and/or statusmonitor(s) for determining the function and/or the risk associatedwith the system.
The TSN EC-GC Mapper 160 is capable of generating a new schedule in response to a change in the environmental
conditions and/or the characteristics of the system.
[0018] FIGS. 2A‑2B illustrate a block diagram of a switching node 140 in communication with a TSN gate control list
230A, 230B (collectively known as 230) and the TSN EC-GCMapper 160. The switching node 140 includes a plurality of
queues 210. In one embodiment, each queue 210 is connected to a different end node 130, more specifically, a different
talker 130A. In another embodiment, two ormore queues 210may be connected to one end node 130 or talker 130A. The
queue 210 receives and stores data from the associated end node 130. Each queue 210 is connected to a gate 220, as
shown. The switching node 140 determines which data to transmit based on a TSN gate control list 230.
[0019] Asanexample andas shown inFIGS. 2Aand2B, theTSNgate control list 230may include timesegments T0-T4
andastatus foreachgateateach timesegment. Thestatus for agate220maybe0 to indicate that thegate220 isopenand
data is not being transmitted through thegate 220. The status for a gate 220maybe1 to indicate that the gate 220 is closed
anddata isbeing transmitted through thegate220.Theswitchingnode140mayopenandclose thegates220according to
the time segments disclosed in theTSNgate control list 230, cycling from time segment T0 to time segment T4andback to
time segment T0. As such, the switching node 140may transmit data according to the TSNgate control list 230, repeating
from T0 to T4.
[0020] As shown in FIG. 2A, the TSN EC-GCMapper 160 may receive the environmental conditions from the sensors
170 and determine a TSN schedule for the switching node 140 based on the environmental conditions using any suitable
mapping method. The TSN EC-GC Mapper 160 may then output the status settings in terms of 0s and 1s to indicate the
gates being open and closed respectively to the TSN gate control list 230A. The TSN gate control list 230A may then
control the switching node with the status settings.
[0021] As another example and as shown in FIG. 2B, the TSN EC-GC Mapper 160 may receive the environmental
conditions from the sensors 170 and determine a TSN schedule for the switching node 140 based on the environmental
conditions using any suitable mapping method. The TSN EC-GC Mapper 160 may then output the status settings as a
function to the TSN gate control list 230B. The function (shown as fo(EVs), where EVs are environment values or
measurements fromsensor(s)S)maydependononeormoreenvironmental conditionsandmayalsobea functionof time.
The functions such as f0(EVS), are processedwithin the TSNgate control list 230B resulting in the statuses such as YYYY
to indicatewhether the gates are openor closed. TheTSNgate control list 230Bmay then control the switching nodeat, as
an example, T0with the result of the function f0(EVS), YYYYAs such, the functionality of the TSNEC-GCMapper 160may
be incorporated into the TSN gate control list 230B, making the TSN gate control list 230B an extensible and/or extended
TSN gate control list.
[0022] As previously mentioned, the TSN EC-GC Mapper 160 may generate the TSN gate control list 230 based on
environmental conditions received from the sensors 170 and/or characteristics of a user system supported by the TSN
100.
[0023] With reference to FIG. 3, a more detailed block diagram of the TSN EC-GC Mapper 160 is illustrated. The TSN
EC-GC Mapper 160 is shown as including a processor 330. In one or more embodiments, the processor 330 is an
application-specific integrated circuit (ASIC) that is configured to implement functions associated with a control module
320. In general, the processor 330 is an electronic processor, such as a microprocessor, that is capable of performing
various functions as described herein. The TSNEC-GCMapper 160may access the processor 330 through a data bus or
another communication path. In further aspects, the processor 330 is a cloud-based resource that communicateswith the
TSN EC-GC Mapper 160 through a communication network.
[0024] In oneembodiment, theTSNEC-GCMapper 160 includesamemory310 that stores the controlmodule320. The
memory 310 is a random-access memory (RAM), read-only memory (ROM), a hard-disk drive, a flash memory, or other
suitable memory for storing the control module 320. The control module 320 includes, for example, computer-readable
instructionswithin the physicalmemory 310 thatwhen executed by the processor 330 cause the processor 330 to perform
the various functions disclosed herein. In further arrangements, the controlmodule 320 330 is a logic, integrated circuit, or
another device for performing the noted functions that includes the instructions integrated therein.
[0025] In one embodiment, the TSN EC-GC Mapper 160 includes a data store 350. The data store 350 is, in one
embodiment, an electronic data structure (e.g., a database) stored in thememory 310or another data store 350and that is
configured with routines that may be executed by the processor 330 for analyzing stored data, providing stored data,
organizingstoreddata, andsoon.Thus, inoneembodiment, thedatastore350storesdatausedby thecontrolmodule320
in executing various functions. In one embodiment, the data store 350 includes sensor data 360 along with other
information that is used by the control module 320.
[0026] While the TSNEC-GCMapper 160 is illustrated as including the various data elements, it should be appreciated
that one ormore of the illustrated data elements may not be includedwithin the data store 350 in various implementations
and may be included in a data store 350 that is external to the TSN EC-GC Mapper 160. In any case, the TSN EC-GC
Mapper 160 stores various data elements in the data store 350 to support functions of the control module 320.
[0027] In one embodiment, the control module 320 includes instructions that, when executed by the processor(s) 330,
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cause the processor(s) 330 to receive a measured value of at least one environmental condition from at least one sensor
170.One ormore components of the TSN100may be impacted by the environmental condition. The componentsmay be
any element of the TSN100. As an example, the componentmay be an end node 130, a switching node 140, or a link 150.
As previously mentioned, the environmental condition may be one or more of temperature, air pressure, vibration,
electromagnetic field, time, and/or humidity. The component(s) 130, 140, 150 may be impacted by the environmental
condition such that a change in temperature, air pressure, vibration, electromagnetic field, time, and/or humidity may
causeachange in thedatacapabilityand/or thedata transmission rate for thecomponent(s) 130,140, 150.Asanexample,
a drop in temperature in a location proximate to an end node 130may cause a reduced data transmission rate for the end
node 130. As another example, the passage of timemay cause a change in the transmission rate for the end node 130. As
such, time may be an environmental condition that may impact the component(s) 130, 140, 150. Timemay be measured
using an oscillator, a clock, or any suitable sensor. More generally, the environmental condition may be any condition or
event occurring around the TSN100 thatmay have an impact on the component(s) 130, 140, 150 of the TSN100. In other
words, the impactof themeasuredvalueof theenvironmental conditionon thecomponent(s) 130maybeaphysical impact
and/or a functional impact. A physical impactmay refer to a change to the physical formof the component(s) 130, 140, 150
such as expansion or contraction of a material of the component(s) 130, 140, 150. A functional impact may refer to a
change in the functionality of the component(s) 130, 140, 150 such data rate, data width, and/or data flow. The control
module 320 may request and receive the measured value of the environmental conditions from the sensor(s) 170.
[0028] In one embodiment, the control module 320 includes instructions that, when executed by the processor(s) 330,
cause theprocessor(s) 330 to determine an impact of themeasured value of the at least oneenvironmental condition onat
least one component 130, 140, 150 of the TSN 100. The control module 320 may determine or predict the impact of the
measured value of the environmental condition using any suitable method. As an example and as explained below, the
control module 320 may access a table that includes a relationship between the measured value of the environmental
condition(s) and the data capability and/or the data transmission rate for the component(s) 130, 140, 150. The control
module 320 may then determine a new schedule based on the data capability and/or the data transmission rate for the
component(s) 130, 140, 150.
[0029] In one embodiment, the control module 320 includes instructions that, when executed by the processor(s) 330,
cause the processor(s) 330 to program a switching node 140 based on at least the determined impact. As previously
mentioned, theTSN100may include a first end node130A, a secondendnode130B, and the switching node140which is
communicatively linked between the first end node 130A and the second end node 130B. The control module 320 may
further include instructions that, when executed by the processor(s) 330, cause the processor(s) 330 to generate a TSN
gate control list 230 based on at least the determined impact, and operate the switching node 140 based on the TSN gate
control list 230.
[0030] The control module 320 may determine a change in the data capability and/or the data transmission rate for a
component 130, 140, 150 based on the measured value of the environmental condition(s) using any suitable method. As
an example, the control module 320 may access a table that includes a relationship between the measured value of the
environmental condition(s) and the data capability and/or the data transmission rate for the component(s) 130, 140, 150.
As an example and as shown in Table 1 below, the control module 320 may receive a measured temperature value and
may thenaccess the table to retrieve theassociateddata capability and/or thedata transmission rate for the component(s)
130, 140, 150.
[0031] In this example, theTSN100 is in a vehicle. TheTSN100 includes two talkers 130A, a listener 130B, andaswitch
nodeconnecting the talkers130A to the listener130Bwithan IEEE802.1Qbvschedule.Afirst talker 130A isa temperature
sensor measuring temperature in Kelvin and a second talker 130A is an infrared camera configured to sense heat flow
through the vehicle to ensure sufficient heat transfer management. The listener 130B is a fuel recirculation fuel pump rate
controller. The first and second talkers 130A share a link from the switch node to the listener 130B.
[0032] For simplicity, switching and link delays are not included in the following calculations and the communication
network including the link is operating at a fixed rate of 1 Gbps.
[0033] Theswitchingnode includes four gates - a first gate is connected to thefirst talker, the temperaturesensorand the
secondgate is connected to the second talker, the infrared camera, the remaining third and fourth gatesmaybeconnected
to components not currently being discussed.
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Table 1

Temperature
(K)

Talkers 130ATemperature sensor/ Infrared
camera (bps)

Listener 130B (flow
rate)

Switching Node 140
Egress Flow Schedule for
Four Gates
Gate States and Open
Duration (ns)

300K (cool) 100/ 1000 Low 1000 100 [1]
0100 1000 [2]
0000 8900 [3]

350K (nom-
inal)

200/ 2000 Medium 1000 200
0100 2000
0000 7800

400K (anom-
alous)

400/ 4000 High 1000 400
0100 4000
0000 5600

[0034] The TSN Admin Cycle Time is the time period within which all the gates in the switching node may be allocated
flow time. In this example, the TSN Admin Cycle Time is 10,000 ns. As shown in Table 1, when the temperature is 300K
(cool), thedata rate for the temperaturesensor is100bpsand thedata rate for the infraredcamera is1000bps.Assuch, the
flow rate for the listener 130B is low, and theegressflowschedule for the four gatesareset accordingly. In this exampleand
as indicated by [1], the first gate is set to 1 for 100ns and the other gates are set to 0, permitting the first talker 130A, the
temperature sensor to transmit data for 100ns and preventing the other connected components from transmitting at that
time. Then, as indicatedby [2], the secondgate is set to 1 for 1000nsand theother gatesare set to 0, permitting the second
talker 130A, the infrared camera to transmit data for 1000 ns and preventing the other connected components from
transmitting at that time. Then, as indicated by [3], all gates are set to 0, and no data is being transmitted for 8900 ns of the
TSN Admin Cycle Time. After 8900 ns expires, the first gate is set to 1 again as indicated by [1], and the cycle repeats. In
summary, Table 1 discloses howgate control changes in response to cool, nominal, andwarmoperating conditions. In this
example,warmer temperaturesmaycause thecomponents tobe temperamental, thus requiringadditionalmonitoringand
control.
[0035] As another example, the egress flow schedulemay be expressed as a gate control function. In such an example,
the gate control function may be expressed as bitshift(0b1, round(log10(T))) where T is temperature.
[0036] As another example, the control module 320 may utilize one or more artificial intelligence and/or machine
learning methods to determine the relationship between the measured value of the environmental condition(s) and the
data capability and/or the data transmission rate for the component(s) 130, 140, 150. As such, the artificial intelligence
and/or machine learning methods may include regression, classification, clustering, dimensionality reduction, ensemble
methods, neural nets and deep learning, transfer learning, reinforcement learning, etc. In the example disclosed above,
detailed knowledgeof themechanical architecture andmaterial thermal propertiesmaybeutilized todevelopananalytical
solution resulting in the equation for TSN gate control of the pump flow rate for cooling. The control module 320may then
apply any suitable method to determine and generate an updated TSN gate control list 230 to address the data capability
and/or the data transmission rate for the component(s) 130, 140, 150. As an example, the control module 320may utilize
any suitable algorithm or machine learning methods to determine the updated TSN gate control list 230 based on the
sensor data and/or the environmental condition. As another example, the control module 320 may access a table that
includes a relationship between themeasured value of the environmental condition(s) and theTSNgate control list 230 for
one or more switching nodes 140. As another example, the control 320 may develop and utilize a mathematical formula
based on the relationship between themeasured value of the environmental condition(s) and the TSNgate control list 230
for one or more switching nodes 140. The control module 320 may then program the switching node(s) 140 by uploading
the updated TSN gate control list 230 and operating the switching node(s) 140 according to the updated TSN gate control
list 230. As such, the switching node(s) 140 may output the data based on the updated TSN gate control list 230. As an
example, the first end node130Amaybea talker and the secondendnode 130Bmaybea listener, and the switching node
140 may receive data from the first end node 130A and output the data to the second end node 130B based on an order
and/or rate defined in the updated TSN gate control list 230. More generally and in a case with multiple talkers 130A,
listeners130B, andswitchingnodes140, the controlmodule320may receive theenvironmental conditionsanddetermine
the impact(s) of the environmental condition(s) on the component(s) 130, 140, 150 of the TSN 100 using, as an example,
machine learning methods. The control module 320 may then determine and generate the TSN gate control list(s) 230
based on the impact(s). The control module 320may then upload the TSN gate control list(s) 230 to the switching node(s)
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140. In one example, the control module 320 may determine and generate one TSN gate control list 230 and upload the
one TSNgate control list 230 tomultiple switching nodes 140. In another example, the control module 320may determine
and generatemultiple TSN gate control lists 230 andmay upload different TSN gate control lists 230 to different switching
nodes 140.
[0037] In one embodiment, the control module 320 includes instructions that, when executed by the processor(s) 330,
cause the processor(s) 330 to generate an initial TSN gate control list 230 based on a characteristic of one or more of the
first endnode130A, the secondendnode130B, and the switchingnode140of theTSN100andupdateaTSNgate control
list 230 based on at least the initial TSN gate control list 230 and the measured value of the at least one environmental
condition. In oneexample, theCUC110andCNC120maygenerate the initial TSNgate control list(s) 230 for the switching
node(s) 140. As previously mentioned, the CUC 110 and CNC 120 may generate the initial TSN gate control list(s) 230
based on the characteristics of theTSN100, particularly the endnodes 130and switching nodes 140. In another example,
the control module 320 may generate the initial TSN gate control list(s) 230 for the switching node(s) 140. The control
module 320 may generate the initial TSN gate control list(s) 230 based on the characteristics of the TSN 100 and the
components 130, 140, 150 of the TSN 100. Alternatively and/or additionally, the control module 320 may generate the
initial TSN gate control list(s) 230 based on the characteristics of the TSN 100, the components 130, 140, 150 of the TSN
100, and/or the measured value(s) of the environmental condition(s).
[0038] The control module 320 may then receive sensor data 360 from the sensors 170 indicating an environmental
condition or a change in an environmental condition. The control module 320 may further receive the measured value of
the environmental condition. The control module 320 then determines the relationship between the environmental
condition and the characteristics of the TSN 100, particularly the components 130, 140, 150 of the TSN 100 using
any suitable method(s). In other words, the control module 320 may predict the characteristics or a change in the
characteristics of the TSN 100 based on the measured value of the environmental condition(s). The control module 320
then generates the updated TSN gate control list(s) 230 based on the initial TSN gate control list(s) 230 and the
characteristics of the TSN 100 as predicted based on the relationship. As an example, the control module 320 may
maintainportionsof the initial TSNgatecontrol list(s) 230andupdateotherportionsof the initial TSNgatecontrol list(s) 230
based on the characteristics of the TSN 100 as predicted. As another example, the control module 320 may replace the
initial TSN gate control list(s) 230 with the updated TSN gate control list(s) 230.
[0039] In one embodiment, the control module 320 includes instructions that, when executed by the processor(s) 330,
cause the processor(s) 330 to program a switching node 140 based on a characteristic of a user system supported by the
TSN 100. As previously mentioned, the user system is a system or device that is relying on the TSN 100 for data
transmission. The user systemmay rely on a portion of the TSN 100 or on thewhole TSN 100. In some arrangements, the
TSN 100 may be located within the user system. In other arrangements, the user system may be one of many systems
being supported by the TSN 100. Examples of user systems include vehicles such as hypersonic vehicles or aircraft.
[0040] The characteristics of the user system may be related to a condition of the user system, a location of the user
system, a function of the user system, and/or a risk associatedwith the user system. The condition of the systemmay refer
to a physical condition of the system such as whether there is a plasma sheath formation on a surface of the system, the
temperatureof thesystem, lightingaround thesystem,weather conditionsaround thesystem,acompositionof thesystem
(e.g., a system with a malleable surface that becomes a rigid surface), an electromagnetic field around the system,
passage of time relative to the system, and/or a vibration of the system. The electromagnetic field around the systemmay
include a radio frequency (RF) electromagnetic field. As such, RF signal characteristics such as signal strength and
frequency may be monitored, measured, and recorded. The passage of time may have an impact on the system. As an
example, the condition and/or the function of the systemmay deterioratewith time ormay becomeenhancedwith time. As
such, the passage of time relative to the systemmay bemonitored, measured, and recorded. The condition of the system
may refer to the status of the system such as whether the system is experiencing an emergency or any other relevant
risk(s). The location of the system may refer to where the system is physically located on the ground and/or whether the
system is airborne. The function of the system refers to the purpose of the system and the tasks the system is performing.
The risk may be related to the condition of the system or may be associated with the functions and tasks the system is
performing.
[0041] The control module 320 may receive the characteristic(s) of the system in any suitable method. As an example,
the control module 320 may receive the characteristic(s) from sensors 170 monitoring the user system. As another
example, the controlmodule 320may request information relating to the characteristic(s) of the user system from the user
system.The controlmodule 320may thendetermine achange in thedata capability and/or the data transmission rate for a
componentbasedon thecharacteristic(s) of theusersystemusinganysuitablemethod. Inotherwords, thecontrolmodule
320may predict the data capability and/or the data transmission rate for a component based on the characteristic(s) of the
user system. As an example, the control module 320 may access a table that includes a relationship between the
characteristic(s) of the user systemand the data capability and/or the data transmission rate for the component(s). In such
an example, the control module 320 may receive information indicating that the system is airborne and may then access
the table to retrieve theassociateddata capability and/or thedata transmission rate for the component(s)when the system
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is airborne. As another example, the control module 320 may utilize a variety of artificial intelligence and/or machine
learning methods to determine the relationship between the characteristic(s) of the user system and the data capability
and/or the data transmission rate for the component(s). The control module 320 may then apply any suitable method to
determine and generate an updated TSN gate control list(s) 230 to address the data capability and/or the data
transmission rate for the component(s). As an example and as previously mentioned, the control module 320 may utilize
any suitable algorithm or machine learning methods to determine the updated TSN gate control list 230. The control
module 320 may then program the switching node 140 by uploading the updated TSN gate control list 230 and operating
the switchingnode140according to theupdatedTSNgate control list 230.As such, the switchingnode140mayoutput the
data based on the updated TSN gate control list 230. As an example, the first end node 130A may be a talker and the
second end node 130Bmay be a listener, and the switching node 140may receive data from the first end node 130A and
output the data to the second end node 130B based on an order and/or rate defined in the updated TSN gate control list
230.More generally and in a casewithmultiple talkers 130A, listeners 130B, and switching nodes 140, the controlmodule
320 may receive the characteristic(s) of the user system and determine the impact(s) of the characteristic(s) of the user
system on the component(s) 130, 140, 150 of the TSN 100 using, as an example, machine learningmethods. The control
module 320may then determine andgenerate theTSNgate control list(s) 230 basedon the impact(s). The controlmodule
320 may then upload the TSN gate control list(s) 230 to the switching node(s) 140.
[0042] FIG. 4 is a flowchart illustratingoneembodiment of amethod400of associatedTSNscheduling. Themethod400
will be described from the viewpoint of the TSN EC-GC Mapper 160 of FIGS. 1‑3. However, the method 400 may be
adapted to be executed in any one of several different situations and not necessarily by the TSN EC-GC Mapper 160 of
FIGS. 1‑3.
[0043] At step 410, the control module 320may cause the processor(s) 330 to receive ameasured value of at least one
environmental condition from at least one sensor 170. At least one component of the TSN 100 is impacted by the
environmental condition. As previouslymentioned, the controlmodule 320may request and receive sensor data 360 from
the sensors 170 and the sensor data 360 may include the measured value such as a temperature value.
[0044] Atstep420, thecontrolmodule320maycause theprocessor(s) 330 topredict an impactof themeasuredvalueof
the at least one environmental condition on at least one component of a time-sensitive network (TSN). The controlmodule
320may predict an impact of themeasured value such as a temperature value on the TSN100 ormore particularly, on the
components 130, 140, 150 of the TSN100. The controlmodule 320may utilize any suitablemethod such as lookup tables
or machine learning to predict characteristics or change in characteristics of the TSN 100.
[0045] Atstep430, thecontrolmodule320maycause theprocessor(s) 330 toprogramaswitchingnode140basedonat
least the predicted impact. As such, the control module 320 may program the switching node 140 based on at least the
measured value of the at least one environmental condition. As previouslymentioned, theTSN100may include a first end
node 130A and a second end node 130B with the switching node 140 communicatively linked between the first end node
130Aand the second end node 130B. The control module 320 may then generate a schedule such as a TSN gate control
list(s) 230 and may then program the switching node 140 by uploading the schedule to the switching node 140. The
schedule may be in any suitable format.
[0046] FIG. 5 is an example of a TSN scheduling scenario. FIG. 5 shows a hypersonic vehicle 580 that utilizes a TSN
500, which is similar to the TSN 100 disclosed above. The TSN 500 is locatedwithin the hypersonic vehicle 580. A portion
of theTSN500 is shown. In this example, theTSN500 includes anethernet communication bus550, a first end node530A
that is a talker, a secondanda thirdendnode530B,530C that are listeners, and twoswitchingnodes -afirst switchingnode
540A and a second switching node 540B. The first end node 530A is connected to the ethernet communication bus 550.
The first switching node 540A is connected to the ethernet communication bus 550 and to the second end node 530B. The
second switching node 540B is connected to the ethernet communication bus 550 and to the third end node 530C.
[0047] The TSN 500 includes a TSN EC-GC Mapper 560, and the TSN EC-GC Mapper 560 generates two TSN gate
control lists - a first TSNgate control list 510Aand a second TSNgate control list 510B. The first TSNgate control list 510A
controls the first switchingnode540Aand thesecondTSNgate control list 510Bcontrols the secondswitchingnode540B.
[0048] The hypersonic vehicle 580 is airborne and has developed a plasma sheath 590. The TSNEC-GCMapper 560,
ormore specifically, the controlmodule 320 requests and receives sensor data 360 froma temperature sensor 570Aanda
plasma sheath sensor 570B. As such, the control module 320 receives a temperature value for the surface of the
hypersonic vehicle 580 and also receives values for plasma sheath thickness and capacitance along with any other
measurements relevant to the plasma sheath 590.
[0049] The TSN EC-GC Mapper 560, or more specifically, the control module 320 determines whether the character-
istics of any of the components in the TSN 500 has changed. In this example, the control module 320may apply machine
learning techniques to predict the data capacity and the data transmission rates for the end nodes 530A, 530B, 530C, the
switching nodes 540A, 540B, and the ethernet communication bus 550. The control module 320 then generates or
updates the two TSNgate control lists 510A, 510B based on the predicted data capacity and data transmission rates. The
two TSN gate control lists 510A, 510Bmay be the same ormay be different depending on the associated switching nodes
540A, 540Band end nodes 530B, 530C. The first switching node 540Aoperates according to the first TSNgate control list
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510A, selecting and transmitting data based on the first TSN gate control list 510A. The second switching node 540B
operates according to the second TSN gate control list 510B, selecting and transmitting data based on the second TSN
gate control list 510B.
[0050] Another example of a user system is an aircraft thermal management system (TMS). There are five major
elements related to aircraft thermal management systems: ’heat sources’, ’heat acquisition’ mechanisms, ‘thermal
transport’ means, ’heat rejection’ mechanisms, and ’heat sinks.’ Active thermal management requires sensors and
actuators throughout the aircraft to sense and control themovement of thermal energy (from heat source to heat rejection
or terminal heat sinks). The greater the change in thermal entropy, the greater the information entropy (message size and
transport time) that is required through the communication network. Heat flow is a change in thermal entropy that must be
sensed and transported over a control network in the form of corresponding information entropy. As a further example, a
temperature sensor outputs sensor data that affects the rate of operation of a fluid cooling loop via a pump. Thegreater the
heat buildup, the faster the pump is required to operate to maintain a safe target temperature range. A specific example
may require details of a mechanical system associated with the TMS and the thermal properties of the materials of the
mechanical system.
[0051] As previously mentioned, characteristics of the components of the TSN 100 may vary under various environ-
mental conditions such that the static schedules defining data flowanddata ratesmayno longer optimum for the changing
characteristics of the TSN. Current method may rely on the CUC and the CNC to update the schedules which may
contribute significant delay and/or lag.
[0052] The systems and methods disclosed herein bypass the CUC and CNC and directly control switch egress gate
control without requiring a complete TSN network rescheduling process. One advantage of these systems and methods
includes reducing time and overheadwhen responding to a change in environmental conditionswhich include dangerous
situations. Another advantage of these systems and methods includes gate control being expressed directly as a
mathematical formula such as bitshift(0b1,round(log10(T))), where T is temperature, which may be more amenable to
the mechanical and thermal analysis. Other advantages include adapting the schedule to various environmental
conditions in a seamless and efficient manner by adjusting the TSN gate control based on the sensor data, eliminating
thedependencyon theCNCand theCUC, andupdatingagate control list for oneormore switchingnodesas is necessary,
thus eliminating dynamic TSN re-scheduling which may involve the whole TSN and can be costly, time-consuming, high
risk, andhaveahighoverhead.Other advantages further includeprogrammingoneor twoswitchingnodes independent of
the other switching nodes, mitigating the effects of the environmental condition on the TSN, being responsive and
maintaining an optimum data flow in extreme and/or harsh environments, and adapting the schedule to various
environmental conditions in a seamless and efficient manner by adjusting the TSN gate control based on determining
or predicting the impact of the sensor dataon the characteristics and/or capability of the components of theTSNprior to the
characteristics and/or capability of the components of the TSN being impacted or changing
[0053] Detailed embodiments are disclosed herein. However, it is to be understood that the disclosed embodiments are
intended only as examples. Therefore, specific structural and functional details disclosed herein are not to be interpreted
as limiting, but merely as a basis for the claims and as a representative basis for teaching one skilled in the art to variously
employ the aspects herein in virtually any appropriately detailed structure. Further, the terms and phrases used herein are
not intended to be limiting but rather to provide an understandable description of possible implementations. Various
embodiments are shown in FIGS. 1‑5, but the embodiments are not limited to the illustrated structure or application.
[0054] The flowcharts and block diagrams in the figures illustrate the architecture, functionality, and operation of
possible implementations of systems, methods, and computer program products according to various embodiments. In
this regard, each block in the flowcharts or block diagrams may represent a module, segment, or portion of code, which
comprises one or more executable instructions for implementing the specified logical function(s). It should also be noted
that, in some alternative implementations, the functions noted in the blockmay occur out of the order noted in the figures.
For example, two blocks shown in succession may, in fact, be executed substantially concurrently, or the blocks may
sometimes be executed in the reverse order, depending upon the functionality involved.
[0055] The systems, components and/or processes described above can be realized in hardware or a combination of
hardware and software and can be realized in a centralized fashion in one processing system or in a distributed fashion
wheredifferent elements are spreadacross several interconnectedprocessing systems.Anykindof processing systemor
another apparatus adapted for carrying out themethods described herein is suited. A typical combination of hardware and
software canbeaprocessing systemwith computer-usable programcode that,whenbeing loadedandexecuted, controls
the processing system such that it carries out themethods described herein. The systems, components and/or processes
also can be embedded in a computer-readable storage, such as a computer program product or other data programs
storage device, readable by a machine, tangibly embodying a program of instructions executable by the machine to
performmethodsandprocessesdescribedherein. Theseelementsalso canbeembedded inanapplicationproductwhich
comprises all the features enabling the implementation of the methods described herein and which when loaded in a
processing system, is able to carry out these methods.
[0056] Furthermore, arrangementsdescribedhereinmay take the formof a computer programproduct embodied in one
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or more computer-readable media having computer-readable program code embodied, e.g., stored, thereon. Any
combination of one or more computer-readable media may be utilized. The computer-readable medium may be a
computer-readable signal medium or a computer-readable storage medium. The phrase "computer-readable storage
medium" means a non-transitory storage medium. A computer-readable storage medium may be, for example, but not
limited to, an electronic, magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, or device, or
any suitable combination of the foregoing. More specific examples (a non-exhaustive list) of the computer-readable
storage medium would include the following: a portable computer diskette, a hard disk drive (HDD), a solid-state drive
(SSD), a read-onlymemory (ROM), anerasable programmable read-onlymemory (EPROMorFlashmemory), a portable
compact disc read-only memory (CD-ROM), a digital versatile disc (DVD), an optical storage device, a magnetic storage
device, or anysuitable combinationof the foregoing. In thecontext of thisdocument, acomputer-readablestoragemedium
may be any tangible medium that can contain or store a program for use by or in connection with an instruction execution
system, apparatus, or device.
[0057] Generally,modules, asusedherein, include routines, programs,objects, components, datastructures, andsoon
that perform particular tasks or implement particular data types. In further aspects, a memory generally stores the noted
modules. Thememoryassociatedwith amodulemaybeabuffer or cacheembeddedwithin aprocessor, aRAM,aROM,a
flash memory, or another suitable electronic storage medium. In still further aspects, a module as envisioned by the
present disclosure is implemented as an application-specific integrated circuit (ASIC), a hardware component of a system
onachip (SoC), asaprogrammable logic array (PLA), or asanother suitablehardwarecomponent that is embeddedwitha
defined configuration set (e.g., instructions) for performing the disclosed functions.
[0058] Program code embodied on a computer-readable medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber, cable, RF, etc., or any suitable combination of the foregoing.
Computer program code for carrying out operations for aspects of the present arrangements may be written in any
combinationof oneormoreprogramming languages, includinganobject-orientedprogramming languagesuchasJava™,
Smalltalk, C++, or the like and conventional procedural programming languages, such as the "C" programming language
or similar programming languages. The program code may execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the user’s computer and partly on a remote computer, or entirely
on the remote computer or server. In the latter scenario, the remote computer may be connected to the user’s computer
throughany type of network, including a local area network (LAN) or awidearea network (WAN), or the connectionmaybe
made to an external computer (for example, through the Internet using an Internet Service Provider).
[0059] The terms "a" and "an," as used herein, are defined as oneormore than one. The term "plurality," as used herein,
is defined as two or more than two. The term "another," as used herein, is defined as at least a second or more. The terms
"including" and/or "having," as used herein, are defined as comprising (i.e., open language). The phrase "at least one of ...
and ...." as used herein refers to and encompasses any and all possible combinations of one or more of the associated
listed items. As an example, the phrase "at least one of A, B, and C" includes A only, B only, C only, or any combination
thereof (e.g., AB, AC, BC, or ABC).
[0060] Aspects herein can be embodied in other forms without departing from the spirit or essential attributes thereof.
Accordingly, reference should bemade to the following claims, rather than to the foregoing specification, as indicating the
scope hereof.
[0061] Further aspects are provided by the subject matter of the following clauses.
[0062] A system includes a processor and a memory. The memory stores machine-readable instructions that, when
executed by the processor, cause the processor to receive ameasured value of at least one environmental condition from
at least one sensor, determine an impact of themeasured value of the at least one environmental condition on at least one
component of a time-sensitivenetwork (TSN), andprogramaswitchingnodebasedonat least thedetermined impact. The
TSN includes a first end node, a second end node, and the switching node. The switching node is communicatively linked
between the first end node and the second end node.
[0063] Thesystemaccording toanyof theprecedingclauses,wherein theat least onecomponentof theTSN isoneofan
end node, the switching node, or a link.
[0064] Thesystemaccording toanyof theprecedingclauses,wherein themachine-readable instructions further include
instructions thatwhenexecuted by theprocessor cause theprocessor to generate aTSNgate control list basedonat least
the determined impact and operate the switching node based on the TSN gate control list.
[0065] Thesystemaccording toanyof theprecedingclauses,wherein themachine-readable instructions further include
instructions that when executed by the processor cause the processor to generate an initial TSNgate control list based on
a characteristic of oneormoreof the first end node, the secondendnode, and the switching nodeof theTSN, andupdate a
TSN gate control list based on at least the initial TSN gate control list and the determined impact.
[0066] The systemaccording to any of the preceding clauses, wherein the at least one environmental condition is one of
temperature, air pressure, vibration, electromagnetic field, time, or humidity.
[0067] Thesystemaccording toanyof theprecedingclauses,wherein themachine-readable instructions further include
instructions that when executed by the processor cause the processor to program the switching node based on a
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characteristic of a user system supported by the TSN.
[0068] The system according to any of the preceding clauses, wherein the characteristic of the user system is based on
at least one of a plasma sheath formation on the user system, a location of the user system, a vibration of the user system,
an electromagnetic field around the user system, passage of time relative to the user system, or a function of the user
system.
[0069] The system according to any of the preceding clauses, wherein the TSN is being utilized by a vehicle such as an
aircraft and/or a hypersonic vehicle.
[0070] Amethodcomprises receivingameasuredvalueofat least oneenvironmental condition fromat least onesensor,
determining an impact of the measured value of the at least one environmental condition on at least one component of a
time-sensitive network (TSN), and programming a switching node based on at least the determined impact. The TSN
includes a first end node, a second end node, and the switching node. The switching node is communicatively linked
between the first end node and the second end node.
[0071] Themethod according to any of the preceding clauses, wherein the at least one component of the TSN is one of
an end node, the switching node, or a link.
[0072] The method according to any of the preceding clauses, wherein programming the switching node based on at
least themeasured value of the at least one environmental condition includes generating a TSN gate control list based on
at least the determined impact and operating the switching node based on the TSN gate control list.
[0073] The method according to any of the preceding clauses, wherein programming the switching node based on at
least the measured value of the at least one environmental condition includes generating an initial TSN gate control list
based ona characteristic of one ormore of the first end node, the secondendnode, and the switching node of theTSNand
updating a TSN gate control list based on at least the initial TSN gate control list and the determined impact.
[0074] Themethodaccording to anyof the preceding clauses,wherein theat least oneenvironmental condition is oneof
temperature, air pressure, vibration, electromagnetic field, time or humidity.
[0075] The method according to any of the preceding clauses, further comprising programming the switching node
based on a characteristic of a user system supported by the TSN.
[0076] Themethod according to any of the preceding clauses, wherein the characteristic of the user system is based at
least one of a plasmasheath formation on the user system, a location of the user system, a vibration of the user system, an
electromagnetic field around the user system, passageof time relative to the user system, or a function of the user system.
[0077] Themethod according to any of the preceding clauses, wherein the TSN is being utilized by a vehicle such as an
aircraft and/or a hypersonic vehicle.
[0078] Anon-transitory computer-readablemedium includes instructions that when executed by a processor cause the
processor to receive a measured value of at least one environmental condition from at least one sensor, determine an
impact of the measured value of the at least one environmental condition on at least one component of a time-sensitive
network (TSN), andprogramaswitchingnodebasedonat least thedetermined impact. TheTSN includesa first endnode,
a second end node, and the switching node. The switching node is communicatively linked between the first end node and
the second end node.
[0079] The non-transitory computer-readable medium according to any of the preceding clauses, wherein the at least
one component of the TSN is one of an end node, the switching node, or a link.
[0080] The non-transitory computer-readable medium according to any of the preceding clauses, wherein the instruc-
tions further include instructions thatwhen executed by the processor cause the processor to generate aTSNgate control
list based on at least the determined impact and operate the switching node based on the TSN gate control list.
[0081] The non-transitory computer-readable medium according to any of the preceding clauses, wherein the instruc-
tions further include instructions that when executed by the processor cause the processor to generate an initial TSNgate
control list basedonacharacteristicof oneormoreof thefirst endnode, thesecondendnode,and theswitchingnodeof the
TSN and update a TSN gate control list based on at least the initial TSN gate control list and the determined impact.
[0082] The non-transitory computer-readable medium according to any of the preceding clauses, wherein the at least
one environmental condition is one of temperature, air pressure, vibration, electromagnetic field, time, or humidity.
[0083] The non-transitory computer-readable medium according to any of the preceding clauses, wherein the instruc-
tions further include instructions that when executed by the processor cause the processor to program the switching node
based on a characteristic of a system supported by the TSN.
[0084] The non-transitory computer-readable medium according to any of the preceding clauses, wherein the TSN is
being utilized by a vehicle such as an aircraft and/or a hypersonic vehicle.

Claims

1. A system (160) comprising:

12

EP 4 529 123 A1

5

10

15

20

25

30

35

40

45

50

55



a processor (330); and
a memory (310) storing machine-readable instructions that, when executed by the processor, cause the
processor (330) to:

receive a measured value of at least one environmental condition from at least one sensor (170);
determine an impact of the measured value of the at least one environmental condition on at least one
component of a time-sensitive network (TSN) (100); and
programaswitchingnodebasedonat least thedetermined impact, theTSN includingafirst endnode (130A),
a second end node (130B), and the switching node (140), and the switching node (140) being commu-
nicatively linked between the first end node (130A) and the second end node (130B).

2. The system (160) of claim 1, wherein the at least one component of the TSN is one of:

an end node (130);
the switching node (140); or
a link (150).

3. The system (160) of any preceding claim, wherein themachine-readable instructions further include instructions that
when executed by the processor (330) cause the processor (330) to:

generate a TSN gate control list (230) based on at least the determined impact; and
operate the switching node (140) based on the TSN gate control list (230).

4. The system (160) of any preceding claim, wherein themachine-readable instructions further include instructions that
when executed by the processor (330) cause the processor (330) to:

generate an initial TSNgate control list (230) basedon a characteristic of one ormore of the first end node (130A),
the second end node (130B), and the switching node (140) of the TSN (100); and
update a TSN gate control list (230) based on at least the initial TSN gate control list (230) and the determined
impact.

5. The system (160) of any preceding claim, wherein the at least one environmental condition is one of:

temperature;
air pressure;
vibration;
electromagnetic field;
time; or
humidity.

6. The system (160) of any preceding claim, wherein themachine-readable instructions further include instructions that
when executed by the processor (330) cause the processor (330) to:
program the switching node (140) based on a characteristic of a user system supported by the TSN.

7. The system of claim 6, wherein the characteristic of the user system is based on at least one of:

a plasma sheath formation on the user system;
a location of the user system;
a vibration of the user system;
an electromagnetic field around the user system;
passage of time relative to the user system; or
a function of the user system.

8. A method (400) comprising:

receiving (410) a measured value of at least one environmental condition from at least one sensor (170);
determining (420) an impact of the measured value of the at least one environmental condition on at least one
component of a time-sensitive network (TSN) (100); and
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programming (430) a switching node (140) based on at least the determined impact, the TSN (100) including a
first end node (130A), a second end node (130B), and the switching node (140), and the switching node (140)
being communicatively linked between the first end node (130A) and the second end node (130B).

9. The method (400) of claim 8, wherein the at least one component of the TSN (100) is one of:

an end node (130);
the switching node (140); or
a link (150).

10. Themethod (400)of claim8or9,whereinprogramming (430) theswitchingnode (140)basedonat least themeasured
value of the at least one environmental condition includes:

generating a TSN gate control list (230) based on at least the determined impact; and
operating the switching node (140) based on the TSN gate control list (230).

11. Themethod (400) of any of claims 8 to 10, wherein programming (430) the switching node (140) based on at least the
measured value of the at least one environmental condition includes:

generating an initial TSN gate control list (230) based on a characteristic of one or more of the first end node
(130A), the second end node (130B), and the switching node (140) of the TSN (100); and
updating a TSN gate control list (230) based on at least the initial TSN gate control list (230) and the determined
impact.

12. The method (400) of any of claims 8 to 11, wherein the at least one environmental condition is one of:

temperature;
air pressure;
vibration;
electromagnetic field;
time; or
humidity.

13. The method (400) of any of claims 8 to 12, further comprising:
programming the switching node (140) based on a characteristic of a user system supported by the TSN (100).

14. The method (400) of claim 13, wherein the characteristic of the user system is based on at least one of:

a plasma sheath formation on the user system;
a location of the user system;
a vibration of the user system;
an electromagnetic field around the user system;
passage of time relative to the user system; or
a function of the user system.

15. A non-transitory computer-readable medium including instructions that when executed by a processor cause the
processor to:

receive a measured value of at least one environmental condition from at least one sensor (170);
determinean impact of themeasured valueof the at least oneenvironmental condition onat least one component
of a time-sensitive network (TSN) (100); and
programaswitching node (140) basedon at least the determined impact, the TSN (100) including a first end node
(130A), a second end node (130B), and the switching node (140), and the switching node (140) being
communicatively linked between the first end node (130A) and the second end node (130B).
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