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(57) Abstract: Itis described a method for changing the configuration of a User Equipment (MS) for a telecommunication network.
The described method comprises operating the User Equipment (MS) in a first configuration, testing the User Equipment (MS)
whether it represents a trusted entity within the telecommunication network, receiving a trigger signal by the User Equipment (MS),
& inresponse to the reception of the trigger signal and in case the User Equipment (MS) represents a trusted entity, providing the User
@ Equipment (MS) with the authorization to autonomously change its configuration to a second configuration, and operating the User
Equipment (MS) in the second configuration. The trigger signal may be related to a change of the location of the User Equipment
(MS). It is further described a User Equipment for a telecommunication network and a telecommunication network, which are both
adapted to carry out the above described configuration changing method.
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DESCRIPTION

Changing the configuration of a User Equipment for a telecom-

munication network

Field of invention

The present invention relates to the field of trusted comput-
ing technology for mobile devices within a telecommunication
network. In particular, the present invention relates to a
method for changing the configuration of a User Equipment for
a telecommunication network, wherein the User Equipment has
been tested as to represent a trusted entity within the tele-

communication network.

Art Background

Modern User Equipments such as Mobile Terminals (MT) have
various functionalities. Such functionalities are for in-
stance an audio recording functionality or a picture acgquisi-
tion functionality provided by a digital camera being inte-

grated within the User Equipment.

Such functionalities might be prohibited within certain geo-
graphical regions or perimeters. In order to guarantee that a
user of a corresponding User Equipment is not able to ille-
gally use such a prohibited functionality, this User Equip-
ment has to be confiscated by authorized supervisor or watch-

men.

There may be a need for providing an effective enforcement

for adapting a User Equipments configuration.
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Summary of the Invention

This need may be met by the subject matter according to the
independent claims. Advantageous embodiments of the present

invention are described by the dependent claims.

According to a first aspect of the invention there is pro-
vided a method for changing the configuration of a User
Equipment for a telecommunication network. The provided
method comprises (a) operating the User Equipment in a first
configuration, (b) testing the User Equipment whether it
represents a trusted entity within the telecommunication net-
work, (c) receiving a trigger signal by the User Equipment,
(d) in response to the reception of the trigger signal and in
case the User Equipment represents a trusted entity, provid-
ing the User Equipment with the authorization to autonomously
change its configuration to a second configuration, and (e)

operating the User Equipment in the second configuration.

This first aspect of the invention is based on the idea that
provided that the integrity of the User Egquipment has been
positively tested, a trusted entity of the User Equipment,
which entity embodies a triggered functionality, is capable
for enforcing authorization policies. Thereby, the enforce-
ment can be accomplished by the User Equipment alone or in
co-operation with a network-side counterpart such as a base

station of the telecommunication network.

It has to be mentioned that although the User Equipment has
the authorization to change its configuration state autono-
mously, the User Equipment is forced to operate in the second
configuration after the trigger signal has been received.
However, all actions being related with authorization poli-
cies are carried out autonomously by the User Equipment. Of
course, 1f some support is necessary for implementing the au-
thorization policies support of the telecommunication network

can be obtained by the User Equipment.
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The trust of the User Equipment rests on securing properties
of the User Equipment. In the following it will be assumed
that the User Equipment represents a trusted computing plat-
form for the purpose of authorization policies. The authori-
zation may be specified by the standards of the Mobile Phone
Working Group (MPWG) of the Trusted Computing Group (TCG).
These specifications can be found in the publication "TCG Mo-
bile Reference Architecture, Specification version 1.0, Revi-
sion 1, 12 June 2007" and in the publication "TCG Mobile
Trusted Module Specification, Specification version 1.0, Re-
vigsion 1, 12 June 2007". Both publications can be found on
the website of the Trusted Computing Group under
https://www.trustedcomputinggroup.org/specs/mobilephone.

The first configuration may be defined by a first number of
available functions, whereas the second configuration may be
defined by a second number of available functions. Typically,
the first number is different to the second number. However,
it is also possible that the first number and the second num-
ber are the same. In the latter case, there is at least one
function of the second configuration which has not been
available in the first configuration or alternatively, there
is at least one function of the first configuration which is

available in the second configuration.

In this respect the term function may denote any functional-
ity of the User Equipment, which may be realized by means of
hardware of the User Equipment, by means of software or by
means of a combination of hardware and software. In case the
User Eguipment is a mobile phone, a function which is real-
ized predominately by means of Hardware is for instance a
camera being integrated in the User Equipment. A function
which is realized by means of a combination of hardware and
software is for instance a sound recorder being capable of
generating Audio files for instance in the mp3-format. Func-
tions which are realized predominantly by means of software
are for instance any services which are provided to the User

Equipment by a service provider.
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In this application the term User Equipment is used for any
type of communication terminal such as an arbitrary mobile
station (MS), a cellular mobile phone, a Personal Digital As-
sistant (PDA), a Notebook computer and/or any other movable

communication device.

It has to be pointed out that the term telecommunication net-
work refers to all kinds of wireless or wired networks.
Therefore, the within this application the telecommunication
network may be a radio communication network for mobile de-

vices as well as a computer network such as the internet.

Compared to known methods for changing the configuration of
the User Equipment the described method provides the advan-
tage that the overall Network load for e.g. location based
services is decreased significantly as the enforcement of the
authorization policies, which enforcement might require a
plurality of appropriate trigger events, is done at the User
Equipment representing the end device and not in the backbone

of the telecommunication network.

According to an embodiment of the invention the trigger sig-
nal is related to a change of a network hosting the User

Equipment.

A change of the hosting network occurs for instance if the
User Eguipment unsubscribes from a cellular radio telecommu-
nication network and subscribes at a wired or wireless Local
Area Network (LAN). The same holds of course also for the op-
posite case when the User Equipment unsubscribes from the LAN
and subscribes at the cellular radio telecommunication net-

work.

The described configuration change may be controlled by an
intelligent agent respectively an agent software running on a
processor of the User Equipment. This means that all respon-
sibility for a correct configuration change rests on the User

Equipment. The first and the second configurations, which are
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adapted to the different hosting networks, may comprise an
appropriate Access Control for various services being as-

signed to the different hosting networks.

According to a further embodiment of the invention the trig-
ger signal is related to a change of the location of the User
Equipment. This means that authorization decisions based on
the User Equipments location can be enforced by the User
Equipment with unprecedented strength relying on specific se-
curity assumptions on a trusted User Equipment platform. For
mobile devices such as mobile phones the security assumptions
are specified for instance by the above mentioned Trusted

Computing Group.

When performing the described method one may make use of
trusted computing technology such as a mobile trusted module
(MTM) and/or a trusted platform module (TPM) in order to

avoid frauds.

The described method may be carried out for instance with the
third generation (3G) long term evolution networks which
thereby will be extended both with a mechanism to securely
provision a (device side) Location Trigger Enforce (LTE) and
enforce location based policies. Thereby, location based
policies can be enforced with a high accuracy and without in-

creasing the network load.

The described invention provides for an effective and easy
way to implement a mechanism to enforce flexible policies
such as for instance a location-based access to content

and/or a location-based separation from a content.

According to a further embodiment of the invention the loca-
tion of the User Equipment is determined with a Global Posi-
tioning System and/or with an Assisted GPS procedure.
Thereby, the procedure for determining the User Equipments
localization may be carried out in different ways depending

on the current location. When the User Equipment is located
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within a first geographical region, the requirement for the
accuracy of the location determination may be not very high.
Therefore, it may be sufficient if in the first geographical
region the location of the User Equipment is determined
solely with the telecommunication network providing for a
spatial resolution corresponding to the size of the network
cells. By contrast thereto, if the User Equipment is located
within a second geographical region the requirement for the
accuracy of the location determination may be high. There-
fore, the location of the User Equipment may be precisely de-
termined by also employing the known Global Positioning Sys-
tem (GPS) or Assisted GPS (A-GPS).

The second geographical region may be surrounded by the first
geographical region. This means that the second geographical
region represents an exclusive area, wherein certain func-
tions of the User Equipment and/or the supporting network are
specifically activated or deactivated. Thereby, an efficient
and reliable LTE may be realized, wherein the accuracy of the
location determination is specifically adapted to the accu-
racy requirement, which may be different for different geo-
graphical areas. Thereby, when employing A-GPS the network
load is only increased when it is necessary, i.e. when the

User Equipment is located in the second geographical region.

In other words, the described method represents a Trusted Lo-
cation Trigger Authorization (TLTA). The concept of the TLTA
is based on the idea that the location trigger can operate on
two separate levels: In a first level the localization of the
User Egquipment is determined in accordance with handovers
carried out when the User Equipment travels from one cell to
another cell. In a second level, the localization of the User

Equipment is based on GPS and/or A-GPS technology.

In particular the A-GPS information required for exact loca-
tion is provisioned in a way that is very efficient, as a
combination of cell based location detection and GPS based

location detection is used. Since A-GPS procedure is only
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carried out when the User Equipment is in the second geo-
graphical region, the overall network load can be kept within

acceptable limits.

Although A-GPS is well known by experts in the technical
field of the present invention, at this point it is mentioned
that A-GPS relies on the fact that an Assistance Server can
narrow the mobile phone's geographic location down to within
one or two mobile phone cell sites by using information from
the cellular network. The Assistance Server receives a reli-
able satellite signal and comprises a high computational
power. This enables the Assistance Server to compare fragmen-
tary signals relayed to it by cell phones, with the satellite
signal it receives directly, and then inform the cell phone

or emergency services of the cell phone's position.

It has to be mentioned that also other procedures for detect-
ing the location of the User Equipment can be used alone or
in combination with the known cell based location detection.
Such procedures might include for instance triangulation,
wherein the location of the User Equipment is determined by
the intersection of two directions originating from spatially
different reference locations. Further, the location of the
User Egquipment might also be determined if a plurality of
transmitting stations are provided which respectively trans-
mit a small radio signal being distinguishable from the radio
signal originating from the surrounding transmitting sta-
tions. By identifying a received radio signal the User Equip-
ment can conclude that it is located in close proximity of

the corresponding transmitting station.

According to a further embodiment of the invention the trig-
ger signal is generated by the telecommunication network in
the course of a handover of the User Equipment between dif-
ferent cells of the telecommunication network. This may pro-
vide the advantage that the described method for changing the
configuration of a User Equipment can be integrated in a nor-

mal handover of the User Equipment between different cells,
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which are located in close proximity to the border between
different geographical regions. Thereby, different configura-
tions are assigned to the different geographical regions, re-

spectively.

It has to be mentioned that the described method can be car-
ried out in connection with wvarious handover protocols, which
have been specified so far. Preferably, the described method
may be accomplished in connection with the handover protocols
of the 3G Partnership Project Long Term Evolution specifica-
tions. This may provide the advantage that the described
method for changing the configuration of a User Egquipment can

be carried out with future mobile telecommunication networks.

According to a further embodiment of the invention the method
further comprises (a) receiving a further trigger signal by
the User Equipment, (b) in response to the reception of the
further trigger signal, providing the User Equipment with the
authorization to autonomously change its configuration from
the second configuration to the first configuration, and (c)
operating the User Equipment in the second configuration.
This means that the User Equipment can be switched back into
its original configuration as soon as the telecommunication

system issues the further trigger signal.

The further trigger signal may be related to a change of the
User Equipments position out from a second geographical re-
gion back into the first geographical region. Thereby, in the
second geographical region it is enforced that the User
Equipment comprises the second configuration, whereas in the
first geographical region it is enforced that the User Equip-

ment no longer comprises the first configuration.

According to a further embodiment of the invention the method
further comprises (a) defining an inbound perimeter surround-
ing a second geographical region, wherein the second configu-
ration is assigned to the second geographical region, and (b)

defining an outbound perimeter surrounding the inbound pe-
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rimeter. Thereby, when the User Egquipment crosses the inbound
perimeter when traveling from a first geographical region to
the second geographical region, the telecommunication network
issues the trigger signal. Correspondingly, when the User
Equipment crosses the outbound perimeter when traveling from
the second geographical region to the first geographical re-
gion, the telecommunication network issues the further trig-

ger signal.

The described separation of the inbound and the outbound pe-
rimeter being assigned to a change from the first to the sec-
ond configuration and from the second to the first configura-
tion, respectively, a judder of the actual configuration can
be effectively avoided if the User Equipment moves within a
narrow boundary region between the first and the second re-
gion or if the User Equipment is located very close to the

boundary between the first and the second region.

In other words, by providing spatially different inbound and
outbound perimeters a "spatial hysteresis"™ is created, which
avoids changing the configuration of the User Equipment very
frequently to and fro the first and the second configuration
when, in the course of a small movement within the border re-
gion, the User equipment accidentally and frequently crosses

the border between the two spatial regions.

According to a further aspect of the invention there is pro-
vided a User Equipment for a telecommunication network. The
User Eguipment comprises (a) a security module which is
adapted for storing authentication data, which can be re-
quested from the telecommunication network in order to test
whether the User Equipment represents a trusted entity within
the telecommunication network, and (b) a unit for receiving a
trigger signal from the telecommunication network. Thereby,
the User Equipment is adapted for changing its configuration
autonomously from a first configuration to a second configu-

ration in response to the reception of the trigger signal.
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The described User Equipment is based on the idea that by re-
ceiving an appropriate trigger signal the confirmation of the
User Eguipment can be changed. Thereby, the User Equipment
embodies a triggered functionality and is capable for enforc-
ing authorization policies. Thereby, the enforcement can be
accomplished by the User Equipment alone or in co-operation
with a network-side counterpart such as a base station of the

telecommunication network.

The described User Equipment is further adapted to carry out,
if necessary with appropriate support of the telecommunica-

tion network or with appropriate support of components of the
telecommunication network, any one of the embodiments of the

method described above.

As has already been mentioned above, the User Equipment may
be any type of communication terminal such as an arbitrary
mobile station (MS), a cellular mobile phone, a Personal
Digital Assistant (PDA), a Notebook computer and/or any other

movable communication device.

According to a further aspect of the invention there is pro-
vided a telecommunication network comprising at least one

User Egquipment as described above.

The described telecommunication network is based on the idea
that the overall network load can be reduced significantly by
providing at least one of the User Equipments with the capa-
bility for carrying out the above described method for chang-

ing its own configuration state.

It has to be noted that embodiments of the invention have
been described with reference to different subject matters.
In particular, some embodiments have been described with ref-
erence to method type claims whereas other embodiments have
been described with reference to apparatus type claims. How-

ever, a person skilled in the art will gather from the above
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and the following description that, unless other notified, in
addition to any combination of features belonging to one type
of subject matter also any combination between features re-
lating to different subject matters, in particular between
features of the method type claims and features of the appa-
ratus type claims is considered to be disclosed with this ap-

plication.

The aspects defined above and further aspects of the present
invention are apparent from the examples of embodiment to be
described hereinafter and are explained with reference to the
examples of embodiment. The invention will be described in

more detail hereinafter with reference to examples of embodi-

ment but to which the invention is not limited.

Brief Description of the Drawings

Figure 1 shows an illustration of the interaction of an ex-
isting Mobile Network Operator (MNO) network and Trusted Lo-

cation Trigger Authorization (TLTA) components.

Figure 2a shows an illustration of a Mobile Station (MS)
traveling though the zones and perimeters of a telecommunica-

tion system being equipped with TLTA functionality.

Figure 2b shows the states of the telecommunication network

and the MS during the travel of the MS depicted in Figure 2a.

Figure 3 shows an illustration of a handover and an attesta-
tion procedure at the surveillance perimeter depicted in Fig-

ure 2a.

Figure 4 shows the process of disabling the Location Trigger
Enforce (LTE) and its interaction with the Trusted Location

Trigger Authorization Center (TLTAC).
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Figure 5 shows the basic components of a known long term evo-

lution telecommunication network.

Detailed Description

The illustration in the drawing is schematically. It is noted
that in different figures, similar or identical elements are

provided with the same reference signs.

The technical framework for the Trusted Location Trigger Au-
thorization (TLTA) is the Long Term Evolution of 3G Networks
specified by the 3GPP standardization. Within it, various im-
provements over common 2G and 3G network architectures are
specified. One of the aims is to simplify the overall archi-
tecture. This flat, all-IP based infrastructure is referred
to as System Architecture Evolution (SAE). Meeting technical
and performance requirements arising from an analysis of the
current state of mobile technology requires a reduction of
the number of network nodes involved in data processing and
transport. A more flat network architecture leads to improved
data latency (the transmission delay between the transmitter
sending data and the time of reception) and better support of
delay-sensitive, interactive and real-time communications.
This model is shown in Figure 5 and consists of two types of
network elements. Access of user devices, called Mobile Sta-
tions (MS) is facilitated by enhanced base stations, referred
to as enhanced NodeBs (eNodeB). They provide the air inter-
face and perform the resource management on the air link. The
second class of elements are the Access Gate Ways (AGW),
which implement certain management functionalities and act as
data gateways for user packages. The AGW establishes connec-
tions to Service Providers. Within this core network model
the Mobile Network Operator (MNO) can offer different ser-
vices, for instance Assisted Global Positioning System (A-
GPS3) .
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Figure 1 depicts the interaction between the basic SAE archi-
tecture (shown as an MNO cloud) and the components added by
the TLTA concept. TLTA introduces on network operator side
the Trusted Location Trigger Authorization Centre (TLTAC),
which establishes a pre-defined geographic area within the
area covered by the MNO network. The TLTAC receives (i) the
physical configuration of the zone to be protected and (ii)
the corresponding policies to be enforced within this zone.
This step is labeled as A in Figure 1. Based on these data
the TLTAC determines the surveillance perimeter and config-
ures the eNodeBs of the MNO accordingly in step B. After the
setup of the protected zone the main task of the TLTAC is to
authenticate the end users devices and to maintain a list of
them.

In the end users mobile device a Location Trigger Enforcer
(LTE) is integrated, which is the device-side counterpart of
the TLTAC. It (i) receives and holds the Access Control (AC)
policies from TLTAC, (ii) receives and holds the protection
zone polygon geometry, (iii) determines entry and exit events
to the protection zone by A-GPS, and (iv) enforces the AC

policy on the device.

After the initial setup of the protected zone all MS entering
this zone are able to acquire certain services. The access to
these services is controlled by the LTE at side of the MS.
The basic scheme is that the MS, which enters the protected
zone performs an attestation of its internal state and con-
figuration to the MNO (step 1 in Figure 1). If this attesta-
tion succeeds the device is registered at the TLTAC (step 2)
and also registered at the side of the A-GPS service, which
provides for the accurate localization of the MS (step 3).
These registration steps are mainly required to protect the
A-GPS service against fraud and to enable certain payment

methods and schemes.

The TLTAC and LTE together form a Policy Decision Point (PDP)

respectively a Policy Enforcement Point (PEP) related model
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based on a local enforcement of the policies defined. From
the perspective of the content provider the trustworthiness
of the local LTE is testified and sufficiently strong. There-
fore it is required that the MS of the end user constitutes a
trusted platform, which is defined by the following capabili-

ties:

1) Secure boot:

The boot process is defined from the time that power is ap-
plied until the user is able to interact with the device and
to perform his intended functions. Within this time span the
secure boot process takes place ensuring that fundamental ca-
pabilities are in place ensuring the reliability of the sys-
tem. These capabilities include means for resource manage-
ment. During boot each component is measured in order of exe-
cution. These measurement values are then verified by a veri-
fication agent using so called Reference Integrity Metric re-
spectively Reference Integrity Measurement (RIM) certifi-
cates. If the values match then the processing will continue
and the start of the component is registered in a log as well
as in the corresponding system state register. Otherwise the

boot will fail and the system switches into a failed state.

In case of a failed state the system may offer the concept of
a Pristine Boot which offers a fallback property. This Pris-
tine Boot also defines the device state after the initial
factory installation where the lifecycle of a device starts.
Another use case for the pristine boot is defined by update
process to rebuild the required credentials, which are used

during the boot process.

If this secure boot of a device succeeds the system on top
can rely on the integrity of the system beneath. This in-
cludes all subsystems integrated in the platform including
the LTE.

2) Remote attestation:
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A system which performed a secure boot process on top of an
appropriate platform constitutes a trustworthy base for other
operations. Hereby it is essential to communicate this state
in a reliable way towards other entities to testify this at-
tribute. This process is called attestation in the context of

Trusted Computing (TC).

Therefore, TC may employ two concepts in order to implement
this functionality: Platform Configuration Registers (PCR)
and Attestation Identities (AI). A PCR reflects the system
configuration reported by the system and is protected within
the TPM respectively the MTM against fraud. These PCR values
are created by cryptographically combining hash values repre-
senting the measured component. Each value added to the PCR
value is also recorded in a log file. The log file and the
corresponding PCR value together are testifying the system
status. To simplify the verification process the Mobile Phone
Working Group (MPWG) of the Trusted Computing Group (TCG) de-
fined a verifier at the side of the end device respectively
the MS. This verifier works as an agent close with the meas-
urement system and holds reference values for the individual

measurements.

In the following the mobility process of a MS is explained

with reference to Figure 2a.

The area in which the authorization policy is to be enforced
is called the protected zone (pz). It is here for simplicity
defined as the area circumscribed by a closed polygon in the
plane, which in turn is covered by the cells of the mobile

network. Now, the number "1" is assigned to all cells on the
boundary of the closed, connected set of cells covering the

pz. This set of cells is denoted cl. The surveillance perime-
ter (sp) is defined as outer boundary of cl. Call cO the set
of cells adjacent to sp, c-1 the set of cells adjacent to the
outer boundary of c0, and so on. Finally let the outbound pe-

rimeter (op) be a closed polygon such that cl C 5; and
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dist(op;cl) > 0. This geometric arrangement is shown in Fig-

ure 2a, wherein, op results from simply scaling pz.

Figure 2a also exhibits the travel of a mobile device MS
through these zones. Here we describe this journey on a func-
tional level. Further details regarding the corresponding
communication protocols and procedures will be explained in

detail later in this application.

The corresponding states of the MS and the mobile communica-
tion network relevant to TLTA are shown in Figure 2b. At the
point marked (1), the MS enters the mobile network in a nor-
mal operational mode, with deactivated LTE and A-GPS func-
tions. Upon crossing sp at (2), the normal handover between a
cell of c0 and the corresponding cell of ¢l is augmented by
the activation of the LTE and the A-GPS, a remote attestation
process, a registration of MS with the TLTAC, a download of
the authorization policy and a transfer of information re-
garding the geometry of the pz to the MS. From there on the
MS autonomously operates the location trigger to detect the
pz using A-GPS and with the aid of an A-GPS support server
(possibly a function of TLTAC). When the MS enters the pz at
(3), the LTE enforces the policy, for instance unlocks a pre-
assigned credential for service access. During the presence
in the pz, the MS follows the policy and can for instance use
a Location BRased Service (LBS) whenever the user of the MS
desires. At some points (4), the MS may leave and re-enter
the pz and the LTE switches the enforcement of the policy off
and on. The LTE finally releases policy enforcement at point
(5), but is deactivated only at crossing of the op. At point
(6), the LTE also actively de-registers the MS with the
TLTAC. The triggering of location is cell-based only between
points (1) and (2) and after point (6), otherwise it relies
on (assisted) GPS and the autonomous decision of the MS via
the LTE.
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In the following appropriate protocols and procedures for
performing the location based authorization will be described

in more detail.

The trusted activation of the LTE, i.e., the activation of
the LTE on the MS and a trustworthy report of that fact to-
ward the network, when the MS crosses the sp, represents the
heart of the TLTA concept. In order to combine the TLTA con-
cept with present mobile technology it is important to inte-
grate this process into the normal handover of a MS between a

cell of c0 and a cell of cl.

Various handover protocols have been specified by the indus-
try being involved with high tech telecommunication networks.
Just as an example in this application a modification of the
3GPP Long Term Evolution (3GPPLTE) specifications will be
discussed, which offer advanced flexibility and promise supe-
rior performance. The 3GPPLTE handover (HO) is divided in two
basic stages, HO preparation and HO execution. In the present
case it involves an eNodeB of the cell c0 (eNBO) and an
eNodeBR of the cell ¢l (eNBl). This is shown in Figure 3. This
process is augmented by two stages of remote attestation of
the MS, regarding the presence and activity of the LTE, in
the scheme described here. This design maximally separates
the tasks between the eNodeB of c¢c0 and the eNodeB of cl. The
first one, attestation preparation, sets up the eNB1l and the
MS to perform LTE activation and remote attestation. The sec-
ond one, attestation execution, is performed after the HO and

does not interfere with this time critical process.

When the eNBl is notified of an HO regquest of some MS, it is-
sues an HO response to the eNBO, and additionally notifies
the eNRO of the necessity of a remote attestation of the MS.
The sole task of eNBO is then to generate and distribute a
particular nonce, as specified by the remote attestation pro-
tocol of the TCG (see Trusted Computing Group, TPM Main Part
2 TPM Structures, Specification Version 1.2 Revision 94,

March 2006, TPM Main Part 3 Commands, Specification Version
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1.2 Revision 94, March 2006), for this purpose to the MS and
to the eNB1l. This is a modification of the original TCG at-
testation protocol, which combines eNBO and eNBl1 into one
verifying party. The eNRBRO issues the TCG conformant attesta-

tion request to the MS, along with a signal Att nonce.

In this respect it is mention that a "nonce" is a random num-
ber, that is used in order to proof respectively to guarantee

the up-to-dateness of a request.

The activation of LTE and attestation thereof is concluded
only after the HO. This means that the MS loads the LTE (if
it is not already present in its memory), generates an at-
testation package according to the specification as described
by the TCG, and sends it to the eNBl only after the initial
signaling with this eNodeB is complete and acknowledged by
the MS.

By attestation, the eNB1l can be convinced that the MS is in a
trustworthy state and actually has an untampered LTE. It then
sends an acknowledgement to the MS, including the signal to

activate the LTE for operation within the area defined by the

sp.

In the following the establishment of the protected zone (pz)
will be described in detail with reference to Figure 4. In
Figure 4 the registration of the MS the TLTAC and the
download of the policy to the LTE on the MT are not shown in
Figure 5 and can be initiated by the AGW, the eNBl1 or the MS
itself. After registration with the TLTAC, the pair consist-
ing of the MT and the TLTAC can operate as a combination of
policy enforcement point respectively policy decision point
of an authorization system in any desired separation of du-

ties.

Policy enforcement can be divided into two levels for the

area between sp and pz and the interior of pz with two sepa-
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rate policies called Psp and Ppz, respectively. Authorization
decisions can be felled either by the LTE of the MS alone or
by LTE in collaboration with the Localization Trigger Access
Communication Center (LTACC) in both cases. For the latter
case, the LTE would transmit with an authorization request a
binary attribute to the LTACC, stating whether the MS is in

pz or not.

In the following paragraphs (A) the security of the TLTA con-
cept and (B) questions of performance and practical issues of

the TLTA concept are discussed.

(A) Security of the TLTA concept:

The two-tiered architecture of the TLTA concept naturally di-
vides security in two levels. Security on the sp rests on the
untamperedness of the involved eNodeBR eNBO and the eNodeR
enBl, which is a precondition. Security in pz on the other
hand depends on the separation of tasks between the TLTAC and
the LTE. The security of the LTE is enabled by the unigue
features of trust-enhanced MS, namely secure boot and at-
testation, features which are fundamental for TLTA. When a
registered device enters or leaves pz from or to sp, policy
enforcement by the LTE switches between the two policies Psp
and Ppz defined above. In the following the security proper-

ties of the enforcement of Ppz will be discussed.

The design entails that a security assessment of TLTA must
distinguish between policies for functional enforcement and
access control, respectively. The former means that certain
functions on all devices respectively all MSs in the pz shall
be enabled or disabled. The latter allows certain content or
services to be delivered or made available to the MSs regis-
tered with the TLTAC. The essential difference between the
two 1s that, in order to extend functional enforcement to all
MSs in pz, the LTE activation must be ensured on all of them
or the policy must be enforced otherwise, e.g. by out-of-band

measures and processes. Access control is less security-
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critical. In contrast to functional enforcement, an access
control policy is effectively enforced by the TLTAC, which
will yield access only to MSs with active LTE accepting the
Ppz. In this case, the LTE provides the added security that
proliferation of access to content or services beyond the pz

is effectively prevented.

In the following some design choices for realizing the TLTA

concept are briefly discussed.

The de-centralized architecture and operation of TLTA is de-
signed with the central aim of generally reducing the network
load. This is only possible with the desired level of secu-
rity and enforcement if trust-enhanced MSs are used as cen-
tral functional building blocks. The TLTA is loosely coupled
to the top-level of the cellular infrastructure. The TLTAC
operates on the level of the network’s Home Location Register
(HLR) respectively the network’s Visitor Location Register
(VLR) and Mobile Switching Center (MSC) and could be co-

located or integrated with either one.

Signaling cost is a major concern for location management in
cellular overlay networks, which poses similar demands as lo-
cation based authorization. In the present case, the two-
tiered method of TLTA yields the largest advantage in this
respect by leveraging the capacities of the edge of the net-
work. In particular communication with the MSs at the sp is
completely borne by the eNodeBs and is thus maximally de-
centralized. Moreover, the MSs operate largely autonomous in-

side the pz.

Furthermore, the protocol is designed such that the eNB0O of

cO0 is passive. The sole essential task of eNBO is the genera-
tion of the signal Att nonce. This saves communication effort
at the stage of node configuration, since only the eNodeBs of

cl need to be activated to handle entry events.
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Another feature is the separation of inbound (sp) and out-
bound perimeter. It avoids judder, i.e., frequent switching
on and off of the LTE and according registration and deregis-
tration with the TLTAC.

A bottleneck could ensue if the physical access to the pz is
restricted, in the extreme case to a single cell and a large
number of MSs enters the sp. This can happen in particular in
application scenarios for functional enforcement (see below).
This concentrates the load for the TLTA entry protocol to a
single enB0, enBl pair. The problem can be alleviated by (a)
organizational measures to distribute entry points over the
perimeter of the pz, or by (b) shifting the sp further away
from pz, i.e., to the boundary between cell layers c_,, Cont1s
. wherein n 2 1. A third option is to introduce extra so
called ad hoc cells such as for instance mobile nano/pico-
cells. This is also an interesting option if the network’s
deployed eNodeBs in the area are not capable to execute the
TLTA protocol.

Regarding the mobile users respectively MS owners, the force-
ful activation of the LTE is a potential infringement of the
proprietor’s power of disposal. A similar consideration holds
for Trusted Computing technology on any platform. It has led
the TCG to mandate activation and take ownership procedures
for the hardware security anchor TPM/MTM. These concepts can
sensibly be lifted to the level of applications intimately
connected with and depending on TC. Furthermore, procedures
for user notification and acknowledgement can be combined
with TLTA.

It is mentioned that the TLTA technology is based on funda-
mental ideas. Hence it is easy to envisage application sce-
narios in many sectors ranging from general m-commerce to
public safety. In the following paragraphs some concrete ap-
plication scenarios for the TLTA concept will be briefly dis-

cussed.



10

15

20

25

30

35

WO 2009/040422 PCT/EP2008/062950
22

(1) High-tech trade fair: Functional restriction policies can
be enforced with exemptions. Consider for instance a high-
tech trade fair. The pz may be determined by the fair’s host
so as to coincide with the physical entry barriers of the
fair area. The sp is a larger area so that visitors with
TLTAC-enabled MSs will already be registered with TLTAC when
passing the entry control. The Ppz stipulates that cameras
and sound recording facilities of devices have to be switched
off by the LTE. They then can freely pass through, while un-
protected (or non-networked devices, e.g., cameras) are de-

tected at the entry barrier and are confiscated.

(2) Combating industrial espionage is another use case. For
instance a company may use the TLTA concept to disable MS
cameras within the borders of their campus, while keeping the
MSs of visiting executives operative for communication pur-

poses.

(3) Sports stadium and concert hall: The voice commentary on
a sports event is broadcast encrypted to mobile devices in a
stadium, which represents the pz. Only TLTA-enabled MS have
received the decryption keys with the Ppz data managed se-
curely by the LTE. In a concert hall, the live audio broad-
cast should add to the experience of the audience, and can be
personalized in terms of language and otherwise. This shall
not be able to be received outside of the concert hall, to

avoid bootlegging.

(4) Mission critical communication: MSs in a disaster area
can be configured to receive emergency and alarming messages.
This can be used to inform the public or emergency action
forces but also to locate them within the danger zone. Stan-
dard mobile devices can co-operate with the special ones of
action forces and inter-work over network boundaries, e.g.,

with Terrestrial Trunked Radio (TETRA) networks.

(5) Mobile gaming: A game spread out over the area of a lar-

ger city requires to adjust the device side policies based on
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narrow location, e.g., when the user has reached a certain
waypoint. Thereby games based on the principles of paper

chase or scavenger hunt can be played.

It should be noted that the term “comprising” does not ex-

” W

clude other elements or steps and the “a” or “an” does not
exclude a plurality. Also elements described in association
with different embodiments may be combined. It should also be
noted that reference signs in the claims should not be con-

strued as limiting the scope of the claims.
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List of reference signs and abbreviations:

3GPPLTE
AC
Ack
AGW
A-GPS
AT

AP
ConfReqg
ENBO
eNB1
eNodeB
GPS
HLR
HO
IMS
ib
LAN
LBS
LTACC
LTE
MNO
MPWG
MT

MS
MsC
MTM
op
PCR
PDA
PDP
PEP
Psp
PSTN
Ppz
Pz

3GPP Long Term Evolution
Access Control
Acknowledgement signal
Access Gate Way

Assisted GPS

Attestation Identities
attestation package
Confirmation Reguest
eNodeB of the cell cO
eNodeB of the cell cl
enhanced NodeB

Global Positioning System
Home Location Register
handover

IP Multimedia Subsystem
Inbound perimeter

Local Area Network
Location Based Service
Localization Trigger Access Communication Center
Location Trigger Enforcer
Mobile Network Operator
Mobile Phone Working Group
Mobile Terminal

Mobile Station

Mobile Switching Center
mobile trusted module
outbound perimeter
Platform Configuration Registers
Personal Digital Assistant
Policy Decision Point
Policy Enforcement Point
separation policy in sp
Public Switched Telephone Network
separation policy in pz

protected =zone
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RIM

sp
TC
TCG
TETRA
TLTA
TLTAC
TLTSR

TPM
VLR

Reference Integri
Reference Integri
surveillance peri
Trusted Computing
Trusted Computing
Terrestrial Trunk
Trusted Location

Trusted Location

Trusted Location

Regquester

trusted platform

Visitor Location
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ty Metric /
ty Measurement

meter

Group

ed Radio

Trigger Authorization
Trigger Authorization Center

Trigger Authorization Service

module

Register
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CLAIMS:

1. A method for changing the configuration of a User Equip-

ment (MS) for a telecommunication network, the method com-

prising

® operating the User Equipment (MS) in a first configuration,

® testing the User Equipment (MS) whether it represents a
trusted entity within the telecommunication network,

® receiving a trigger signal by the User Equipment (MS),

® in response to the reception of the trigger signal and in
case the User Equipment (MS) represents a trusted entity,
providing the User Equipment (MS) with the authorization to
autonomously change its configuration to a second configu-
ration, and

® operating the User Equipment (MS) in the second configura-

tion.

2. The method according to claim 1, wherein
the trigger signal is related to a change of a network host-

ing the User Eguipment (MS).

3. The method according to claim 1, wherein
the trigger signal is related to a change of the location of

the User Egquipment (MS).

4. The method according to claim 3, wherein
the location of the User Equipment (MS) is determined with a
Global Positioning System and/or with an Assisted GPS proce-

dure.

5. The method according to any one of the claims 3 to 4,
wherein

the trigger signal is generated by the telecommunication net-
work in the course of a handover (HO) of the User Equipment
(MS) between different cells (c0, cl) of the telecommunica-

tion network.
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6. The method according to any one of the claims 3 to 5, fur-

ther comprising

® receiving a further trigger signal by the User Equipment
(MS) ,

® in response to the reception of the further trigger signal,
providing the User Equipment (MS) with the authorization to
autonomously change its configuration from the second con-
figuration to the first configuration, and

® operating the User Equipment (MS) in the second configura-

tion.

7. The method according to claim 6, further comprising

¢ defining an inbound perimeter (ip) surrounding a second
geographical region (pz), wherein the second configuration
is assigned to the second geographical region (pz), and

® defining an outbound perimeter (op) surrounding the inbound

perimeter (ip), wherein

when the User Equipment (MS) crosses the inbound perimeter
(ip) when traveling from a first geographical region to the
second geographical region (pz), the telecommunication net-
work issues the trigger signal, and

- when the User Egquipment (MS) crosses the outbound perimeter
(op) when traveling from the second geographical region (pz)
to the first geographical region, the telecommunication net-

work issues the further trigger signal.

8. A User Equipment for a telecommunication network, the User

Equipment (MS) comprising

® o security module which is adapted for storing authentica-
tion data, which can be requested from the telecommunica-
tion network in order to test whether the User Equipment
(MS) represents a trusted entity within the telecommunica-
tion network,

® o unit for receiving a trigger signal from the telecommuni-
cation network,

wherein the User Equipment (MS) is adapted for changing its

configuration autonomously from a first configuration to a
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second configuration in response to the reception of the

trigger signal.

9. A telecommunication network comprising

5 ® at least one User Equipment (MS) as set forth in claim 8.
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