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function submit fragment(fragment, ownershipPubkey,
ownershipSignature) {

if (!verifySignature(hash(fragment), ownershipPubkey,
ownershipSignature) {

return error;

b

var fragmentID = hash(fragment);
[0046]
ledgerState.put(fragmentID ,fragment);

var ownerKey = hash(ownershipPubkey);

var ownerFragments = ledgerState.get(ownerKey);
ownerFragments.add(fragmentID);
ledgerState.put(ownerKey, ownerFragments);

return fragmentID;

b
[0047]  —AHAWERESFI210F DLEAE SHIMm 258 W, T84 214) 1K A B At
AT LA VR R o NIRRT 2 580K BOAE T TR RE & F) 2 10Dy AR ) 7
Bl

function get fragment(userCert, fragmentID) {

if (!verifyUserCertificate(userCert, fragmentID)) {

return error;
[0048]

return ledgerState. get(feedbackID);
b

[0049] HrfverifyUserCertificaten] DAEGUFUE P2 HA I UE 1AL (Certificate
Authority,CA) 221, Al LA b fragment IDSE AL CAFI AL A B |, FF LAl PLSG Uk
fragment IDEAE b5 (userCert) o CAR] DA T HIuEIH 2 H el AL SR AT A AL (9140,
SR I 24 (hypertext transfer protocol secure,HTTPS) Bi& 4 EHF )=
(secure sockets layer,SSL) IR&S#5UEPD) »

[0050]  —ANHA R GRS [ 210 AT LA G4 55 5 A8 510 v Be ARl B ST RAHSCIE R v
Ao MR T2 5358 TR B g vl 2 XU AR A B 38 e 45 200 [ R R
G210 FRAS I 7= 1o
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function submit_contribution(userCertificate, fragmentID,
encryptedContribution) {
if (!verifyUserCertificate(userCert, fragmentID)) {
return error;
[0051]

var contributionsKey = fragmentID + “_contributions”;
var contributions = ledgerState.get(contributionsKey);
contributions.add(encryptedContribution);

ledgerState.put(contributionsKey, contributions);

b
[0052]  —AHAtE AR A IR 210 A] LURLE 5 3R A AT Fr Be i) AR 7 it R DT RRAH SR R v
Ao MR T TN AR 204800 5 200 B AR I TTRRI B RE S F) 2 10 D54
(AR
function get contributions(fragmentID, ownerPubkey,
ownershipSignature) {
var ownerKey = hash(ownershipPubkey);
var ownerFragments = ledgerState.get(ownerKey);
for (id: ownerFragments) {
if (id == fragmentID) {
[0053] o o
var contributionsKey = fragmentID + *_contributions”;

return ledgerState.get(contributionsKey);

j
b

return error;

b
[0054) /MLt BHE 2IFI2L0T] DA % 5 SRR P S A8 2 RIZLOAF DIV T T
TR T P TV GIECA B RE A 210 Do 2 1.
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function create ca(caPubkey, fragmentList, ownershipPubkey,
ownershipSignature) {
if (verifySignature(hash(caPubkey+fragmentList), ownershipPubkey,
ownershipSignature) {

return error;

b

var ownerKey = hash(ownershipPubkey);
var ownerFragments = ledgerState.get(ownerKey);
[0055] for (fragmentID : fragment list) {
if ('validFragment(fragmentID, ownerFragments) {

return error;

b

b
var caKey = hash(caPubkey);

ledgerState.put(caKey, fragmentList);

return;

b
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AU A H TR TR o
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FTLAHT IR BesoR D P B i o F N B B 2048 AT 95 77202 1] LA 40 et 4 7l
Fr B B AR T LA NS TR BEE 20400 E « T 202 Q1Y Fr Bl 2 , 2 5 EK AN RIS
I HHMS 5 Pl iR 5 2020 S — RN 438 BeT AT h e i, sl
AL FHIARIER 1 2R 5 A ER BRI SE R RN [ SR 5 AL T LU ks i 1 %
e S L eI A TP AR L
(00581 $¢ FoRAE308, AEDXHGEH A A 55703 DX (B, FrBO) « XBR Bk RE A A B R Fr 110a
110b A LUK IR BT 5% 77 Py Be2 08 X B A A 10 o R 257 (B, B0 o T A 1R BRI 1A
304X TR BT RE 1517 2 LORAR E VI P AR SR « DX T LA SR RIS B ARSI Y
BREA 2 10A0VF AT, DL it A\ 2] Do U R A O AR G i 25 200 i el A ) e
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