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1. 

METHOD AND APPARATUS FOR 
APPLICATION STATE SYNCHRONIZATION 

FIELD OF INVENTION 

The present invention relates generally to enterprise com 
puting. More particularly, this invention relates to synchro 
nizing an application state with a data Source. 

BACKGROUND 

More and more browser based applications are incorpo 
rated in modern enterprise computing. Typically, a browser 
updates its application state. Such as a business process view, 
from a corresponding server based on a user's request. Recent 
advancements of browser capabilities, such as the adoption of 
RIA (Rich Internet Application) technology, has made it pos 
sible for a browser to automatically synchronize its applica 
tion state with a backend server without requiring explicit 
requests from a user. Hence, the interaction between a 
browser user and the browser does not need to be blocked 
while application states are being synchronized. Usually, a 
Script-based timer is utilized to trigger periodic requests and 
responses from inside the browser using a hidden HTTP 
(Hypertext Transport Protocol) communication channel. 

FIG. 1 is a timing diagram illustrating an example of the 
timer based State synchronization in browser based applica 
tions. When a state synchronization request 101 is triggered 
by end users through a user interface in a browser based 
application 103, a script-based timer 105 is usually initialized 
with a timer value to make periodic requests and responses 
with server side actions 109 in an ongoing manner (e.g. loop 
ing) 111. A browser based hidden communication channel 
using HTTP 107 may be set up to update the browser user 
interface 117 with the latest state data carried in the 
responses. A business object 113 may be called to retrieve the 
latest state data from a data source 115 when a request is 
received at the server. 

However, the timer based communication channel sends 
back nearly the same amount of data between a browser and 
a server periodically regardless whether the application state 
in the browser is synchronized with the server or not. Obvi 
ously, Such a method is inefficient in many cases especially 
when the application state does not change that often. 

In addition, computing processing power and network 
transportation capacity may be wasted due to large number of 
unnecessary requests and responses between a browser and a 
server. Often times, handling transactions of Such a hidden 
communication channel also increases the response latency 
for a user to interact with a browser. Usually, the tighter the 
synchronization requirement is, the larger the number of Such 
transactions is needed, even when there is little change to 
update from a server. 

SUMMARY OF THE DESCRIPTION 

The embodiments of the present invention include a 
method and apparatus that send a response to a client to 
synchronize a state with a data source based on a priority 
determined according to a history of received update 
requests. When a notification message from a data source in a 
backend system is received, an update request is selected 
from a plurality of update requests currently pending to be 
served according to the priority associated with each update 
request. A response is sent to the client over a network corre 
sponding to the selected update request. The response 
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2 
includes state updates according to the changes in the data 
Source and the current application state in the corresponding 
client. 

Other features of the present invention will be apparent 
from the accompanying drawings and from the detailed 
description that follows. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example and 
not limitation in the figures of the accompanying drawings, in 
which like references indicate similar elements and in which: 

FIG. 1 is a timing diagram illustrating an example of timer 
based state synchronization in browser based applications. 

FIG. 2 is a block diagram illustrating one embodiment of a 
network system for synchronizing a client application with a 
backend system. 

FIG. 3 is a flow diagram illustrating one embodiment of a 
process for synchronizing a client and a backend system. 

FIG. 4 is a block diagram illustrating one embodiment of a 
network environment for synchronizing a client and a back 
end system. 

FIG. 5A is a flow diagram illustrating one example of a 
process for a client application to receive updated State data. 

FIG. 5B is a flow diagram illustrating one example of a 
process for a client application to update application states. 

FIG. 6 is a block diagram illustrating one embodiment of a 
request token for an update request. 

FIG. 7 is a block diagram illustrating one embodiment of a 
server system for synchronizing a client with a data source 
through a network. 
FIG.8A, is a flow diagram illustrating one embodi 

ment of a process for handling a state synchronization request 
from a client. 

FIG. 8B is a flow diagram illustrating one embodiment of 
a process to handle a state change notification for a client. 

FIGS. 9A and 9B are timing diagrams illustrating a timing 
flow according to one embodiment of a process for synchro 
nizing a client to a data source in a backend system. 

FIG. 10 illustrates one example of a computer system 
which may be used with one embodiment of the present 
invention. 

DETAILED DESCRIPTION 

A method and an apparatus for synchronizing states of a 
client application with a backend system in an asynchronous 
manner over internet are described herein. In the following 
description, numerous specific details are set forth to provide 
thorough explanation of embodiments of the present inven 
tion. It will be apparent, however, to one skilled in the art, that 
embodiments of the present invention may be practiced with 
out these specific details. In other instances, well-known 
components, structures, and techniques have not been shown 
in detail in order not to obscure the understanding of this 
description. 

Reference in the specification to “one embodiment” or “an 
embodiment’ means that a particular feature, structure, or 
characteristic described in connection with the embodiment 
can be included in at least one embodiment of the invention. 
The appearances of the phrase “in one embodiment” in vari 
ous places in the specification do not necessarily all refer to 
the same embodiment. 
The processes depicted in the figures that follow, are per 

formed by processing logic that comprises hardware (e.g., 
circuitry, dedicated logic, etc.), software (such as is run on a 
general-purpose computer system or a dedicated machine), or 



US 7,774,356 B2 
3 

a combination of both. Although the processes are described 
below in terms of some sequential operations, it should be 
appreciated that some of the operations described may be 
performed in different order. Moreover, some operations may 
be performed in parallel rather than sequentially. 

FIG. 2 is a block diagram illustrating one embodiment of a 
network system for synchronizing a client application with a 
backend system. Referring to FIG. 2, according to one 
embodiment, one or more clients, 201, 203, according to one 
embodiment, are coupled to an application server 215 
through a network 213. The network 213 may be the Internet, 
a local area network or a wide area network. The client 201 
may include a web browser 205 having a rendering engine 
207. The web browser 205 may be based on Internet Explorer 
from Microsoft Inc., Mozilla from Mozzila.org, or Opera 
from Opera Software. A web browser 205 may be asynchro 
nously coupled with a presentation container 209. The pre 
sentation container 209 may maintain a state of the data to be 
presented by the rendering engine 207 of the web browser 
205. A service gateway 211 inside the presentation container 
209 may retrieve updates of the application state from an 
application server 215through a network 213. In one embodi 
ment, the service gateway 201 sends an update request includ 
ing a current state of data maintained in the presentation 
container 209 to the application server 215 to receive updates 
of the application states according to business objects 221 
inside the application server 215. 

In one embodiment, business objects determine whether 
any update is available when receiving an update request from 
the client 201. The application server 215 may not respond to 
an update request from the client 201 when no corresponding 
state updates are available as determined by the business 
object 221. In one embodiment, the network connection 
established by an update request remains open until at least 
one update response is sent from the application server 215. 
In one embodiment, business objects 221 are asynchronously 
coupled to a backend system storing data sources as persistent 
objects 219 such as data tables or structures in a database. The 
asynchronous connection may be established over a local area 
network, a wide area network, or a local connection Such as a 
serial bus or interconnect. In one embodiment, business 
objects 211 are notified by the backend system 217 when 
changes occur in the data sources. Business objects 221 may 
identify relevant changes in the data source for a received 
update request. In one embodiment, the application server 
215 sends out a response to the client 201 when business 
objects 221 identifies relevant changes in the data source 
based on an update request received from the client 201. In 
one embodiment, the application server 215 responds to a 
request when notified by the backend system 217. 

FIG. 3 is a flow diagram illustrating one embodiment of a 
process 300 for synchronizing a client and a backend system. 
For example, the process 300 may be performed by systems 
as shown in FIG. 2 and/or FIG. 4. In one embodiment, the 
process 300 includes, but not limited to, determining a prior 
ity of an update request among a plurality of update requests 
in response to receiving the update request from a client and 
sending a response to the client corresponding to the update 
request selected based on the priority responding to a notifi 
cation message about a data change from a data source. In one 
embodiment, an update request is received from a client at 
block301. The update request may include information about 
a current application state of a client, Such as the completion 
information of print jobs from printing spool or the availabil 
ity information of certain resources needed by current appli 
cation. In one embodiment, the processing logic determines a 
priority of the received update request among multiple update 
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4 
requests waiting to be served at block 303. Priority relation 
ships may be maintained among multiple update requests. In 
one embodiment, more than one update requests may be 
received from the same client. At block 305, according to one 
embodiment, in response to a notification message from a 
backend system, an update request is selected according to 
the priority from among the multiple update requests already 
received. The backend system may include a data source for 
the application state of the client. The notification message 
may be sent out from the backend system due to a change in 
the data source. In one embodiment, a response is sent to the 
client according to the update request selected at block 307. 
The response may include updates of the application state 
according to changes in data source in the backend system 
and the current application state in the corresponding client. 

FIG. 4 is a block diagram illustrating one embodiment of a 
network environment for synchronizing a client and a back 
end system. In one embodiment, the system 400 includes, but 
is not limited to, a communication module, a priority module 
and an update module. The communication module may 
receive an update request from a client. The communication 
module may receive a notification message about a data 
change from a data source. The communication module may 
send a response to the client. The priority module may deter 
mine a priority of the update request among a plurality of 
update requests. The update module may generate the 
response including the data change in response to the notifi 
cation message corresponding to the update request selected 
from the plurality of update requests based on the priority. In 
one embodiment, a client 401 sends an update request to 
synchronize with data sources in a backend system 411. An 
update response may be sent to the client 401 to update the 
current application state in the client 401 in response to the 
update request for synchronizing with the data sources. The 
client 401 may send out another update request when receiv 
ing an update response. 

In one embodiment, a communication module 405 in the 
application server 403 receives the update request. The 
update request may include information about the current 
application state of the client 401. In one embodiment, the 
communication module forwards the update request to a pri 
ority handler module 407 to determine a priority of the 
request among multiple requests currently waiting to be 
served in the application server 403. In one embodiment, the 
application server 403 is communicatively coupled to a back 
end system 411 through a local area network, a wide area 
network, or a local connection, such as a serial bus or an 
interconnection. In one embodiment, the application server 
403 listens for a notification message from the backend sys 
tem 411 without blocking operations of the application 
server. For example, receiving the notification message may 
be implemented as a separate thread. As a result, receiving the 
notification message from the backend system 411 may be 
asynchronously performed with respect to operations of the 
application server 403. In one embodiment, the application 
server 403 sends a requesting message to the backend system 
411 according to the update request received. In another 
embodiment, the application server 403 sends a message to 
the backend system 411 to register notification messages 
without receiving any update request from any client. 

In one embodiment, the backend system 411 sends a noti 
fication message to be received by the communication mod 
ule 405 when changes occur in data sources associated with 
the backend system 411. In one embodiment, the communi 
cation module 405 retrieves data changes from the backend 
system 411 for an update module 409 to select an update 
request according to their priorities (e.g. via a first thread). In 
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one embodiment, the communication module sends an 
update response to the client 401 according to the selection by 
the update module 409 (e.g. via a second thread). Multiple 
update requests may be selected by the update module 409 
based on a single notification message from the backend 
system 411. In one embodiment, the communication module 
405 sends out one update response for each selected update 
request. Note that Some or all of the components as shown in 
FIG. 4 may be implemented in software, hardware, or a com 
bination of both. 

FIGS. 5A and 5B are flow diagrams illustrating example 
processes for a client application to receive updated State data 
and update corresponding application state. The client appli 
cation may be a RIA application. Referring to FIG. 5A, a 
client processing logic may assign a callback object for an 
update request at block 501. An update request may be a state 
synchronization request. A callback object may be associated 
with references to handlers to complete updates of an appli 
cation state, such as refreshing a user interface. The process 
ing logic may also generate a request token at block 503. A 
request token may be a data structure to be included in an 
update request. The data structure in the request token may 
comprise a reference to the callback object assigned at block 
501. At block 505, the processing logic sends a state update 
request including the generated request token. Subsequently, 
the processing logic may wait for responses to update State 
data at block 507 without block operations of the client appli 
cation. After the processing logic receives responses to 
update an application state with the generated request token at 
block 509, the processing logic may check whether the cur 
rent application state has been aborted at block 511. When a 
user switches from one business process view to a new busi 
ness process view, the application state corresponding to the 
old business process view may be aborted. The processing 
logic may complete if the corresponding application state has 
been aborted. Otherwise, the processing logic may activate 
the handlers referenced in the request token included in the 
received responses to perform update operations at block 513. 
The processing logic may call an update process 514 in FIG. 
5B to perform update operations in an asynchronous manner. 
The update process 514 may update context data at block 515 
and refresh a user interface according to the updated context 
data at block 517. 

FIG. 6 is a block diagram illustrating one embodiment of a 
request token for an update request. In one embodiment, a 
request token 601 is a data structure including request param 
eters 603, a callback object reference 605 and a client/session 
identifier 607. In one embodiment, a callback object refer 
ence 605 points to a callback object 611 is assigned by the 
client generating the token 601. The client may be associated 
with multiple callback objects. The callback object reference 
605 may be used by the requesting client to locate the pointed 
callback object 611 after receiving an update response. 
Request parameters 603 may be related to the corresponding 
update request, Such as a set of required input values when the 
requesting client activating the callback object 609 through 
the callback object reference 605 after receiving an update 
response. In one embodiment, the client/session identifier 
607 identifies the requesting client for the receiving server to 
maintain a priority among multiple update requests. In 
another embodiment, the client/session identifier 607 
includes a connection session established between a request 
ing client and a receiving server. 

FIG. 7 is a block diagram illustrating one embodiment of a 
server system for synchronizing a client with a data source 
through a network. In one embodiment, a web client 701 is 
communicatively coupled to an application server 705 
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6 
through a network 203. The web client 701 may send a state 
update request to the application server 701 for synchronizing 
an application state in the web client 701 with a data source 
723 in a backend system 721. In one embodiment, a request 
handler module 707 in the application server 705 receives a 
state update request. The request handler module 707 may 
extract request information from the update request including 
a request token and the corresponding client application state. 
The request handler module 707 may record the request in a 
request record database 711, which may be a single database 
or multiple databases locally or remotely connected. A 
request record in the database 711 may include when the 
requestis received and identifications of the requesting client, 
Such as an IP address. In one embodiment, a priority handler 
module 713 maintains a priority among received update 
requests pending to be served by the application server 705 in 
a priority queue 715. In one embodiment, the priority queue 
715 includes the request token associated with an update 
request. The priority handler module 713 may determine a 
priority of the update request received at the request handler 
module 707 with respect to other update requests in the pri 
ority queue 715. In one embodiment, the priority handler 
module 713 makes a priority decision based on information 
retrieved from the request record database 711. 

In one embodiment, the notification message handler mod 
ule 719 listens periodically or continuously to messages from 
a backend system 721 communicatively coupled to the appli 
cation server 705. In one embodiment, the backend system 
721 includes a data source 723. The data source 723 may be 
a database for persistency management of business objects. 
The backend system 721 and the application server 705 may 
be merged in a single system. In one embodiment, once an 
update of the data source 723 is available, the notification 
message handler module 719 receives an update message 
from the backend system 721 to notify the update. The update 
message may originate from the data source 723. 

In one embodiment, the notification message handler mod 
ule 719 retrieves the updated data from the data source 723 
after receiving the update message. In one embodiment, the 
state update module 717 matches update requests pending in 
the queue 715 with the updated data according to information 
about the associated application states with. The state update 
module 717 may select a matched update request with the 
highest priority based on the priority queue 715. The state 
update module 717 may remove the entry corresponding to 
the selected update request from the priority queue. In one 
embodiment, the state update module 717 records the selec 
tion in the request records 711. In one embodiment, the 
response handler module 709 constructs a response for the 
selected update request based on the updated data. In one 
embodiment, the request handler module 707 sends back the 
constructed response to the requesting client associated with 
the selected update request including a request token. Note 
that some or all of the components as shown in FIG.7 may be 
implemented in hardware, software, or a combination of both. 
FIG.8A, is a flow diagram illustrating one embodi 

ment of a process for handling a state synchronization request 
from a client in accordance with the system of FIG. 7. In one 
embodiment, the processing logic receives a state update 
request from a client at block 801. The update request may 
include information about the current application state of the 
client. For example, a stock symbol and the date/time of the 
last quote may be included in the application state of a stock 
monitoring application. In one embodiment, the update 
request carries a request token having a structure as shown in 
FIG. 6. The update request may be an HTTP request with a 
request token in the request body. At block 803, according to 
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one embodiment, the processing logic decodes the update 
request to extract application state information, the request 
token, and the embedded token data. A token data may 
include a sessionid as shown in FIG. 6. The processing logic 
may record the received request in a request record database 
at block 803. 

In one embodiment, the processing logic determines if the 
session id of the update request is new at block 805. The 
processing logic may compare the sessionid with the existing 
set of session ids stored in the request database. In one 
embodiment, the processing logic matches the newly 
received sessionid with sessionids stored in a priority queue. 
Ifan existing update request with the same sessionidis found, 
according to one embodiment, the processing logic analyzes 
the request history of the requesting client based on the 
request record database. The processing logic may derive a 
frequency of making update requests from the requesting 
client over a time period. In one embodiment, the processing 
logic compares derived frequencies between the requesting 
client and other clients having update requests waiting to be 
served. In another embodiment, the processing logic com 
pares derived frequencies between update requests of differ 
ent sessionids. In one embodiment, more than two sessionids 
may be associated with the update requests from the same 
requesting client waiting to be served. The processing logic 
may determine the newly received update request is frequent 
if the derived frequency of the requesting client is higher than 
a predetermined frequency value. A sample frequency value 
could be predetermined as a base, which may later on be 
fine-tuned in a heuristic manner. In another embodiment, the 
processing logic determines a newly received update request 
is frequent based on the average time interval of earlier update 
requests received from the same requesting client. If the aver 
age time interval of the earlier update requests from the same 
requesting session id is less than a predetermined time inter 
Val Value, the processing logic may determine the newly 
received update request is frequent. The sample time interval 
value is derived from the frequency value as a reciprocal. 

In one embodiment, at block 811, the processing logic 
updates a priority queue for a set of update requests received 
from one or more clients waiting to be served. The processing 
logic may update the priority queue based on a derived history 
for each update request associated with the priority queue. In 
another embodiment, the processing logic updates the prior 
ity queue based on the time interval since the last update 
request of the same session id. At block 809, according to one 
embodiment, if the processing logic determines the newly 
received update request is not frequent, the processing logic 
adds a new entry to the priority queue to include the newly 
received update request. The processing logic may assign the 
lowest priority to the newly added entry in the priority queue 
at block 809. 

FIG.8B is a flow diagram illustrating one embodiment of 
a process to handle a state change notification for a client. In 
one embodiment, the processing logic listens for a state 
change notification message from a data source at block 813. 
The data source may be a local database or a remote database. 
The data stored in the data source may be business objects 
associated with the application state of a client. An update of 
the data stored in the data source may correspond to a change 
of the application state in a client. A change in the data stored 
in the data source may trigger a state change notification 
message. In one embodiment, the processing logic receives a 
state change notification at block 815. The processing logic 
may retrieve the data change from the data source according 
to the notification message. In one embodiment, the process 
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8 
ing logic selects update requests to serve at block 817. An 
update request pending to be served may be selected accord 
ing to a priority queue. 

In one embodiment, the processing logic identifies an 
update request is relevant to the data change from the data 
Source based on state information associated with the update 
request. The updated data in the data source may include a 
state identifier to be matched with the state information of an 
update request. In one embodiment, the processing logic 
obtains information about the updated state from the notifi 
cation message. In one embodiment, the processing logic 
selects every update request having a matching application 
state with the updated data in the data source according to a 
priority queue. At block 819, according to one embodiment, 
the processing logic constructs updated State data in an update 
response according to the data change in the data source. The 
updated State data may contain the latest overall state or the 
delta of state according to specific requirement and situation. 
In one embodiment, the processing logic updates time stamps 
for the selected update requests. The time stamps may include 
token time stamps in request tokens. The processing logic 
may update time stamps in a request record. At block 823, 
according to one embodiment, the processing logic sends 
updated State data together with original request tokens to the 
clients associated with the selected update requests. The 
updated state data may be sent in an HTTP response. If the 
process 802 is not terminated at block 825, according to one 
embodiment, the processing logic continues listening con 
stantly or periodically to notification messages back to block 
813. The process 802 may be terminated by, for example, a 
shutdown message from a person. 

FIGS. 9A and 9B are timing diagrams illustrating a timing 
flow according to one embodiment of a process for synchro 
nizing a client to a data source in a backend system. Starting 
with FIG.9A, a user 901 in FIG.9A may issue a synchroni 
zation request during period 911 through a browser based 
asynchronous RIA user interface 903. An event may subse 
quently be fired during period 913 to an event broadcaster 
905. During period915, the event broadcaster 905 may get a 
command for a global controller907 to execute during period 
917 after receiving the event. The global controller 907 may 
execute the command during period917 to enter into a loop 
909 to synchronize the user interface 903 with a data source 
without blocking operations of the user interface. When an 
update occurs in the data source, the global controller 907 
may receive a context updating message to notify the user 
interface 903 asynchronously during period919 to perform a 
user interface update during period 921. 

Turning now to FIG. 9B, the global controller 907 may 
cause a business command 925 to initialize a callback object 
935 during period 941. The callback object 935 may collect 
context information and construct itself during period 945. 
The reference of constructed callback object 935 may be 
returned to and assigned by the business command to gener 
ate a request token during period943. The business object 925 
may send a state update request with the request token to a 
remote object 927 during the same period 943 for synchro 
nizing with a data source 931 without blocking operations of 
the user interface. The remote object 927 may be maintained 
in an application server connected through a network with the 
business command 925. The remote object 927 may be 
located in a backend system separated from the application 
server hosting the remote object 927. In one embodiment, the 
remote object 927 decodes the request token from the update 
request received from the business command 925 during 
period 947. The remote object 927 may search the request 
records to determine whether a previously received update 
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request for the same application state already exits during 
period947. The remote object 927 may also analyze whether 
the received update request is a frequent request according to 
the request records during period 947. In one embodiment, 
the remote object 927 calls a priority queue object 929 to 
prioritize a queue among update requests pending to be 
served during period 949 if the received update request is 
determined to be a frequent one. 

In one embodiment, a data change occurs in the data source 
931 during period955. The data source 955 may notify the 
remote object 927 about the change for the remote object 927 
to retrieve updated data during period 951. In one embodi 
ment, the remote object 927 selects update requests with 
application states related to the retrieved updated data during 
period953. The remote object 927 may call the priority queue 
object 929 to update the queue according to the selection of 
update requests and the data change in the data source during 
period 965. In one embodiment, the remote object 927 
updates time stamps in the request records during period967. 
The remote object 927 may update time stamps in a request 
token and/or latest information related to application states to 
be returned to the business command 925 in an update 
response. In one embodiment, the business command 925 
receives an update response including updates in the applica 
tion states during period 957 in response to the update request 
sent during period 943. The business command 925 may 
decode the enclosed request token from the received response 
during period957. 

In one embodiment, the business command 925 invokes a 
callback function according to a callback reference and a set 
of parameters extracted from the request token during period 
957. The callback reference may refer to the callback object 
935. In one embodiment, the business command invokes the 
callback object 935 to activate a context update during period 
961. In one embodiment, the global controller 907 receives 
the context update from the callback object 935 to notify the 
user interface 903 of FIG. 9A asynchronously during period 
919 to perform a user interface update during period 921 in 
FIG.9A. After activating the context update, according to one 
embodiment, the callback object 935 may executes a com 
mand during period 963 and activate the business command 
925 to initialize the callback object 925 again for sending a 
new update request, hence completing the loop 909. 

FIG. 10 shows one example of a computer system 1001 
which may be used with one embodiment of the invention. 
For example, system 1000 may be implemented as a part of a 
server and/or a client as shown in FIG. 2, 3, or 7 described 
above. Note that while FIG.10 illustrates various components 
of a computer system, it is not intended to represent any 
particular architecture or manner of interconnecting the com 
ponents as Such details are not germane to the present inven 
tion. It will also be appreciated that network computers and 
other data processing systems which have fewer components 
or perhaps more components may also be used with the 
present invention. 
As shown in FIG. 10, the computer system 1001, which is 

a type of a data processing system, includes a bus 1003 which 
is coupled to a microprocessor(s) 1005 and a ROM (Read 
Only Memory) 1007 and volatile RAM 1009 and a non 
volatile memory 1011. The microprocessor 1003 may 
retrieve the instructions from the memories 1007, 1009, 1011 
and execute the instructions to perform operations described 
above. The bus 1003 interconnects these various components 
together and also interconnects these components 1005, 
1007, 1009, and 1011 to a display controller and display 
device 1013 and to peripheral devices such as input/output 
(I/O) devices which may be mice, keyboards, modems, net 
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10 
work interfaces, printers and other devices which are well 
known in the art. Typically, the input/output devices 1015 are 
coupled to the system through input/output controllers 1017. 
The volatile RAM (Random Access Memory) 1009 is typi 
cally implemented as dynamic RAM (DRAM) which 
requires power continually in order to refresh or maintain the 
data in the memory. 
The mass storage 1011 is typically a magnetic hard drive or 

a magnetic optical drive oran optical drive or a DVD RAM or 
other types of memory systems which maintain data (e.g. 
large amounts of data) even after power is removed from the 
system. Typically, the mass storage 1011 will also be a ran 
dom access memory although this is not required. While FIG. 
10 shows that the mass storage 1011 is a local device coupled 
directly to the rest of the components in the data processing 
system, it will be appreciated that the present invention may 
utilize a non-volatile memory which is remote from the sys 
tem, Such as a network storage device which is coupled to the 
data processing system through a network interface Such as a 
modem or Ethernet interface. The bus 1003 may include one 
or more buses connected to each other through various 
bridges, controllers and/or adapters as is well known in the 
art. 

The preceding detailed descriptions are presented in terms 
of algorithms and symbolic representations of operations on 
data bits within a computer memory. These algorithmic 
descriptions and representations are the tools used by those 
skilled in the data processing arts to most effectively convey 
the substance of their work to others skilled in the art. An 
algorithm is here, and generally, conceived to be a self-con 
sistent sequence of operations leading to a desired result. The 
operations are those requiring physical manipulations of 
physical quantities. Usually, though not necessarily, these 
quantities take the form of electrical or magnetic signals 
capable of being stored, transferred, combined, compared, 
and otherwise manipulated. It has proven convenient at times, 
principally for reasons of common usage, to refer to these 
signals as bits, values, elements, symbols, characters, terms, 
numbers, or the like. 

It should be kept in mind, however, that all of these and 
similar terms are to be associated with the appropriate physi 
cal quantities and are merely convenient labels applied to 
these quantities. Unless specifically stated otherwise as 
apparent from the above discussion, it is appreciated that 
throughout the description, discussions utilizing terms such 
as “processing or “computing or "calculating or “deter 
mining or “displaying or the like, refer to the action and 
processes of a computer system, or similar electronic com 
puting device, that manipulates and transforms data repre 
sented as physical (electronic) quantities within the computer 
system's registers and memories into other data similarly 
represented as physical quantities within the computer sys 
tem memories or registers or other Such information storage, 
transmission or display devices. 

In addition, the operations described above may be per 
formed by an apparatus. This apparatus may be specially 
constructed for the required purpose, or it may comprise a 
general-purpose computer selectively activated or reconfig 
ured by a computer program stored in the computer. Such a 
computer program may be stored in a computer readable 
storage medium, Such as, but is not limited to, any type of disk 
including floppy disks, optical disks, CD-ROMs, and mag 
netic-optical disks, read-only memories (ROMs), RAMs. 
EPROMs, EEPROMs, magnetic or optical cards, or any type 
of media Suitable for storing electronic instructions, and each 
coupled to a computer system bus. 
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Portions of what was described above may be implemented 
with logic circuitry Such as a dedicated logic circuit or with a 
microcontroller or otherform of processing core that executes 
program code instructions. Thus processes taught by the dis 
cussion above may be performed with program code Such as 
machine-executable instructions that cause a machine that 
executes these instructions to perform certain functions. In 
this context, a “machine' may be a machine that converts 
intermediate form (or “abstract’) instructions into processor 
specific instructions (e.g., an abstract execution environment 
Such as a “virtual machine' (e.g., a Java Virtual Machine), an 
interpreter, a Common Language Runtime, a high-level lan 
guage virtual machine, etc.)), and/or, electronic circuitry dis 
posed on a semiconductor chip (e.g., "logic circuitry’ imple 
mented with transistors) designed to execute instructions 
Such as a general-purpose processor and/or a special-purpose 
processor. Processes taught by the discussion above may also 
be performed by (in the alternative to a machine or in com 
bination with a machine) electronic circuitry designed to 
perform the processes (or a portion thereof) without the 
execution of program code. 

It is believed that processes taught by the discussion above 
may also be described in source level program code in various 
object-orientated or non-object-orientated computer pro 
gramming languages (e.g., Java, C#, VB, Python, C, C++, Ji, 
APL, Cobol, ABAP, Fortran, Pascal, Perl, etc.) supported by 
various software development frameworks (e.g., Microsoft 
Corporations .NET, Mono, Java, Oracle Corporations 
Fusion, etc.). The source level program code may be con 
Verted into an intermediate form of program code (such as 
Java byte code, Microsoft Intermediate Language, etc.) that is 
understandable to an abstract execution environment (e.g., a 
Java Virtual Machine, a Common Language Runtime, a high 
level language virtual machine, an interpreter, etc.), or a more 
specific form of program code that is targeted for a specific 
processor. 

An article of manufacture may be used to store program 
code. An article of manufacture that stores program code may 
be embodied as, but is not limited to, one or more memories 
(e.g., one or more flash memories, random access memories 
(static, dynamic or other)), optical disks, CD-ROMs, DVD 
ROMs, EPROMs, EEPROMs, magnetic or optical cards or 
other type of machine-readable media suitable for storing 
electronic instructions. Program code may also be down 
loaded from a remote computer (e.g., a server) to a requesting 
computer (e.g., a client) by way of data signals embodied in a 
propagation medium (e.g., via a communication link (e.g., a 
network connection)). 
The processes and displays presented herein are not spe 

cifically related to a particular computer or other apparatus. 
Various general-purpose systems may be used with programs 
in accordance with the teachings herein, or it may prove 
convenient to construct a more specialized apparatus to per 
form the operations described. The required structure for a 
variety of these systems will be evident from the description 
below. In addition, the present invention is not described with 
reference to any particular programming language. It will be 
appreciated that a variety of programming languages may be 
used to implement the teachings of the invention as described 
herein. 

The foregoing discussion merely describes some exem 
plary embodiments of the present invention. One skilled in 
the art will readily recognize from Such discussion, the 
accompanying drawings and the claims that various modifi 
cations can be made without departing from the scope of the 
invention. 
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What is claimed is: 
1. A computer-implemented method, comprising: 
receiving, at an application server from at least one client, 

a plurality of update requests, each update request of the 
plurality of update requests comprising a request for 
retrieval from the application server of an application 
state of a client application running within one of the at 
least one client; 

recording the plurality of update requests as a plurality of 
request records in a request record database; 

identifying, by the application server, a set of update 
requests of the plurality of update requests for which the 
application server does not yet have a corresponding 
state update available; 

maintaining a priority queue in which a priority is assigned 
to each update request in the set of update requests, the 
priorities being assigned by comparing frequencies 
between update requests of the set of update requests 
received from different clients, the comparing compris 
ing identifying, using the request record database, cli 
ents that make more frequent update requests and 
assigning higher priority to update requests that are 
received from the clients that make more frequent 
update requests; 

receiving, at the application server from a backend server 
that stores at least one data source, notification regarding 
at least one change in the at least one data source that 
affects the application state requested by at least two of 
the set of update requests; and 

sending, from the application server, an update response to 
the client from which the update request of the at least 
two update requests having higher priority in the priority 
queue was received. 

2. The method of claim 1, wherein the maintaining the 
priority queue further comprises: 

examining whether a same application state has been pre 
viously requested and is pending in the priority queue 
for a given one of the set of update requests; and 

assigning the given one of the set of update request a 
priority value assigned to a previous update request for 
the same application state in the priority queue. 

3. The method of claim 2, wherein the frequency for a given 
one of the set of update requests comprises a reciprocal of a 
time interval corresponding to an elapsed time between 
receipt by the application server of the given one of the set of 
update requests and receipt by the application server of a last 
previous update request from a same client that sent the given 
one of the set of update requests. 

4. The method of claim 1, wherein the at least one data 
source is associated with an ERP (Enterprise Resource Plan 
ning) system. 

5. The method of claim 3, wherein an update request of the 
plurality of update requests comprises a request token asyn 
chronously sent from a controller of a client of the at least one 
client, the controller being communicatively coupled to the 
client application of the client of the at least one client, the 
request token comprising a reference to a callback object 
associated with the client application, wherein the client 
application is a web client application, the update response to 
the client comprising the request token to enable the control 
ler of the client to notify the client application by calling back 
the client application via the callback object associated with 
the request token. 

6. The method of claim 5, wherein the controller of the 
client is configured to retrieve the reference to the callback 
object in order to invoke the callback object. 
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7. The method of claim 5, further comprising receiving a 
second update request at the application server from the client 
Subsequent to sending the update response to the client, the 
second update request comprising the reference to the call 
back object. 

8. The method of claim 7, wherein the callback object is 
used to callback the client application by the controller of the 
client in response to the client receiving a second update 
response from the application server, the second update 
response being associated with the second update request. 

9. A machine-readable storage medium having instructions 
therein, which when executed by a machine, causes the 
machine to perform operations comprising: 

receiving, at an application server from at least one client, 
a plurality of update requests, each update request of the 
plurality of update requests comprising a request for 
retrieval from the application server of an application 
state of a client application running within one of the at 
least one client; 

recording the plurality of update requests as a plurality of 
request records in a request record database; 

identifying, by the application server, a set of update 
requests of the plurality of update requests for which the 
application server does not yet have a corresponding 
state update available; 

maintaining a priority queue in which a priority is assigned 
to each update request in the set of update requests, the 
priorities being assigned by comparing frequencies 
between update requests of the set of update requests 
received from different clients, the comparing compris 
ing identifying, using the request record database, cli 
ents that make more frequent update requests and 
assigning higher priority to update requests that are 
received from the clients that make more frequent 
update requests; 

receiving, at the application server from a backend server 
that stores at least one data Source, a notification regard 
ing at least one change in the at least one data source that 
affects, the application state requested by at least two of 
the set of update requests; and 

sending, from the application server, an update response to 
the client from which the update request of the at least 
two update requests having higher priority in the priority 
queue was received. 

10. The machine-readable storage medium of claim 9. 
wherein the maintaining the priority queue further comprises: 

examining whether a same application state has been pre 
viously requested and is pending in the priority queue 
for a given one of the set of update requests; and 

assigning the given one of the set of update request a 
priority value assigned to a previous update request for 
the same application state in the priority queue. 

11. The machine-readable storage medium of claim 10, 
wherein the frequency for a given one of the set of update 
requests comprises a reciprocal of a time interval correspond 
ing to an elapsed time between receipt by the application 
server of the given one of the set of update requests and 
receipt by the application server of a last previous update 
request from a same client that sent the given one of the set of 
update requests. 

12. The machine-readable storage medium of claim 9. 
wherein the at least one data source is associated with an ERP 
(Enterprise Resource Planning) system. 

13. The machine-readable storage medium of claim 11, 
wherein an update request of the plurality of update requests 
comprises a request token asynchronously sent from a con 
troller of a client of the at least one client, the controller being 
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14 
communicatively coupled to the client application of the cli 
ent of the at least one client, the request token comprising a 
reference to a callback object associated with the client appli 
cation, wherein the client application is a web client applica 
tion, the update response to the client comprising the request 
token to enable the controller of the client to notify the client 
application by calling back the client application via the call 
back object associated with the request token. 

14. The machine-readable storage medium of claim 13, 
wherein the controller of the client is configured to retrieve 
the reference to the callback object in order to invoke the 
callback object. 

15. The machine-readable storage medium of claim 13, 
wherein the operations further comprise receiving a second 
update request at the application server from the client Sub 
sequent to sending the update response to the client, the 
second update request comprising the reference to the call 
back object. 

16. The machine-readable storage medium of claim 15, 
wherein the callback object is used to call back the client 
application by the controller of the client in response to the 
client receiving a second update response from the applica 
tion server, the second update response being associated with 
the second update request. 

17. A data processing system, comprising: 
a processor; and 
a memory for storing instructions which when executed 

from the memory, cause the processor to perform an 
operation, the operation including 

receiving, at an application server from at least one client, 
a plurality of update requests, each update request of the 
plurality of update requests comprising a request for 
retrieval from the application server of an application 
state of a client application running within one of the at 
least one client; 

recording the plurality of update requests as a plurality of 
request records in a request record database; 

identifying, by the application server, a set of update 
requests of the plurality of update requests for which the 
application server does not yet have a corresponding 
state update available; 

maintaining a priority queue in which a priority is assigned 
to each update request in the set of update requests, the 
priorities being assigned by comparing frequencies 
between update requests of the set of update requests 
received from different clients, the comparing compris 
ing identifying, using the request record database, cli 
ents that make more frequent update requests and 
assigning higher priority to update requests that are 
received from the clients that make more frequent 
update requests; 

receiving, at the application server from a backend server 
that stores at least one data source, notification regarding 
at least one change in the at least one data source that 
affects, the application state requested by at least two of 
the set of update requests; and 

sending, from the application server, an update response to 
the client from which the update request of the at least 
two update requests having higher priority in the priority 
queue was received. 

18. The system of claim 17, wherein the maintaining the 
priority queue further comprises: 

examining whether a same application state has been pre 
viously requested and is pending in the priority queue 
for a given one of the set of update requests; and 
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assigning the given one of the set of update request a 20. The method of claim 19, wherein each of the request 
priority value assigned to a previous update request for records corresponds to one of the plurality of update requests 
the same application state in the priority queue. and comprises the client/session identifier of the one of the 

19. The method of claim 1, wherein each update request of plurality of update requests and a time when the one of the 
the plurality of update requests further comprises: a client/ 5 plurality of update requests was received by the application 
session identifier identifying the one client and a connection SeVe. 
session established between the one client and the application 
server, and a current state of data maintained for the client 
application at the one client. k . . . . 


