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A KEY DERIVATION METHOD AND APPARATUS FOR LOCAL ACCESS
UNDER CONTROL OF A CELLULAR NETWORK

FIELD OF THE INVENTION

The present invention generally relates to communication networks. More

specifically, the invention relates to a method and apparatus for key derivation.

BACKGROUND

The modern communications era has brought about a tremendous expansion of
communication networks. Wireless and mobile networking technologies have
addressed related consumer demands, while providing more flexibility and
immediacy of information transfer. In a communication system such as a hybrid
network where an Access Point (AP) may provide local services for a User
Equipment (UE) and be connected to a Core Network (CN) through backhaul of a
macro evolved Node B (eNB), the local radio access between the UE and the AP also
needs protection. Thus, it is desirable to investigate a light weight solution for

securing local services without degrading the security level of the local services.

SUMMARY

The present description introduces a key derivation mechanism for the local
access under control of a cellular network, which can generate new Access Stratum
(AS) keys in the Radio Access Network (RAN) side without consuming the
Authentication Vector (AV). Moreover, this mechanism can reduce the cost for the
related security procedure while aligning with the current security principle for a

macro network without an involvement of the CN.

According to a first aspect of the present invention, there is provided a method
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comprising: generating a second key based at least in part on a first key for a first
connection between a UE and a first network node, in response to a decision to enter
an idle mode; releasing the first connection to enter the idle mode; providing an
identity of the UE to the first network node via a second network node, in response to
initiating a setup procedure for a second connection between the UE and the second
network node; and using the second key for the second connection, in response to
receiving from the second network node an indication that the identity of the UE is

successfully verified at the first network node.

According to a second aspect of the present invention, there is provided an
apparatus comprising: at least one processor; and at least one memory comprising
computer program code, the at least one memory and the computer program code
configured to, with the at least one processor, cause the apparatus to perform at least
the following: generating a second key based at least in part on a first key for a first
connection between the apparatus and a first network node, in response to a decision
to enter an idle mode; releasing the first connection to enter the idle mode; providing
an identity of the apparatus to the first network node via a second network node, in
response to initiating a setup procedure for a second connection between the
apparatus and the second network node; and using the second key for the second
connection, in response to receiving from the second network node an indication that

the identity of the apparatus is successfully verified at the first network node.

According to a third aspect of the present invention, there is provided a
computer program product comprising a computer-readable medium bearing
computer program code embodied therein for use with a computer, the computer
program code comprising: code for generating a second key based at least in part on a
first key for a first connection between a UE and a first network node, in response to
a decision to enter an idle mode; code for releasing the first connection to enter the

idle mode; code for providing an identity of the UE to the first network node via a



WO 2013/173988 PCT/CN2012/075955

second network node, in response to initiating a setup procedure for a second
connection between the UE and the second network node; and code for using the
second key for the second connection, in response to receiving from the second
network node an indication that the identity of the UE is successfully verified at the

first network node.

According to a fourth aspect of the present invention, there is provided an
apparatus comprising: generating means for generating a second key based at least in
part on a first key for a first connection between the apparatus and a first network
node, in response to a decision to enter an idle mode; releasing means for releasing
the first connection to enter the idle mode; providing means for providing an identity
of the apparatus to the first network node via a second network node, in response to
initiating a setup procedure for a second connection between the apparatus and the
second network node; and using means for using the second key for the second
connection, in response to receiving from the second network node an indication that

the identity of the apparatus is successfully verified at the first network node.

In an exemplary embodiment, said decision to enter the idle mode may comprise
sending to the first network node an indication that the UE decides to enter the idle
mode. In another exemplary embodiment, said generating the second key based at
least in part on the first key may comprise: determining a set of input parameters for
deriving the second key; and generating the second key by applying a predefined key
derivation algorithm with the first key and the set of input parameters. For example,
the set of input parameters may comprise at least one of: an index associated with the
predefined key derivation algorithm, an identifier of the UE, and a length of an
identifier of the UE. In accordance with an exemplary embodiment, said providing
the identity of the UE to the first network node may comprise: receiving a request
message for the identity of the UE from the second network node; and sending a

response message comprising the identity of the UE to the second network node for
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forwarding to the first network node. In accordance with another exemplary
embodiment, said using the second key for the second connection may comprise:
generating one or more security keys for a service over the second connection, based

at least in part on the second key.

According to a fifth aspect of the present invention, there is provided a method
comprising: generating a second key based at least in part on a first key for a first
connection between a UE and a first network node, in response to receiving an
indication that the UE decides to enter an idle mode; releasing the first connection;
verifying an identity of the UE obtained from a second network node; and sending to
the second network node the second key for a second connection between the UE and
the second network node, in response to a successful verification of the identity of the

UE.

According to a sixth aspect of the present invention, there is provided an
apparatus comprising: at least one processor; and at least one memory comprising
computer program code, the at least one memory and the computer program code
configured to, with the at least one processor, cause the apparatus to perform at least
the following: generating a second key based at least in part on a first key for a first
connection between a UE and the apparatus, in response to receiving an indication
that the UE decides to enter an idle mode; releasing the first connection; verifying an
identity of the UE obtained from another apparatus; and sending to the another
apparatus the second key for a second connection between the UE and the another

apparatus, in response to a successful verification of the identity of the UE.

According to a seventh aspect of the present invention, there is provided a
computer program product comprising a computer-readable medium bearing
computer program code embodied therein for use with a computer, the computer
program code comprising: code for generating a second key based at least in part on a

first key for a first connection between a UE and a first network node, in response to



WO 2013/173988 PCT/CN2012/075955

receiving an indication that the UE decides to enter an idle mode; code for releasing
the first connection; code for verifying an identity of the UE obtained from a second
network node; and code for sending to the second network node the second key for a
second connection between the UE and the second network node, in response to a

successful verification of the identity of the UE.

According to an eighth aspect of the present invention, there is provided an
apparatus comprising: generating means for generating a second key based at least in
part on a first key for a first connection between a UE and the apparatus, in response
to receiving an indication that the UE decides to enter an idle mode; releasing means
for releasing the first connection; verifying means for verifying an identity of the UE
obtained from another apparatus; and sending means for sending to the another
apparatus the second key for a second connection between the UE and the another

apparatus, in response to a successful verification of the identity of the UE.

According to exemplary embodiments, the apparatus in the sixth/eighth aspect
of the present invention may comprise a first network node, and the another apparatus
in the sixth/eighth aspect of the present invention may comprise a second network
node. In accordance with an exemplary embodiment, said generating the second key
based at least in part on the first key may comprise: determining a set of input
parameters for deriving the second key; and generating the second key by applying a
predefined key derivation algorithm with the first key and the set of input parameters.
For example, the set of input parameters may comprise at least one of: an index
associated with the predefined key derivation algorithm, an identifier of the UE, and a
length of an identifier of the UE. In an exemplary embodiment, the successful
verification of the identity of the UE may comprise retrieving the second key
associated with the identity of the UE successfully. In another exemplary
embodiment, there may be a security association between the first network node and

the second network node.
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According to a ninth aspect of the present invention, there is provided a method
comprising: obtaining an identity of a UE from the UE, in response to initiating a
setup procedure for a second connection between the UE and a second network node;
forwarding the identity of the UE to a first network node; receiving from the first
network node a message comprising a second key for the second connection, the
message indicating that the identity of the UE is successfully verified at the first
network node, wherein the second key is generated based at least in part on a first key
for a first connection between the UE and the first network node; and informing the

UE that the identity of the UE is successfully verified at the first network node.

According to a tenth aspect of the present invention, there is provided an
apparatus comprising: at least one processor; and at least one memory comprising
computer program code, the at least one memory and the computer program code
configured to, with the at least one processor, cause the apparatus to perform at least
the following: obtaining an identity of a UE from the UE, in response to initiating a
setup procedure for a second connection between the UE and the apparatus;
forwarding the identity of the UE to another apparatus; receiving from the another
apparatus a message comprising a second key for the second connection, the message
indicating that the identity of the UE is successfully verified at the another apparatus,
wherein the second key is generated based at least in part on a first key for a first
connection between the UE and the another apparatus; and informing the UE that the

identity of the UE is successfully verified at the another apparatus.

According to a eleventh aspect of the present invention, there is provided a
computer program product comprising a computer-readable medium bearing
computer program code embodied therein for use with a computer, the computer
program code comprising: code for obtaining an identity of a UE from the UE, in
response to initiating a setup procedure for a second connection between the UE and

a second network node; code for forwarding the identity of the UE to a first network
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node; code for receiving from the first network node a message comprising a second
key for the second connection, the message indicating that the identity of the UE is
successfully verified at the first network node, wherein the second key is generated
based at least in part on a first key for a first connection between the UE and the first
network node; and code for informing the UE that the identity of the UE is

successfully verified at the first network node.

According to a twelfth aspect of the present invention, there is provided an
apparatus comprising: obtaining means for obtaining an identity of a UE from the UE,
in response to initiating a setup procedure for a second connection between the UE
and the apparatus; forwarding means for forwarding the identity of the UE to another
apparatus; receiving means for receiving from the another apparatus a message
comprising a second key for the second connection, the message indicating that the
identity of the UE is successfully verified at the another apparatus, wherein the
second key is generated based at least in part on a first key for a first connection
between the UE and the another apparatus; and informing means for informing the

UE that the identity of the UE is successfully verified at the another apparatus.

According to exemplary embodiments, the apparatus in the tenth/ twelfth aspect
of the present invention may comprise a second network node, and the another
apparatus in the tenth/ twelfth aspect of the present invention may comprise a first
network node. In accordance with exemplary embodiments, the second network node
may further generate one or more security keys for a service over the second

connection based at least in part on the second key.

In exemplary embodiments of the present invention, the provided methods,
apparatus, and computer program products can enable a local network node such as
an AP to obtain one or more security keys for local traffics without consuming any
AV. Therefore, the cost and complexity of a communication system such as a hybrid

network can be reduced and the good compatibility with the current security principle
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may be maintained.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention itself, the preferable mode of use and further objectives are best
understood by reference to the following detailed description of the embodiments

when read in conjunction with the accompanying drawings, in which:

Fig.1 is a flowchart illustrating a method for key derivation, which may be

performed at a UE in accordance with embodiments of the present invention;

Fig.2 is a flowchart illustrating a method for key derivation, which may be
performed at a first network node in accordance with embodiments of the present

invention;

Fig.3 is a flowchart illustrating a method for key derivation, which may be
performed at a second network node in accordance with embodiments of the present

invention;

Fig.4 shows an exemplary local service establishment with a Long Term
Evolution (LTE) security mechanism in accordance with an embodiment of the

present invention; and

Fig.5 is a simplified block diagram of various apparatuses which are suitable for

use in practicing exemplary embodiments of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

The embodiments of the present invention are described in detail with reference
to the accompanying drawings. Reference throughout this specification to features,
advantages, or similar language does not imply that all of the features and advantages
that may be realized with the present invention should be or are in any single
embodiment of the invention. Rather, language referring to the features and

8
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advantages is understood to mean that a specific feature, advantage, or characteristic
described in connection with an embodiment is included in at least one embodiment
of the present invention. Furthermore, the described features, advantages, and
characteristics of the invention may be combined in any suitable manner in one or
more embodiments. One skilled in the relevant art will recognize that the invention
may be practiced without one or more of the specific features or advantages of a
particular embodiment. In other instances, additional features and advantages may be
recognized in certain embodiments that may not be present in all embodiments of the

invention.

Along with the development of radio communication networks such as LTE
system, high-speed data services have been treated as one of the most important
requirements. Especially for a Local Area Network (LAN), higher data rate is
expected from a user’s perspective. How to provide local services with high speed

data rate has become a hot topic in 3GPP (3rd Generation Partnership Project).

A new architecture called as Local Area Evolution (LAE) is designed aiming to
deploy a local area system providing high performance on peak data rate, cell
capacity, Quality of Service (QoS) guarantee, interference management, etc. Besides,
low cost and high energy efficiency are also expected for a LAE system. In the LAE
system, Support Node (SN) concept is introduced and it is a network element located
in the core network, providing some support/control/maintenance functionalities to
the LAE system. A Base Station (BS) is located in the RAN side which provides a
local area network, just like Home evolved Node B (HeNB) in LTE system. A UE
may establish a connection with a macro eNB and/or another connection with a LAE
BS. The macro network connection is more stable and more carefully managed so
that the UE could not easily lose its connection, while the LAE connection is there
more for providing high speed data services and some characteristic services in a

local area. Another architecture called as LTE-LAN is also researched to compete
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with world-wide popular Wireless Fidelity (WiFi) technique. LTE-LAN is basically
assumed to be based on LTE technology but is more focused on some local area use
cases and scenarios, and it has much similarity with the LAE concept. LTE-LAN is
also expected to provide high performance local services for users with low cost. A
BS in LAE architecture may be considered as an Access Point (AP) in LTE-LAN
system. LTE-LAN and LTE macro network are independent networks which may
operate in different bands. So far, an X2-like or S1-like interface may be introduced
between different APs and between an AP and an eNB, since a lot of features (for
example carrier aggregation, interference management, etc.) would be developed
with this interface. In addition, one feasible architecture option may be that an AP
works under a macro eNB (like a sub-system of the eNB) and the AP may be
connected to the CN through backhaul of the macro eNB (for example, reusing a
S1-like interface of the eNB to the CN), which means that there may be no direct
interface between the AP and the CN, and that the eNB to which the AP connects
may act as a concentrator in the RAN side. Under this architecture, when the AP is
deployed by the same network operator as the macro network and the network
operator decides to reuse an existing LTE security mechanism for local services
supported by the AP, too much signaling burden and complexity may be introduced

to the entire system.

In the hybrid network as described above, the local radio access between a UE
and an AP also needs protection. If a non-3GPP security mechanism is used (which
may happen for example if the hybrid network such as LTE-Hi is deployed by a third
party), the security level of local services would be degraded, which may bring a
potential security risk for a local area network. On the other hand, if an existing 3GPP
security mechanism such as Extensible Authentication Protocol-Authentication and
Key Agreement (EAP-AKA) is reused, the cost for a related security procedure may
be too high. Particularly, the CN may also be involved frequently during performing
the security mechanism, which may have too much burden on the CN. In other words,

10
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the cost of implementing a related security procedure for a local area network may be
too high if a pre-configured key or certificate for an existing security mechanism is
used for a hybrid network. For example, in the specifications such as 3GPP TS33.234
and TS33.402, there is a solution using EAP-AKA to derive keys used for a local link.
However, the cost of this solution may be too much for a LTE-Hi system. Since the
cost is one of the most important key performance indicators of a communication
system, it is desirable to investigate a light weight solution without degrading the

security level of local services.

According to exemplary embodiments, a novel solution is provided to protect a
radio link between a UE and a local network node such as an AP. The solution
designs a key derivation mechanism for the local access under control of a cellular
network. For example, the designed key derivation mechanism may generate new AS
keys in the RAN side using a new set of inputs to a key derivation function without
consuming any AV. Moreover, this solution can reduce the cost for the related
security procedure while aligning with the current security principle for a macro
network without an involvement of the CN. More details of the solution proposed in
the present invention will be illustrated hereinafter by way of example with reference

to the accompanying drawings.

Fig.1 is a flowchart illustrating a method for key derivation, which may be
performed at a UE (such as a mobile station, a wireless terminal, a personal digital
assistant (PDA), a portable device and the like) in accordance with embodiments of
the present invention. The solution according to exemplary embodiments may be
applicable to a communications network such as LTE-LAN, LAE and any other
suitable hybrid network where a UE may establish respective radio connections with
a macro network node (such as an eNB/BS/control center and the like) and a local
network node (such as an AP/BS/control center and the like). For example, the UE

may be served by a first network node (such as an eNB) through a first connection,

11
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and a first key for the first connection may be shared between the UE and the first
network node. When one or more services and/or traffics over the first connection
ended, the UE may enter an idle mode for example by releasing the first connection
with the first network node. In response to a decision to enter an idle mode, the UE
may generate a second key based at least in part on the first key for the first
connection between the UE and the first network node, as shown in block 102. For
example, the UE may send an indication to the first network node, indicating that the
UE decides to enter the idle mode. In an exemplary embodiment, the second key
(such as Kap) may be generated by determining a set of input parameters for deriving
the second key and applying a predefined key derivation algorithm with the first key
(such as Keng) and the set of input parameters. For example, the predefined key
derivation algorithm may comprise Keyed-Hashing for Message Authentication
(KHAC) as specified in the Internet Engineering Task Force (IETF) Request for
Comments (RFC) 2104, Security techniques — Hash-functions (SHA) as specified in
the International Organization for Standardization / International Electrotechnical
Commission (ISO/IEC) 10118-3, other suitable security mechanism, and/or any
combination thereof. The set of input parameters for deriving the second key may
comprise at least one of: an index (such as a sequence number, an identifier and the
like) associated with the predefined key derivation algorithm, an identifier (such as
Cell Radio Network Temporary Identifier (C-RNTI), International Mobile Subscriber
Identity (IMSI), Media Access Control (MAC) address and so on) of the UE, and a
length of an identifier of the UE (which may depend on the selected identifier of the
UE). The generated second key may be stored by the UE. In block 104, the UE may
release the first connection to enter the idle mode. When a service supported by a
second network node (such as an AP) is desired by the UE, a connection setup
procedure may be initiated between the UE and the second network node. In response
to initiating a setup procedure for a second connection between the UE and the

second network node, the UE may provide an identity of the UE to the first network

12
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node via the second network node, as shown in block 106. For example, the UE may
receive a request message for the identity of the UE from the second network node,
and send a response message comprising the identity of the UE to the second network
node for forwarding to the first network node. The first network node may verify the
identity of the UE as illustrated with respect to Fig.2, for example using the identity
of the UE to retrieve an associated key previously generated for the second
connection. In response to receiving from the second network node an indication that
the identity of the UE is successfully verified at the first network node, the UE may
use the second key for the second connection, as shown in block 108. In an
exemplary embodiment, the UE may generate one or more security keys for a service
over the second connection, based at least in part on the second key. For example, the
one or more security keys may be utilized for ciphering and integrity check for the

local service and/or traffic.

Fig.2 is a flowchart illustrating a method for key derivation, which may be
performed at a first network node (such as an eNB/BS/control center and the like) in
accordance with embodiments of the present invention. Corresponding to the
description with respect to Fig.1, the first network node may have a first connection
with a UE and share a first key for the first connection with the UE. When services
and/or traffics over the first connection ended, the UE may enter an idle mode for
example by releasing the first connection with the first network node. In response to
receiving an indication that the UE decides to enter the idle mode, the first network
node may generate a second key based at least in part on the first key for the first
connection between the UE and the first network node, as shown in block 202.
According to exemplary embodiments, the second key (such as K,p) may be
generated in the same way as that used at the UE. For example, the first network node
may determine a set of input parameters for deriving the second key, and generate the
second key by applying a predefined key derivation algorithm with the first key (such
as Keng) and the set of input parameters. As described with respect to Fig.1, the

13
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predefined key derivation algorithm may comprise KHAC, SHA, other suitable
security mechanism, and/or any combination thereof. The set of input parameters for
deriving the second key may comprise at least one of: an index associated with the
predefined key derivation algorithm, an identifier of the UE, and a length of an
identifier of the UE. In an exemplary embodiment, the predefined key derivation
algorithm may comprise a Key Derivation Function (KDF) expressed as
KA p=HMAC-SHA-256(x, y), where x and y are arguments of the function, and
HMAC-SHA-256 represents a specified SHA associated with HMAC. Particularly,
argument x may be set as the first key (such as K.ng) shared between the UE and the
first network node, and argument y may be set as a certain calculation result (such as
a logic calculation result) of the determined set of input parameters. The generated
second key may be stored by the first network node. In block 204, the first network
node may release the first connection, for example, due to services over the first
connection ended. When a local service from a second network node (such as an AP)
is desired by the UE, a connection setup procedure may be initiated between the UE
and the second network node. In accordance with exemplary embodiments, the
second network node may work under the first network node, for example like a
sub-system of the first network node. The second network node may be connected to
a CN through backhaul of the first network node, for example by reusing a S1-like
interface of the first network node to the CN. In this scenario, there may be no direct
interface between the second network node and the CN, and the first network node
may act as a concentrator in the RAN side. Particularly, the first network node and
the second network node may have been authenticated by each other and a security
association may be established between them. When the connection setup procedure
is initiated between the UE and the second network node, the second network node
may get an identity of the UE and forward it to the first network node. The first
network node may verify the identity of the UE obtained from the second network

node, as shown in block 206. In an exemplary embodiment, the previously generated

14
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second key stored at the first network node may be indexed by an identity of the
corresponding UE. Thus, the identity of the UE obtained from the second network
node may be used to retrieve the associated second key. In block 208, the first
network node may send to the second network node the second key for a second
connection between the UE and the second network node, in response to a successful
verification of the identity of the UE. In an exemplary embodiment, the successful
verification of the identity of the UE may comprise retrieving the second key

associated with the identity of the UE successfully.

Fig.3 is a flowchart illustrating a method for key derivation, which may be
performed at a second network node (such as an AP/BS/control center and the like) in
accordance with embodiments of the present invention. Corresponding to the
descriptions with respect to Fig.1 and Fig.2, when a service supported by the second
network node is desired by a UE which has released a first connection with a first
network node, a connection setup procedure may be initiated between the UE and the
second network node. It is noted that the UE and the first network node may have
respective second keys generated as described with respect to Fig.1 and Fig.2. In
response to initiating the setup procedure for a second connection between the second
network node and the UE, the second network node may obtain an identity of the UE
from the UE, as shown in block 302. According to an exemplary embodiment, the
second network node may send an EAP request/identity to the UE and receive an
EAP response/identity from the UE to get the identity of the UE. In block 304, the
second network node may forward the identity of the UE to the first network node.
As mentioned with respect to Fig.2, the first network node may use the identity of the
UE to retrieve an associated second key as a result of successful verification of the
identity of the UE. Then the second network node may receive from the first network
node a message comprising a second key for the second connection, the message
indicating that the identity of the UE is successfully verified at the first network node,
as shown in block 306. As detailed in Fig.1 and Fig.2, the second key (such as Kxp)
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may be generated based at least in part on a first key (such as Kgg) for a first
connection between the UE and the first network node. In block 308, the second
network node may inform the UE that the identity of the UE is successfully verified
at the first network node. For example, the second network node may send an EAP
success message to the UE. Based at least in part on the second key obtained from the
first network node, the second network node may generate one or more security keys
for a service over the second connection. As mentioned with respect to Fig.1, the one
or more security keys may be utilized for ciphering and integrity check for the local
service and/or traffic between the UE and the second network node. It can be seen
that the above key derivation for the local service and/or traffic consumes no AV and
avoids involvement of the CN. The second key used for protecting the second
connection can be generated at the first network node by using the first key for the
first connection between the UE and the first network node, and then provided to the
second network node from the first network node. This procedure can be aligned well
with the current macro network security principle, and make the security level of a

local network at least not lower than that of a macro network.

The various blocks shown in Figs.1-3 may be viewed as method steps, and/or as
operations that result from operation of computer program code, and/or as a plurality
of coupled logic circuit elements constructed to carry out the associated function(s).
The schematic flow chart diagrams described above are generally set forth as logical
flow chart diagrams. As such, the depicted order and labeled steps are indicative of
specific embodiments of the presented methods. Other steps and methods may be
conceived that are equivalent in function, logic, or effect to one or more steps, or
portions thereof, of the illustrated methods. Additionally, the order in which a
particular method occurs may or may not strictly adhere to the order of the
corresponding steps shown. The solution provided by the present invention can use a
key for a macro network to derive a key for protecting a radio link in a local network.
For example, an eNB may derive K p from Kng using a new set of inputs to a new
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defined KDF, and send it to a LTE-Hi AP. A UE which shares K.yg with the eNB
may also derive K,p from K.ng using the same approach as the eNB. Then the
LTE-Hi AP and the UE can further generate security keys for local services by using
Kap. In other words, the key derivation mechanism proposed for the local access
under control of a cellular network in accordance with exemplary embodiments can
generate new AS keys in the RAN side without consuming any AV. Therefore, the
cost and complexity of a communication system such as a hybrid network can be
reduced and the good compatibility with the current security principle may be

maintained.

Fig.4 shows an exemplary local service establishment with a LTE security
mechanism in accordance with an embodiment of the present invention. In the
scenario illustrated in Fig.4, a UE may be served by an eNB with a macro service or
by a LTE-Hi AP with a local service. The LTE-Hi AP and the eNB may have been
authenticated by each other and there may be a security association (for example,
Internet Protocol Security (IPsec) protected link) between them. As illustrated in
Fig.4, an Evolved Packet System (EPS) service may be going on and K.g can be
shared between the UE and the eNB. When the desired service from the eNB ended,
the UE may indicate to the eNB that it decides to enter an idle mode. In accordance
with an exemplary embodiment, the eNB may use a predefined key derivation
algorithm (for example, using a new set of inputs of a KDF) to generate in advance a
key (such as K,p) for a connection to be established between the UE and the AP
based at least in part on the currently shared key (such as Keng), before a connection
between the UE and the eNB is released. For example, a new type of KDF (which
may be different from any existing KDF) defined with a new set of inputs may be
utilized to generate K,p for the local area security. As described with respect to
Figs.1-3, the new set of inputs may comprise at least one of: an index associated with
the predefined key derivation algorithm (which may be denoted as “FC” and assigned
with a hexadecimal number like Oxxx or in any other scale), an identifier (such as
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C-RNTI, IMSI, MAC address and so on) of the UE (which may be denoted as “P0”),
and a length of an identifier of the UE (which may be denoted as “L.0”). These
parameters (FC, PO and LO) together with K.ng can be provided as inputs to generate
Kap by using this new type of KDF designed for the predefined key derivation
algorithm. For example, let an intermediate variable S = FC Il PO Il LO, K p may be
calculated by the following function: Kyp = HMAC-SHA-256(Kcng, S), where
HMAC-SHA-256 is a security algorithm complying with the specifications of IETF
RFC 2104 and ISO/IEC 10118-3. Correspondingly, the UE can also generate K,p in
advance by using the same method and principle as the eNB, and store it for a next
local service access procedure. Then the connection (such as RRC connection) can be
released between the UE and the associated eNB, as shown in Fig.4. The UE may
decide to initiate an RRC connection setup procedure with the AP due to a service
requirement for a local area. In this case, the UE may initiate the RRC connection
setup procedure to the AP, and an EAP procedure may be initiated among the UE, the
AP and the associated eNB for the key shared between the UE and the AP. For
example, the LTE-Hi AP may send an EAP Request/Identity message to the UE, and
the UE may send an EAP Response/Identity message as a response. The UE can send
an identity complying with a Network Access Identifier (NAI) format as specified in
3GPP TS23.003, or an identity known by the eNB. The EAP Response/Identity
message may be routed by the LTE-Hi AP towards the eNB or an AAA
(Authentication, Authorization and Accounting) Server adjunct with the eNB.
According to an exemplary embodiment, the function of AAA can be merged into the
eNB, which can concentrate the function in the same network node instead of an
ad-hoc deployment in different local area networks and save the deployment cost in
the local area. Alternatively, the function of AAA can be implemented by an AAA
server separated from the eNB. If the K,p associated with the UE can be retrieved in
the eNB or the AAA Server adjunct with the eNB, then the eNB may retrieve the K,p

indexed by the UE’s identity and send the retrieved Kp in an EAP success message
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to the LTE-Hi AP for local security usage. When the UE receives the EAP success
message forwarded by the LTE-Hi AP, it can use previously derived K,p to generate
further security keys (for example, based at least in part on legacy cellular security
rules) for ciphering and integrity check for a local service and/or traffic.
Correspondingly, the LTE-Hi AP can also apply the same K,p obtained from the eNB
for the local service and/or traffic. It can be seen that the whole procedure consumes
no AV and avoids an involvement of the CN but is aligned with the current macro

network security principle.

Fig.5 is a simplified block diagram of various apparatuses which are suitable for
use in practicing exemplary embodiments of the present invention. In Fig.5, a UE 530
(such as mobile phone, wireless terminal, portable device, PDA, multimedia tablet,
and etc.) may be adapted for communicating with one or more network nodes such as
a first network node 510 and a second network node 520. The first network node 510
(such as an eNB/BS/control center, etc.) and the second network node 520 (such as
an AP/BS/control center, etc.) may be adapted for communicating with each other
directly or through an intermediate entity (not shown in Fig.5). In an exemplary
embodiment, the UE 530 may comprise a data processor (DP) 530A, a memory
(MEM) 530B that stores a program (PROG) 530C, and a suitable transceiver 530D
for communicating with an apparatus such as another UE, a network node, a server
and so on. The first network node 510 may comprise a data processor (DP) 510A, a
memory (MEM) 510B that stores a program (PROG) 510C, and a suitable transceiver
510D for communicating with an apparatus such as the second network node 520, a
UE 530 or a network entity (not shown in Fig.5). Similarly, the second network node
520 may comprise a data processor (DP) 520A, a memory (MEM) 520B that stores a
program (PROG) 520C, and a suitable transceiver 520D for communicating with an
apparatus such as the first network node 510, the UE 530 or a network entity (not
shown in Fig.5). For example, at least one of the transceivers 510D, 520D, 530D may
be an integrated component for transmitting and/or receiving signals and messages.
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Alternatively, at least one of the transceivers 510D, 520D, 530D may comprise
separate components to support transmitting and receiving signals/messages,
respectively. The respective DPs 510A, 520A and 530A may be used for processing

these signals and messages.

Alternatively or additionally, the first network node 510, the second network
node 520 and the UE 530 may comprise various means and/or components for
implementing functions of the foregoing steps and methods in Figs.1-4. For example,
the UE 530 may comprise: generating means for generating a second key based at
least in part on a first key for a first connection between the UE and a first network
node (such as the first network node 510), in response to a decision to enter an idle
mode; releasing means for releasing the first connection to enter the idle mode;
providing means for providing an identity of the UE to the first network node via a
second network node (such as the second network node 520), in response to initiating
a setup procedure for a second connection between the UE and the second network
node; and using means for using the second key for the second connection, in
response to receiving from the second network node an indication that the identity of
the UE is successfully verified at the first network node. In an exemplary
embodiment, the first network node 510 may comprise: generating means for
generating a second key based at least in part on a first key for a first connection
between a UE (such as the UE 530) and the first network node, in response to
receiving an indication that the UE decides to enter an idle mode; releasing means for
releasing the first connection; verifying means for verifying an identity of the UE
obtained from a second network node (such as the second network node 520); and
sending means for sending to the second network node the second key for a second
connection between the UE and the second network node, in response to a successful
verification of the identity of the UE. In another exemplary embodiment, the second
network node 520 may comprise: obtaining means for obtaining an identity of a UE
from the UE (such as the UE 530), in response to initiating a setup procedure for a
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second connection between the UE and the second network node; forwarding means
for forwarding the identity of the UE to a first network node (such as the first
network node 510); receiving means for receiving from the first network node a
message comprising a second key for the second connection, the message indicating
that the identity of the UE is successfully verified at the first network node, wherein
the second key is generated based at least in part on a first key for a first connection
between the UE and the first network node; and informing means for informing the

UE that the identity of the UE is successfully verified at the first network node.

At least one of the PROGs 510C, 520C, 530C is assumed to comprise program
instructions that, when executed by the associated DP, enable an apparatus to operate
in accordance with the exemplary embodiments, as discussed above. That is, the
exemplary embodiments of the present invention may be implemented at least in part
by computer software executable by the DP 510A of the first network node 510, by
the DP 520A of the second network node 520 and by the DP 530A of the UE 530, or

by hardware, or by a combination of software and hardware.

The MEMs 510B, 520B and 530B may be of any type suitable to the local
technical environment and may be implemented using any suitable data storage
technology, such as semiconductor based memory devices, flash memory, magnetic
memory devices and systems, optical memory devices and systems, fixed memory
and removable memory. The DPs 510A, 520A and 530A may be of any type suitable
to the local technical environment, and may comprise one or more of general purpose
computers, special purpose computers, microprocessors, digital signal processors
(DSPs) and processors based on multi-core processor architectures, as non-limiting

examples.

In general, the various exemplary embodiments may be implemented in
hardware or special purpose circuits, software, logic or any combination thereof. For

example, some aspects may be implemented in hardware, while other aspects may be
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implemented in firmware or software which may be executed by a controller,
microprocessor or other computing device, although the invention is not limited
thereto. While various aspects of the exemplary embodiments of this invention may
be illustrated and described as block diagrams, flow charts, or using some other
pictorial representation, it is well understood that these blocks, apparatus, systems,
techniques or methods described herein may be implemented in, as non-limiting
examples, hardware, software, firmware, special purpose circuits or logic, general
purpose hardware or controller or other computing devices, or some combination

thereof.

It will be appreciated that at least some aspects of the exemplary embodiments
of the inventions may be embodied in computer-executable instructions, such as in
one or more program modules, executed by one or more computers or other devices.
Generally, program modules include routines, programs, objects, components, data
structures, etc. that perform particular tasks or implement particular abstract data
types when executed by a processor in a computer or other device. The computer
executable instructions may be stored on a computer readable medium such as a hard
disk, optical disk, removable storage media, solid state memory, random access
memory (RAM), and etc. As will be realized by one of skill in the art, the
functionality of the program modules may be combined or distributed as desired in
various embodiments. In addition, the functionality may be embodied in whole or in
part in firmware or hardware equivalents such as integrated circuits, field

programmable gate arrays (FPGA), and the like.

Although specific embodiments of the invention have been disclosed, those
having ordinary skill in the art will understand that changes can be made to the
specific embodiments without departing from the spirit and scope of the invention.
The scope of the invention is not to be restricted therefore to the specific

embodiments, and it is intended that the appended claims cover any and all such
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applications, modifications, and embodiments within the scope of the present

invention.
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CLAIMS

What is claimed is:

1. A method, comprising:

generating a second key based at least in part on a first key for a first connection
between a user equipment and a first network node, in response to a decision to enter
an idle mode;

releasing the first connection to enter the idle mode;

providing an identity of the user equipment to the first network node via a
second network node, in response to initiating a setup procedure for a second
connection between the user equipment and the second network node; and

using the second key for the second connection, in response to receiving from
the second network node an indication that the identity of the user equipment is

successfully verified at the first network node.

2. The method according to claim 1, wherein said decision to enter the idle mode
comprises: sending to the first network node an indication that the user equipment

decides to enter the idle mode.

3. The method according to claim 1 or 2, wherein said generating the second key
based at least in part on the first key comprises:
determining a set of input parameters for deriving the second key; and
generating the second key by applying a predefined key derivation algorithm

with the first key and the set of input parameters.

4. The method according to claim 3, wherein the set of input parameters comprises

at least one of: an index associated with the predefined key derivation algorithm, an
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identifier of the user equipment, and a length of an identifier of the user equipment.

5. The method according to any one of claims 1 to 4, wherein said providing the
identity of the user equipment to the first network node comprises:

receiving a request message for the identity of the user equipment from the
second network node; and

sending a response message comprising the identity of the user equipment to the

second network node for forwarding to the first network node.

6. The method according to any one of claims 1 to 5, wherein said using the second
key for the second connection comprises: generating one or more security keys for a

service over the second connection, based at least in part on the second key.

7. An apparatus, comprising:

at least one processor; and

at least one memory comprising computer program code,

the at least one memory and the computer program code configured to, with the
at least one processor, cause the apparatus to perform at least the following:

generating a second key based at least in part on a first key for a first connection
between the apparatus and a first network node, in response to a decision to enter an
idle mode;

releasing the first connection to enter the idle mode;

providing an identity of the apparatus to the first network node via a second
network node, in response to initiating a setup procedure for a second connection
between the apparatus and the second network node; and

using the second key for the second connection, in response to receiving from
the second network node an indication that the identity of the apparatus is

successfully verified at the first network node.
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8. The apparatus according to claim 7, wherein said decision to enter the idle mode
comprises: sending to the first network node an indication that the apparatus decides

to enter the idle mode.

9. The apparatus according to claim 7 or 8, wherein said generating the second key
based at least in part on the first key comprises:
determining a set of input parameters for deriving the second key; and
generating the second key by applying a predefined key derivation algorithm

with the first key and the set of input parameters.

10. The apparatus according to claim 9, wherein the set of input parameters
comprises at least one of: an index associated with the predefined key derivation

algorithm, an identifier of the apparatus, and a length of an identifier of the apparatus.

11. The apparatus according to any one of claims 7 to 10, wherein said providing the
identity of the apparatus to the first network node comprises:

receiving a request message for the identity of the apparatus from the second
network node; and

sending a response message comprising the identity of the apparatus to the

second network node for forwarding to the first network node.

12. The apparatus according to any one of claims 7 to 11, wherein said using the
second key for the second connection comprises: generating one or more security
keys for a service over the second connection, based at least in part on the second

key.

13. A computer program product comprising a computer-readable medium bearing
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computer program code embodied therein for use with a computer, the computer
program code comprising:

code for generating a second key based at least in part on a first key for a first
connection between a user equipment and a first network node, in response to a
decision to enter an idle mode;

code for releasing the first connection to enter the idle mode;

code for providing an identity of the user equipment to the first network node via
a second network node, in response to initiating a setup procedure for a second
connection between the user equipment and the second network node; and

code for using the second key for the second connection, in response to receiving
from the second network node an indication that the identity of the user equipment is

successfully verified at the first network node.

14. The computer program product according to claim 13, wherein said decision to
enter the idle mode comprises: sending to the first network node an indication that the

user equipment decides to enter the idle mode.

15. The computer program product according to claim 13 or 14, wherein said

generating the second key based at least in part on the first key comprises:
determining a set of input parameters for deriving the second key; and
generating the second key by applying a predefined key derivation algorithm

with the first key and the set of input parameters.

16. The computer program product according to claim 15, wherein the set of input
parameters comprises at least one of: an index associated with the predefined key
derivation algorithm, an identifier of the user equipment, and a length of an identifier

of the user equipment.
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17. The computer program product according to any one of claims 13 to 16, wherein
providing the identity of the user equipment to the first network node comprises:
receiving a request message for the identity of the user equipment from the
second network node; and
sending a response message comprising the identity of the user equipment to the

second network node for forwarding to the first network node.

18. The computer program product according to any one of claims 13 to 17, wherein
said using the second key for the second connection comprises: generating one or
more security keys for a service over the second connection, based at least in part on

the second key.

19. An apparatus, comprising:

generating means for generating a second key based at least in part on a first key
for a first connection between the apparatus and a first network node, in response to a
decision to enter an idle mode;

releasing means for releasing the first connection to enter the idle mode;

providing means for providing an identity of the apparatus to the first network
node via a second network node, in response to initiating a setup procedure for a
second connection between the apparatus and the second network node; and

using means for using the second key for the second connection, in response to
receiving from the second network node an indication that the identity of the

apparatus is successfully verified at the first network node.

20. A method, comprising:
generating a second key based at least in part on a first key for a first connection
between a user equipment and a first network node, in response to receiving an

indication that the user equipment decides to enter an idle mode;
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releasing the first connection;

verifying an identity of the user equipment obtained from a second network node;
and

sending to the second network node the second key for a second connection
between the user equipment and the second network node, in response to a successful

verification of the identity of the user equipment.

21. The method according to claim 20, wherein said generating the second key
based at least in part on the first key comprises:
determining a set of input parameters for deriving the second key; and
generating the second key by applying a predefined key derivation algorithm

with the first key and the set of input parameters.

22. The method according to claim 21, wherein the set of input parameters
comprises at least one of: an index associated with the predefined key derivation
algorithm, an identifier of the user equipment, and a length of an identifier of the user

equipment.

23. The method according to any one of claims 20 to 22, wherein the successful
verification of the identity of the user equipment comprises retrieving the second key

associated with the identity of the user equipment successfully.

24. The method according to any one of claims 20 to 23, wherein there is a security

association between the first network node and the second network node.

25. An apparatus, comprising:
at least one processor; and

at least one memory comprising computer program code,
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the at least one memory and the computer program code configured to, with the
at least one processor, cause the apparatus to perform at least the following:

generating a second key based at least in part on a first key for a first connection
between a user equipment and the apparatus, in response to receiving an indication
that the user equipment decides to enter an idle mode;

releasing the first connection;

verifying an identity of the user equipment obtained from another apparatus; and

sending to the another apparatus the second key for a second connection between
the user equipment and the another apparatus, in response to a successful verification

of the identity of the user equipment.

26. The apparatus according to claim 25, wherein said generating the second key
based at least in part on the first key comprises:
determining a set of input parameters for deriving the second key; and
generating the second key by applying a predefined key derivation algorithm

with the first key and the set of input parameters.

27. The apparatus according to claim 26, wherein the set of input parameters
comprises at least one of: an index associated with the predefined key derivation
algorithm, an identifier of the user equipment, and a length of an identifier of the user

equipment.

28. The apparatus according to any one of claims 25 to 27, wherein the successful
verification of the identity of the user equipment comprises retrieving the second key

associated with the identity of the user equipment successfully.

29. The apparatus according to any one of claims 25 to 28, wherein there is a

security association between the apparatus and the another apparatus.
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30. A computer program product comprising a computer-readable medium bearing
computer program code embodied therein for use with a computer, the computer
program code comprising:

code for generating a second key based at least in part on a first key for a first
connection between a user equipment and a first network node, in response to
receiving an indication that the user equipment decides to enter an idle mode;

code for releasing the first connection;

code for verifying an identity of the user equipment obtained from a second
network node; and

code for sending to the second network node the second key for a second
connection between the user equipment and the second network node, in response to

a successful verification of the identity of the user equipment.

31. The computer program product according to claim 30, wherein said generating
the second key based at least in part on the first key comprises:
determining a set of input parameters for deriving the second key; and
generating the second key by applying a predefined key derivation algorithm

with the first key and the set of input parameters.

32. The computer program product according to claim 31, wherein the set of input
parameters comprises at least one of: an index associated with the predefined key
derivation algorithm, an identifier of the user equipment, and a length of an identifier

of the user equipment.

33. The computer program product according to any one of claims 30 to 32, wherein
the successful verification of the identity of the user equipment comprises retrieving

the second key associated with the identity of the user equipment successfully.
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34. An apparatus, comprising:

generating means for generating a second key based at least in part on a first key
for a first connection between a user equipment and the apparatus, in response to
receiving an indication that the user equipment decides to enter an idle mode;

releasing means for releasing the first connection;

verifying means for verifying an identity of the user equipment obtained from
another apparatus; and

sending means for sending to the another apparatus the second key for a second
connection between the user equipment and the another apparatus, in response to a

successful verification of the identity of the user equipment.

35. A method, comprising:

obtaining an identity of a user equipment from the user equipment, in response
to initiating a setup procedure for a second connection between the user equipment
and a second network node;

forwarding the identity of the user equipment to a first network node;

receiving from the first network node a message comprising a second key for the
second connection, the message indicating that the identity of the user equipment is
successfully verified at the first network node, wherein the second key is generated
based at least in part on a first key for a first connection between the user equipment
and the first network node; and

informing the user equipment that the identity of the user equipment is

successfully verified at the first network node.

36. The method according to claim 35, further comprising:
generating one or more security keys for a service over the second connection,

based at least in part on the second key.
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37. An apparatus, comprising:

at least one processor; and

at least one memory comprising computer program code,

the at least one memory and the computer program code configured to, with the
at least one processor, cause the apparatus to perform at least the following:

obtaining an identity of a user equipment from the user equipment, in response
to initiating a setup procedure for a second connection between the user equipment
and the apparatus;

forwarding the identity of the user equipment to another apparatus;

receiving from the another apparatus a message comprising a second key for the
second connection, the message indicating that the identity of the user equipment is
successfully verified at the another apparatus, wherein the second key is generated
based at least in part on a first key for a first connection between the user equipment
and the another apparatus; and

informing the user equipment that the identity of the user equipment is

successfully verified at the another apparatus.

38. The apparatus according to claim 37, wherein the apparatus is caused to further
perform:
generating one or more security keys for a service over the second connection,

based at least in part on the second key.
39. A computer program product comprising a computer-readable medium bearing

computer program code embodied therein for use with a computer, the computer

program code comprising:

33



WO 2013/173988 PCT/CN2012/075955

code for obtaining an identity of a user equipment from the user equipment, in
response to initiating a setup procedure for a second connection between the user
equipment and a second network node;

code for forwarding the identity of the user equipment to a first network node;

code for receiving from the first network node a message comprising a second
key for the second connection, the message indicating that the identity of the user
equipment is successfully verified at the first network node, wherein the second key
is generated based at least in part on a first key for a first connection between the user
equipment and the first network node; and

code for informing the user equipment that the identity of the user equipment is

successfully verified at the first network node.

40. An apparatus, comprising:

obtaining means for obtaining an identity of a user equipment from the user
equipment, in response to initiating a setup procedure for a second connection
between the user equipment and the apparatus;

forwarding means for forwarding the identity of the user equipment to another
apparatus;

receiving means for receiving from the another apparatus a message comprising
a second key for the second connection, the message indicating that the identity of the
user equipment is successfully verified at the another apparatus, wherein the second
key is generated based at least in part on a first key for a first connection between the
user equipment and the another apparatus; and

informing means for informing the user equipment that the identity of the user

equipment is successfully verified at the another apparatus.

34



WO 2013/173988 PCT/CN2012/075955

Generate a second key based at least in part on a 102

first key for a first connection between a UE and |/

a first network node, in response to a decision to
enter an idle mode

104

Release the first connection to enter the idle mode

A

Provide an identity of the UE to the first network
node via a second network node, in response to 106
initiating a setup procedure for a second —
connection between the UE and the second
network node

A

Use the second key for the second connection, in 108
response to receiving from the second network —
node an indication that the identity of the UE is

successfully verified at the first network node

Fig.1

1/5



WO 2013/173988 PCT/CN2012/075955

Generate a second key based at least in part 202
on a first key for a first connection between a L
UE and a first network node, in response to
receiving an indication that the UE decides to
enter an idle mode

204
Release the first connection /\/

206
Verify an identity of the UE obtained froma | —/

second network node

Send to the second network node the second 208
key for a second connection between the UE —

and the second network node, in response to
a successful verification of the identity of UE

Fig.2

2/5



WO 2013/173988 PCT/CN2012/075955

Obtain an identity of a UE from the UE, in 302
response to initiating a setup procedure fora | __/
second connection between
the UE and a second network node

Y

304
Forward the identity of the UE to a first network g

node

Y

Receive from the first network node a message
comprising a second key for the second
connection and indicating that the identity of the /j%
UE is successfully verified at the first network
node, wherein the second key is generated based
at least in part on a first key for a first connection
between the UE and the first network node

\

308
Inform the UE that the identity of the UE is p—

successfully verified at the first network node

Fig.3

3/5



WO 2013/173988 PCT/CN2012/075955

UE LTE-Hi AP Associated MME
eNB
( EPS service is going on and Kena is shared between UE and eNB >
l
Service ended
and decides to
enter idle mode
--------------------- Enteridiemodelndication------=---==-=-=- 3

Use a new set of inputs of KDF
to generate a Kap In advance
based on current K.ng before

connection release

Use a new set of
inputs of KDF 1o
generate a Kpp in
advance based on
current Kens before
connection release

{ RRC connection release due to service ended )

UE is in idle mode
with stored Kpp

Decides to initiate
a local service

e T T T

RRC connection setup procedu:rB

Ty
AAA server function

lall——EAP request/identity—-———
merged into eNB

EAP response/identity———pm V
—————FAP response/identity————

e—————EAP success (Kap J——"

f————=EAP suCCess———"—1

Using Kap to derive security keys for
local security usage

Fig.4

4/5



WO 2013/173988

510

NETWORKNODE [~ =~ —~
510C 510A |
PROG
«>| DP '
MEM L ——
. 510D
510B
530
UE | ﬂl
530c  530A | |
S~
PROG |
<> I __ _
MEM DP
. 530D
530B

5/5

N

Fig.5

PCT/CN2012/075955
520
T\ 1 NETWORKNODE
| 520A 520C
| | — .
PROG
L > DP [« MEM
520D (}
520B




INTERNATIONAL SEARCH REPORT

International application No.

PCT/CN2012/075955

A.

CLASSIFICATION OF SUBJECT MATTER

See extra sheet

According to International Patent Classification (IPC) or to both national classification and IPC

B.

FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC:HO4W.HO4Q HOAL

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

CNABS,VEN,CNTXT,CNKI: switch, connection, first, second, new, old, key, idle, network, identify, verify

C.

DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

Y CN101610506A(SHANGHAI HUAWEI TECHNOLOGIES CO LTD) 23 Dec.
2009(23.12.2009) description page 16, line 22-page 17, line 18

Y CN1482832A(HUAWEI TECHNOLOGIES CO LTD) 17 Mar. 2004(17.03.2004) abstract,

claims 1-2

A CN102209355A(HUAWEI DEVICE CO LTD) 05 Oct. 2011(05.10.2011) the whole document
A [US2012042390A1(Nokia Corporation) 16 Feb. 2012(16.02.2012) the whole document

1-40

1-40

1-40
1-40

Further documents are listed in the continuation of Box C.

X See patent family annex.

NG

“g>

“1,»

<0

«“p>

Special categories of cited documents:
document defining the general state of the art which is not
considered to be of particular relevance
carlier application or patent but published on or after the
international filing date
document which may throw doubts on priority claim (S) or
which is cited to establish the publication date of another
citation or other special reason (as specified)
document referring to an oral disclosure, use, exhibition or
other means
document published prior to the international filing date
but later than the priority date claimed

«“r>

oy

oy

later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to involve
an inventive step when the document is taken alone

document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such
documents, such combination being obvious to a person
skilled in the art

“& “document member of the same patent family

Date of the actual completion of the international search

05 Feb. 2013(05.02.2013)

Date of mailing of the international search report

07 Mar. 2013 (07.03.2013)

IName and mailing address of the ISA/CN

The State Intellectual Property Office, the PR.China

6 Xitucheng Rd., Jimen Bridge, Haidian District, Beijing, China
100088

[Facsimile No. 86-10-62019451

Authorized officer

SHI, Rui

Telephone No. (86-10)62411471

Form PCT/ISA /210 (second sheet) (July 2009)




INTERNATTIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/CN2012/075955
Patent Documents referred Publication Date Patent Family Publication Date
in the Report
CN101610506A 23.12.2009 EP2293610A1 09.03.2011
CN1016105068B 22.02.2012
WO02009152759A1 23.12.2009
CN1482832A 17.03.2004 CN1254143C 26.04.2006
CN102209355A 05.10.2011 NONE
US20120042390A1 16.02.2012 NONE

Form PCT/ISA /210 (patent family annex) (July 2009)




INTERNATIONAL SEARCH REPORT

International application No.

PCT/CN2012/075955

IA. CLASSIFICATION OF SUBJECT MATTER

[HO4W12/04(2009.01)1
[HO4W36/14(2009.01)1
[HO4AW76/04(2009.01)1

Form PCT/ISA /210 (extra sheet) (July 2009)



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - claims
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - wo-search-report
	Page 42 - wo-search-report
	Page 43 - wo-search-report

