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1. 

METHOD AND SYSTEMUSING SHARED 
CONFIGURATION INFORMATION TO 
MANAGENETWORKACCESS FOR 

NETWORKUSERS 

RELATED APPLICATIONS 

The present application is related to co-pending U.S. patent 
applications: Ser. No. 11/089.743, entitled Method and Sys 
tem. Using Quality of Service Information for Influencing a 
User’s Presence State, filed Mar. 25, 2005, Ser. No. 11/092, 
782, entitled Method and System Indicating a Level of Secu 
rity for VoIP Calls Through Presence, filed Mar. 28, 2005, Ser. 
No. 11/129,949, entitled Method and System Using Presence 
Information to Manage Network Access, filed May 16, 2005, 
and Ser. No. 11/129,970, entitled Method and System to 
Protect the Privacy of Presence Information for Network 
Users, filed May 16, 2005, the disclosures of which are 
hereby incorporated by reference, as if fully set forth herein. 

TECHNICAL FIELD OF THE INVENTION 

This invention relates in general to communication sys 
tems and, more particularly, to a method and system using 
shared configuration information to manage network access 
for network users. 

BACKGROUND OF THE INVENTION 

A private network system generally includes a number of 
network devices, such as Switches and routers, connected so 
as to allow communication among the devices and end station 
devices such as desktop machines, servers, hosts, printers, fax 
machines, and others. To receive communications initiating 
external to the private network, the devices may be individu 
ally configured such that a firewall or other access point 
includes pinholes through which externally generated traffic 
is allowed to pass. Current communication platforms (such as 
session initiation protocol (SIP), for example) do not allow 
Such configurations to be automatically or systematically 
shared between network users. This deficiency presents an 
obstacle for any employee, employer, individual, or endpoint 
that seeks to execute successful, productive, and secure com 
munication sessions. 

SUMMARY OF THE INVENTION 

The present invention provides a method and system using 
shared presence information to manage network access for 
externally generated communications that Substantially 
eliminates or reduces at least Some of the disadvantages and 
problems associated with previous methods and systems. 

In accordance with a particular embodiment of the present 
invention, a method using shared configuration information 
to manage network access for externally generated commu 
nications includes maintaining association information for a 
first end user of a private network and maintaining configu 
ration information for a first endpoint associated with the first 
end user. When an externally generated communication that 
is addressed for delivery to a second endpoint associated with 
a second end user is received at an access point to the private 
network, the association information is used to determine an 
association between the first end user and the second end user. 
The configuration information for the first end user is used to 
configure the access point to allow the communication to be 
delivered to the second endpoint. 
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2 
In accordance with another embodiment of the present 

invention, a method using shared configuration information 
to manage network access for externally generated commu 
nications includes maintaining association information for a 
first end user of a private network and maintaining configu 
ration information for a first endpoint associated with the first 
end user. When an externally generated communication that 
is addressed for delivery to a second endpoint associated with 
a second end user is received at an access point to the private 
network, the association information is used to determine an 
association between the first end user and the second end user 
and to identify the first end user as untrustworthy. The access 
point is then configured to disallow the communication to be 
delivered to the second endpoint. 

Certain embodiments of the present invention may provide 
a number of technical advantages. For example, according to 
one embodiment of the present invention, an architecture and 
a process are provided that allows for the centralized storage 
and management of access point configurations for a plurality 
of network endpoints and their associated users. In particular 
embodiments, the configuration information may include 
firewall pinhole definitions for a network end user. A further 
technical advantage may be the sharing of the network access 
configurations between endpoints and end users. Specifically, 
presence or association policy may be used to determine 
whether or not to apply the pinhole configurations adopted by 
one network end user to other network end users. Where 
policy permits, communications deemed acceptable by one 
network end user may be automatically granted access to a 
private network even where those communications are 
addressed to other network end users. 

Other technical advantages will be readily apparent to one 
skilled in the art from the following figures, descriptions and 
claims. Moreover, while specific advantages have been enu 
merated above, various embodiments may include all, some 
or none of the enumerated advantages. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present inven 
tion and its advantages, reference is now made to the follow 
ing description, taken in conjunction with the accompanying 
drawings, in which: 

FIG. 1 illustrates a network system that uses shared con 
figuration information to manage network access for exter 
nally generated communications in accordance with a par 
ticular embodiment of the present invention; 

FIG. 2 illustrates the association information store of FIG. 
1 in more detail, illustrating aspects of the present invention; 
and 

FIG.3 illustrates an example method that uses shared con 
figuration information to manage network access for exter 
nally generated communications, in accordance with an 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

FIG. 1 illustrates a network system 30 that uses shared 
configuration information for the automatic configuration of 
network access points in accordance with a particular 
embodiment of the present invention. Network system 30 
includes a plurality of network endpoints 32a-32c having the 
ability to communicate with one another and with other net 
work devices using a private network36. One or more remote 
endpoints 34a-34b may communicate with network end 
points 32a-32c and other network devices using a combina 
tion of private network 36 and a public network38. Commu 
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nications and other data from remote endpoints 34a-34b enter 
private network 36 through an access point 40. Such as a 
firewall. To enable a network endpoint 32 to receive such 
communications and data, access point 40 applies access 
configurations and settings that are established for the net 
work endpoint 32 by an associated end user. 

In particular embodiments, the access configurations and 
settings may define one or more pinholes in access point 40 
that are particular to the specific network endpoint 32. The 
pinholes may define criteria that, if satisfied by an incoming 
communication or other data, result in the communication or 
data being automatically accepted by access point 40. Thus, 
incoming communications and other data that are addressed 
to a network endpoint 32 are examined at access point 40 to 
determine if the communications or data satisfy the pinhole 
criteria before the communications or data are forwarded to 
the addressed network endpoint 32. If the criteria is not met 
the communications or data are not allowed into private net 
work 36. The management and sharing of presence or other 
association information by components of network system 
30, however, allows the pinhole configurations accepted by 
one network endpoint 32 to be automatically applied to other 
network endpoints 32. Accordingly, communications and 
data deemed acceptable by one network endpoint 32 may be 
automatically granted access to private network 36 even 
where those communications and data are addressed to 
another network endpoint 32. 
As described above, network system 30 includes private 

network 36. “Private network” should be interpreted, how 
ever, as generally defining any network capable of transmit 
ting audio and/or video telecommunication signals, data, and/ 
or messages, including signals, data or messages transmitted 
through text chat, instant messaging and e-mail. Accordingly, 
private network 36 may be implemented as a local area net 
work (LAN), wide area network (WAN), global distributed 
network Such as the Internet, Intranet, Extranet, or any other 
form of wireless or wireline network. 

Generally, private network 36 provides for the communi 
cation of packets, cells, frames, or other portions of informa 
tion (generally referred to as packets herein) between network 
endpoints 32a-32c and other network devices. It is generally 
recognized that private network 36 may include any combi 
nation of network components, gatekeepers, telephony Serv 
ers, routers, hubs, Switches, gateways, endpoints, or other 
hardware, Software, or embedded logic implementing any 
number of communication protocols that allow for the 
exchange of packets in network system 30. In particular 
embodiments, private network 36 may include a local area 
network (LAN) that enables network endpoints 32a-32c dis 
tributed across multiple cities and geographic regions to 
establish data sessions between and among the network com 
ponents coupled to private network 36. 
As will be described in more detail below, communications 

generated from sources external to private network 36 may 
gain access to private network 36 through public network38. 
Public network.38 may comprise any computer network such 
as the Internet, an extranet, or other known or hereinafter 
developed network for the communication of data. As tech 
nical background, the Internet is a world wide network of 
networks that links many computers through many separate, 
but inter-communicating, networks. Using the Internet, net 
work users can access vast amounts of stored information and 
establish communication with Internet capable remote end 
points 34a-34b. 

It will be recognized by those of ordinary skill in the art that 
network endpoints 32a-32c, remote endpoints 34a-34b, and/ 
or access point 40 may be any combination of hardware, 
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4 
Software, and/or encoded logic that provides data communi 
cation services to end users of private network 36. For 
example, each network endpoint 32a-32c and remote end 
point 34a-34b may include a computing device. Such as a 
desktop personal computer, an IP phone, a cellphone or any 
other communication hardware, Software, and/or encoded 
logic that Supports the communication of data packets of 
media (or frames) using private network 36 and public net 
work 38. Network endpoints 32a-32c and remote endpoints 
34a-34b may also include unattended or automated systems, 
servers, gateways, other intermediate components, or other 
devices that can establish data sessions. Although FIG. 1 
illustrates a particular number and configuration of network 
endpoints 32a-32c, remote endpoints 34a-34b, and access 
points 40, network system 30 contemplates any number or 
arrangement of Such components for communicating data. 
Furthermore, network endpoints 32a-c and 34a–b of system 
30 may be associated with any number of end users. 

In particular embodiments, private network 36 employs 
communication protocols that allow for the addressing or 
identification of network endpoints 32a-32c and other net 
work devices of private network36. For example, using Inter 
net protocol (IP), each of the components coupled together by 
private network 36 in network system 30 may be identified 
using IP addresses. Technology that allows telecommunica 
tions to be transmitted over an IP network may comprise 
Voice over IP (VoIP), or simply Voice over Packet (VoP). The 
transmission of data using this technology may include plac 
ing the data in packets and sending each packet individually 
to the selected destination, along one or more communication 
paths. In this manner, private network 36 may support any 
form and/or combination of point-to-point, multicast, uni 
cast, or other techniques for exchanging media packets 
among components in network system30. Any network com 
ponents capable of exchanging audio, video, or other data 
using frames or packets, are included within the scope of the 
present invention. 

In particular embodiments, network system 30 may receive 
and transmit data in a session initiation protocol (SIP) envi 
ronment. SIP is an application-layer control protocol that 
includes primitives forestablishing, modifying, and terminat 
ing communication sessions. SIP works independently of 
underlying transport protocols and without dependency on 
the type of session that is being established. SIP also trans 
parently Supports name mapping and redirection services, 
which Support personal mobility. 

In particular embodiments, and as will be described in 
more detail below, association information store 44 may 
include a presence server. Within network system 30, the 
presence information maintained by association information 
store 44 may be used to detect the presence of end users at 
network devices 32a-32c. For example, users of endpoints 
32a-32d may be identified by components of system 30 
according to a uniform reference identifier (URI), Such as a 
user's email address, or other suitable identifier so that a user 
may be located, monitored, and/or contacted through pres 
ence detection technology. Presence detection technology 
employed by association information store 44 allows end 
users to maintain a single externally visible identifier regard 
less of their network location. For locating prospective ses 
sion participants, and for other functions, an infrastructure of 
network hosts, such as association information store 44, may 
be created to which users of network endpoints 32a-32c can 
send registrations, invitations to sessions, and other requests. 

For example, association information store 44 may enable 
network endpoints 32a-32c to discover one another for pur 
poses of determining the availability of network users with 
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respect to associated network endpoints 32a-32c. Thus, com 
ponents of network system 30 may capture information about 
various communication devices, or endpoints, available to a 
user and their status, Such as whether a cellular phone is 
Switched on or whether a network user is logged into a per 
Sonal computer (PC) by accessing information maintained by 
association information store 44. By querying association 
information store 44, a network endpoint 32 may obtain a 
presence availability status for network users, as well as loca 
tion information, device information, and any personal pres 
ence status that a network user wishes to communicate to 
other network users. Hence, communication system 30 may 
provide enhanced information about network users and net 
work endpoints 32a-32c. Although this may be achieved 
using a VoIP platform, the versatility of presence detection 
technology, enables it to be used in both IP components, such 
as IP phone 32b, and other non-IP components. 

In particular embodiments, the presence or other associa 
tion information maintained by association information store 
44 may be used in combination with a configuration server 46 
to apply configuration information associated with network 
endpoints 32a-32c to access point 40. In particular embodi 
ments, configuration server 46 includes any combination of 
hardware (microprocessors, controllers, data storage sys 
tems, or other Suitable computing devices or resources), Soft 
ware, and/or encoded logic that may be used to store configu 
ration information associated with network endpoints 32a 
32c for application to access point 40. The configuration 
information may identify one or more pinholes or other net 
work access configurations that are applied by access point 40 
when communications or other data are received from 
sources that are external to private network 36 (i.e., remote 
endpoints 34a-34b). 

For the application of such configurations, access point 40 
may include hardware and/or software designed to prevent 
unauthorized access to private network 36. For example, 
access point 40 may include a firewall that operates to receive 
externally generated communications or data directed at 
components of private network 36 and examine Such com 
munications and data to determine whether those communi 
cations and data meet specified security criteria. The security 
criteria, which may include the source IP address, the source 
IP port, the protocol, the destination IP address, the destina 
tion IP port, and/or other suitable criteria, may be used to 
identify whether a network endpoint 32 is configured to 
receive Such communications and data through access point 
40. Where the specified security criteria are met, the exter 
nally generated communications and data may be allowed 
through access point 40. 
Where configuration server 46 stores and maintains con 

figuration information for network endpoints 32a-32c and 
other network devices, configuration information may be 
shared between network endpoints 32a-32c and other net 
work devices based on presence or other association policies. 
For example, the pinhole configurations adopted by a first 
network endpoint 32a may be automatically applied to a 
second network endpoint 32b if a policy exists that allows 
presence or association information to be shared between first 
network endpoint 32a and second network endpoint 32b. 
When an externally generated communication is received at 
access point 40 and is identified for delivery to network end 
point 32b, access point 40 may request configuration infor 
mation from configuration server 46. To provide configura 
tion information to access point 40, configuration server 46 
may check the communication against configuration infor 
mation associated with second network endpoint 32b. Addi 
tionally, configuration server 46 may access or be provided 
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6 
with policy information stored in presence server 44 to iden 
tify the applicability of configuration information associated 
with other network endpoints 32a, 32c to second network 
endpoint 32b. For example, configuration server 46 may 
receive information from or access information in association 
information store 44 that identifies or enables configuration 
server 46 to identify second network endpoint 32b as a sub 
scriber of presence information for first network endpoint 
32a. Where such a determination is made, configuration 
server 46 may additionally or alternatively check the commu 
nication against configuration information associated with 
first network endpoint 32a to determine whether to allow the 
communication to enter into private network 36. Thus, in 
addition to checking the communication against configura 
tion information associated with network endpoint 32b, 
access point 40 may check the communication against con 
figuration information associated with network endpoint 32a 
and/or other network devices for which second network end 
point 32b is entitled to receive presence information. 

It will be recognized by those of ordinary skill in the art that 
network system 30 is merely one example configuration of a 
communications network using association information to 
maintain and apply network access configurations. Accord 
ingly, it is generally recognized that network system 30 may 
include any number of servers, memory modules, access 
points, endpoints, or other components to accomplish the 
functionality and features described herein. Additionally, it is 
recognized that the functionality described as relating to the 
individual components of network system 30 may be imple 
mented by any component of network system 30. For 
example, it is generally recognized that configuration infor 
mation for the network endpoints may be stored in configu 
ration server 46, association information store 44, access 
point 40, or any other component of network system 30. 

FIG. 2 illustrates association information store 44 in more 
detail, in accordance with a particular embodiment of the 
present invention. Specifically, in the illustrated embodiment, 
association information store 44 comprises a presence server 
that is coupled to one or more presentities 56 and one or more 
presence watchers 58 through private network 36. Interfaces 
60 allow presence server 44 to obtain information from pre 
sentities 56 and provide information to presence watchers 58. 
Examples of presence servers include presence servers as 
defined by Internet Engineering Task Force in Request for 
Comments 2778. 
As will be described in more detail below, presentities 

56a-56c include endpoints 64a-64d (and their associated end 
users 62a-62c) who providepresence information to presence 
server 44 for distribution to or access by presence watchers 
58a-58c. Conversely, presence watchers 58a-58c include 
endpoints 68a-68c (and their associated end users 66a-66c) 
that receive presence information relating to presentities 56a 
56c. Although presentities 56 and presence watchers 58 are 
illustrated as being exclusive from one another, it is generally 
recognized that an end user and its associated endpoints may 
both provide information to and receive information from 
presence server 44. Accordingly, any end user of presence 
server 44 may be both a presentity and a presence watcher. 

Processor 70, which is illustrated in FIG. 2 as presence 
Summarization logic 70, may include any combination of 
hardware (microprocessors, controllers, or other Suitable 
computing devices or resources), Software, and/or encoded 
logic that may be used to monitor the presence of a presentity 
with respect to private network 36. In particular embodi 
ments, processor 70 comprises a single computer or a group 
of computers that are capable of detecting the presence of end 
users 62a-c with respect to endpoints 64a-64c. To detect the 
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presence of end users 62a-62c with respect to endpoints 64a 
64c, processor 70 may receive information from one or more 
of presence clients 74a–74c at the end user's endpoint 64a 
64c. Thus, processor 70 may receive presence information 
from an end user's PC, phone, personal digital assistant 
(PDA) or any other presence client device (e.g., presence 
clients 74a–72c). 

In particular embodiments, presence clients 74 include 
Software or hardware embodied in a telecommunications 
switch that determines the hook status of a telephone or other 
device. In other embodiments, presence clients 74 include 
Software that monitors whether an endpoint comprising a 
computer is logged into. In still other embodiments, presence 
clients 74 comprise a device that communicates with an ID 
tag worn by an end user 62 to indicate the location of end user 
62. Although particular presence clients 74 are described, a 
variety of presence clients 74 may be utilized according to the 
teachings of the invention to provide presence information 
regarding the availability, location, or activity in which an end 
user 62 is engaged. 

In particular embodiments, the presence information 
obtained about an end user 62 includes the “state' of that end 
user 62. For example, end users 62 may be placed in various 
states, such as a “ready’ state, a “not ready’ state, and a 
“talking state, according to the current status of the endpoint 
64 with respect to presence server 44. For example, an end 
user 62 in a ready state may be ready and able to accept an 
incoming communication. Accordingly, such an end user 62 
may be said to be “available.” Conversely, an end user 62 in a 
not ready state may be away from his desk or otherwise not 
ready to accept an incoming communication, and an end user 
62 in a talking state may be currently participating in an 
incoming or outgoing communication. In either of these latter 
cases, the end user 62 may be said to be “unavailable.” Other 
presence states that may be recognized may include 
“present”, “not present”, “active”, “inactive', or any other 
state identifying the availability of an end user 62. 
The presence information gathered by processor 70 may be 

stored in a memory module 72, which is illustrated in FIG. 2 
as a present state store 72. Memory module 72 may include 
any form of volatile or non-volatile memory including, with 
out limitation, magnetic media, optical media, random access 
memory (RAM), read-only memory (ROM), removable 
media, or any other Suitable local or remote memory compo 
nent. 

As described above, the presence information stored in 
memory module 72 may be provided to or otherwise accessed 
by configuration server 46, which stores configuration infor 
mation associated with network endpoints. For example, in 
operation, a first end user 62a may establish one or more 
network access configurations for a first endpoint 64a. The 
network access configurations may be stored in configuration 
server 46 and associated with presentity 56a. The stored 
network access configurations may then be used by access 
point 40 to process communications and data, which are 
identified for delivery to first endpoint 64a and are received 
from remote endpoints 34a-34b that are external to private 
network 36. 
The centralized maintenance of presence information by 

presence server 44 may allow for the sharing of configuration 
information network end users. For example, the network 
access configurations associated with first endpoint 64a (and, 
thus, presentity 56a) may also be used by access point 40 to 
process communications and data that are identified for deliv 
ery to other network endpoints or presentities. Assume, for 
example, that a communication is received at access point 40 
that is addressed to a second endpoint 68a. As described 
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8 
above, configuration server 46 may be queried to determine if 
second endpoint 68a is configured to receive the communi 
cation through access point 40. If second endpoint 68a is not 
configured to receive the communication through access 
point 40, configuration information associated with other 
endpoints may be applied to second endpoint 68. If the con 
figuration information associated with first endpoint 64a 
identifies a pinhole for the communication, access point 40 
may allow the communication to pass into private network 36 
for delivery to second endpoint 68a. On the other hand, if the 
configuration information associated with first endpoint 64a 
does not identify a pinhole for the communication, access 
point 40 may prevent the communication from entering pri 
vate network 36 for delivery to second endpoint 68a. 

In particular embodiments, the configuration information 
stored in configuration server 46 may be freely distributed 
between network end users. Accordingly, access point 40 
may apply configuration information associated with any 
network endpoint to all communications received at access 
point 40 regardless of the destination address of the commu 
nication. For example, if access point 40 receives a commu 
nication that is addressed to second endpoint 68a, access 
point 40 may query configuration server 46 for all stored 
configuration information. Depending upon the embodiment 
implemented, access point 40 may allow the communication 
to enter private network 36 if any network endpoint is con 
figured to open a pinhole in access point 40 for the commu 
nication. Alternatively, access point 40 may allow the com 
munication to enter private network 36 if a consensus of 
network endpoints are configured to open a pinhole in access 
point 40 for the communication. Thus, in Some embodiments, 
network endpoints may “vote” to allow or refuse entry of the 
communication into private 36. Where the majority or some 
accepted and predefined portion of network endpoints are 
configured to allow the communication, network access point 
40 may open the pinhole and allow the communication to be 
delivered to the destination address. 

In other embodiments, the configuration information 
maintained by configuration server 46 may be applied to 
network endpoints on a Subscription or registration basis. 
Accordingly, memory module 72 or another network device 
may include a list for Some or all of end users 62a-c and 
66a-66c. The lists may include subscription lists, buddy lists, 
or other association information. For example, rather than 
make configuration information for every network end user 
within system 30 available to every other network end user, 
network end users may be required to Subscribe to a presence 
service. In an embodiment, network end users may be 
required to Subscribe to the presence service to become a 
presentity 56. For example, first end user 62a may register 
with or subscribe to presence server 44 to become a presentity 
56a. As a result of the registration or Subscription, presence 
information about first end user 62a and associated endpoints, 
Such as first endpoint 64a, may be provided to and maintained 
by presence server 44. 
To make the first end user's presence information available 

to other end users, first end user 62a may identify end users 
who should be given access to first end user's presence infor 
mation. Thus, first end user 62a may identify what network 
end users are authorized to be presence watchers 58 of first 
end user's presence information. Stated differently, first end 
user 62a may define a “Web of Trust' that will be associated 
with first end user 62a. Furthermore, first end user 62a may 
identify on an individual basis the extent to which such pres 
ence and, thus, configuration information should be available 
to presence watchers 58 in the first end user's Web of Trust. 
Because first end user 62a may allow some presence watchers 
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58 access to more or different presence and configuration 
information than other presence watchers 58, first end user 
62a may exert an amount of control over the distribution of 
the first end user's endpoint configurations within the Web of 
Trust. 

Additionally or alternatively, network end users may be 
required to register with or subscribe to the presence service 
to become presence watchers 58. For example, second end 
user 66a may be required to register with presence server 44 
to become a presence watcher of first end user 62a. As a result 
of the registration or Subscription, first end user 62a may be 
added to the subscription list, buddy list, or other association 
information maintained by memory module 72 for second 
end user 66a. Similarly, second end user 66a may be added to 
the Subscription list, buddy list, or other association informa 
tion maintained by memory module 72 for first end user 62a. 
Presence and configuration information associated with first 
end user 62a and associated endpoints, such as first endpoint 
64a, may then be provided to or made available to second end 
user 66a. 
Where presence watchers 58, such as second end user 66a, 

are required to Subscribe or register to receive or access pres 
ence and configuration information, second end user 66a may 
define the members of the “Web of Trust that will be asso 
ciated with second end user 62a. Thus, second end user 62a 
may also exert an amount of control over the distribution of 
endpoint configurations applied to second endpoint 68a, in 
particular embodiments. 

Regardless of whether the presentity, the presence watcher, 
or both are required to register with presence server 44, con 
figurations associated with endpoints of network system 30 
may be distributed to network users using any one of or any 
combination of methods. For example, in particular embodi 
ments, configuration information may simply be stored in 
configuration server 46 and presence watchers 58 entitled to 
Such configuration information may take affirmative steps to 
apply those configurations to their respective endpoints. 
Thus, second end user 66a, as a presence watcher of first end 
user 62a, may be required to access configuration server 46 
and download the configurations associated with first end 
point 64a before those configurations may be applied to com 
munications received by access point 40. In other embodi 
ments, the configuration information may be periodically 
published or otherwise delivered to end user 66a if either of 
first end user 62a or second user 66a are within the other's 
Web of Trust. In still other embodiments, and as described in 
more detail above, access point 40, rather than second end 
user 66a, may directly obtain the shared configuration infor 
mation when a communication is received at access point 40 
for delivery to second end user 66a. 

Although subscription lists and buddy lists are described 
above for associating users of network system 30 with other 
users of network system 30, it is recognized that any other 
mechanism for the linkage or association of users may be 
utilized. Other example sources of association information 
that may be used to provide presence information include 
address lists or contact lists from an email program (i.e., 
MicroSoft contacts), information provided by social net 
works or reputation services, or association lists such as those 
used by Five Degrees of Separation, LinkedIn, and Orchid. It 
is also recognized that the Such mechanisms need not be 
stored in memory module 72 but may be stored in any com 
ponent of network system 30. In particular embodiments, 
Such mechanisms may be stored within configuration server 
46 or at the endpoints. 

Furthermore, it will be recognized by those of ordinary 
skill in the art that presence server 44 is merely one example 
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10 
configuration of a presence server for providing presence 
information to end users in network system 30. Accordingly, 
it is generally recognized that presence server 44 may include 
any number of processors, memory modules, or other com 
ponents to accomplish the functionality and features 
described herein. Additionally, processor 70, and/or memory 
module 72 associated with presence server 44 may be cen 
trally located (local) with respect to one another, or distrib 
uted throughout private network 36. 

Returning to FIG. 1, it is generally recognized that pres 
ence information and the provision of a presence service 
using a presence server is merely one means that may be used 
to provide for the shared configuration of endpoints 32a-32c. 
Thus, although presence information is one form of associa 
tion information that may be used to link endpoints 32a-32c, 
it is further recognized that the configuration of endpoints 
32a-32c may be made using association information that is 
maintained and used independently of or in lieu of presence 
information. 

For example, association information, generally, may be 
stored in association information store 44 or another network 
device and may be used to link end users of endpoints 32a 
32c. Similar to the presence information disclosed above, the 
association information may define a web of trust associated 
with an end user of an endpoint 32a-32c, in particular 
embodiments. The web of trust may operate as a white list that 
is associated with an end user of a particular endpoint, such as 
endpoint 32a. Accordingly, the white list may define those 
other end users whose judgment the end user of endpoint 32a 
trusts. Specifically, if Bob is the end user of endpoint 32a and 
the white list associated with Bob includes Carl, the end user 
associated with endpoint 32b, and Don, the end user of end 
point 32c, Bob has identified that Bob trusts Carl and Don for 
various purposes. In operation, access point 40 may access 
configuration information associated with Bob when access 
point 40 receives an externally generated communication that 
is identified for delivery to Bob. If the configuration informa 
tion associated with Bob does not identify a pinhole for the 
externally generated communication, access server 46 may 
look to Bob's white list to determine the end users included in 
Bob’s web of trust. Where Carl and Don are on Bob’s white 
list, access point 40 may then access configuration informa 
tion that is associated with Carland Donto determine if either 
or both of Carl and Don have configured their endpoints 32b 
and 32c to accept the communication. If either or both of Carl 
and Don have configured their endpoints 32b and 32c to 
accept the communication, access point 40 may allow the 
communication to pass into private network 36 for delivery to 
Don at endpoint 32a. 

In the above described example, configuration information 
stored by configuration server 46 and associated with any end 
user within Bob's web of trust is used to configure access 
point 40 with respect to communications addressed to Bob's 
endpoint 32a. In other embodiments, however, access point 
40 may recognize a conflict where one end user in Bob's web 
of trust includes a configuration allowing the communication 
and another end user in Bob's web of trust does not include 
Such a configuration. For example, if one of Carl and Don 
have configured their endpoint 32b or 32c, respectively, to 
allow the communication into private network 36 and the 
other has not, access point 40 may recognize a conflict. 
Accordingly, access point 40 may include hardware, Soft 
ware, or logic that enables access point 40 to resolve the 
conflict. In one example embodiment, access point 40 may 
resolve the conflict by taking a vote of the end users in Bob's 
web of trust to determine whether a majority or another pre 
defined percentage of end users in Bob's web of trust are 
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configured to receive the communication. Access point 40 
may then allow the communication to pass into private net 
work 36 if enough end users in Bob's web of trust are con 
figured to receive the communication. 

In another example embodiment, access point 40 may 
resolve the conflict using an algebraic scheme that takes into 
account factors appropriate for determining the trustworthi 
ness of the communication or the trustworthiness of the end 
users in the web of trust. For example, in particular embodi 
ments, the Bob's association information in association infor 
mation store 44 may include weighted values that are applied 
to the end users in Bob's web of trust. Thus, the association 
information associated with Bob may comprise a “grey list” 
rather than a white list. For example, the association informa 
tion associated with Bob may include the following informa 
tion: 

Carl 100 
Don 90 
Eunice 2O 
Frank 50 
Gary 88 

Thus, Carl, Don Eunice, Frank, and Gary are within Bob's 
web of trust. However, in this example, Bob has identified the 
degree to which Bob believes that Carl, Don, Eunice, Frank, 
and Gary are trustworthy. Thus, Bob trusts Carl 100 percent 
of the time but only trusts Eunice 20 percent of the time. 
(Although percentages are shown, any other weighted or 
ranking scheme may be used.) In operation, access point 40 
may use the weighted percentages and an algebraic formula 
to resolve any conflicts between the configuration informa 
tion stored with respect to Carl, Don, Eunice, Frank, and 
Gary. Accordingly, in determining whether a communication 
should be allowed for delivery to Bob, access point 40 may 
consider the degree to which Bob considers the end users in 
Bob's web of trust as trustworthy. 

In still other embodiments, the association information 
associated with Bob may additionally or alternatively com 
prise a “black list.” Accordingly, the association information 
may define those other end users whose judgment Bob does 
not trust (i.e., those end users outside of the web of trust). For 
example, Bob's stored association information may include 
the following: 

Black List White List 

Don Carl 
Eunice Gary 
Frank 

Thus, Bob has identified that Bob does not trust Don, Eunice, 
and Frank for various purposes but does trust Carl and Gary. 
In one example embodiment, when access point 40 receives 
an externally generated communication that is identified for 
delivery to Bob, access point 40 look to Bob's association 
information to determine the end users that are on Bob's 
white list. In the above described scenario, access point 40 
may access configuration information that is associated with 
Carl and Gary to determine if either or both of Carl and Gary 
have configured their endpoints to accept the communication 
and may allow the communication if either or both of Carland 
Gary have configured their endpoints to accept the commu 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

12 
nication. If neither of Carl and Gary have configured their 
endpoints to accept the communication or if their is a conflict 
between the configurations associated with Carl and Gary, 
access point 40 may access configuration information asso 
ciated with Don, Eunice, and/or Frank. Because Bob doesn't 
trust the configuration information associated with Don, 
Eunice, and/or Frank, access point 40 may refuse to allow the 
communication to pass into private network36 where any, all, 
or some percentage of the end users on Bob's black list are 
configured to allow the communication. Thus, the untrust 
worthiness of some network end users may be considered in 
determining whether to allow an externally generated com 
munication to enter private network 36. 

Although the above described examples are limited to the 
application of configuration information associated with 
those end users with whom Bob is directly associated, it is 
recognized that the Bob's web of trust may be broader than 
those end users with whom he is directly associated. In par 
ticular embodiments, association information for various end 
users may be linked to define sets of end users with whom 
configuration information may be shared. For example, con 
figuration server 46 may store the following association infor 
mation: 

BOB Carl 

Carl Don 
Eunice Gary 
Frank 

Thus, Bob has identified that Bob trusts Carl, Eunice, and 
Frank for various purposes, and Carl has identified that Carl 
trusts Don and Gary for various purposes. In one example 
embodiment, when access point 40 receives an externally 
generated communication that is identified for delivery to 
Bob and Bob's endpoint is not configured to receive the 
communication, access point 40 may look to Bob's associa 
tion information to determine the end users that are on Bob's 
white list. In the above described scenario, access point 40 
may access configuration information that is associated with 
Carl, Eunice, and Frank to determine if any or all of Carl, 
Eunice, and Frank have configured their endpoints to accept 
the communication. Because Bob trusts Carl, Eunice, and 
Frank, however, access point 40 may also access the white 
lists of Carl, Eunice, and Frank to identify end users who they 
trust. In the above described scenario, for example, access 
point 40 may access Carl's white list to identify that Carl 
trusts Don and Gary. Access point 40 may then access con 
figuration information that is associated with Don and Gary to 
determine if either or both of Don and Gary have configured 
their endpoints to accept the communication. If either or both 
of Don and Gary have configured their endpoints to accept the 
communication or if some percentage of all end users con 
sidered are configured to accept the communication, access 
point 40 may allow the communication to pass into private 
network 36 for delivery to Bob. 

It will be recognized by those of ordinary skill in the art that 
the scenarios described above are merely provided as 
examples. End users of private network 36 may be linked or 
associated with one another using any appropriate mecha 
nism. Additionally, the association information stored with 
respect to an end user may be shared with other end users in 
any of the above described manners or by any other suitable 
a. 
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FIG.3 illustrates an example method that uses shared asso 
ciation information to manage network access for externally 
generated communications. The method begins at step 100 
with the maintenance of association information. As 
described above, in particular embodiments, the association 
information may include presence information relating to the 
availability or activity information for a plurality of network 
end users, including first end user 62a. For example, the 
presence information may include a list of one or more pres 
ence watchers that are authorized to access presence infor 
mation for first end user 62a. 

At step 102, configuration information for the plurality of 
network end users, including first end user 62a, is maintained. 
In particular embodiments, the configuration information 
may include access point configurations for first endpoint 
64a, which is associated with first network end user 62a. The 
access point configurations may be applied by access point 40 
to authorize communications generated at remote endpoints 
34a-34b that are external to private network 36 for delivery 
within communication network30. For example, the configu 
ration information maintained in configuration server 46 may 
identify one or more pinholes or other network access con 
figurations to be applied by access point 40 when externally 
generated communications or other data are received for 
delivery to network endpoints. 

At step 104, an externally generated communication is 
received at access point 40 to private network 36. As 
described above, the externally generated communication 
may include any communication or data that is received from 
endpoints that are remote to private network 36. In particular 
embodiments, the communication is addressed to second 
endpoint 68a associated with second end user 66a of private 
network 36. In response to receiving the externally generated 
communication, the association information for first end user 
62a may be used at step 106 to determine an association 
between first end user 62a and second end user 66a. 

In particular embodiments, an association between first 
end user 62a and second end user 66a may be identified where 
the presence information for first end user 62a identifies 
second end user 66a as a presence watcher of first end user 
62a. For example, where presence server 44 maintains a list of 
presence watchers that are authorized to access presence 
information for first end user 62a, an association may be 
identified where second end user 66a is included on the list of 
presence watchers. In other embodiments, an association 
between first end user 62a and second end user 66a may be 
identified where either of the first and second end users have 
registered to receive or access presence information for the 
other end user. In still other embodiments, an association may 
be identified where second end user 66a is included on a white 
list or other association list that is associated with first end 
user 62a. 

At step 108, the configuration information for first end user 
62a is used to configure access point 40 to allow the commu 
nication to be delivered to second endpoint 68a. For example, 
where the configuration information for first end user 62a 
identifies an access configuration, Such as a pinhole, for 
allowing the communication to pass through access point 40, 
access point 40 may apply that pinhole to communications 
received for delivery to second end point 68a. Thus, the 
configurations associated with first end point 64a may be 
applied to second endpoint 68a as permitted by presence or 
other association policy maintained by network system30. In 
particular embodiments, access point 40 may open a pinhole 
in a firewall where first end point 64a is configured to open 
Such a pinhole. As a result of opening the pinhole or otherwise 
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applying the access configuration, the communication may 
be delivered to second endpoint 68a. 
Some of the steps illustrated in FIG.3 may be combined, 

modified or deleted where appropriate, and additional steps 
may also be added to the flowchart. Additionally, steps may 
be performed in any suitable order without departing from the 
Scope of the invention. 
As indicated above, technical advantages of particular 

embodiments of the present invention include the centralized 
storage and management of access point configurations for a 
plurality of network endpoints and their associated users. In 
particular embodiments, configuration information that 
includes firewall pinhole definitions for a network end user 
may be stored in a centralized database. A further technical 
advantage may be the sharing of the network access configu 
rations between endpoints and end users. Specifically, pres 
ence or other association policy may be used to determine 
whether or not to apply the pinhole configurations adopted by 
one network end user to other network end users. Where 
policy permits, communications deemed acceptable by one 
network end user may be automatically granted access to a 
private network even where those communications are 
addressed to other network end users. 

Although the present invention has been described in detail 
with reference to particular embodiments, it should be under 
stood that various other changes, Substitutions, and alter 
ations may be made hereto without departing from the spirit 
and Scope of the present invention. For example, although the 
present invention has been described with reference to a num 
ber of elements included within a communication system, 
these elements may be combined, rearranged or positioned in 
order to accommodate particular routing architectures or 
needs. In addition, any of these elements may be provided as 
separate external components to a communication system or 
to each other where appropriate. The present invention con 
templates great flexibility in the arrangement of these ele 
ments as well as their internal components. 
Numerous other changes, Substitutions, variations, alter 

ations and modifications may be ascertained by those skilled 
in the art and it is intended that the present invention encom 
pass all Such changes, Substitutions, variations, alterations 
and modifications as falling within the spirit and scope of the 
appended claims. 
What is claimed is: 
1. A method using shared configuration information to 

manage network access for externally generated communi 
cations, comprising: 

providing an association information store that maintains 
association information for a first end user of a private 
network; 

providing a data storage system that maintains configura 
tion information for a first endpoint associated with the 
first end user; 

receiving an externally generated communication at an 
access point to the private network, the communication 
addressed for delivery to a second endpoint associated 
with a second end user of the private network, the exter 
nally generated communication received from a third 
endpoint associated with a third end user; 

using a computing device to obtain the association infor 
mation and determine an association between the first 
end user and the second end user, and 

using the computing device to obtain the configuration 
information for the first endpoint associated with the 
first end user and configure the access point to allow the 
communication from the third endpoint associated with 
the third end user to be delivered to the second endpoint 
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associated with the second end user based on the asso 
ciation between the first end user and the second end 
USC. 

2. The method of claim 1, wherein maintaining the asso 
ciation information for the first end user comprises maintain 
ing presence information relating to the availability of the first 
end user at the first endpoint. 

3. The method of claim 2, further comprising: 
storing a list of one or more presence watchers that are 

authorized to access presence information for the first 
end user; and 

determining that the second end user is listed as a presence 
watcher of the first end user. 

4. The method of claim 2, wherein using the association 
information to determine the association between the first end 
user and the second end user comprises determining that the 
second end user is a subscribed presence watcher of the 
presence information for the first end user. 

5. The method of claim 1, wherein: 
maintaining the association information for the first end 

user comprises storing a list of one or more trusted end 
users associated with the first end user; and 

using the association information to determine the associa 
tion between the first end user and the second end user 
comprises determining that the second end user is one of 
the one or more trusted end users on the list. 

6. The method of claim 1, wherein: 
maintaining the association information for the first end 

user comprises: 
storing a first list of one or more trusted end users asso 

ciated with the first end user, a third end user included 
on the first list as one of the one or more trusted end 
users; and 

storing a second list of one or more trusted end users 
associated with the third end user; 

using the association information to determine the associa 
tion between the first end user and the second end user 
comprises: 
determining that the third end user is one of the one or 

more trusted end users on the first list; and 
determining that the second end user is one of the one or 
more trusted end users on the second list. 

7. The method of claim 1, wherein using the configuration 
information for the first end user comprises: 

determining that the first endpoint is configured to allow 
the communication from the third endpoint associated 
with the third end user to pass through the access point; 
and 

applying the configuration information associated with the 
first end user to the second endpoint. 

8. The method of claim 1, wherein using the configuration 
information for the first end user comprises opening one or 
more pinholes in a firewall. 

9. The method of claim 1, further comprising taking a vote 
of a plurality of network end users to determine that the 
communication is trustworthy. 

10. A method using shared configuration information to 
manage network access for externally generated communi 
cations, comprising: 

providing an association information store that maintains 
association information for a first end user and a second 
end user of a private network; 

providing a configuration information server that main 
tains configuration information for each of a first end 
point associated with the first end user and a second 
endpoint associated with the second end user; 
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16 
receiving an externally generated communication at an 

access point to the private network, the communication 
addressed for delivery to the second endpoint associated 
with the second end user of the private network, the 
externally generated communication received from a 
third endpoint associated with a third end user; 

using a computing device to obtain the association infor 
mation and determine an association between the first 
end user and the second end user, the first end user 
identified in the association information as untrustwor 
thy; and 

if the association information identifies the first end user as 
untrustworthy, use the computing device to: 
configure the access point to disallow the communica 

tion from the third endpoint associated with the third 
end user to be delivered to the second endpoint; and 

if the association information identifies the first end user as 
trustworthy, use the computing device to: 
determine that the first endpoint associated with the first 

end user is configured to accept the externally gener 
ated communication from the third endpoint associ 
ated with the third end user; and 

configure the access point to allow the communication 
from the third endpoint associated with the third end 
user to be delivered to the second endpoint associated 
with the second end user based on the association 
between the first end user and the second end user. 

11. A system using shared configuration information to 
manage network access for externally generated communi 
cations, comprising: 

an association information store in communication with a 
private network, the association information store oper 
able to maintain association information for a first end 
user of the private network; 

a configuration server in communication with the private 
network, the configuration server operable to maintain 
configuration information for a first endpoint associated 
with the first end user; and 

an access point in communication with the private network, 
the access point operable to: 
receive an externally generated communication, the 

communication addressed for delivery to a second 
endpoint associated with a second end user of the 
private network, the externally generated communi 
cation received from a third endpoint associated with 
a third end user; 

use the association information to determine an associa 
tion between the first end user and the second end 
user; and 

use the configuration information for the first end point 
associated with the first end user to authorize the 
communication from the third endpoint associated 
with the third end user to enter the private network for 
delivery to the second endpoint associated with the 
second end user based on the association between the 
first end user and the second end user. 

12. The system of claim 11, wherein the association infor 
mation store comprises a presence server operable to: 

maintain presence information for the first end user of the 
private network; the presence information relating to the 
availability of the first end user at the first endpoint. 

13. The system of claim 12, wherein the presence server is 
further operable to: 

store a list of one or more presence watchers that are 
authorized to access presence information for the first 
end user; and 
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determine that the second end user is listed as a presence 
watcher of the first end user. 

14. The system of claim 12, wherein the access point is 
further operable to use the presence information to determine 
that the second end user is a subscribed presence watcher of 5 
the presence information for the first end user. 

15. The system of claim 11, wherein: 
the association information comprises a list of one or more 

trusted end users associated with the first end user; and 
the access point is operable to use the association informa 

tion to determine the association between the first end 
user and the second end user by determining that the 
second end user is one of the one or more trusted end 
users on the list. 

16. The system of claim 11, wherein: 
the association information store is further operable to: 

store a first list of one or more trusted end users associ 
ated with the first end user, a third end user included 
on the first list as one of the one or more trusted end 
users; and 

store a second list of one or more trusted end users 
associated with the third end user; and 

the access point is further operable to use the association 
information by: 
determining that the third end user is one of the one or 

more trusted end users on the first list; and 
determining that the second end user is one of the one or 
more trusted end users on the second list. 

17. The system of claim 11, wherein the access point is 
further operable to: 

use the configuration information to determine that the first 
endpoint is configured to allow the communication from 
the third endpoint associated with the third end user to 
pass through the access point; and 

apply the configuration information associated with the 
first end user to the second endpoint. 

18. The system of claim 11, wherein the access point is 
further operable to use the configuration information to open 
one or more pinholes in a firewall. 

19. The system of claim 11, wherein the access point is 
further operable to take a vote of a plurality of network end 
users to determine that the communication is trustworthy. 

20. A system using shared configuration information to 
manage network access for externally generated communi 
cations, comprising: 

means for maintaining association information for a first 
end user of a private network; 

means for maintaining configuration information for a first 
endpoint associated with the first end user; 

means for receiving an externally generated communica 
tion at an access point to the private network, the com 
munication addressed for delivery to a second endpoint 
associated with a second end user of the private network, 
the externally generated communication received from a 
third endpoint associated with a third end user; 

means for using the association information to determine 
an association between the first end user and the second 
end user; and 

means for using the configuration information for the first 
endpoint associated with the first end user to configure 
the access point to allow the communication from the 
third endpoint associated with the third end user to be 
delivered to the second endpoint associated with the 
second end user based on the association between the 
first end user and the second end user. 

21. A non-transitory computer readable medium compris 
ing code operable to: A non-transitory computer-readable 
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medium encoded with Software for using shared configura 
tion information to manage network access for externally 
generated communications, the software executed by a com 
puter to perform operations comprising: 

maintain association information for each of a first end user 
and a second end user of a private network; 

maintain configuration information for each of a first end 
point associated with the first end user and a second 
endpoint associated with the second end user; 

receive an externally generated communication at an 
access point to the private network, the communication 
addressed for delivery to the second endpoint associated 
with the second end user of the private network, the 
externally generated communication received from a 
third endpoint associated with a third end user; 

use the association information to determine an association 
between the first end user and the second end user; and 

if the association information identifies the first end user as 
untrustworthy: 
use the configuration information for the first end user to 

configure the access point to allow the communica 
tion from the third endpoint associated with the third 
end user to be delivered to the second endpoint; and 

if the association information identifies the first end user as 
trustworthy: 
determine that the first endpoint associated with the first 

end user configured to accept the externally generated 
communication from the third endpoint associated 
with the third end user; and 

configure the access point to allow the communication 
from de source other than the first endpoint to be 
delivered to the second endpoint associated with the 
second end user based on the association between the 
first end user and the second end user. 

22. The method of claim 1, further comprising using the 
computing device to determine that the configuration infor 
mation for the first endpoint associated with the first end user 
allows communication from the third endpoint associated 
with the third end user. 

23. The method of claim 1, further comprising: 
store a first list of one or more trusted end users associated 

with the first end user; and 
determine that the third end user is included on the first list 

as one of the one or more trusted end users. 
24. The system of claim 11 wherein the access point is 

further operable to determine that the configuration informa 
tion for the first endpoint associated with the first end user 
allows communication from the third endpoint associated 
with the third end user. 

25. The system of claim 11, wherein: 
at least one of the association information store and the 

configuration server is further operable to maintain a 
first list of one or more trusted end users associated with 
the first end user; and 

the access point is further operable to determine that the 
third end user is included on the first list as one of the one 
or more trusted end users. 

26. A non-transitory computer-readable medium encoded 
with Software for using shared configuration information to 
manage network access for externally generated communi 
cations, the Software executed by a computer to perform 
operations comprising: 

maintain association information for a first end user of a 
private network; 

maintain configuration information for a first endpoint 
associated with the first end user; 
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receive an externally generated communication at an end user based on the association between the first end 
access point to the private network, the communication user and the second end user. 
addressed for delivery to a second endpoint associated 27. The non-transitory computer-readable medium of 

claim 26, further operable when execute to: 
5 determine that the configuration information for the first 

endpoint associated with the first end user allows com 
munication from the third endpoint associated with the 

with a second end user of the private network, the exter 
nally generated communication received from a third 
endpoint associated with a third end user, 

obtain the association information and determine an asso- third end user. 
ciation between the first end user and the second end 28. The non-transitory computer-readable medium of 
user, and 10 claim 26, further operable when executed to: 

store a first list of one or more trusted end users associated 
with the first end user; and 

determine that the third end user is included on the first list 
as one of the one or more trusted end users. 

obtain the configuration information for the first endpoint 
associated with the first end user and configure the 
access point to allow the communication from the third 
endpoint associated with the third end user to be deliv 
ered to the second endpoint associated with the second k . . . . 



UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. : 7,764,699 B2 Page 1 of 1 
APPLICATIONNO. : 1 1/130439 
DATED : July 27, 2010 
INVENTOR(S) : Cullen F. Jennings et al. 

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below: 

On the cover page, add reference item 56 Col. 2: “6,758,543, 6/2004, Vilhuber, 713/201: 

Col. 17, Ln. 66: After “21. delete “A non-transitory computer readable medium 
comprising code operable to:”. 

Signed and Sealed this 

Twelfth Day of October, 2010 

David J. Kappos 
Director of the United States Patent and Trademark Office 


