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(57) Abstract: File sharing between mobile devices is enabled using a hierarchical Distributed Hash Table (DHT) based message
routing system. According to one embodiment, mobile device electronic content is shared via an overlay network of computer nodes
arranged according to a hierarchical DHT by a mobile device generating a message. The message includes a key configured to
identify mobile device electronic content and to enable routing of the message based on the hierarchical DHT through the overlay
network upon reception of the message at any of the computer nodes. The message is transmitted to a packet-switched radio access
network, the packet-switched radio access network configured to send the message to one or more of the computer nodes.The mes-
sage is eventually routed to the computer node responsible for the key. The responsible computer node processes the message, e.g.,
by registering electronic content, deregistering electronic content or responding to an electronic content request.
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MOBILE DEVICE FILE SHARING METHOD AND APPARATUS
BACKGROUND

The present invention generally relates to file sharing between mobile devices, and particularly
relates to mobile device file sharing via an overlay network of computer nodes arranged
according to a hierarchical Distributed Hash Table (DHT).
File sharing between mobile devices such as mobile phones, portable computers, PDAs,
portable media players and the like is conventionally achieved by manual user interaction or by
forming peer-to-peer (P2P) connections. Manual user interaction is tedious and often requires
the end user to have advanced knowledge of the mobile device’s file system and file transfer
protocols such as FTP to transfer a file from one mobile device to another. P2P-based mobile
device file sharing techniques utilize the computing power and bandwidth of the participating
mobile devices rather than servers to form ad hoc connections between mobile devices. Files
are transferred directly between mobile devices over the ad hoc connections. A mobile device
simultaneously functions as both a client and server to other mobile devices participating in a
P2P network.
Several factors adversely impact the performance, dependability and cost associated with
conventional P2P mobile device file sharing networks. For example, a mobile device must
‘know’ or be aware of other mobile devices to share content. Correspondingly, significant
processing and memory bandwidth is consumed maintaining links to other nodes in order to
participate in a conventional P2P network. Further, P2P connections cannot be formed unless
devices are connected to an accessible network such as the Internet. Mobile devices are often
disconnected from the Internet when idle to reduce mobile network access charges. This is
particularly true for mobile phones which use a packet-switched radio access network for
network connectivity such as Wideband Code Division Multiple Access (WCDMA), Universal
Mobile Telecommunications System (UMTS) or General Packet Radio Service / Enhanced
GPRS (GPRS/EDGE). File transfers cannot be initiated with disconnected mobile devices using

a conventional P2P network.
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Mobile devices may also lack the processing power and memory bandwidth to reliably function
as a P2P node. Further, the network access charges imposed on a mobile device for
establishing P2P connections may be prohibitive, particularly for mobile phones which are
charged based on the amount of network resources consumed. Breaks in a conventional P2P
overlay network become more widespread as the number of participating mobile devices
increases, e.g., due to intermittent radio service, low battery power, devices being powered off,
etc. Yet another concern with conventional P2P networks is security. A mobile device that
functions as a P2P node is more prone to security attacks since it directly communicates with
other mobile devices. Many mobile devices cannot be trusted, yet files are transferred
regardless. No intermediary device filters nefarious content in conventional P2P networks
because the participating nodes interact directly with each other. As such, mobile devices are

more prone to malicious attacks.

SUMMARY
According to the methods and apparatus taught herein, file sharing between mobile devices is
enabled using a hierarchical Distributed Hash Table (DHT) based message routing system.
Mobile devices do not form nodes within the message routing system. Instead, a separate
overlay network of computer nodes is arranged according to the hierarchical DHT. Each
computer node included in the overlay network maintains a set of links to neighbor nodes, thus
forming logical ‘rings’ of computer nodes. The manner in which the computer nodes are linked
is determined by the hierarchical DHT. Each computer node is responsible for a range of key
values. The keys represent mobile device electronic content. In one embodiment, key values
are generated by hashing at least part of the file name and/or file extension associated with
mobile device electronic content.
Mobile devices register, deregister and request mobile device electronic content by sending file
sharing messages to the overlay network. The messages are routed through the overlay
network based on the key value included in the messages. The computer node responsible for
a particular key value maintains records identifying mobile devices that have registered

electronic content corresponding to the key value. However, registered electronic content
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remains locally stored at the mobile devices. To retrieve registered electronic content, the
overlay network provides mobile device identification information such as mobile phone
numbers to a device requesting the registered electronic content. The requesting device uses
the mobile device identification information to contact one or more mobile devices storing the
desired content. The electronic content is then transferred over a connection such as an IP
formed between the mobile devices independent of the overlay network. Thus, the overlay
network provides a mechanism for identifying the location of shared mobile device electronic
content based on a hierarchical DHT, but the overlay network does not store the electronic
content.

According to one embodiment, mobile device electronic content is shared via an overlay network
of computer nodes arranged according to a hierarchical DHT by a mobile device generating a
message. The message includes a key configured to identify mobile device electronic content
and to enable routing of the message based on the hierarchical DHT through the overlay
network upon reception of the message at any of the computer nodes. The message is
transmitted to a packet-switched radio access network, the packet-switched radio access
network configured to send the message to one or more of the computer nodes. The message
is routed through the overlay network to the computer node responsible for the key included in
the message. The responsible computer node processes the message, e.g., by registering
electronic content, deregistering electronic content or responding to an electronic content
request.

Of course, the present invention is not limited to the above features and advantages. Those
skilled in the art will recognize additional features and advantages upon reading the following

detailed description, and upon viewing the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 is a block diagram of one embodiment of a mobile device file sharing network.
Figure 2 is a block diagram of an embodiment of an overlay network of computer nodes included
in the file sharing network of Figure 1.

Figure 3 is a block diagram of one embodiment of a mobile device file sharing message.
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Figure 4 illustrates an embodiment of processing logic for generating and transmitting a mobile
device file sharing message.

Figure 5 illustrates an embodiment of processing logic for processing a mobile device file
sharing message.

Figure 6 illustrates an embodiment of processing logic for routing a mobile device file sharing
message.

Figure 7 is a block diagram of another embodiment of a mobile device file sharing network.

DETAILED DESCRIPTION
Figure 1 illustrates an embodiment of an overlay network 100 of computer nodes 102 (e.g.,
servers) arranged according to a hierarchical Distributed Hash Table (DHT). All or part of the
overlay network 100 is dispersed throughout a packet-switched data network (PSDN) 104 such
as the Internet. Each computer node 102 included in the overlay network 100 maintains a set of
links (i.e., a routing table) to neighbor nodes 102, thus forming logical ‘rings’ of computer nodes.
The overlay network 100 is hierarchical in that lower-level rings (not shown) such as those
managed by different network operators are logically collapsed into a single, merged ring as will
be described in more detail later. The manner in which the computer nodes 102 are linked is
determined by the hierarchical DHT. Each computer node 102 is responsible for a range of key
values. Messages are routed within individual rings and between rings based on the key
included in the messages. A message is processed by the computer node 102 responsible for
the key included in the message.
Electronic content stored locally by mobile devices 106, 108 may be shared by registering the
content with the overlay network 100 of computer nodes 102. Electronic content may be
reregistered each time the mobile devices 106, 108 power on to account for mobile device
configuration changes such as a new phone number. Electronic content is registered by
sending a message to one or more computer nodes 102 included in the overlay network 100.
The message identifies the mobile device 106, 108 that stores the electronic content to be
shared and a key identifying the content. The message is routed based on the hierarchical DHT

to the computer node 102 responsible for the key included in the message. The electronic
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content is registered by the computer node 102 responsible for the key included in the message
by creating a record 110 including the mobile device identifier (ID) and key retrieved from the
message.

This way, mobile device electronic content may be shared by sending the appropriate messages
to the overlay network 100. The records 110 maintained by the overlay network 102 provide
information for contacting mobile devices 106, 108 that have registered electronic content.
However, the electronic content is not stored in the overlay network 100. Instead, shared
electronic content remains locally stored at the mobile devices 106, 108 that registered the
content. Once registered, the electronic content is available for subsequent distribution directly
from the mobile devices 106, 108. If access to registered electronic content is requested, the
overlay network 100 provides to the requesting device the identity of the mobile device 106, 108
storing the desired electronic content. The requesting device may use the contact information
received from the overlay network 100 to directly contact the mobile device 106, 108 storing the
electronic content and request access to the content.

For example, electronic content stored locally at a first mobile device 106 is shared by
registering the electronic content with the overlay network 100. The first mobile device 106
registers the electronic content by generating a message identifying the first mobile device
(ID(A)) and the content to be shared. In one embodiment, the electronic content is identified by
hashing at least part of the filename and/or file extension of the electronic content to be shared.
The hash value functions as a key (key(A)) for routing the message to the computer node 102
responsible for the key. The message is transmitted from the first mobile device 106 to a
packet-switched Radio Access Network (RAN) 112 servicing the device 106. The packet-
switched RAN 112 sends the message to one or more of the computer nodes 102 included in
the overlay network 100 which are maintained by or otherwise associated with the packet-
switched RAN 112. Upon entering the overlay network 100, the message is routed to the
responsible computer node 102 based on the key included in the message.

The responsible computer node 102 processes the message by generating a record 110

including the information provided in the message (key(A), ID(A), etc.). This way, the location of
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the registered electronic content is readily available when other devices request access to the
same electronic content. For example, a second mobile device 108 requests access to the
electronic content previously registered by the first mobile device 106. The second mobile
device 108 generates a message identifying the desired electronic content. The desired
electronic content may be identified by hashing at least part of the filename and/or file extension
of the desired electronic content. The hash value is included in the message and transmitted to
the same packet-switched RAN 112 or a different RAN (not shown). Regardless, the message
is eventually routed to the responsible computer node 102 in the overlay network 100 based on
the key value. The responsible computer node 102 performs a record lookup based on the key
included in the message. Because the identical key was previously registered by the first mobile
device 106, the responsible computer node 102 sends a reply message to the second mobile
device 108.

The reply message includes the identity of the first mobile device 106 (ID(A)). The second
mobile device 108 may then directly contact the first mobile device 106 using the identifier
included in the reply message. The first mobile device 106 may not be connected to the PSDN
104 when contacted by the second mobile device 108. Accordingly, the first mobile device 106
may be instructed to establish a network connection. The cost associated with forcing the first
mobile device 106 to establish a network connection may be charged to the second mobile
device 108. Regardless, the IP address allocated to the first mobile device 106 when the
network connection is established is provided to the second mobile device 108. A network
connection is then formed between the two mobile devices 106, 108 using the IP address of the
first device 106. The electronic content stored by the first mobile device 106 is transferred over
the IP connection to the second mobile device 108, e.g., using the IP messaging protocol.
Thus, the overlay network 100 provides a mechanism for identifying the location of shared
mobile device electronic content based on a hierarchical DHT, but the overlay network 100 does
not store the electronic content.

In more detail, the mobile devices 106, 108 may comprise any type of mobile device such as a

mobile phone, portable computer, PDA, portable media player and the like having access to the
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PSDN 104 via a packet-switched interface such as GPRS/EDGE, UMTS, WCDMA, etc. The
mobile devices 106, 108 share locally stored electronic content such as text files, source code,
program code, image files, audio files, multimedia files and the like based on file sharing
messages sent between the mobile devices 106, 108 and the overlay network 100. File sharing
messages are routed in the overlay network 100 based on a hierarchical DHT. The number of
different hierarchical levels represented by the overlay network 100 depends on the size of the
network and number of subscribers, among other considerations.

Figure 2 illustrates one embodiment of the overlay network 100. According to this embodiment,
each participating network operator maintains a local ring 200 of computer nodes 102. Each
local ring 200 may be maintained remotely from the operator’s network 112 or may be included
in the network 112 as will be described in more detail later. Regardless, each local ring 200
includes a plurality of computer nodes 102 each assigned a range of key values. Messages are
routed within the local rings 200 based on the key value included in the messages. The local
rings 200 are collapsed into geographic-centric rings 202, e.g., based on country codes as
defined by the ITU Telecommunication Standardization Sector's recommendation E.164. This
way, the local rings 200 associated with the same country code are collapsed into a single
countrywide ring 202.

Each countrywide ring 202 is a logical representation of the computer nodes 102 included in the
local network operator rings 200 that form the countrywide ring 202. That is, no new computer
nodes 102 are created or added at the countrywide level. Instead, new links are formed
between computer nodes 102 at the countrywide level. This way, messages may be routed at
the countrywide level and between the network operator level and the countrywide level. The
countrywide rings 202 may be further collapsed into a single, merged worldwide ring 204. The
worldwide ring 204 has links to the lower-level countrywide rings 202. This way, messages are
easily routed between each of the levels represented by the overlay network 100. Additional
levels may be included. In other embodiments, the local rings 200 are further segmented based

on locality, e.g., by postal code, state, province, area code, etc. Regardless, the links used to
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form the overlay network 100 are based on a hierarchical DHT representing any number of
desired levels.

In one embodiment, the hierarchical DHT used to arrange the overlay network 100 is based on
the Canon framework. That is, the hierarchical DHT may be Crescendo-based for Chord rings,
Cacophony-based for Symphony rings, Can-Can-based for CAN rings or Kandy-based for
Kademlia rings. According to the Canon framework, computer nodes 102 included in two
different rings (e.g., two different local network operator rings 200) retain their original links when
the two rings are merged. In addition, each computer node m in one ring creates a link to a
computer node m'in the other ring if and only if equations (1) and (2) below are satisfied:

m'is the closest node that is at least distance 2 away forsome 0 <k < N
(1)

m'is closer to m than any node in m’s ring
(2)
where kis a node index and N is the total number of participating computer nodes. Equation (1)
is the standard Chord rule for creating links, applied to the union of the nodes in the two rings.
Equation (2) further requires computer node m to create only a subset of the links, specifically,
only the links to those nodes closer to m than any other node in m’s ring. Messages are routed
to the responsible computer node 102 in approximately O(logM) hops based on the Canon
framework, where M is the total number of participant computer nodes. Further, the routing
table used by the overlay network 100 to route file sharing messages is approximately O(logM)
in size. Of course, other hierarchical DHTs may be used to enable mobile device file sharing.
Turning now to the mobile devices 106, 108, each device 106, 108 includes a processor 114,
memory 116 and radio circuitry 118. The processor 114 generates and processes file sharing
messages, e.g., by executing software such as a daemon stored in memory 116. The radio
circuitry 118 transmits and receives file sharing messages to and from the packet-switched RAN
112 and may include components such as a transceiver, frequency converter, demodulator, etc.

The memory 116 stores electronic content. The mobile device processor 114 generates three



10

15

20

25

WO 2008/135304 9 PCT/EP2008/053141

basic file sharing message types — content registration messages, content deregistration
messages, and content request messages. The mobile device processor 114 also processes
reply messages received from the overlay network 100.

Figure 3 illustrates one embodiment of an exemplary file sharing message 300. The message
300 includes a header 302 and a body 304. The message 300 can be based on the Short
Message Service (SMS), Multimedia Messaging Service (MMS), and/or Enhanced Messaging
Service (EMS). The header 302 is modified to include a flag bit or other indicator 306. The flag
bit or other indicator 306 indicates to the packet-switched RAN 112 that the message 300 is not
a conventional SMS, MMS or EMS message, respectively. Instead, the flag bit or other indicator
306 indicates the message 300 is related to file sharing. The packet-switched RAN 112 sends
file sharing messages generated by the mobile devices 106, 108 to one or more of the computer
nodes 102 included in the overlay network 100. The file sharing messages are then routed
within the overlay network 100 based on the key included in the messages. Similarly, the
packet-switched RAN 112 sends file sharing messages received from one or more of the
computer nodes 102 included in the overlay network 100 to the identified mobile devices 106,
108. Otherwise, the message is processed according to conventional approaches. This way, a
preexisting messaging scheme such as SMS, MMS, or EMS is modified to accommodate mobile
device file sharing.

The message body 304 includes information enabling mobile device file sharing when the flag
bit or other indicator 306 is set. A message type field 308 included in the message body 304
indicates message type, e.g., content registration, deregistration, request or reply. A key field
310 is included for content registration, deregistration, and request messages. The key field 310
contains the key generated from the electronic content being registered, deregistered or
requested, respectively. A mobile device identifier field 312 contains the identity of the mobile
device 106, 108 attempting to register or deregister electronic content. The mobile device
identifier field 312 is also included in a reply message for identifying the mobile device 106, 108

that stores electronic content requested by another mobile device.
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A second identifier field 314 contains the Electronic Serial Number (ESN) or Media Access
Control (MAC) address associated with a mobile device 106, 108. The second identifier field
314 is used by the overlay network 100 to maintain previously created records 110. For
example, if the SIM card included in a mobile phone 106, 108 is changed, the second identifier
field 314 enables the overlay network 100 to recognize that electronic content has already been
registered by the mobile phone 106, 108. Accordingly, only the new mobile phone number is
updated in the preexisting record 110 instead of creating a new record 110.

A routing level field 316 is included in content request messages for indicating the hierarchical
DHT level beyond which key searching is not permitted. The routing level field 316 may be used
to limit the cost associated with searching for electronic content. For example, a mobile device
user may limit key searching to the local ring managed by the user’s network operator (e.g., one
of the local rings 200 illustrated in Figure 2). This way, the user does not incur costs associated
with searching outside the operator’s network 112. Alternatively, key searching may be allowed
at the countrywide or worldwide levels illustrated in Figure 2. The routing level field 316 also
improves security when used to limit key searching to a known ring of computer nodes 102, e.g.,
the local ring 200 maintained by the mobile device user’s network operator. Security is provided
in that electronic content may only be retrieved from mobile devices 106, 108 permitted access
to a particular operator network 112 when key searching is limited to the operator's network 112.
Mobile device file sharing is enabled based on the content registration, deregistration, request
and reply message types. Of course, other file sharing message types may be supported such
as acknowledgment messages, error messages, etc. For ease of explanation only, a detailed
description of the four message types is provided next with reference to the first mobile device
106 shown in Figure 1 registering electronic content and the second mobile device 108
subsequently requesting access to the registered content. Of course, any number of mobile
devices 106, 108 may participate in file sharing. In fact, the hierarchical DHT-based file sharing
teachings disclosed herein are well suited for accommodating large numbers of mobile devices

106, 108.
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With this in mind, the processor 114 included in the first mobile device 106 generates a content
registration message automatically or in response to user action, e.g., as illustrated by Step 400
of Figure 4. In one embodiment, the message is automatically generated when the electronic
content is newly listed in a predetermined file folder associated with shared electronic content,
e.g., a public file folder or the like. Regardless, the processor 114 includes a key in the key field
310 of the content registration message for identifying the electronic content. In one
embodiment, the key is generated by hashing at least part of the filename and/or file extension
of the shared content, e.g., using the MD, SHA or other hash algorithm. A device identifier (ID)
is included in the device identifier field 312 for uniquely identifying the first mobile device 106. In
one embodiment, the identifier is the phone number of the first mobile device 106 if the device
106 is a mobile phone. In another embodiment, the IP address of the first mobile device 106 is
provided. The processor 114 also sets the flag bit or other indicator 306 in the message header
302 so that the packet-switched RAN 112 identifies the message as a file sharing message.
Regardless, the content registration message is then transmitted to the packet-switched RAN
112 by the radio circuitry 118 included in the first mobile device 106, e.g., as illustrated by Step
402 of Figure 4. The packet-switched RAN 112 recognizes the message as a file sharing
message by inspecting the flag bit or other indicator 306, e.g., as illustrated by Step 404 of
Figure 4. Accordingly, the packet-switched RAN 112 sends the message to one of the computer
nodes 102 included in the overlay network 100, e.g., as illustrated by Step 406 of Figure 4. The
message may be sent to the overlay network 100 using any conventional packet-based
messaging protocol such as IP. Preferably, the packet-switched RAN 112 sends the message
to a computer node 102 maintained by or otherwise associated with the RAN 112.

The content registration message is routed over the overlay network 100 to the computer node
102 responsible for the key value included in the message, e.g., as illustrated by Step 500 of
Figure 5. The responsible computer node 102 inspects the message type field 308 and
determines that the message is a content registration message, e.g., as illustrated by Step 502
of Figure 5. Correspondingly, the responsible computer node 102 generates a record 110

associated with the message, e.g., as illustrated by Step 504 of Figure 5. The record 110
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identifies the key and device identifier (ID) extracted from the received message as well as any
other information included in the message such as the ESN or MAC address associated with the
first mobile device 106.

The electronic content is available for distribution after it has been registered. For example, the
second mobile device 108 may request access to the electronic content. The processor 114
included in the second mobile device 108 generates a content request message identifying the
newly shared content, e.g., as illustrated by Step 400 of Figure 4. The key included in the
content request message matches the key stored in the record 110 previously created by the
overlay network 100. The routing level field 316 included in the message body 304 may be set
to indicate the highest level at which key searching is permitted. The flag bit or other indicator
306 is set to indicate the message is a file sharing message. The content request message is
then transmitted to the packet-switched RAN 112 by the radio circuitry 118 included in the
second mobile device 108, e.g., as illustrated by Step 402 of Figure 4. The packet-switched
RAN 112 recognizes the message as a file sharing message by inspecting the flag bit or other
indicator 306, e.g., as illustrated by Step 404 of Figure 4. Accordingly, the packet-switched RAN
112 sends the message to one or more of the computer nodes 102 included in the overlay
network 100, e.g., as illustrated by Step 406 of Figure 4.

The content request message is received by the computer node 102 coupled to the packet-
switched RAN 112, e.g., as illustrated by Step 600 of Figure 6. The local ring including the
computer node 102 that received the message determines whether the key included in the
message is stored by the local ring, e.g., as illustrated by Step 602 of Figure 6. If the local ring
maintains the key, the message is processed by the responsible computer node 102 and
message routing is terminated, e.g., as illustrated by Steps 604 and 606 of Figure 6. In this
example, a previous record 110 was created having a matching key value. Accordingly, a reply
message is generated by the responsible computer node 102 and sent to the second mobile
device 108 as part of processing the

content request message. The reply message includes the identifier for the first mobile device

106 which can be used by the second mobile device 108 to contact the first device 106.
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The local ring of computer nodes determines whether the message may be routed outside the
local ring if none of the computer nodes 102 is responsible for the key included in the message,
e.g., as illustrated by Step 608 of Figure 6. The routing level field 316 included in the message
body 304 is inspected to determine whether the message may be routed outside the local ring if
the computer node responsible for the key does not have a record matching the key included in
the message, e.g., to one of the countrywide rings 202 shown in Figure 2. The content request
message is routed outside the local ring if higher-level routing is permitted, e.g., as illustrated by
Step 610 of Figure 6. Otherwise, routing is terminated, e.g., as illustrated by Step 606 of Figure
6. Areply message is sent to the second mobile device 108 indicating no matching key was
found when message routing is terminated before a record 110 having a matching key is found.
The reply message is routed to the computer node 102 associated with the packet-switched
RAN 112 and then transmitted from the RAN 112 to the second mobile device 108.

The first mobile device 106 may deregister the shared electronic content by sending a content
deregistration message to the RAN 112. The mobile device identifier field 312 included in
message body 304 identifies the first mobile device 106. The key field 310 identifies the
electronic content to be deregistered. Electronic content may be deregistered automatically,
e.g., in response to the electronic content being deleted or removed from a public folder.
Alternatively, a user may manually deregister shared electronic content by initiating a
deregistration routine. Regardless, the content deregistration message is transmitted to the
packet-switched RAN 112 which sends the message to the overlay network 100. The computer
node 102 responsible for the key eventually receives the deregistration message and deletes
the record 110 associated with the mobile device identifier included in the message.

Each computer node 102 coupled to or otherwise associated with the packet-switched RAN 112
may be remotely located or locally maintained by the RAN 112. Each computer node 102
coupled to or otherwise associated with the RAN 112 provides a communication bridge for the
flow of file sharing messages between the mobile devices 106, 108 and the overlay network
100. The RAN 112 communicates with remote computer nodes 102 using a packet-based

communication protocol such as IP as is well known in the art. Alternatively, the RAN 112
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locally maintains one or more of the computer nodes 102 forming part of the overlay network
100.

Figure 7 illustrates an embodiment of the packet-switched RAN 112 where a local ring 700 of
computer nodes 102 is locally maintained by the RAN 112. The local ring 700 has one or more
links 702 to remote computer nodes 102 included in the overlay network 100. This way, the
local ring 700 forms part of the hierarchical DHT overlay network 100 while also functioning as a
messaging interface between the RAN 112 and the overlay network 100.

According to this embodiment, the packet-switched RAN 112 comprises a GPRS/EDGE-based
RAN. However, the RAN 112 may conform to other radio access topologies such as WCDMA,
UMTS or a High-Speed Packet Access (HSPA) mobile telephony protocol. The RAN 112
includes a GSM Gateway Mobile Switching Center (GMSC) 704 for providing a gateway
between the RAN 112 and the Public-Switched Telephone Network (PSTN) 706. The RAN 112
also includes a Mobile services Switching Center (MSC) and a Visitor Location Register (VLR)
708 for supporting circuit-switched communication. The MSC/VLR 708 performs circuit
switching functions, provides connections to the PSTN 706, and contains subscriber information
necessary for providing circuit switched services. A central database 710 maintains the Home
Location Register (HLR) which contains information associated with each mobile phone
subscriber authorized to use the RAN 112.

The RAN 112 further includes complimentary components for supporting packet switched
communication. A radio access node 712 such as a Base Station Subsystem (BSS) handles
traffic and signaling between the mobile devices 106, 108 and the RAN 112. The BSS 712
transcodes speech channels, allocates radio channels, performs paging, manages quality of
transmission and reception over the air interface and many other tasks related to the RAN 112
as is well known in the art. A first packet-switched communication support node 714 such as a
Serving GPRS support node (SGSN) controls connections between the RAN 112 and the
mobile devices 106, 108. The SGSN 714 performs session management and GPRS mobility
management such as handovers and paging. The SGSN 714 has access to a GPRS register

maintained by the central database 710 which stores SGSN addresses and maintains GPRS
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subscriber data and routing information. A second packet-switched communication support
node 716 such as a Gateway GPRS Support Node (GGSN) provides a gateway between the
RAN 112 and the PSDN 104 and/or other GPRS networks (not shown). The GGSN 716
implements authentication and location management functions.

The GGSN 716 also maintains the local ring of computer nodes 700 included in the packet-
switched RAN 112. The GGSN 716 directs file sharing messages to the local ring 700 for
routing. Particularly, the GGSN 716 inspects messages received from mobile devices 106, 108
to determine whether the flag bit or other indicator 306 has been set to indicate that the
messages are file sharing related. The GGSN 716 forwards received messages to the local ring
700 when the flag bit or other indicator 306 is set. The local ring 700 routes file sharing
messages provided by the GGSN 716 based on the key included in the messages as previously
described. If the computer node 102 responsible for the key in the local ring 700 has a record
matching the key included in a particular message, the message is routed to a different ring
external to the RAN 112 based on the hierarchical DHT. That is, if the message permits routing
outside the local ring 700 maintained by the RAN 112, the message is routed to a different ring
of computer nodes 102 included in the overlay network 100. File sharing messages are routed
outside the local ring 700 according to a hierarchical DHT protocol in the application level. For
example, a protocol such as IP can be used in the layer 3 level to route file sharing messages.
Messages are routed through the overlay network 100 as previously described.

With the above range of variations and applications in mind, it should be understood that the
present invention is not limited by the foregoing description, nor is it limited by the
accompanying drawings. Instead, the present invention is limited only by the following claims,

and their legal equivalents.
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CLAIMS
1. A method of sharing mobile device electronic content via an overlay network of computer
nodes arranged according to a hierarchical distributed hash table (DHT), comprising:
generating a message by a mobile device, the message including a key configured to
5 identify mobile device electronic content and to enable routing of the message
based on the hierarchical DHT through the overlay network upon reception of the
message at any of the computer nodes; and
transmitting the message to a packet-switched radio access network, the packet-
switched radio access network configured to send the message to one or more of

10 the computer nodes.

2. The method of claim 1, wherein generating the message comprises generating a content
registration message configured to identify the mobile device and electronic content stored by

the mobile device which the mobile device is configured to share.

15
3. The method of claim 2, wherein generating the content registration message comprises
automatically generating the content registration message responsive to a predetermined folder
in the mobile device newly listing the electronic content.

20 4. The method of claim 2, further comprising regenerating the content registration message

responsive to the mobile device powering on.

5. The method of claim 1, wherein generating the message comprises generating a content
deregistration message configured to identify the mobile device and electronic content stored by

25 the mobile device which the mobile device is no longer configured to share.

6. The method of claim 1, wherein generating the message comprises generating a content

request message configured to identify electronic content requested by the mobile device.
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7. The method of claim 6, wherein generating the content request message comprises
indicating in the content request message a level of the hierarchical DHT beyond which key

searching is not permitted.

8. The method of claim 7, wherein indicating in the content request message the level of
the hierarchical DHT beyond which key searching is not permitted comprises indicating whether

key searching is permitted at a network operator level, a countrywide level or a worldwide level.

9. The method of claim 1, further comprising processing a reply message received from the
overlay network at the mobile device, the reply message configured to indicate whether one or

more of the computer nodes maintains a record matching the key.

10. The method of claim 9, wherein processing the reply message comprises:

retrieving a mobile device identifier from the reply message, the mobile device identifier
configured to identify a mobile device storing electronic content indicated by the
key;

sending a message to the mobile device identified by the mobile device identifier, the
message configured to request access to the electronic content;

receiving a response from the mobile device identified by the mobile device identifier, the
response including an IP address identifying the mobile device that transmitted
the response; and

receiving the electronic content over a network connection established between the

mobile devices based on the |P address.

11. A mobile device for sharing mobile device electronic content via an overlay network of

computer nodes arranged according to a hierarchical distributed hash table (DHT), comprising:
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a processor configured to generate a message including a key configured to identify
mobile device electronic content and to enable routing of the message based on
the hierarchical DHT through the overlay network upon reception of the message
at any of the computer nodes; and

radio circuitry configured to transmit the message to a packet-switched radio access
network, the packet-switched radio access network configured to send the

message to one or more of the computer nodes.

12. The mobile device of claim 11, wherein the processor is configured to generate a content
registration message configured to identify the mobile device and electronic content stored by

the mobile device which the mobile device is configured to share.

13. The mobile device of claim 12, wherein the processor is configured to automatically
generate the content registration message responsive to a predetermined folder in the mobile

device newly listing the electronic content.

14. The mobile device of claim 12, wherein the processor is further configured to regenerate

the content registration message responsive to the mobile device powering on.

15. The mobile device of claim 11, wherein the processor is configured to generate a content
deregistration message configured to identify the mobile device and electronic content stored by

the mobile device which the mobile device is no longer configured to share.

16. The mobile device of claim 11, wherein the processor is configured to generate a content

request message configured to identify electronic content requested by the mobile device.
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17. The mobile device of claim 16, wherein the processor is configured to indicate in the
content request message a level of the hierarchical DHT beyond which key searching is not

permitted.

5 18. The mobile device of claim 17, wherein the processor is configured to indicate whether

key searching is permitted at a network operator level, a countrywide level or a worldwide level.

19. The mobile device of claim 11, wherein the processor is further configured to process a
reply message received from the overlay network, the reply message configured to indicate

10  whether one or more of the computer nodes maintains a record matching the key.

20. The mobile device of claim 19, wherein the processor is configured to:
retrieve a mobile device identifier from the reply message, the mobile device identifier
configured to identify a mobile device storing electronic content indicated by the
15 key;
generate a message directed to the mobile device identified by the mobile device
identifier, the message configured to request access to the electronic content;
process a response received from the mobile device identified by the mobile device
identifier, the response including an IP address identifying the mobile device that
20 transmitted the response; and
process electronic content received over a network connection established between the

mobile devices based on the |P address.

21. The mobile device of claim 11, wherein the mobile device comprises a mobile phone.
25
22. A method of sharing mobile device electronic content via an overlay network of computer

nodes arranged according to a hierarchical distributed hash table (DHT), comprising:
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processing at a packet-switched radio access network a message generated by a mobile
device, the message including a key configured to identify mobile device
electronic content and to enable routing of the message based on the hierarchical
DHT through the overlay network upon reception of the message at any of the
computer nodes; and

sending the message to one or more of the computer nodes associated with the packet-

switched radio access network.

23. The method of claim 22, wherein processing the message comprises processing a
content registration message configured to identify the mobile device and electronic content

stored by the mobile device which the mobile device is configured to share.

24. The method of claim 22, wherein processing the message comprises processing a
content request message configured to identify electronic content requested by the mobile

device.

25. The method of claim 22, wherein processing the message comprises processing a
content deregistration message configured to identify the mobile device and electronic content

stored by the mobile device which the mobile device is no longer configured to share.

26. The method of claim 22, further comprising processing at the packet-switched radio
access network a reply message received from the overlay network, the reply message
configured to indicate whether one or more of the computer nodes maintains a record matching

the key.

27. The method of claim 22, wherein sending the message to one or more of the computer
nodes comprises forwarding the message to a packet-switched communication support node

included in the packet-switched radio access network, the packet-switched communication
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support node configured to form part of the overlay network and to route the message based on

the key.

28. The method of claim 27, further comprising preventing the message from leaving the
5 packet-switched radio access network responsive to the message indicating key searching is

not permitted outside the packet-switched radio access network.

29. A packet-switched radio access network for sharing mobile device electronic content via
an overlay network of computer nodes arranged according to a hierarchical distributed hash
10  table (DHT), comprising:

a radio access node configured to receive a message generated by a mobile device, the
message including a key configured to identify mobile device electronic content
and to enable routing of the message based on the hierarchical DHT through the
overlay network upon reception of the message at any of the computer nodes;

15 and

a packet-switched communication support node configured to process the message and

send the message to one or more of the computer nodes associated with the

packet-switched radio access network.

20  30. The packet-switched radio access network of claim 29, wherein the packet-switched
communication support node is configured to process a content registration message configured
to identify the mobile device and electronic content stored by the mobile device which the mobile

device is configured to share.

25 31. The packet-switched radio access network of claim 29, wherein the packet-switched
communication support node is configured to process a content request message configured to

identify electronic content requested by the mobile device.



10

15

WO 2008/135304 22 PCT/EP2008/053141

32. The packet-switched radio access network of claim 29, wherein the packet-switched
communication support node is configured to process a content deregistration message
configured to identify the mobile device and electronic content stored by the mobile device which

the mobile device is no longer configured to share.

33. The packet-switched radio access network of claim 29, wherein the packet-switched
communication support node is further configured to process a reply message received from the
overlay network, the reply message configured to indicate whether one or more of the computer

nodes maintains a record matching the key.

34. The packet-switched radio access network of claim 29, wherein the packet-switched
communication support node is further configured to form part of the overlay network and to

route the message based on the key.

35. The packet-switched radio access network of claim 34, wherein the packet-switched
communication support node is configured to prevent the message from leaving the packet-
switched radio access network responsive to the message indicating key searching is not

permitted outside the packet-switched radio access network.



PCT/EP2008/053141

WO 2008/135304

17

YOk
MHOMLAN v1ivd
d3HOLIMS-L3XOVd

| LNILNOD
| OINOHL103713

AHOWSIN

vl
HOSS3O0Hd

8L

AHLINOYHIO
Oolavy

MHOMLIN SS300V OI1advy
d3HOLIMS-13MOvd

©
(@]
—

9Lt
AHOWSIN

(o0}
m0|
—

143"
HOSS300Hd

8L

AHLINOYIO
olavy




PCT/EP2008/053141

WO 2008/135304

217

c0l

13A3TT
MHOML3AN
HO1vH3dO

13A31
JAIMAHLNNOD

13A3T
JAIMATHOM

¢ 'Old

o 002

o 002

col

cOt (/

2ol
c0zg 4/ 02

c0l

[

c0¢

oor\\«

02



PCT/EP2008/053141

WO 2008/135304

3/7

€ 'Old

9l¢ e cle e 80¢ 90¢
13A3T SVIN/NST H3I41LN3Al AT JdAl . lid .
ONILNOY 1HAd JOIA3Ad ITIGOIN JOVSSIN Ov4
1\ A
' _Y_
1401 20¢e

AdOd FOVSSIN

00€ \\\

H3AV3IH 3OVSS3IN




WO 2008/135304

4/7

[

PCT/EP2008/053141

GENERATE FILE SHARING MESSAGE

AT MOBIL

E DEVICE

Y

y

TRANSMIT THE MESSAGE
TO A RADIO ACCESS NETWORK
COUPLED TO THE MOBILE DEVICE

\

/

IDENTIFY MESSAGE AS A FILE

SHARING

MESSAGE

AT THE RADIO ACCESS NETWORK

Y

y

SEND THE

TO A LOCAL DHT RING ASSOCIATED WITH

MESSAGE

THE RADIO ACCESS NETWORK

i

FIG. 4



WO 2008/135304

S/7

PCT/EP2008/053141

RECEIVE MOBILE DEVICE FILE SHARING
MESSAGE AT HIERARCHICAL DHT NODE
ASSOCIATED WITH THE MESSAGE

Y

IDENTIFY MESSAGE TYPE

Y

PROCESS THE MESSAGE BASED ON
THE TYPE OF MESSAGE

!

FIG. 5



WO 2008/135304 PCT/EP2008/053141

6/7

RECEIVE MOBILE DEVICE FILE SHARING
MESSAGE AT LOCAL DHT RING

Y

602

KEY FOUND
WITHIN CURRENT
DHT RING?

YES

610~ y 604

ROUTE MESSAGE
TO A DIFFERENT

PROCESS MESSAGE
WITHIN CURRENT

DHT RING DHT RING
A
YES ROUTING OUTSIDE
CURRENT DHT RING
PERMITTED?
y 606

TERMINATE MESSAGE ROUTING

FIG. 6



PCT/EP2008/053141
717

WO 2008/135304

d3HOLIMS-13MOVd

001
. |- _
oLl | INJINOD |
\ | OINOHLO3 13 |
\ (V) NS3 - It
_\-z0l (v) al - AHOWIN
o (V) A3 -
MHOMLIN Viva ~
A3aHDLIMS-LIMOV /) s =
IIIIIIIIIIIII — — e e — o —— — {I — —— —— — — — —
i Jo | HOSSIDOHd
| 7 s | —_—
_ -~ _ 0—.
I | \v/ -
! ! I
] AHLINDHID
| ——— I
_ 20+ ST | 0lavy
| YA |
| 0021 NsSHH i
| -
“ \}I_ 7 “ 9Lt
! LIvA ! AHOWIN
| |u3Lsio3Y _H Nsos [ V] _
SHdO INILSASANS
| d1H 1 oz || [NolLs 3sve
| \}
5 m._>\_om_>_ ST
_ HOSS3D0Hd
| 0. I 301
| JSIND | g
- I . I 8L
zwomw ! chl ! ] AHLINDYID
| MHOMLIN SSIDOOV Olavy | olavy
| |
| |



INTERNATIONAL SEARCH REPORT

Intemational application No

PCT/EP2008/053141

CLASSIFICATION OF SUBJECT MATTER

A.
INV. HO04L29/08

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HO4L

Documentation searched other than minimum documentatlon to the extent that such documents are included in the flelds searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data, INSPEC, IBM-TDB, COMPENDEX

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with.indication, where appropriate, of the relevant passages

X WO 2006/053580 A- (NTT DOCOMO INC [JP]; 1-6,
~ KELLERER WOLFGANG [DE]; TARLANO ANTHONY 9-16,
[DE]; ZOE) 26 May 2006 (2006-05-26) . 19-27,
_ ' 29-34
A 7,8,17,
18,28,35
abstract

page 8, line 27 - 1ine 30

page 13, line 29 - line 33
page 14, line 7 - line 17
page 15, line 8 - line 30

page 27, 1ine 9 - line 11
page 28, line 20 - 1ine 35
page 31, 1line 1 - line 5

page 3, line 31 - page 4, line 4
page 5, line 31 - page 7, line 20

page 11, Tline 29 - page 12, 1line 32
page 24, line 30 - page 25, line 14

page 32, line 13 - page 33, line 10

S o

m Further documents are listed in the continuation of Box C.

E See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not
considered to be of particular relevance

"E" earlier document but published on or after the International
filing date

“L" document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason {(as specified)

0" document referring to an oral disclosure, use, exhibition or
~ other means

“P" document published prior to the International fliing date but
later than the priority date claimed

“T" later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

“X" document of particular relevance; the claimed Invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

"Y" document of particular relevance; the claimed Invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu-
ments, such combination being obvlous to a person skilled
in the art.

"&" document member of the same patent family

Date of the actual completion of the international search

15 July 2008

Date of malling of the international search report

22/07/2008

Name and malling address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040, Tx. 31 651 epo nl,
Fax: (+31-70) 340-3016

Authorized officer

Hes, Ronald

Form PCT/ISA/210 (second sheet) (Aprit 2005)

Relevant to claim No.




INTERNATIONAL SEARCH REPORT

Intemiational application No

Distributed Hash Table"

WIRELESS COMMUNICATIONS AND NETWORKING
CONFERENCE, 2007.WCNC 2007. IEE E, IEEE,
PI, 1 March 2007 (2007-03-01), pages
2812-2818, XP031097660

ISBN: 978-1-4244-0658-6

paragraphs [0003], {004A]1, [0005],
{0006]

PCT/EP2008/053141
C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT )
) Categofy’ Cttation of document, with indication, where appropriate, of the relevant passages . Relevant' to claim No. -
A WOLFGANG KELLERER ET AL: "Towards a 1-35
Mobile Peer-to-Peer Service Platform"
APPLICATIONS AND THE INTERNET WORKSHOPS,
2007. SAINT WORKSHOPS 2007. I NTERNATIONAL
SYMPOSIUM ON, IEEE, PI,
1 January 2007 (2007 01- 01), pages 2-2,
XP031044094
ISBN: 978-0-7695-2757-4
~ paragraph [0004]
A EP 1 587 282 A (MICROSOFT CORP [US]) 1-35
19 October 2005 (2005-10-19)
abstract _
paragraph [0009] - paragraph [0011]
A MARCIN MATUSZEWSKI ET AL: "Social 1-35

Form PCT/ISA/210 (continuation of second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

US 2005243740 Al

PCT/EP2008/053141
Patent document Publication Patent family Publication

cited in search report date . member(s) date
WO 2006053580 A 26-05-2006 EP 1813074 Al 01-08-2007
EP 1587282 A 19-10-2005 AT 369693 T 15-08-2007
- : CN 1708026 A 14-12-2005
DE 602005001883 T2 20-12-2007
JP 2005353039 A 22-12-2005
KR 20060045788 A 17-05-2006

03-11-2005

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - wo-search-report
	Page 32 - wo-search-report
	Page 33 - wo-search-report

